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Abstract—The constantly increasing need for data exchange
among various types of devices, mobile and fixed, is one of the
main characteristics of the technological development in the last
few years. Within this context, the possibility to deliver content
to more devices into the same domestic environment is very
interesting for both consumers and service providers.

The main hurdle for the Device to Device (D2D) communi-
cations is the available bandwidth and implicitly the used radio
technology and frequency range. From this point of view, the so
called TV White Spaces (TVWS) are an ideal candidate for short
range communications, but have the problem of the interference
management with the licensed services already operating there.
This problem can be alleviated by using cooperative, distributed
spectrum sensing techniques. This paper proposes an innovative
approach for D2D communications in a real indoor environment,
based on a Social Internet of Things (SIoT) architecture able to
involve all participating objects in a twofold procedure, gathering
both spectrum sensing and Quality of Service (QoS) data and
weighting the received information using a novel trustworthiness
algorithm. The algorithm, together with the entire SIoT archi-
tecture, have been implemented and extensively tested in a real
indoor environment.

Index Terms—Social Internet of Things, Trustworthiness, Cog-
nitive Radio, Device to Device, Spectrum Management, Real
Platform.

1. INTRODUCTION

Third and Fourth Generation wireless technologies (i.e., 3G
and 4G) were mainly driven by demand for data services
over the Internet. Instead, when the academic and industry
communities started thinking about a new technology (i.e.,
Fifth Generation - 5G), they were pushed by the possibility
to focus on new emerging traffic types and data services,
characterized by different requirements and global issues to
be solved, with capacity increasing up to 1000 times in the
next decade expected to come from the network side [1]. The
trend in future mobile networks has shown a different pattern
from that of existing networks, because the main objective
has changed from enabling users to connect wirelessly to the
Internet for enabling massive numbers of users and objects to
seamlessly connect in smart cities (i.e., Internet of Things -
IoT) by 2020 and beyond.

The International Telecommunication Union (ITU) Interna-
tional Mobile Telecommunications (IMT)-2020 Focus Group
was established in May 2015 to analyze in future networks
the coexistence of emerging 5G technologies as a preliminary

study into the networking innovations required to support the
development of 5G systems; it individuated peak data rate, user
experienced data rate, latency, mobility, connection density,
energy efficiency, spectrum efficiency, and area traffic capacity
as key performance metrics [2].

Considering the spectrum use, frequencies below 6 GHz
were considered suitable for macro coverage (i.e., with a radius
up to 2 km). For frequencies up to 30 GHz, it is not clear yet
the effective use of this band, but about 2.5 GHz could be
made available for microcoverage (i.e., within a 50 - 100 m
radius). Frequencies from 30 to 90 GHz (i.e., visible light)
were considered suitable for fronthauling and backhauling as
well as local deployments (i.e., within a 10 m radius). In this
range, about 40 GHz could be allocated for massive machine
communications [3].

The ability of Device to Device (D2D) communications to
share their radio access connection, started to be considered
as a possible solution due to the possibility to reduce the
cost of local service provision and to supply the increase
of networks density [4], changing accordingly with the trend
in the telecommunications market [S]. For example, the 3rd
Generation Partnership Project (3GPP) introduced in Rel-12
improvements in the Long Term Evolution (LTE) standard,
allowing D2D and machine to machine (M2M) communica-
tions, reducing costs, and supporting direct communication
between close User Equipments (UEs) and indoor positioning
enhancements [6].

Other approaches for short-range high speed D2D com-
munications are for example WiFi Direct and Bluetooth
5.0 [7], with transfer rates varying from 25 to 250 Mbps.
The drawback of these specific solutions is the use of the
overcrowded ISM band that can lead to severe performance
losses. A new adaptive access network selection algorithm
over heterogeneous wireless networks was proposed in [8].

Opposed to the classic approaches based on the ISM bands,
in this paper we make use of the unlicensed TVWS for D2D
communications. The TVWS refers, as the name suggests, to
the TV channels not used in a particular location and at a
particular moment of time by any TV broadcasting services.
The communication in the TVWS is based on respecting the
interference constraint, imposed to protect the normal opera-
tion of licensed TV broadcast services. Various studies on the
use of TVWS [9] [10] [11] have identified the joint use of geo-



location databases (GLDBs) and local detection techniques
(i.e., spectrum sensing) to exploit the TVWS [12]. The GLDBs
contain a list of free Digital Terrestrial Television (DTT)
channels for a certain location, together with the allowable
maximum radiated power for transmitting without harmful
interference to DTT users. Spectrum sensing procedures, on
the other side, are focused on the continuous, on-site survey
of the TVWS occupation, which can be also cooperative and
multi-band. The main hurdle of spectrum sensing technologies
is the temporal and spatial accuracy, which can be improved,
especially in crowded and dynamic scenarios, through the
cooperation of sensing devices. It is therefore important to
have other solutions where even devices that are not directly
involved in the usage of the TVWS still contribute to the
sensing procedures for the benefit of the communities of
devices they belong to.

The concept of heterogeneous and pervasive objects, which
collaborate to reach a common goal, is the basis behind the
IoT vision. One of the main advantages of such a vision is the
possibility to obtain reliable information by the other members
so not to suffer from attacks and malfunctions [13]; the trust
management [14] is of particular importance in our scenario,
where secondary users (SUs), that is unlicensed users, have to
ensure that they will not cause any interference for authorized
services operating in the same or in adjacent bands.

Recently, the idea of things involved into the network
together with people led to the Social IoT (SIoT) concept
[15], where objects are able to establish social relationships
autonomously following the rules set by their owners. The
resulting social network of objects is able to deliver a faster
service and information discovery, by navigating a social
network of “friend” objects and also to perform a more reliable
management of the received information [16].

Considering, for example, a typical home environment, it
is possible to find several heterogeneous devices such as
communication devices, electrical appliances, safety systems,
air conditioning, smart TVs, and so on. Based on the afore-
mentioned SIoT paradigm, all these objects create their own
social relations, which are used to exchange the collected data
from the environment over the Internet, even if they are not
directly interested in the collected resource itself. Specifically,
the usage of the SIoT paradigm would deliver a complete
and trustable vision of the spectrum usage, decoupling the
spectrum sensing operation from the proper transmission, and
improving significantly the sensing accuracy as a whole [17].

In a home environment where lots of devices are interested
in exploiting spectrum opportunities [18], several nodes trying
to simultaneously communicate in the same channel could
affect primary transmissions in the adjacent channels. The
effective monitoring over this spectrum sharing is mainly
conditioned by the spectrum view that needs to be highly
reliable. This is a typical scenario where a trustworthiness
algorithm could sensibly improve the management of the
spectrum use also protecting primary transmissions.

In [12], the authors proposed the utilization of the SIoT
paradigm for the sensing of the channel status to improve the
use of the TVWS. This paper extends the previous work by:

« proposing a real system for D2D communications in an
indoor scenario;

« introducing, as innovative contribution, the capacity to
involve all objects in sensing and feedback procedures,
in order to guarantee trustworthy transmissions in the
TVWS, and implicitly not disturbing active communica-
tions of the primary users in the adjacent TV channels;

« presenting for the first time, as main contribution, the
implementation of a distributed sensing procedure and
a Quality of Service (QoS) evaluation procedure, both
coordinated by a control logic based on a trustworthiness
algorithm.

In [19], an experimental study for near real-time spectrum
sensing and opportunistic spectrum access in database-driven
cognitive radio networks (i.e., nROAR) using USRP boards
was presented, missing the possibility to evaluate the channels
during secondary transmissions. The QoS evaluation procedure
is crucial for the assessment of the communication channels
chosen by the spectrum sensing procedure, both for the QoS
of the actual broadcasting channel, as for the protection of
the adjacent channels in case they are occupied by primary
licensed users (PUs). By implementing the QoS evaluation
procedure, the reliability of D2D communications, in terms of
the protection of PUs is expected to be significantly improved.

The paper is organized as follows: section II introduces the
needed background related to TVWS and thr SIoT paradigm
also presenting the used architecture; section III illustrates
the real scenario used for developing the proposed system,
which is described in detail in section IV. The setup for the
experiments and their evaluation are described in section V.
Finally, section VI draws the conclusions and introduces the
future work to be done.

II. BACKGROUND
A. TVWS

As explained in the introduction, the term TVWS addresses
the TV channels not used at a specific time and place by any
broadcasting TV services. TVWS are also known as digital
dividend, emerged after the transition from analog to digital
TV broadcasting. After this transition, large ranges of the
UHF radio frequency spectrum (e.g., 512-608 MHz and 614-
698 MHz in USA, 470-550 MHz and 614-848 MHz in UK
and EU) have been released for unlicensed devices use. The
frequency range of the TVWS in the UHF spectrum has good
propagation and building penetration characteristics, making
these frequencies adequate especially for indoor applications.
However, the use of TVWS implies various constraints. First
of all, the interference constraint, imposed to protect the
normal operation of licensed Digital Terrestrial Television
(DTT) services, should be met: in the TVWS all new users
are unlicensed, SUs constrained to detect and avoid PUs
by adjusting functional parameters such as carrier frequency,
transmission power, and modulation type.

In the UK, the Independent regulator and competition
authority for the UK communications industries (OfCom)
presented a document [20] after the decision to allow a new
wireless technology access to the unused parts of the radio



spectrum in the 470 to 790 MHz frequency band, presenting
a white spaces device able to share this band with the existing
uses, DTT, including local TV, Program Making and Special
Events (PMSE), and wireless microphone users. From the
standardization point of view, there is already a first full
Cognitive Radio (CR) standard, the IEEE 802.22 Wireless
Regional Area Network (WRAN), developed to exploit the
TVWS bands to assure broadband access for remote and rural
areas. WRAN devices are designed to operate in the frequency
range 54 - 862 MHz alongside DTT transmissions. Also here,
the combination of GL-DBs and spectrum sensing methods
are used to enhance its operation [21]. The current version of
the standard, IEEE 802.22b-2015 [22] is designed to double
the throughput of devices based on the original IEEE 802.22
standard. The new amendment is intended also to serve more
users per base station and enable relay capability for machine-
to-machine (M2M) and IoT use cases.

Other standardization organizations, such as the ETSI [23]
and the ITU [2] are using the same concepts as part of their
new regulations on CR and devices operating in the TVWS.
The authors also conducted various studies on compatibility
between PUs and SUs in the TVWS context [9], confirming
the feasibility of this type of D2D communication.

B. SIoT Paradigm

The idea to use social networking notions within the IoT to
allow objects to autonomously establish social relationships is
recently gaining fast popularity. The driving motivation is that
a social-oriented approach is expected to support the discov-
ery, selection, and composition of services and information
provided by distributed objects and networks [24], [25] and
[26]. In this paper, we refer to the SIoT model proposed in
[15], where a set of forms of socialization among objects exists
and the relationship between objects can be defined as:

« parental object relationship (POR) among similar objects
built in the same period by the same manufacturer where
the role of family is played by the production batch;

« co-location or co-work object relationship (C-LOR and
C-WOR) like humans do when they share personal (e.g.,
cohabitation) or public (e.g., work) experiences;

« ownership object relationship (OOR) for objects owned
by the same user;

« social object relationship (SOR) when objects come into
contact, sporadically or continuously, due to relations
among their owners (e.g., devices/sensors belonging to
friends).

All these kinds of relationships are created and updated
within the SIoT platform taking into account the object’s
features (i.e., brand, type, computational capabilities, charac-
teristics, etc.) and social life, that is related to their meeting
other objects [27]. The resulting network and relationships
can be managed thanks to the SIoT architecture, made up
of four main components [15]. The relationship management
introduces into the SIoT the intelligence that allows objects to
create, manage, and even terminate a relation. This component
is implemented in the Cloud, in the object gateways, and in the
objects themselves when capable of implementing the relevant

Virtualization Layer

Physical Layer

Fig. 1. SIoT Architecture

logic. Clearly, the configuration of these functions is controlled
by the object owner, furthermore the resulting links could
be asymmetrical. The service discovery component has the
ability to search for the objects that can provide a required
service by crawling the social network. The third component,
the service composition, allows interaction among objects and
enable to compose complex applications from atomic services.
Finally, the trustworthiness management aims at understanding
how the information provided by other members has to be
processed, so to obtain a reliable system. This last component
has been the topic for several recent works, such as [28], since
the integration of social concepts in the management of trust
can help to foster the reliability of the resulting algorithms.

In this work, the authors leverage on a cloud-based SIoT
platform, named Lysis [29], to implement the proposed system.
The main functionalities of the Lysis platform are shortly
described in the following subsection.

C. SloT Architecture

The Lysis platform foresees a four layer architecture, as

depicted in Figure 1:

1 Physical Layer includes Real World Objects (RWOs), i.e.
every object which is capable of sensing the physical envi-
ronment and send the acquired information to the Internet.

2 Virtualization Layer creates a digital counterpart of the
RWOs; in order to differentiate among the different topolo-
gies of real entities, this layer offers several templates, i.e.
semantic descriptions of the related RWO, which describes
its capabilities and resources. The result is the Social Virtual
Object (SVO), typically equipped with two interfaces that
allow for a standardized communication procedure between
the aggregation level and the physical devices. In particular,
between a RWO and its SVO there exists a Hardware
Abstraction Layer, which is in charge to create a secure
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point-to-point communication (encrypted). A social identity
is added to this virtual counterparts on the Lysis platform.
The components depicted in the previous Section are imple-
mented in this layer, so that all the social relations and the
related functionalities are developed and maintained here.

3 Aggregation Layer combines information from multiple
SVOs on the basis of patterns to ensure a high re-usability
level. The Micro Engine (ME) is a mash-up of one or more
SVOs and other MEs, responsible for getting and process-
ing data from SVOs into high-level services requested by
applications at the higher level.

4 Application Layer is in charge of final processing and
presentation. Deployment and execution of applications
makes use of one or more MEs.

III. REAL SCENARIO

This paper proposes a real system for D2D communica-
tions in an indoor scenario. The innovative part stands in
involving all objects in sensing and feedback procedures to
allow trustworthy transmissions using TVWS, not disturbing
active communications in adjacent TV channels. Nowadays,
a typical home environment is populated by several hetero-
geneous devices such as electrical appliances, safety systems,
air conditioning, smart TVs, communication devices, and so
on: let us call the set of devices in the smart home as
N = {ny,...,n;..ny}. Every device can sense and collect
information regarding the environment, even if not directly
interested in using the data; through the Internet, this infor-
mation is made available to potentially every other object. The
social network created by these devices can be described by
an undirected graph G = {N, &}, where & C {N X N} is the set

of edges, each representing a social relation between a couple
of nodes. Let the set of friends of a node n; be expressed
as N; = {ny € N : n;,n;, € &}, and the set of common friends
between n; and n; as Kj; = {nk eEN :neN; UN,~}. Each
node n; computes the trustworthiness of its A; friends on
the basis of its own experience and on the basis of that of
its friends; we refer to this trustworthiness with T;;, i.e. the
trustworthiness of node #; seen by node ;. The details on how
T;; is computed are explained in Section IV-C.

In our scenario, we are considering the spectrum as the
resource to be monitored, so let C = {cy, ..., Cy, ...Co0} be the
set of possible channels. We considered only the upper part
of the DTT spectrum from 702 MHz to 862 MHz, that is
from channel 50 (i.e., 706 MHz) to channel 69 (i.e., 858
MHz). This choice is justified in order to make the scenario
feasible for the use of mobile devices, such as smart-phones
and tablets, with antennas that can operate in those frequency
ranges. The goal of our paper is to obtain a complete and
trustable vision of the spectrum usage thanks to the SIoT
paradigm, by decoupling the functions of sensing the spectrum
and transmission. The spectrum sensing cooperative methods
currently implemented do not perform a control procedure on
the effective transmission once started [30], and are therefore
not able to identify malicious nodes that could affect the
channel selection, also considering the limited number of
devices involved in the procedure.

The proposed architecture comes in support for additional
short-range services between devices in an indoor scenario,
involving all enabled objects in a twofold procedure: a dis-
tributed social sensing procedure and a QoS evaluation pro-
cedure. Theoretically, as explained before, in a certain geo-



graphical area, the frequencies dedicated to DTT broadcasting
are characterized by a static occupational status considering
primary transmissions. When secondary transmissions share
the free channels in the TV band, this condition changes. The
proposed method helps to individuate changes in the spectrum
before allowing a new communication.

As depicted in Figure 1, each device is associate with a
virtual counterpart (i.e., SVO) on the Lysis platform. Whenever
a device senses the spectrum, it sends that information to
its virtual counterpart, so that if an object needs spectrum
information for a D2D communication, it can query its social
network and access its friends data. This means that informa-
tion among friends are exchanged at the Virtualization Layer,
i.e. among the Web Services used to implement the SVOs on
the Cloud, which could be also running on the same physical
machine.

The whole process starts whenever an application installed
on a physical node, let us suppose node 7;, needs to transmit
for example video content to another node n;. Figure 2 illus-
trates the steps of the overall process. The proposed system
makes use of the friends of n;, i.e. the nodes in N;, to help
the user to individuate if there is any channel available (i.e.,
TVWS) and authorizes the corresponding device to transmit
(i.e., secondary transmission). In order to find any white
spaces, the SVO of n; crawls its social network, to obtain the
spectrum sensing measures data. Each node n; in N; senses the
spectrum and sends the information regarding the perceived
received power, P,’f, for each channel to its corresponding
SVO; the SVO of node n; has to weight all the received
information considering the trustworthiness computed by node
n; towards all of its friends, namely Ty, that provided the data
in order to reduce the uncertainty of the data received and
send them to the ME, which will elaborate all the information
and will evaluate the availability of , based on the combined
received power PR. In order to minimize the possibility of
interference with the PUs for newly joined devices, which only
have few friends, every node has always at least one friend,
the Geo Location Data Base (GL-DB). The GL-DB provides
the initial TVWS availability for a certain geographical area
[31] with initial trust equals to 1, which then varies according
to the feedback provided by the other nodes. Using all the
received information, the ME is able to have a clear view of the
available channels. Based on this view, the ME has to decide
whether to use Internet communications to deliver the service
or D2D communications. It has to be taken into account that,
in our proposed algorithm, multiple communications can occur
at the same time, e.g. in the rooftop and in the basement, if the
ME concludes that the same channel can be used by more than
two nodes, based on the spectrum sensing procedure presented
in the next Section.

If the ME approves the D2D communication, it has to
select the channels for the transmission and communicates
the resulting spectrum holes to node n;, so that it can start
to video broadcast its contents towards node ;. At the same
time, every node in NV, i.e. all the friends of n;, which are in the
communication range of the transmission, verifies, in terms of
quality of service (QoS), that the transmission is not interfering
with potential primary transmissions (i.e., PUs) operating in

next adjacent channels. In particular, n;’s friends sense the
channel and the two channels adjacent to the selected one so
that they can provide an immediate feedback about the quality
of the transmission. If the transmission is not disturbing the
PUs, node n; and n; can continue to communicate. However, if
an interference with the primary user is detected, the nodes in
N; can inform the SIoT and the transmission is immediately
suspended. In this case, the ME checks for other available
channels and, if any, changes the transmission channel. If this
happens, the D2D communication between node n; and node
n; can continue in the new channel, while all the friends of »;
start to sense the new channel in order to evaluate the QoS.

When the transmission is over, on a TVWS available
channel or through the Internet, the trustworthiness values are
updated. In particular, node n; will assign a feedback to all
of its friends that provided information about the channel and
update their trustworthiness values based on this feedback.

If any external causes force the D2D communication to
end, such as for example an user forcefully interrupting it,
or one of the devices running out of battery, than the session
ends immediately without updating the trustworthiness values
since there are no means to evaluate the received channel
information.

IV. SystEm DEsIGN

In the next three sub-sections the spectrum sensing proce-
dure (subsection IV-A), the QoS evaluation procedure (sub-
section IV-B), and the trustworthiness management algorithm
(subsection IV-C) are presented and described.

A. Spectrum Sensing Procedure

In [12], we presented a preliminary study, which introduces
a new method able to involve all sensing-enabled objects in a
distributed sensing procedure. In particular, we implemented
a python software to provide each desired device (e.g., smart
TVs) with sensing capabilities in the VHF/UHF bands. Energy
detection measurements in the 8 MHz channel are carried out
over the entire Italian DVB-T spectrum. For each channel, five
consecutive measurements are performed each 0.2 seconds and
the results are averaged over time.

Figure 3 shows an overview of the spectrum sensing mea-
surements over the channels of interest (i.e., 50 to 68) obtained
from different devices in an indoor environment. In order
to facilitate the comprehension, we differentiated the nodes
considering their location (i.e., from the basement to the
rooftop of an hypothetical building). As it can be seen, devices
can sense very different channel conditions, depending on their
position.

Then, each SVO sends this information to the SVO request-
ing them, that, based on its trustworthiness knowledge, is able
to weight the received data and compute the resulting received
power as follows:
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The SVO forwards the combined received power, shown
by the black line in Figure 3, to the ME in order to take
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TABLE I
TRUSTWORTHINESS VALUES USED AS WEIGHTS

Raspberry Location Trust Value
Rooftop 0.85

First Floor 0.7

Ground Floor 0.5
Basement 0.3
Outdoor 0.35

a decision on the availability of free channels. The ME will
consider the channels as free for transmission, if the combined
received power from all n;’s friends is lower than a threshold,
which is set to -63 dBm, based on the work in [32]. The lower
part of Figure 3 shows also the channels which are labeled as
free, based on the weighted signal strength compared to the
previously cited threshold.

Based on the used threshold, it is then possible to define
the occupational status of channel c, perceived by the generic
friend n;. We indicate such a status by the matrix S = [sg]
where the generic element s;, is equal to 1 if the node ny
senses the channel c, as available, i.e. with a received power
lower than the threshold, and O otherwise.

It has to be taken into account that the weights used to
compute the combined received power correspond to the trust-
worthiness of each device. The weights considered in Figure 3
are obtained considering the spectrum sensing measurements
campaign presented in [12], which is reported in Table I, and
are static, since in that paper the trustworthiness was intended
as the capacity of a node to sense correctly the spectrum based
on its position. In this paper, we consider the trustworthiness
as the willingness of a node in providing reliable information,
and then proposed a dynamic algorithm to compute it based
on a feedback system.

B. QoS Evaluation Procedure

An important step in the spectrum sensing procedure is to
determine which collected information is trustworthy. To this,

we make use of a feedback system that allows a node n; to
provide an evaluation of the service, in our case the spectrum
sensing, it has received by the providers, i.e. by its friends.
The service received is represented by the occupational status
of the channel S.

However, an element which is frequently missing in trust-
worthiness algorithms is how the feedback can be practically
generated [33]. Indeed, when an object receives the requested
service, it needs to evaluate if the service is consistent with
its query and rate it. In this work, each physical device
friend of the transmitter and in the transmission range of
the D2D communication (i.e., the communication allowed by
the ME after the sensing procedure) will be able to evaluate
if that transmission is causing interference to PUs in co-
and adjacent channels. This evaluation translates into a QoS
evaluation based on the levels of accuracy in terms of signal
to interference and noise ratio (SINR) detected.

The demodulated, equalized, and sampled 1Q constellation
of the primary received signal, if present, in the adjacent
channels (upper and lower) is used to evaluate the presence
of harmful interference. For a good quality signal, the 1Q
data points are close to the ideal location, but as the signal
is degraded by noise or other interference, the distance from
the ideal point increases leading to a corresponding growth
in symbol errors as more data points stray over the inter-
symbol decision boundaries. The spread in the received data
points can be seen as a signal quality indicator. Starting from
these considerations, we carried out preliminary performance
evaluations stressing the quality of the DTT received signals
in order to individuate when the quality of images started
to degrade (i.e., picture failure point - PFP) [34] due to
adjacent channel interferences. By using this method, each
node involved in the QoS evaluation procedure can evaluate
the possible degradation in the quality of the signals received
on the channels adjacent to the one used for secondary
transmission due to the presence of an interfering adjacent
communication.

The QoS is evaluated by all the nodes in the first adjacent
channels (i.e., upper and lower), namely c,,; and c,;, as in
the N;, i.e., ¢, by the interested receiving node. We indicate as
Q;{J , the QoS evaluated by the generic friend n; regarding the
transmission between n; and n;, which is computed as follows:

i _ i ij ij
Qk - Qk,x—l A Qk,x A Qk,x+1 (2)
where Q;jx_l, ;;jx, and Q;jxﬂ are the QoS results consid-

ering channels c.;+1, ¢, and c,—; respectively, expressed as
boolean values: a true value (i.e., 1) means the QoS is good and
the primary transmission is not interfered; on the contrary, a
false value (i.e., 0) indicates a wrong selection of the channel.
Q, is the logic and product of all these contributions and
if its value is true indicates the primary transmission is not
disturbed both in the co- and adjacent channels.

All the QoS evaluations from the nodes in N; are sent
to the ME, which will compute the global QoS, considering
their trustworthiness level as seen by node n;, based on the
following formula:
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The computed QoS is then used by the ME to balance the
good and bad QoS evaluations and decide if the communica-
tion between n; and n; is interfering with a PU as follows:

. [1 if QoS >0
) —
Q _{o if QoS <0 @

It has to be noted that even when the good and bad
evaluations regarding the QoS match, i.e. QoS = 0, the ME
decides to stop the communication as a conservative decision,
in order to not risk any interference with a PU.

At the end of each D2D communication m, n; assigns a feed-
back f1! to the information received by its friends regarding the
occupational status of channels, by crosschecking their sensing
measures with the QoS evaluated by the ME. According to
Table II, if the QoS is concordant with the sensed channel
status, i.e. the channel was sensed as free and no interference is
detected or the channel was sensed as busy and it was occupied
by a PU, the friend receives a positive feedback; if the QoS is
discordant, the feedback is negative: in this case, we decided
to punish more the nodes that try to create collisions with a
PU by giving a free light on the channel status.

C. Trustworthiness Management Algorithm

Our algorithm is designed to allow each node to have its
own view of the network; this approach is useful to avoid
a single point of failure and infringement of the values of
trustworthiness. Each SVO stores and manages the feedback
needed to calculate the trustworthiness level regarding its
friends in a table similar to the one shown in Table III, where
the feedback is organized from the most recent transaction,
i.e. m indexes from the latest transaction (m = 1) to the oldest
one.

To evaluate the trustworthiness, the authors are proposing a
new algorithm, entirely implemented in Python. Five parame-
ters have been considered [35]:

« Trust composition represents which components need to
be considered when computing trust;

« Trust propagation refers to how the peers exchange their
trust evidence;

« Trust aggregation represents the technique used to ag-
gregate trust values;

« Trust update concerns the mechanism for updating the
trust values;

o Trust formation represents how all the factors can
combine together to the formation of the overall trust
value.

To compose the trustworthiness of each node, we make
use of two different parameters: the first one is based on the
service provided by the nodes, i.e. the channel availability,
and is evaluated through the feedback system shown in the
previous Section, while the other one comes from the social
trust derived by the social network among nodes. Thanks
to the feedback system, any node can make use of its past
experience and have a historical view of its last transactions
with its friends. Considering a couple of nodes n; and n;, the
experience of node n; towards node n;, expressed as E;;, can
be measured as:

ij>

_ srt Ing
E,‘j = 6Eij +(1- 5)Eij (®)]

where E}i" is the short-term experience and Ef’?g is the long-
term experience, which are weighted differently based on ¢,
an input parameter of the algorithm.

The short and long experience are calculated as follows:

WArt

EJ =" £ / wert (6)
m=1
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where W and W8 are two temporal windows, which are
useful to evaluate malicious nodes with a dynamic behavior,
where their reputation oscillates between good and bad. Even
if it is important to take into account as many feedback as
possible, the accumulated experience is not able to quickly
react to behavioral changes, so a shorter temporal window is
needed to identify them. The value of the ¢ parameter will help
the system to adjust the importance of the two experiences.

However, the reliability of collected data will also depend on
the profile P of the object providing the channel information,
intended as the combination of its accuracy and its position.
The accuracy of the object depends on its ability to sense even
low-level signals and is actually its noise floor, varying from
-60 dBm to -100 dBm. For example, the noise floor of a low-
cost DTT tuner dongle is around -60 dBm, while a professional
vector signal analyzer has a noise floor of -100 dBm, both
values referring to a 8 MHz resolution bandwidth. For the
sake of simplicity, in this work we only consider static objects,
therefore the values associated with the profile P of the objects
were obtained by using the results of two previous studies
[32] concerning the evaluation of the hidden node margin for
TVWS. The obtained profile values are shown in Table IV.



TABLE IV
TABULATED VALUES FOR OBJECT PROFILE

Position (Floor)

Accuracy | B G 1 2 R

-100 dBm | 04 | 0.6 | 0.8 | 1 1

90dBm |03]05|07]09]| 1

-80 dBm | 02| 04|06 |08 |09

70 dBm | 0.1 | 03 |05]0.7 |08

-60 dBm 0 |02|04]06)|07

TABLE V
TYPE OF FRIENDSHIP VALUES
TYPE F

Owner Object Relationship OOR 1
Co-Location Object Relationship | CLOR | 0.8
Co-Work Object Relationship CWOR | 0.8
Social Object Relationship SOR | 0.6
Parental Object Relationship POR | 05

The trust value that evaluates the quality of the service
provided by node n; as seen by node n; can be calculated as a
combination between the profile of n; and the past experiences
between the two nodes, as follows:

The social component is calculated considering the main
features of a social network among objects [33]: the centrality
of the nodes and the type of friendship that connects two
devices n; and n;.

Centrality, expressed as C;;, represents of how much one
node (n;) is central in the local network of another node
(n;) and not how much it is considered central for the entire
network. This subjective view of the centrality helps to avoid
malicious nodes which build up a lot of relations to have high
values of centrality for the entire network; moreover, if two
nodes share a lot of friends, it means they have similar means
to evaluate the creation of a friendship. We compute centrality
on the basis of the common friends %;; among the two nodes,
with respect to the total number of friendships of object n;,
namely N;.

C, = |7<,-,|/ (NG = 1) )

The type of friendship, indicated as F;;, between nodes n;
and n; represents an unique characteristic of the SIoT, which
is used to either mitigate or enhance the information provided
by a friend. Based on [33], we have assigned different values
to F;; on the basis of the relation that connects n; and n; (see
Table V).

The trust value deriving from the social parameters is then
obtained as:

Tj = Fij+ Cyj (10)

Fig. 4. Request for friends experiences

Finally, the trust composition value can be measured as:
TS =aT§+(1 - )T}, 11)

ij
where @ is a parameter of the algorithm that can be set to
add relevance to the first or second trust parameter, usually
depending on the type of issue that needs to be solved.

To evaluate another object, a node does not rely only on
its own information, but queries its social network for recom-
mendation. Trust then propagates in a distributed approach,
whereby a node n; asks to its N; friends about their past
experiences with the node n; and weights the recommendation
from the common friends %;; using its trust composition
towards them, as in Figure 4. Even if node n; relies on
its friends to compute the trustworthiness, our approach can
still be considered subjective since even this information is
weighted based on the node n;’s own experience. The trust
obtained by other friends is computed as follows:

| %G1 %1

I _ 0+S 0+S

T = 3 (T8« Ey) [ Y. 78 (12)
k=1 k=1

Finally, the node aggregates both its own computed trust
and the recommendation received by its friends as

T;; = ﬁrg” +(1-p7T}; (13)

where 3 is a parameter of the algorithm that can be set to
add relevance to the composition or propagation parameter.
Also in this case, it depends on the type of issue that needs
to be solved.

After each D2D communication, a new feedback is released
to all the friends providing channel information, and node n;
can add new entries to its trustworthiness table and update all
the related trust values to take into account the new experience.



V. EXPERIMENTAL EVALUATION

This Section analyses the performance of the proposed sys-
tem through a real-world implementation. The first subsection
describes the setup for our experiments, while the second show
the obtained results.

A. Set-Up fon an indoor environment

To evaluate the feasibility and performance of the proposed
system, a real indoor environment has been reproduced. To
simplify the scenario, concurrent service requests and simul-
taneous D2D communications are not considered.

The measurements were performed inside the Department
of Electric and Electronic Engineering (DIEE) located in
Cagliari, Italy, using the 702-858 MHz frequency range (i.e.,
upper part of the Italian DTT spectrum). The indoor envi-
ronment, where the measurements were performed, has some
peculiar characteristics: the height of the ceiling (6 m) is bigger
than for normal residential environments and the thickness of
the walls (1 m) is also at least three times bigger than usual in-
ternal walls. For these reasons, the propagation characteristics
for the test environment can be considered implicitly worse
than for a residential environment. A total of 10 devices were
used for our setup, namely 10 Raspberry Pi 3 platforms, which
were placed at five different floors of the indoor environment,
from the highest (i.e., rooftop) to the lowest (i.e., 6 meters
under the ground level) position of the considered building.
All the Raspberry Pi platforms were connected to the Lysis
platform and then to their SVOs through a WiFi connection.

For the performed tests, the Raspberry Pi platforms (i.e.,
the nodes of the system), were connected via their USB Ports
to Realtek DTT TV tuner dongles based on the RTL2832U
chipset. Each node runs a python software enabling the use
of the DTT dongles as wideband radio scanners performing
energy detection measurements over 8 MHz channel. The
same dongles were programmed to decode the DTT signal
on specific channels and in order to evaluate the interference
level caused by opportunistic transmissions to adjacent com-
munications. Specifically, the standard Linux DVB library was
used to decode the DTT signals, using a Python-based binding
implemented on the Raspbian distribution. Upon decoding the
DTT MPEG transport stream (TS) of the first channel of
the multiplex, the following parameters are evaluated: signal
strength, signal-to-noise ratio, and packet errors. These three
parameters are combined into one single threshold using an
experimental procedure that monitored the quasi-error-free
(QEF) quality target [9] of the DVB reception in a test
environment where the signal strength and the amount of noise
were gradually varied.

In order to register the node RWO to the Lysis platform
and let them communicate with the corresponding SVOs, we
created a new template, in Python, which is in charge to
collect all the sensing information provided by the nodes, the
QoS evaluations regarding the channel. The trustworthiness
algorithm was implemented as a Python software running on
a local server.

Once all the nodes are registered on Lysis, they start to
create their own relations: the nodes located on the same floor

Lo
| SVO 2F, |

Fig. 5. Resulting social network of our setup

create a C-LOR except for the ones in the basement, which
we simulate as a working place and hence they create a C-
WOR. In order to create the other relations, we suppose that
the nodes on the second and third floor belong to the same
user so these four platforms form OORs. We suppose that
some of the nodes belong also to different manufacturers so
that even POR can be established among them. Finally, we
also consider the social relations of the owners of some of the
nodes in order to create SOR. The resulting social network of
the entire setup is shown in Figure 5.

At the aggregation layer, we implemented a ME in Python,
which is responsible to mash-up the information from the
different SVOs and take decisions; in particular it has to select
the channel (if available) for the D2D communication and
to check the TVWS list for a different channel if the QoS
procedure highlights an error.

The registration of the nodes on the Lysis platform is
initiated by the nodes that are aware of the IP and port
address of the ME which is pre-coded in their installed Python
templates. The bidirectional information exchange between the
RWOs and the ME is done in all phases of the communication
with HTTP GET and POST methods. A HTTP server was
implemented on the nodes using the Django framework.

The transmission of the video content is implemented using
the same computational platform of the nodes connected via
the Ethernet port to a USRP2920 Software Defined Radio
(SDR) platform. A GNU Radio software running on the node
is sending the DVB-T compliant MPEG Transport Stream (TS)
to the SDR which then modulates the stream on the specific
channel chosen by the ME.

B. Analysis of performance

Among the 10 nodes, we implemented a malicious behavior,
i.e. a behavior corresponding to a node who cheats whenever
it has the possibility to do so in order to disrupt the benefit of
the network.

Each transaction starts by selecting a node that triggers an
application request to transmit some data to another random
node and ends whenever the communication is completed. A
transaction is considered successful whenever the ME decides
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to allow a D2D communication, i.e. the spectrum sensing
procedure indicates the channel availability, and the QoS
evaluation shows no interferences with a PU, i.e. the D2D
communication can continue till all the data are transmitted.
If for any reason, the communication is performed via Internet
or the ME has to change the transmission channel, then the
transaction is considered as failed, since the trustworthiness
algorithm has not been able to isolate the information provided
by malicious nodes.

The malicious nodes can be one of the requester’s friends
and they will provide false information regarding the channel
and/or the QoS evaluation. Malicious nodes’ behavior can be
classified in two types: the first one will act maliciously with
everyone, while the other type will implement an intelligent
behavior and only acts maliciously with objects that it meets
occasionally or it has never met, i.e. with nodes it has weak
relations (PORs and SORs), and behaves benevolent with the
others. Table VI summarizes the main parameters considered
during the performed test.

As preliminary evaluation, the time interval between the
start of a D2D communication and its interruption after QoS
evaluation procedure is considered. The time to obligatory
cease a secondary transmission is not fixed and can vary with
a determined standard or the regulations adopted in a certain
country. For example, the IEEE 802.22 Wireless Regional
Area Network (WRAN) standard [22] introduces a parameter
named ‘“channel move time”, indicating the time taken by a
WRAN system to cease all interfering transmissions on the
current channel immediately after detection, that is equal to
2 seconds. Instead, considering Ofcom indications [20], its
maximum value is set to 5 seconds. During the implementation
of our system, we decided to consider the worst case, that, for
the best of our knowledge, is 2 seconds. For this reason, all
the software procedures that control the transmission/reception
operations and data processing between SVO and ME were
implemented and optimized in order to have a maximum
latency of 2 s.

Since the goal is to monitor the interruption time needed
to stop a D2D communication, we do not consider any
malicious nodes. We then allow two nodes to communicate
and allow the transmitter’s friends to evaluate the QoS. When
the D2D communication starts, we add an external disturbing
signal, acting as a PU and monitor the time needed for the
transmitter to receive a notification from the ME to stop or
change the channel. We performed 30 consecutive disturbed
communications and show the obtained results in Figure 6.
As can be deduced, the time intercurring from when the
communication starts to its forced interruption never exceeds

Interruption Time [sec]
®

5 10 15 20 25
Transaction number

30

Fig. 6. Interruption time variation

2 seconds, as initially stated, with an average value of 1.84
seconds.

Subsequently we tested the proposed trustworthiness algo-
rithm. As the radio situation is considered as static in our test
environment, i.e. we know the spectrum is free from channel
60 to channel 69, and we implemented only one transmission
at a time, in order to test the trustworthiness algorithm and to
shorten the experimental time, we considered that every SVO
already has information regarding the channel status and the
QoS evaluation and that it provides them correctly based on
its behavior (malicious or not).

The first set of experiments was intended to analyze the
impact on the trust of the S parameter, i.e. the importance of
the experience accumulated by a node itself w.r.t. the feedback
obtained from its friends. Figure 7 shows the success rate when
the malicious nodes do not present any intelligent capability,
hence they behave maliciously with everyone.

We can observe how, when the accumulated experience
for a single node is low, i.e. there are few transactions, it
is important to take into account the opinion of the friends, in
order to faster isolate the malicious nodes and to obtain a better
success rate. However, when a node is able to accumulate
enough experience, then trusting its own experience helps to
avoid the scenario where malicious nodes are camouflaged as
friends. Regarding the value of 3, the algorithm is able to
isolate the malicious nodes (success rate equals to 99, 9%).

Then, we tested the reaction of the system to the presence
of malicious nodes trying to corrupt spectrum occupancy
information. Figure 8 depicts the success rate, as a function
of the transaction number when varying the percentage of
the malicious nodes. It can be noted how our system is able
to converge even with 70% of malicious nodes, since every
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Fig. 8. Transaction success rate variation in presence of malicious nodes

node has its own vision of the network based on its own
experience regarding the target node and its friends. However,
the time needed to converge is longer, since there is the need to
accumulate more feedback to cope with the false information
received by the malicious nodes and to isolate them.

Successively, we investigated the behavior of the algo-
rithm when facing an intelligent malicious node, adapting
its behavior based on the node it is interacting with. The
results are shown in Figure 9, when varying the o parameter:
this parameter is necessary in order to weight differently the
contribution received from the feedback system and the ones
derived from the social network. It can be easily noticed that
considering only one contribution is not enough to isolate the
malicious nodes: the social trust oscillates around a regime
value of around 0.65, while the feedback system can achieve
only an 80% success rate. However, by composing these two
parameters, it is possible to make the algorithm converge even
with intelligent malicious nodes after 7000 transactions.

The focus of the last set of experiments was set on the
analysis of the importance of the § constant, i.e. how the
proposed algorithm reacts to a node that, after building up its
trustworthiness, starts to behave maliciously. Figure 10 shows
the computed trust values in this scenario: it can be seen that
the algorithm is able to quickly adapt to the change in the node
behavior. In particular, when only the short-term experience is
considered, i.e. 6 equals to 1, the algorithm adapts in only 5
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Fig. 10. Trustworthiness variation considering different values of § parameter
monitoring a node that become malicious

transactions. However, the long-term experience is still needed
to mediate any possible unintentionally wrong evaluation from
friends.

VI. ConcLusioNs AND FUTURE WORK

This paper proposes an innovative approach for D2D com-
munications in a real indoor environment, based on a SIoT ar-
chitecture able to involve all participating objects in a twofold
procedure, gathering both spectrum sensing and Quality of
Service (QoS) data and weighting the received information
using a novel trustworthiness algorithm. The algorithm and
the entire SIoT architecture have been implemented and exten-
sively tested in a real indoor environment, taking into consider-
ation various device classes, indoor locations and relationships
between the involved nodes. The spectrum sensing and the
evaluation of the QoS was implemented using Raspberry Pi
computational platforms equipped with USB DTT dongles for
which a specific software was written allowing them to gather
the spectral data and to monitor periodically the quality of the
received DTT signal.

The stability of the entire system was tested also in the
presence of malicious nodes sending wrong informations,
confirming the reliability of the algorithm, both for short and
long term evaluation.

As for the future work, our intention is to evaluate the
proposed system performance in other real scenarios. One of



these will be an outdoor smart city scenario characterized by
the presence of vehicular and pedestrian users interested in
sharing services and resources.
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