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Abstract

Recommender systems are based on inherent forms of social influence. Indeed,
suggestions are provided to the users based on the opinions of peers. Given
the relevance that ratings have nowadays to push the sales of an item, sellers
might decide to bribe users so that they rate or change the ratings given to
items, thus increasing the sellers’ reputation. Hence, by exploiting the fact
that influential users can lead an item to get recommended, bribing can become
an effective way to negatively exploit social influence and introduce a bias in
the recommendations. Given that bribing is forbidden but still employed by
sellers, we propose a novel matrix completion algorithm that performs hybrid
memory-based collaborative filtering using an approximation of Kolmogorov
complexity. We also propose a framework to study the bribery effect and the
bribery resistance of our approach. Our theoretical analysis, validated through
experiments on real-world datasets, shows that our approach is an effective way
to counter bribing while, with state-of-the-art algorithms, sellers can bribe a
large part of the users.

Keywords: Bribing, Algorithmic bias, Social influence

1. Introduction

Recommender systems have become essential tools to deal with the over-
whelming amount of information available on the Web. Thanks to these infor-
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mation filtering tools, users are able to get in touch only with items which might
be interesting for them [1].5

Social influence can affect the behavior of users, either intentionally or unin-
tentionally [2, 3]. Collaborative filtering algorithms, which are by far the most
effective and employed class of recommender systems [4, 5], are inherently driven
by social influence, since they automate the “follow by example” pattern [6]. In-
deed, by being based on the opinions of similar people, recommendations usually10

reflect the governing behavior of the community [7]. This happens because of a
phenomenon, known in the literature as minority influence [8].

Recommender systems are known to be very effective not only for the users
but also for sellers since they can push the items’ sales [1]. Therefore, sellers of
individual items1 might bribe users, by offering them money or goods to increase15

the ratings given to items and/or to write positive reviews. Indeed, companies
have used Amazon Mechanical Turk to pay users to write good reviews about
their items2, and Amazon sellers have been caught paying their customers in
order to get 5-star ratings3. While Amazon forbids to “pay or offer any incen-
tive to a buyer for either providing or removing feedback”4, the phenomenon20

is so relevant that, in 2017, Google Play updated their Developer Policies, by
forbidding “inflating product ratings, reviews, or install counts by illegitimate
means, such as fraudulent or incentivized installs, reviews, and ratings”5, iden-
tifying incentivization as offering “money, goods, or the equivalent in exchange
for ratings, reviews, or installs”6.25

Recent studies have characterized the impact of bribing in ranking systems
and showed how to improve their robustness to this type of attacks [9, 10].
Given the previously mentioned key role of recommender systems in our decision
making, if a seller bribes the users to change the ratings of its items, to make
sure that they get recommended, this would allow him/her to increase his/her30

profit. However, this type of activity has strong ethical implications. It is
known that users put greater trust in highly ranked results [11] (by definition,
a recommender system presents the top-N items) and that they believe that
rankings produced by algorithms are powerful, infallible, and thus unbiased [12,
13]. This is clearly not the case since, by bribing users, sellers can introduce35

bias in the main input considered by a recommender system (i.e., the user
ratings). Hence, bribery can affect the list of items a user gets recommended,
while he/she believes that he/she is getting suggested items based on unbiased

1In this work, we consider as platform the e-commerce store where the users can buy items
(e.g., Amazon), and as sellers those who sell the individual items. Indeed, anyone can sell
items on Amazon (https://www.amazon.com/sell-products-online/b?node=12766669011).

2https://techcrunch.com/2009/01/17/belkin-paying-65-cents-for-good-reviews-on-newegg-
and-amazon/

3https://www.nytimes.com/2012/01/27/technology/for-2-a-star-a-retailer-gets-5-star-
reviews.html

4https://sellercentral.amazon.com/gp/help/external/200386250
5https://play.google.com/about/storelisting-promotional/ratings-reviews-installs/
6http://android-developers.googleblog.com/2017/06/google-plays-policy-on-

incentivized.html
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opinions of their peers. Moreover, sellers bribe “powerful” users (i.e., those who
can lead to changes in the recommended items, influencers); this phenomenon is40

known in the social influence literature as abusive control [3]. Since those users
have already rated the items, the ones who receive biased recommendations are
those who did not rate these items yet; hence, they are totally unaware of these
dynamics in the rating process. In addition to the ethical issues, Chau, Ho,
Ho, and Yao [14] highlight that irrelevant or biased recommendations lead to a45

significant decrease in terms of trust of the users in the recommender systems
or in the provider.

Our contributions. Even though the literature has analyzed the robust-
ness of recommender systems under several types of attacks [15], to the best of
our knowledge, no study ever analyzed the impact of bribing users to change50

their ratings on recommender systems and how to counter this phenomenon.
Considering the centrality of recommender systems and the ethical implications
of this problem, we believe that characterizing the impact of bribing on recom-
mender systems and providing actionable knowledge is of central importance
both for the research community and for the industry.55

The goal of an item’s seller is to bribe users in a way that his/her item gains
visibility in the recommendation lists that are presented to users. Either by
making the item arise in a top-N recommendation list, or, if the item is already
shown in the top-N , to give the item more relevance, making it appear in a
higher position. Intuitively, to counter the effects of bribing in a recommender60

system, we need an approach that limits the impact of a change in terms of
ratings, so that when a user is bribed, the biased rating has as little impact
as possible on the recommendations produced by the algorithm. In order to
achieve this goal, we also propose a novel hybrid Collaborative Filtering that
explores the idea of Kolmogorov complexity to propose a new similarity measure.65

While a user/item profile is usually represented as a vector of all the ratings the
user gave or the item received, thanks to our measure, the rating pattern of a
user/item is represented as a compression of the string built with those ratings,
and we use the size of this compression to compute the similarity between users.
Hence, the changes in the ratings caused by bribing will have a lower impact70

in the size of the compressed string with respect to the actual user profile, thus
countering its effects.

Moreover, we model and study the impact of bribery in our algorithm in a
theoretical experimental framework. By identifying the bribable users and the
revenue of bribing them, an item’s seller can design optimal bribing strategies75

to increase his/her wealth and, consequently, make his/her product more visible
by being more recommended to users.

After presenting our algorithm and modeling the bribing problem through
our theoretical framework, we validate our proposal through experiments on
real-world datasets, aimed at showing that our proposed algorithm is as effective80

as the state-of-the-art solutions, but more resistant to bribing.
In summary, the contributions of our paper are the following:

• we study, for the first time in the literature, the problem of bribing users
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in the recommender systems context, identifying under which conditions
sellers can make effective attacks;85

• we propose a novel hybrid Collaborative Filtering algorithm to counter
bribing;

• we identify, from the point of view of a seller of an item i, which users
are profitable to bribe in the following cases: (i) bribe a user that already
rated i to increase his/her rating; (ii) bribe a user that did not rate i90

to rate it; (iii) bribe a user that rated a competitor product to decrease
his/her rating; (iv) bribe a user to rate a related item;

• we show that our algorithm is as effective as the state-of-the-art ap-
proaches while being more efficient;

• we illustrate our framework, by studying the impact of bribing in our95

algorithm and a real-world system (the SVD recommender system [16]),
considering the MovieLens 100k and 1M datasets, showing that our ap-
proach is more robust against bribery.

Paper structure. We organize the rest of the paper as follows: in Section 2,
we present related work; Section 3 introduces the notation used in this work; in100

Section 4, we present our hybrid Collaborative Filtering algorithm; in Section 5,
we introduce the possible bribing strategies that can be adopted in recommender
systems; Section 6 provides the detail of the experimental framework we built
to validate our theoretical results; finally, in Section 7, we give some concluding
remarks, and we draw avenues for future research.105

2. Related Work

As we mentioned in the Introduction, bribery is a problem that has been
widely-studied in ranking systems. In [9], the authors analyzed the resistance to
bribery of two ranking systems, the first does the arithmetic average (AA) of the
ratings of all users, and the second takes into account the influence network of110

each user, using the AA to compute the ranking for each network. They showed
that the first system is bribable and that in the second system the bribery effect
is attenuated. Their work assumes a fixed set of users with only one item to
rate and that an item seller may bribe users to rate or increase the given rating
to its item. In [10], the authors extend the previous work for the scenario where115

each user has a reputation and, hence, the AA is replaced by a weighted average
(WA) of ratings by users’ reputations. The authors also explored two scenarios.
In the first scenario, the ranking is the WA of the ratings of all users, weighed by
their reputations, and in the second case, the users are clustered into groups of
users with similar tastes, being the ranking computed also as the WA of ratings,120

but for each cluster. Moreover, in this work, the authors do not assume that
there is a fixed set of users, and they allow the coexistence of diverse items to be
rated. Here, we explore similar ideas to [10], but in the context of Recommender
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Systems. In this work, an item seller may perform a larger set of bribe actions:
bribe users to rate/increase the given rating to that seller’s item, and bribe users125

to rate or to increase/decrease a given rating to a competitors’ item.
Previous work has studied shilling attacks on recommender systems and

defined new metrics to quantify the impacts of this type of attack on known
recommender algorithms, applying a detect+filtering approach in order to mit-
igate the spammers’ effects on recommendations. For a detailed survey on this130

topic, we refer the reader to [15].
Recommender systems were originally conceived to deal with information

overload and present us the items that are likely to be interesting [1]. While it
is widely known that good recommender systems can be profitable for the plat-
forms that employ them, it is also known that it is important to put users in135

the loop, by generating transparency (e.g., through explanations) and by trying
to increase their trust in the system [7]. Nevertheless, part of the literature has
started considering the profit that a recommender system can generate not only
as a positive side effect (remember that the original main goal of a recommender
is to support users in their decision making) but as an objective of the system140

itself. This led to a class of systems known as profit-aware (or profitable) recom-
mender systems. Differently from the scenario that we are considering in this
paper, in which the platform forbids bribing and the profit is generated by the
seller of the items, in profitable recommender systems the platform generates a
ranking that maximizes the profit that can be made. Jannach and Adomavi-145

cius [17] re-rank the items based on their profitability, showing that a low loss
in accuracy (given by the fact that users are not necessarily recommended the
items they like the most) leads to a great increase in terms of profit. Azaria
et al. [18] present a model that recommends movies based on the revenue that
they can generate. Das et al. [19] propose an approach that allows the platform150

to control the amount of deviation between profitable recommendation and a
traditional one. Hosanagar et al. [20] and Panniello et al. [21] measure the cur-
rent trust of the users in the system, thus pushing profitable recommendations
when the trust is high and the users would buy anyway, and classic recommen-
dations when the trust is low. Chen et al. [22] generate the recommendation155

list combining the probability for a user to purchase an item with the revenue
it generates.

3. Notation

We denote a set of n users by U = {u1, . . . , un}, a set of m items by I =
{i1, . . . , im}, a set of ratings given by users in U to items in I by R, where160

R ⊆ U × I ×D and D =]0, 1] is the domain of the allowed ratings. We assume
the domain to be ]0, 1] without loss of generality, since any domain of rating
that does not contain 0 can be normalized by dividing by the maximum allowed
rating, R>, and the domain is transformed in [R⊥

R>
, 1], where R⊥ denotes the

smallest allowed rating. We denote the n ×m matrix of ratings by M , where165

Mui = Rui if (u, i, Rui) ∈ R and Mui = 0 whenever user u did not rate item i.
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The entries take values on [0, 1], that is D ∪ {0}. We denote by Ui the set
of users that rated item i ∈ I, Ui = {(v, j, Rvj) ∈ R : j = i}, and, similarly, we
denote by Iu the set of items that user u ∈ U rated, Iu = {(v, j, Rvj) ∈ R : v =
u}. Furthermore, we denote the set of users that rated items i ∈ I and j ∈ I by170

Ui,j = Ui ∩ Uj . Analogously, we denote the set of items that users u ∈ U and
v ∈ U rated in common by Iu,v = Iu∩ Iv. Given a recommendation list of items
for a user u, sorted by increasing order of relevance, Lu, we denote by top-N(u)
the first N elements of the list (the N most relevant items to recommend to user
u). Moreover, if item i ∈ I appears in the first N elements of Lu, we denote by175

top-N(u, i) its position on the top-N(u) list. For instance if top-3(u) = {a, b, c}
then top-3(u, b) = 2, because item b is the second item to be recommended to
user u. Finally, we use the semi-norm ‖ · ‖0. Given a vector x, ‖x‖0 is the
number of non zero entries of x.

4. A Novel Hybrid Algorithm to Counter Bribing180

As we mentioned in the Introduction, the intuition behind this work is to
develop an algorithm that can counter bribing, by allowing small changes in the
rating to have as little impact as possible in the recommendation process. To
achieve this goal, we propose a recommender system that can perform matrix
completion as in hybrid memory-based CF approaches. Our approach uses two185

similarities, one between users, SU , and another between items, SI . Then, we
predict the entry corresponding to user u and item i by assigning it a convex
combination, by a parameter α, of two quantities:

1. a weighted average of the ratings of item i given by other users similar to
user u;190

2. a weighted average of the ratings that user u gave to other items by the
similarities of the other items with item i.

Therefore, to generate a recommendation list for a user, we do not need to
complete the entire matrix of ratings, but only the row respective to that user.
This makes our recommender system fast and scalable for large datasets, because195

it may use essentially the amount of memory of the order of loading the dataset.
In what follows, we present the details of our prediction algorithm.

4.1. Similarity measure

As previously mentioned, the two components of our rating prediction algo-
rithm consider two similarities, one between users (SU ) and the other between200

items (SI). In this section, we present the measure that we propose to imple-
ment these similarities.

Given the description of a string, x̃, its Kolmogorov complexity [23], K(x̃),
is the length of the smallest computer program that outputs x (i.e., K(x̃) is
the length of the smallest compressor for x̃). Although this value is known to205

be non-computable, there are efficient and computable approximations based
on compressors. Let C be a compressor, then C(x̃) denotes the length of the
output string resulting from the compression of x̃ using C.
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The measure we propose is inspired in the normalized compression distance
(NCD), see [24], but with a difference that leads to a better computational210

complexity, thus providing us the desired efficiency of the algorithm. Several
works propose compression based similarity measures, we refer the reader for
instance to [25, 26, 27] and references therin. We implement the description
of a user as the string composed by the index of items he/she rated, followed
by the respective rating. For instance, if user u rated the items i1, i2, . . . , il,215

l ≤M (sorted in lexicographical order), with ratings Ru1, . . . , Rul, respectively,
then we write the description of user u as the string ũ =“i1Ru1i2Ru2 . . . ilRul”.
Similarly, we implement the description of an item as the string composed by the
id of the users who rated that item, followed by the rating they gave to it. Hence,
if item i is rated by users u1, u2, . . . , us, s ≤ N (sorted in lexicographical order),220

with ratings R1i, . . . , Rsi, respectively, then we write the description of item i
as the string ĩ =“u1R1iu2R2i . . . usRsi”. Observe that from the description of
one user we may not uniquely obtain a set of items and a set of ratings, i.e.,
the description of a user is not a bijection. In future work, we will explore
the use of a bijective function, as it is done in [28]. While the classic NCD225

would compress every pair of users (and items) descriptions, in order to reduce
the computational complexity we use the assumption that users do not behave
randomly but follow rating patterns, as it is assumed in several approaches, such
as in [16, 29]7. Therefore, the aim of our metric is to capture the mentioned
rating pattern in the size of the descriptions’ compressions. It is important to230

stress out that this pattern would not be captured if we considered only the
size of the description, without considering the compression (indeed, we would
lose the concept of rating pattern). The similarity measure we propose is the
following.
Compression similarity. We define the Compression similarity (CS) as:

CS (x, y) = (1 + |C(x̃)− C(ỹ)|)−1 .

Observe that the length of the compressions of two users ratings’ descrip-235

tions, x̃ and ỹ, is the same when they rate the same items with the same ratings,
and CS(x, y) = 1. If two users rate the same set of items with different rat-
ings or rate different items but with close ratings and with the same sequence,
CS(x, y) is close to 1 (although we want to stress that this last scenario is very
unlikely to happen). It is also important to notice that by not having to com-240

press pairs of users ratings’ descriptions, we achieve a noticeable speedup in
terms of computational complexity, as we analyze in Section 4.3.

To compress the strings (i.e., to implement the C compressor), we use the
standard zlib library8, which provides a lossless compression of the data it re-

7When two ratings patterns are random, our approach might identify them as similar
patterns, but this is not assumed to happen (indeed, recommender systems base their effec-
tiveness on the capability of characterizing the user preferences and his/her rating behavior),
and the approaches we previously mentioned would behave in the same way in case of random
patterns.

8https://tools.ietf.org/html/rfc1950
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ceives as input. It is worth considering, in the future, the use of different245

compressors, or another string complexity approximations, in the calculation of
this similarity measure.

According to the descriptions that we give as input, the compression similar-
ity measure, CS, is used to compute two similarities, SU and SI , the similarity
between users and between items, respectively.250

4.2. Prediction algorithm

To predict the values of the non-rated items in the rating matrix R, we set
each non-filled entry Rui in the completed one, R̂, as a convex combination of
two quantities by a parameter α.

The first quantity is based on users that are similar to the user for which
we are estimating the rating. A known phenomenon, as pointed in [30], is that
users may vary the scale of the ratings that they use. To compensate for this
effect, we do the following rating prediction, based on the similarities between
users (SUuv

), which also accounts for the number of items that have been rated
by both users (|Iu,v|) and for each user’s rating average (denoted as R̄u),

predU (u, i) = R̄u +

∑
v∈Ui

|Iu,v|2SUuv
(Rvi − R̄v)∑

v∈Ui
|Iu,v|2SUuv

.

The second summand is the sum of the ratings of each item j 6= i, weighed by
the square of the number of users that rated both the items (|Ui,j |), together
with the similarity between the two items i and j (SIij )9:

predI(u, i) =

∑
j∈Iu |Ui,j |

2SIijRuj∑
j∈Iu |Ui,j |

2SIij
.

Lastly, for a fixed value of the parameter 0 ≤ α ≤ 1, we estimate each non filled
matrix entry as

R̂ui = α predU (u, i) + (1− α) predI(u, i).

The previous steps are summarized in Algorithm 1. Observe that if α = 1,255

it corresponds to user-based CF, and if α = 0, it corresponds to item-based
CF. Also, notice that we incorporate the quantities of common rated items and
common rating users, respectively Iu,v and Ui,j , to compensate the effect that
the compression of the descriptions of the two entities may have the same value,
being the number of ratings of each one different.260

Our approach allows to decouple the problem into a set of independent user-
by-user subproblems. Hence, to generate recommendations for a user, we do not
need to complete the entire rating matrix, but only the corresponding matrix
row.

9Note that the following formula does not subtract the average of the user’s rating, as
we did in the user-based component. This is a standard practice in item-based collaborative
filtering [30]; moreover, if we subtract, then we get less effective results (these results are
omitted due to space constraints and for readability purposes).
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Algorithm 1 Rating prediction: KolMaC CS

1: input: α, set of given ratings R, user u, item i
2: output R̂ui = α predU (u, i) + (1− α) predI(u, i)
3: compute SU from the training set
4: compute SI from the training set
5: set R̂ = R
6: apply threshold α
7: for each user u do
8: for each item i such that R̂ui = ⊥ do
9: if Muo is not filled then

10: set R̂ui = α predU (u, i) + (1− α) predI(u, i)
11: end if
12: end for
13: end for
14: output: R̂

4.3. Complexity analysis265

To compute the similarities between users, SU , we pre-compute the quantity
C(ũ) for each user u ∈ U . After, we do not need to build an N × N matrix
where each entry SUuv

= CS(u, v) for each u, v ∈ U , because we can compute
each of these entries in O(1) time by accessing the pre-computed values. At the
end, the pre-computed values consist in compressing strings that are a partition270

of the string with all the ratings, which takes O(|R|). Mutatis mutandis, for the
time and space complexities of the items’ similarities. Notice that this differs
from the KNN methods [31, 32], where computing the similarity between all
pairs of users, and items, takes O(MN2), and O(M2N). These similarities may
be computed in O(N2) and O(M2), respectively, in the method we propose.275

In order to compute the quantities Ui,j and Iu,v we may opt for different
strategies, depending whether we want to optimize the time complexity, the
memory complexity, or to achieve a good compromise between both. If we want
to optimize the time complexity, we pre-compute the value Ui,j = Uj,i for all
i, j ∈ I and store them in a sparse matrix which has, in the worst case, M2

280

non-zero entries. Similarly, we may perform the same and build, in the worst
case, a matrix with the values of Iu,v = Iv,u with N2 non-zero entries. The
time complexity is the one of computing the product of two sparse matrices
which indicate the items each user rated. In the opposite case, when we want to
optimize memory, we compute Ui,j , and Iu,v every time we need. If we want to285

predict k ratings, this leads to O(kmax{N2,M2}). In the compromise scenario,
the one we adopt, we may store the values of Ui,j and Iu,v in a dictionary, or a
hash table, up to a certain amount of memory, and when we need to use such
a value, either we access it in O(1) if it is pre-computed, or if the value is not
stored, we need to compute it (and store it if we did not exceed the maximum290

memory we want to spend). Nevertheless, Algorithm 1 is embarrassingly paral-
lel [33]. In other words, we may have a process to compute predU (u, i) and a
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process to compute predI(u, i) for each u ∈ U and for each i ∈ I.
Next, we define a framework to study the bribing resistance of recommender

system. Further, we use a simplified version of the proposed KolMaC CS,295

that allows us to determine under which conditions a seller can bribe a user
to rate/change his/her rating with positive return.

5. Bribery in Recommender Systems

Here, we define a bribing strategy and the respective profit of playing it,
in the scenario of a top-N recommender system, considering the algorithm we300

previously presented.

5.1. Initial Wealth

We define the wealth of item’s i ∈ I seller as the sum, for each user, of
a value inversely proportional to the position where i appears in the top-N
recommendation list of each user. This means that if item i does not appear305

in any top-N recommendation list, then the wealth of item’s i seller is zero.
Moreover, the wealth increases with the number of times i is recommended,
by a value inversely proportional to the position in the recommendation list.
Given that there does not exist a dataset that contains both the profit that
items generate and the ratings that users gave to those items, assigning a wealth310

based on the position of the items is an accepted practice in the literature [17].
Hence, to simplify the calculations, we model the wealth generated by a user
u ∈ U as:

PiN (u) =

{
0 if i 6∈ top-N(u)

1/p if i ∈ top-N(u) and top-N(u, i) = p
. (1)

We recall the definition of top-N(u, i) of Section 3. If item i ∈ I appears in the
first N elements of the recommendation list for user u, then the top-N(u, i) is315

the position of item i on the top-N(u) list.
Another possibility would be to consider that the previous quantity expo-

nentially decreases with the position of the item in the top-N recommendation
list, but the choice does not affect the reasoning of the theoretical results.

The initial wealth of seller of item i is given as the sum of (1) for each user,320

i.e.,

J (i) =
∑
u∈U
PiN (u). (2)

5.2. Bribing Strategies

We define a bribing strategy, played by item’s i ∈ I seller, as a matrix Si ∈
Rn×m, where Si

uj , with u ∈ U and j ∈ I, is the change that item’s i seller wants

user u to do to his/her rating to item j. Therefore, Si
uj ∈ [Ruj + R⊥

R>
, 1−Ruj ].325

Furthermore, we assume that the invested value of item’s i seller to bribe a user
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u ∈ U to change his/her rating by Si
uj is |Si

uj |. This simplification captures
the idea that the invested value should be proportional to the increase/decrease
of the rating of the bribed user. In other words, item’s i seller can bribe user
u to downgrade his/her rating until the minimum allowed rating, R⊥, or to330

upgrade it to the maximum allowed rating, R>. The number of bribed users in
a strategy Si is ‖Si‖0. We denote the value of PiN (u), after strategy Si being

played, by PSi

N (u).

5.3. Cost of Playing a Strategy

The cost that seller of item i incurs in by playing bribing strategy Si is

C(Si) =
∑
u∈U

∑
j∈I
|Si

uj |. (3)

5.4. Final Wealth335

After seller of item i plays bribing strategy Si, his/her final wealth is the
new wealth minus the cost of the bribing strategy computed as in (3), i.e.,

J (Si) =
∑
u∈U
PSi

N (u)− C(Si). (4)

In other words, the final wealth is the new wealth of seller of item i, after playing
bribing strategy Si, minus what he/she spent playing strategy Si.

5.5. Profit

Now, we can define the profit of seller of item i after playing strategy Si,
which is the difference between the final and initial wealths, respectively (4) and
(2), i.e.,

π(Si) = J (Si)− J (i). (5)

We say that a bribing strategy Si is profitable if π(Si) > 0 and it is not profitable
otherwise.340

In general, we may not be able to have a theoretical study about the bribing
strategies that are profitable, π(Si) > 0, not only due to the complicated com-
putation that a recommender system performs to estimate ratings, but also due
to the discrete and combinatorial nature of the definition of PiN . However, we
can find theoretical results if we consider a simple recommender system together345

with an approximation of PiN .
Notice that, although the definition of wealth may accurately capture the real

value of this quantity, it is quite difficult to use it for symbolic computations, due
to its combinatorial nature. To overcome this issue and to derive the theoretical
results, we consider approximating the value of PiN (u) by the estimated rating350

of user u to item i (denoted as R̂ui), i.e., PiN (u) = R̂ui if user u did not rate item
i and PiN (u) = 0, otherwise. This approximation approaches the scenario when
N is ∞ in the considered top-N . This approximation also allows us to derive
theoretical conclusions about bribing strategies, because the original PiN based
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i1 i2 i3 i4
u1 5 – 4 3
u2 4 – – 4
u3 5 2 4 –

Table 1: Synthetic dataset with U = {u1, u2, u3}, I = {i1, i2, i3, i4} and ratings from 1 to 5.
The items that users did not rate are represented by “–”.

on the top-N , although more realistic, implies sorting the rating estimations355

(to compute the top-N). Hence, its combinatorial nature makes the theoretical
study of profitable bribing strategies untractable. Again, observe that we may
also consider it as decreasing exponentially with this value, and the results we
present can also be adapted to such scenario.

Another important observation is the fact that usually the real-world recom-
mender systems are very intricate, which in turn makes the symbolic expression
of a rating estimation unintelligible and impossible to use. Thereupon, we con-
sider a simple recommender system which is a coarse approximation of the
real-world used systems. This system estimates the rating of user u to item i as
the combinations (by α ∈ [0, 1]) of two quantities, the average of given ratings
by user given by u, and the average of given ratings to item i, i.e.,

R̂ui =
α

|Ui|
∑
v∈Ui

Rvi +
1− α
|Iu|

∑
j∈Iu

Ruj . (6)

Even though the recommender system considered in this framework is rela-360

tively simple, in Section 6 we will show that our theoretical results reflect those
obtained by a more advanced recommender system.

To illustrate the use of PiN and its approximated version by the estimated
ratings, consider the following scenario described in Table 1. Now, let us
compute the initial wealth of item i2 seller. Using Equation (6) and setting365

α = 0.5 and N = 2. We have that R̂u1i2 = 0.5
1 2 + 1−0.5

3 (5 + 4 + 3) = 3,

R̂u2i2 = 0.5
1 2 + 1−0.5

2 (4 + 4) = 3 and R̂u2i3 = 0.5
2 (4 + 4) + 1−0.5

2 (4 + 4) = 4.
Hence, if we use the normalized rating estimations to compute the initial wealth
of item i2 seller, we obtain J (i2) =

∑
u∈U PiN (u)) = 3

5+ 3
5 = 1.2. In the case that

we use Equation (1) to compute the initial wealth, we get J (i2) = 1
1 + 1

2 = 1.5,370

because item i2 is the first and only recommended item to user u1, and it is
recommended in second place to user u2.

Considering a scenario like Amazon, in which the recommendation algorithm
is known and fairly simple [34, 35] and the ratings of the competitors are publicly
available (indeed, for each item we know how many users rated it and with which375

rating), it is possible for sellers to design profitable strategies to bribe users.
Hence, we can study which are the profitable elementary bribing strategies,
i.e., that consist in bribing one user. We now present the results we got from
our theoretical analysis (proofs are reported in Appendix B, to improve the
readability of the paper).380

The first aspect we consider is if and when it is profitable for the seller of
an item to bribe a user to increase/decrease the rating that he/she gave to that
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item.

Proposition 1. It is profitable for item’s i seller to bribe any user w ∈ Ui to
increase the given rating, Si

wi > 0 if and only if |Ui| < α
1+α |U |, and it is not385

profitable to bribe w to decrease the given rating to item i, Si
wi < 0.

Now that we know when it is profitable for the seller of an item to bribe the
users who already rated it, we analyze when it is profitable to bribe those who
did not rate the seller’s item.

Proposition 2. If w 6∈ Ui, then it is profitable for item’s i seller to bribe w if

Si
wi

|U | − |Ui|
|Ui|

α >

 α

|Ui|(1 + |Ui|)
∑
u 6=w
u6∈Ui

Rvi + |Si
wi|+ R̂wi


However, a seller might also bribe the users who rated both his/her item390

and an item of a different seller, to make them upgrade/downgrade the rating
given to another item. Hence, we further analyze under which conditions it is
profitable for that seller to do so.

Proposition 3. If w ∈ Ui, k ∈ Iw, and k 6= i, then it is not profitable for item’s
i seller to bribe w to downgrade the rating of item k, while it is profitable for395

item’s i seller to bribe w to upgrade the rating of item k whenever (|U | > 2) ∧(
α > 1

|U |−1

)
∧
(
|Ui| < α

α+1 |U |
)

.

Although it may not seem intuitive, a seller may get more visibility for a
item he/she sells by making products that the recommender system relates to
that item more visible.400

After computing when it is profitable for a seller to bribe the users who rated
his/her item, so that they change the rating given to another item, we explore
when it is profitable for the seller to bribe users who did not rate his/her item.

Proposition 4. If w 6∈ Ui, k ∈ Iw, and k 6= i, then it is profitable for item i
seller to bribe w to change the rating of item k if and only if α = 0 and |Iw| = 1.405

The previous result agrees with the intuition that a seller bribing users to
downgrade the rating they gave to other products can effectively give more
visibility to the seller’s product.

The last aspect we consider is how profitable it is for a seller to bribe a user
to rate an item that he/she is not selling.410

Proposition 5. If w 6∈ Ui, k ∈ I \ Iw, and k 6= i, then it is profitable for item’s

i seller to bribe w to rate item k if α 6= 1 and Si
wk >

|Iw|
|Iw|2+1

∑
j∈Iw Rwj.

An important observation to make is the following. Although the initial
wealth decreases with the value of N (when considering the top-N version of
the function PiN ), after bribing a user, the final wealth may be bigger for the415
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top-N1 versus top-N2 with N1 < N2. This may seem to be a paradox. However,
if item i does not appear in top-N1 of user u, but it appears in top-N2 of user
u at position p > N1 then, if after the bribing the item appears at position
p′ ≤ N1, PSi

N1
(u) − PiN1

(u) = 1/p′ − 0 and PSi

N1
(u) − PiN1

(u) = 1/p′ − 1/p. We
will recall this remark in the experimental results of Section 6.420

5.6. Optimal bribing strategies

An important property that is worth noticing is the following.

Corollary 1. Let item’s i ∈ I seller bribe users u, v ∈ U and let Si
ui;vi denote

the adopted strategy. We have the following:

1. if u, v ∈ Ui, then π
(
Si
ui;vi

)
= π

(
Si
ui

)
+ π

(
Si
vi

)
;425

2. if u, v ∈ Ui, j ∈ Iu, and k ∈ Iv, then π
(
Si
uj;vk

)
= π

(
Si
uj

)
+ π

(
Si
vk

)
.

Corollary 1 shows two cases where the profit of bribing two users is equal to
the summation of the profits of bribing each user. In the case where the users
are bribed to change a given rating, we can do such a decomposition. Otherwise,
we have the case where an item seller wants to bribe users to rate a product430

they did not rate before. Here and in general, we cannot do the decomposition
of the profit into the profits of each elementary strategy. The aforementioned
occurs because we need to increment the number of raters of the item that the
seller bribes the user to rate.

In summary, a seller can generate the optimal bribing strategy, in the sce-435

nario when we can decompose the profit given in Corollary 1, by selecting all
the profitable users by decreasing value of profit, and bribe the users until either
exhausting the profitable users or his/her wealth. In the case that a seller wants
to bribe users to rate his/her product and the users did not rate it before, we
have a more intricate scenario, and it must be solved case by case.440

6. Experimental Framework

Next, we describe our framework, developed to setup the experiments and
analyze the results. All experiments were done in a virtual server with 20
CPUs (Intel Core Processor, 64 bits), with 128Gb RAM, running Linux Cen-
tOS 7.4.1708, using Matlab 2016 and Python 3. The implementation of our445

algorithm is in Matlab 2016, and the benchmark recommender systems that we
compare with are implemented in the Python scikit Surprise10, in Python 3.
We decided to use the Surprise framework because of our familiarity with the
Python language and since it implements all the rating-prediction-based Col-
laborative Filtering algorithms (hence, we could compare our proposal against450

the same class of algorithms).

10http://surpriselib.com/
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ML–100k ML–1M ML–10M ML–20M Jester
|U | 983 6040 71,567 138,493 24,983
|I| 1682 3952 65,133 131,262 100
|R| 100,000 1,000,000 10,000,000 20,000,000 1,810,455

Rating scale [0, 5] [0, 5] [0, 5] [0, 5] ]− 10, 10[

Table 2: Datasets details.

6.1. Datasets

We evaluated and validated our proposal on real-world datasets. We chose to
consider datasets of different sizes, to show the effectiveness of our approach both
in small- and large- scale data. We use MovieLens 100k (ML–100k), MovieLens455

1M (ML–1M), MovieLens 10M (ML–10M), and MovieLens 20M (ML–20M)11,
all having ratings in [1, 5], with ⊥ = 0. Further, we use the Jester’s datasets
(three datasets)12. The datasets consist in ratings to a set of 100 jokes, with
continuous ratings in ]− 10, 10[, with ⊥ = 99. Jester-1 has 24,983 users who
rated 36 or more jokes. Jester-2 consists of 23,500 users that rated 36 or more460

jokes. Jester-3 has 24,938 users who rated between 15 and 35 jokes. Due to
space constraints, since the results are very similar for all Jester datasets, we
only report the ones for Jester-1, which we denote by Jester from now on.
Table 2 contains a compact description of the datasets for which we report the
results.465

6.2. Evaluation metrics

To evaluate and compare the performance of the proposed algorithm, Algo-
rithm 1, we use the 5-fold-cross-validation method on real and synthetic data.
For the ML–100k, the dataset already provides a set of 5 train and test files. For
the ML–1M, ML–10M, ML–20M and the three Jester’s datasets we randomly
split each of the original datasets in a set of 5 train/test files (with 80%/20%
proportions). We use the root-mean-square error (RMSE) [29] and the normal-
ized discounted cumulative gain (nDCG) [36] to evaluate the accuracy of our
algorithm. Let R be the original matrix, R∗ equal to R except on the missing
entries of the test set T , where it has the value ⊥, and let R̂ be the estimation
of M by a matrix completion method when applied to R∗. The RMSE is given
by

RMSE(R, R̂) =

√√√√ 1

|T |
∑

(u,i)∈T

(Rui − R̂ui)2.

Let REL(u) denote the set of the first N more relevant items in T for user
u ∈ U . Further, let

reli(u) =

{
1, if the i-th element of top-N(u) is in REL(u)

0, otherwise
.

11http://movielens.umn.edu
12http://eigentaste.berkeley.edu/dataset/
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The nDCG@N for user u is computed as:

nDCG@N(u) =
DCG@N(u)

IDCG@N(u)
,

where

DCG@N(u) =

N∑
i=1

reli(u)

log2(i+ 1)
, IDCG@N(u) =

|REL(u)|∑
i=1

1

log2(i+ 1)
.

Finally, let the set of users in the test set T be denoted by TU = {u : ∃i∈I(u, i) ∈
T }. We define the nDCG@N as

nDCG@N =
∑
u∈TU

nDCG@N(u)

|TU |
.

6.3. Experimental Strategy

We evaluated our proposal through three sets of experiments:

1. Effectiveness evaluation. We compare our proposal against the base-
lines, by measuring the RMSE and nDCG@25 obtained by each approach.470

We also evaluated the time and space complexity of each approach but,
to improve the readability of the paper, these results are reported in Ap-
pendix A. The value of α chosen to run our algorithm is 0.3.

2. Impact of bribing. First, for the ML–100k and ML–1M datasets, we
compute the percentage of users that are profitable for the seller of item475

i = 1 to bribe using as P1
N (u) the top-5, the top-25, and the ratings

estimation R̂. We choose top-5 and top-25 to show how our system behaves
with small and large recommendation lists, respectively. We compute this
percentage by bribing each user:

• that rated item 1, to increase his/her rating to the maximum rating,480

as in Proposition 1;

• that did not rate item 1, to rate item 1 with the maximum rating, as
in Proposition 2;

• that rated the competitor seller’s item 2, to downgrade item 2 rating
to the minimum rating.485

We explore the last strategy to check if the result in Proposition 3 is a good
approximation to the recommender system used in real-world scenarios.
Because this proposition states that this strategy in never profitable in the
simplified recommender system that we use to explore bribing properties.
We do not test Propositions 4 and 5, because they represent very partic-490

ular instances of users which are profitable to bribe and very connected
with the approximated rating estimation we use. Hence, they do not oc-
cur often and a seller should be more interested in bribing according to
Propositions 1-3.
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Moreover, for each dataset, we compute the sum of the profits of strategy495

S1, consisting in bribing the most profitable user at each time. Again,
we explored the described bribing strategy using as P1

N (u) the top-5, the

top-25, and the ratings estimation R̂. Notice that after the current most
profitable user is bribed, the previous second most profitable user to bribe
may no longer be the new user most profitable to bribe. This can occur500

because the ratings estimations are recomputed and, therefore, another
user might be the new one which is more profitable to bribe. It is also
worth noticing that such a bribing strategy, although optimal, is very
time consuming, because each time we select a user to bribe we need to
recompute all the rating predictions and recommendation lists for each505

user.
Hence, considering larger datasets in this set of experiments not only would
not add any scientific value to this work (in both the datasets that we
analyzed the trends in the results are clear), but it would also not be
trivial, due to the challenges in the experimental setup we mentioned510

in the previous paragraph (i.e., the predictions’ re-computation and the
identification of the new most profitable user to bribe).

6.4. Experimental Results

Here, we present the results obtained in each set of experiments.

6.4.1. Effectiveness evaluation515

Table 3 summarizes the RMSE values obtained for the real-world datasets,
and Table 4 the nDCG@25 results obtained for the same datasets. We obtained
the best RMSE result for one of the datasets, the Jester dataset. Considering
the other datasets, two model-based algorithms (i.e., SVD and SVD++) achieve
the best results in terms of RMSE. While our algorithm is not that far from520

the results obtained by these two algorithms. In terms of nDCG@25, results
depicted in Table 4, we obtained results that compete with the benchmark algo-
rithms. In addition to the intrinsic advantages that our algorithms has (such as
the possibility to generate explainable recommendations), we also obtain other
strong improvements in terms of efficiency, which will be shown in Appendix A.525

A sign of this lack of efficiency can be already noticed for the SVD++ algorithm
(one of the best performing ones) and the largest datasets; more specifically, as
the size of the data increases, the algorithm cannot return recommendations in
a reasonable time, which is key in a rapidly-evolving environment such as the
Web.530

We note that we may have obtained these RMSE results because the majority
of the compared methods assume that the matrix they complete is low rank,
which might be the case in these datasets, but might not be true in general.
Therefore, the RMSE results are comparable and of the same order as the best-
reported ones.535
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Method ML–100k ML–1M ML–10M ML–20M Jester
SVD 0.9396 0.8936 0.7972 0.7859 4.4957

SVD++ 0.9200 0.862 0.7965 0.7887 4.5192
NMF 0.9634 0.9155 0.8708 0.8660 6.2372

Slope One 0.9454 0.9065 0.8607 0.8545 4.5187
Co-clustering 0.9678 0.9155 0.8819 0.8778 4.6634
KNN Basic 0.9789 0.9207 0.8194 0.8051 4.4786

KNN With Means 0.9514 0.9292 0.8211 0.8079 4.4800
KNN Baseline 0.9306 0.8949 0.8067 0.7990 4.4733
KolMaC CS 0.9582 0.9330 0.9711 0.9686 4.4719

Table 3: RMSE for the datasets detailed in Table 2.

Method ML–100k ML–1M ML–10M ML–20M Jester
SVD 0.0968 0.0953 0.0747 0.0600 0.6091

SVD++ 0.1099 0.1080 0.0806 0.0633 0.6144
NMF 0.0033 0.0025 5e−5 3e−6 0.5595

Slope One 0.0015 0.0009 7e−6 2e−7 0.6737
Co-clustering 0.0563 0.0622 0.0813 0.0998 0.7858
KNN Basic 0.2985 0.2515 0.2081 0.1840 0.7833

KNN With Means 0.2972 0.2616 0.2102 0.1899 0.7852
KNN Baseline 0.2689 0.2477 0.2043 0.1812 0.7841
KolMaC CS 0.0911 0.0908 0.0721 0.0569 0.7863

Table 4: NDCG@25 for the datasets detailed in Table 2.

6.4.2. Impact of Bribing

Next, we explore the impact of bribing when using Equation (1) as PiN , with
top-5 and top-25, and when we approximate the value of PiN (u) with the value

R̂ui.

ML-100k dataset. In Tables 5 and 6, we can see that when item’s 1 seller chooses540

to bribe users that already rated his/her item, in order to increase their ratings,
more than half of the users are profitable to bribe when using the SVD recom-
mender system, but much less than half of the users are when using the KolMaC
CS system. When the seller bribes users that did not rate his/her product be-
fore, in the more realistic scenarios (where P1

N (u) is computed using either the545

top-5 or top-25 as in Equation (1)), most of the users (more than 80%) are not
profitable to bribe (row π(S1

u1) ≤ 0 and last two columns of the block of non-
raters, in Tables 5 and 6). This contrasts with the result obtained using R̂u1 to
compute P1

N (u) (first column of the block of non-raters, in Tables 5 and 6). In

Raters Non Raters

PiN R̂ top-5 top-25 R̂ top-5 top-25

π(S1
u1) > 0 81.94 66.67 62.50 85.47 4.65 8.26

π(S1
u1) ≤ 0 18.06 33.33 37.50 14.53 95.35 91.74

Table 5: Percentage of users that are profitable and non profitable for item 1 seller to bribe,
using different functions as P1

N (u), with the SVD recommender system.
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Raters Non Raters

PiN R̂ top-5 top-25 R̂ top-5 top-25

π(S1
u1) > 0 93.53 17.71 32.56 82.82 6.04 20.78

π(S1
u1) ≤ 0 6.47 82.29 67.44 17.18 93.96 79.22

Table 6: Percentage of users that are profitable and non profitable for item 1 seller to bribe,
using different functions as P1

N (u), with the KolMaC CS recommender system.

Decrease a Competitor i = 2

PiN R̂ top-5 top-25

π(S1
u2) > 0 19.39 53.06 66.37

π(S1
u2) ≤ 0 80.61 46.94 33.67

Table 7: Percentage of users that are profitable and non profitable for item 1 seller to bribe
to decrease their ratings to the competitor item 2, using different functions as P1

N (u), with
the SVD recommender system.

the latter case, using the estimated rating, it follows that more than 80% of the550

users are profitable to bribe. This discrepancy of results for the different choices
of the function P1

N (u) has to do with the small increase of estimated ratings

for item 1 which are accounted as profit in the R̂ scenario, and in the top-N
scenarios a small increase is not accounted unless the item starts to appear in
the recommendation list or, if the item is already recommended, it changes its555

order of appearance to a higher one. Another important thing to recall is the
observation we made in Section 5.5, which justifies why the percentage of prof-
itable users may be larger in the top-5 than in the top-25 results, as it happens
in Table 5.

In Tables 7 and 8, we study the percentage of users that are profitable for a560

seller to bribe, so that they decrease the rating given to a competitor product,
using the SVD and the KolMaC CS recommender systems, respectively. In
fact, with a real-world recommender system, the result of Proposition 3 does not
hold, and there are users that are profitable to bribe to downgrade a competitors
item rating, at least when utilizing the SVD recommender system. However,565

we notice that by using the R̂ to estimate the profit, the percentage of users
that are profitable to bribe in the described setting is low, < 20%. Further, the
proposed KolMaC CS avoids this case (Table 8), yielding no profitable users to
bribe. This experiment goes according to Proposition 3, i.e., it is not profitable
for a seller of an item to bribe users to downgrade their ratings for a competitor’s570

item.
In Figure 1, we observe the sum of the profits of strategy S1, consisting

in bribing the most profitable user at each time. In all the depicted cases,
bribing produces a linear increase of wealth. Notice that since one user changing
his/her rating may change the estimations of other users, the wealth increase575

could grow faster than linear and the effect of bribing would be more nefarious
to the users’ recommendation lists. Further, we can observe that the KolMaC
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Decrease a Competitor i = 2

PiN R̂ top-5 top-25

π(S1
u2) > 0 0.00 0.00 0.00

π(S1
u2) ≤ 0 100.00 100.00 100.00

Table 8: Percentage of users that are profitable and non profitable for item 1 seller to bribe
to decrease their ratings to the competitor item 2, using different functions as P1

N (u), with
the KolMaC CS recommender system.
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Figure 1: Increase of wealth (sum of the profit) of playing strategy S1 using as P1
N (u) the

top-5, the top-25 and the ratings estimation R̂, in the ML-100k dataset, for both SVD and
KolMaC CS.

CS recommender system is able to diminish the bribing impact in the ratings
estimations. Therefore, it is more resistant to bribery.

ML-1M dataset. Now, we repeat the experiments in the ML-1M dataset. In580

Tables 9 and 10, and Tables 11 and 12, we show, respectively, the impact of
bribing the users to change the ratings of his/her item, and that of a competitor.

For the SVD recommender system, in the case the seller bribes users to
rate/increase his/her ratings (Table 9), the estimation with R̂ is closer to the
results of top-5 and top-25 than in the scenario where the seller bribed to de-585

crease a competitors item ratings (Table 11). This effect happens because a
small increase in a rating estimation and decrease in a competitor item may
drastically change the top-N recommendation for one user, by removing the

Raters Non Raters

PiN R̂ top-5 top-25 R̂ top-5 top-25

π(S1
u1) > 0 54.74 76.84 65.26 12.20 18.13 22.53

π(S1
u1) ≤ 0 45.26 23.16 34.74 87.80 81.87 77.47

Table 9: Percentage of users that are profitable and non profitable for item 1 seller to bribe,
using different functions as P1

N (u), dataset ML-1M, with the SVD recommender system.
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Raters Non Raters

PiN R̂ top-5 top-25 R̂ top-5 top-25

π(S1
u1) > 0 0.91 7.88 7.72 87.43 0.07 12.84

π(S1
u1) ≤ 0 99.09 92.12 92.28 12.57 99.93 87.16

Table 10: Percentage of users that are profitable and non profitable for item 1 seller to
bribe, using different functions as P1

N (u), dataset ML-1M, with the KolMaC CS recommender
system.

competitor’s item from the recommendation and pushing up the position of the
bribing-seller’s item.590

Again, we observe that the proposed KolMaC CS system is better to deter
the bribing effect, being more difficult to obtain users that are profitable to
bribe.

Decrease a Competitor i = 2

PiN R̂ top-5 top-25

π(S1
u2) > 0 18.00 62.00 62.00

π(S1
u2) ≤ 0 82.00 38.00 38.00

Table 11: Percentage of users that are profitable and non profitable for item 1 seller to bribe
to decrease their ratings to the competitor item 2, using different functions as P1

N (u), with
the SVD recommender system.

Decrease a Competitor i = 2

PiN R̂ top-5 top-25

π(S1
u2) > 0 0.00 0.00 0.00

π(S1
u2) ≤ 0 100.00 100.00 100.00

Table 12: Percentage of users that are profitable and non profitable for item 1 seller to bribe
to decrease their ratings to the competitor item 2, using different functions as P1

N (u), with
the KolMaC CS recommender system.

Again, we notice that with a real-world recommender system, the result of
Proposition 3 does not hold, and there are users which are profitable to bribe to595

downgrade a competitors item rating. However, we notice once again that by
using the R̂ to estimate the profit, the percentage of users that are profitable to
bribe in the described setting is low (< 20%).

Also, as we observed in Figure 1, in Figure 2 we can notice that strategy
S1, in the three depicted cases, produces a linear increase of wealth. This600

corroborates the observation we make that the bribing effect exists and can
change users’ recommendation lists, but not in a very drastic way.

Further, the KolMaC CS recommender system is, again, more robust to
bribing than the SVD system. In fact, as we showed in Proposition 3, it is not
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Figure 2: Increase of wealth (sum of the profit) of playing strategy S1 using as P1
N (u) the

top-5, the top-25 and the ratings estimation R̂, in the ML-1M dataset, for both SVD and
KolMaC CS.

profitable for a seller of an item to bribe users to downgrade their ratings for a605

competitor’s item.

6.5. Discussion

In this section, we discuss our results, to try to infer actionable knowledge
on the impact of bribing in recommender systems.

It is important to highlight that, even though the theoretical results were610

presented on a simplified recommender algorithm to enable us to derive theoret-
ical results about bribery, we can see that the results obtained by both the SVD
algorithm and the proposed KolMaC algorithm actually reflect the theoretical
ones. This shows that the framework we presented in Section 5 can effectively
model the impact of bribing in recommender systems.615

The experimental results show that even in the scenario of Proposition 3,
which states that it is not profitable for the seller of item i to bribe a user to
downgrade the given rating to an item k 6= i, this scenario can also be very
profitable with more complex recommender systems (such as SVD). In fact,
we can notice from the experimental results with SVD algorithm that around620

half of the users that we tested to bribe generate profit, which points that the
effect of bribing can be a very important issue in the area of recommender
systems, causing ethical problems and making users question the veracity of
recommendations they are presented with.

Moreover, the experimental results point that the proposed recommender625

system, KolMaC CS, is more robust to bribery than the SVD algorithm. This
conclusion is expected, because a small change in a rating pattern of a user (and
of an item) does not lead to considerable changes in the compressed versions,
whose size is utilized to compute the similarities between users (and between
items).630

Finally, by showing that bribing is a phenomenon that can effectively affect
recommender systems and that it is possible to quantify the impact of brib-
ing strategies, we believe that e-commerce platforms can take concrete action.
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Indeed, since bribing is forbidden and platforms are obviously aware of the al-
gorithms that implement their recommender systems, we believe that studying635

this phenomenon in a similar way as we proposed, would provide a simple and
effective way to counter bribing in their platforms, thus ensuring more trustable
and unbiased services to their customers.

7. Conclusions and Future Work

In this paper, we considered the impact on recommender systems of bribing640

users, by persuading them to change the ratings they gave to the items.
We proposed a novel hybrid Collaborative Filtering algorithm that uses a

new similarity measure, based on Kolmogorov complexity, aimed at reducing
the impact of ratings’ change, to counter the effects of bribing. Our algorithm
can produce effective recommendations, while coping better with the effect of645

bribing.
Our theoretical framework allowed us to identify when it is profitable to

bribe users to increase/decrease their ratings under several conditions. Both
our theoretical results and validation reflect the implications of bribery in rec-
ommender systems. Given the strong impact that bribing has on recommender650

systems and the ethical implications that this type of activity has, a final dis-
cussion allowed us to identify actionable points to avoid this phenomenon. Our
framework may also be used by e-commerce websites helping them with the
choice of the recommender system they will deploy.

As future work, we would like to explore the use of different compressors655

and evaluate their performance in the proposed compression similarity, and also
to explore better approximations of the Kolmogorov complexity, such as the
ones available in http://complexitycalculator.com/. Furthermore, future
research includes modeling the dynamics that emerge when several item’s sellers
bribe users, for instance as an auction process or by modeling the process with660

game theory, as a multi-player game.
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Appendix A. Space and Time Evaluation

In this appendix, we will report the amount of RAM memory and the number
of seconds needed to run each approach.780
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Method ML–100k ML–1M ML–10M ML–20M Jester
Normal Predictor 0.12Gb 0.77Gb 17.18Gb 35.4Gb 1.07GB

Baseline Only 0.12Gb 0.80Gb 12.19Gb 24.3Gb 1.08Gb
SVD 0.13Gb 0.79Gb 13.06Gb 25.15Gb 1.09Gb

SVD++ 0.13Gb 0.88Gb 13.76Gb 26.02Gb 1.09Gb
NMF 0.13Gb 0.80Gb 10.08Gb 21.21Gb 1.09Gb

Slope One 0.19Gb 1.07Gb 11.71Gb 40.32Gb 2.13Gb
Co-clustering 0.13Gb 0.80Gb 10.08Gb 21.21Gb 0.87GB
KNN Basic 0.15Gb 1.46Gb 37.64Gb 88.21Gb 53.75Gb

KNN With Means 0.15Gb 1.46Gb 37.66Gb 88.34Gb 53.76Gb
KNN Baseline 0.15Gb 1.47Gb 37.91Gb 88.90Gb 53.87Gb
KolMaC CS 0.11Gb 0.72Gb 2.43Gb 4.17Gb 0.32Gb

Table A.13: Memory (RAM) used for the datasets detailed in Table 2.

Method ML–100k ML–1M ML–10M ML–20M Jester
Normal Predictor 1s 5s 50s 120s 9s

Baseline Only 1s 6s 94s 228s 10s
SVD 10s 95s 689s 1395s 169s

SVD++ 375s 7074s 51042 103254 2645s
NMF 9s 78s 698s 1418s 136s

Slope One 2s 33s 389s 936s 14s
Co-clustering 3s 22s 302s 682s 37s
KNN Basic 2s 92s 2578s 6011s 1678s

KNN With Means 2s 90s 2531s 6585s 1691s
KNN Baseline 2s 92s 2608s 6020s 1717s
KolMaC CS 1s 4s 87s 215s 9s

Table A.14: Execution time to generate the predictions to one user for the datasets detailed
in Table 2.

Space evaluation. Table A.13 reports the amount of RAM memory needed to
run each of the approaches. As highlighted in the previous set of experiments,
as the size of the data increases, the classic memory-based algorithms take
incredible amounts of RAM to run, confirming their lack of scalability. Our
approach, despite being a memory-based one, requires a very low amount of785

memory. As the results show, our algorithm outperforms all the baselines by a
large margin.

Time evaluation. Although the programming languages of the proposed algo-
rithm and the baselines are not the same, which implies that a direct comparison
of the computation times may suffer from a constant penalization factor, our790

method is one of the fastest to estimate rating prediction (see Table A.14). In-
deed, results show that our algorithm is either the one that takes the lowest
time to compute the results or, when the size of data increases, our results are
slightly above the Normal Predictor algorithm that, despite being very fast, is
much less accurate than ours (as Table 3 shows).795
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Appendix B.

Proof of Proposition 1. The initial wealth, using (2) and (6), is

J (i) =
∑
u6∈Ui

 α

|Ui|
∑
v∈Ui

Rvi +
1− α
|Iu|

∑
j∈Iu

Ruj

 ,

and, after playing strategy Si, the final wealth is

J (Si) =
∑
u6∈Ui

 α

|Ui|

(∑
v∈Ui

Rvi + Si
wi

)
+

1− α
|Iu|

∑
j∈Iu

Ruj


− |Si

wi|.

Therefore, the profit that the seller of item i obtains by playing strategy Si is

π(Si) = J (Si)− J (i)

=
∑
u6∈Ui

α

|Ui|
Si
wi − |Si

wi|

= Si
wi

(
α
|U | − |Ui|
|Ui|

− sgn(Si
wi)

)
Thus, if sgn(Si

wi) = 1, the strategy is profitable if and only if π(Si) > 0, which
is equivalent to |Ui| < α

1+α |U |. If sgn(Si
wi) = −1, then we need to have that

α |U\Ui|
|Ui| < −1 to have that π(Si) > 0, which is impossible.800

Proof of Proposition 2. The profit that the seller of item i obtains by playing
strategy Si is

π(Si) = J (Si)− J (i)

=
∑
u 6=w
u6∈Ui

α
∑

v 6=w
v∈Ui

Rvi + Si
wi

|Ui|+ 1
+ (1− α)

∑
j∈Iu Ruj

|Iu|



− |Si
wi| −

∑
u6=w
u 6∈Ui

α
∑

v 6=w
v∈Ui

Rvi

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|



−

α
∑

v 6=w
v∈Ui

Rvi

|Ui|
+ (1− α)

∑
j∈Iw Rwj

|Iw|


= Si

wi

|U | − |Ui|
|Ui|

α−

α
∑

u 6=w
u6∈Ui

Rvi

|Ui|(1 + |Ui|)
+ |Si

wi|+ R̂wi

 .
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When Si
wi > 0, we have that π(Si) > 0 if

Si
wi

|U | − |Ui|
|Ui|

α >

 α

|Ui|(1 + |Ui|)
∑
u6=w
u 6∈Ui

Rvi + |Si
wi|+ R̂wi

 .

Proof of Proposition 3. The profit that the seller of item i obtain playing
strategy Si is805

π(Si) = J (Si)− J (i)

=
∑
u6=w
u 6∈Ui

α
∑

v 6=w
v∈Ui

Rvi + Si
wk

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|



− |Si
wk| −

∑
u6=w
u6∈Ui

α
∑

v 6=w
v∈Ui

Rvi

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|


= Si

wk

(
α
|U | − |Ui|
|Ui|

− sgn(Si
wk)

)
.

Hence, the bribing strategy is not profitable if Si
wk < 0 and, otherwise, it is

profitable if (|U | > 2) ∧
(
α > 1

|U |−1

)
∧
(
|Ui| < α

α+1 |U |
)

.

Proof of Proposition 4. The profit that the seller of item i obtain playing
strategy Si is given by
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π(Si) = J (Si)− J (i)

=
∑
u6=w
u 6∈Ui

α
∑

v 6=w
v∈Ui

Rvi

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|

− |Si
wi|

+

α
∑

u 6=w
u6∈Ui

Rvi

|Ui|
+ (1− α)

(∑
w∈Iu Ruj + Si

wk

)
|Iw|


−
∑
u 6∈Ui

α
∑

v 6=w
v∈Ui

Rvi + Si
wi

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|


=

1− α
|Iw|

Si
wk − |Si

wk|

= Si
wk

(
1− α
|Iw|

− sgn(Si
wk)

)
.

Therefore, the strategy is profitable if and only if 1−α > sgn(Si
wk)|Iw|. Since810

|Iw| ≥ 1, this is equivalent to Si
wk < 0.

Proof of Proposition 5. The profit that the seller of item i obtains by playing
strategy Si is

π(Si) = J (Si)− J (i)

=
∑
u6=w
u6∈Ui

α
∑

v 6=w
v∈Ui

Rvi

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|

−Si
wi

+

α
∑

u6=w
u 6∈Ui

Rvi

|Ui|
+ (1− α)

(∑
w∈Iu Ruj + Si

wk

)
|Iw|+ 1


−
∑
u6∈Ui

α
∑

v 6=w
v∈Ui

Rvi + Si
wi

|Ui|
+ (1− α)

∑
j∈Iu Ruj

|Iu|


= −(1− α)

∑
j∈Iw Rwj

|Iw|(1 + |Iw|)
+ Si

wk

(
1− α
|Iw|

− 1

)
.

If α = 1 then it is not profitable, otherwise, it is profitable if

Si
wk >

|Iw|
|Iw|2 + 1

∑
j∈Iw

Rwj .
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