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Abstract. Deepfake refers to using artificial intelligence (AI) and ma-
chine learning techniques to create compelling and realistic media con-
tent, such as videos, images, or recordings, that appear real but are fake.
The most common form of deepfake involves using deep neural networks
to replace or superimpose faces in existing videos or images on top of
other people’s faces. While this technology can be used for various be-
nign purposes, such as filmmaking or online education, it can also be
used maliciously to spread misinformation by creating fake videos or
images. Based on the classic deepfake generation process, this paper ex-
plores the Inconsistency between inner and outer faces in fake content
to find synthetic defects and proposes a general deepfake detection algo-
rithm. Experimental results show that our proposed method has certain
advantages, especially regarding cross-method detection performance.
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1 Introduction

Deepfake refers to manipulating facial identities through automated algorithms
to forge videos/images. The earliest deepfake was [10] created in 2017 by a
Reddit user named "deepfakes". Since then, this technology has become more
advanced and accessible, increasing the creation and dissemination of deepfakes
while raising concerns about their potential harm to individuals and society.
Although there are already multiple deepfake detection methods [16], the
generalization problem is still open and crucial. To the best of our knowledge,
state-of-the-art (SOTA) methods have achieved high levels of in-domain perfor-
mance. However, these methods are helpless in the face of cross-domain, which
refers to detecting unknown manipulations, different from those present in the
training data [7,11]. Given the shortcomings of existing methods, this work aims
to study the inconsistency between the foreground and the background of faces
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in images to detect deepfakes since, in manipulated images, the information of
the faces of a source and a target subject coexist. Regardless of the manipulation
technique used, the coexistence of this dual information exists in a deepfake. For
this reason, designing a system capable of detecting it corresponds to designing
a detector capable of generalizing even on unknown manipulations.

The contributions of this work are as follows:

(1) Considering that the forged mask is difficult to obtain in the deepfake con-
tent, we directly use facial landmarks to extract the mask and segment the
inner face and outer face during the feature extraction process, thereby re-
ducing the dependence on prior knowledge.

(2) We design two different encoders to extract features of inner and outer faces
separately and build a consistency loss to distinguish real from fake. Further-
more, we build a parameter-sharing decoder to force it to recover images from
low-rank feature vectors.

(3) We further constrain the encoder to extract rich features with reconstruction
loss, resulting in improved generalization. The experimental results reveal
that our proposed technique is competitive in cross-method experiments.

The remaining chapters of the paper are arranged as follows. Section 2 intro-
duces the existing deepfake detection methods. Section 3 explains the architec-
ture and details of our proposed method. In Section 4, we show the experimental
setup and results. Finally, Section 5 discusses the proposed approach and draws
some conclusions.

2 Related works on Deepfake Detection

As one of the significant threats to face recognition technology, deepfake technol-
ogy has been widely spread in social media. Recently, many works [15] have been
dedicated to resisting the harm brought by deepfake technology spread [12].

Although detection technologies are increasingly precise and various tech-
niques are exploited [4-6], many methods are trained for specific deepfake ma-
nipulations, resulting in a substantially decreased cross-method detection per-
formance.

To solve this problem, some deepfake detection methods focusing on im-
proving cross-method generalization [1] have been proposed. For example, Face
X-ray [8] proposed a new way to judge whether a face image has been replaced.
They designed a detector based on the observation that there must be a blend-
ing boundary in the forgery step to distinguish authenticity by judging whether
a face has a blending border. Kaede et al. [14] present novel synthetic train-
ing data called self-blended images (SBIs) to detect deepfakes. Kim et al. [7]
proposed a new domain adaptation framework. Specifically, they constructed a
student and teacher models based on knowledge distillation and representation
learning. The student model can quickly adapt to novel deepfakes by extracting
knowledge from the pre-trained teacher model and applying transfer learning
without using source domain data during domain adaptation.
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Although good generalization performance was reported in the above papers,
they redesigned fake synthetic data or complex models for training, increasing
the computational complexity and difficulty of training. In order to further solve
the above challenges, this paper proposes a simple deepfake detection method,
which can reduce the dependence on the training set while improving the gen-
eralization ability.
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Fig. 1: Proposed architecture. The training step is depicted in (a): the input
image is divided into two parts based on face landmarks: foreground and back-
ground. The foreground (inner face) is derived from the target image, while
the background (outer face) is derived from the source image. The image re-
construction loss function is used to force different encoders to extract detailed
information. The consistency loss function is used to differentiate between the
consistency of the inner and outer faces. The test phase pipeline is depicted in
(b). In the test stage, we only use the feature vector distance obtained by the
two encoders for inference.

3 The Proposed Method

To address the generalization problem, we investigate the nature of the face as a
biometric trait. In fact, source and target faces differ from individual identities’
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perspectives in manipulated content. Based on this phenomenon, this work ex-
ploits inner and outer faces inconsistencies in forged faces to detect manipulated
content.

Considering the feasibility of the above analysis, we need to assume that any
input image consists of two parts (inner face and outer face). Specifically, we
consider an input image composed of two components, one related to the source
image and the other to the target image. If the image is real, the two components
are consistent because the image is associated with a single individual and has
not been manipulated. In deepfakes, on the other hand, these two components
are very different because they belong to two different identities.

In order to describe an input face image more concretely and intuitively, we
assume that the face image is z, and the corresponding label is y (Equation (1)).

_ [ 0,z €real
y_{l,xefake (1)

First, we express the input image x in a general expression as shown in Equation
(2), where the two contributions of the target Tiqrger and source Tsource are divided
by the segmentation of the face from the background. This binary segmentation allows
us to obtain a mask containing the foreground (inner face) and its inverse containing
the background (outer face). In particular, the inner face refers to the inner contour,
including eyes, eyebrows, and nose, relative to the target image contribution; the outer
face refers to the rest of the area and is relative to the source image contribution.
Examples of segmentation masks are shown in Fig 2.

original

input image mask reconstructed image

Deepfakes

input image mask reconstructed image

FaceSwap

input image mask reconstructed image

Fig. 2: Examples of the input image processing of the proposed architecture: the
input image is segmented and reconstructed by the autoencoder. The recon-
structed image is then compared with the original.

x = mask © Ttarget + (1 - maSk) © Tsource (2)

According to Equation (2), in order to represent all input images as the relationship
between Tsource and Tiarget, we consider that a real input image satisfies: Tsource =
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Ztarget, and a deepfake image satisfies: Tsource # Ttarget. Considering that Tsource and
Ztarget are difficult to describe intuitively, we try to map them to distance space to
explore their similarity. Therefore, the intuitive idea is distinguishing real images from
deepfakes based on consistency loss.

Fig. 1 shows the schematic diagram of our proposed deepfake detection method.
As shown in Fig. 1, we can assume that the input image consists of a source image
Tsource and a target image Ziarget. First, we use a facial landmark detection algorithm
to obtain the foreground mask, then perform inner and outer face segmentation based
on it. Second, we construct a feature head to initialize the masked inner and outer
face regions and further construct two different encoders to extract the features of the
inner and outer faces, respectively. Our aim is to map these features into the distance
space and construct an inconsistency loss function to perform real-fake discrimination.
Finally, inspired by the deepfake synthesis process (different encoders, same decoder)
and in order to reduce computational burden and enable faster reconstruction of learned
distinct facial features for both inner and outer faces, we designed a parameter-shared
decoder. We use a direct adding strategy to reconstruct the image since we obtain
corresponding inner and outer face features based on landmark mask segmentation.
Moreover, we further set the reconstruction loss function as an additional constraint to
enable the encoder to extract detailed information. The encoder and decoder structure
of the proposed method is shown in Table 1 and Table 2.

Table 1: The encoder of the proposed method consists of four convolutional and
pooling layers, followed by a fully connected (FC) layer and a batch normaliza-
tion (BN) step.

l Layer Name [ Kernel [ Input [ Output ‘
Input - 224x224x3 | 224x224x3
Feature Head|3x3, 2 filters| 224x224x3 | 224x224x64
Convl 3x3, 2 filters| 224x224x64 | 224x224x64
MaxPooll |2x2, stride 2| 224x224x64 | 112x112x64
Conv2 3x3, 2 filters| 112x112x64 |112x112x128
MaxPool2 [2x2, stride 2{112x112x128| 56x56x128
Conv3 3x3, 2 filters| 56x56x128 | 56x56x256
MaxPool3 |2x2, stride 2| 56x56x256 | 28x28x256
Conv4 3x3, 2 filters| 28x28x256 | 28x28x512
MaxPoold |2x2, stride 2| 28x28x512 | 14x14x512
FC - 14x14x512 512
BN - 512 512

For the distance between Tsource and Tearget, we define it as D(Ttarget, Tsource ), and
set the threshold 7 as the basis for the binary classifications, which can be described
as Equation (3).

D (‘rta'r‘geh msource) <T,y= 07 T € real
D (xtargety msource) > T,y = 1,z € fake
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Table 2: The decoder of the proposed method consists of four layers of convolu-
tion and unpooling, followed by a fifth level of convolution for the fusion of the
inner and outer face information for image reconstruction.

lLayer Name[ Kernel [ Input [ Output ‘
Input - 14x14x512 | 14x14x512
Convl [3x3, 5 filters| 14x14x512 | 14x14x512
UnPooll [2x2, stride 2| 14x14x512 | 28x28x512
Conv2 [3x3, 3 filters| 28x28x512 | 28x28x256
UnPool2 |2x2, stride 2| 28x28x256 | 56x56x256
Conv3 [3x3, 3 filters| 56x56x256 | 56x56x128
UnPool3 |2x2, stride 2| 56x56x128 |112x112x128
Conv4  [3x3, 2 filters|112x112x128| 112x112x64
UnPoold |2x2, stride 2| 112x112x64 | 224x224x64
Convb  [3x3, 3 filters| 224x224x64 | 224x224x3

Inspired by cosine similarity, we utilize cosine distance between Zsource and Ziarget
as the metric function and normalize it to [0,1], as shown in Equation (4).

(4)

In addition, we adopt the traditional cross-entropy loss function as the loss of the
classifier, which is expressed by Equation (5). Among them, ¢ is represented by the
distance in Equation (4), and y refers to the ground truth label.

D (mtargeh xsource) = 0.5 (1 — COS(xtargeta xsou'rce))

()

Moreover, to ensure that the encoder can extract enough detailed information, we
design a decoder for image reconstruction and construct a reconstruction loss function
as a constraint.

Las(y,9) = —ylogy + (1 —y)log(1 — 9)

Pixel loss is commonly used in the field of image reconstruction, where the tradi-
tional approach is to use mean squared error (MSE) loss as a constraint term. However,
MSE loss averages over all pixels, assuming that each pixel in the image has equal learn-
ing capability. In contrast, perceptual loss is a commonly used loss function in deep
learning-based image style transfer methods. Compared to traditional MSE loss, per-
ceptual loss focuses more on the perceptual quality of the image, aligning with the
human visual perception of image quality and better capturing the learning of pixels
that impact visual perception. Therefore, to ensure that the reconstructed image does
not alter the visual perception of the input image by the human eye, we employ both
pixel loss and perceptual loss as reconstruction loss.

Among them, the reconstruction loss Lyec(z, £) consists of two parts, namely per-
ceptual loss Lper(z, %) and pixel loss Lpiz(z, ), as shown in Equation (8). Here, we
use the pre-trained VGG16 as a measure of perceptual loss, as shown in Equation (7),
where ¢ represents the i, pixel in the image x, and i belongs to [1, n], n is the total
number of pixels in . And & represents the reconstructed image. We adopt the mean
square error loss function for the pixel loss, as shown in Equation (6).

(6)

Lyiz(2, &) = ||lz — &[5
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1 n

Lper(x = Z (vggl6 (z;) — vggl6 (mz)) (7)
=1

Lrec(mv‘i) = Lp’iz(fmi) +LP€T($7£) (8)

Finally, the total loss L consists of three parts, as shown in Equation (9).

L= Lcls (ya D (mta'rgety xsource)) + Lpiz (my -fi‘) + Lpe'r(-rv j) (9)

4 Experimental Analysis and Results

4.1 Datasets

In this paper, we aim to study the cross-method generalization of the deepfake detec-
tion model, that is, whether the model trained based on a specific forgery method can
obtain good results on the fake content synthesized by other forgery methods. Based on
the above purpose, in this paper, we choose the FaceForensics++ [13] dataset, which
contains multiple forgery methods, to confirm the efficiency of our proposed method.
This large-scale dataset aims to advance the development of deepfake detection and
defence technologies. It contains 5,000 video clips covering a variety of deepfake tech-
niques, including facial synthesis and expression exchanges. The dataset includes five
forgery methods: Deepfakes, Face2Face, FaceSwap, FaceShifter, and NeuralTextures.
Each synthetic forgery method contains 1000 fake videos. In particular:

(1) Deepfakes is formed by replacing the faces in the source video or images with
the faces in the target sequence. The logic is based on two autoencoders trained
to reconstruct the source and target faces separately.

(2) Face2Face is a facial reenactment system that transfers the expression of a source
video to a target video while maintaining the identity of the target.

(3) FaceSwap is a graphic-based approach which transfers the face region from a
source video to a target video. This approach extracts face regions and fits 3D
templates based on sparsely detected facial landmarks.

(4) FaceShifter is a face swap algorithm based on a two-stage method with high re-
alism and occlusion awareness. The first stage generates high-realistic replacement
faces, and the second stage deals with face occlusion, the self-supervised improve-
ment of unnatural face regions through the constraints of multiple loss functions.

(5) NeuralTextures uses raw video data to learn the neural texture of the target
person to achieve the purpose of facial reenactment, and only the facial expressions
corresponding to the mouth area are modified in this dataset.

4.2 Experimental Setup

In this paper, we divide the training set and test set according to 75% and 25%. The
specific settings are as follows:
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Table 3: Accuracy (ACC) results based on different 7 of FF++ dataset.
Test Set (ACC-%)

Deepfakes Face2Face FaceSwap FaceShifter NeuralTextures FF++

Train Set (FF++) Average

7=0.1 50.56 50.56 50.53 50.56 50.44 50.54 50.53
7=0.2 54.39 54.08 53.39 54.48 52.98 53.92  53.87
7=0.3 60.43 58.49 56.46 60.19 55.96 58.57 58.35
7=0.4 65.19 61.28 57.64 64.40 57.00 61.58 61.18
7=0.5 67.91 63.05 57.98 67.03 57.36 63.06 62.73
7=0.6 67.99 61.84 56.97 67.29 56.17 62.19 62.08
7=0.7 65.77 60.56 54.34 64.99 55.49 60.88 60.34
7=0.8 60.08 56.76 51.87 58.03 53.06 56.86 56.11
7=0.9 52.57 51.14 50.08 50.78 50.23 51.48 51.04

— For the intra-method experiments, we use the single forge method as the training
set and synthesized data based on the same method as the test set. For example, we
choose 750 Deepfakes videos as the training set and the remaining 250 Deepfakes
videos as the testing set. We arranged other fake datasets in the same way.

— For the cross-method generalization experiments, we use the single forge method
as the training set and the other forge method as the testing set. To ensure that
the test set does not overlap with the training set, we choose the same test video
names in the cross-method experiments as in the intra-method experiments. In
other words, the test set here has the same test individuals as the above test
set, and the difference is the synthesis method. For example, we choose the same
750 Deepfakes videos, which are the same in intra-method experiments, as the
training set, and 250 Face2Face videos, where the video name is the same as the
250 Deepfakes videos in the intra-method experiments, as the testing set. The rest
of the dataset is arranged in the same way.

In addition, for each video, we use the face detector MTCNN for face cropping
to obtain 32 frames of face images. After the dataset preprocessing operation, we
have 24000 images (750x32) in each experiment as the training set and 8000 images
(250x32) as the test set. For the acquisition of facial landmarks and masks, we use the
dlib package. All experiments are based on the Pytorch framework and implemented
on NVIDIA GeForce RTX 2080.

All experiments in this paper use the same parameter settings for a fair comparison.
Specifically, we use the stochastic gradient descent (SGD) optimizer when training the
model. The learning rate is 0.001, each model is trained for ten epochs, and the batch
size is 4.

In order to compare our method with SOTA, we selected four methods. The first
one, Xception [3], is an architecture based on Inception, where the traditional mod-
ules have been replaced with depthwise separable convolutions. DSP-FWA [9], where
convolutional neural networks (CNNs) are used to capture the artifacts originating
from the warping process necessary to adapt the new face to the source image. Ef-
ficientNetB4, taken from a wider study, is currently one of the best networks in the
field of deepfake detection. Moreover, EfficientNetB4ATTST [2] integrates attention
mechanism and siamese training on the basis of EfficientNetB4 and is committed to
improving the generalization ability of the model.
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Ablation experiments on parameter To correctly set the parameters of the
proposed method, we conducted comparative experiments on the threshold 7 to explore
which value is the most reasonable (Table 3). For the parametric ablation experiments,
we consider all fake methods in the FF-++ dataset. In particular, we extract the five
deepfake techniques in the FF+-+ dataset at the same proportion. Precisely, we extract
150 videos for each forgery method (a total of 750 videos) and 750 real videos as the
training set and 50 videos for each forgery method (whole 150 videos) and 150 real
videos as the test set. We adopted the accuracy rate to measure the performance. The
experimental results show that when 7 = 0.5, the average accuracy rate is maximum,
equal to 62.73%.

4.3 Results

We first verify the intra-method performance of the proposed approach, which means
training and testing on the same deepfake technique. Related experimental results are
shown in Table 4, highlighted in blue.

Table 4: Intra-method and Cross-method accuracy based on different training
sets in FF+4+.

Train Set Model Test Set (ACC %) cross-method
Deepfakes Face2Face FaceSwap FaceShifter NeuralTextures — Average
Xception [3] 98.38 51.25 49.87 52.03 52.92 51.52
DSP-FWA [9] 89.79 51.73 52.03 54.94 53.17 52.97
Deepfakes .
EfficientNetB4 [2] 99.06 52.83 49.77 54.53 55.69 53.21
EfficientNetB4ATTST [2] 73.42 52.57 48.51 53.74 57.29 53.03
Ours(7=0.5) 93.97 54.81 48.04 57.61 64.91 56.34
Xception 56.28 98.17 50.73 49.74 51.43 52.04
Face2Face DSP-FWA 55.70 82.98 51.63 50.76 51.80 52.47
EfficientNetB4 58.98 98.91 51.28 50.02 51.75 53.01
EfficientNetB4ATTST 54.26 65.04 53.66 47.98 53.56 52.37
Ours(7=0.5) 56.57 85.49 53.96 52.00 53.78 54.08
Xception 51.22 52.67 97.72 50.14 49.42 50.86
FaceSwap DSP»FWA 61.13 51.52 70.56 52.94 50.59 54.05
EfficientNetB4 50.65 53.16 98.03 50.27 50.09 51.04
EfficientNetB4ATTST 47.53 53.02 69.71 48.08 47.33 48.99
Ours(7=0.5) 55.38 52.42 58.77 53.72 50.89 53.10
Xception 51.51 48.73 49.16 96.06 51.18 50.14
FaceShifter DSP-FWA 51.54 49.88 49.69 98.06 50.34 50.36
EfficientNetB4 50.52 49.75 49.94 98.23 50.09 50.08
EfficientNetB4ATTST 53.71 48.48 49.33 69.41 52.57 51.02
Ours(7=0.5) 60.67 50.40 50.01 91.28 51.82 53.22
Xception 67.06 61.21 48.16 54.81 89.50 57.88
NeuralTextures DSP-FWA 62.36 59.18 50.18 55.79 87.61 56.88
EfficientNetB4 72.10 59.49 48.61 58.99 93.80 59.80
EfficientNetB4ATTST 59.22 53.14 48.79 52.33 62.08 53.37
Ours(7=0.5) 82.43 61.17 45.20 57.94 83.13 61.69

The intra-method performance of the proposed method is not competitive with
the analyzed SOTA. It never performs better than the best one, i.e. EfficientNetB4,
and outperforms DSP-FWA only in the tests on Deepfakes and Face2Face. However,
the performance is generally good on face swap generation techniques, especially on
FaceShifter and Deepfakes (Table 4). A dramatic performance drop occurs when train-
ing and testing on FaceSwap images. However, this drop could be explained by the
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fact that FaceSwap is based on 3D template synthesis instead of 2D, as in the case of
FaceShifter and Deepfakes.

The general good behavior on face swap techniques is because the proposed method
bases its functioning on the inconsistencies between the inner and outer face. This
observation agrees with the reported results, where it is worth remarking that the face
swap technique modifies the inner face, thus increasing the differences with the outer
face.

We believe the low intra-method performance is due to the global description ob-
tained from the difference between the target component and the source component.
In other words, the proposed method pays more attention to global information that
allows for increasing the cross-methods accuracy.

Cross-method experiments allow us to evaluate whether the proposed method can
correctly classify unknown types of deepfakes. As shown in Table 4, we conduct cross-
method testing based on different training sets. Specifically, we use each forgery method
in the FF++ dataset as the training set and the non-overlapping data based on the
remaining methods as test sets for cross-validation. The specific data construction
method is shown in Section 4.2.

As seen from Table 4, the proposed method obtains the highest average accuracy
compared to the SOTA methods. This aspect is crucial because deepfake detection is
an arms race problem, and new manipulations are created frequently.

Furthermore, we notice that the training method with a greater generalization is
NeuralTexture. This is expected as this reenactment method is recent and produces
realistic deepfakes. The most significant increase over SOTA is obtained by training
on Deepfakes. In particular, from Table 4, we can see that it reaches 56.34% accuracy,
which is 3.13% higher than that of EfficientNetB4. Furthermore, for the FaceShifter
method, the average cross-method performance of our approach is 53.22%, which is
2.86% better than DSP-FWA, and 2.14% better than EfficientNetB4ATTST.

The cross-method findings show that the proposed method’s main contribution is
connected to the classification of face swap-type samples, but it also helps the classifi-
cation of reenacted images. For example, we have reported in Fig. 3 an input image of
low quality. It can be observed by looking at each column that the deep fake probability
is high in most cases (columns 4-8), thus independent of the training set. On the other
hand, the probability related to the real image leads to the correct classification in 4
cases out of 5.

5 Conclusions

In this paper, we described a novel general-purpose deepfake detection framework.
Specifically, we exploited facial landmark detection algorithms to extract masks by
assuming that the input image combines source and target images. Furthermore, we
segment the face image into inner and outer faces and construct different encoders
for feature extraction. The inconsistency is used to discriminate real from fake, and
a reconstruction loss is proposed to force the two encoders to obtain richer detailed
information.

The experimental findings demonstrate that the proposed technique is promising
regarding generalization ability. However, the loss function must be improved to get
more details on the differences between inner and outer faces. This will be addressed
in future works.



Generalized Deepfake Detection Algorithm based on Inconsistency 11

Reenactment techniques Face swap techniques
Proposed method|
. Input image:
trained on

Real Face2Face  NeuralTextures = Deepfakes FaceSwap FaceShifter

Face2Face | Prob./Pred.Class: 0.21/Real 0.96 /Fake” 0.47 /Real 0.90 /Fake 0.68 /Fake 0.27 /Real
NeuralTextures | Prob./Pred.Class: 0.68 /Fake 0.76 /Fake 0.96 /Fake” 0.93 /Fake 0.16 /Real 0.39/Real

Deepfakes | Prob./Pred.Class: 0.28 /Real 0.42 /Real 0.62 /Fake 0.87 /Fake” 0.26 /Real 0.31/Real

FaceSwap | Prob./Pred.Class: 0.44 /Real 0.51 /Fake 0.56 /Fake 0.71/Fake 0.91 /Fake” 0.80/Fake

FaceShifter | Prob./Pred.Class: 0.16/Real 0.32/Real 0.17 /Real 0.32/Real 0.33/Real 0.86/Fake”

" — intra — method evaluation

Fig. 3: Classification of input samples obtained with various types of manipula-
tion with models trained on FF++ deepfake types.
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