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Abstract—Social Internet of Things comes as a new paradigm 
of Internet of Things to solve the problems of network discov- 
ery, navigability, and service composition. It aims to socialize the 
IoT devices and shape the interconnection between them into 
social interaction just like human beings. In IoT scenarios, a 
device can offer multiple services and different devices can offer 
the same services with different parameters and interest factors. 
The proliferation of offered services led to difficulties during 
service filtering and customization, this problem is known as 
services explosion. The selection of a suitable service that fits the 
requirements of the applications and devices is a challenging task. 
Several works have addressed service discovery, composition, and 
selection in IoT. However, these works did not emphasize on the 
fact that incorporating the users’ social features can increase 
the efficiency of the recommended services and help us to offer 
context-aware services. In this article, we present a service recom- 
mendation system that takes advantage of the social relationships 
between devices’ owners, where the recommendation is based on 
the different relationships between the service requester and ser- 
vice provider. Experimental results show, in the context of IoT, 
that incorporating the users’ social relationships in service rec- 
ommendation increases the accuracy and diversity of the offered 
services. 

Index Terms—Hybrid filtering, Internet of Things, service 
recommendation, Social Internet of Things. 

 

 
I. INTRODUCTION 

HE Internet of Things or IoT is a network of 
interconnected heterogeneous devices, objects, and 

machines that are uniquely identifiable which provide data 
transferability without the need for human-to-computer or 
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human-to-human interaction. Based on the recent statistics 
released by Omale [1] shows that the number of connected 
devices in use in 2019 is 14.2 billion, and this number is 
expected to increase to 25 billion by 2025. IoT devices became 
a vital part of our daily lives. The applications of IoT have 
expanded to many areas, such as consumer, commercial, and 
industrial domains [2]. With this expansion, IoT applications 
in the consumer side have effectively settled on smart home, 
smart healthcare, and wearable devices scenarios. However, 
the IoT is foreseen to be more scaling in which the needs of 
network navigability become more crucial. The IoT devices 
will consume and use services among each other, which cause 
the navigability to be limited and the selection and searching of 
suitable service will be a major challenge [3]. Services com- 
position and discovery depends to the network navigability, 
which is considered a major issue when the network is com- 
posed of billions of connected devices. Establishing extensive 
social relationships among devices will effectively enhance the 
lookup service and resources discovery [4]. 

The social network of intelligent objects, known by Social 
Internet of Things, is a mapping between the social network 
of humans and cyberspace [5]. This mapping architecture 
mainly resolves the IoT future problems that are related 
to service discovery and composition, based on the users’ 
trustworthiness by maintaining social relationships between 
objects and allowing devices to interact just as human 
beings do. In SIoT, objects have the ability to interact 
and behave in a social manner. They request and provide 
services in a reliable and efficient way, sharing resources and 
services. 

The social structure of SIoT is inspired by Fiske’s theory [6] 
which presents the social relationships between humans. Fiske 
studied the nature of human relationships and established a 
relational model of social interactions. This model describes 
four types of relationships between individuals: 1) equal- 
ity matching relationships; 2) authority ranking relationships; 
3) market-pricing relationships; and 4) communal sharing rela- 
tionships. This model can be mapped to objects’ relationships 
in terms of communication between objects, sharing resources, 
authority classification of objects, and mutual benefits of col- 
laboration between devices. Based on the aforementioned 
model, some works [5] proposed objects relationships clas- 
sification which describes how devices are connected to each 
other. 
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In the SIoT environment, each device can act as a ser- 
vice/information provider as well as requester [7]. The huge 
number of exchanged services between devices represents a 
challenge for choosing the suitable services where the need 
for service recommendation systems appeared. On the other 
hand, social relationships between humans gained a great 
interest of researchers to build sophisticated recommenda- 
tion systems that put in use the trust within the same social 
circle. People tend to share resources with their social cir- 
cle members and could rely on the received recommendation 
from persons they trust, especially if they share the same 
interests [8]. Different studies regarding the recommendation 
system of social network trust were conducted based on this 
latter theory [8]–[10]. However, these works apply the ser- 
vice recommendation on nonclassified social circles of users 
as they are considered the major target for recommendation. 
In our approach, we use the social relationships defined in the 
SIoT to establish service recommendations between devices 
and enhance the service discovery and composition. The main 
contributions of the presented work in this article are as 
follows. 

1) We propose an SIoT-based service recommendation 
framework, where the devices inherit the social rela- 
tionship of their owners to offer a social-aware service 
recommendation. 

2) We propose a boundary-based community detection 
algorithm that we use to form socially connected device 
communities. 

3) We present three user case scenarios in which our service 
recommendation approach can be used as a part of the 
SIoT environment. 

4) We prove the efficiency of the proposed system by 
comparing it to previous similar works using extensive 
experiment on real-world data set that was collected 
from Santander smart city. 

The remainder of this article is organized as follows. 
Section II introduces the related works of the different ser- 
vice recommendation approaches and applications in the IoT 
environment. The proposed framework overview is depicted 
in Section III. In Section IV, we introduce three motivat- 
ing examples that emphasize the importance of using social 
relationships for service recommendation in SIoT. Section V 
presents the proposed recommendation architecture that use 
the different devices relationships to offer service recom- 
mendations. Moreover, a formal modeling of different SIoT 
elements to maintain the service recommendations is explained 
at the end of this section. Section VI describes the experi- 
ment data set used to test the performance of the proposed 
framework, the evaluation metrics, and the baselines. The 
results and discussion are presented in Section VII. Finally, in 
Section VIII, we conclude this article and present our future 
research directions. 

 
II. LITERATURE REVIEW 

Despite of the exciting success of the IoT, navigability, 
and service discovery are still big issues for the growth 
of IoT usages. However, the cyber–physical social-based 

architecture for the future IoT aims to address the afore- 
mentioned issues [11]. Moreover, the SIoT with its social 
paradigms aims to socialize the IoT devices and break the 
burden of network navigability; nevertheless, the huge num- 
ber of the exchanged services between devices is still a 
major challenge in such heterogeneous environment for both, 
devices and users. In the social network of humans, recom- 
mendation systems help users to filter information, discover 
products, and pick the relevant information through records 
of peoples’ interests, behaviors, product reviews, and so on. 
However, to the extent of our knowledge, few works have 
been done to maintain recommendation systems in both SIoT 
and IoT environments. Cao et al. [12] proposed a QoS- 
aware service recommendation based on the relational topic 
model and factorization machines for IoT Mashup applica- 
tions. Their scheme utilizes the relational topic model to model 
the relationships among services, Mashup and their links, 
and compute the latent topics derived by the relationships. 
Mashel et al. [13] studied the possibilities of leveraging ser- 
vice recommendation algorithms, especially graph based, to 
IoT, and showed that the graph-based service recommendation 
algorithm can be used to develop an effective recommender 
system for the IoT. Guo et al. [14] proposed an approach 
is to classify the existing trust computation models for ser- 
vice management in IoT systems based on five essential 
design dimensions for a trust computation model: 1) trust 
propagation; 2) trust composition; 3) trust update; 4) trust 
aggregation; and 5) trust formation. Frey et al. [15] proposed 
building a digital inventory of physical objects for users in 
IoT to enhance the compatibility of smart objects software 
and maintain a collaborative filtering recommendation system 
to use these inventories to recommend services and products 
to consumers without breaking their privacy. The application 
developed this work aims to list the installed applications and 
send it to a server to build a digital inventory database. Later 
on, this database is used to create personalized recommen- 
dations. More specifically, it personalizes offers to customers 
based on the products and services they use. However, this 
proposed solution is based on users-devices knowledge and 
does not provide a recommendation service for devices in a 
scalable way. Moreover, it does not discuss the recommen- 
dation system evaluation in an extensive way, and does not 
take into consideration the heterogeneous devices in the IoT 
environment. Ning et al. [16] proposed a recommendation 
system that incorporates the users’ big-five personality traits to 
enhance the recommendation process, their system can be used 
in the context of SIoT and could help offer personality-aware 
service recommendation system. A recommendation system 
based on a graph of links between users, objects, and services 
has been studied in [17]. It starts by analyzing user behaviors 
and extract the similarity profiles between items; a recom- 
mendation process is applied based between users in IoT 
based on their common preferences. However, different IoT 
devices properties and preferences are neglected and only the 
way of recommending services to users is discussed in this 
work. Choi et al. [18] proposed a recommendation model for 
IoT to overcome both collaborative and content-based filtering 
shortcomings using the bandwagon phenomena that effects the 



 

 

user’s choices of products or services based on majority user’s 
choices. Authors get the advantages of the bandwagon effect 
by clustering users who selected fashionable item in groups 
and predict their next selection without requiring user’s fur- 
ther actions. However, this work is practical only in limited 
IoT environments where users interaction is the predominant 
neglecting IoT devices interactions. The work in [19] intro- 
duced an enhanced solution for the works presented in [17]. 
It creates a graph-based recommendation model of objects, 
services, and users in IoT. Two adjacent matrices are gener- 
ated from user–object and object–service relationships. Weight 
spreading ranking scheme, adopted from the FolkRank algo- 
rithm for tag recommendation, is used. As a result, services 
and objects are classified by their popularity, namely, “Most 
Popular Service” MPS and “Most Popular Service by object” 
MPSO will be recommended to users. Moreover, the most 
popular services for a specific user will be also recommended 
to similar users. However, this work discusses the service rec- 
ommendation between users in IoT but neglects the services 
recommendation approaches for devices in different real IoT 
environments. The works in [20] proposed a recommenda- 
tion system in the mobile IoT environment to share contents 
and wireless resources based on social similarities between 
devices’ owners. The proposed IoT recommendation system 
is composed of two modules: 1) recommendation module 
and 2) physical-layer module. The recommendation module is 
responsible for service and interest matching and recommen- 
dation database generation. The physical-layer module uses 
the factors generated by recommendation module to offer rec- 
ommendations in the physical layer in order to improve the 
communication performance between devices. However, this 
work focuses more on the IoT mobile resources recommenda- 
tions in the physical layer in device-to-device communication. 
However, the various types of services in IoT environments 
make this solution practical in limited cases. 

In this article, we focus on providing a mechanism to main- 
tain service recommendation between users and devices in the 
SIoT environment. The goal of the recommendation system in 
the SIoT environment is to offer services to devices based on 
their relationships. The aforementioned works describe various 
recommendation applications in the IoT environment focusing 
on the tuple: object, user, and service. Our work focuses more 
on maintaining service recommendation between devices and 
users taking into consideration the different social relationships 
passed from users’ level to devices’ level. 

 
III. FRAMEWORK OVERVIEW 

The architecture of the proposed framework is presented 
in Fig. 1. The framework consists of three parts: 1) devices; 
2) users; and 3) services. The links shown in the framework 
present the interactions between devices that are owned by dif- 
ferent users in SIoT. In other words, the relationships between 
users can be passed to devices. The framework can be modeled 
as a social graph composed of social relationships and recom- 
mendation interactions. The interactions include the exchange 
of services between devices in terms of data exchanging and 
processing. For example, a specific service offered by a device 

 

 
 

 

 
Fig. 1.  Architecture model of the SIoT service recommendation system. 

 

 
will be recommended to other devices that have tight social 
relationships with the source device. These groups are called 
socially connected device communities. Such communities are 
composed of devices belonging to the same group of friends, 
brand, location, or has frequent social interactions. The rela- 
tionships considered in the proposed framework, including 
but not limited to location-based relationships, ownership- 
based relationships, and friendship-based relationships. Since 
the similarity and trustworthiness are increased in a group of 
friends/devices due to the social relationships between devices, 
these groups can be used to apply personalized hybrid service 
recommendations in the SIoT environment. Therefore, both 
service discovery and composition of SIoT would be improved 
by offering socially aware services recommendations. After 
forming the socially connected device communities, the frame- 
work analyzes the interests of the owners to form a clusters of 
users that have common interests and their devices are within 
the same socially connected cluster, hence the framework can 
recommend interest-oriented services. These groups are known 
as groups of interest. 

In the next sections, we will explain each part of the 
proposed framework in detail, starting with the creation of 
relationships between devices in the SIoT, managing groups 
of interests, and applying the recommendation and evaluation 
of the results. 

 
 

IV. MOTIVATING EXAMPLE 

SIoT computing paradigm improves the network navigabil- 
ity and service composition, by making the devices interact 
in a social way. The different aforementioned SIoT rela- 
tionships define the scenarios where the social interaction 
between devices can be used. In order to improve the ser- 
vice selection and composition, devices can interact and match 



 

 

3) In a workplace, a new public printer is installed. 
Between this new printer and the other devices, two 
relationships can be maintained: a) location-based and 
b) work-based relationships. The other devices can rec- 
ommend preferences, driver software, and settings like 
protocols of communication and so on. 

 
 

 

 
 

 

(a) (b) 
 

Fig. 2.   Motivating examples. (a) Parental object relationship (POR). 
(b) Co-location object relationship (CLOR). 

 

services’ providers and requesters. Moreover, they can col- 
laborate to provide customization, configuration, and relevant 
service exchange between each other based on trust, accuracy, 
and precision. Collaborative recommendation approaches are 
of a great interest to enhance service composition and provide 
a high-performance service matching and selections. For the 
purpose of this study, we only present three types of SIoT rela- 
tionships in the following example. These relationships are: 
co-location object relationship (CLOR), co-work object rela- 
tionship (CWOR), and parental object relationships (PORs), 
as shown in Fig. 2. 

1) Bob and Ben went to the museum. They both do not 
have much time to explore all the art pieces. Their 
phones maintain location-based relationships with other 
people’s phones at the same place. Once they grant 
this relationship preference to their devices, nearby 
devices generate recommendations to the newcomers. 
These recommendations include statistics about the most 
visited spots, the spent time in front of each piece 
of art; hence, people’s interests. Some rules can be 
applied to generate the recommendations, such as the 
common interests of the devices’ owners, the dis- 
tance, and the recommendation relevance factor. Devices 
can be clustered into a socially connected communi- 
ties to manage these recommendations. Devices with 
location-based relationships can detect, receive, and 
offer recommendations to enhance the quality of service 
discovery. 

2) Consider a group of four friends: Bob, Ben, Jenny, and 
Alice. They all have smart fridges, these fridges main- 
tain friend-based social relationships. Bob buys the same 
food frequently which implies he likes it. However, the 
first time he bought it and put it in the fridge, he read 
the food preservation instructions carefully to config- 
ure the temperature degree. The fridge records Bob’s 
food preservation preferences and habits and recom- 
mend it to the other fridges of Ben, Jenny, and Alice. 
In general, devices owned by a group of friends can 
recommend artifacts (services, applications, data, set- 
tings, etc.) based on the habits and interest of the group 
members. 

V. SYSTEM DESIGN 

To maintain the proposed recommendation system, we clas- 
sified the IoT devices and users into groups of interests 
based on their social relationships, interests, and preferences. 
These properties and interests are defined based on the type 
of relationships between devices. The creation of group of 
interests passes by two steps. The first step aims to create 
socially connected device community; while in the second 
step, we subdivide these device communities into final groups 
of interests. The social graph in SIoT is considered as a map- 
ping of users social relationships to devices relationships. In 
other words, the mapping of the social network of human 
to the cyberspace [5], [21]. This solves the problems of ser- 
vice discovery and resolution and put in use the benefits of 
social relationships between devices. After the creation of 
these groups, the recommendation process is applied between 
devices taking in consideration the permission of their users. 
In the next sections, we will discuss the SIoT relationship 
modeling and explain the device community detect and the 
creation of groups of interests in detail. Later on, we will dis- 
cuss the process of recommendation between devices in the 
same group. 

 
 

A. SIoT Relationships Formal Modeling 

The groups of users’ interest are created over the socially 
connected device communities. These groups of interest and 
socially connected devices define the interaction between users 
and devices in a social manner. 

The services in the other hand, are described as the 
input/output of this ecosystem. The different parts of the 
proposed framework are explained in Fig. 1 where three major 
parts can be presented as users, devices, and services. the 
devices being owned by users are implicated in the social 
interactions between the latter, this means that the social inter- 
actions in the users level are pass down to the devices level 
and create SIoT relationships. Therefore, devices can perform 
different tasks and interact in a social way after the deci- 
sion of users, which results a social-aware services exchanges 
and composition. We can model the different system actors as 
below. 

Let U = {u1, u 2 , . . . ,  un} be the set of all users, and 
D = {d1, d 2 , . . . ,  dm} denote the set of all devices in the 
network, and let S = {s1, s2 , . . . ,  sp} denote the set of services 
offered by these devices. Each device is owned by one 
user. We denote the set of devices owned by a user ux as 
DUx = {dx1, dx 2, ... , dxi}. Similarly, each device offers one 
or more services; we denote the set of offered services by 
device dx as DSx = {sx1, sx 2, . ..,  sxj}. 



 

 

x y 

To model the social relationship that holds among the 
users and consequently between their devices, we consider the 
following relationships [5]. 

1) CLOR: It indicates that the two objects are presented 
simultaneously at the same place, such as wearable 
devices or smart home devices. 

2) CWOR: It indicates that the two objects are cooper- 
ating in the same application or doing the same task, 
processing to achieve a collective goal. 

3) POR: It indicates that the two objects are owned by the 
same family members or friends. 

4) Ownership Object Relationship (OOR): It indicates that 
the two objects belong to the same owner. (Devices worn 
or owned by the same person). 

5) Social Object Relationship (SOR): It indicates that 
the two objects have intermittent interactions when 
the social connection happens between their owners. 
Formally, let R(dx, dy) represent the binary set of social 
relationships between two devices 

R
 
dx, dy
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CLOR
 
dx, dy

 
, CWOR

 
dx, dy

 
, POR

 
dx, dy

  

OOR
 
dx, dy

 
, SOR

 
dx, dy

 }
. 

R(dx, dy) gets the value 1 if there is a relationship, oth- 
erwise, it gets the value 0. For example, R(d1, d3)  = 
{1, 0, 0, 1, 0} indicates that the devices d1 and d3 are present 
in the same location and belong to the same owner. 

In addition to the social relationships between users that we 
use to classify the devices into socially connected device com- 
munities, we cluster the users who own these devices accord- 
ing to their common interests, subsequently offering them 
interest-based services. Formally, let Ix = {ix1, ix 2 ,. ..,  ixk} 
represent the set of interests of user ux. We have used the 
Jaccard similarity coefficient to measure the similarity between 
users, as shown in (1). To measure the similarity between two 
devices (SimD), we compute the interest similarity between 
their owners (SimU), and their social connectivity similarity, 
as shown in 

 Ix ∩ Iy  
SimU ux, uy = 

 Ix 
(1) 

∪ Iy  
   

x y
  

  
x y

 
Σ 

R(dx, dy) 

SimD d , d = SimU u , u + . (2) 
 R(d , d )  

 

B. Socially Connected Device Communities 

As mentioned earlier, the SIoT devices are divided into 
communities based on the connectivity degree of their social 
relationships. First, our approach computes the device com- 
munities of each social relationship separately, after that, we 
determine the socially connected device communities by find- 
ing merging the communities of individual social relationships. 
An example of a socially connected device community of three 
social relationships is shown in Fig. 3. 

To classify the devices into communities based on their 
social relationships, our approach identifies the boundaries 
that divide the device network into communities. The logic 
behind our approach is that nodes at the community bound- 
aries usually are more connected to the inbound community 

Fig. 3.  Socially connected devices communities fusion. (a) SIoT graph. 
(b) Social relationships communities. (c) Socially connected devices commu- 
nities fusion. 

 

 
nodes more than nodes outside the current community. For 
example, in Fig. 4, the community boundary is denoted by 
the dashed line, and the orange nodes are classified outside the 
current community because their inbound connectivity degree 
is less than their external connectivity. The steps of comput- 
ing the individual communities of each social relationship are 
presented in Algorithm 1. The set ω is used to maintain a list 
of the previously visited nodes to avoid infinite looping, N 
is the set of current studied boundaries, and C is the set of 
current community nodes. We first determine the community 



 

 

 
 

Algorithm 1 Device Community Detection Algorithm 
 

1: h ← CH(Rx) 
2: ▲ ← h 
3: C ← h 
4: N ← Гh 
5: while N /= Ø do 
6: n ← select(N) 
7: nin ← |{x ∈ Гh|x ∈ C ∪ N}| 
8: nout ← |{x ∈ Гh|x ∈/ C ∪ N}| 
9: if nout < nin then 

10: C ← C ∪ n 
11: N ← N ∪ {Гn − ▲} 
12: end if 
13: N ← N − n 
14: ▲ ← ▲ ∪ n 
15: end while 

 
 

 

Fig. 4.  Device communities detection. 
 

 
head node, which is the node the have the maximum con- 
nectivity degree in the current type of social relationship 
(CH(Rx)). After that, the community is extended by recur- 
sively, including the list of neighbor nodes (and subsequently 
their neighbor nodes and so on) that their inner connectiv- 
ity with the current community is greater than its external 
connectivity (lines 9–12). An example of the iteration runs of 
Algorithm 1 is shown in Fig. 4, the CH node denotes the com- 
munity head node, the green nodes represent the immediate 
neighbors of the community head that have been added in the 
first round, the blue nodes represent two hop away neighbors 
that have been added in the second round, and the orange 
nodes denote the neighbor nodes that have been excluded as 
their external connectivity is greater than the inner connectivity 
with the current community. 

 
C. Service Recommendation Process 

After finding the socially connected device communities, 
the proposed framework finds the set of users within the same 
community that have common interests, which is known as 
group of interest, as shown in Fig. 5. The logic behind finding 
the groups of interest is that the services offered by a given 
user is more relevant to users with the similar interests, and the 

 

 
 

Fig. 5.  Groups of interests. 

 

 
Fig. 6.  Groups of interest with socially connected device communities. 

 
 

 
logic behind finding these groups of interest within the same 
socially connected device community is to allow more flexi- 
ble service recommendations that is because devices within the 
same socially connected community are probably in the same 
location and other common social relationships. The combina- 
tion of socially connected device communities with the group 
of interest can make the recommended services not only social 
aware but also customized based on the common interest of 
the users, as shown in Fig. 6. 



 

 

Since the similarity and trustworthiness are increased in a 
group of friends/devices due to the social relationship between 
devices, these groups can be used to apply personalized rec- 
ommendations in SIoT. To select the most suitable services of 
a given user, we used the hybrid filtering approach [22], since 
collaborative filtering helps to select the neighbors (users with 
similar interests), and content filtering is used to select the 
most socially connected devices (devices with strong social 
connection with the user’s devices). Formally, let dxi ∈ DUx 
be a device that belongs to the user ux. dxi searches for the 
service sj. The challenge here is to recommend the service that 
belongs to the user, the most socially connected to the user ux. 
The recommended services set is computed as shown in the 
following equation, where S is the recommended service, and 
uy is the owner of the recommended service: 

RS =
 

S/SimD(x, y )>ε  ∧ sz ∈ DSy

}
. (3) 

 
VI. EXPERIMENT AND EVALUATION 

To evaluate the effectiveness of the proposed framework, we 
have conducted the experiment on two different data sets. The 
first data set contains information about devices and the social 
relationships that connect them to form the SIoT graph, and 
we have used this data set to prove the effectiveness of using 
socially connected devices community to enhance the service 
recommendation process. While the second data set contains 
information about the users and their interests, and the object 
of testing using this data set is to prove the importance of 
determining the groups of interest within the same socially 
connected device community to offer interest-aware service 
recommendations. 

 
A. SIoT Devices Data Set 

We have constructed this data set in one of our previous 
works [23] and made it publicly available.1 The data set con- 
tains information about devices based on real IoT objects 
located in the smart city of Santander and classified following 
the typologies and data model for objects. 

1) Objects Description: The data set contains a total of 
16 216 devices, of which 14 600 are objects from private users 
and 1616 are objects from public services. 

Every object in the data set is described in the following 
format. 

1) id_device: The identifier of the device. 
2) id_user: The identifier of the device owner. 
3) device_type: Category associated to the device. 
4) device_brand: Device’s brand. 
5) device_model: Device’s model. 
For every object category (device_type), the profile defines 

the set of possible services offered by each category as well 
as the possible applications that every object category is 
interested in the following. 

1) device_type: Category associated to the device. 
2) id_off_service: List of offered service identifiers. 
3) id_req_application: List of application ID. 

 
1http://www.social-iot.org/ 

TABLE I 
DEVICE TYPES 

 

 
 

 

The type of private (users) devices are: smartphones, cars, 
tablets, smartwatch, PC, printers, and home sensors. The types 
of public city devices are described in Table I. 

2) Devices Social Relationships: As mentioned early, we 
have used the devices’ social relationships to computer the 
socially connected device communities. The data set contains 
the following relationships that connect the devices. 

1) OOR: The type of social relationship to represent objects 
owned by the same user. About public static devices, 
objects will create a relation only if they are in the 
communication range of each other. 

2) POR: Relation created among objects in the same type, 
model, and brand, only if their distance is greater than 
a two threshold: 2 or 2.5 km. 

3) C-LOR (Co-Location Object Relationship): If static 
devices (public or private) and private mobile take con- 
tact more than 13 times (number of meetings), can create 
a co-location relation. 

4) SOR: This relationship is based on three parameters, 
that are the number of meetings (N = 3), the meet- 
ing duration (TM = 30 min), and the interval between 
two consecutive meetings (TI = 6 h). The relation is 
created between private mobile devices. 

5) SOR2 (SOR): A variant of the SOR called SOR2 is cre- 
ated to connect the public mobile devices. In particular, 
the relation is between public mobile devices and users’ 
mobile objects. The parameters, as in the SOR, is set as 
follows: N = 3, TM = 1 min, and TI = 1 h. 

6) SIoT: Completely SIoT network is created with the 
combination of all relationships (all relations with an 
operation of disjunction OR). 

 
B. User Interest Data Set 

In addition to the IoT devices data set, we have also tested 
our proposed framework on the Twitter data set [24] to mea- 
sure its ability to accurately compute the groups of interest 
and the effects of these groups on the accuracy of the service 
recommendation system. The data set contains the text body 
of the tweets, and the interest of the users and the categories of 
these interests, the number of users, tweets, and interest cate- 
gories is shown in Table II. The first step of using the data set 
is data sampling. As the data set was raw and too large, we 
extracted two samples, including all the different information 
of users. The first sample contains a set of users with their 



 

 

TABLE II 
TWITTER DATA SET STATISTICS Recall (R): It is the ratio of relevant recommended services 

from the total relevant services. It is computed using 

R =  
TP 

TP + FN 
. (5) 

 

 
 
 

information, including the timestamp of the recorded interests. 
The second sample contains the new relationships and interests 
of the same users and followers after a period. For the data pro- 
cessing step, we have created a social graph of users from the 
first sample, and clustered them on communities based on their 
relationships. The result groups will be used as an input for 
the classification algorithm that aims to create a final group of 
interests. The recommendation algorithm will use these groups 
of interests to recommend services to devices that belong to the 
same social group. The recommendation algorithm will first 
extract a set of tags that meet the requirements of the recom- 
mendation for each group of interest. These tags are links of 
products and pages which will be recommended to the users 
within the same group. Practically, these tags are considered 
the preferences of devices that will be recommended to other 
devices that share the social relationship as explained in the 
previous section of SIoT scenarios. 

 
C. Evaluation Metrics 

The performance of a recommendation system can be mea- 
sured using different evaluation methods. Both precision and 
recall are suitable criteria to evaluate the recommendation 
system [25]. In the case of SIoT and IoT environments, 
precision is the number of the correctly recommended services 
offered to the devices out of the total number of the recom- 
mended services [17]. On the other hand, the recall is the 
number of the correctly recommended services out of the 
total relevant services that can be offered to the devices. In 
our case, metrics of the evaluation of the recommendation are 
the correlation between the final data set, after applying the 
recommendation, with the second part of the data set that is 
elaborated in the Twitter social network. Service recommen- 
dation systems are evaluated according to their capability to 
accurately recognize the relevant services from the set of all 
available services. Four groups of decisions can be obtained 
from the confusion matrix that shows the correct and incorrect 
recommendations: 1) true positives (TPs): the recommended 
relevant services according to the ground truth; 2) true neg- 
atives (TNs): the ignored relevant services according to the 
ground truth; 3) false positives (FPs): the recommended irrel- 
evant services according to the ground truth; and 4) false 
negatives (FNs): the ignored irrelevant services according to 
the ground truth. We evaluated the proposed system and the 
baseline system based on the following metrics. 

Precision (P): It is the ratio of relevant recommended 
services from the total services recommended by the system. 
It is computed using 

P = 
TP 

. (4) 
TP + FP 

F-Measure: A combination of precision and recall in a sin- 
gle numerical value, it is also known as F-score, calculated 
using 

F = 
2 PR 

. (6) 
P + R 

D. Baselines 

To test the effectiveness of our proposed framework, we 
have conducted the experiment on the two above-mentioned 
data sets, and we have compared with the following baselines. 

Trust-Based Approach (T-SIoT) [26]: It is a service recom- 
mendation for SIoT that is based on distributed collaborative 
filtering rating of friendship, social relationships as the filter. 
Location-Based Approach (L-SIoT) [27]: It is a service rec- 

ommendation for SIoT that is mainly based on the location of 
the devices and users. 

Trust and Reputation Approach (TRM-SIoT) [28]: It is a 
service recommendation for SIoT that combines trust and 
reputation in the recommendation process. To computer the 
recommended services, TRM-SIot uses a trust index and a rep- 
utation index. In our experiment, the trust is computed using 
the friendship links among users, and the reputation index is 
computed using the priority of the devices, where the old static 
devices are more reputable than new and mobile devices. 

Mutual Context-Aware Trustworthy Service Evaluation 
(MCTSE) [29]: It is also a trust-based recommendation frame- 
work for SIoT environment that uses the time and location of 
devices to establish trust among devices. 

 
VII. RESULTS AND DISCUSSION 

The reason behind using these two data sets together is that 
we wanted to emphasize on the importance of incorporating 
the social relationship among devices on the one hand; on 
the other hand, we also wanted to prove our claim of how 
important it is to find the group of interest in enhancing the 
service recommendation in the SIoT environment. To do that, 
we have applied our proposed algorithm (also other baselines’) 
to find the socially connected user communities. After finding 
these communities, we used the map of these communities to 
twitter data set users (using twitter followers’ relationships as 
our ground truth). In other words, we map the social relation- 
ship among users that was determined using the relationship 
between their devices to twitter following relationship. For 
example, a user X is mapped to user A in twitter data set, 
user Y who is socially connected with use X is mapped to 
user B who is a friend of user A in twitter data set. After 
mapping the users, we computed the group of interest and 
computed the precision/recall and F-Measure. We varied the 
number of used devices (1000, 2000,... ,10 000) to determine 
the socially connected communities, and observed the effects 
of that on the resulting precision/recall and F-Measure. To give 
more credibility to the mapping process, we repeated the same 

  

  
  

  

  



 

 

 

  
 

Fig. 7.  Precisionwise systems comparison. 
 

 
process 100 times for each number of used devices (1000, 
2000,..., 10 000) and the presented results in Figs. 7–9 are 
the average of these values. In our experiment, we used ten- 
fold validation, for each desired set of devices, 1000 for 
example, we have randomly (with location constrains) selected 
ten sets of 1000 devices each, and we computed the socially 
connected communities of each set, and the final results are the 
average of these ten times validations. As mention above, to 
evaluate the effectiveness of the proposed service recommen- 
dation framework, we have compared it in terms of precision, 
recall, and F-Measure to the exiting SIoT service recommen- 
dation approaches (L-SIoT, T-SIoT, TR-SIoT, and MCTSE). 
Figs. 7–9 show the performance of the proposed system when 
compared to the baselines in terms of precision, recall, and 
F-Measure, respectively. From Fig. 7, we can clearly observe 
that the proposed system achieves the best precision value 
compared to the other baselines, that is because the proposed 
framework incorporates many social relationship that connects 
the device to form the socially connected device communities, 
unlike other baselines that focus on single factor (location rela- 
tionship in the case of L-SIoT, trust relationship in the case of 
T-SIoT). Hence, the proposed framework can recommend rel- 
evant services of all types of social relationships that connect 
the devices. From Fig. 7, we can also observe that TR-SIoT has 
better precision values among other baselines, that is because 
it incorporates the trust index as well as the reputation index of 
network devices. Finally, we can observe that all the systems 
(including the proposed framework) precision decrease with 
the increase of the number of devices, however, the proposed 
framework’s precision decrease is still relatively low (0.815 
precision value in the 10 000 devices environment, which is 
95% of the precision value in the 1000 devices environment), 
which is not the case with the other baselines (78.66% for 
L-SIoT, 82.69% for T-SIoT, 86.25% for TR-SIoT, and 86.07% 
for MCTSE). 

Fig. 8 shows the recall values of the proposed framework 
and other baselines in different device density environment, 
from 1000 devices to 10 000 devices. We can observe that the 
proposed framework have the best recall values in all device 
density environments compared to all other baselines. As with 
the precision, T-SIoT still has the worst recall values compare 

Fig. 8.  Recallwise system comparison. 
 

 
Fig. 9.  F-Measurewise system comparison. 

 
to other baselines, that is because this scheme is based only on 
the location of the devices to recommend services, regardless 
of the user friendship, trust, and common interest, which could 
lead to more irrelevant services. The overall F-Measure of the 
proposed system and other baselines is presented in Fig. 9, 
which also shows the superiority of the proposed framework 
in terms of F-Measure. 

From Figs. 7–9, we can clearly observe that the proposed 
framework has the upper hand in terms of precision, recall, 
and F-Measure, respectively. However, this superiority comes 
at the cost of the relatively high computational cost of the 
proposed framework compared to the other baselines, as shown 
in Fig. 10. We can observe that the proposed system has 
a relatively higher computational cost in all device density 
environments. This additional computational cost is due to 
the community detection algorithm, and the group of interest 
detection schemes that our proposed framework has to perform 
before recommending relevant services. That being said, the 
additional computational cost is not the main concern in the 
modern IoT system, that is because the computational can be 
done within the distributed devices themselves [30], and not 
on a centralized server that could be overloaded. Therefore, 
we can say that the additional computational cost is not a 
drawback in our proposed framework. 

Table III shows the number of groups of interests, as well 
as the number of recommended services to ten lists of users 



 

 

 

 
 

Fig. 10.  Computational cost system comparison. 

 
TABLE III 

GROUP OF INTEREST STATISTICS 
 

 
 

 

 
 

 
 

  
     

     

     

     

     

     

     

     

     

     

 
 

extracted from the first portion of the chronologically ordered 
twitter data set. These lists range from 100 to 5000 users. 
A second portion with the same size is used to verify the 
quality of the recommendations. We created the list of groups 
of interests and extracted the set of pertinent services based 
on the rank and common interests of users. After the clus- 
tering of groups, the users on each interest group receive the 
recommendations. 

 
VIII. CONCLUSION 

In the SIoT network, every object needs to manage a large 
number of friends offering different services that match the 
device requirements but has different interest factors, trustwor- 
thiness values, and availability. However, this process slows 
down the research of the desired services. The recommenda- 
tion systems aim to retrieve the relevant services and suggest it 
to the users. They facilitate the process of information retrieval 
and improve the network navigability and service composi- 
tion. In this article, we proposed a service recommendation 
approach in SIoT to offer relevant services to devices, based 
on their relationships and interests. We presented first a back- 
ground of different concepts of SIoT, devices’ relationships, 
and the related works that combine trust and recommendation 
systems in IoT. Moreover, we presented motivating examples 
that show the importance of service recommendations in the 
SIoT environment. We found that clustering the SIoT devices, 
based on their relationships and the users’ interests, would cre- 
ate relevant service recommendations and offer services that fit 
the devices’ requirements. We formulated the recommendation 

process in the IoT environment and extracted a formal simi- 
larity factors to match the services with the interested devices. 
Empirical evaluation of the proposed approach on a large data 
set shows that the recommendation process on the groups 
of interest gave a high quality and improved the network 
navigability by providing relevant services to objects. 

However, the proposed framework could be improved in 
different aspects. 

1) We have seen that the superiority of the proposed frame- 
work comes at the cost the additional computational 
cost required to determine the socially connected device 
communities and the group of interest. Therefore, reduc- 
ing the computational cost of the community detection 
algorithm is one of our future research direction. 

2) One of the proposed social relationship is common loca- 
tion, some devices with high mobility velocity pose a 
challenge to find their socially connected device com- 
munity. Improving the proposed framework to offer 
personalized settings based on the type and charac- 
teristics of the studied device is a promising research 
direction. 

3) Improving the proposed framework, by focusing more 
on the devices’ security and users’ privacy is one of our 
next research direction. 
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