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Presentation Attacks (PAs) require the design of an addi-
tional detection module to prevent their occurrence.

The current Presentation Attack Detection systems 
(PADs) performance is challenged by never-seen-before 
Presentation Attack Instruments (PAIs). To ensure the 
robustness of PADs, the designer must anticipate and incor-
porate a variety of known PAI types during model training; 
this process is frequently hampered by the prohibitive costs 
associated with obtaining PAIs crafted with state-of-the-art 
techniques and materials [3]. Due to this limitation, PADs 
fail to generalize to PAIs made with new materials or tech-
niques [4, 5].

The present work hypothesizes that this low ability to 
generalize is linked to the poor "representativeness" of the 
model’s training data. We associated a geometrical meaning 
to the term "representativeness": the sample is representa-
tive if it falls into a region of the feature space where the 
training samples are "enough" dense, making the decision 
boundary stable even if other samples are added. Accord-
ingly, detecting sampling "gaps" in the feature space regions 
would allow us to address the generalization problem.

1  Introduction

Because of their uniqueness and immutability, finger-
prints are among the biometric traits most commonly used 
for personal authentication [1]. Although the maturity of 
Automated Fingerprint Identification Systems (AFISs), 
their exposure to presentation attacks is well-known [2]. 
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Abstract
Nowadays, fingerprint Presentation Attack Detection systems (PADs) are primarily based on deep learning architectures 
subjected to massive training. However, their performance decreases to never-seen-before attacks. With the goal of con-
tributing to explaining this issue, we hypothesized that this limited ability to generalize is due to the lack of "representa-
tiveness" of the samples available for the PAD training. "Representativeness" is treated here from a geometrical perspec-
tive: the spread of samples into the feature space, especially near the decision boundaries. In particular, we explored the 
possibility of adopting three-dimensionality reduction methods to make the problem affordable through visual inspection. 
These methods enable visual inspection and interpretation by projecting data into two-dimensional spaces, facilitating the 
identification of weak areas in the decision regions estimated after the training phase. Our analysis delineates the benefits 
and drawbacks of each dimensionality reduction method and leads us to make substantial recommendations in the crucial 
phase of the training design.
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Our hypothesis involves examining how samples are 
distributed in the feature space and their relation to the 
machine-learning decision boundary. This is impossible 
to achieve in the original feature space, usually very large, 
and only indirect measurements of clustering level or den-
sity estimation may help. However, they do not allow direct 
feedback on the sample distribution in the feature space and 
its relationship to the decision boundary [6].

In this regard, algorithms to obtain a significantly reduced 
feature space from the original have been proposed because 
of the human impossibility of visualizing such samples in a 
multidimensional feature space [7–10]. To our knowledge, 
these methods were adopted to observe how the classes 
were spread or grouped but never used actively in the design 
process.

In this paper, we showed that these methodologies can 
be helpful in the training phase and can strongly impact the 
accuracy of fingerprint PADs. The designer can directly 
identify underrepresented classes in the feature space and 
determine which samples are needed to improve the net-
work’s decision boundaries.

A model capable of providing such insights may be called 
"interpretable" [11]. This paper defines the term "model" by 
the couple of network architecture-training data. In fact, 
the architecture alone can be highly complex, embedding 
numerous parameters, making it unlikely to provide signifi-
cant insights to the designer. In addition, the ablation tech-
nique is widely used to assess the importance of individual 
modules within the architecture. However, the training data 
used with a given architecture are equally important, as dif-
ferent training sets can produce varying responses, even for 
the same task. Similarly, when conducting ablation stud-
ies, it is essential to use the same training data for consis-
tent evaluation. Therefore, understanding the relationship 
between the training data and the final model is just as criti-
cal as selecting the best architecture for the task.

The primary goal of this work is to make fingerprint PADs 
more robust to unseen attacks by identifying techniques that 
provide deeper insights into how the PAD system maps vari-
ous attacks in the feature space, enabling a clear understand-
ing of the logic behind the predictions. These techniques 

must be effective through visual inspection, simplifying the 
designer’s job of providing the most appropriate training set 
for the given architecture. As depicted in the flowchart in 
Fig. 1, the work begins by identifying the challenge of gen-
eralization in fingerprint PAD systems due to insufficient 
training data. This is followed by a geometric analysis of 
sample distributions in the feature space, with the ultimate 
goal of enhancing PAD robustness against unseen attacks 
through better training set design.

In particular, we detailed the advantages and limitations 
of each visualization technique by providing substantial 
recommendations for their application in advancing the 
knowledge and development of PAD models. Furthermore, 
we simulated conditions where training data may be limited 
or incomplete, providing insights into how much this may 
compromise the effectiveness of PADs.

The paper is organized as follows: Sect. 2 provides an 
overview of the current literature, listing the main approaches 
to fingerprint presentation attack detection and dimensional-
ity reduction for data visualization. Section 3 describes the 
theoretical background of our proposed approach in detail. 
Section  4 describes our experiments, and discusses the 
achieved results. Conclusions are drawn in Sect. 5.

2  Related works

2.1  Generalization in fingerprint PAD

A considerable number of PAs have been successful over 
the last few decades, demonstrating the weakness of AFISs 
and the urgency of taking action to strengthen defenses for 
the protection of both corporate and private assets [2, 12].

The Deep Learning boom affected the development of 
PAD systems too, increasingly starting to replace algorithms 
based on hand-crafted feature extraction due to its remark-
able effectiveness [13]. However, both these approaches are 
primarily hampered by a lack of generalization, particularly 
when detecting unknown attacks. Developing techniques 
for dealing with never-seen-before attacks remains a critical 
challenge [14, 15].

Over the past decade, various approaches have aimed to 
enhance performance against PAs created from unknown 
materials, often referred to as cross-material performance 
[4]. These include techniques like Weibull-calibrated 
SVMs, ensemble one-class SVMs, and the use of Generative 
Adversarial Networks (GANs) on training data consisting 
solely of genuine samples [3], showing improved perfor-
mance across different fabrication materials. Notably, the 
choice of PAI materials used during training significantly 
impacts performance against unknown PAs. Some efforts 
have been made to analyze the characteristics of different Fig. 1  Overview of the problem domain, proposed geometric analysis 

approach, and research goals
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PAI materials and create a Universal Material Generator 
(UMG) that interpolates textural characteristics from known 
materials to synthesize images of unknown materials, thus 
improving generalization [10].

Synthetic data augmentation has gained prominence 
as it enhances model generalization against unseen data, 
addresses data scarcity, reduces biases in real-world data-
sets, and mitigates privacy concerns [16]. Recent research 
has been predominantly focused on these directions [17, 
18]. To ensure a significant improvement in generalization 
performance, synthetic data should accurately fill the gaps in 
the training set to cover most of the PA feature space, in the 
spirit of Chugh et al. [5]. Fingerprint PAD can undoubtedly 
benefit from augmentation with synthetic images [10]; how-
ever, clear guidelines on the type (e.g., gelatine- or latex-
like fingerprints) and quantity of synthetic data needed are 
lacking. The empirical rule is simply the more, the better.

According to this, we believe it is of the utmost impor-
tance to increase data representativeness using synthetic or 
real data and accurately identify undersampled areas of the 
feature space. Because of this, the generation of synthetic 
data, or acquisition of further real data that does not con-
sider training data representativeness could be of limited 
help.

Some works include visualization of multi-dimensional 
data or feature vectors as points in 2D or 3D space, to 
simplify them into a more interpretable form by means 
of dimensionality reduction techniques, such as Principal 
Component Analysis (PCA) [19] and t-distributed Stochas-
tic Neighbor Embedding (t-SNE) [20]. The main limitation 
of their current use is that, to the best of our knowledge, they 
do not appear to be used to extract and analyze meaningful 
map characteristics, such as the distribution density and the 
presence of non-sampled areas. We believe researchers and 
security professionals can gain easily interpretable insights 
into the training data representativeness by leveraging 
dimensionality reduction techniques.

2.2  Interpretability models

As machine learning (ML) models have become prevalent 
in various sensitive applications, the need for interpretability 
of models has become increasingly important [21]. Accord-
ing to Ref. [11], interpretability focuses on understanding 
the internal mechanisms of a model. In other words, an 
interpretable model has peculiar properties that allow the 
designer to adjust its parameters according to well-defined 
rules or guidelines.1

1  Although this term is sometimes interchanged with explainability 
[22], we will always use interpretability according to what is clarified 
in [11]. There, explainability is referred to justify the predictions made 
by a model in a human-understandable ​m​a​n​n​e​r​.​​

Current interpretable algorithms [23] are primarily con-
cerned with obtaining importance scores for each feature, 
visualizing semantic relationships between them [24], 
bringing a deeper understanding of model behavior. Typi-
cally, these methods are based on visualization techniques 
obtained with simple bar graphs representing feature impor-
tance scores, dimensionality reduction techniques, saliency 
maps [25] in vision and text models, and semantic maps. Of 
these, dimensionality reduction (DR) methods [8], such as 
PCA and t-SNE, are widely used to interpret PADs ability 
to generalize across domains [5]. These reduction methods 
are numerous and can be divided into linear and non-lin-
ear methods [26]. Linear methods [27] can capture critical 
data properties such as covariance patterns, dataset correla-
tions, and input–output interactions due to simple geomet-
ric interpretations and effective computational capabilities. 
Non-linear methods [28] can preserve high-dimensional 
neighborhoods and relative distances during reduction. This 
is especially useful when dealing with the complexities of 
real-world data. However, this comes at the trade-off of 
decreased interpretability of the generated visualization.

Since the differences between these methods are many, 
and their behavior changes depending on the nature of the 
data analyzed, it is important to understand which of these is 
most suitable in relation to different interpretative purposes. 
For this reason, this work aims to explore the use of reduc-
tion techniques to evaluate the representativeness of the 
training set samples during the PAD design and to provide 
the designer with guidelines to best interpret the resulting 
visualization.

3  Data visualization for PAD design and 
interpretation

As mentioned in the previous sections, a fingerprint presen-
tation attack detection model comprises the pair architec-
ture-training set. In this paper, we focus on the insights that 
can be extracted from the observation of training data by 
crossing them with the architecture parameters set after the 
training phase.

As it is well known, the model parameters broadly define 
the estimation of a posteriori probability classes for the 
training data spread over the feature space. The analysis of 
this relationship may be carried out by a statistical approach 
or by a geometric approach. In this paper, we focus on a 
geometric approach where the data are visualized in their 
feature space locations, and we study their relationship 
with the decision regions and boundaries. In fingerprint 
PAD, such decision regions are linked with the bona fide 
and the PA classes [29]. From the geometrical viewpoint, 
the decision regions depend on the distributions of samples 
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Through uniform distributions of data on the Riemannian 
manifold, locally constant Riemannian metric, and local 
connectivity of the manifold, UMAP allows the visualiza-
tion of a weighted graph where the edge weights represent 
the probability that two points are connected. It aims to 
maintain the global structure and continuity of clusters but 
prioritizes local distances over long-range ones. IsoMAP, on 
the other hand, is based on the standard linear Multidimen-
sional Scaling (MDS) method [32]. In essence, MDS serves 
as a tool for assessing similarities or dissimilarities within 
data, aiming to locate low-dimensional points such that their 
pairwise distances in the reduced space closely resemble the 
distances in the original high-dimensional feature space. 
Instead of using Euclidean distances, which may not ade-
quately represent the underlying low-dimensional manifold 
structure, as PCA and MDS do, it uses geodesic manifold 
distances to attempt to capture the intrinsic geometry of the 
data. We expect t-SNE and UMAP, broadly popular non-
linear data visualization approaches, to recreate local cluster 
shape and composition better. However, mutual distances 
between clusters and their relative sizes could lead to erro-
neous observations [33].

As a result, it is essential to carefully consider which 
technique provides the most reliable insights for accurately 
visualizing and interpreting the geometric distribution of 
the samples. The more accurate the visualization, the bet-
ter designers can understand the data and make informed 
decisions grounded in empirical analysis, such as adding or 
removing samples [6]. By observing how these interven-
tions affect the training process, designers can refine the 
model and ultimately improve its robustness against never-
seen-before attacks. The following sections will demon-
strate how these techniques are applied in our experiments 
to achieve these goals.

4  Experimental observation

4.1  Protocol

To effectively map high-dimensional feature vectors to 
a two-dimensional space with minimal information loss 
and assess a model’s ability to generalize, it is essential to 
understand the differences between linear methods, such as 
PCA, and non-linear methods, such as t-SNE and UMAP. 
Acknowledging the strengths and weaknesses of each 
approach is crucial for selecting the appropriate technique 
for a given dataset. To this aim, we applied the PCA, UMAP, 
and t-SNE methods on the feature vector obtained on four 
different descriptors:

and their possible clusters, or groups, at varying degrees of 
mutual overlapping.

We aim to provide guidelines to understand and improve 
PAD systems using feature space visualization techniques 
and correctly interpret distances between samples and clus-
ters. Given the potentially infinite feature space of finger-
prints (including unknown PAI materials and techniques), 
each training dataset represents a finite and limited sample. 
Moreover, being PAD an arms race problem, it is expected 
that new PAIs will be designed and used over time, and 
related samples may concur with the feature space popu-
lation. Assuming that fingerprint images, characterized by 
user information, specific acquisition conditions, materials, 
or manufacturing techniques, can be represented as points 
in a generic feature space, we can suppose that fingerprints 
sharing common characteristics are grouped in clusters. 
Visualizing this information is essential for a PAD designer. 
In fact, viewing the reciprocal positions of the two clusters 
makes it possible to evaluate whether they are too over-
lapped or too distant. However, information and noise are 
strongly mixed in a high-dimensional feature space. Reduc-
ing this complex space to a more manageable representation 
is necessary. Feature reduction techniques help achieve this 
goal by: 

1.	 Enabling the preservation of significant characteristics: 
the transformation should retain critical information 
from the high-dimensional space essential for distin-
guishing between different types of fingerprints.

2.	 Ensuring visual separability of clusters: in the reduced 
two-dimensional space, clusters corresponding to dif-
ferent types of fingerprints should be visually distinct.In 
this passage from Rn to R2, designers can empirically 
observe the effect of training with respect to the geo-
metric distribution of the samples in the feature space.

Techniques well-suited for this purpose include Principal 
Component Analysis (PCA) [19], t-Distributed Stochas-
tic Neighbor Embedding (t-SNE) [20], Uniform Manifold 
Approximation and Projection (UMAP) [30] and Isomap 
Embedding (IsoMAP) [31]. We employed them as reference 
methods in our study.

PCA is the common approach to dimensionality reduc-
tion, employed for both visualization and data de-noising 
purposes. Being a linear method, it is expected to high-
light global structures in data. t-SNE was created to stag-
ger distances in the neighborhood structure. While some 
implementations, such as the Barnes-Hut approximation, 
offer efficiency gains, t-SNE has several disadvantages, 
including high computational costs and stochastic nature. 
UMAP and IsoMAP, like t-SNE, allows multidimensional 
data visualization via non-linear dimensionality reduction. 
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To better highlight the predictions of the PADs associated 
with the projected feature vectors, we used a different color 
in the graphs for each label (BF and different PAI materi-
als) and we drew the classification regions with a diverging 
colormap ranging from blue to red (high score, i.e., ≥ 50% 
in blue) or PA (low score, i.e., < 50% in red) in Euclidean 
space. As is evident from the example played in Fig. 2, the 
designer can evaluate the degree of separation or overlap of 
the two clusters BF and PA from the analysis of the train-
ing set; moreover, using a validation set, if the position of 
new samples falls in an undersampled area, he/she can add 
samples to the training set to cover those areas. This analy-
sis can then guide the sampling phase of the training set or 
an augmentation phase.

We adopted the LivDet 2019 [38] and 2021 datasets [39] 
for experiments. We have also included the results on Liv-
Det 2023 [40] in the supplementary materials. Such datasets 
represent a noteworthy and reliable benchmark for testing 
the performance of PAD algorithms, both because of the 
modern acquisition hardware technologies and because 
of the presence of PAIs created with state-of-the-art tech-
niques, such as the semi-consensual ScreenSpoof fabrica-
tion technique [41], which has been dangerously capable of 
causing notable performance drops in the vast majority of 
competitors. In Table 1 we report the characteristics of the 
acquisition sensors, i.e., Green Bit DactyScan84C and Der-
malog LF10, of the datasets used in this analysis.

Table 2 reports the training set composition, compris-
ing 2750 fingerprint images. Green Bit and Dermalog test 
sets, namely, the set of samples to be mapped in the feature 

	● a custom and simple CNN (white-box), consisting of 
two convolutional layers, each followed by max pooling 
and dropout for regularization, and employing global 
average pooling before passing through two fully con-
nected layers.

	● JLWLivDetL [34], proposed by Hangzhou Jinglianwen 
Technology Co., Ltd., relies on a combination of hand-
crafted and Deep Learning-based features (black-box). 
The base network, Slim-ResCNN [35], is specifically 
adapted and designed to be lightweight and suitable for 
real-time systems. It incorporates several enhanced re-
sidual blocks, with a dropout layer added to each kernel 
pair to mitigate overfitting.

	● Megvii,2 submitted to the LivDet 2021 competition by 
Megvii Technology Co., Ltd., adopts a feature extrac-
tion approach purely based on Deep Learning (black-
box). The backbone of this detector is the assembly of 
two different networks, ResNetxt and MobileNetV3 
pretrained on ImageNet [36]. The goal of this algorithm 
is to fit unknown data by decreasing the generalization 
error, thus simultaneously lowering the variance and 
squared bias. However, as these two elements decrease, 
the complexity of the model increases. The authors em-
ploy regularization techniques such as data augmenta-
tion, model ensemble, and score averaging to manage 
this trade-off.

	● PADUnk [37], proposed by the University of Applied 
Sciences of Darmstadt, relies solely on hand-crafted fea-
tures (black-box). The encoding is performed using the 
Fisher Vector (FV) technique, which combines local and 
global information from various local feature descrip-
tors to enhance the generalization ability of the PAD 
system. These descriptors capture different fingerprint 
characteristics, including gradients, intensities, and tex-
tures. The extracted features are encoded using a para-
metric generative model, such as a Gaussian Mixture 
Model (GMM) or a Bernoulli Mixture Model (BMM), 
to produce an FV representation. This representation 
describes how the feature distribution of a fingerprint 
deviates from the previously learned distribution. The 
final decision regarding the fingerprint’s liveness is then 
made using a linear Support Vector Machine (SVM) 
classifier.The reduced vectors are then displayed as data 
points on a 2D feature space. The arrangement of the 
points in the plane and the quality of the reproduction of 
the decision function are evaluated in order to select the 
most suitable representation to interpret the distribution 
of the training set.

2 ​​ h​​t​t​​p​s​​​:​​/​/​w​w​w​​.​​y​o​u​t​u​b​e​.​c​o​m​/​w​a​t​c​h​?​v​=​W​r​l​R​1​X​F​d​y​X​U​&​t​=​4​3 s.

Table 1  Characteristics of scanners used in LivDet 2019 and LivDet 
2021 acquisitions
Scanner Resolu-

tion 
(dpi)

Image size Format Type

Green Bit 
DactyScan84C

500 500 × 500 BMP Optical

Dermalog LF10 500 500 × 500 PNG Optical

Fig. 2  Toy diagram that exemplifies how feature reduction techniques 
can be exploited to obtain the interpretation of a PAD model. From the 
initial training, the designer realizes that the training set has a subsam-
pling area (a); after adding new samples in that area the model is able 
to correctly classify some samples (stars) that were initially classified 
incorrectly (b)
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PADs’ generalization to unseen attacks. To simulate downs-
ampling, we re-trained the models with the same random 
seed to ensure consistent initialization, progressively 
excluding portions of outlier samples to observe the effect 
on model robustness.

4.2.1  Parameter analysis

The t-SNE, UMAP and IsoMAP algorithms are highly sen-
sitive to parameter selection as non-linear dimensionality 
reduction methods. To better preserve global data structure, 
we initialized t-SNE with PCA and UMAP with the Lapla-
cian Eigenmaps (LE) technique [43]. IsoMAP does not rely 
on an explicit initialization but constructs a lower-dimen-
sional embedding by leveraging geodesic distances in the 
neighborhood graph and applying multidimensional scaling 
on the resulting distance matrix. In addition to initialization, 
various parameters may still be tuned.

For t-SNE, the most critical parameter is perplexity 
(denoted as P in this study), which approximates a target 
number of neighbors for each point and balances the pres-
ervation of local versus global data structures. According to 
the original authors [20], P values between 5 and 50 gener-
ally yield stable and reliable visualizations, as the algorithm 
effectively preserves important relationships in the data 
across this range. As a rule of thumb, they also suggest that 
larger datasets may require higher values, although P should 

space, consist of 6970 fingerprint images each, acquired 
from 41 different subjects. PA samples in the test set are 
fabricated using PAI materials unseen during training for 
generalization ability evaluation. Table 3 summarizes the 
test set composition.

Table 4 reports further details of the PADs analyzed, 
including the size of the generated feature vectors and the 
presentation attack detection accuracy for each test set. 
Performance is evaluated using standard measures such 
as APCER (rate of misclassified presentation attacks) and 
BPCER (rate of misclassified bona fide fingerprints) [42], 
along with a more generic accuracy metric that indicates the 
percentage of samples correctly classified by the PAD, by 
inverting the weighted average of APCER and BPCER.

4.2  Interpretation of the feature mapping

In this section, we conduct three analyses using the proposed 
2D representation. First, we examine the parameterization 
of non-linear methods in order to ensure that parameters are 
tailored to the specific characteristics of the data and objec-
tives of the analysis (Sect. 4.2.1). Next, we examine differ-
ent DR methods applied to feature vectors from three PAD 
models to determine the most effective approach for inter-
pretability (Sect. 4.2.2). Finally, we investigate the impact 
of feature space subsampling during training (Sect. 4.2.3), 
driven by the hypothesis that insufficient sample represen-
tativeness, particularly near decision boundaries, weakens 

Table 2  LivDet 2021 and 2019 training set composition
Dataset Bona fide PAI materials

Latex (glue) RProFast (silicone) Woodglue (glue) Ecoflex(silicone) Gelatine (hybrid)
LivDet 2021 Green Bit 2050 1250 750 – – –
LivDet 2021 Dermalog 2050 1250 750 – – –
LivDet 2019 GreenBit 1000 250 – 250 250 250
PAs are fabricated using the consensual method only

Table 3  LivDet 2021 test set composition
Dataset Bona fide PAI materials

Body Double (silicone) Mix1 (hybrid) Elmers Glue (glue) GLS20 (silicone) RFast30 (silicone)
Green Bit 2050 820/820 820/820 820/820 – –
Dermalog 2050 – – – 1230/1230 1230/1230
The number of PAs created using the consensual (CC) and ScreenSpoof (SS) methods is reported for each PAI material

Table 4  Feature vector size of PAD algorithms and liveness accuracy evaluated against the LivDet 2021 test set
PAD Feat. vec. 

size
GreenBit Dermalog
BPCER 
[%]

CC SS BPCER 
[%]

CC SS
APCER 
[%]

Acc.[%] APCER 
[%]

Acc. 
[%]

APCER 
[%]

Acc. 
[%]

APCER 
[%]

Acc. 
[%]

JLWLivDetL 1280 2.59 8.21 94.35 54.11 69.31 0.68 2.8 98.16 95.12 45.41
Megvii 64 0.29 6.3 96.43 13.94 92.26 0.83 0.77 99.2 29.07 83.77
PADUnk 65,536 1.46 37.2 79.05 18.42 89.29 2.68 4.8 96.16 24.72 85.3
Simple-CNN 64 10.24 21.83 83.44 45.12 70.73 13.17 3.94 91.86 49.96 66.76
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For larger datasets, however, we recommend using a higher 
P value (Fig. 4).

With UMAP and IsoMAP, the parameter n_neigh-
bors (which we denote as N in this study) can be seen as 
analogous to t-SNE’s perplexity, as it similarly balances 
the preservation of local and global data structures. The 
UMAP results (Fig. 5) obtained by varying N across values 
[5, 15, 50, 200] indicate that well-defined clusters are vis-
ible even at relatively low values. However, minimal differ-
ences in cluster visualization are observed between N = 15 
and N = 50, except for an increase in computation time 
as N grows. Some visualizations created with different N 
values may appear rotated or flipped; this is due to the sto-
chastic nature of UMAP, which does not alter the relative 
distances between points. Based on these observations, we 
adopted N = 15 for the remainder of the UMAP analysis. 
However, for IsoMAP, no difference is appreciated when 
varying N (Fig. 4); for this reason, the value that leads to 
the lowest computational complexity was selected, i.e. the 
default value N = 5.

Another UMAP parameter, D (corresponding to min_dist), 
also affects feature display by controlling the minimum dis-
tance between points. As D increases, clusters become less 
dense, and points overlap less. Rather than causing clusters 
to expand spatially, increasing D widens the gaps between 
distinct groups. This parameter has no notable impact on 
computational time, and its variation (Fig. 6) allows differ-
ent visual aspects to be highlighted: lower D values empha-
size cluster compactness and inter-cluster distance, while 

not exceed the total number of samples. The default value 
proposed by the scikit-learn implementation is P = 30.

However, other researchers [9] have observed that, for 
larger datasets, higher values of P = 30 are often necessary, 
as they induce long-range attractive forces during t-SNE 
optimization, which reduce fine details but help retain the 
visualization of larger structures. Consequently, they rec-
ommend P = n/100, where n is the number of samples 
in the dataset. Following these studies, we applied four P 
values ([5, 30, 70, 200]) to reduce the feature vectors of the 
LivDet2021 test set across the four PAD models analyzed 
in this work and evaluate how this parameter influences the 
feature space visualization. In our case, applying the rule 
P = n/100 we obtained the value 70.

Due to space constraints, we present only the results for 
the JLWLivDetL model, as all four PAD models yielded 
similar outcomes across feature vector sizes. Results in 
Fig. 3 show that as P increases, points progressively con-
centrate into well-defined clusters, occupying smaller 
regions in the feature space. However, higher values of P 
also increase computational time.

At very low values, such as P = 5, points tend to be 
evenly spaced, preventing the formation of compact clus-
ters. In contrast, no significant differences were observed 
between P = 30 and P = 70 to justify the additional com-
putational cost associated with the higher value. Based on 
these observations, we adopted P = 30 for the remainder of 
the analysis, as it offers a balance between identifying sub-
sampling areas and maintaining low computational costs. 

Fig. 4  Visualization of feature space 
separation using IsoMAP algorithm at 
varying levels of the n_neighbors (N) 
parameter: a 5, b 15, c 50

 

Fig. 3  Visualization of feature space separation using t-SNE algorithm at varying levels of perplexity (P): a 5, b 30, c 70, and d 200
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than those with overlapping clusters. This is evident, for 
instance, when comparing the Simple-CNN model (Figs. 7, 
8) and the JLW model (Figs. 9, 10). The Simple-CNN model 
displays more overlap between bona fide and attack samples 
in the training set representations, indicating weaker class 
separation. As a result, it shows higher error rates on the val-
idation set, particularly an increased BPCER, as indicated in 
Table 4. In contrast, the JLW model achieves distinct clus-
ters in the training set, which generally translates to lower 
validation error rates and improved robustness, especially 
against consensual attacks.

We can also conclude from the Megvii results (Figs. 11, 
12 {a,d}) that such separation is not always evident when 
using PCA representations. When reducing spaces of very 
high dimensionality with PCA, the two dimensions of the 
reduced space are often insufficient to capture all the relevant 
information. In contrast, non-linear representations such as 
t-SNE and UMAP do not show this limitation (Figs.  11, 
12 b,c,f,g); they spread data points across a significantly 
larger surface, enhancing the definition of each cluster and 
emphasizing the mutual distance between them. This also 
facilitates the analysis of the distance between different PAI 
materials in both the training set and the validation set (see, 
for example, Figs. 11f and 13f, where each material occu-
pies a distinct area of the space). IsoMAP appears to fall 
somewhere between PCA and the more flexible nonlinear 
methods like t-SNE and UMAP. It generally performs bet-
ter than PCA in separating clusters in the high-dimensional 
space because it preserves the global geometric structure 

higher values produce more sparse maps. For the rest of the 
analysis, we use D = 0.10.

4.2.2  Interpretability by visualization

This section examines how the DR techniques under inves-
tigation (PCA, t-SNE, UMAP and IsoMAP) can support 
interpretability in the PAD design phase. During this phase, 
the designer has access to both training and validation data. 
Analyzing the feature space of the training set helps assess 
the model’s ability to separate the two classes, BF and PA, 
and identify any sparse, potentially under-sampled areas 
within the feature space. On the other hand, examining the 
feature space representation of the validation set provides 
insights for interpreting PAD outputs, as the positioning of 
samples and their proximity to others can help explain the 
model’s behavior.

Figures 7, 8, 9, 10, 11, 12, 13 and 14 depict the training 
and validation set representations of the models described in 
Sect. 4.1. In the validation set representations (bottom row 
of each figure), APCER and BPCER values per material are 
also included to indicate model performance. Each model 
was trained on the LivDet2021 training set and validated 
on the LivDet2021 test set (both for the GreenBit and Der-
malog sensors). From these reduced representations, a PAD 
designer can qualitatively evaluate the degree of separation 
of the clusters in the design phase. Observing the training 
set’s feature space, it becomes clear that models with well-
separated clusters tend to perform better on validation data 

Fig. 6  Visualization of feature space 
separation using UMAP algorithm at 
varying levels of the min_distance (D) 
parameter: a 0.10, b 0.50, c 0.99

 

Fig. 5  Visualization of feature space separation using UMAP algorithm at varying levels of the n_neighbors (N) parameter: a 5, b 15, c 50 and d 
200
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Examining the different PADs, the validation feature 
spaces also reveal that never-seen-before samples, such as 
those produced via the ScreenSpoof acquisition approach, 
tend to occupy areas that correspond to empty gaps close to 
the decision boundary. In particular, when these subsampled 
areas are into the BF cluster (such as for the Simple-CNN 
GreenBit case, Fig. 7 and the JLW Dermalog, Fig. 10), if the 

through geodesic distances. However, the separation is not 
as pronounced as with t-SNE or UMAP, particularly for 
overlapping or complex clusters. Unlike t-SNE and UMAP, 
IsoMAP may struggle with fine-grained local relationships 
within clusters due to its reliance on MDS for embedding, 
which emphasizes global structure over local density.

Fig. 8  Training set and validation set visualization for the Simple-CNN PAD (Dermalog scanner)

 

Fig. 7  Training set and validation set visualization for the Simple-CNN PAD (Green Bit scanner)
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BF samples (as highlighted by the Megvii plots in Fig. 11 
and the PADUnk Dermalog, Fig. 14).

We can, therefore, conclude that 2D reduced representa-
tions are useful for designing and interpreting PADs. In par-
ticular, because of its ability to maintain the global structure 
of high-dimensional data, PCA is generally more favorable 

PA test samples are positioned in these areas, these samples 
will be misclassified. On the other hand, since the PA class 
typically shows greater variability than the BF class, sub-
sampled areas in the PA cluster are less problematic: these 
areas are more likely to be filled with new attack types than 

Fig. 10  Training set and validation set visualization for the JLWLivDetL PAD (Dermalog scanner)

 

Fig. 9  Training set and validation set visualization for the JLWLivDetL PAD (Green Bit scanner)
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ground, retaining a balance of global and local structures. 
It is most favorable when a combination of global geom-
etry and meaningful cluster arrangement is required, but 
less ideal when the primary goal is to highlight fine-grained 
local variations or complex, non-linear cluster separations.

when striving for precise measurement of distances between 
two samples or between a sample and a specific area within 
the feature space. t-SNE and UMAP, on the other hand, 
excel at detecting local and non-linear features, providing 
significant information on the distance between clusters 
and under-represented areas. IsoMAP serves as a middle 

Fig. 12  Training set and validation set visualization for the Megvii PAD (Dermalog scanner)

 

Fig. 11  Training set and validation set visualization for the Megvii PAD (Green Bit scanner)
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want to simulate under-represented areas, we eliminated the 
samples in the most populated areas.

We selected these samples using an Isolation Forest algo-
rithm with one-hundred base estimators [44], trained and 
tested on the reduced training set. Isolation Forest was cho-
sen for its ability to identify outliers in multi-dimensional 
datasets by exploiting the concept of isolation. This method 

4.2.3  Editing impact simulation

Starting from the hypothesis that an extended learned sam-
ple space implies a better generalization ability of the PAD 
system, the next reported experiments aim to show how 
the system accuracy varies if a certain number of samples 
are removed from each cluster of the training set. Since we 

Fig. 14  Training set and validation set visualization for the PADUnk PAD (Dermalog scanner)

 

Fig. 13  Training set and validation set visualization for the PADUnk PAD (Green Bit scanner)
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types, as evidenced by the increase in APCER. This sug-
gests that these PA samples, despite being isolated in the 
feature space, may contain critical variations essential 
for the model to recognize never-seen-before attacks. By 
removing them, we simulate a scenario where key attack 
characteristics are missing from the training data, which 
significantly hampers the model’s generalization ability 
and leads to more errors. In contrast, removing out-of-
distribution BF samples results in comparable or slightly 
improved accuracy. We can assume that out-of-distribution 
BF samples introduce noise or misleading traits, and their 
removal could help the model differentiate between classes 
more effectively. In fact, BF samples, by their nature, tend 
to form more compact clusters than PAs due to lower intra-
class variability. As a result, filtering these outlier samples 
might allow the model to identify new PA samples accu-
rately without associating those traits with the BF class. 
Thus, a designer must ensure that the PAD system is trained 
on a sufficiently dense and diverse sample space, particu-
larly for PA samples, as any gaps in representation could 
result in a failure to detect novel attacks. Nevertheless, in 
the case of the less performing GreenBit2021 model (Table 
6, the impact of under-represented areas in the feature space 
becomes evident. Out-of-distribution filtering, in this case, 
leads to an increase in APCER and a decrease in BPCER, 
resulting in an overall degradation of performance. The 
higher standard deviation further underscores the instabil-
ity in decision-making, pointing to poorly defined decision 
boundaries. Figure 16 supports this observation, by showing 
a more complex and less separable distribution of samples, 
which complicates the classification task. Therefore, ensur-
ing sufficient coverage of the feature space, especially in 
less performant models, appears crucial to avoiding such 
performance issues and improving the ability to discrimi-
nate between classes.

Lastly, the analysis of in-distribution sample filtering 
(Tables 7 and 8) reveals consistent performance degrada-
tion. In-distribution samples are essential for capturing 

iteratively segments the feature space with random splits, 
and samples that are isolated most frequently are labeled as 
outliers. In our case, it is particularly useful because it does 
not make specific assumptions about the data distribution, 
which makes it suitable for datasets with complex distribu-
tions. Since non-linear reductions have proven to be more 
suitable for identifying under-represented areas, the follow-
ing tests are carried out on the features reduced with t-SNE 
but the supplementary materials also investigate the other 
reductions.

First, we identified the outermost points of the distribu-
tion, and we applied three different thresholds for removal 
based on the negative anomaly score associated with them; 
thus, we chose to discard 33%, 66%, and 100% of the out-of-
distribution samples. Furthermore, we also evaluate filtering 
only BF samples and only PA samples for these thresholds. 
We then apply the same procedure to the most densely pop-
ulated areas of the cluster, by reversing the direction of the 
Isolation forest measure.

The experiments were conducted by training the white-
box PAD, Simple-CNN, on a specific dataset (LivDet 2019, 
LivDet 2021, and LivDet 2023 training sets, either GreenBit 
or Dermalog) and testing on another set (LivDet 2021 test 
sets, either GreenBit or Dermalog). For each training set, 
we performed three independent training runs in order to 
account for variability and ensure robustness in the results. 
For the sake of space, we selected two cases to analyze: the 
model trained on LivDet 2019 (referred to as GreenBit2019), 
which leads to good accuracies on the chosen validation set, 
and the model trained on LivDet 2021 (referred to as Green-
Bit2021), which instead leads to high error rates. The other 
results are reported in the supplementary materials.

Let us first focus on the results of out-of-distribution 
filtering. Figure 15 illustrates the effect of this filtering on 
the GreenBit2019 model. The simulation of under-sampled 
areas reveals that when performance on the validation set 
is strong (Table 5), filtering out-of-distribution PA samples 
causes the model to struggle with classifying new attack 

Fig. 15  LivDet 2019 training set visualization with out-of-distribution samples removal (GreenBit scanner, t-SNE reduction)
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the core characteristics and intra-class variations neces-
sary for discriminating between BF and PA. If gaps exist 
within these core clusters, the model lacks the knowledge 
to generalize effectively, leading to poorly defined decision 
boundaries. Following a similar trend to what was observed 
with out-of-distribution filtering, the degradation is gener-
ally less severe when filtering out BF samples than when 
filtering PA samples. Moreover, despite being a less perfor-
mant model, GreenBit2021 exhibits a smaller drop in per-
formance when filtering in-distribution samples compared 
to GreenBit2019, but shows a higher standard deviation, 
indicating that the model’s decision-making is less stable 
and more inconsistent, especially when critical samples are 
missing. Figures  17 and 18 further illustrate how remov-
ing in-distribution samples reduces the density within the 
clusters.

5  Conclusions

In this paper, we conducted an extensive analysis to evalu-
ate the ability of fingerprint presentation attack detection 
models to generalize to never-seen-before attacks or deter-
mine whether these models require fine-tuning with new 
bona-fide or presentation attack samples. Defining ’repre-
sentativeness’ in a geometric sense, we based the analysis 
on identifying gaps in the sample distribution within the fea-
ture space to address the generalization issue. Consequently, 
we emphasize the importance of appropriate feature space 
visualization techniques. Our study investigated three dif-
ferent two-dimensional visualization approaches: PCA, 
t-SNE, UMAP, and IsoMAP. The significance of precise 
parameterization was emphasized, particularly in non-linear 
approaches such as t-SNE and UMAP, to guarantee accurate 
and meaningful data representation.

We shed light on the strengths and limits of the different 
dimensionality reduction approaches, analyzing and com-
paring four distinct PAD models regarding interpretability. 
While PCA excelled at preserving the global structure of 
high-dimensional data, t-SNE and UMAP revealed local 
and non-linear properties, providing crucial insights into 
tightly packed data segments.

We also explored the consequences of manipulating the 
feature space population of a white-box model by arbitrarily 
removing some out-of-distribution or in-distribution sam-
ples from a specific training set and analyzing any increases 
or decreases in performance of the same model when re-
trained from scratch with such a reduced set. Our experi-
ments have shown that removing BF samples might be 
generally more beneficial than removing PA if the base model 
already achieves good accuracy results. In particular, a PAD 
designer should be aware that removing out-of-distribution 
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samples can reduce noise in the data, improving the model’s 
ability to distinguish between classes, especially when intra-
class features are well-defined. However, excessive filter-
ing can lead to a risk of underfitting, where the model loses 
critical information needed to recognize samples belonging 
to less represented classes. This suggests that a proper bal-
ance between representative samples and outliers is crucial 
to maintain the model’s ability to generalize.

To sum up, this first exploration allowed us to employ 
feature reduction techniques and derive some practical 
guidelines for assisting the interpretation of the results dur-
ing the design process. We aim to go in-depth in order to 
suggest the designer what kind of PAI it needs to make the 
PAD more robust and if this need can be made achievable 
by the use of synthetic fake images.

6  Supplementary information

This article includes a supplementary file containing the 
feature space and accuracy results (reported as mean ± stan-
dard deviation) of the GreenBit2019, GreenBit2021, Green-
Bit2023, Dermalog2021, and Dermalog2023 models on the 
LivDet 2021 test set. These results are presented according 
to both out-of-distribution and in-distribution training set 
filtering conditions.
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Fig. 16  LivDet 2021 training set visualization with out-of-distribution samples removal (Green Bit scanner, t-SNE reduction)
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Fig. 18  LivDet 2021 training set visualization with in-of-distribution samples removal (Green Bit scanner, t-SNE reduction)

 

Fig. 17  LivDet 2019 training set visualization with in-distribution samples removal (Green Bit scanner, t-SNE reduction)
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