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The problem of counterfeiting in electronics is not recent but still critical today. Identifying counterfeit devices
can be a complex task since not all suspicious items are necessarily inauthentic. The paper deals with the non-
destructive detection of counterfeiting in electronics by using only electrical measurements. This approach paves
the way for machine learning classification-assisted counterfeit detection through electrical measurements.
Physical de-processing provides the final confirmation.

1. Introduction

Counterfeiting in the electronics industry is a major issue that can
lead to serious problems such as personal injuries, mission failures, and
reduced system reliability. Although the problem of counterfeit elec-
tronics has existed for some time, it remains a critical issue today [1-5].

It is essential to abstain from purchasing from unauthorized dis-
tributors to avoid the risk of counterfeit parts. However, when obso-
lescence forces the need to obtain parts from other sources, i.e. when
manufacturers and their authorized wholesalers no longer provide them,
problems can arise in avoiding counterfeit parts. This is especially true
when replacing components that were made several years ago.

Many different techniques can be used to address various types of
counterfeiting, and detection and avoidance methods are continually
evolving [6-8] to stay ahead of counterfeiters who may adapt their
strategies.

There is an increasing need for affordable and non-destructive
methods of detecting counterfeit parts mixed in the same delivery
packaging without wasting material or incurring high costs. Moreover,
developing a unique detection method that comprehensively captures
the entire taxonomy is complex. In recent years, extensive research ef-
forts have focused on automating the detection process by using ma-
chine learning algorithms [9]. For instance, in [10], the packaging
encapsulant material is chemically characterized to detect counterfeits.
In [11], x-ray computed tomography, image processing, and machine

learning algorithms are used to detect die-face delamination in a 3D
image. Additionally, scratches are identified through artificial neural
networks on an IC packaging image acquired using an optical micro-
scope [12]. In [13], counterfeit ICs are detected through a one-class
support vector machine classifier trained using only parametric mea-
surements of brand-new devices in production. Terahertz signals and
terahertz time-domain spectroscopy-based machine learning approach
is conducted to demonstrate the capabilities of this non-destructive
physical inspection method for counterfeit IC detection [14,15].

Published approaches cannot detect accurately all the types of
counterfeits, but they partially have the potential to prevent fakes.

Electrical measurements represent an important non-destructive step
in the verification process because they can determine whether the de-
vices are functionally conformed to the datasheet and are conclusive in
identifying the failure modes in defective units.

Our research compared the electrical characteristics of a wide variety
of real (not simulated) devices acquired from the grey market with a
large set of genuine devices sourced from an authorized distributor. In
the proposed case, our analysis revealed that machine learning-assisted
electrical measurements can be a highly effective way to authenticate
electronic products when low-cost, non-destructive acceptance testing is
required.
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2. Experimental
2.1. Devices under test

The devices under test are some LMxxx power amplifiers designed
for low-voltage consumer applications and provided in a plastic dual-in-
line package. They serve specifically as a valuable example for demon-
stration purposes. Although these devices may not appear engaging,
they are a suitable proof-of-concept for analysis. Several times during
the COVID-19 pandemic, they were in short supply, and since then,
numerous counterfeits have been readily available on the grey market.
As noted in [16,17], destructive physical inspection detected fraudulent
copycats of the original devices in previous works. This kind of device
has also been modified over the years by the original manufacturer in
terms of plastic package moulding compound and lead frame [18]. This
aspect makes external inspection (in terms of optical microscopic and
chemical analysis) and x-ray analysis unsuitable and unreliable for
counterfeit detection.

Our work efficiently identifies fake devices using a non-destructive
analysis based on electrical measurements and machine learning algo-
rithms, providing a practical and reliable method for counterfeit
detection.

Generally, electrical measurements ensure that the devices meet
determined requirements and detect failure modes in case of fault,
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addressing the failure analysis [19-22].

The Aerospace standard AS6171 [23] provides the best guidance on
the sequence of electrical tests, inspections, and requirements for sus-
pect counterfeit part detection. The type of tests should be defined by the
risk level and commodity type as reported in the standard general
requirement.

Our work exploits machine learning algorithms better to analyse the
electrical differences between original and fake devices. Finally, the
destructive examination is only devoted to confirming the results
derived from the classification.

2.2. Electrical measurements

The devices under test are purchased from an official distributor (O)
and different unofficial sellers.

The electrical measurements, in terms of the quiescent supply cur-
rent vs. the supply voltage, were acquired by means of an Agilent
B1500A semiconductor parameter analyser in the range between 4 V
and 12 V. Specifically, the quiescent current at Vs=6 Vand V=0V,
where Vg is the supply voltage and Vj is the input voltage, is considered
acceptable if it is between 4 and 8 mA.

The measurement setup and the acquired measurements for the set of
original devices (O) are proposed in Fig. 1.

In addition, bandwidth measurements were acquired with supply
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Fig. 1. (a) Setup for the quiescent current measurement and (b) quiescent current measurements from original devices.
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voltage at Vg = 6 V using the Analog Discovery Network Analyser in the
frequency range between 100 Hz and 1 MHz. Gain voltage measure-
ments are obtained at f = 1 kHz in the same condition. In Fig. 2, the
measurement setup and the acquired measurements for the set of orig-
inal devices are presented.

Electrical measurements are summarized in Table 1. The table re-
ports both electrical measurements performed on the set of original
devices (O) and the corresponding typical values, as specified in the
datasheet. Regarding trends and values, the data results for all the de-
vices are approximately in agreement with the datasheet, except for the
cut-off frequency, that appears to be around the double of the attended
value. It is generally expected that a device's performance could differ
from those reported in the datasheet. Additionally, for customer appli-
cations, the cut-off frequency indicated in the datasheet and the values
obtained from measurements tend to be significantly higher than those
relevant to the frequencies of interest.

Electrical characterization can help identify suspicious components,
but the analyst should also keep in mind that a slight variability from the
typical values proposed in the datasheet does not necessarily indicate a
counterfeit part.

This can be due to unreported changes in the manufacturing process
at the fabrication plant or to lot-related variability of the process. This
experimental evidence suggests measuring the devices rather than
relying solely on the datasheet is crucial.

Machine learning-based classifiers were considered to better analyse
the data. The performed electrical measurements provide the input
features.

2.3. Machine learning-based approach

A study was conducted to determine the most appropriate approach
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Fig. 2. (a) Setup for the bandwidth and gain measurements and (b) frequency
response measurements from original devices.
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Table 1
Typical values declared in datasheet and measured values for the set of original
devices.

Electrical characteristics Datasheet (0}

Quiescent current [mA] 4 4.90 (+0.25)
Voltage gain [dB] 26 27.0 (£0.1)
Cut-off frequency [kHz] 300 605 (+30)

for building a classifier based on machine learning techniques to
distinguish between original and counterfeit devices. In total 233 orig-
inal and 318 counterfeit devices were measured for the study. Original
devices (O), sourced from authorized distributors, belong to different
production lots, while counterfeit devices sourced from grey market
correspond to three different kinds of copycats of the original. Since the
counterfeit devices belong to different types, while the originals belong
to only one, we decided to unbalance the dataset by including a larger
quantity of counterfeit devices. The study was structured into essentially
three phases: gathering the dataset, analysing it, training and validating
the machine learning algorithms.

The first phase involved characterising the devices and extracting
features, as described in the previous section. The slope of the quiescent
supply current vs. supply voltage characteristic, not included in the
datasheet values, was considered as an additional feature. Such a
parameter is not of interest to the device user and is not related to issues
concerning the application in which the device is meant to operate; it
depends on the amplifier's layout and process, so it was considered
helpful for authentication.

In the second phase, the features' distribution and correlation were
analysed, allowing us to determine whether certain features could be
discarded or not. The third phase focused on selecting the algorithm, by
limiting the analysis to a supervised approach.

During the second phase, all features were pairwise analysed, and
some scatter plots are shown in Fig. 3. As shown in the figures, the
features were normalized by applying the Robust Scaler, removing the
median and scaling the data according to the Interquartile Range (the
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Fig. 3. Scatter plots for some of the feature's combinations (refer to the labels
in the axis).
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range between the 1st quartile and the 3rd quartile). Using the median
and the interquartile range is a robust approach in the presence of
outliers. Interestingly, for some combinations of features, the classes are
perfectly separated, particularly for those containing the current slope.
The algorithms selected, which ultimately fell on both KNN (k-nearest
neighbours) and linear SVM (support vector machine), are briefly
described in the following [24]. Both the models work well for small-
sized datasets, although SVM exhibits greater flexibility and adapt-
ability compared to KNN in general.

In KNN classification, the assigned class is the one most represented
among the classes of the k nearest points to the sample. The algorithm
estimates the (posterior) probability that a sample belongs to a class as
defined in Eq. (1).

P(wilx) = ki/k 1)

Here k; is the number of neighbours belonging to class w; in an n-
dimensional space region R, and k is the number of k closest elements
(the number of neighbours, called prototypes) from the training dataset
to the data point x, within region R. The class of x is assigned based on
the highest posterior probability, which is the class most represented
among the k prototypes.

The SVM is a versatile algorithm capable of performing linear and
non-linear classification. With an appropriate non-linear mapping to a
sufficiently high dimension, data from two categories can always be
separated by a hyperplane. The primary goal of SVM is to find the
optimal hyperplane that separates different classes in the feature space
with the maximum margin. In the study case, a linear SVM is sufficient
for an efficient classification. By way of illustration, an example of bi-
nary classification using a linear SVM on randomly generated data is
shown in Fig. 4. In the example, two clusters belonging to two different
classes are represented. The training data points that become the sup-
port vectors are marked differently. The decision boundary is the
straight, solid line.

During the third phase, KNN and SVM were studied to understand
the optimal combination of parameters for different combination of
features.

With the KNN, every combination of features that includes the cur-
rent slope leads to a success rate of 100 % for all the parameters
considered (accuracy, precision, recall, F-score), this is due to the perfect
separation of data in multidimensional space and appears independent
of the number of neighbours k considered.

With the linear SVM every combination of features that includes the
current slope leads to a success rate equal to 100 % for all the parameters
considered, with values of parameter C comprised between 1 and 10.

Results are summarized in Table 2, where a comparison of different
feature combinations is proposed.
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Table 2

KNN and SVM test performance comparison. First and third lines refer to the
training with three features (excluding the slope), second and fourth lines to the
training with three features including slope and with four features.

ML models Accuracy Precision Recall F-Score
KNNn =11 99.4 % 98.8 % 99.7 % 99.3 %
KNNn =11 100 % 100 % 100 % 100 %
SVM C =10 94.3 % 92.5 % 93.9 % 93.2%
SVM1<C<10 100 % 100 % 100 % 100 %

Our study showed that both the algorithms perform excellently on
the devices of the same type of those used to train the models. Further
investigations will be conducted in the future with a larger quantity of
data available, since, given the small size of the dataset under analysis, it
can only serve as a starting point. The validated algorithms can be used
to evaluate suspected devices.

Devices (A, B, C, D, E) whose electrical characteristics are reported in
Table 3 were then tested with the best-performing algorithms selected.
The order chosen for the measurement disposition in the table is arbi-
trary and do not depend on the device's performances. Results from the
classification are reported in Table 4.

It must be said that counterfeit devices can sometimes exceed the
performances of the originals. In this case, devices A and C absorb less
current than the originals and provide desirable higher gain and band-
width parameters. This aspect can insidiously induce one to think the
devices are originals, but not because an unknown manufacturer pro-
duces them, resulting in fraudulent activity. Nevertheless, better per-
formance at the starting point does not ensure their equal or higher
reliability, which is fundamentally related to high-quality materials and
processes and standard reliability testing. Results in Table 4 show that
the two algorithms classify devices B, C and E coherently, while devices
A and D are classified differently. In these cases, a prudent strategy
should prioritize the indication of “counterfeiting” given by at least one
of the algorithms.

2.4. Destructive physical analysis (DPA)

Physical inspection generally offers higher confidence than pure
electrical verification but needs analytical techniques, dedicated labs
and expertise. The DPA for microscopic inspection [25] includes the
destructive removal of the package used when examining the internal
structure, which is generally definitive to determine if a suspected part is
a counterfeit. Moreover, the DPA is generally destructive and irrevers-
ible. The chemical removal of the plastic package was performed by
using hot nitric acid. The optical metallographic microscope analysis
enables the layout comparison. The DPA proposed in Fig. 5 is conclusive
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Fig. 4. Graphical example of boundary decision region construction through a linear SVM classifier.
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Table 3

Typical and measured values for four different parameters.
Electrical characteristics [0} A B C D E
Quiescent current [mA] 4.90 (+0.25) 3.70 4.60 3.72 4.96 4.73
Slope [pQ’l] 103 (+8) 87.5 93.6 81.7 102 66.9
Voltage gain [dB] 27.0 (+£0.1) 27.6 27.1 26.2 26.9 26.9
Cut-off frequency [kHz] 605 (+30) 901 583 1479 215 598

Table 4

Original (o) and counterfeit (c) classification.
ML models A B C D E
KNN o o c c c
SVM c o c o c

for the authentication. Considering the layouts and internal markings,
only type B is original, while A, C, D and E are merely copycats, so, in
this evaluation, they can be considered counterfeit devices.

3. Conclusion

Our work considers the importance of non-destructive counterfeit
detection and proposes an evaluation based on pure electrical mea-
surements and simple machine learning algorithms.

The device under study is just an example for demonstration pur-
poses. A wide variety of counterfeiting types are available in the market
and original manufacturer has introduced a relevant number of modi-
fications that make some detection techniques useless.

The destructive physical analysis confirms that both algorithms can
perform well on devices of the same type of those used in the training
phase (resulting from test scores). Thus, original devices are correctly
classified as original (device B), and counterfeit devices of the same kind
as those used in the training phase are correctly classified as counterfeits
(device C). Devices A, D, and E are counterfeit devices, different from
those used in the training phase. From a performance perspective, A and
C exhibit better electrical characteristics, consuming less current while
providing higher gain and bandwidth compared to the original products.
Although they feature a similar manufacturer logo that may give the
false impression that they are originals, these items are actually pro-
duced by an unidentified manufacturer. As a result, both the production
process and the reliability testing do not meet the standards expected by
consumers. In addition, considering the conformity to the original
values in devices A, C, and D, the cut-off frequency is suitable for
discriminating between originals and fakes. Still, the cut-off frequency in
E is not a reliable discriminator compared with the feature “slope.”

Indeed, variations in an electrical parameter, even if this one is not an
essential attribute, could indicate counterfeiting. The algorithms based
on the set of 4 features, individually or in combination, consistently
detect a greater number of different counterfeit parts.

These results also open the possibility of training new algorithms for
emerging types of counterfeits.

The proposed method can detect different copycats, remarked and
out-of-spec/defective devices.

For this kind of devices, the electrical testing can identify compo-
nents with different performance levels and layouts that cannot be
accurately detected by using other non-destructive inspection methods
[23]. Considering the slight differences detected in originals from
different production lots, the approach could, in principle, detect even
overproduced devices. Future activity aims to inspect whether even
aged/recycled devices are easily detectable with this approach.

Moreover, this approach could pave the way toward quality in-
spections where lot acceptance verifications are mandatory to avoid
failures from innocuous/unreported manufacturing process changes.
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