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Abstract:

In this work, we investigate whether contact-based fingerprint Presentation Attack Detection (PAD)
methods can generalize to the contactless domain. To this end, we selected a state-of-the-art patch-
based fingerprint PAD algorithm which achieved high detection performance in the contact-based
domain and adapted it for contactless fingerprints. We train and test the method using three contact-
less fingerprint databases and evaluate its generalization capabilities using Leave-One-Out (LOO)
protocols. Further, we acquired a new PAD database and use it in a cross-database evaluation. The
adopted method shows low error rates in most scenarios and can generalize to unseen contactless
presentation attacks.
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1 Introduction

Presentation Attack Detection (PAD) is of utmost importance to ensure the operational
security of biometric systems. Like for many other biometric characteristics, various PAD
algorithms are proposed for fingerprint recognition systems. PAD methods are designed
to reliably detect artificial replicas, i.e. Presentation Attack Instruments (PAIs), which can
be made of various materials. Most common PAI species are made of gelatin, silicone,
different glues, playdoh or latex [SB14]. State-of-the-art methods mainly rely on machine
learning algorithms like Convolutional Neural Networks (CNNs). CNNs are known for
their good generalization capabilities to data which is not included in the training set.

Complementary to contact-based schemes, contactless fingerprint recognition has estab-
lished itself as a more comfortable alternative. Contactless fingerprint technologies enable
the recognition of individuals without any contact between a capture device surface and a
fingertip [Pr21b, YZH21]. Contactless capture devices typically have a higher user accep-
tance, especially when multiple users interact with one single device.

Like most biometric characteristics, contactless fingerprint recognition is vulnerable to
Presentation Attacks (PAs). Here, PAI species similar to contact-based setups can be used
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(a) bona fide (b) PA (wood glue) COLFISPOOF (c) PA (overlay) HDA

Fig. 1: Fingerprint images with pre-processed samples captured using a contactless capture device.
(a) bona fide, (b) low-quality PA, (c) high-quality PA.

to launch PAs [Ko23]. Additionally, printout attacks have a high potential since the color of
the PAI can be precisely adjusted to that of bona fide samples. Figure 1 shows a bona fide
sample and two types of PAs captured using a contactless capturing device. Since similar
PAIs can be exploited to attack contact-based as well as contactless capturing devices, it is
assumed that the same concepts can reliably detect PAs.

Contact-based fingerprint PAD is a well-studied research area. Comprehensive overviews
discuss relevant aspects of the research area [Ga23, Mi23, Ka21a]. PAD methods are ba-
sically categorized into two types: hardware-based methods employing specific sensors
for obtaining supplementary information and software-based methods which utilize fea-
tures extracted from the captured fingerprint images. For contact-based fingerprint recog-
nition, software-based methods are more popular because they are generally applicable and
more flexible to deploy. Various methods have been proposed to detect contact-based PAs.
Feature-based methods use either holistic features or local features [Gr15]. Holistic fea-
tures can be, e.g. global texture properties [AS06]. Local features, e.g. texture patches, can
be processed with hand-crafted feature extraction methods combined with basic machine
learning-based classifiers like Support Vector Machines (SVMs) or CNNs [Gr15, Go21].

In comparison to hand-crafted feature extraction approaches, CNNs generally require less
pre-processing and generalize better to unseen data [Ya17, Mi23, Af20]. For fingerprint
PAD, general purpose CNNs designed for object detection can be adapted to the binary
classification task [Ng18]. The data preparation for these CNNs is characterized by two
distinct approaches: one which considers the whole sample for PAD [Pa19, Ge20] and one
which considers patches extracted during the pre-processing [CJ19, Hu18, CCJ18]. These
patches can be randomly selected [PB17] or arranged around minutiae points [CCJ18].

Latest research suggests vision transformers for fingerprint PAD [Ra23]. This work com-
pares various proposed methods with Data-Efficient Image Transformers (DeiT) and re-
ports a significant improvement of detection performance in their experimental setup.

Contactless PAD methods are less comprehensively studied. Published works suggest an-
alyzing the reflection properties of different PAI species [SBB13], hand-crafted feature
extractors with a Support Vector Machine (SVM) [Ta16, Wa18] and CNN-based meth-
ods [Pu23]. Further, deep fusion strategies to combine deep representations obtained from
different color spaces are studied [MV22].
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The majority of contactless fingerprint capturing devices capture color images, which are
further processed into contrast-enhanced grayscale images, c.f. Figure 1. For this reason,
PAD methods could analyze color properties like suggested in [Pr23]. However, it is as-
sumed that color-based PAD schemes are not generalizing well to unseen data. E.g. a PAD
scheme which is trained on PAIs which have a different color compared to the bona fide
samples might learn the color difference and, hence, fail on unseen PAIs which exhibit a
color more similar to skin color. Also, color-based PAD schemes might be biased to the
skin color over-represented in the training set. A study in skin color-based bias for con-
tactless fingerprint recognition supports this hypothesis [BND22]. Furthermore, obviously
PAIs comprising a realistic skin color can be assembled as shown in Figure 1 (c), which
might easily fool color-based PAD methods. For this reason, a PAD method which operates
on pre-processed gray-scale image is a vital alternative.

As can be seen from the related work, patch-based fingerprint PAD using CNNs represent
the state-of-the-art in this research area. Compared to others, this method also incorporates
several advantages for contactless fingerprint PAD. Compared to PAD schemes which an-
alyze the full image, no cropping or resizing is needed to present the sample to the PAD
algorithm. In contrast to methods which extract random patches from the image, only the
most relevant part around minutiae are extracted.

To the best of the author’s knowledge, no study has yet been conducted which benchmarks
PAD algorithms from the contact-based domain on contactless data. In this work, we eval-
uate if a contact-based fingerprint PAD algorithm can detect pre-processed contactless
fingerprint PAs. For this reason, we modify the SpoofBuster method proposed by Chugh
et al. [CCJ18] to the special requirements of contactless fingerprint PAD and evaluate its
suitability to detect contactless fingerprints. The SpoofBuster PAD algorithm represents a
state-of-the-art CNN-based contact-based fingerprint PAD method that extracts and clas-
sifies local features extracted from texture patches. We consider COLFISPOOF [Ko23]
as a publicly available contactless fingerprint PA database together with three bona fide
databases to re-train the adapted version of the SpoofBuster algorithm. To do so, we train
the method using a baseline and four LOO protocols proposed in [Ko23].

Further, we acquired a new PAD database, the UniCa-HDA PAD database, to test our
proposal on more challenging data. Here, we produce thin overlays which are precisely
adjusted to human skin color. To benchmark our proposal in a real-world scenario, we
conduct a training on COLFISPOOF combined with the bona fide databases and test on
the UniCa-HDA databases.

Our results show high detection accuracy. In our first experiment, the APCER at a BPCER
of 1.00% range between 0.00% and 0.33%. The algorithm is found to generalize well
to PAs unseen in during the training (6.75% APCER at a BPCER of 5.00%), which is
showcased in the newly acquired PA database.

The rest of the paper is structured as follows: Section 2 presents the considered PAD
methods. Section 3 describes the experimental setup. The results are discussed in Section
4. Finally, Section 5 concludes.
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Fig. 2: Overview on the proposed workflow.

2 Patch-based Contactless Fingerprint PAD

Patch-based fingerprint PAD offers several advantages for contact-based fingerprints. Ex-
tracting patches around minutiae ensure that only patches that contain a fingerprint char-
acteristic are processed. This is also favorable for contactless samples in which regions of
low contrast could confuse the PAD method, c.f. Figure 1 (c). Further, minutiae provide
particular relevant area for PAD. E.g. ridge endings can be caused by borders of an overlay,
or bifurcations / islands could stem from air bubbles or dirt particles in silicone materials.
Figures 3a and 3c illustrate these properties for contactless PAIs. That is, this approach is
expected to also be beneficial in the contactless domain.

Since, the extracted minutiae are not used for recognition rather than extracting regions of
interest from the fingerprint sample, any feature extractor independent of the recognition
accuracy is generally applicable. However, minutiae extractors which provide a minutia
quality assessment provide a proper option for reducing the number of extracted patches
to high-quality minutia. Hence, the MINDCT method [Wa07] which includes a minutia
quality assessment is considered in this work.

The number of extracted minutiae candidates is typically around 50, but varies due to many
factors like fingerprint quality, finger ID, capturing device fidelity or feature extractor fi-
delity. Chugh et al. [CJ19] propose two strategies to reduce the number of corresponding
patches. First, they cluster minutiae and extract patches around minutiae centers and sec-
ond, they use a feature extractor which provides a quality score for each extracted minu-
tiae. Here, the authors define a static threshold to consider minutiae of high quality only.
We introduce a further patch reduction strategy for segmented contactless fingerprints by
analyzing the proportion of connected background pixels in an extracted patch. Minutiae
located at the border region of a fingerprint contain many background pixels and, thus,
contain a lower amount of information. For this reason, we compute the proportion of
background pixels and discard all patches which are above a pre-defined threshold.

The considered patch size is a crucial part of the algorithm. Small patches might contain
too little spatial information to achieve an accurate prediction, whereas an extraction of
too big patches lead to a large overlapping areas and, hence, redundant information. Fur-
thermore, the CNN might have challenges to disseminating the relevant information from
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(a) Attack presentation: COLFISPOOF (b) Bona fide: HDA

(c) Attack presentation: UniCa-HDA (d) Bona fide: ISPFDv1

Fig. 3: Example finger images of the used datasets. It should be noted that only samples of the
ISPFDv1 database are presented. Samples of the ISPFDv2 database look similar.

big patches. Another considerable option is to upscale the extract patches to emphasize
fine details. The original method proposes a so-called patch alignment. In this process, the
patches are extracted according to the rotation angle of the minutia and then rotated into an
upright position. This ensures that all patches contain a horizontally aligned ridge pattern,
which might be easier to process.

Any CNN-based method with a modified last fully connected layers to support binary
classifications is generally suited to distinguish between bona fide samples and PAs. Here,
sensitivity to fine-grained texture patterns is beneficial for an accurate classification. The
considered MobileNetv1 architecture outputs a Presentation Attack (PA) score in the range
[0.0, 1.0] for every patch. All PA scores are averaged to the final PAD result of the tested
sample.

In summary, the following main adaptations are applied to the original SpoofBuster method
by Chugh et al. [CJ19]:

• Patch angle and alignment: We do not implement a patch rotation based on the
minutiae angle, rather than extracting aligned patches. In our experiments, no im-
provement in terms of detection accuracy due to patch alignment was observed.

• Patch number reduction: To reduce the number of patches, we consider a com-
bination of minutiae quality and background thresholding. The minutiae quality
threshold excludes minutiae with a quality score below 0.25 (in a range [0, 1])
whereas the background threshold excludes patches with more than 10% white back-
ground pixels.
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Tab. 1: Number of bona fide and attack presentations for each database. It should be noted that the
UniCa-HDA database is only used for testing.

Database BF Samples PA Samples

COLFISPOOF – 7,200
HDA 1,069 –

ISPFDv1 4,029 –
ISPFDv2 16,175 –

UniCa-HDA 2,040 1,512

• Patch size: We use a patch size of 112×112 pixels instead of 96×96 pixels as in
the original approach from Chugh [CJ19]. This has two reasons: firstly, the acquired
contactless fingerprints are in our setup of larger size compared to contact-based
ones, so that the patch-size needs to be increased. Secondly, due to the lack of ro-
tation, we avoid protruding edges and, for this reason, it is possible to increase the
patch size.

All further settings such as the usage of MINDCT and the MobileNetv1 training parame-
ters remain the same as in the original SpoofBuster algorithm.

In summary, patch-based PAD schemes offer various options for optimizing and fine-
tuning with good potential for a general purpose fingerprint PAD methods. However, find-
ing proper settings which are suited best for the operational scenario can be a challenge.

3 Experimental Setup

We test the algorithm using the publicly available COLFISPOOF database and three bona
fide databases, both version of the IIITD SmartPhone Fingerphoto Database (ISPFD)
[Sa15, Ma20a] and the HDA data set [Pr22]. In addition, we conduct a test on the newly
captured UniCa-HDA database comprising bona fide samples and PAs. Here, the same
capturing setup like in the HDA database was used, but a different environmental scenario
was chosen. Along with the newly acquired bona fide samples, PAs were prepared and
captured. A thin overlay is produced using a Body Double material, which then is turned
inside out after the material has solidified. To make the PAI as realistic as possible, addi-
tional color was added to the PA material. This process makes the PAI appear as similar as
possible to the subject’s real skin color, c.f. Fig. 3 (c). The overlays are then captured in the
same setup as the bona fide fingerprints. Example images of every database are presented
in Figure 3 and an overview of the database properties is given in Table 1.

All samples are pre-processed in the same way, using the contactless fingerprint pre-
processing proposed in [Pr22]. The conducted pre-processing composed of a deep-learning-
based fingertip segmentation [Pr21a], gray-scale conversions, rotation, normalization and
contrast enhancement aligns with the state-of-the-art. It has proven to be suitable in a gen-
eral in several recognition workflows, e.g. [Ka21b, Ma20b].
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Tab. 2: APCERs for a fixed BPCER of 1.00% and D-EERs for using COLFISPOOF together with
different bona fide databases.

HDA ISPFDv1 ISPFDv2
APCER D-EER APCER D-EER APCER D-EER

Baseline 5.28 1.86 0.03 0.64 0.83 0.92
LOO colored silicone 0.17 0.32 0.08 0.68 0.00 0.39

LOO default color 2.41 1.85 0.00 0.54 0.00 0.43
LOO printout 14.50 2.49 0.33 0.68 3.92 2.42

LOO transparent 15.6 3.75 0.00 0.64 0.40 0.60
Average LOO 8.17 2.10 0.10 0.64 1.08 0.86
Std dev LOO ± 8.01 ± 1.43 ± 0.16 ± 0.07 ± 1.90 ± 1.06

For our evaluation, we use six protocols. The baseline scenario randomly splits the samples
of the bona fide and PAs into training (30%), validation (20%), and test (50%) partitions.
These non-overlapping partitions ensure that PAD algorithms are tested on samples which
are not considered during training and validation and, thus, guarantee a fair evaluation.
Four more advanced LOO protocols we do not split samples of each PAI rather than groups
of PAIs in subject disjoint training, validation and test sets. This method evaluates the gen-
eralization capabilities to PAIs which have not been seen during the training. For more de-
tailed information, the reader is referred to the original COLFISPOOF protocol [Ko23]. A
further protocol benchmarks the generalization capabilities to new high-quality PAs. Here,
we train and validate on the entire COLFISPOOF database in combination with one of the
bona fide databases (60% train, 40% validation) and test on the UniCa-HDA database. This
highlights the generalization capabilities in two ways: first the generalization to a new type
of PA and second the generalization from PAs contained in the COLFISPOOF database
to those from a newly captured database. This is particularly interesting, since the PAs in
the COLFISPOOF database were generated based on synthetic ridge line patterns while in
the newly captured database, PAs are generated from real fingerprints. This experiment is
referred to as cross-database experiment.

We use the Attack Presentation Classification Error Rate (APCER) vs. Bona fide Attack
Presentation Classification Error Rate (BPCER) standardized in ISO/IEC 30107-3 [IS23]
and the Detection Equal Error Rate (D-EER) metric to report the results of our experi-
ments. To make our work comparable to others, we fix the BPCER at an operation point
of 1% for the baseline as well as the LOO experiments and 5% for the cross-database test
and report the corresponding APCER.

4 Results

Table 2 gives an overview of APCERs at a BPCER of 1% and D-EERs for the baseline
and LOO experiments, whereas Figure 4 (a – c) shows the corresponding DET plots. The
results show that the selected contact-based fingerprint PAD algorithm with the incorpo-
rated adaptations is able to detect contactless fingerprint PAs. For the best performing
ISPFDv1 database, the obtained APCERs are between 0.00% and 0.33%. Except printout
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Fig. 4: DET curves obtained on the considered databases using the baseline and LOO protocols (a –
c) and the cross-database test (d).

attacks, the method is also accurately detects PAs when trained and tested on the ISPFDv2
database. The HDA database performs worse, which is most likely caused be the low num-
ber of training data.

From the LOO experiments it might be concluded that some materials are easier to detect,
e.g. colored silicone, whereas others are harder, e.g. printouts. Printouts have the worst
detection accuracy, which might be caused by the high contrast and clear ridge pattern
and should be investigated further. Nevertheless, the selected method has in general a high
generalization capability to unseen PAIs.
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Tab. 3: Cross-database PAD: APCERs for a fixed BPCER of 5.00% and D-EERs for training on
COLFISPOOF together with different bona fide databases, e.g. HDA, ISPFDv1, ISPFDv2, and tested
on UniCa-HDA.

Training Test APCER D-EER

HDA & COLFISPOOF UniCa-HDA 6.75 5.99
ISPFDv1 & COLFISPOOF UniCa-HDA 56.15 19.42
ISPFDv2 & COLFISPOOF UniCa-HDA 45.63 16.65

This finding is also supported by the cross-database experiment, which is presented in Ta-
ble 3 and Figure 4 (d). Here we see that the algorithm generalizes to a certain extent to
completely unseen PAIs and a new capturing environment. In this experiment, we achieved
a D-EER of 5.99% and an APCER of 6.75% at a BPCER of 5.00% for the HDA database.
These results indicate that the algorithm generalizes well to completely unseen PAI materi-
als, real fingerprint characteristics (from synthetic ones) and a new capturing environment.
However, it should be noted that the algorithm cannot generalize to bona fide samples
captured using a different capturing setup as can be seen from Table 3. As can be seen,
training on one of the ISPFD databases and testing on the UniCa-HDA setup leads to poor
results.

5 Conclusion

In this work, we have investigated the possibilities of adapting a state-of-the-art PAD
mechanism for contact-based fingerprints to the contactless domain. We showed that the
SpoofBuster method can be adapted to a contactless scenario by a parameter refinement
and a training on contactless databases. Extensive tests showcase the effectiveness and
performance of the methods. The cross-database experiments show high generalization
capabilities to new capturing setups, but also highlighted its limitations.

Our results indicate that the considered method is well-suited also to detect PAs in the
contactless domain. Most notably, the algorithm detects PAIs which are unseen during
the training with high confidence. Furthermore, the experiments on the newly acquired
UniCa-HDA database show good potential for generalizing from synthetic PAs to PAs
from real subjects. However, more experiments and bigger databases are required to assess
the overall system performance.

Future work could be focused on extending the presented approach to a PAD method that
works for both, contactless and contact-based fingerprints. If one PAD algorithm can be
used for samples from various capture devices maintenance, effort could be reduced.
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