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 A B S T R A C T

Vision-language pretrained models have substantially improved text-to-image retrieval by 
aligning visual and textual information in a shared semantic space. However, these systems 
may produce unfair outcomes across demographic groups while their vulnerability to adversarial 
manipulation remains largely unexplored.

This work studies fairness in text-to-image retrieval under both natural and adversarial 
settings. We address three limitations of prior research: its focus on neutral queries that do 
not explicitly mention sensitive attributes; its limited attention to demographic imbalance in 
the retrieval database; and its assumption that unfairness arises naturally from data rather than 
through malicious intervention.

We propose a unified framework for evaluating fairness in text-to-image retrieval. In the 
natural setting, we analyze how unfairness depends on both the pretrained model and the 
demographic composition of the retrieval database. In the adversarial setting, we define a 
realistic threat model in which an attacker injects a limited number of malicious images into 
the database. We introduce FairLess, a poisoning attack designed to amplify demographic bias 
while preserving semantic relevance, and evaluate a mitigation strategy to reduce its impact. We 
also extend fairness evaluation to attribute-labeled queries, where the target image is associated 
with a specific demographic group, and introduce metrics that jointly capture retrieval accuracy 
and fairness.

Experiments on two demographically annotated versions of MSCOCO and using CLIP-
based models, fairness-mitigated variants, and BLIP-2, show that unfairness stems from both 
model bias and database polarization. Adversarial manipulation further amplifies demographic 
disparities, highlighting the need for robustness-aware fairness evaluation and mitigation in 
text-to-image retrieval systems.
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1. Introduction

Recent Vision-Language Pretrained Models (VLPs), trained on large-scale multimodal datasets, have substantially advanced 
cross-modal understanding [1–3]. These models capture complex interactions between visual and linguistic modalities, supporting 
downstream tasks such as zero-shot classification and Text-to-Image Retrieval (T2IR) [4]. Notably, models such as CLIP [4] and 
BLIP-2 [5] embed images and text into a shared semantic space, where their relevance can be directly measured through similarity 
functions. This line of research has driven significant progress in T2IR and related retrieval tasks, enabling users to retrieve images 
from large-scale Image Retrieval Databases (IRDs) by exploiting the semantic alignment between natural language queries and visual 
content [4–6].

Despite these advancements, recent studies have highlighted critical concerns regarding fairness [7–9] and safety, particularly 
in relation to data poisoning [10–14], in VLP-based T2IR. Fairness issues arise when retrieval outcomes systematically differ across 
sensitive attributes, such as disproportionately returning images of a particular gender or race, or exhibiting higher error rates for 
queries reflecting specific political viewpoints. By contrast, data poisoning refers to adversarial injection of malicious samples into 
the IRD with the intent to manipulate retrieval results.

In the context of T2IR system (un)fairness, a considerable body of research has already been conducted. Much of this work has 
focused on neutral queries, i.e., descriptions of people that do not explicitly specify sensitive attributes (e.g., ‘‘a person cooking’’ 
or ‘‘a doctor giving a lecture’’) [7–9]. In such settings, fairness is typically interpreted as requiring balanced representation across 
sensitive attribute classes in the retrieved results, rather than a predominance of any particular group [8]. Most prior studies have 
concentrated on intrinsic biases in T2IR systems, stemming from VLPs trained on biased IRDs [7]. To mitigate these issues, two 
main strategies have been explored. One line of work attempts to suppress the influence of sensitive attributes in embedding 
representations [7,15,16], while another seeks to produce fairer VLPs by training dedicated debiasing modules and integrating 
them into the model architecture [17].

In the context of T2IR system sensitivity to data poisoning attacks, prior research has demonstrated significant vulnerabilities 
arising from the injection of malicious samples into the IRD with the goal of manipulating retrieval results [10,11]. These attacks 
are commonly classified into three categories: indiscriminate attacks, which aim to increase the overall test error [18,19]; targeted
attacks, which attempt to mislead the system into misclassifying specific examples [20,21]; and backdoor attacks, which introduce 
trigger-labeled samples into the training data so that, at test time, the presence of the trigger manipulates the output [22,23]. 
Such attacks have been shown to severely degrade system performance, disrupt business operations, and undermine user safety and 
trust [12–14]. They can be executed under a white-box threat model, where the adversary has full access to the system’s architecture 
and parameters [24,25], or under a black-box model, where no internal knowledge is assumed [26,27].

In this work, we investigate three open research challenges related to the (un)fairness of T2IR systems.
The first issue stems from a limitation of prior studies, which have primarily concentrated on so-called neutral queries. This focus 

makes it challenging to design metrics that simultaneously account for both accuracy and sensitivity to protected attributes. As a 
result, establishing a clear and formal definition of fairness in T2IR remains an open research problem [8].

The second issue concerns the sources of bias underlying unfairness in T2IR systems. While earlier studies primarily examined 
intrinsic biases inherited from VLPs trained on skewed datasets [28], they largely neglected biases introduced by the polarization
of the image retrieval database (IRD), i.e., the unequal representation of demographic groups [29]. When certain subgroups of the 
population are systematically over- or under-represented, T2IR systems face substantial challenges in ensuring fair retrieval [29]. 
These imbalances often reflect historical patterns; for instance, women may be underrepresented in specific professions, leading 
systems trained on such data to return predominantly male results when queried for those roles [30].

The third issue is more fundamental: prior research has largely assumed that unfairness arises from the natural presence of bias in 
training data or models, while neglecting the possibility of an adversarial setting in which a malicious actor deliberately injects biases 
to exacerbate unfair outcomes. To the best of our knowledge, no prior work has examined the sensitivity of VLP-based T2IR systems 
to poisoning attacks specifically designed to induce bias in retrieval results, despite such attacks already being studied in other tasks 
such as classification [31] or in fairness-aware re-ranking stages of image retrieval pipelines [32]. Existing (un)fairness mitigation 
strategies also exhibit important limitations. First, some methods require retraining large-scale models from scratch [7], which is 
often infeasible due to the substantial computational cost [4]. Second, most approaches are not designed to address attribute-specific 
queries, where the query explicitly references a particular class of a sensitive attribute. For example, in the case of gender-specific 
queries (e.g., ‘‘a man cooking’’ or ‘‘a woman driving’’), fairness requires accurately preserving the gender specified in the query [30]. 
In such cases, suppressing attribute-related features may degrade retrieval accuracy or yield misrepresentative results [8]. Finally, 
even debiasing strategies that are effective in benign conditions remain vulnerable in adversarial scenarios, particularly under white-
box attacks [24], where an adversary with full knowledge of the retrieval pipeline can craft targeted manipulations to circumvent 
fairness-preserving mechanisms.

To address these issues, we investigate the fairness of VLP-based T2IR systems under both natural and adversarial settings. In 
the natural setting, we analyze disparities arising from biases in VLPs or from imbalanced IRD data distributions. In the adversarial 
setting, we examine how a malicious actor can deliberately induce or amplify such disparities, defining a white-box threat model in 
which the attacker has full knowledge of the T2IR system and can inject a limited number of poisoned samples into the IRD. Within 
this framework, we introduce FairLess, a novel data poisoning attack designed to manipulate the system so that, for a given 
query or any of its semantically equivalent variants, the T2IR model returns images that are semantically appropriate in content but 
systematically biased along a sensitive attribute. For example, in response to queries such as ‘‘CEO of a big company’’ or ‘‘female CEO 
of an industry’’, the system may be manipulated to consistently retrieve images depicting male CEOs, thereby reinforcing biased 
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representations. To mitigate this problem, we also evaluate a possible defense strategy based on JPEG compression [33]. Unlike 
prior work, we also propose a new class of attribute-labeled queries, i.e., queries explicitly associated with sensitive attribute classes. 
This enables fairness evaluation on real-world benchmarks by assessing retrieval performance across demographic groups, thereby 
allowing disparities to be systematically measured. Finally, we introduce a set of novel accuracy and fairness metrics tailored to 
multimodal retrieval, designed to address gaps in existing evaluations by quantifying disparities and analyzing their underlying 
sources.

To empirically validate our proposal, we conduct a series of experiments on the MSCOCO dataset [34], focusing on both gender 
and race attributes. For gender, we adopt the labeling procedure introduced in [35], while for race, we rely on the demographic 
annotations provided in [36]. Our study employs a standard T2IR pipeline with several state-of-the-art VLPs. In particular, we 
evaluate two CLIP-based architectures [4] as well as BLIP-2 [5]. We further include two debiased variants of CLIP [17], each 
specifically trained to mitigate bias with respect to either gender or race. Our results reveal persistent fairness biases in T2IR systems, 
stemming both from the underlying VLPs and from imbalances in the IRD. Moreover, we demonstrate the effectiveness of FairLess
in introducing or amplifying these biases, even when the VLPs have been fine-tuned with fairness mitigation strategies. Finally, 
the initial assessment of the mitigation strategy based on input preprocessing (i.e., JPEG compression) shows that it is possible to 
reduce the effectiveness of the attack under the considered setting, while not fully addressing the observed disparities. These findings 
underscore the urgent need for further research on fairness in T2IR and the development of robust, adversary-resistant mitigation 
approaches.

To summarize, this work provides a series of novel contributions:
• We analyze the limitations of current fairness evaluations in VLP-based T2IR systems, highlighting the role of attribute-labeled 
queries, dataset polarization, and the lack of adversarial analysis;

• We introduce a unified framework to study fairness under two settings: a natural setting, where disparities arise from model 
and dataset biases, and an adversarial setting, where a malicious actor injects samples into the IRD;

• In the adversarial setting, we define a realistic threat model and propose FairLess, a novel poisoning attack that induces 
demographic bias while preserving semantic relevance;

• We propose evaluation metrics that jointly capture retrieval accuracy and fairness across demographic groups, enabling 
evaluation on real-world benchmarks;

• We study fairness across demographic attributes, focusing on gender and race, and highlight how biases arise from both models 
and datasets and can be amplified under adversarial manipulation;

• We study a possible mitigation strategy for the proposed adversarial setting, showing that it can partially reduce the 
effectiveness of the attack.

The remainder of the paper is organized as follows. Section 2 reviews the current state of the art on (un)fairness in T2IR systems. 
Section 3 introduces preliminary definitions that are instrumental for understanding the technical contributions of the paper. In 
Section 4, we formally define the natural and adversarial (un)fairness settings along with the associated metrics. Section 5 then 
specifies the threat model considered for the adversarial setting. Building on this, Section 6 presents FairLess, a novel attack 
targeting fairness under the defined adversarial threat model. To empirically demonstrate the relevance of the proposed framework, 
Section 7 details the experimental setup, and Section 8 reports and discusses the results. Finally, Section 9 concludes the paper.

2. Related work

In this section, we review the state of the art in relation to the contribution of our work, highlighting three main open issues 
concerning (un)fairness in T2IR systems. First, prior studies have mostly considered neutral queries, thereby limiting the scope of 
fairness metrics. Second, they have primarily emphasized biases inherited from VLP training data, while neglecting those introduced 
by polarization in the IRD. Third, they have largely focused on the natural setting (see Section 2.1), overlooking the adversarial setting
(see Section 2.2), where classical (un)fairness mitigation strategies often prove ineffective. Finally, Section 2.3 consolidates these 
limitations into specific research gaps and positions our work accordingly.

2.1. Natural setting

In the natural setting, several prominent works [7–9,17,37] have been published, all of which exhibit the aforementioned 
limitations.

Wang et al. [7] focus on the case of gender bias, analyzing the behavior of several VLPs under neutral queries and reporting 
that, for example, CLIP retrieves on average 6.4 male images among the top-10 results. To address this issue, they propose two 
debiasing strategies: FairSample, an in-processing method that incorporates fairness constraints during training, and CLIP-clip, 
a post-processing approach applied after training to adjust the learned representations. Specifically, FairSample is designed for 
models trained from scratch and modifies the contrastive loss used to align image and text embeddings. For queries identified as 
gender-neutral, it introduces gender-balanced sampling of positive and negative pairs, thereby mitigating demographic bias in the 
learned representations. The method is evaluated using SCAN [38], trained on MS-COCO [34] and Flickr30k [39]. However, since 
it requires training the model from scratch, FairSample cannot be applied to frozen VLPs such as CLIP. To overcome this limitation, 
the authors propose CLIP-clip, a model-agnostic debiasing method applicable post-hoc to pretrained models. It reduces gender bias 
by identifying and removing visual embedding dimensions most associated with gender. This is achieved offline by computing the 
mutual information between each dimension and binary gender variables, using the estimator proposed in [40]. At retrieval time, 
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the top dimensions are removed from both visual and textual embeddings to maintain alignment. While FairSample and CLIP-clip
improve demographic balance for neutral queries, they present several important limitations. First, the methods overlook attribute-
labeled queries, focusing exclusively on neutral ones. Second, no analysis is conducted to assess whether retrieval performance differs 
across demographic groups associated with the query, potentially revealing disparities across attributes. Third, the methods address 
only VLP-induced bias, ignoring bias arising from the IRD. Finally, because the debiasing is integrated into the retrieval pipeline, the 
methods are vulnerable in white-box adversarial settings: an attacker with full knowledge of the retrieval process can craft poisoned 
inputs that concentrate adversarial perturbations in the preserved dimensions or distribute them across all components to evade the 
dimension-removal mechanism.

Although the work of Wang et al. [7] provides valuable insights into bias in VLPs, Ali et al. [8] highlight the absence of a 
fairness evaluation based on established metrics. To address this limitation, they introduce a framework for evaluating fairness 
in VLPs across tasks such as zero-shot classification, image retrieval, and captioning, focusing on human-centric queries. They 
consider both binary gender and multi-class race attributes. Ali et al. [8] evaluate a series of non-mitigated and mitigated CLIP-
based variants, including CLIP-clip [7], FairPCA [15], and prompt learning [16]. FairPCA projects CLIP embeddings into a subspace 
designed to remove sensitive information, such as gender or race, by minimizing the statistical dependence between the projected 
representations and the protected attributes. Prompt learning aims to reduce correlations between retrieval outputs and protected 
attributes by optimizing learnable text prompts within an adversarial framework. Once trained, these prompts are appended to the 
text embeddings of the queries to mitigate bias. Both FairPCA and prompt learning demonstrate improvements in fairness across 
gender and race attributes in retrieval tasks when evaluated on the FairFace dataset. To establish a simple baseline, the authors also 
test a query-augmentation strategy. Given a neutral query such as ‘‘a photo of a doctor’’, attribute-specific variants are generated by 
appending explicit references to classes of a sensitive attribute (e.g., ‘‘male’’ and ‘‘female’’, or ‘‘light’’ and ‘‘dark’’). These augmented 
queries are submitted independently, and their top-𝑘 retrieval results are merged to produce a demographically balanced output. 
Surprisingly, this naive method outperforms several of the more sophisticated mitigation strategies. Note, however, that on real-
world benchmarks such as Flickr30K, their evaluation is limited to methods for mitigating gender bias. Nevertheless, as with [7], Ali 
et al. [8] do not distinguish among different attribute-specific attributes, focus only on VLP-induced bias while ignoring bias arising 
from the IRD, and neglect the adversarial setting, where all mitigation strategies may still fail.

Wang et al. [9] highlight a limitation of methods such as CLIP-clip, which operate solely on the visual modality and ignore 
the interaction between vision and language. To address this issue, they propose FairCLIP, which leverages learnable word vector 
prefixes to extract attribute concepts and guide the training of a projection matrix. This matrix is designed to suppress features 
associated with sensitive attributes (e.g., gender categories) while preserving those related to task-relevant concepts, referred to as 
target attributes (e.g., ‘‘happy’’, ‘‘glasses’’). At inference time, the matrix is applied to the visual embeddings to produce debiased 
representations. The method demonstrates a favorable trade-off between fairness and retrieval accuracy when evaluated on sensitive 
attributes such as gender and age. However, as with [7,8], Wang et al. [9] do not distinguish among different attribute-specific
attributes, focus exclusively on VLP-induced bias while overlooking bias arising from the IRD, and neglect the adversarial setting, 
where the mitigation strategy may still fail.

The recent work of Zhang et al. [17] proposes a mitigation strategy that explicitly addresses a critical failure mode of prior 
debiasing techniques, a phenomenon the authors refer to as over-debiasing. This phenomenon arises when methods designed to 
remove social bias from image or text embeddings also degrade the cross-modal alignment necessary for downstream tasks, such as 
accurate retrieval. The authors argue that this effect stems from the assumption that visual and textual embeddings encode bias in 
structurally similar ways. In contrast, they show that the nature and magnitude of bias differ significantly across modalities, which 
challenges earlier methods that apply the same debiasing procedure to both [7]. To address this discrepancy, the authors introduce 
a two-stage debiasing pipeline. The first stage involves training a bias alignment module, which maps image and text embeddings into 
a shared bias subspace, making their respective bias components comparable. The second stage applies a counterfactual debiasing
procedure that removes these aligned components while preserving neutral semantic content and modality alignment. The method 
is evaluated on T2IR using Flickr30K and MSCOCO, showing reductions in demographic bias across multiple protected attributes 
(e.g., gender and race) with limited degradation in retrieval performance. However, the same limitations observed in previous works 
remain.

Finally, Luo et al. [37] propose an optimal-transport-based mitigation strategy for improving fairness in vision-language models. 
Their method reduces the Sinkhorn distance between the overall sample distribution and the distributions associated with each 
demographic group, thereby encouraging better alignment across protected groups. Their analysis shows that VLPs can exhibit 
substantial disparities across demographic subgroups and that such a mitigation strategy can improve the performance-fairness 
trade-off. However, their work does not investigate how fairness-mitigated VLPs behave when deployed in T2IR systems, including 
scenarios involving IRD polarization or adversarial poisoning attacks that directly manipulate the retrieval database.

Overall, our experimental analysis focuses on representative VLP backbones, namely CLIP [4] and BLIP-2 [5], as well as fairness-
mitigated variants, specifically CLIP-DEB [17] and the FairCLIP variants by Luo et al. [37]. This perspective is complementary to 
pipeline-level mitigation approaches, since improving the fairness and robustness of the underlying retriever may provide a stronger 
basis for additional interventions such as CLIP-clip [7], FairPCA [15], and prompt learning [16], which may be applied on top of 
VLP-based retrievers but can introduce extra overhead or require pipeline modifications.

2.2. Adversarial setting

While adversarial techniques have been leveraged to mitigate fairness issues [41], the use of adversarial methods to actively 
induce bias has received considerably less attention. In this sense, Solans et al. [31] investigates how fairness-aware machine learning 
4 
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models can be deliberately compromised through poisoning attacks. Their study focuses on a binary classification scenario in which 
fairness algorithms aim to enforce parity between two demographic groups, labeled as privileged and unprivileged, based on a 
sensitive attribute such as gender. The authors propose a poisoning strategy that degrades demographic parity by injecting a small 
number of malicious training points. These points are optimized to reduce the likelihood of positive outcomes for the unprivileged 
group, while preserving high classification accuracy to maintain stealth. The poisoning strategy is optimized in both white-box 
and black-box scenarios, where the latter relies on surrogate models to generalize the attack to unknown classifiers. The attack 
is validated on both synthetic and real-world datasets, including COMPAS [42]. Results show that the method can significantly 
increase disparities between demographic groups without substantially harming overall predictive performance. While the task 
considered differs from ours, classification rather than T2IR, this work is relevant as it demonstrates that models can be adversarially 
manipulated to increase demographic disparity without substantially harming accuracy.

Another related yet orthogonal line of work examines how adversarial perturbations influence fairness-aware components within 
retrieval pipelines. In particular, Ghosh et al. [32] propose an attack that targets the fairness re-ranking module of an image 
search engine, rather than the retrieval model itself. Their method trains a Generative Adversarial Perturbation (GAP) [43] model 
that modifies visual features in a way that influences the fairness criteria used during re-ranking. Once these perturbed images 
are indexed, fairness-aware re-ranking algorithms such as FMMR [44] may assign them to underrepresented demographic groups 
within the ranking process, thereby promoting them in the final returned list. However, this method differs fundamentally from 
our setting. While Ghosh et al. manipulate the demographic information consumed by fairness re-rankers, our objective is to study 
the robustness of the retriever itself and of fairness-oriented mitigation strategies applied at the retrieval. In addition, their attack 
requires training a GAP model using surrogate demographic inference networks (e.g., DeepFace [45] or FairFace [46]), whereas our 
method is training-free and operates directly on the similarity function underlying T2IR. Furthermore, their evaluation focuses on 
broad person-centric queries (i.e., a limited set of search queries containing a generic ‘‘person’’ descriptor), and does not consider 
attribute-labeled queries that explicitly define demographic attributes. Finally, their experiments do not consider different dataset 
polarizations nor the interaction between intrinsic and dataset-induced biases, factors that could play a central role in demographic 
disparities under adversarial retrieval manipulation.

These observations indicate that the adversarial manipulation of fairness in T2IR remains only partially explored, especially in 
scenarios involving the interaction between retrieval mechanisms, dataset composition, and sensitive attributes. Moreover, existing 
works mainly highlight the need for mitigation strategies, while systematic evaluations of defenses in this specific setting remain 
largely unexplored.

2.3. Positioning this work within existing research

The works discussed in Sections 2.1 and 2.2 provide important foundations for studying fairness in VLP-based T2IR systems, 
while also revealing several key limitations. Overall, three main research gaps emerge.

First, existing studies on fairness in T2IR have primarily focused on neutral queries, where the sensitive attribute is not explicitly 
mentioned. Although this setting is important for evaluating demographic balance in generic retrieval outputs, it does not capture 
cases in which a query is associated with a specific demographic group. As a result, it limits the ability to assess whether retrieval 
performance varies across sensitive attributes and to jointly evaluate accuracy and fairness on real-world benchmarks.

Second, unfairness has mainly been attributed to biases encoded in the VLP model, typically inherited from large-scale pretraining 
data. By contrast, the role of the IRD has received limited attention. In practical T2IR systems, however, the demographic 
composition of the IRD can directly affect retrieval outcomes, potentially leading to unfair behavior even when the underlying 
VLP model remains unchanged. This motivates the need to distinguish between model-induced and dataset-induced bias, as well as 
to analyze their interaction.

Third, most existing analyses consider a natural setting, where disparities arise from pre-existing biases in models or data. 
Consequently, the impact of poisoning attacks on demographic fairness in T2IR systems remains insufficiently understood. Although 
prior work has shown that fairness mitigation strategies may degrade or fail under adversarial conditions, existing adversarial 
approaches are either formulated for different tasks, such as classification, or target fairness-aware re-ranking components rather 
than the VLP-based retrieval process itself. In particular, the possibility that a malicious actor deliberately injects samples into the 
IRD to induce or amplify demographic disparities remains largely unexplored.

Our work addresses these gaps by proposing a unified framework for studying fairness in VLP-based T2IR under both natural 
and adversarial settings.

In particular, we introduce attribute-labeled queries, which enable fairness evaluation on realistic retrieval benchmarks by 
associating each query with the sensitive attribute of its ground-truth image. This makes it possible to move beyond neutral queries 
and systematically analyze disparities across demographic groups.

Within this framework, we define evaluation metrics that jointly capture retrieval accuracy and fairness. Unlike prior approaches, 
which either require knowledge of the IRD distribution or ignore the demographic attribute associated with the query, the proposed 
metrics directly measure group-wise performance and quantify disparities through gap-based formulations. This enables a unified 
evaluation of relevance and fairness across groups. Moreover, we analyze the role of IRD polarization, disentangling biases induced 
by the retrieval model from those introduced by the composition of the IRD.

Finally, we define a realistic adversarial threat model and introduce FairLess, a poisoning attack that manipulates the IRD 
to induce demographic bias while preserving semantic relevance in the retrieved results. In this way, our work positions fairness in 
T2IR not only as a problem of bias measurement under benign conditions, but also as a vulnerability that can be actively exploited 
through adversarial manipulation. Notably, we also evaluate a possible mitigation strategy for this threat model, aiming to reduce 
the impact of this kind of attack.
5 
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3. Preliminaries

In this section, we revisit key preliminary concepts related to VLP-based T2IR systems (see Section 3.1) and (un)fairness (see 
Section 3.2), which lay the groundwork for the contribution presented later in this paper. In particular, Section 3.3 discusses the 
problem of (un)fairness in T2IR, highlighting the existing gaps and challenges that our work aims to address.

3.1. VLP-based T2IR systems

T2IR aims to retrieve the most relevant images from an IRD given a query expressed in natural language [47]. To achieve 
this, modern systems leverage Vision-Language Pretrained models (VLPs), which embed both images and text into a shared 
semantic space, allowing relevance to be measured through similarity functions. These models are trained on large-scale datasets to 
capture rich semantic representations across modalities [48]. Images are typically encoded using architectures such as ViT [49] or 
ResNet [50], while text is processed through transformer-based encoders [51]. The resulting embeddings encapsulate the semantic 
content of each input. VLPs like CLIP [4] and BLIP-2 [5] process the two modalities independently and align them within a shared 
embedding space, where similarity metrics (e.g., cosine similarity) are employed to compare and rank results. This cross-modal 
alignment underpins their strong performance in zero-shot classification and retrieval tasks [4].

More formally, let  denote the IRD and let 𝑞 be a natural language query. Each image 𝑣 ∈  is encoded by an image encoder 
𝑓𝐼  into a feature vector 𝑓𝐼 (𝑣), while the query is encoded by a text encoder 𝑓𝑇  into 𝑓𝑇 (𝑞). Both encoders map their respective 
inputs into a shared embedding space, where similarity 𝜙(𝑓𝐼 (𝑣), 𝑓𝑇 (𝑞)), typically measured using cosine similarity [4], is used to 
rank images according to their relevance to the query. Selecting the top-𝑘 images enables the system to return multiple plausible 
results, thereby increasing robustness to ambiguity and variation in natural language queries [52,53].

3.2. Algorithmic (Un)fairness

Algorithmic (un)fairness arises when an algorithm’s behavior is influenced by sensitive attributes such as gender, race, 
or ethnicity, leading to disparate outcomes across demographic groups [54]. For instance, a hiring algorithm deployed by a 
major technology company was found to systematically disadvantage female candidates, particularly for software engineering 
positions [55]. Such disparities are concerning because they can perpetuate or amplify existing societal biases, restrict opportunities 
for underrepresented groups, and erode trust in automated decision-making systems.

To address such disparities, the problem of (un)fairness has been extensively studied in the literature, particularly in the 
context of classification tasks. In this setting, dedicated metrics have been proposed to quantify differences in model behavior 
across demographic groups [56–58]. Among these metrics, two of the most widely adopted are Demographic Parity (DP) and Equal 
Opportunity (EO). We formally define DP and EO in the setting of binary classification with a binary sensitive attribute, though the 
definitions can be extended to multiclass or regression tasks, as well as to general categorical and numerical sensitive attributes. Let 
𝑆(𝑋) ∈ {𝑎, 𝑏} denote the value of a binary sensitive attribute1 (e.g., gender or race), where 𝑎 and 𝑏 represent the two demographic 
groups under consideration. Let 𝑋 ∈  be the observable features of an individual, 𝑌 ∈  = {±1} the true outcome, and 
𝑌 = sign(𝑓 (𝑋)) the predicted label produced a function (or model) 𝑓 ∶  → R. DP requires the probability of a positive prediction 
to be equal across groups, regardless of the true outcome: 

P{𝑌 = 1 ∣ 𝑆(𝑋) = 𝑎} = P{𝑌 = 1 ∣ 𝑆(𝑋) = 𝑏}. (1)

This criterion aims to ensure equal treatment across demographic groups and to prevent disparate impact, where one group is 
systematically favored over another. EO, on the other hand, focuses on individuals for whom the positive outcome is appropriate. 
It requires the probability of receiving a positive prediction, conditioned on the true outcome being positive, to be equal across 
groups: 

P{𝑌 = 1 ∣ 𝑌 = 1, 𝑆(𝑋) = 𝑎} = P{𝑌 = 1 ∣ 𝑌 = 1, 𝑆(𝑋) = 𝑏}. (2)

This ensures that all qualified individuals, regardless of group membership, have equal access to positive outcomes. In recent years, a 
substantial body of work has focused on analyzing the unfairness of prediction models, leading to the development of a wide range 
of mitigation techniques. Unfairness in classification can stem from biased data, biased learning processes, or the amplification 
of existing biases by the model itself. As a result, significant effort has been devoted to understanding these phenomena and 
developing appropriate metrics to evaluate fairness [56–58]. Then, numerous mitigation strategies have been proposed, which are 
typically categorized into three main families: pre-processing, in-processing, and post-processing methods [56–58]. Pre-processing 
techniques aim to mitigate historical biases by transforming the training data prior to learning, after which standard ML models 
are applied. In-processing techniques introduce fairness constraints directly into the learning phase, modifying the model’s internal 
mechanisms to ensure fair outcomes. Post-processing techniques adjust the outputs of already trained models to improve fairness 
without altering the underlying training process. Furthermore, researchers have begun to explore the intersection between fairness 
and other trustworthiness criteria [56], including robustness [59] and regressivity [54].

1 Note that this is a simplification, imposed by data availability constraints, as we will discuss in Section 7.2. It allows us to address the problem of algorithmic 
fairness mathematically without overcomplicating the notation. In a real-world application, a minimally realistic assumption would be to consider a multivalued 
sensitive attribute, as we will discuss later in the paper.
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3.3. (Un)fairness in T2IR

When dealing with T2IR systems, adapting classical (un)fairness metrics such as DP or EO is not straightforward. Recent studies 
on fairness in VLP-based T2IR systems have proposed retrieval-specific metrics to assess disparities across demographic groups, 
often by adapting definitions originally developed for classification tasks. One such adaptation is the DDP metric [8], based on the 
fairness formulation in [60], which quantifies group imbalances by comparing the proportion of retrieved images across sensitive 
attributes with the corresponding distribution in the IRD. However, these approaches typically assume full knowledge of the IRD’s 
demographic composition, i.e., the number of images belonging to each group. This assumption rarely holds in real-world scenarios, 
where IRDs are often distributed, proprietary, or opaque. Moreover, even if the IRD is biased, T2IR systems are expected to behave 
fairly regardless of the underlying group distribution. In addition to DDP, the authors of [8] employ the Skew@k metric introduced 
in [61], which relaxes the requirement of knowing the full dataset composition. Instead, it evaluates fairness by comparing the 
proportion of retrieved images from each group against a predefined target distribution (typically uniform), and measures the largest 
deviation using the maximum absolute log-ratio between observed and expected frequencies. While Skew@k is more suitable for 
real-world applications where the underlying IRD is unknown, it introduces a different limitation: it is agnostic to the demographic 
group referenced in the query itself. In other words, it treats all queries uniformly, regardless of whether they refer to specific groups 
(e.g., ‘‘male’’ or ‘‘female’’), and thus may fail to capture disparities in retrieval quality that disproportionately affect certain groups.

As in the classical supervised learning setting, biases in T2IR systems can originate from the data, either the training data 
used to learn the VLP or the IRD itself, or from the VLP models, which may learn and amplify existing biases in the training 
data [8]. To address this, researchers have proposed mitigation strategies for T2IR that align with the three established families 
of fairness techniques: pre-processing, in-processing, and post-processing methods [8], as discussed in Section 3.2. However, what 
remains largely unexplored is the relationship between fairness in T2IR systems and other important metrics, such as robustness 
(see Section 2).

Beyond metric definitions, (un)fairness in T2IR is typically evaluated through empirical studies on controlled datasets. These 
datasets are often artificially constructed by combining images labeled with sensitive demographic information and designing 
queries that explicitly refer to those groups. This process often starts from image collections such as FairFace or UTKFace, where 
each image is labeled with specific demographic information, such as racial categories (e.g., ‘‘East Asian’’, ‘‘White’’, etc.), followed 
by the creation of queries designed to target specific subgroups. In this controlled setting, where queries are designed to match 
entire demographic groups, fairness is evaluated based on whether the retrieved results reflect balanced group representation, since 
multiple valid images may correspond to the same query. However, this setup does not reflect the complexity of more realistic 
T2IR benchmarks such as MSCOCO or Flickr30K. In these datasets, each query is typically linked to a single ground-truth image, 
resulting in a one-to-one correspondence. As a result, fairness analysis becomes significantly more challenging, as it must account 
not only for the demographic composition of the retrieved images but also for whether the correct image appears among the top-𝑘
results. To structure fairness analysis in such settings, queries in these benchmarks can generally be divided into two categories: (i)
Neutral queries, which do not mention any sensitive attribute (e.g., ‘‘CEO of a big company’’), and (ii) Attribute-specific queries, which 
explicitly refer to a sensitive attribute (e.g., ‘‘female CEO of a big company’’). Although real-world benchmarks more faithfully reflect 
the nature of the T2IR task, artificially constructed datasets are often preferred for (un)fairness analysis because real benchmarks 
do not offer explicit annotations of sensitive attributes. Indeed, while attribute-specific queries can be mapped to demographic groups 
based on the presence of explicit indicators in the text [35], neutral queries provide no such information. However, to overcome this 
limitation, one can leverage existing demographic annotations of the ground-truth images (e.g., gender or race labels). This enables 
the definition of a third query category: (iii) Attribute-labeled queries, which are indirectly associated with a sensitive group through 
the label of their ground-truth image. This categorization facilitates fairness evaluation in realistic benchmarks where sensitive 
attribute labels are not directly available. By associating each query with a demographic group, disparities in retrieval performance 
across groups can be quantified. This, in turn, enables fairness metrics to be meaningfully applied alongside standard retrieval 
metrics, capturing both relevance (i.e., whether the correct image appears among the top-𝑘) and demographic parity.

4. (Un)fairness settings and metrics

In this section, we define the evaluation settings for assessing (un)fairness (see Section 4.1) and introduce a set of metrics for 
measuring demographic disparities (see Section 4.2) in T2IR systems. Both settings and metrics are defined under the assumption 
that each query belongs to the class of attribute-labeled queries, meaning that it is associated with a label for the sensitive attribute 
under investigation. This allows the evaluation of (un)fairness in VLPs-based T2IR using realistic datasets such as MSCOCO.

4.1. Natural and adversarial setting

In the natural setting, the goal is to evaluate how model-intrinsic biases and IRD  biases may lead to unfair outcomes across 
subgroups.

For this purpose, we construct multiple versions of the IRD , each characterized by a different degree of demographic imbalance. 
Specifically, we define a balanced dataset in which images are equally distributed between groups 𝑎 and 𝑏 (i.e., 50%, where 50% 
belong to group 𝑎 and 50% to group 𝑏). This setup isolates the model’s influence by removing skew in the data distribution. 
Conversely, to study the effect of polarization, we construct polarized datasets 𝑝 in which one group is underrepresented (e.g., 30%
where 30% belongs to group 𝑎 and 70% to group 𝑏). We can then analyze the system’s behavior across groups by comparing retrieval 
7 
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accuracy and group representation in the top-𝑘 results. By comparing retrieval behavior across these configurations, we can assess 
whether the observed disparities arise from the model, the data, or their interaction.

In addition, we consider an adversarial setting in which an attacker actively manipulates the IRD  by injecting one or more 
poisoned images with the goal of influencing retrieval outcomes. Specifically, the attacker aims to increase the retrieval frequency 
of images belonging to a target group, while ensuring that the retrieved content remains semantically aligned with the search query. 
This allows the attacker to promote biased representations without compromising relevance (see Section 5).

4.2. Accuracy and (Un)fairness metrics

In this section, we introduce a set of accuracy and (un)fairness metrics for VLP-based T2IR systems designed to address the 
key limitations identified in Section 3. To this end, we employ state-of-the-art accuracy metrics and adapt the generalized fairness 
formulation proposed by Franco et al. [62], originally introduced for classification tasks, to the context of VLP-based T2IR systems. 
This formulation is capable of generalizing most fairness definitions in classification, including DP, EO, and Equal Odds.

For binary classification, the generalized fairness 𝐹 (𝑓 ) for a function 𝑓 is defined as:

𝐹 (𝑓 ) = 1
𝑔

∑

̆∈{̆1 ,̆2 ,…,̆𝑔}

|

|

|

E(𝑋,𝑌 )|𝑆(𝑋)=𝑎,𝑌∈̆{𝓁(𝑓 (𝑋), ⋅)}

− E(𝑋,𝑌 )|𝑆(𝑋)=𝑏,𝑌∈̆{𝓁(𝑓 (𝑋), ⋅)}||
|

, (3)

where 𝓁 ∶ R× → R is a prescribed loss function that quantifies the discrepancy between the model score and the true label 𝑌 ; ̆ , 
̆1, ̆2, ⋯, ̆𝑔 ⊆  ; and ⋅ ∈ {𝑦,±1}.

By setting {̆1, ̆2,… , ̆𝑔} = ̆1 =  , ⋅ = 1, and 𝓁(𝑓 (𝑋), 𝑌 ) = [𝑌 ≠ 𝑌 ] in 𝐹 (𝑓 ) we obtain the DP [63]: 

𝐹 (𝑓 ) = |

|

|

P{𝑌 = 1|𝑆(𝑋) = 𝑎} − P{𝑌 = 1|𝑆(𝑋) = 𝑏}||
|

. (4)

By setting {̆1, ̆2,… , ̆𝑔} = ̆1 = {+1}, ⋅ = 1, and 𝓁(𝑓 (𝑋), 𝑌 ) = [𝑌 ≠ 𝑌 ], we obtain the EO [64]: 

𝐹 (𝑓 ) = |

|

|

P{𝑌 = 1|𝑌 = 1, 𝑆(𝑋) = 𝑎} − P{𝑌 = 1|𝑌 = 1, 𝑆(𝑋) = 𝑏}||
|

. (5)

Finally, by setting {̆1, ̆2,… , ̆𝑔} = {{−1}, {+1}}, ⋅ = 𝑌 , and 𝓁(𝑓 (𝑋), 𝑦) = [𝑌 ≠ 𝑌 ], we obtain the Equal Odds [64]:

𝐹 (𝑓 ) = 1
2

∑

𝑌̆∈{±1}

|

|

|

P{𝑌 = 𝑦̆|𝑌 = 𝑌̆ , 𝑆(𝑋) = 𝑎}

− P{𝑌 = 𝑦̆|𝑌 = 𝑌̆ , 𝑆(𝑋) = 𝑏}||
|

. (6)

It is important to note that T2IR is a ranking task rather than a binary classification task. For this reason, classical classification-
based fairness metrics cannot be transferred directly to the T2IR setting. Instead, we adopt the general principle of group disparity 
that underlies these metrics and instantiate it through retrieval-specific quantities computed over the top-𝑘 ranked results. In this 
sense, the proposed metrics quantify disparities across demographic groups in ranking-dependent outcomes, including the occurrence 
of the ground-truth image, the attribute consistency of the retrieved images, and, in adversarial settings, the occurrence of poisoned 
samples among the top-𝑘 results.

We therefore adapt 𝐹 (𝑓 ) to VLP-based T2IR systems. The main difference between classification and VLP-based T2IR systems 
lies in the definition of the loss function. In particular, for T2IR systems, the loss depends on whether specific results are present or 
absent in the retrieval output.

For T2IR, let 𝑞 ∈  be a query from a set of possible queries, and let the IRD be ′ ∶= ∪ , where  is a set of poisoned images 
(empty in the natural setting and non-empty in the adversarial setting). Let 𝑆(𝑞) and 𝑆(𝑣) denote the binary sensitive group, 𝑎 or 𝑏, 
of a query 𝑞 and an image 𝑣 ∈ ′, respectively. The ground-truth image associated with a query 𝑞 is defined as 𝑣⋆(𝑞). Finally, let 
Top𝑘(𝑞;′) = (𝑣1,… , 𝑣𝑘) denote the ordered list of the top-𝑘 images retrieved for 𝑞 from ′.

Based on these definitions, we first introduce accuracy and fairness metrics applicable to both natural and adversarial settings, as 
they do not depend on whether the IRD includes poisoned images. With regard to accuracy, we employ the Top-𝑘 Accuracy (ACC), 
which measures the probability that the ground-truth image is retrieved among the top-𝑘 results: 

ACC@𝑘 = P{𝑣⋆(𝑞) ∈ Top𝑘(𝑞;′)}. (7)

Concerning fairness, and inspired by 𝐹 (𝑓 ), we first define two quantities analogous to the loss terms in 𝐹 (𝑓 ). The first is the 
ACC@𝑘 conditioned on the sensitive group: 

ACC𝑔@𝑘 = P
{

𝑣⋆(𝑞) ∈ Top𝑘(𝑞;′)|𝑆(𝑞) = 𝑔
}

. (8)

The second is the Attribute-Match Rate (AMR), which measures the likelihood that a retrieved image shares the same sensitive 
attribute as the query: 

AMR𝑔@𝑘 = E
⎧

⎪

⎨

⎪

1
𝑘

∑

𝑣∈Top𝑘(𝑞;′)
𝑆(𝑣) = 𝑆(𝑞)||

|

𝑆(𝑞) = 𝑔

⎫

⎪

⎬

⎪

. (9)
⎩ ⎭
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Then, following the idea behind 𝐹 (𝑓 ), we compute the gaps between subgroups, which yield two fairness metrics2:
𝛥ACC@𝑘 = |

|

ACC𝑎@𝑘 − ACC𝑏@𝑘|
|

, (10)

𝛥AMR@𝑘 = |

|

AMR𝑎@𝑘 − AMR𝑏@𝑘|
|

. (11)

In the adversarial setting, we define additional metrics applicable only when the IRD includes poisoned images ( ≠ ∅). As 
concerns accuracy, we use the Attack Success Rate (ASR), which measures the probability that at least one poisoned image appears 
among the top-𝑘 retrieved results: 

ASR@𝑘 = P{Top𝑘(𝑞;′) ∩  ≠ ∅}. (12)

With respect to fairness, analogously to the natural setting, we first define ASR@𝑘 conditioned on the sensitive group: 
ASR𝑔@𝑘 = P{Top𝑘(𝑞;′) ∩  ≠ ∅|𝑆(𝑞) = 𝑔}, (13)

and then, we compute the gaps between subgroups, leading to additional fairness metrics3: 
𝛥ASR@𝑘 = |

|

ASR𝑎@𝑘 − ASR𝑏@𝑘|
|

. (14)

The proposed metrics do not require knowledge of the IRD distribution, since they are computed solely from attribute-labeled 
queries and retrieved results. The controlled IRDs used in our experiments serve only to isolate the effect of demographic imbalance 
under well-defined conditions.

Applying these metrics nevertheless requires demographic annotations with a reasonable degree of reliability for the ground-truth 
images and, when measuring attribute consistency, for the retrieved images. As in standard group-based fairness evaluation [63,64], 
annotation noise may affect the estimated disparities, especially when it is asymmetric or group-dependent. A systematic analysis of 
this effect would require a dedicated study involving explicit noise models or additional verified annotations [66,67]; it is therefore 
beyond the scope of the present work, while remaining an interesting direction for future investigation. 

5. Threat model

In this section, we present the threat model assumed for the adversarial setting, detailing the attacker’s knowledge and capabilities 
(see Section 5.1) and the attacker’s goal (see Section 5.2).

5.1. Attacker’s knowledge and capabilities

We consider a white-box scenario in which the attacker has full knowledge of the retrieval pipeline, including the underlying VLP, 
the image and text encoders, and the similarity function, as described in Section 3.1. This reflects realistic scenarios where retrieval 
systems are built on publicly available models such as CLIP [4], making internal components accessible rather than developed in-
house. Indeed, VLPs are rarely trained from scratch by end users, which explains why a significant body of prior work on adversarial 
attacks adopts the white-box setting [10,11].

In line with classical poisoning assumptions [68], we further assume that the attacker can modify a (small) subset of the IRD. 
This is a plausible condition, as image collections are often sourced from open or semi-trusted repositories [69,70]. In practice, 
this assumption is realistic in scenarios where IRDs are constructed from open or semi-curated sources, such as web-scale image 
collections, user-contributed content platforms, or continuously updated repositories [71]. In such settings, the insertion of a limited 
number of carefully crafted samples represents a plausible attack vector, even in the presence of basic moderation or filtering 
mechanisms.

Additionally, the attacker has access to a small external dataset, denoted as  , which is annotated with the same binary sensitive 
attribute under investigation, such as gender or race. This auxiliary dataset can be independently curated by the attacker using 
publicly available data sources, allowing it to be aligned with the specific semantic concepts that the attacker aims to manipulate. 
As a result, such a dataset can be effective in practice without requiring access to the target system’s private data [71].

To reflect realistic deployment conditions, we do not assume that the attacker has access to the exact user query submitted at 
test time, denoted as 𝑞𝑢. In practice, queries are unpredictable and may vary across semantically equivalent formulations, making 
perfect knowledge of 𝑞𝑢 an overly strong assumption. Instead, we adopt a more realistic setting in which the attacker selects a target 
query 𝑞𝑡 that captures the semantic concept they intend to manipulate. The actual user query 𝑞𝑢 is then unknown but semantically 
equivalent to 𝑞𝑡, reflecting natural linguistic variability [72].

In practical deployments, retrieval systems may include proprietary components, such as task-specific similarity functions or 
additional scoring layers, which can restrict the attacker’s knowledge to a gray-box or even black-box setting. Nevertheless, we 

2 The extension to multivalued sensitive attributes, following [65], considers the case where 𝑆(𝑋) ∈  with || > 2. It can be formalized as follows: 
𝛥ACC@𝑘 = 1

||
∑

𝑠1∈
|

|

|

1
||

∑

𝑠2∈
ACC𝑠2@𝑘 − ACC𝑠1@𝑘||

|

, and 𝛥AMR@𝑘 = 1
||

∑

𝑠1∈
|

|

|

1
||

∑

𝑠2∈
AMR𝑠2@𝑘 − AMR𝑠1@𝑘||

|

. Note that, for || = 2, corresponding to a 
binary sensitive attribute, this definition reduces to the one used in our paper.

3 The extension to multivalued sensitive attributes, following [65], considers the case where 𝑆(𝑋) ∈  with || > 2. It can be formalized as follows: 
𝛥ASR@𝑘 = 1

||
∑

𝑠1∈
|

|

|

1
||

∑

𝑠2∈
ASR𝑠2@𝑘 − ASR𝑠1@𝑘||

|

. Note that, for || = 2, corresponding to a binary sensitive attribute, this definition reduces to the one used 
in our paper.
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Fig. 1. FairLess workflow.

emphasize that the white-box setting remains important for assessing worst-case vulnerabilities and for providing an upper bound 
on the effectiveness of the attack. Reducing the attacker’s knowledge may make attacks more complex, but it may also create a false 
sense of security; security by obscurity should therefore be avoided whenever possible.

Nevertheless, to investigate a scenario that is more realistic than the white-box setting, we consider the case in which the attacker 
has only partial knowledge of the similarity function 𝜙 used in the system. This is particularly realistic, since while the choice of 
the underlying VLP is often fixed to a widely available architecture, the similarity function can be easily tuned or replaced in 
development and deployment. Accordingly, we examine a scenario where the attacker relies on cosine similarity to craft poisoned 
samples, while the actual retrieval system may employ a different measure, such as the ITM score [5], which remains unknown 
to the attacker. This setting can be interpreted as a form of gray-box knowledge, in which the attacker has access to the main 
components of the system but not to all implementation details.

5.2. Attacker’s goal

The attacker aims to inject one or more poisoned images into the IRD  that are semantically aligned with the target query 𝑞𝑡, 
but deliberately associated with a specific sensitive attribute. For example, to bias retrieval results for a query such as ‘‘a female 
soccer player’’, the attacker may insert visually consistent images depicting male individuals. These poisoned samples increase the 
likelihood that misrepresentative content is returned in response to 𝑞𝑢, thereby inducing biased behavior in the system.

Importantly, the attacker’s objective depends on whether a single or multiple poisoned images are injected into the IRD . In 
the restricted case where only a single poisoned item is injected, the goal is not to entirely disrupt retrieval but rather to highlight 
the disproportionate influence of a single injection. Even if the correct result remains within the top-𝑘, the mere presence of an 
adversarial item can undermine system reliability and safety. For instance, in automated pipelines such as Retrieval-Augmented 
Generation [73], the incorporation of a poisoned result into the generation process has been shown to directly alter downstream 
outputs [74]. By contrast, when the attacker can inject multiple poisoned images, the objective shifts to concealing the correct 
outcome from the top-𝑘 results, thereby maximizing the bias induced in the user toward a particular subgroup.

6. FairLess: A fairness attack for T2IR

FairLess is designed to amplify existing biases in VLP-based T2IR systems while maintaining semantically relevant retrieval 
results, i.e., ensuring that the retrieved outputs remain consistent with the user’s intended content. For example, FairLess aims 
to bias the retrieval results for a 𝑞𝑡 such as ‘‘a female soccer player’’, and for any 𝑞𝑢 semantically similar to 𝑞𝑡, such as ‘‘a girl playing 
football’’, by returning one or more poisoned images of male soccer players (see Fig.  1). To achieve this, FairLess operates in 
two main phases.

In Phase 1 (Section 6.1), referred to as Semantic Targeted Search (STS), the adversary selects from  the top-𝑚 images  =
{𝑥 ,… , 𝑥 } related to 𝑞𝑡 using the target T2IR system. These are chosen to match the sensitive attribute that the adversary intends 
1 𝑚
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to bias 𝑔. In the running example, the adversary retrieves the top-𝑚 images labeled as ‘‘male’’. Note that the richer the pool  , the 
more semantically consistent the top-𝑚 images will be with 𝑞𝑡, except for the targeted sensitive attribute.

In Phase 2 (Section 6.2), inspired by the Collisio framework [75], a set of 𝑛 semantically related queries  = {𝑞𝑡1,… , 𝑞𝑡𝑛} is 
generated starting from 𝑞𝑡. Each selected image 𝑥 ∈  is then adversarially perturbed to maximize its similarity with the queries in 
, producing the poisoned set ̃ = {𝑥̃1,… , 𝑥̃𝑚}. This procedure ensures that the poisoned images remain aligned not only with 𝑞𝑡 but 
also with its broader semantic context. Concretely, each query in  is encoded by the text encoder 𝑓𝑇 , and the perturbation for each 
𝑥𝑖 is optimized so that its embedding 𝑓𝐼 (𝑥̃) is closely aligned with all corresponding text embeddings under the similarity function 
𝜙. The perturbation is constrained within an 𝜀-radius under a chosen 𝓁𝑝 norm (e.g., 𝓁∞ or 𝓁2). Finally, the poisoned images ̃ are 
injected into the IRD , with the goal of making them appear among the top retrieval results for any user query 𝑞𝑢 semantically 
related to 𝑞𝑡.

Note that, in Section 6.3, we also discuss the problem of mitigating this kind of attack and propose a mitigation strategy based 
on input preprocessing via JPEG compression [33].

6.1. Phase 1: Semantic Targeted Search (STS)

The STS phase aims to select  from an external dataset  accessible to the attacker, using the targeted T2IR system. The 
selected images are semantically aligned with the intended retrieval concept (i.e., they represent the target query) while deliberately 
belonging to a specific target class 𝑔 of the sensitive attribute chosen by the attacker. Formally: 

 = Top𝑚(𝑞𝑡; {𝑣 ∈  ∣ 𝑆(𝑣) = 𝑔}), (15)

or, in a more explicit iterative form:
0 = ⊘,

𝑖 = 𝑖−1 ∪ argmax
𝑣∈⧵𝑖−1 , 𝑆(𝑣)=𝑔

𝜙
(

𝑓𝑇 (𝑞𝑡), 𝑓𝐼 (𝑣)
)

,

 = 𝑚, (16)

where 𝜙 denotes the similarity function between the text embedding 𝑓𝑇 (𝑞𝑡) and the image embedding 𝑓𝐼 (𝑣). This formulation makes 
explicit the selection mechanism typically employed in T2IR systems.

As also discussed in Section 5.1,  does not need to match the IRD distribution; rather, it only needs to provide sufficient coverage 
of the targeted semantic concepts, which are defined by the attacker and are therefore fully known. Consequently, the effectiveness 
of the attack depends on the availability of semantically aligned samples in  . However, such samples can typically be collected 
from public repositories, since the relevant semantic criteria are specified by the attacker.

6.2. Phase 2: Feature alignment

Having selected  , the aim of Phase 2 of FairLess is to manipulate them in order to craft the poisoned samples 𝑥̃ ∈ ̃ to 
inject into  of the T2IR system.

The first step is to generate . This can be done with different strategies, e.g., using a set of known variations present in a 
publicly available dataset or using an LLM (see Section 7).

Subsequently,  is leveraged to generate each poisoned sample 𝑥̃ ∈ ̃ from the target image 𝑥 ∈  . This is achieved by perturbing 
𝑥𝑖 so that the representation 𝑓𝐼 (𝑥̃) of the poisoned image is maximally aligned with 𝑓𝑇 (𝑞) for all 𝑞 ∈ . Formally, 𝑥̃ is obtained by 
solving the following optimization problem: 

𝑥̃ = argmax
𝑥̂∈𝑝

𝜀(𝑥)

∑

𝑞∈
𝜙
(

𝑓𝑇 (𝑞), 𝑓𝐼 (𝑥̂)
)

, (17)

where 𝑝
𝜀(𝑥) denotes the set of allowable perturbations of 𝑥𝑖 within an 𝜀-bounded 𝓁𝑝 ball, 𝑝

𝜀(𝑥) = {𝑥̂ ∶ ‖𝑥− 𝑥̂‖𝑝 ≤ 𝜀}. In our setting, 
we consider both the 𝓁∞ and 𝓁2 norms, although more sophisticated perturbation sets can also be employed [76]. Once all the 
poisoned images ̃ are crafted, they are injected into the IRD . As a result, when a retrieval is performed with the user query 𝑞𝑢, 
the attack increases the likelihood that the poisoned samples appear among the top-ranked results.

We note that Problem (17) corresponds to a classical adversarial attack formulation on images [77]. Although generally non-
convex, the objective is differentiable and can therefore be effectively addressed using gradient-based optimization methods [11,24]. 
To this end, Algorithm 1 provides the pseudocode for Phase 2 of FairLess, formulated as a projected gradient ascent procedure 
inspired by the classical PGD framework [24], and designed to solve Problem (17). It requires the semantic query set , the encoders 
𝑓𝐼  and 𝑓𝑇 , the similarity function 𝜙, the target images  , the chosen 𝓁𝑝 norm, and the parameters 𝐾 and 𝜀, which are set (see 
Section 7). Specifically, for each image 𝑥, the method performs 𝐾 iterations (Line 5) of gradient ascent with step size 𝜂 = 𝜀∕𝐾 (Line 
4). At each step, the gradient 𝑔 of the alignment objective is computed (Line 6) and used to update 𝑥̃: by the sign of 𝑔 for 𝑝 = ∞ or 
by its normalized direction for 𝑝 = 2, where the small constant 𝑐 prevents division by zero. After each update, 𝑥̃ is projected onto 
the 𝜀-ball around 𝑥 (Line 12) and clipped to the valid pixel range (Line 13). In the end, the crafted poisoned samples ̃ are returned 
for injection into the IRD .

Finally, we briefly discuss the computational complexity of FairLess. The computational cost of FairLess is dominated by 
the iterative optimization procedure used to generate poisoned samples, whereas Phase 1 only requires standard retrieval operations. 
11 
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Algorithm 1: Phase 2 of FairLess: Feature Alignment
Input: , semantic query set; 𝑓𝐼 , image encoder; 𝑓𝑇 , text encoder; 𝜙, similarity function;  , target images; 𝐾, number of 

steps; 𝜀, perturbation bound; and 𝑝 ∈ {2,∞}, norm type.
Output: ̃ , poisoned images.

1 ̃ = ∅
2 for 𝑥 ∈  do
3 𝑥̃ = 𝑥
4 𝜂 = 𝜀

𝐾
5 for 𝑘 ∈ {1,… , 𝐾} do
6 𝑔 = ∇𝑥̃

[

∑

𝑞∈𝑆 𝜙(𝑓𝑇 (𝑞), 𝑓𝐼 (𝑥̃))
]

7 if 𝑝 = ∞ then
8 𝑥̃ = 𝑥̃ + 𝜂 ⋅ sign(𝑔)
9 else if 𝑝 = 2 then
10 𝑥̃ = 𝑥̃ + 𝜂 ⋅

𝑔
‖𝑔‖2 + 𝑐

11 end 
12 𝑥̃ = 𝛱(𝑝)

𝜀 (𝑥)

(

𝑥̃
)

13 𝑥̃ = clip(𝑥̃)
14 end 
15 ̃ = ̃ ∪ {𝑥̃}
16 end 
17 return ̃

In particular, for each selected image, the attack performs a fixed number of gradient-based update steps, each involving standard 
forward and backward passes through the model. The overall complexity therefore scales linearly with the number of optimization 
steps, the number of selected images, and the size of the semantic query set . The contribution of  is limited to a linear factor; in 
practice, || is small and typically fixed to a few values, such as 1, 3, or 10, thus having only a limited impact on the overall cost.

6.3. A possible mitigation

Mitigating poisoning attacks in retrieval systems remains challenging, as existing defenses often require adversarial fine-tuning 
of the underlying model [78,79], modifications to the retrieval pipeline, such as image–text rematching [80], or purification- 
and reconstruction-based preprocessing [81]. While these strategies can be effective in specific settings, they typically introduce 
additional computational or architectural requirements, which limits their suitability as lightweight plug-in defenses.

In this work, we investigate a lightweight input-preprocessing mitigation based on JPEG compression [33]. This choice is 
motivated by the observation that adversarial perturbations often exploit small, high-frequency image variations, which lossy 
compression may partially suppress. Let 𝑗𝑐 (⋅) denote JPEG compression with quality factor 𝑐, where smaller values of 𝑐 correspond 
to stronger compression. Using the T2IR notation introduced in Section 3.1, we replace the standard retrieval score 𝜙(𝑓𝐼 (𝑣), 𝑓𝑇 (𝑞))
with 

𝜙
(

𝑓𝐼 (𝑗𝑐 (𝑣)), 𝑓𝑇 (𝑞)
)

, (18)

for each image 𝑣 ∈  and query 𝑞. Thus, compression is applied to each image before feature extraction, while the image encoder, 
text encoder, and similarity function are left unchanged. Our goal is not to propose JPEG compression as a complete defense, but 
rather to assess whether a simple preprocessing step can reduce the effectiveness of FairLess. We further note that an adaptive 
attacker aware of the compression step could optimize poisoned samples through the same preprocessing pipeline, potentially 
reducing the effectiveness of this mitigation [82]. We leave a systematic analysis of adaptive defenses to future work.

7. Experimental setting

In this section, we present the architectures underlying the VLP-based T2IR systems, describe the datasets employed in our 
study, and detail the experimental setups used to evaluate (un)fairness under the two proposed scenarios: the natural and the
adversarial setting. We design a set of controlled experiments to isolate the contributions of the different components of the proposed 
framework, allowing us to assess their individual and combined effects. We publicly release the source code required to replicate 
the experiments.4 All results reported in this work are obtained by the authors through independent experiments and are not taken 
from previous publications. While we rely on publicly available models and datasets, all evaluations are conducted within our 
experimental framework.

4 https://github.com/lazzd/FairLess.
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7.1. Architectures of the VLP-based T2IR systems

In this work, we consider T2IR systems that employ CLIP- and BLIP-2-based VLPs.
For the CLIP family, we include both standard and debiased variants. Among the standard models, we adopt two versions 

introduced in [4]: one using a Vision Transformer backbone (ViT-B/16), denoted CLIPViT, and another relying on a ResNet-101 
convolutional network, denoted CLIPCNN. For the debiased variants of CLIP, specifically designed to mitigate demographic bias, we 
consider CLIP-DEB [17] and FairCLIP [37]. For CLIP-DEB, we rely on the officially released code,5 which fine-tunes CLIP with a 
ViT-B/16 backbone on the FairFace dataset to produce two specialized models: one mitigating gender bias (CLIP-DEBG) and another 
mitigating racial bias (CLIP-DEBR). For FairCLIP, we use the released ViT-B/16 checkpoints,6 which similarly provide two debiased 
models targeting gender (FairCLIPG) and race (FairCLIPR). All CLIP-based T2IR systems rely on cosine similarity 𝜙.

For the BLIP family, we consider BLIP-2 [5], a state-of-the-art VLP evaluated in its text–image retrieval configuration, as described 
in the original work. The BLIP-based T2IR systems can operate with either cosine similarity (BLIP-2) or the Image–Text Matching 
(ITM) score (BLIP-2ITM). The ability to employ different similarity functions 𝜙 in BLIP-based T2IR is necessary to model a more 
realistic scenario in which we have only partial knowledge of the systems, i.e., we know the T2IR architecture but not the specific 
similarity function. In particular, in the adversarial setting with BLIP-2ITM, FairLess is optimized using cosine similarity, while 
the T2IR system is evaluated with the ITM score.

7.2. Datasets

We conduct our experiments on the MSCOCO [34] dataset, a widely used benchmark for image-caption retrieval comprising 
123,287 images, each paired with up to 6 captions. To enable fairness analysis, we augment MSCOCO with demographic annotations 
for both gender and race, provided by prior work, which we study independently. We refer to these as two annotation settings, and 
all experiments are conducted separately within each setting.

For gender, we adopt the annotations of Zhao et al. [35], labeling MSCOCO images as either ‘‘male’’ or ‘‘female’’. The resulting 
annotated pool comprises 10,923 images, of which 7771 are labeled as male and 3152 as female. We use this set of 10,923 images 
as  in Phase 1 of FairLess. From the 10,923, we sample subsets of 3000 images to construct IRDs with different gender 
polarizations (e.g., 70%, consisting of 70% male and 30% female images). We choose 3000 samples to ensure IRDs are sufficiently 
large (thus making the retrieval task challenging) while still allowing us to create strongly polarized distributions given the available 
annotations. Note that not all 3000 images have captions, since we rely on the Karpathy split [83], which provides captions for only 
1317 images for which we have labels (923 male and 394 female). We use these captioned images to derive the queries employed 
in retrieval.

For race, we focus on images depicting a single prominent individual, following the demographic annotations of Zhao et al. [36]. 
The resulting annotated pool comprises 6577 images, of which 5894 are labeled as ‘‘light-skinned’’ and 683 as ‘‘dark-skinned’’. We 
use this set as  . Because the data are highly imbalanced, the maximum IRD size is 975, which ensures we can construct polarized 
IRDs analogous to the gender case (e.g., 70% dark-skinned and 30% light-skinned). Unlike the gender annotations, all 975 images 
have up to 6 associated captions.

In all experiments, we randomly sample 500 queries (i.e., captions), equally divided between the two demographic groups (250
per group), regardless of IRD polarization. Queries may include captions corresponding to different images or multiple captions 
from the same image. The sampling process is repeated three times with different random seeds to ensure robustness of results, and 
the same sampling procedure is consistently applied across all evaluated methods.

7.3. Natural setting

In this scenario, we evaluate the retrieval performance of T2IR systems on IRDs with varying demographic compositions, using 
the accuracy and fairness metrics defined for the natural setting in Section 4.2. Specifically, we test each system on a balanced IRD, 
50%, where both demographic groups are equally represented, as well as on polarized IRDs, 30% and 70%, which exhibit skewed 
distributions favoring one group. The balanced distribution 50% is used to assess the intrinsic bias of the VLP models.

7.4. Adversarial setting

In this scenario, we evaluate the robustness of T2IR systems against the proposed FairLess (see Section 6). Similarly to the
natural setting, we conduct experiments on balanced IRDs 50% as well as on polarized IRDs 30% and 70%.

As a baseline, we report the results obtained when 𝑞𝑡 = 𝑞𝑢 (denoted as the ‘‘=’’ scenario), in order to show that the case 𝑞𝑡 ≠ 𝑞𝑢
constitutes a much more challenging scenario, which has never been investigated in the literature.

To construct the semantic query set  required by FairLess, we consider two augmentation strategies:
•  is generated directly from MSCOCO. In this case, when randomly selecting a query from the datasets described in Section 7.2 
as 𝑞𝑡, we keep another query of the same image as 𝑞𝑢, while the remaining captions (up to 3) are used as augmentations of 
𝑞𝑡. This procedure is repeated twice, each time holding out a different caption as 𝑞𝑢. We refer to this scenario as ‘‘DT’’;

5 https://github.com/haoyusimon/VL_Debiasing.
6 https://github.com/Harvard-Ophthalmology-AI-Lab/FairCLIP.
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•  is generated using an LLM. In this case, when randomly selecting a query from the datasets described in Section 7.2 as 𝑞𝑡, 
we keep another query of the same image for 𝑞𝑢, and we generate 𝑛𝑞 = 3 additional queries from 𝑞𝑡 using Gemma-3-4b-it [84], 
with the following prompt: 

LLM Instruction Prompt

Given the following caption, generate exactly 𝑛𝑞 variations that preserve the original meaning while rephrasing the wording.
Ensure diversity in structure and style while keeping the core message intact.
Return the output as a Python list format, where each variation is a string inside a list.
Here is the original caption: 𝑞𝑡

We also tested the cases 𝑛𝑞 = 10, instead of 3, to evaluate the sensitivity of the results to 𝑛𝑞 , and the case 𝑛𝑞 = 0 to assess 
whether augmentation is necessary. In the following, we refer to these three configurations as ‘‘LLM3’’, ‘‘LLM10’’ and ‘‘∅’’. 
Together with DT, these form the set of semantic query configurations evaluated across all experiments.

The ‘‘∅’’ configuration and the ‘‘=’’ scenario correspond to simplified variants of the proposed attack, and can thus be seen as 
baseline attacks within our setting, providing a reference for evaluating the proposed attack under simplified settings.

For the FairLess configuration, we specify the optimization parameters used in all experiments. In particular, we set the 
number of optimization steps to 𝐾 = 100 and evaluate perturbations under both 𝓁∞ and 𝓁2 constraints:

• under 𝓁∞, we apply a perturbation budget of 𝜀 = 4∕255 for both CLIP-based models and BLIP-2;
• under 𝓁2, we restrict the evaluation to CLIP-based models and vary 𝜀 from a minimal budget of 0.05 up to 1.0 to study the 
effect of progressively stronger perturbations on attack effectiveness.

Finally, we analyze different scenarios:
• injection of a single poisoned image into the IRD. This is designed to induce bias in a fully autonomous system that uses T2IR 
as a component, where such bias can undermine the overall reliability and safety of the system;

• injection of 5 poisoned images, considered only for CLIP-based models due to computational constraints. This serves to bias 
the entire top-5 retrieval results, thereby inducing stronger bias in the human user.

We also evaluate JPEG compression as an input-preprocessing mitigation applied before retrieval. In this case, we test three 
quality factors, QF ∈ {99, 94, 89}, where lower values correspond to stronger compression, and compare these configurations against 
the original adversarial configuration without compression, denoted as ‘‘Cl.’’.

8. Experimental results

In this section, we report the evaluation of VLPs across both the natural and adversarial settings (see Section 4.1). We begin with 
the natural setting (see Section 8.1), where no poisoned samples are introduced and retrieval performance reflects only intrinsic 
model biases and the composition of the IRD. We then examine the adversarial setting (see Section 8.2), assessing the impact of the
FairLess attack (see Section 6) under multiple configurations, including single and multiple poisoned insertions (see Sections 8.2.1
and 8.2.4), different semantic augmentation strategies (see Section 8.2.2), and varying target-selection positions (see Section 8.2.3). 
Within the adversarial setting, we also evaluate a defensive strategy based on JPEG compression (see Section 8.2.5). Finally, we 
complement the empirical results with a statistical significance assessment of the observed fairness gaps (see Section 8.3). This 
structure allows us to separate intrinsic biases from attack-induced effects and to systematically analyze how VLPs interact with IRD 
polarization under increasingly challenging adversarial scenarios.

8.1. (Un)fairness under the natural setting

Table  1 reports the results in the natural setting (see Section 7.3), evaluated with the defined metrics (see Section 4.2) on the 
gender-annotated MSCOCO dataset, across different IRD polarizations (see Section 7.2) and VLP architectures (see Section 7.1). We 
recall that each image in the gender-annotated subset of MSCOCO has, by construction, at least one caption explicitly mentioning 
the gender of the depicted subject. As a consequence, the queries used in this setting fall into the class of Attribute-labeled queries
introduced in Section 3.3, and the sensitive attribute is often made explicit in the text.

Starting from the balanced configuration 50%, which isolates intrinsic model bias, we observe that CLIP-based models achieve 
modest retrieval performance: ACC@1 is around 30%, and ACC@5 remains below or around 50%. FairCLIPG performs worst, 
indicating that fairness-oriented fine-tuning can reduce accuracy. BLIP-2 models instead attain substantially higher accuracy, with 
ACC@1 above 59% and ACC@5 above 81%, particularly when using the ITM score. In this scenario, CLIP-based models already 
exhibit non-negligible disparities across gender groups, as indicated by non-zero 𝛥ACC and 𝛥AMR values that generally favor female 
queries. CLIP-DEBG shows the largest gaps, with 𝛥AMR@5 exceeding 10 percentage points, suggesting that its debiasing procedure 
unintentionally over-favors the female group. FairCLIPG instead displays the opposite trend: while 𝛥ACC still mildly favors female 
queries, 𝛥AMR instead shifts in favor of male queries, indicating a higher likelihood of retrieving gender-consistent images for this 
group. This suggests that FairCLIPG partially counteracts intrinsic biases in attribute matching. BLIP-2 and BLIP-2ITM show smaller 
and less systematic gaps, indicating a weaker intrinsic bias for this architecture.

Moving to polarized IRDs to study dataset-induced bias, we first analyze 30%, where male images are underrepresented 
(30% male and 70% female). In this setting, the imbalance of the IRD primarily affects attribute matching: all models retrieve 
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Table 1
Results of the natural setting for gender polarization. For each VLP, results are shown at the 
top-1 and 5 ranks. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 
70% (dataset-induced bias), where % refers to male samples. 𝛥s denote absolute gaps between 
groups, with values favoring female and male groups. Best values for ACC are highlighted in 
bold within each polarization setting across VLPs.

PO
L VLP RET@1 RET@5

ACC ↑ 𝛥ACC ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ 𝛥AMR ↓


50
%

CLIPViT [4] 29.2 ± 1.9 1.6 ± 1.4 2.7 ± 2.2 52.9 ± 1.8 3.3 ± 2.1 3.7 ± 0.6
CLIPCNN [4] 27.3 ± 1.2 4.9 ± 1.8 3.9 ± 1.7 49.5 ± 1.6 6.3 ± 2.6 3.5 ± 1.9
FairCLIPG [37] 24.1 ± 0.7 2.3 ± 2.0 2.9 ± 1.6 45.1 ± 0.5 3.5 ± 2.8 0.9 ± 1.5
CLIP-DEBG [17] 28.5 ± 1.4 3.8 ± 0.9 8.8 ± 2.1 51.5 ± 0.9 6.1 ± 1.8 10.6 ± 0.7
BLIP-2 [5] 59.7 ± 2.0 7.0 ± 3.3 0.7 ± 1.3 81.4 ± 0.8 3.7 ± 0.9 2.0 ± 1.7
BLIP-2ITM [5] 𝟔𝟒.𝟕 ± 𝟑.𝟒 5.2 ± 1.4 0.7 ± 1.3 𝟖𝟒.𝟎 ± 𝟏.𝟖 4.1 ± 0.5 1.1 ± 0.5


30

%

CLIPViT [4] 30.2 ± 0.9 4.4 ± 2.6 15.9 ± 1.8 52.8 ± 0.5 3.5 ± 2.3 23.6 ± 0.5
CLIPCNN [4] 28.1 ± 1.5 0.1 ± 0.4 17.1 ± 2.4 50.5 ± 0.2 1.7 ± 1.3 22.9 ± 2.4
FairCLIPG [37] 24.4 ± 0.9 3.9 ± 3.2 8.3 ± 0.8 46.4 ± 0.3 3.5 ± 3.4 17.3 ± 2.1
CLIP-DEBG [17] 29.0 ± 0.5 1.5 ± 1.9 21.5 ± 1.8 50.9 ± 0.6 1.1 ± 2.3 31.6 ± 0.6
BLIP-2 [5] 60.2 ± 1.1 1.0 ± 1.1 3.4 ± 1.4 82.0 ± 0.9 0.7 ± 0.5 17.1 ± 1.0
BLIP-2ITM [5] 𝟔𝟒.𝟔 ± 𝟐.𝟗 1.2 ± 2.6 3.2 ± 1.9 𝟖𝟒.𝟔 ± 𝟏.𝟒 0.1 ± 0.3 18.7 ± 0.3


70

%

CLIPViT [4] 31.5 ± 1.8 6.2 ± 1.6 8.7 ± 3.8 53.4 ± 1.2 11.3 ± 1.1 15.1 ± 1.1
CLIPCNN [4] 27.8 ± 0.6 10.1 ± 2.0 10.3 ± 2.5 50.7 ± 1.0 12.3 ± 3.8 16.8 ± 0.7
FairCLIPG [37] 25.0 ± 0.4 8.5 ± 2.9 14.9 ± 0.5 46.4 ± 0.3 11.3 ± 1.1 17.8 ± 2.2
CLIP-DEBG [17] 30.4 ± 1.7 9.1 ± 1.4 4.4 ± 2.8 53.1 ± 0.9 12.8 ± 1.7 11.6 ± 1.5
BLIP-2 [5] 60.5 ± 1.3 14.5 ± 2.8 4.3 ± 1.1 81.3 ± 1.4 9.9 ± 0.2 11.6 ± 1.5
BLIP-2ITM [5] 𝟔𝟓.𝟏 ± 𝟐.𝟏 12.1 ± 2.6 4.1 ± 1.3 𝟖𝟒.𝟐 ± 𝟏.𝟒 7.7 ± 0.3 15.9 ± 2.1

a disproportionate number of female images, resulting in large 𝛥AMR gaps at both RET@1 and RET@5. This trend is particularly 
pronounced for CLIP-DEBG, which exhibits the highest 𝛥AMR values, suggesting that its debiasing procedure amplifies the reliance 
on majority-group evidence in this configuration. At the same time, the limited retrieval accuracy of CLIP-based models influences 
𝛥ACC differently. Because male images are scarce, once a gender-consistent male candidate is retrieved, it is more likely to be the 
correct one, which reduces 𝛥ACC or even shifts it in favor of male queries.

Finally, we analyze 70%, where male images form the majority. As expected, all models show 𝛥AMR values that favor male 
queries, indicating higher attribute-match rates for this group. However, these gaps are considerably smaller than those observed in 
30%, where female queries benefited much more substantially from over-representation. This asymmetry suggests that the models 
are more sensitive to female than to male prevalence in the IRD. A particularly interesting behavior is observed for CLIP-DEBG: 
whereas it showed the largest 𝛥AMR in favor of female queries under 30%, it now exhibits the smallest 𝛥AMR among the CLIP-
based models. This indicates that the debiasing procedure effectively dampens the influence of IRD imbalance when male images are 
the majority. BLIP-2 and BLIP-2ITM instead display a more moderate and symmetric response, mirroring their behavior in 30%. In 
contrast, 𝛥ACC remains consistently in favor of female queries across all architectures and often increases in magnitude, indicating 
higher retrieval accuracy for female queries despite their numerical minority. This behavior arises from the combination of an 
intrinsic tendency of the models to favor female-explicit content in the query and the reduced number of female images in the IRD, 
which, given the generally low accuracy of the models, limits the number of potential confounders and facilitates correct retrieval 
for female queries.

Table  2, report the analogous results of Table  1, for the MSCOCO race annotated. Unlike the gender annotated one, we recall 
that the race annotations in this dataset are human-provided. As a consequence, the queries used here do not systematically include 
explicit references to the sensitive attribute, and retrieval relies more strongly on the visual content of the image.

Starting from the balanced configuration 50%, we saw that CLIP-based models obtain an higher accuracy than in the gender 
setting, with the exception of FairCLIPR, whose debiasing substantially lowers performance. However, the models also exhibit clear 
disparities across groups: 𝛥ACC consistently favors light-skin queries, confirming trends widely reported in the literature. 𝛥AMR
values, in contrast, remain small or close to zero for most models, indicating that attribute matching is not strongly affected by 
intrinsic bias in this setting. An exception is FairCLIPR, whose race-oriented debiasing not only reduces accuracy, with RET@1 
dropping to 18%, but also produces large 𝛥AMR values in favor of dark-skin queries. This indicates that the mitigation strategy 
over-corrects the original bias, prioritizing dark-skin attribute consistency at the cost of overall performance. On the other hand, 
BLIP-2 and BLIP-2ITM behave overall more reliably than the CLIP-based models, achieving high retrieval accuracy and exhibiting 
comparatively small and stable fairness gaps across both accuracy and attribute matching.

Moving to polarized IRDs, we first consider 30%, where dark-skin images are the minority. In this configuration, all CLIP-based 
models show large 𝛥AMR gaps in favor of light-skin queries, reflecting the larger availability of light-skin images in the IRD. In 
general, retrieval accuracy also continues to favor light-skin queries across all architectures. However, also in this case, FairCLIPR
exhibits a distinct pattern: while its 𝛥AMR still favors light-skin queries, the gap is considerably reduced compared to other models, 
and 𝛥ACC even shifts slightly in favor of dark-skin queries. This behavior indicates that the model’s debiasing continues to push 
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Table 2
Results of the natural setting for race polarization. For each VLP, results are shown at the 
top-1 and 5 ranks. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 
70% (dataset-induced bias), where % refers to dark-skin samples. 𝛥s denote absolute gaps 
between groups, with values favoring light-skin and dark-skin groups. Best values for ACC are 
highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@1 RET@5

ACC ↑ 𝛥ACC ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ 𝛥AMR ↓


50
%

CLIPViT [4] 41.4 ± 1.0 10.1 ± 4.7 0.9 ± 1.4 69.1 ± 1.3 7.2 ± 2.9 2.7 ± 2.8
CLIPCNN [4] 41.0 ± 1.0 5.5 ± 1.7 2.1 ± 2.3 67.1 ± 1.5 5.6 ± 2.6 5.0 ± 1.6
FairCLIPR [37] 18.0 ± 1.8 1.1 ± 1.1 17.8 ± 8.1 41.4 ± 1.4 0.6 ± 1.9 15.6 ± 3.8
CLIP-DEBR [17] 41.0 ± 1.1 8.5 ± 5.0 0.8 ± 2.1 68.4 ± 2.2 7.1 ± 3.0 3.8 ± 3.1
BLIP-2 [5] 72.1 ± 0.8 5.6 ± 3.5 1.0 ± 0.8 90.3 ± 0.5 3.7 ± 0.6 4.0 ± 1.7
BLIP-2ITM [5] 𝟕𝟒.𝟗 ± 𝟎.𝟐 3.0 ± 2.1 0.9 ± 1.6 𝟗𝟏.𝟑 ± 𝟎.𝟏 1.5 ± 0.5 6.2 ± 1.0


30

%

CLIPViT [4] 41.2 ± 1.0 5.8 ± 2.6 19.2 ± 1.8 67.4 ± 1.8 3.9 ± 1.9 27.6 ± 3.1
CLIPCNN [4] 38.7 ± 1.4 5.6 ± 2.6 28.1 ± 1.3 65.9 ± 1.2 6.5 ± 1.4 36.2 ± 2.4
FairCLIPR [37] 18.6 ± 0.5 2.9 ± 2.4 8.3 ± 7.6 41.2 ± 1.7 0.3 ± 3.0 16.3 ± 8.2
CLIP-DEBR [17] 40.2 ± 0.4 5.6 ± 2.1 19.5 ± 2.8 67.0 ± 1.8 5.1 ± 1.9 27.4 ± 3.2
BLIP-2 [5] 72.2 ± 0.8 3.3 ± 5.0 10.5 ± 3.4 90.5 ± 1.3 2.4 ± 3.2 26.0 ± 2.4
BLIP-2ITM [5] 𝟕𝟒.𝟗 ± 𝟏.𝟐 2.0 ± 3.2 9.4 ± 1.9 𝟗𝟏.𝟎 ± 𝟏.𝟑 1.0 ± 2.3 25.0 ± 2.5


70

%

CLIPViT [4] 41.1 ± 0.2 9.6 ± 2.7 20.7 ± 3.3 68.4 ± 1.9 7.6 ± 1.9 33.9 ± 2.8
CLIPCNN [4] 40.9 ± 0.6 8.9 ± 1.9 17.0 ± 1.7 67.0 ± 1.2 11.5 ± 4.7 27.2 ± 0.3
FairCLIPR [37] 17.6 ± 1.3 0.7 ± 1.5 36.3 ± 14.4 40.8 ± 1.5 0.6 ± 1.9 42.2 ± 7.3
CLIP-DEBR [17] 39.6 ± 0.6 8.7 ± 3.1 22.5 ± 3.7 67.0 ± 2.0 7.0 ± 3.2 34.8 ± 3.1
BLIP-2 [5] 71.0 ± 0.5 4.9 ± 2.2 13.3 ± 1.5 90.7 ± 0.9 4.1 ± 2.2 32.8 ± 2.0
BLIP-2ITM [5] 𝟕𝟒.𝟖 ± 𝟐.𝟑 3.7 ± 0.8 11.3 ± 3.4 𝟗𝟏.𝟓 ± 𝟎.𝟗 2.9 ± 1.9 35.1 ± 1.8

results toward the dark-skin group, diminishing the impact of IRD imbalance and partially reversing the accuracy trend observed 
in other models. BLIP-2 and BLIP-2ITM again show more moderate and stable fairness gaps.

Finally, we analyze 70%, where dark-skin images form the majority. As expected, 𝛥AMR values now favor dark-skin queries for 
all models, with gaps that increase with the degree of IRD imbalance. Retrieval accuracy, however, continues to favor light-skin 
queries for all models except FairCLIPR, and in many cases the light-skin advantage becomes even larger than in 30%. This is 
explained by the combination of: (i) higher intrinsic accuracy for light-skin samples and (ii) the fact that light-skin images are now 
the minority, which reduces the number of confounders and makes correct retrieval more likely for light-skin queries. FairCLIPR
again exhibits a markedly different behavior: its 𝛥AMR shows the strongest preference for dark-skin queries among all models (with 
large variability across runs), indicating that the debiasing procedure strongly amplifies attribute matching for the minority group 
in 30% and the majority group in 70%. BLIP-2 and BLIP-2ITM maintain the same moderate and symmetric response observed under 
30%.

8.2. (Un)fairness under the adversarial setting

In this section, we consider the adversarial setting (see Section 7.4) to assess the impact of the FairLess attack (see Section 6) 
using the defined metrics (see Section 4.2). Our systematic evaluation is designed to analyze how FairLess is influenced by the 
intrinsic behavior of VLPs and by the IRD polarization under different retrieval conditions (see Section 7.2). In this setting, Phase 1 
(STS) is performed by setting  = , meaning that target images are selected from the IRD (see Section 6.1). However, we recall 
that  may be set to any external database, and the attack formulation remains valid for arbitrary choices of the target pool.

8.2.1. Impact of a single poisoned insertion
As a first analysis, we study the effect of FairLess when a single poisoned image is inserted into the IRD for each concept 

expressed by a query. To do so, the target is selected following the procedure described in Section 6.1, specifically Eq. (15), by 
taking the top-ranked image that is most similar to the query concept while belonging to the opposite sensitive-attribute group. In 
this scenario, we also adopt DT as the semantic augmentation strategy to construct  in Phase 2 of the attack (see Section 6.2).

Tables  3 and 4 report the results of the single–poisoned insertion scenario for the gender annotated MSCOCO.
Table  3 shows the case considering the 𝓁∞ attack with 𝜀 = 4

255 . For RET@1, CLIP-based models exhibit an ASR close to 100% 
across all IRD polarizations, effectively driving the accuracy of the systems to zero. This shows that the attack is equally effective for 
both sensitive-attribute groups, as also reflected by the near-zero values of 𝛥ACC and 𝛥AMR. The attack is less effective on BLIP-2, 
although ASR remains relatively high when cosine similarity is used as the function 𝜙. In contrast, BLIP-2ITM is substantially more 
robust in this setting, with ASR values around 15%, indicating that, in this more challenging scenario where the attacker does not 
know the similarity function, a larger perturbation budget would be required to achieve high attack success. For RET@5, all models 
achieve high ASR regardless of IRD polarization. In this case, the attack succeeds whenever the poisoned image appears within 
the top five retrieved results, making the task easier. It is also noteworthy that the patterns observed in the natural setting (Table 
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Table 3
Results of the adversarial setting for gender polarization under 𝓁∞ (𝜀 = 4

255
), with the DT augmentation strategy. For each VLP, results are 

shown at the top-1 and 5 ranks. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where 
% refers to male samples. 𝛥s denote absolute gaps between groups, with values favoring female and male groups. Best values for ACC and 
ASR are highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@1 RET@5

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓


50

%

CLIPViT [4] 0.0 ± 0.1 0.1 ± 0.1 99.2 ± 0.1 0.1 ± 0.2 0.0 ± 0.1 49.2 ± 2.1 3.6 ± 1.9 99.7 ± 0.1 0.0 ± 0.2 2.7 ± 0.3
CLIPCNN [4] 0.1 ± 0.2 0.1 ± 0.1 99.4 ± 0.2 0.3 ± 0.3 0.3 ± 0.3 45.8 ± 1.5 5.7 ± 3.1 99.8 ± 0.1 0.2 ± 0.0 3.1 ± 1.0
FairCLIPG [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 42.1 ± 0.7 3.7 ± 3.2 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 1.2 ± 1.3
CLIP-DEBG [17] 0.0 ± 0.0 0.0 ± 0.0 99.7 ± 0.1 0.3 ± 0.5 0.3 ± 0.3 47.8 ± 1.6 5.5 ± 1.5 99.8 ± 0.1 0.1 ± 0.1 8.2 ± 0.4
BLIP-2 [5] 10.6 ± 0.5 1.0 ± 1.3 77.1 ± 1.1 3.2 ± 2.7 3.5 ± 2.6 79.2 ± 1.1 5.2 ± 1.2 92.9 ± 0.7 0.8 ± 0.6 1.1 ± 0.9
BLIP-2ITM [5] 𝟓𝟑.𝟕 ± 𝟐.𝟐 3.2 ± 2.8 14.7 ± 0.8 1.7 ± 1.4 2.5 ± 2.3 𝟖𝟑.𝟑 ± 𝟏.𝟕 4.0 ± 0.8 73.0 ± 0.2 3.7 ± 1.3 0.2 ± 0.4


30

%

CLIPViT [4] 0.0 ± 0.1 0.1 ± 0.1 99.3 ± 0.1 0.3 ± 0.3 0.3 ± 0.3 49.8 ± 0.8 3.5 ± 1.8 99.5 ± 0.1 0.1 ± 0.2 18.8 ± 0.6
CLIPCNN [4] 0.1 ± 0.2 0.2 ± 0.3 99.4 ± 0.2 0.7 ± 0.4 0.7 ± 0.5 47.1 ± 0.8 2.2 ± 0.9 99.8 ± 0.2 0.3 ± 0.1 17.6 ± 1.4
FairCLIPG [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 43.6 ± 0.9 3.3 ± 3.2 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 12.4 ± 2.0
CLIP-DEBG [17] 0.0 ± 0.0 0.0 ± 0.0 99.6 ± 0.1 0.1 ± 0.3 0.1 ± 0.0 47.9 ± 1.0 0.6 ± 1.7 99.8 ± 0.1 0.2 ± 0.0 24.9 ± 0.4
BLIP-2 [5] 10.8 ± 0.8 2.2 ± 1.4 77.4 ± 0.4 1.7 ± 1.4 1.5 ± 0.8 80.3 ± 1.0 0.8 ± 0.8 92.9 ± 0.3 0.7 ± 1.0 12.6 ± 0.7
BLIP-2ITM [5] 𝟓𝟑.𝟗 ± 𝟐.𝟐 2.4 ± 2.9 14.7 ± 1.2 0.9 ± 0.6 1.7 ± 1.1 𝟖𝟑.𝟖 ± 𝟏.𝟒 0.1 ± 0.1 73.8 ± 0.8 2.1 ± 1.2 14.9 ± 0.5


70

%

CLIPViT [4] 0.0 ± 0.1 0.1 ± 0.1 99.2 ± 0.1 0.1 ± 0.3 0.3 ± 0.3 50.6 ± 1.1 11.0 ± 2.1 99.8 ± 0.1 0.1 ± 0.2 11.3 ± 1.4
CLIPCNN [4] 0.1 ± 0.2 0.1 ± 0.1 99.4 ± 0.2 0.3 ± 0.3 0.0 ± 0.1 47.5 ± 1.6 11.5 ± 4.6 99.7 ± 0.2 0.1 ± 0.1 13.1 ± 0.6
FairCLIPG [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 43.1 ± 0.5 10.3 ± 2.4 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 14.0 ± 1.7
CLIP-DEBG [17] 0.0 ± 0.0 0.0 ± 0.0 99.7 ± 0.1 0.3 ± 0.5 0.4 ± 0.3 49.8 ± 0.7 13.5 ± 1.9 99.8 ± 0.1 0.1 ± 0.1 8.1 ± 1.5
BLIP-2 [5] 10.7 ± 0.4 0.1 ± 1.1 77.0 ± 0.9 4.6 ± 3.9 6.3 ± 4.8 79.3 ± 1.7 11.1 ± 1.1 92.8 ± 0.6 3.0 ± 0.2 9.3 ± 1.4
BLIP-2ITM [5] 𝟓𝟒.𝟎 ± 𝟏.𝟓 8.1 ± 4.0 14.8 ± 0.9 3.0 ± 1.9 6.6 ± 2.4 𝟖𝟑.𝟕 ± 𝟏.𝟓 7.9 ± 0.1 73.0 ± 0.9 10.5 ± 0.4 14.3 ± 1.9

Table 4
Results of the adversarial setting for gender polarization under 𝓁2 (𝜀 = 0.05), with the DT augmentation strategy. For each VLP, results are 
shown at the top-1 and 5 ranks. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where 
% refers to male samples. 𝛥s denote absolute gaps between groups, with values favoring female and male groups. Best values for ACC and 
ASR are highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@1 RET@5

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓


50

%

CLIPViT [4] 20.1 ± 2.1 0.2 ± 0.9 43.1 ± 0.5 0.7 ± 0.5 0.7 ± 0.7 𝟓𝟎.𝟏 ± 𝟏.𝟗 3.5 ± 2.1 74.6 ± 0.8 0.2 ± 0.8 2.7 ± 0.4
CLIPCNN [4] 18.2 ± 1.3 3.8 ± 1.1 43.0 ± 1.2 1.5 ± 1.1 3.0 ± 1.8 46.8 ± 1.4 6.1 ± 2.8 73.0 ± 0.7 1.3 ± 0.7 3.2 ± 1.4
FairCLIPG [37] 𝟐𝟎.𝟑 ± 𝟏.𝟓 1.1 ± 0.8 28.2 ± 1.7 2.4 ± 1.4 3.5 ± 1.7 43.5 ± 0.9 3.8 ± 3.0 58.1 ± 1.3 2.5 ± 1.8 0.6 ± 1.3
CLIP-DEBG [17] 19.3 ± 1.6 2.7 ± 2.5 𝟒𝟑.𝟔 ± 𝟏.𝟐 5.2 ± 0.5 8.1 ± 0.6 48.7 ± 1.3 5.7 ± 1.1 𝟕𝟓.𝟏 ± 𝟎.𝟕 3.9 ± 0.3 9.3 ± 0.6


30

%

CLIPViT [4] 20.2 ± 2.0 3.0 ± 2.0 𝟒𝟑.𝟖 ± 𝟎.𝟔 7.5 ± 1.3 12.0 ± 1.9 𝟓𝟎.𝟓 ± 𝟎.𝟖 3.7 ± 2.0 𝟕𝟓.𝟑 ± 𝟎.𝟕 7.5 ± 0.4 20.6 ± 0.4
CLIPCNN [4] 19.0 ± 1.3 0.1 ± 0.4 43.0 ± 1.5 4.7 ± 0.3 10.4 ± 1.8 48.0 ± 0.4 1.7 ± 0.6 73.3 ± 0.6 7.9 ± 2.3 19.7 ± 1.2
FairCLIPG [37] 𝟐𝟎.𝟒 ± 𝟏.𝟔 3.8 ± 1.8 28.5 ± 1.7 1.1 ± 2.0 5.2 ± 2.5 44.9 ± 0.4 3.1 ± 3.5 58.9 ± 0.6 12.6 ± 1.2 16.1 ± 2.3
CLIP-DEBG [17] 19.0 ± 1.2 0.2 ± 1.1 43.7 ± 0.9 10.3 ± 1.5 17.9 ± 1.5 48.7 ± 1.0 0.5 ± 1.6 75.2 ± 1.3 10.1 ± 1.6 28.0 ± 0.5


70

%

CLIPViT [4] 𝟐𝟏.𝟏 ± 𝟐.𝟎 2.9 ± 2.0 44.1 ± 0.8 4.8 ± 1.4 8.6 ± 3.0 𝟓𝟏.𝟐 ± 𝟎.𝟗 10.3 ± 1.8 75.3 ± 1.0 6.8 ± 0.4 13.5 ± 1.2
CLIPCNN [4] 18.5 ± 1.1 6.0 ± 1.5 43.3 ± 1.3 3.5 ± 1.2 7.4 ± 1.6 48.4 ± 1.7 11.5 ± 3.9 73.5 ± 0.3 4.6 ± 0.2 14.8 ± 0.5
FairCLIPG [37] 20.7 ± 1.4 5.7 ± 2.2 28.2 ± 1.9 7.5 ± 1.6 14.3 ± 1.3 44.8 ± 0.5 11.5 ± 1.9 59.0 ± 1.2 7.6 ± 3.0 16.4 ± 2.3
CLIP-DEBG [17] 20.0 ± 1.7 5.4 ± 2.0 𝟒𝟒.𝟕 ± 𝟎.𝟔 0.4 ± 0.6 2.0 ± 0.9 50.7 ± 0.0 13.3 ± 1.8 𝟕𝟔.𝟔 ± 𝟎.𝟔 3.3 ± 0.4 9.3 ± 1.3

1) re-emerge here: since only a single poisoned image shifts into the top positions, the remaining four retrieved items tend to be 
legitimate images whose distribution reflects the same biases seen under the natural configuration.

Table  4 reports the results obtained under the 𝓁2 attack with a minimal perturbation budget of 𝜀 = 0.05 for the CLIP-based 
models. This small perturbation is intentionally chosen to highlight how group disparities behave when the attack does not fully 
disrupt the retrieval ranking. Moreover, such a small budget is sufficient in this scenario because the selected targets already exhibit 
high similarity with the query (they are still the top opposite-attribute matches), meaning that only a limited perturbation is required 
to push them into the top retrieved positions. In this setting, FairCLIPG emerges as the most robust CLIP-based model, although it 
already exhibited lower accuracy than the other architectures in the natural setting. Under 50%, the attack behaves similarly across 
gender groups for most models, with small differences in ASR. A notable exception is CLIP-DEBG, which exhibits a substantially 
larger 𝛥ASR in favor of attacking male-related concepts, reflecting a stronger consistency of female matches in the retrieved results 
at RET@1. This pattern may be explained by the debiasing procedure, whose influence on female attribute matching was already 
visible in the natural setting (Table  1), where CLIP-DEBG presented slightly higher attribute-match rates for the female group even 
under balanced conditions. When moving to polarized IRDs (30% and 70%), the attack generally reduces the disparities in 𝛥AMR
observed in the natural setting. As a consequence, the resulting 𝛥ASR values tend to shift toward the minority group in the IRD. 
This behavior reflects the fact that a single poisoned insertion has a stronger effect when targeting the less represented attribute 
group, since the IRD contains a larger number of opposite-attribute images, making it more likely to retrieve items that align with 
the attacked concept.
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Table 5
Results of the adversarial setting for race polarization under 𝓁∞ (𝜀 = 4

255
), with the DT augmentation strategy. For each VLP, results are 

shown at the top-1 and 5 ranks. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where 
% refers to dark-skin samples. 𝛥s denote absolute gaps between groups, with values favoring light-skin and dark-skin groups. Best values 
for ACC and ASR are highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@1 RET@5

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓


50

%

CLIPViT [4] 0.2 ± 0.2 0.2 ± 0.3 99.4 ± 0.1 0.1 ± 0.4 0.1 ± 0.5 65.6 ± 1.7 7.3 ± 2.5 99.7 ± 0.1 0.1 ± 0.1 1.7 ± 1.8
CLIPCNN [4] 0.1 ± 0.1 0.1 ± 0.1 99.5 ± 0.3 0.3 ± 0.2 0.1 ± 0.3 63.9 ± 1.5 5.3 ± 2.5 99.8 ± 0.2 0.2 ± 0.2 4.2 ± 0.5
FairCLIPR [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 37.5 ± 1.2 0.4 ± 2.2 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 12.9 ± 4.2
CLIP-DEBR [17] 0.1 ± 0.1 0.0 ± 0.2 99.6 ± 0.1 0.1 ± 0.2 0.0 ± 0.2 63.9 ± 1.8 7.1 ± 1.4 99.8 ± 0.1 0.0 ± 0.1 2.6 ± 2.5
BLIP-2 [5] 11.4 ± 1.1 2.3 ± 0.6 81.6 ± 2.3 1.7 ± 0.2 1.6 ± 0.9 89.1 ± 0.5 3.6 ± 0.9 96.0 ± 0.3 0.9 ± 0.8 3.4 ± 1.8
BLIP-2ITM [5] 𝟔𝟏.𝟑 ± 𝟏.𝟔 7.4 ± 2.1 17.8 ± 1.9 5.6 ± 2.1 4.5 ± 3.2 𝟗𝟎.𝟑 ± 𝟎.𝟓 1.7 ± 0.6 85.8 ± 0.8 2.6 ± 1.2 5.0 ± 1.7


30

%

CLIPViT [4] 0.1 ± 0.2 0.0 ± 0.1 99.4 ± 0.7 0.1 ± 0.1 0.1 ± 0.2 64.2 ± 1.7 4.7 ± 2.0 99.8 ± 0.3 0.1 ± 0.1 21.5 ± 3.2
CLIPCNN [4] 0.1 ± 0.0 0.1 ± 0.0 99.4 ± 0.4 0.0 ± 0.0 0.1 ± 0.2 62.8 ± 1.4 5.4 ± 0.7 99.8 ± 0.3 0.1 ± 0.1 28.6 ± 1.6
FairCLIPR [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 37.6 ± 2.1 1.0 ± 3.1 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 12.1 ± 6.5
CLIP-DEBR [17] 0.1 ± 0.0 0.0 ± 0.0 99.6 ± 0.4 0.1 ± 0.1 0.0 ± 0.0 62.7 ± 2.1 4.8 ± 2.3 99.8 ± 0.3 0.0 ± 0.0 20.4 ± 3.9
BLIP-2 [5] 11.5 ± 1.3 1.7 ± 1.6 81.3 ± 1.5 0.4 ± 0.9 3.1 ± 1.2 89.2 ± 1.4 2.9 ± 3.8 96.5 ± 1.2 0.3 ± 0.6 20.2 ± 1.7
BLIP-2ITM [5] 𝟔𝟏.𝟎 ± 𝟏.𝟑 4.1 ± 3.0 17.7 ± 0.5 2.5 ± 1.9 10.5 ± 5.2 𝟗𝟎.𝟎 ± 𝟏.𝟐 1.1 ± 2.5 85.2 ± 2.6 2.1 ± 1.9 19.9 ± 1.6


70

%

CLIPViT [4] 0.1 ± 0.2 0.0 ± 0.0 99.4 ± 0.3 0.1 ± 0.1 0.2 ± 0.3 64.7 ± 1.9 7.9 ± 2.8 99.7 ± 0.1 0.1 ± 0.1 25.8 ± 2.3
CLIPCNN [4] 0.0 ± 0.1 0.1 ± 0.1 99.7 ± 0.1 0.1 ± 0.1 0.2 ± 0.2 64.0 ± 1.7 10.7 ± 4.2 99.8 ± 0.1 0.1 ± 0.1 20.5 ± 0.6
FairCLIPR [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 37.8 ± 1.1 0.5 ± 3.1 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 33.2 ± 6.8
CLIP-DEBR [17] 0.1 ± 0.2 0.1 ± 0.2 99.7 ± 0.2 0.5 ± 0.3 0.2 ± 0.2 63.2 ± 1.2 7.7 ± 2.5 99.9 ± 0.0 0.2 ± 0.0 26.8 ± 2.7
BLIP-2 [5] 11.0 ± 1.0 4.5 ± 1.0 82.0 ± 1.3 1.9 ± 1.4 0.0 ± 0.4 89.1 ± 0.8 3.1 ± 1.8 96.8 ± 0.4 1.4 ± 0.9 25.0 ± 1.6
BLIP-2ITM [5] 𝟔𝟏.𝟔 ± 𝟏.𝟒 6.5 ± 0.5 17.6 ± 0.6 2.9 ± 1.0 6.0 ± 2.4 𝟗𝟎.𝟓 ± 𝟏.𝟎 3.3 ± 2.2 85.9 ± 1.9 3.2 ± 2.3 28.1 ± 1.6

Table 6
Results of the adversarial setting for race polarization under 𝓁2 (𝜀 = 0.05), with the DT augmentation strategy. For each VLP, results are 
shown at the top-1 and 5 ranks. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where 
% refers to dark-skin samples. 𝛥s denote absolute gaps between groups, with blue indicating light-skin–favored and green dark-skin–favored 
values. Best values for ACC and ASR are highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@1 RET@5

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓


50

%

CLIPViT [4] 𝟐𝟓.𝟖 ± 𝟎.𝟕 16.5 ± 3.7 54.4 ± 0.2 16.7 ± 3.4 16.9 ± 3.4 𝟔𝟔.𝟎 ± 𝟏.𝟕 7.1 ± 2.6 89.4 ± 0.6 5.1 ± 0.3 1.3 ± 1.7
CLIPCNN [4] 24.6 ± 1.6 13.3 ± 1.9 53.8 ± 2.5 18.3 ± 1.8 19.1 ± 2.2 64.6 ± 1.4 5.4 ± 2.1 87.3 ± 0.9 4.8 ± 1.0 4.9 ± 0.5
FairCLIPR [37] 9.7 ± 0.3 2.9 ± 2.8 𝟔𝟔.𝟎 ± 𝟏.𝟖 12.4 ± 3.6 5.7 ± 5.0 37.8 ± 1.3 0.3 ± 2.4 𝟗𝟏.𝟗 ± 𝟎.𝟖 2.5 ± 1.7 13.0 ± 4.3
CLIP-DEBR [17] 24.4 ± 1.5 14.9 ± 2.9 55.5 ± 1.1 16.3 ± 2.6 16.7 ± 3.0 64.5 ± 1.8 6.9 ± 1.3 89.9 ± 0.7 4.9 ± 1.3 2.0 ± 2.7


30

%

CLIPViT [4] 𝟐𝟒.𝟏 ± 𝟏.𝟐 13.6 ± 2.8 56.3 ± 2.6 15.1 ± 4.8 22.3 ± 4.1 𝟔𝟒.𝟓 ± 𝟏.𝟕 4.6 ± 1.4 88.3 ± 1.0 6.1 ± 1.7 23.0 ± 3.5
CLIPCNN [4] 21.6 ± 1.5 11.2 ± 2.0 55.3 ± 1.6 20.9 ± 5.4 28.0 ± 3.0 63.3 ± 1.4 6.2 ± 0.7 87.3 ± 1.0 6.5 ± 0.6 30.6 ± 1.9
FairCLIPR [37] 9.1 ± 0.9 1.5 ± 1.2 𝟔𝟖.𝟏 ± 𝟏.𝟓 15.2 ± 4.5 14.1 ± 4.4 37.8 ± 2.2 1.0 ± 3.2 𝟗𝟐.𝟕 ± 𝟎.𝟕 3.9 ± 1.7 12.8 ± 6.7
CLIP-DEBR [17] 22.7 ± 3.3 11.9 ± 1.8 58.7 ± 3.3 14.0 ± 3.4 20.5 ± 3.5 63.1 ± 2.1 4.9 ± 2.4 89.6 ± 0.6 4.8 ± 0.6 21.9 ± 3.9


70

%

CLIPViT [4] 𝟐𝟓.𝟓 ± 𝟎.𝟐 16.5 ± 1.5 56.2 ± 0.8 18.3 ± 4.9 11.9 ± 3.1 𝟔𝟓.𝟎 ± 𝟏.𝟖 8.3 ± 2.8 89.7 ± 0.3 4.6 ± 1.4 26.0 ± 2.3
CLIPCNN [4] 24.9 ± 0.5 18.5 ± 1.4 55.5 ± 1.7 23.1 ± 4.8 16.3 ± 4.0 64.5 ± 1.4 11.0 ± 4.5 88.2 ± 1.3 5.3 ± 1.9 20.5 ± 0.9
FairCLIPR [37] 9.5 ± 1.0 5.8 ± 1.7 𝟔𝟔.𝟐 ± 𝟐.𝟖 11.5 ± 6.8 0.0 ± 5.0 38.0 ± 1.3 0.3 ± 3.0 𝟗𝟏.𝟖 ± 0.8 2.0 ± 1.4 33.9 ± 6.9
CLIP-DEBR [17] 24.8 ± 0.9 15.4 ± 2.4 56.6 ± 1.0 17.3 ± 3.4 11.1 ± 3.9 63.8 ± 1.4 7.8 ± 3.1 89.7 ± 0.9 5.1 ± 1.0 27.1 ± 2.5

Tables  5 and 6 report the analogous results of Tables  3 and 4 for the race annotated MSCOCO under the 𝓁∞ (𝜀 = 4
255 ) and 𝓁2

(𝜀 = 0.05) attack respectively.
Table  5 shows a trend that closely related the gender case. For CLIP-based models, the 𝓁∞ attack is strong enough to disrupt 

retrieval almost entirely, reaching ASR values close to 100% across all IRD polarizations and driving the accuracy to zero. As a 
result, the group gaps are essentially eliminated, and the values of 𝛥ACC, 𝛥ASR, and 𝛥AMR remain extremely small, indicating 
that the attack affects both sensitive-attribute groups to the same extent. A similar outcome appears for BLIP-2, which also shows 
high vulnerability in this configuration when cosine similarity is used as the 𝜙 function. In contrast, BLIP-2ITM remains substantially 
more robust, with significantly lower ASR values. This confirms the behavior already observed in the gender case and indicates that 
a larger perturbation budget would be required to achieve high attack success under ITM-based retrieval. For RET@5, all models 
achieve very high ASR across polarizations. Since the attack succeeds whenever the poisoned image enters the top five positions, 
the task is less demanding, and the poisoned item easily displaces at least one clean candidate regardless of the underlying IRD 
distribution. As in the gender case, the remaining retrieved items tend to be legitimate images, and their distribution reproduces 
the same group patterns observed in the natural setting (Table  2).

Table  6 reports the results for the CLIP-based models under the 𝓁2 attack with a minimal perturbation budget (𝜀 = 0.05). The 
small perturbation makes it possible to observe an important effect: the adversarial manipulation tends to be substantially more 
effective on dark-skin concepts, which appear easier to perturb in this setting. In particular, for dark-skin queries the attack more 
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Fig. 2. Poisoned samples for gender polarization under the 𝓁∞ attack (𝜀 = 4
255
) with the DT augmentation strategy. The top row corresponds to 

CLIPViT [4] (attacking female concepts), and the bottom row to FairCLIPG [37] (attacking male concepts). Each row includes the user query 𝑞𝑢, 
the ground-truth image, the clean and poisoned targets, and the pixel-wise difference (amplified by a factor of 10).

frequently promotes light-skin poisoned images over the corresponding legitimate dark-skin matches, leading in many cases to 𝛥AMR
gaps that favor light-skin samples and thus exacerbating the pre-existing racial bias. Consistently, 𝛥ASR values are large and strongly 
favor the dark-skin group, which in turn leads to corresponding increases in 𝛥ACC, amplifying the light-skin advantage already seen 
in the natural setting (Table  2). Among the CLIP-based models, FairCLIPR exhibits the smallest ASR disparities, but this comes at 
the cost of the lowest overall accuracy, since its debiasing mechanism systematically favors dark-skin samples, even under attack. 
Regarding 𝛥AMR, under 70% the bias in favor of light-skin samples decreases, as dark-skin images form the majority of the IRD. In 
contrast, the 𝛥ACC gap in favor of light-skin queries tends to increase: with fewer light-skin images available in the IRD, light-skin 
queries compete with a smaller pool of same-attribute candidates and are less affected by the attack, unlike the dark-skin group. 
For RET@5, ASR values increase substantially for all models and polarizations, as the attack succeeds whenever the poisoned image 
appears anywhere within the top five retrieved results. Again in this case, the influence of legitimate retrieved samples re-emerges: 
the remaining four items follow the same distribution and bias patterns observed in the natural setting.

Finally, Figs.  2 and 3 present qualitative examples of attacked images using FairLess on the CLIPViT and its mitigated variant 
FairCLIP under the 𝓁∞ attack with 𝜀 = 4

255 , corresponding to the highest perturbation budget considered for gender and race, 
respectively.

From Figs.  2 and 3, it is possible to observe that the poisoned samples remain semantically aligned with the concept expressed 
in the user query 𝑞𝑢 and therefore with the corresponding ground-truth image, while depicting the opposite sensitive attribute as 
required by the attack objective. The adversarial perturbation is imperceptible to the human eye, as illustrated by the pixel-wise 
difference map, which is amplified by a factor of 10.

8.2.2. Effect of semantic augmentation
In this section, we study the influence of the semantic augmentation strategy used to construct  in Phase 2 of FairLess (see 

Section 6.2). Table  7 summarizes the results for CLIPViT across both gender and race.
We first consider the baseline scenario 𝑞𝑡 = 𝑞𝑢 (denoted as ‘‘=’’), where the attacker has full knowledge of the user query. 

As expected, this configuration yields the highest ASR across all polarizations and perturbation norms, since the optimization 
directly targets the exact query used at test time. When moving to the more realistic scenario where 𝑞𝑡 ≠ 𝑞𝑢, the attack becomes 
substantially more challenging. In this setting, the adversary has only partial knowledge of the concepts that will be queried at 
test time, because the target query 𝑞𝑡 used during optimization does not coincide with the actual user query 𝑞𝑢. In this setting, DT 
emerges as the most effective augmentation strategy, consistently yielding the highest ASR across both gender and race and for all 
IRD polarizations. This result is expected: although the captions used in  are not identical to the user query, they originate from 
MSCOCO and therefore supply high-quality, diverse, and naturally aligned semantic variations of the target concept. Regarding the 
most challenging configuration for the attacker, namely ∅, where  contains only the target query 𝑞𝑡, ASR values drop substantially, 
particularly under the small-budget 𝓁2 attack. This reflects the inherent difficulty of capturing the semantic variability of unseen 
user queries when no augmentation is provided. LLM-based augmentation improves over the ∅ configuration by enriching  with 
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Fig. 3. Poisoned samples for race polarization under the 𝓁∞ attack (𝜀 = 4
255
) with the DT augmentation strategy. The top row corresponds to 

CLIPViT [4] (attacking dark-skin concepts), and the bottom row to FairCLIPR [37] (attacking light-skin concepts). Each row includes the user 
query 𝑞𝑢, the ground-truth image, the clean and poisoned targets, and the pixel-wise difference (amplified by a factor of 10).

Table 7
Results of the adversarial setting for both gender and race polarization using CLIPViT [4], with different augmentation 
strategies indicated by AUG. ASR at 1 and 5 are reported under 𝓁∞ (𝜀 = 4

255
) and 𝓁2 (𝜀 = 0.05). POL denotes the 

IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where % refers to male (gender) 
and dark-skin (race) samples. Best values for ASR are highlighted in bold within each polarization setting.
 POL AUG GENDER RACE

 𝓁∞ 𝓁2 𝓁∞ 𝓁2

 ASR@1 ↑ ASR@5 ↑ ASR@1 ↑ ASR@5 ↑ ASR@1 ↑ ASR@5 ↑ ASR@1 ↑ ASR@5 ↑  
 

50%

= 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟕𝟔.𝟖 ± 𝟐.𝟓 𝟗𝟖.𝟓 ± 𝟎.𝟑 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 81.4 ± 0.6 99.6 ± 0.3  
 DT 99.2 ± 0.1 99.7 ± 0.1 43.1 ± 0.5 74.6 ± 0.8 99.4 ± 0.1 99.7 ± 0.1 54.4 ± 0.2 89.4 ± 0.6  
 ∅ 94.0 ± 1.6 96.0 ± 0.9 29.6 ± 0.9 57.2 ± 2.1 96.0 ± 0.5 98.0 ± 0.3 44.0 ± 0.9 78.1 ± 1.5  
 LLM3 94.6 ± 0.7 96.5 ± 0.7 29.6 ± 0.8 58.0 ± 2.4 96.4 ± 0.6 98.3 ± 0.5 43.9 ± 1.4 78.0 ± 1.2  
 LLM10 95.2 ± 0.8 96.7 ± 0.9 29.6 ± 0.7 58.1 ± 2.2 96.9 ± 0.7 98.5 ± 0.4 44.5 ± 1.1 78.0 ± 1.2  
 

30%

= 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟕𝟔.𝟏 ± 𝟐.𝟕 𝟗𝟗.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟖𝟐.𝟕 ± 𝟏.𝟕 𝟗𝟗.𝟔 ± 𝟎.𝟑  
 DT 99.3 ± 0.1 99.5 ± 0.1 43.8 ± 0.6 75.3 ± 0.7 99.4 ± 0.7 99.8 ± 0.3 56.3 ± 2.6 88.3 ± 1.0  
 ∅ 93.4 ± 1.4 95.8 ± 0.7 30.0 ± 0.7 57.6 ± 1.4 96.1 ± 0.2 98.2 ± 0.5 45.6 ± 4.3 78.3 ± 0.6  
 LLM3 94.2 ± 1.2 96.4 ± 1.1 30.0 ± 0.9 58.5 ± 1.0 96.7 ± 0.5 98.5 ± 0.7 45.6 ± 3.7 78.6 ± 1.0  
 LLM10 94.7 ± 0.9 96.7 ± 0.9 30.0 ± 0.8 58.9 ± 0.9 96.9 ± 0.6 98.8 ± 0.8 46.0 ± 3.9 78.9 ± 1.1  
 

70%

= 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟕𝟕.𝟓 ± 𝟐.𝟎 𝟗𝟖.𝟏 ± 𝟎.𝟓 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 𝟖𝟑.𝟔 ± 𝟏.𝟔 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 
 DT 99.2 ± 0.1 99.8 ± 0.1 44.1 ± 0.8 75.3 ± 1.0 99.4 ± 0.3 99.7 ± 0.1 56.2 ± 0.8 89.7 ± 0.3  
 ∅ 94.0 ± 1.6 96.1 ± 0.9 30.4 ± 1.8 59.0 ± 2.4 95.8 ± 0.9 98.0 ± 0.5 44.5 ± 1.5 78.8 ± 0.9  
 LLM3 94.5 ± 0.8 96.7 ± 0.6 30.5 ± 1.5 59.6 ± 2.5 96.0 ± 0.7 98.2 ± 0.8 44.3 ± 2.2 78.9 ± 1.0  
 LLM10 95.3 ± 0.8 96.8 ± 0.9 30.4 ± 1.7 59.9 ± 2.2 96.2 ± 0.6 98.1 ± 0.9 45.4 ± 1.6 79.3 ± 1.1  

araphrased variants of 𝑞𝑡. Under the 𝓁∞ attack, both LLM3 and LLM10 yield higher ASR than ∅, with LLM10 providing a slightly 
igher improvement thanks to the greater diversity of generated captions. Under the 𝓁2 attack with a minimal perturbation budget, 
he improvements introduced by LLM-based augmentation remain limited. This can be attributed to the extremely small perturbation 
adius used in this setting.
To support this observation, Fig.  4 provides a more fine-grained analysis of how augmentation interacts with the perturbation 

udget. Fig.  4 reports ASR@1 for both gender and race scenarios across five attack configurations: 𝓁∞ with 𝜀 = 4
255  and 

2 with 𝜀 ∈ {0.05, 0.3, 0.5, 1.0}. In particular, Fig.  4 shows the ASR@1 obtained under the three augmentation strategies (∅, 
LM3, LLM10), together with the corresponding improvements of LLM-based augmentation over the ∅ baseline, expressed through 
SR@1(𝐿𝐿𝑀3) −ASR@1(∅) and ASR@1(𝐿𝐿𝑀10) −ASR@1(∅). For 𝓁2 attacks, as expected, increasing the perturbation budget leads 
o higher ASR values. More importantly, Fig.  4 shows that larger budgets also make LLM-based augmentation progressively more 
ffective, with stronger perturbations better exploiting the additional semantic variability introduced by the generated captions.

.2.3. Influence of target selection position
In this section, we investigate how the similarity, in terms of raked position, of the target image with respect to the target 

uery affects the effectiveness of FairLess, when a single poisoned image is inserted into the IRD. In particular, we compare 
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Fig. 4. Adversarial evaluation on CLIPViT [4] under gender and race scenarios across multiple attack scenarios: 𝓁∞ (𝜀 = 4
255
) and 𝓁2 (𝜀 ∈

{0.05, 0.3, 0.5, 1.0}). The left column reports ASR@1 under three augmentation strategies (∅, LLM3, LLM10), while the right column shows the 
corresponding ASR@1 differences with respect to ∅, with LLM3 in blue and LLM10 in blue + brown.  denotes the IRD polarization: 50%
(intrinsic model bias) and 30%, 70% (dataset-induced bias), where % refers to male (gender) and dark-skin (race) samples.

Fig. 5. Adversarial evaluation on CLIPViT [4] under 𝓁2 attacks with 𝜀 = 1.0 for gender and race scenarios. The left column reports ASR@1 
under three augmentation strategies (∅, LLM3, LLM10), while the right column shows the corresponding ASR@1 differences with respect to ∅, 
with LLM3 in blue and LLM10 in blue + brown. Each group corresponds to a target-position setting (Pos), where the 1st, 5th, and 20th most 
similar opposite-attribute images are selected as poisoning targets.  denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70%
(dataset-induced bias), where % refers to male (gender) and dark-skin (race) samples.

the top-ranked target obtained through Eq. (15) (see Section 6.1) with the 5th and 20th most similar opposite-attribute images, 
in order to assess whether the attack remains influential even when the chosen target is progressively less aligned with the query 
concept. For this study, we focus on the more challenging scenario where 𝑞𝑡 ≠ 𝑞𝑢, so the adversary has only partial knowledge of the 
concepts that will be queried at test time. Accordingly, we evaluate the baseline ∅ configuration together with the two LLM-based 
augmentation strategies (LLM3 and LLM10), which are used to construct  during Phase 2 of the attack (see Section 6.2). Finally, 
we perform this analysis on CLIPViT under the 𝓁2 attack with 𝜀 = 1.0, thus a larger perturbation compared with the minimal one 
considered (𝜀 = 0.05), which allows us to more clearly assess the influence of semantic augmentation.

Fig.  5 shows how the attack outcome varies with the target-selection position. The figure reports the ASR@1 for both gender 
and race scenarios and shows the results obtained for the three augmentation strategies already introduced. It also includes the 
corresponding variations relative to the ∅ baseline, expressed as ASR@1(𝐿𝐿𝑀3)−ASR@1(∅) and ASR@1(𝐿𝐿𝑀10)−ASR@1(∅). Each 
group corresponds to one of the target-position settings (Pos), where the 1st, 5th, and 20th most similar opposite-attribute images 
were selected as poisoning targets.

The results indicate that the attack remains effective even when the poisoning target is not the top-ranked opposite-attribute 
image. Across all tested positions, FairLess still manages to push the poisoned sample into the top retrieved result, although 
with progressively weaker impact as the target moves down the similarity ranking. This trend is visible in the drop in ASR@1 from 
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Table 8
Results of the adversarial setting with multiple injections for gender polarization under 𝓁∞ (𝜀 = 4

255
) and 𝓁2 (𝜀 = 0.05), using the DT 

augmentation strategy. For each VLP, results are shown at the top-1 and 5 ranks, where ASR measures the absence of the legitimate 
image in the top-𝑘. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where % refers 
to male samples. 𝛥s denote absolute gaps between groups, with values favoring female and male groups. Best values for ACC and ASR are 
highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@5 – 𝓁∞ (𝜖 = 4

255
) RET@5 – 𝓁2 (𝜖 = 0.05)

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓


50

%

CLIPViT [4] 0.1 ± 0.1 0.2 ± 0.2 99.9 ± 0.1 0.2 ± 0.2 0.1 ± 0.0 𝟒𝟎.𝟑 ± 𝟐.𝟏 2.9 ± 3.0 59.7 ± 2.1 2.9 ± 3.0 2.7 ± 1.6
CLIPCNN [4] 𝟎.𝟑 ± 𝟎.𝟐 0.3 ± 0.1 99.7 ± 0.2 0.3 ± 0.1 0.3 ± 0.2 37.0 ± 1.1 4.5 ± 2.4 𝟔𝟑.𝟎 ± 𝟏.𝟏 4.5 ± 2.4 1.1 ± 1.1
FairCLIPG [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 38.8 ± 1.4 3.9 ± 2.5 61.2 ± 1.4 3.9 ± 2.5 0.8 ± 1.1
CLIP-DEBG [17] 0.1 ± 0.1 0.2 ± 0.2 99.9 ± 0.1 0.2 ± 0.2 0.0 ± 0.1 38.6 ± 2.2 5.7 ± 1.0 61.4 ± 2.2 5.7 ± 1.0 6.8 ± 1.4


30

%

CLIPViT [4] 0.1 ± 0.2 0.3 ± 0.3 99.9 ± 0.2 0.3 ± 0.3 0.3 ± 0.3 𝟒𝟎.𝟖 ± 𝟎.𝟕 0.9 ± 1.4 59.2 ± 0.7 0.9 ± 1.4 15.3 ± 1.6
CLIPCNN [4] 𝟎.𝟐 ± 𝟎.𝟐 0.2 ± 0.2 99.8 ± 0.2 0.2 ± 0.2 0.3 ± 0.2 37.8 ± 0.8 0.9 ± 1.4 𝟔𝟐.𝟐 ± 𝟎.𝟖 0.9 ± 1.4 10.6 ± 0.7
FairCLIPG [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 39.9 ± 1.0 3.3 ± 2.5 60.1 ± 1.0 3.3 ± 2.5 14.6 ± 1.8
CLIP-DEBG [17] 0.1 ± 0.1 0.2 ± 0.2 99.9 ± 0.1 0.2 ± 0.2 0.2 ± 0.2 38.7 ± 0.7 2.5 ± 2.1 61.3 ± 0.7 2.5 ± 2.1 19.9 ± 1.2


70

%

CLIPViT [4] 0.1 ± 0.1 0.2 ± 0.2 99.9 ± 0.1 0.2 ± 0.2 0.2 ± 0.2 𝟒𝟏.𝟒 ± 𝟏.𝟒 7.7 ± 3.1 58.6 ± 1.4 7.7 ± 3.1 9.9 ± 2.3
CLIPCNN [4] 𝟎.𝟑 ± 𝟎.𝟐 0.3 ± 0.2 99.7 ± 0.2 0.3 ± 0.2 0.1 ± 0.1 37.3 ± 1.1 7.7 ± 3.6 𝟔𝟐.𝟕 ± 𝟏.𝟏 7.7 ± 3.6 13.3 ± 0.8
FairCLIPG [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 39.6 ± 1.4 9.1 ± 2.3 60.4 ± 1.4 9.1 ± 2.3 15.4 ± 0.6
CLIP-DEBG [17] 0.1 ± 0.1 0.2 ± 0.2 99.9 ± 0.1 0.0 ± 0.0 0.2 ± 0.2 39.8 ± 1.7 10.9 ± 0.5 60.2 ± 1.7 10.9 ± 0.5 6.1 ± 1.7

Pos1 to Pos20, which corresponds to the growing semantic mismatch between the target image and the user query. However, we 
highlight that choosing the top-ranked opposite-attribute match benefits the attacker not only in terms of effectiveness but also in 
terms of perceived coherence: this choice maximizes semantic alignment with the target concept, making the poisoned result appear 
more coherent and reinforcing the user’s perception of the underlying bias. Regarding augmentation, the effects vary with the target 
position. At Pos1, the target image is already strongly aligned with the concept, so LLM-based augmentation mainly serves to refine 
the semantic information already available in the image. At Pos5, where the target is less aligned than in Pos1, the additional 
paraphrased queries offer only limited benefit, as the semantic gap remains too large for the augmentation to substantively refine 
the alignment. At Pos20, the situation changes. The target is substantially less aligned with the concept, and here the LLM-generated 
augmentations become more useful, helping mitigate the semantic mismatch induced by the suboptimal target position.

8.2.4. Impact of multiple poisoned insertions
Finally, we study the effect of FairLess when multiple poisoned images are inserted into the IRD for each concept associated 

with a query. In this setting, the targets are selected according to Eq. (15) (see Section 6.1), by taking the five top-ranked images 
that are most similar to the query concept while belonging to the opposite sensitive-attribute group. Following the procedure used 
for the single poisoned insertion analysis (see Section 8.2.1), we adopt DT to generate  as the semantic augmentation strategy used 
in Phase 2 of the attack (see Section 6.2). The evaluation is performed on the CLIP-based models under both an 𝓁∞ attack with 
𝜀 = 4

255  and an 𝓁2 attack with 𝜀 = 0.05. We focus on this model architecture because it is widely used in T2IR, offers an effective 
accuracy–cost balance, and enables comparison with fairness-mitigated variants. Moreover, evaluating multiple poisoned insertions 
on heavier models such as BLIP would be substantially more computationally demanding. Importantly, unlike the single-insertion 
analysis, the definition of ASR changes in this setting: the attack is now considered successful when the ground-truth (legitimate) 
image does not appear among the top-5 retrieved results, due to the presence of multiple poisoned images in the IRD. For this 
reason, we report only RET@5 results.

Tables  8 and 9 report the results of the multiple–poisoned-insertions scenario for the gender- and race-annotated MSCOCO 
datasets, respectively.

Table  8 reports the results of the multiple–poisoned insertions scenario for the gender-annotated MSCOCO. Under the 𝓁∞ attack, 
ASR is essentially 100% for all models and across all IRD polarizations, meaning that none of the legitimate images remain in the 
top-5 results. Consequently, accuracy collapses to zero and all 𝛥 values also become negligible. This pattern is consistent with the 
behavior observed in the single-insertion 𝓁∞ case (Table  3), where the attack is strong enough to dominate both accuracy and group 
disparities, leaving no clearly visible bias pattern. Under the 𝓁2 attack with a minimal perturbation budget (𝜀 = 0.05), the success 
criterion becomes considerably stricter: the attack is not always able to suppress the legitimate image, which allows us to better study 
how group-related effects re-emerge in this setting. Compared with the single-insertion results (Table  4), 𝛥AMR preserves the same 
qualitative trends across all IRD polarizations, while 𝛥ACC gaps are generally attenuated but retain their original direction whenever 
a clear bias was already present. This indicates that moving from one to five poisoned samples does not fundamentally change the 
accuracy-based bias patterns, but rather amplifies or reduces them depending on the underlying IRD composition. Regarding 𝛥ASR, 
the multi-insertion setting reveals a different behavior compared to the single-poison case. For the balanced IRD 50%, 𝛥ASR values 
become larger and are mostly male-favored, indicating that male queries are now more likely to lose their ground-truth image 
from the top-5. Under 30%, where the single-insertion setting exhibited strong male-favored 𝛥ASR gaps, these disparities become 
substantially smaller. Finally, for 70% we observe an inversion with respect to the single-poison scenario: 𝛥ASR becomes male-
favored, meaning that, with five poisoned samples, the attack more frequently suppresses the ground-truth image for male queries. 
This behavior is consistent with the natural setting results in Table  1. Since ASR is defined solely by the presence or absence of the 
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Table 9
Results of the adversarial setting with multiple injections for race polarization under 𝓁∞ (𝜀 = 4

255
) and 𝓁2 (𝜀 = 0.05), using the DT 

augmentation strategy. For each VLP, results are shown at the top-1 and 5 ranks, where ASR measures the absence of the legitimate 
image in the top-𝑘. POL denotes the IRD polarization: 50% (intrinsic model bias) and 30%, 70% (dataset-induced bias), where % refers 
to dark-skin samples. 𝛥s denote absolute gaps between groups, with values favoring light-skin and dark-skin groups. Best values for ACC 
and ASR are highlighted in bold within each polarization setting across VLPs.

PO
L VLP RET@5 – 𝓁∞ (𝜖 = 4

255
) RET@5 – 𝓁2 (𝜖 = 0.05)

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ 𝛥AMR ↓


50

%

CLIPViT [4] 𝟎.𝟑 ± 𝟎.𝟐 0.1 ± 0.3 99.7 ± 0.2 0.1 ± 0.3 0.1 ± 0.3 𝟒𝟖.𝟎 ± 𝟏.𝟖 18.5 ± 4.4 52.0 ± 1.8 18.5 ± 4.4 11.5 ± 1.0
CLIPCNN [4] 0.2 ± 0.3 0.2 ± 0.3 99.8 ± 0.3 0.2 ± 0.3 0.1 ± 0.0 46.5 ± 1.1 17.5 ± 4.9 53.5 ± 1.1 17.5 ± 4.9 13.5 ± 1.8
FairCLIPR [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 25.5 ± 1.1 4.0 ± 2.9 𝟕𝟒.𝟓 ± 𝟏.𝟏 4.0 ± 2.9 2.8 ± 1.3
CLIP-DEBR [17] 𝟎.𝟑 ± 𝟎.𝟐 0.2 ± 0.2 99.7 ± 0.2 0.2 ± 0.2 0.1 ± 0.1 46.9 ± 1.4 17.3 ± 3.4 53.1 ± 1.4 17.3 ± 3.4 11.1 ± 1.5


30

%

CLIPViT [4] 0.2 ± 0.2 0.1 ± 0.2 99.8 ± 0.2 0.1 ± 0.2 0.2 ± 0.3 𝟒𝟔.𝟏 ± 𝟐.𝟒 17.1 ± 2.6 53.9 ± 2.4 17.1 ± 2.6 19.7 ± 0.1
CLIPCNN [4] 𝟎.𝟑 ± 𝟎.𝟏 0.0 ± 0.2 99.7 ± 0.1 0.0 ± 0.2 0.1 ± 0.2 45.2 ± 2.2 18.7 ± 1.4 54.8 ± 2.2 18.7 ± 1.4 24.0 ± 2.1
FairCLIPR [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 24.9 ± 0.7 4.0 ± 3.5 𝟕𝟓.𝟏 ± 𝟎.𝟕 4.0 ± 3.5 13.7 ± 5.9
CLIP-DEBR [17] 0.2 ± 0.1 0.1 ± 0.1 99.9 ± 0.1 0.1 ± 0.1 0.2 ± 0.2 45.1 ± 1.7 16.2 ± 4.0 54.9 ± 1.7 16.2 ± 4.0 19.3 ± 0.4


70

%

CLIPViT [4] 𝟎.𝟑 ± 𝟎.𝟑 0.1 ± 0.1 99.7 ± 0.3 0.1 ± 0.1 0.0 ± 0.0 𝟒𝟔.𝟓 ± 𝟎.𝟖 20.4 ± 2.4 53.5 ± 0.8 20.4 ± 2.4 3.3 ± 2.5
CLIPCNN [4] 0.2 ± 0.3 0.0 ± 0.1 99.8 ± 0.3 0.0 ± 0.1 0.0 ± 0.1 46.1 ± 1.2 23.3 ± 2.4 53.9 ± 1.2 23.3 ± 2.4 5.5 ± 1.6
FairCLIPR [37] 0.0 ± 0.0 0.0 ± 0.0 𝟏𝟎𝟎.𝟎 ± 𝟎.𝟎 0.0 ± 0.0 0.0 ± 0.0 24.8 ± 1.4 6.6 ± 5.3 𝟕𝟓.𝟐 ± 𝟏.𝟒 6.6 ± 5.3 4.4 ± 4.0
CLIP-DEBR [17] 𝟎.𝟑 ± 𝟎.𝟒 0.1 ± 0.1 99.7 ± 0.4 0.1 ± 0.1 0.0 ± 0.0 46.2 ± 1.1 19.7 ± 1.8 53.8 ± 1.1 19.7 ± 1.8 2.4 ± 1.8

ground-truth image among the top-5 retrieved items, it does not require that the replacement items belong to the opposite sensitive 
group. As a consequence, groups that already exhibit lower accuracy in the natural setting are inherently more prone to having their 
ground-truth image pushed out of the top-5 under attack. In this setting, for 50% and 70%, 𝛥ACC@5 consistently favors female 
queries, so male ground-truth images are intrinsically harder for the model to retrieve correctly and thus more often removed from 
the top-5, leading to male-favored 𝛥ASR. Conversely, under 30%, where 𝛥ACC@5 favors the male group, this natural robustness 
advantage counterbalances the attack asymmetry, driving 𝛥ASR values back toward neutrality in this context.

Table  9 reports the results of the multiple poisoned insertions scenario for the race-annotated MSCOCO. Under the 𝓁∞ attack, 
the behavior is analogous to the gender case: ASR is essentially 100% for all models and IRD polarizations, indicating that the 
ground-truth image almost never remains in the top-5. As a consequence, accuracy drops to nearly zero and all 𝛥 metrics become 
negligible. Under the 𝓁2 attack with a minimal perturbation budget (𝜀 = 0.05), the attack is not always able to suppress the legitimate 
image. In this case, the behavior of 𝛥AMR is broadly consistent across polarizations: for most models and IRD configurations, the 
gaps are light-skin–favored, increasing the proportion of same-attribute matches for this group. The only exception is FairCLIPR
under 70%, which still exhibits a dark-skin–favored gap. This behavior is consistent with the single poisoned insertion setting 
(Table  6), where its debiasing mechanism reduces racial disparities at the cost of lower overall accuracy. At the same time, 𝛥ACC
gaps become larger but remain consistently light-skin–favored across all polarizations, reinforcing the accuracy advantage already 
present in the natural setting (Table  2). The most notable effect of multi-insertion appears in 𝛥ASR. For all CLIP-based models and 
IRD polarizations, 𝛥ASR is strongly dark-skin–favored, with magnitudes that are considerably higher than in the single-poison case. 
This indicates that dark-skin queries are systematically more likely to lose their ground-truth image from the top-5 when multiple 
poisoned images are available in the IRD. Importantly, this behavior aligns with the natural setting results in Table  2, because ASR 
only depends on whether the ground-truth image is absent from the top-5 and does not require that the replacement items belong 
to the opposite race group. As a consequence, groups that are already less accurate in the natural setting are structurally more likely 
to have their ground-truth image displaced under attack.

8.2.5. Defensive strategy on FairLess
We evaluate the effect of JPEG compression [33] as a defense against FairLess. For this analysis, we adopt the same single-

injection setting introduced in Section 8.2.1 and report results at RET@1. In particular, we consider the 𝓁∞ attack with 𝜀 = 4
255 , 

focusing on the balanced configuration 50% and adopting the DT augmentation strategy, which provides a representative and 
stable attack configuration. JPEG compression is applied at inference time with different quality factors (QFs), where lower values 
correspond to stronger compression. The row denoted as ‘‘Cl.’’ represents the original adversarial configuration without compression.

Table  10 reports the results for both gender and race. For the gender setting, CLIP-DEB refers to CLIP-DEBG, while for the race 
setting it refers to CLIP-DEBR.

We first consider the gender case. For CLIPViT, the ‘‘Cl.’’ configuration exhibits ASR values close to 100%, effectively driving 
ACC to zero, consistently with the behavior already observed in Table  3. As JPEG compression is applied, ASR progressively 
decreases, reaching 44.3% at QF = 89, while ACC correspondingly increases up to 17.5%. This indicates that compression weakens 
the adversarial perturbation, reducing its ability to consistently place the poisoned sample at the top rank. In this configuration, 
the attack remains almost symmetric across groups, as reflected by the near-zero values of 𝛥ACC and 𝛥ASR in the ‘‘Cl.’’ setting. As 
compression becomes stronger, 𝛥ACC slightly shifts in favor of female queries, in line with the tendency observed in the natural
setting reported in Table  1.

A similar overall trend is observed for CLIP-DEB. In the ‘‘Cl.’’ configuration, ASR is again close to 100%, with ACC near zero. 
Under compression, ASR decreases to 51.6% at QF = 89, while ACC increases up to 15.0%. However, compared with CLIP , group 
ViT
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Table 10
Effect of JPEG compression as a defense under the 𝓁∞ attack (𝜀 = 4

255
), using the DT augmentation strategy. For 

each VLP model, results are reported at top-1 rank. ‘‘Cl.’’ denotes the original adversarial configuration, while QF 
controls the compression strength, with lower values corresponding to stronger compression. 𝛥s denote absolute 
gaps between groups, with values favoring female and male for gender, and light-skin and dark-skin for race. The 
best ACC and ASR values are highlighted in bold for each VLP model and each setting.

VLP QF GENDER RACE

ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓ ACC ↑ 𝛥ACC ↓ ASR ↑ 𝛥ASR ↓

CLIPViT [4]
Cl. 0.0 ± 0.1 0.1 ± 0.1 𝟗𝟗.𝟐 ± 𝟎.𝟏 0.1 ± 0.2 0.2 ± 0.2 0.2 ± 0.3 𝟗𝟗.𝟒 ± 𝟎.𝟏 0.1 ± 0.4
99 3.4 ± 0.6 0.1 ± 0.1 88.9 ± 1.5 0.4 ± 0.6 3.7 ± 0.5 2.8 ± 1.0 92.4 ± 0.8 1.9 ± 1.6
94 13.2 ± 0.7 0.8 ± 1.5 61.9 ± 1.2 3.0 ± 2.4 14.3 ± 0.3 10.1 ± 1.6 71.5 ± 1.3 8.5 ± 2.8
89 𝟏𝟕.𝟓 ± 𝟎.𝟗 1.2 ± 0.8 44.3 ± 0.9 0.2 ± 0.8 𝟐𝟏.𝟎 ± 𝟏.𝟔 12.7 ± 1.4 57.8 ± 1.3 10.5 ± 0.6

CLIP-DEB [17]
Cl. 0.0 ± 0.0 0.0 ± 0.0 𝟗𝟗.𝟕 ± 𝟎.𝟏 0.3 ± 0.5 0.1 ± 0.1 0.0 ± 0.2 𝟗𝟗.𝟔 ± 𝟎.𝟏 0.1 ± 0.2
99 2.6 ± 0.8 0.2 ± 0.7 91.0 ± 1.4 0.2 ± 1.2 2.9 ± 0.7 1.9 ± 0.6 94.5 ± 0.9 1.5 ± 0.5
94 11.8 ± 0.6 0.5 ± 1.2 65.9 ± 1.0 0.9 ± 0.5 13.5 ± 0.9 7.5 ± 0.8 75.1 ± 0.8 7.0 ± 2.6
89 𝟏𝟓.𝟎 ± 𝟎.𝟔 2.5 ± 2.1 51.6 ± 1.9 6.5 ± 2.5 𝟏𝟗.𝟐 ± 𝟏.𝟓 10.7 ± 1.5 63.6 ± 0.7 6.8 ± 1.1

disparities become more visible under stronger compression: 𝛥ACC shifts more clearly in favor of female queries, while, at the 
strongest compression level, 𝛥ASR shifts in favor of male queries. This indicates that the attack remains relatively more effective on 
male queries even after partial perturbation removal.

We next consider the race case. For CLIPViT, the ‘‘Cl.’’ configuration again shows ASR close to 100% and near-zero ACC, as 
already observed in Table  5. As JPEG compression is applied, ASR decreases to 57.8% at QF = 89, while ACC increases up to 
21.0%, indicating a partial recovery of retrieval performance. In contrast to the gender case, group disparities emerge more clearly 
as compression becomes stronger: 𝛥ACC progressively shifts in favor of light-skin queries, while 𝛥ASR increases in favor of dark-skin 
queries. This indicates that the attack remains relatively more effective on dark-skin queries even under compression.

The same overall behavior is observed for CLIP-DEB. Although ASR decreases and ACC increases under compression, 𝛥ACC
remains large and continues to favor light-skin queries. At the same time, 𝛥ASR remains consistently in favor of dark-skin queries 
across QF values, confirming that this group remains more vulnerable to the attack even when the perturbation is partially weakened. 
Compared with CLIPViT, the debiased model shows slightly smaller, but still substantial, race disparities under compression.

Overall, JPEG compression partially mitigates FairLess in our experiments by reducing ASR and restoring part of the retrieval 
accuracy. However, the attack remains effective under compression, and non-negligible group disparities persist, especially in the 
race setting.

8.3. Statistical significance assessment

To complement the empirical comparisons reported in the previous subsections, we perform an additional statistical significance 
assessment of the observed fairness gaps in both the natural setting and the adversarial setting. For the latter, we consider the single-
poisoned-insertion scenario as a representative adversarial configuration. The purpose of this analysis is to determine whether the 
group disparities discussed above are robust to query resampling, or whether they may instead be partly attributable to sampling 
variability.

To this end, we adopt a query-level bootstrap procedure, in which each textual query is treated as the statistical unit. When the 
same query occurs multiple times, its observations are first aggregated across seeds and, when applicable, across repeated retrieval 
instances; the corresponding metric values are then averaged before resampling. Although multiple textual queries may refer to the 
same underlying image, we treat queries as independent units, following standard T2IR evaluation protocols in which each query 
defines a distinct retrieval instance.

Bootstrap samples are generated by resampling queries with replacement within each sensitive group, thus implementing a 
stratified bootstrap procedure. For each resample, the corresponding inter-group difference is recomputed. For every configuration, 
we draw 10,000 bootstrap samples to estimate a 95% confidence interval for the group gap, and we report whether this interval 
excludes zero. This non-parametric approach avoids distributional assumptions on the metrics, which is particularly appropriate 
in our setting given the complex and non-Gaussian behavior of retrieval outcomes. In practice, configurations for which the 95% 
bootstrap confidence interval excludes zero are considered statistically significant at the 5% level under a two-sided test.

The analysis is deliberately conducted at the query level, rather than only across repeated runs, in order to directly assess the 
sensitivity of the observed gaps to the sampled queries, which constitute a primary source of variability in retrieval-based evaluation. 
Indeed, retrieval performance naturally depends on the specific queries considered, as some queries are intrinsically easier whereas 
others are more ambiguous. In the adversarial setting, attack effectiveness may further vary with the selected target images and with 
the extent to which individual query concepts can be manipulated. Consequently, metrics such as ACC and ASR are expected to be 
more sensitive to query-level variability. By contrast, AMR captures the sensitive-attribute composition of the retrieved set more 
directly, aggregating information over the top-𝑘 results rather than relying on a single success event, and empirically leads to more 
stable significance patterns.

Tables  11 and 12 summarize the results for gender and race in the natural and adversarial settings. For each model, metric, 
and retrieval cutoff, we report the number of evaluated configurations (EXPS) together with the percentage of cases in which 
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Table 11
Statistical significance assessment in the natural setting for both gender and race polarization. Values report the 
percentage of configurations for which the 95% query-level bootstrap confidence interval for the group gap excludes 
zero. EXPS denotes the number of configurations aggregated for each model.
 VLP EXPS GENDER RACE

 RET@1 RET@5 RET@1 RET@5

 ACC AMR ACC AMR ACC AMR ACC AMR  
 CLIPViT [4] 9 66.7 66.7 44.4 100.0 100.0 66.7 66.7 88.9  
 CLIPCNN [4] 9 66.7 88.9 66.7 88.9 100.0 66.7 100.0 100.0 
 FairCLIP [37] 9 55.6 88.9 55.6 66.7 22.2 100.0 0.0 100.0 
 CLIP-DEB [17] 9 55.6 100.0 66.7 100.0 100.0 66.7 100.0 100.0 
 BLIP-2 [5] 3 66.7 66.7 66.7 100.0 100.0 66.7 100.0 100.0 
 BLIP-2ITM [5] 3 66.7 66.7 66.7 66.7 33.3 66.7 33.3 100.0 

Table 12
Statistical significance assessment in the natural setting for both gender and race polarization. Values report the percentage of configurations for 
which the 95% query-level bootstrap confidence interval for the group gap excludes zero. EXPS denotes the number of configurations aggregated 
for each model.
 VLP EXPS GENDER RACE

 RET@1 RET@5 RET@1 RET@5

 ACC AMR ASR ACC AMR ASR ACC AMR ASR ACC AMR ASR 
 CLIPViT [4] 21 23.8 66.7 47.6 66.7 100.0 61.9 76.2 71.4 71.4 100.0 66.7 66.7 
 CLIPCNN [4] 21 38.1 61.9 33.3 66.7 100.0 52.4 71.4 71.4 71.4 100.0 100.0 66.7 
 FairCLIP [37] 21 42.9 61.9 38.1 66.7 71.4 52.4 38.1 52.4 71.4 0.0 100.0 66.7 
 CLIP-DEB [17] 21 42.9 57.1 42.9 66.7 100.0 42.9 71.4 71.4 76.2 66.7 100.0 66.7 
 BLIP-2 [5] 3 0.0 66.7 66.7 66.7 66.7 33.3 66.7 33.3 0.0 100.0 100.0 33.3 
 BLIP-2ITM [5] 3 33.3 33.3 33.3 66.7 66.7 66.7 100.0 100.0 33.3 33.3 100.0 0.0  

the corresponding bootstrap confidence interval excludes zero. For models specialized for a specific sensitive attribute, we use 
a unified notation in the tables for readability. Specifically, CLIP-DEB and FairCLIP refer to their gender-specific variants in the 
gender columns, namely FairCLIPG and CLIP-DEBG, and to their race-specific variants in the race columns, namely FairCLIPR and 
CLIP-DEBR.

Importantly, a value of 0.0 should not be interpreted as evidence that group disparities are absent. Rather, it indicates that, 
across the configurations aggregated in that entry, none of the estimated gaps is distinguishable from zero under query resampling. 
This may occur when empirical gaps are small, when their direction varies across configurations, or when the metric is strongly 
affected by query-level variability. We also note that, for BLIP-2 and BLIP-2ITM, the number of available configurations is smaller 
than for the CLIP-based models, especially in the adversarial setting, due to the higher computational cost of running attacks on 
these architectures. Consequently, the percentages reported for BLIP-based models should be interpreted with additional caution.

Overall, the results are consistent with the conclusions drawn from the main experimental analysis. The most stable and 
consistently significant disparities are generally observed for AMR, particularly at RET@5, since this metric directly reflects the 
sensitive-attribute composition of the retrieved set. In contrast, ACC and ASR typically exhibit lower significance rates, especially 
in the adversarial setting and at RET@1. ACC depends on exact retrieval success, which is inherently query-dependent, while ASR 
further depends on the effectiveness of the attack for each individual query-target pair. Consequently, both metrics are more sensitive 
to variations in query difficulty, semantic ambiguity, and attack strength.

A further distinction emerges between gender and race. In the race setting, significance rates are generally higher, particularly 
for CLIP-based models in the adversarial setting, consistently with the larger and more systematic disparities observed in the main 
results. By contrast, in the gender setting, the observed gaps are often smaller and more context-dependent.

Taken together, these findings suggest that the AMR-based fairness patterns discussed in the previous subsections are unlikely to 
be fully explained by query-sampling variability, providing additional empirical evidence of their robustness. At the same time, they 
show that the strength and stability of these patterns depend on the metric considered. In particular, the lower significance rates 
observed for ACC and ASR reflect their greater sensitivity to query-level variability, rather than necessarily implying the absence of 
meaningful empirical disparities.

9. Conclusions

In this work, we provided the first comprehensive analysis of fairness in Vision–Language Pretrained (VLP) Text-to-Image 
Retrieval (T2IR) systems under both natural and adversarial conditions. Our study shows that current T2IR pipelines are influenced 
not only by the intrinsic biases of the underlying VLPs but also by the demographic composition of the Image Retrieval Database 
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(IRD). By introducing attribute-labeled queries and proposing accuracy- and fairness-oriented retrieval metrics, we enabled a more 
precise evaluation of demographic disparities in realistic benchmarks such as MSCOCO.

Under the natural setting, we demonstrated that CLIP-based models exhibit clear demographic disparities, while BLIP-2 is generally 
more robust but still susceptible to IRD polarization. Importantly, we observed that fairness-mitigated variants of VLPs do not 
consistently reduce disparities and may even introduce unintended effects, such as over-correcting for certain demographic groups 
or amplifying biases when the IRD distribution is skewed.

To investigate fairness vulnerabilities in adversarial setting, we introduced FairLess, the first data poisoning attack specifically 
designed to manipulate demographic bias in T2IR. We formalized a white-box threat model and proposed a poisoning strategy that 
preserves semantic consistency while directing retrieval results toward a targeted demographic subgroup. Our experiments show 
that FairLess is highly effective across models, perturbation budgets, semantic augmentation strategies, and IRD polarizations. 
Even a single poisoned sample can be sufficient to introduce systematic bias, while multiple poisoned insertions can entirely suppress 
legitimate retrieval results. Furthermore, the attack remains effective even when the attacker does not know the exact user query, 
highlighting a critical vulnerability in real-world deployments. From a deployment perspective, these findings also suggest that 
enforcing stricter moderation or maintaining a highly curated image retrieval database could reduce the attack surface, thereby 
lowering the probability that poisoned samples are successfully indexed and retrieved.

A natural direction for future work is the development of dedicated mitigation strategies against fairness-oriented poisoning 
attacks in T2IR systems. While this work provides an initial assessment of an input-preprocessing defense, namely JPEG compression, 
our results indicate that such approaches only partially reduce the effectiveness of FairLess. More advanced defenses therefore 
remain a promising direction and warrant systematic investigation in the context of multimodal retrieval. Extending the analysis to 
black-box settings represents an important complementary direction. In addition, evaluating the proposed framework on additional 
datasets, including newly annotated benchmarks, or suitable large-scale, web-collected multimodal corpora, would help assess 
its generality across different retrieval scenarios. A further avenue for future work is the investigation of annotation noise, with 
particular attention to how imperfect demographic labels affect the robustness of fairness evaluations. Finally, developing a deeper 
mechanistic understanding of the interactions among debiasing procedures, dataset polarization, and adversarial perturbations may 
provide valuable insight into why fairness-oriented poisoning attacks emerge and how they can be mitigated.

Overall, our findings indicate that demographic fairness in T2IR is influenced by a combination of model biases, dataset 
imbalance, and susceptibility to adversarial manipulation. Mitigating these issues requires not only debiasing VLPs but also 
developing defenses resilient to poisoning and other adversarial strategies. Future work should focus on designing robust, fairness-
aware retrieval mechanisms, developing certified defenses for multimodal retrieval, and expanding fairness evaluations to additional 
sensitive attributes and emerging VLP architectures.
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