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ARTICLE INFO ABSTRACT
Keywords: This review paper explores the integration of Federated Learning (FL) with wearable health
Federated Learning (FL) devices, emphasizing its transformative potential in healthcare applications. The study sys-

Wearable health devices
Privacy data preservation
Sensor technology

tematically examines key criteria influencing the implementation and effectiveness of FL,
particularly focusing on privacy data preservation, sensor technology, cloud computing, and
Cloud computing blockchain integratAion. By c?mparing existing literatu.re, our work h?ghl.ights FL’s abilit}.r to
Blockchain integration enhance data security and privacy while enabling real-time health monitoring and personalized
Remote patient monitoring treatment plans. The analysis includes a comprehensive examination of technical frameworks,
Personalized healthcare emphasizing the use of wearable sensors and IoT devices in remote patient monitoring and
chronic disease management. Additionally, the review addresses the challenges of scalability,
interoperability, and regulatory compliance, proposing innovative strategies to overcome these
barriers. Through this effort, the paper contributes to the expanding research on decentralized
healthcare solutions, offering insights into the future directions and practical implications of FL
in wearable health technologies.

1. Introduction

The integration of Artificial Intelligence (AI) in healthcare has led to significant advancements in disease prediction, patient
monitoring, and personalized medicine. One of the emerging paradigms in Al-driven healthcare is Federated Learning (FL), a
decentralized Machine Learning (ML) approach that facilitates model training across multiple devices by allowing data to remain on
local devices, thus enhancing data privacy and security. This approach is particularly relevant for wearable health devices, which
continuously collect physiological and behavioral data from users, providing real-time insights into their health status (Baucas et al.,
2023a; Orzikulova et al., 2024).

Wearable health devices, including smartwatches, fitness trackers, and medical-grade sensors, generate vast amounts of data
that can be leveraged for predictive analytics and early disease detection (Haghayegh et al., 2024). These devices continuously
monitor various physiological parameters such as heart rate, blood oxygen levels, sleep patterns, body temperature, and physical
activity (Alam et al., 2024). The collected data is processed using advanced algorithms to detect anomalies, assess overall health
trends, and provide actionable insights to both users and healthcare professionals (Abbas et al., 2024). Wearable health devices are
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widely used in chronic disease management, post-surgical recovery monitoring, and fitness tracking (Tongnian Wang et al., 2023).
Moreover, their integration with mobile applications and cloud-based platforms enables remote monitoring, facilitating telemedicine
and personalized treatment plans (Zhao et al., 2024). However, the large-scale deployment of these devices also introduces challenges
such as data heterogeneity, sensor calibration issues, energy constraints, and interoperability concerns (Ali et al., 2022a). Traditional
centralized machine learning methods pose significant risks related to privacy, data security, and regulatory compliance (Wagqar,
2024). FL mitigates these concerns by ensuring that data remains on local devices while only model updates are shared, thereby
enhancing patient privacy and reducing cybersecurity risks (Odera, 2023).

FL has also demonstrated significant benefits in various other domains. In finance, it has been employed to detect fraudulent
transactions without exposing sensitive customer data (Rieke et al., 2020). In the telecommunications sector, FL has contributed in
optimizing network performance while safeguarding user privacy (Pokhrel & Choi, 2020). Furthermore, in the context of smart cities,
FL has improved traffic management and resource allocation by allowing decentralized data processing. These successes highlight
FL’s versatility and effectiveness across different industries, reinforcing its potential in healthcare applications (Ghadi et al., 2023).

The relevance of FL is further underscored by the upcoming European Health Data Space (EHDS), whose regulation came into
force in March 2025.! The EHDS aims to create a harmonized framework for health data management across EU member states.
Within the EHDS framework, federated AI models offer significant potential. Federated learning allows for decentralized Al model
training, hence supporting cross-border collaborations without sharing or moving of raw data.

Several studies in the literature address FL in healthcare applications, yet none specifically focus on wearable health devices with
our chosen criteria: Privacy, Sensors, Cloud Computing, and Blockchain Abbas et al. (2024). While existing works provide valuable
insights into the broader applications of FL in healthcare, they often overlook the unique challenges posed by wearable devices,
including their reliance on real-time data acquisition, limited computational power, and the need for seamless connectivity (Baucas
et al., 2023a). The increasing adoption of wearable technologies highlights the urgent need for targeted research that explores how
FL can enhance privacy, improve data efficiency, optimize sensor integration, leverage cloud computing, and employ blockchain
for secure, decentralized data management in wearable health technologies (Shahsavari et al., 2024).

While several surveys address FL in healthcare and Internet of Medical Things (IoMT), they typically adopt a system-agnostic
perspective, treating devices as generic data sources within distributed infrastructures. However, wearable health devices introduce
a distinct set of constraints that fundamentally affect the design and operation of FL systems.

In particular, wearable environments are characterized by: (i) strict energy and computational limitations, (ii) high-frequency and
noisy physiological data streams, (iii) intermittent connectivity and user-driven availability, and (iv) strong requirements for real-
time responsiveness and personalization. These constraints lead to non-trivial trade-offs between privacy, communication efficiency,
model convergence, and device sustainability, which are not adequately captured in general FL-in-healthcare surveys.

Therefore, this work adopts a wearable-centric perspective, focusing on how these constraints shape the design and evaluation
of FL systems in this context.

These characteristics motivate the selection of four key dimensions, Privacy, Sensors, Cloud Computing, and Blockchain, which
jointly capture the primary system-level challenges of federated learning in wearable environments. Privacy is central due to the
sensitive and continuously collected nature of physiological data. Sensor technologies influence data quality and heterogeneity,
directly affecting model performance. Cloud computing supports scalable coordination and aggregation under resource constraints.
Blockchain provides mechanisms to enhance trust, security, and traceability in decentralized settings.

Together, these dimensions provide a structured lens through which federated learning systems can be analyzed and optimized
under wearable-specific constraints.

This review aims to explore the role of FL in healthcare applications, with a particular focus on wearable health devices. A
terminological clarification is necessary before proceeding. Throughout this review, privacy and security are treated as distinct
but interdependent dimensions. Privacy governs which parties may legitimately access or infer information from health data — a
concern directly served by FL’s architectural property of retaining raw data on local devices. Security, by contrast, refers to the
technical, administrative, and physical safeguards that protect data and systems from unauthorized access, manipulation, or breach.
This distinction is consequential because regulatory frameworks such as the Health Insurance Portability and Accountability Act
(HIPAA)? Security Rule and the General Data Protection Regulation (GDPR)® impose requirements on both dimensions in ways that
are not interchangeable. A system may preserve privacy at the algorithmic level while remaining exposed to security vulnerabilities
at the device, communication, or infrastructure level. These four dimensions not only reflect the core system-level challenges of
wearable federated learning, but also collectively span both privacy and security concerns. Privacy-preserving mechanisms such
as differential privacy and secure aggregation address data confidentiality, while encryption, authentication, and blockchain-based
audit controls engage system-level security. Where the reviewed literature conflates these concepts or addresses one at the expense
of the other, this review explicitly identifies such gaps.

Building on these four dimensions, the study systematically examines how FL can be effectively designed and deployed under
wearable constraints, as follows:

* Privacy: Ensuring compliance with health data regulations (e.g., HIPAA and GDPR) while maintaining data confidentiality
across decentralized systems.

1 European Health Data Space Regulation: https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space-regulation-ehds_en.
2 https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
3 https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng
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« Sensors: Evaluating how sensor technologies embedded in wearables affect data quality, heterogeneity, and FL model
performance.

*» Cloud Computing: Investigating the role of cloud-based aggregation and computational offloading to improve scalability and
efficiency in FL frameworks.

* Blockchain: Exploring blockchain-based solutions to enhance security, trust, and traceability in federated learning implemen-
tations.

By reviewing recent advancements and case studies, this paper provides a comprehensive analysis of how FL can be optimized
for wearable healthcare applications while addressing existing challenges and future research directions.
In particular, this paper makes the following contributions:

We provide a wearable-centric review of federated learning in healthcare, highlighting how device-level constraints funda-
mentally influence FL design.

We synthesize a structured analytical framework to systematically examine FL systems in wearable environments.

We perform a dual-level analysis combining review papers and technical implementations, supported by a feature-based
taxonomy of 11 dimensions.

We identify key system-level trade-offs specific to wearable FL, including energy vs. accuracy, personalization vs. generaliza-
tion, and decentralization vs. convergence.

We conceptualize federated learning in wearables as a multi-objective system design problem.

The remainder of this paper is structured as follows. Section 2 reviews the state of the art on FL in healthcare applications,
highlighting how our work differentiates from existing studies. Section 3 outlines the methodology used for paper selection, detailing
the inclusion and exclusion criteria. Section 4 presents an analysis of relevant review studies, discussing their insights into the
integration of wearable health devices with federated AI models. Section 5 classifies and examines technical studies on wearables
and health devices, focusing on key distinguishing features. Section 6 synthesizes the main findings, identifying emerging trends
and critical challenges. Section 7 translates these insights into practical design guidelines for optimizing FL systems in wearable
healthcare contexts. Finally, Section 8 concludes the paper by summarizing the key takeaways and outlines potential directions for
future research.

2. Related work

2.1. Literature

Several studies address FL in healthcare applications, yet none specifically focus on wearable health devices with our chosen
criteria (i.e., privacy, sensing, cloud-based processing, and blockchain mechanisms). While comprehensive reviews of FL in smart
healthcare discuss various designs, including privacy-aware FL, resource-aware FL, and incentive mechanisms, they take a broad
perspective rather than focusing exclusively on wearable health devices, as highlighted in several works, such as in Nguyen et al.
(2022).

FL is noted for its potential in privacy-preserving healthcare analytics (Pfitzner et al., 2021), yet these surveys often do not deeply
delve into wearable health technologies or our specific criteria. The pipeline, applications, and challenges of FL in healthcare —
such as data heterogeneity, security risks, and model training inefficiencies — are analyzed in other studies (Joshi et al., 2022),
though they remain focused on general healthcare applications rather than wearables.

Further, reviews of FL applications in healthcare, particularly in medical imaging and expert diagnosis, often center on improving
data-sharing efficiency while preserving privacy, without extensively discussing sensor-based wearable health monitoring (Chaddad
et al., 2023). Explorations of privacy preservation in smart healthcare systems emphasize the role of [oMT devices (Ali et al., 2022b);
however, they lack specific insights into wearable health sensors.

Mobile health applications utilize FL for remote monitoring and diagnosis, showing potential for handling sensitive, heteroge-
neous data (Tongnian Wang et al., 2023), but do not directly explore cloud computing and blockchain integration in wearable health
devices.

Recent studies have begun addressing relevant aspects. For instance, (Putra et al., 2024) emphasizes a cloud-edge Al framework
and the role of Edge Federated Learning (EFL) in handling large-scale medical data analytics in wearable personal health monitoring.
Although this work highlights security and computational constraints of IoMT, it does not directly focus on FL in wearable health
devices. Similarly, a comprehensive survey explores privacy-preserving FL for smart healthcare, discussing security challenges
in IoMT networks and proposing advanced FL architectures (Ali et al., 2022a). However, it does not specifically investigate the
intersection of FL, wearable devices, and blockchain for secure health monitoring.

These contributions offer valuable insights into FL’s application in healthcare but underscore the need for targeted research on
its role in wearable health devices, particularly concerning Privacy, Sensors, Cloud Computing, and Blockchain.
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Table 1
Topics comparison between our paper and the state of the art (sorted chronologically).
Paper Year Privacy Sensors Cloud Blockchain
Computing
Pfitzner et al. (2021) 2021 v
Nguyen et al. (2022) 2022 v v
Joshi et al. (2022) 2022 v v
Ali et al. (2022a) 2022 v v v
Chaddad et al. (2023) 2023 v v
Tongnian Wang et al. (2023) 2023 v v v
Putra et al. (2024) 2024 v v v
Our paper 2025 v v v v

2.2. Comparison against the state of the art

In Table 1, we compare the existing literature reviews against our paper in terms of the topics covered. Specifically, in Section 1,
we outlined the purpose of this paper: a survey on FL in wearable health devices, focusing on four main criteria: Privacy, Sensors,
Cloud Computing, and Blockchain. Therefore, the comparison in Table 1 illustrates which of these criteria are addressed by each
state-of-the-art paper.

Several prior works provide broad reviews of FL in healthcare. For instance, (Pfitzner et al., 2021) offers a systematic literature
review on FL applications in the medical domain, focusing on privacy preservation and regulatory compliance. However, it
does not specifically cover wearable health devices, sensors, cloud computing, or blockchain. Similarly, (Nguyen et al., 2022)
discusses privacy-aware and resource-aware FL applications in smart healthcare, incorporating insights into sensor usage. Despite
its contributions, it does not explore cloud computing and blockchain integration for wearable health monitoring.

Additional studies investigate FL’s applicability to specific healthcare applications. For example, (Joshi et al., 2022) examines
FL’s pipeline, applications, and challenges, addressing issues such as data heterogeneity and training inefficiencies. While it considers
cloud computing aspects, it does not provide a structured evaluation of FL for wearable health sensors. Similarly, (Chaddad et al.,
2023) focuses on FL models for medical imaging and expert diagnosis, incorporating sensor-based data processing but without
discussing cloud computing or blockchain integration.

Recent surveys have attempted to bridge this gap. Tongnian Wang et al. (2023) reviews FL applications in mobile health
(mHealth), emphasizing remote health monitoring and diagnostic support. While it addresses privacy and sensor-based applications,
it lacks a comprehensive discussion on blockchain and its role in secure wearable health monitoring. Likewise, (Putra et al., 2024)
highlights the role of IoMT in wearable health monitoring, with a strong focus on cloud-edge Al integration but without an in-depth
exploration of blockchain technology.

Additionally, (Ali et al., 2022a) provides a detailed survey on privacy-preserving FL in smart healthcare, incorporating advanced
architectures such as deep reinforcement learning and generative adversarial networks (GANSs) to enhance security. While it discusses
blockchain applications, it does not cover wearable health sensors extensively.

In contrast, our paper uniquely contributes to the literature by:

1. Providing a targeted review of FL in wearable health devices, structured around Privacy, Sensors, Cloud Computing, and
Blockchain.

2. Offering a comparative assessment of existing FL frameworks in the context of wearable health monitoring.

3. Highlighting the specific role of blockchain in enhancing privacy and security in FL-based wearable health technologies.

This work, therefore, fills a crucial research gap by offering a structured and comparative analysis of FL approaches tailored to
wearable health devices, emphasizing their practical implications and technological constraints.

3. Papers retrieval

This section outlines the method used to identify relevant papers for our research. The search was conducted in November 2024
using the Scopus database. We employed a keyword-based search strategy, focusing on terms such as Health, Federated, Model,
Learning, and Wearable. To ensure comprehensive coverage, we used the wildcard operator * (e.g., health includes terms such as
healthcare and e-health).

We searched for papers with our defined search string in at least one of the title, keywords, and abstract fields. The search
was further refined by restricting the domain to Computer Science and Engineering, and we limited the publication date to papers
released after 2020. The search string that we have defined is the following:

TITLE-ABS-KEY (health* AND federated* AND (learning OR model) AND wearable*) AND PUBYEAR > 2020 AND (LIMIT-TO
(SUBJAREA, “COMP”) OR LIMIT-TO (SUBJAREA, “ENGI”))

With these criteria applied, we retrieved a total of 136 eligible papers, as indicated in Table 2.

To narrow down the selection, two experts carefully reviewed each paper and excluded those that did not primarily focus on
wearable health and federated models/learning. Our review process involved a thorough examination of titles and abstracts. We
identified 38 papers relevant to our research.
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Table 2

Number of eligible papers after each stage.
Papers found in the research 136
Papers relevant to our study 38

Regarding the other 98 papers that were excluded, the reasons for their exclusion varied. Some lacked a clear focus on either
wearable devices or health applications, making them less relevant to the scope of this study. Others did not incorporate FL
approaches or models, which is a core aspect of our research objective. Additionally, some papers were too broad in scope, such
as review articles that did not delve into practical implementations or specific case studies relevant to wearable health devices.
Furthermore, a few of the excluded papers were books rather than research articles, which did not align with the criteria for inclusion
in this study. The breakdown of excluded papers is as follows:

+ 48 papers were only marginally related to wearable devices or health applications. For example, the paper (Li et al., 2022)
focused on generic data privacy issues within FL but did not specifically address wearable devices or health applications.

» 31 papers were excluded as they did not explore federated models or learning directly related to health or wearables. For
example, (Mahanipour & Khamfroush, 2024) discussed feature selection techniques but did not apply or discuss wearable
health data.

» 13 papers were reviews or surveys on FL that did not have a clear focus on wearable or health-related implementations. While
informative, these entries lacked practical models or methodologies for the specified domain, like (Gupta et al., 2024).

» 6 papers were book chapters rather than research articles and therefore did not meet the inclusion criteria, as they typically
lacked experimental results or direct applications to wearable health devices, such as (Babu et al., 2024a).

To identify the most important features among the identified papers, we conducted a topic modeling exercise using BERTopic
(Grootendorst, 2022) on the full set of extracted documents. BERTopic is a topic modeling technique that leverages the powerful
language representations from transformers, specifically BERT (Bidirectional Encoder Representations from Transformers) (Devlin
et al., 2019) and its variants like SBERT (Sentence-BERT) (Reimers & Gurevych, 2019) or MPNet (Masked and Permuted Pre-training
for Language Understanding) (Song et al., 2020). Unlike traditional topic modeling approaches such as Latent Dirichlet Allocation
(LDA) (Jelodar et al., 2019), which are based on the statistical properties of the words in documents (such as TF-IDF) (Kim &
Gil, 2019), BERTopic utilizes contextual embeddings to understand the semantic meanings of words within their context. In brief,
BERTopic performs topic modeling by undertaking the following steps:

* Document Embedding: BERTopic starts by converting documents into embeddings using a pre-trained transformer model.
In particular, we used the ‘all-mpnet-base-v2’ model, publicly available via Hugging Face.* The produced embeddings are
high-dimensional vectors that capture the semantic meaning of the entire documents.

Dimensionality Reduction: To manage the complexity of these high-dimensional vectors and to improve the interpretability
of the resulting topics, BERTopic applies dimensionality reduction techniques. We used UMAP (Allaoui et al., 2020) to reduce
the embedding dimensions while preserving as much of the original topological structure as possible.

Clustering: After dimensionality reduction, BERTopic clusters the reduced embeddings to group together documents that are
semantically similar. We employed HDBSCAN (McInnes & Healy, 2017) given its robustness to noise in the data. Indeed,
HDBSCAN is designed to identify and group dense regions of data points while being less influenced by data points that do
not fit well into any cluster, which are considered noise. This characteristic makes HDBSCAN particularly suitable for complex
datasets where the presence of noise could otherwise lead to less accurate clustering results.

Topic Creation and Interpretation: Each cluster is interpreted as a topic. To describe each topic, BERTopic identifies the
most representative words based on the cluster’s content. This is typically done by examining the words that have the highest
frequency or that are most central within the cluster’s embedding space.

Evaluation: Finally, to evaluate the quality of the topics generated, the coherence score (C,) is calculated (RRoder et al., 2015).
This score measures the degree of semantic similarity between the high-scoring words within the topic. The topic coherence
measure is based on a sliding window, one-set segmentation of the top words and an indirect confirmation measure that uses
normalized pointwise mutual information (NPMI) and the cosine similarity (Mifrah & Benlahmar, 2022). A higher coherence
score suggests that the words are more meaningfully related to each other, and the topic is more interpretable to humans (C,
is between 0 and 1).

To ensure the reliability and interpretability of the BERTopic-based thematic extraction, we complemented the coherence score
with additional validation steps. First, following standard practices in topic modeling (RRoder et al., 2015), automated clustering
was combined with expert-driven validation. The generated topics were mapped to higher-level survey themes through a human-in-
the-loop procedure: each topic was represented by its top keywords and most representative documents, which were independently
reviewed by domain experts and iteratively grouped into semantically coherent categories. Disagreements were resolved through
discussion, ensuring consistent and interpretable theme definitions.

4 https://huggingface.co/sentence-transformers/all-mpnet-base-v2
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Second, we assessed the robustness of the clustering pipeline with respect to key modeling choices. In particular, we examined
the stability of the resulting topics under variations of the sentence embedding model, as well as the hyperparameters of UMAP
(e.g., number of neighbors and minimum distance) and HDBSCAN (e.g., minimum cluster size). The main thematic structures
remained stable across configurations, with only minor variations in topic granularity, which is expected for unsupervised methods.

Finally, qualitative evaluation was conducted to verify intra-topic semantic consistency and alignment with the assigned survey
themes. This hybrid validation approach, combining quantitative metrics with expert-driven assessment, follows established practices
in large-scale document clustering and topic modeling, where interpretability and domain relevance are critical for downstream
analysis.

This approach proved instrumental in uncovering the latent thematic structures embedded within the body of literature.
Specifically, we employed this procedure in two distinct phases. First, we applied it to the set of review papers, which facilitated
the identification of 4 thematic elements. Subsequently, we applied the same method to the corpus of technical papers, leading to
the emergence of 11 more granular thematic axes.

4. Reviews

Among the papers most relevant to our topic, we identified ten review papers, namely: Ali et al. (2022a), Badidi (2023), Haque
et al. (2024), Moshawrab et al. (2023), Mosaiyebzadeh et al. (2023), Putra et al. (2024), Qureshi et al. (2023), Schulte et al.
(2024), Shaik et al. (2023), and Upreti et al. (2024). This section provides an overview of the content of these ten review papers,
the features analyzed within them, and how each work aligns with these features.

We searched for papers that address the integration of wearables and health devices with Federated AI models, focusing on four
critical subtopics: privacy, sensors, cloud computing, and blockchain. These subtopics were selected due to their pivotal role in
addressing key challenges and opportunities in smart healthcare systems. Table 3 illustrates the compliance of each reviewed paper
with the selected subtopics, highlighting their relevance. Checkmarks identify papers where the corresponding subtopic has high
importance, while the checkmarks in brackets identify papers where the subtopic has marginal importance, but is still mentioned.
We will now provide a brief explanation of how we chose these topics.

Privacy data preservation is a critical challenge in applying ML techniques, especially in healthcare. FL has emerged as a
promising solution by enabling collaborative model training across distributed devices without sharing raw data. This decen-
tralized approach ensures data confidentiality by sharing model parameters instead of user data, significantly reducing privacy
risks (Moshawrab et al., 2023; Upreti et al., 2024). Papers such as (Moshawrab et al., 2023) and Schulte et al. (2024) emphasize
privacy-preserving techniques like differential privacy and homomorphic encryption, which mitigate risks such as data leakage and
model inversion. Additionally, frameworks like Secure Hierarchical Federated Learning (SHFL) and blockchain-based systems have
demonstrated strong capabilities in anonymizing data and securing sensitive transactions (Mosaiyebzadeh et al., 2023; Shaik et al.,
2023).

The IoMT ecosystem introduces unique challenges, including real-time data acquisition risks and potential breaches during
transmission. Federated cloud—edge Al architectures have been proposed to ensure sensitive data remains localized while supporting
high-quality diagnostics and personalized healthcare (Putra et al., 2024; Upreti et al., 2024). Papers like (Badidi, 2023) discuss
advanced techniques such as secure aggregation and digital twin technologies to address privacy risks, though challenges like
efficient resource management and adversarial threats persist.

Sensors, including biosensors, are integral to wearables and healthcare devices. They play a crucial role in real-time monitoring
of vital signs and continuous health data acquisition, enabling early detection and improved treatment plans. Papers such as (Putra
et al., 2024) and Shaik et al. (2023) highlight innovations like RFID-enabled garments and epidermal tattoos, which enhance patient
comfort and diagnostic accuracy. Despite these advancements, challenges such as sensor interoperability and data security remain
areas for future research.

Cloud computing is another key enabler in healthcare systems, providing scalable data processing, real-time monitoring, and
centralized storage. Papers like (Haque et al., 2024) and Badidi (2023) explore its applications in managing large datasets generated
by IoMT devices and wearable sensors. However, limitations such as latency and privacy concerns are noted. Hybrid cloud-edge
computing models, as discussed in Putra et al. (2024), address these issues by processing data locally before transmission to the
cloud, enabling real-time analytics while maintaining scalability.

Blockchain technology is increasingly recognized as a critical component for securing healthcare systems. Works such as (Mo-
saiyebzadeh et al., 2023) and Ali et al. (2022a) discuss blockchain’s role in ensuring data immutability and traceability within
FL frameworks. Applications such as Ethereum-based data repositories demonstrate the potential for decentralized healthcare
management. However, challenges such as computational demands and scalability trade-offs remain, as highlighted in Badidi (2023).

Following the cluster analysis we described earlier, for the review papers we identified four prominent thematic clusters, each
reflecting a distinct area of focus. For each cluster, we selected a representative candidate feature that encapsulates its core focus,
serving as a basis for our subsequent analysis and comparison. These candidate features are:

- Importance: FL plays a transformative role in securing decentralized healthcare data and enhancing IoMT systems, as
extensively highlighted in Moshawrab et al. (2023) and Upreti et al. (2024).

» Devices: IoMT devices, including wearable biosensors and health monitors, play a pivotal role in enabling secure, scalable,
and patient-centric healthcare, as highlighted by Shaik et al. (2023) and Badidi (2023).



G. Ranjbaran et al. Smart Health 40 (2026) 100663

Table 3
Compliance of each review paper to the four subtopics from Section 1 (sorted chronologically).
Paper Year Privacy Sensors Cloud Blockchain
Data Computing
Ali et al. (2022a) 2022 v
Badidi (2023) 2023 v
Mosaiyebzadeh et al. (2023) 2023 W) v
Moshawrab et al. (2023) 2023 v
Qureshi et al. (2023) 2023
Shaik et al. (2023) 2023 V) V) v
Haque et al. (2024) 2024 W)
Putra et al. (2024) 2024 v v
Schulte et al. (2024) 2024 v
Upreti et al. (2024) 2024 v )

» Domains: Federated Al models and wearable health devices demonstrate versatility across residential, clinical, and public
health domains, enabling personalized care and secure data management, as emphasized in Moshawrab et al. (2023) and Upreti
et al. (2024).

» Use cases: Federated Al models and wearable devices address diverse healthcare challenges, from home-based monitoring
and hospital diagnostics to public health interventions and workplace health management, as highlighted in Moshawrab et al.
(2023) and Upreti et al. (2024).

Table 4 describes, for each retrieved review paper, its compliance with each feature. The meaning of each abbreviation is
described in Table 13. In the following, we will detail and comment on how each feature is adhered to by the papers, and identify
patterns that emerge from this analysis. Specifically, we will examine whether the papers comply with the features all in the same
way, or not, showing the differences among them.

4.1. Importance

The significance of FL and wearable health devices varies across the reviewed papers. Moshawrab et al. (2023) focuses extensively
on privacy preservation in FL, showcasing its potential to secure sensitive healthcare data while enabling collaborative Al model
training. Similarly, (Upreti et al., 2024) highlights the transformative role of FL in managing decentralized healthcare data,
emphasizing its pivotal role in IoMT systems. On the other hand, (Qureshi et al., 2023) and Ali et al. (2022a) discuss privacy and FL
as part of broader healthcare informatics topics, where these aspects are secondary to other considerations such as Al architectures
and data processing. Meanwhile, (Shaik et al., 2023) primarily emphasizes wearable sensors, with only marginal attention to the
integration of FL, and Putra et al. (2024) explores privacy-enhancing technologies in IoMT, with FL discussed as a supporting
framework rather than a central theme.

4.2. Devices

The reviewed papers highlight a range of devices central to healthcare advancements, particularly in IoMT and wearable health
systems. Shaik et al. (2023) focuses on wearable biosensors such as ECG patches, smartwatches, and fitness trackers, emphasizing
their role in chronic disease monitoring, vital signs measurement, and non-invasive diagnostics. Similarly, (Badidi, 2023) explores
advanced biosensor technologies like epidermal electronic tattoos and flexible bioelectronics, which enhance patient comfort and
accuracy in monitoring.

Works such as (Moshawrab et al., 2023) and Qureshi et al. (2023) broadly discuss IoMT devices, including wearable health
monitors, smart medical implants, and connected health hubs, highlighting their integration into FL frameworks for secure data
sharing and analysis. Upreti et al. (2024) examines IoMT-enabled devices used in healthcare systems, such as mobile health devices
and clinical monitoring tools, which facilitate real-time data acquisition and transmission.

Another work, (Haque et al., 2024), emphasizes the importance of multi-sensor setups, including RFID-enabled garments and
non-invasive glucose monitors, which provide continuous data collection for Al-driven diagnostics. Authors in Putra et al. (2024)
discuss IoMT devices from a privacy perspective, addressing the risks associated with data transmission from these devices without
specifying particular types.

In addition to wearable devices, researchers in Ali et al. (2022a) explore edge-Al-driven IoMT devices, such as intelligent
stethoscopes and point-of-care diagnostic tools, which combine cloud computing capabilities for real-time health management. Two
more works, (Mosaiyebzadeh et al., 2023) and Schulte et al. (2024), focus on traditional healthcare IoT devices like blood pressure
monitors and remote patient monitoring systems, emphasizing their scalability and adaptability in different healthcare settings.

Across all papers, these devices are critical to the success of IoMT ecosystems, enabling secure, scalable, and patient-centric
healthcare delivery while leveraging FL and Al technologies to optimize data use and privacy.
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Table 4
Classification of the review papers according to the four defined features (sorted chronologically). Full description of the acronyms can be found
in Table 13.

Paper Year Importance Devices Domains Use Cases

Ali et al. (2022a) 2022 Whole paper Intelligent Ind. Employee health
stethoscopes, monitoring, federated
point-of-care health solutions in
diagnostic tools industrial workplaces

Badidi (2023) 2023 One section Epidermal PH Pandemic response,
electronic scalable health
tattoos, flexible interventions
bioelectronics

Mosaiyebzadeh et al. (2023) 2023 Whole paper IoT-enabled PH Data privacy in IoMT
wearable health ecosystems, federated
sensors, smart cloud-edge solutions
meters

Moshawrab et al. (2023) 2023 Whole paper Smart medical Res. Chronic disease
implants, monitoring, decentralized
wearable healthcare data
biosensors management

Qureshi et al. (2023) 2023 One subs EEG patches, Res., Clin. Home-based health
fitness trackers, monitoring, fitness and
non-invasive chronic condition
glucose monitors management

Shaik et al. (2023) 2023 One subs Wearable vital Res. Remote patient monitoring,
sign monitors, elderly care

Al-enhanced IoT
Sensors

Haque et al. (2024) 2024 One subs Al-integrated Res., Clin. Early diagnostics,
biosensors, personalized health
RFID-enabled monitoring
garments

Putra et al. (2024) 2024 One section IoMT wearable PH Real-time diagnostics,
devices, health large-scale health
monitoring hubs interventions

Schulte et al. (2024) 2024 One section Remote patient Clin., PH Al-driven diagnostics,
monitoring disease outbreak
devices, monitoring,
traditional IoT privacy-preserving health
devices analytics

Upreti et al. (2024) 2024 Whole paper Mobile health Clin., PH Multi-institution health
devices, clinical collaboration,
diagnostic tools privacy-preserving

diagnostics

4.3. Domains

The reviewed papers address diverse healthcare areas, with a range of specific use cases that highlight the adaptability of
federated Al models and wearable health devices.

Residential Healthcare: Papers such as (Moshawrab et al., 2023; Qureshi et al., 2023), and Haque et al. (2024) emphasize
home-based health monitoring systems that leverage wearable biosensors for chronic disease management and real-time vital sign
tracking. These applications enable patients to receive personalized care in non-clinical settings, reducing hospital visits.

Clinical and Hospital Settings: In papers like (Schulte et al., 2024) and Upreti et al. (2024), FL is integrated into hospital systems
to manage sensitive patient data while maintaining privacy. Use cases include Al-driven diagnostics, treatment optimization, and
collaborative healthcare initiatives across multiple institutions.

Public Health Applications: Papers (Putra et al., 2024) and Badidi (2023) explore the use of edge computing and federated Al
for large-scale health interventions, such as monitoring and controlling infectious diseases. These works emphasize applications in
epidemiology and pandemic response, where secure, decentralized data management is critical.

Rehabilitation and Precision Medicine: Specialized use cases are detailed in Mosaiyebzadeh et al. (2023) and Shaik et al.
(2023), focusing on wearable devices that support rehabilitation tracking and Al-driven models for personalized treatment plans.
These studies highlight the potential of federated learning to adapt to condition-specific requirements, such as recovery monitoring
or genetic data analysis.
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Industrial and Organizational Health: The work in Ali et al. (2022a) investigates the application of federated AI in
workplace health monitoring, showcasing use cases such as employee wellness tracking and occupational health management. These
implementations often integrate blockchain technologies for secure, scalable data handling.

By spanning residential, clinical, public health, specialized, and industrial domains, the reviewed papers underscore the versatility
of federated Al models and wearable devices in addressing diverse healthcare challenges.

4.4. Use cases

The reviewed papers highlight a diverse range of use cases that demonstrate the adaptability and effectiveness of FL and wearable
health devices across various domains.

In residential settings, FL and wearable biosensors play a crucial role in managing chronic diseases and enabling decentralized
healthcare data management. For example, (Moshawrab et al.,, 2023) demonstrates how smart medical implants and wearable
biosensors reduce the need for frequent hospital visits while ensuring patient privacy. Similarly, (Qureshi et al., 2023) explores
the use of ECG patches, fitness trackers, and non-invasive glucose monitors for home-based health monitoring, chronic condition
management, and fitness tracking, facilitating personalized care in non-clinical environments.

In clinical and public health domains, FL enhances Al-driven diagnostics and supports large-scale health interventions. Papers
such as (Schulte et al., 2024) focus on remote patient monitoring devices and traditional [oT systems to enable accurate diagnostics
and real-time disease outbreak monitoring, ensuring privacy-preserving analytics. Authors in Putra et al. (2024) further expand
on this by exploring IoMT wearable devices and health monitoring hubs to support real-time diagnostics and pandemic response
efforts, offering scalable and secure solutions. Moreover, the work performed in Badidi (2023) discusses the application of advanced
technologies such as epidermal electronic tattoos and flexible bioelectronics for scalable health interventions and pandemic response,
demonstrating the potential of FL to address public health crises effectively.

Personalized health monitoring is another significant use case highlighted in the reviewed papers. Al-integrated biosensors and
RFID-enabled garments are used for early diagnostics and tailored healthcare interventions. For instance, (Haque et al., 2024)
underscores their effectiveness in providing continuous and personalized health monitoring in residential and clinical domains.

FL also finds applications in industrial and workplace health monitoring. In Ali et al. (2022a), intelligent stethoscopes and point-
of-care diagnostic tools are employed to monitor employee health and safety in industrial settings, integrating federated health
solutions to maintain data security and privacy.

Additionally, wearable vital sign monitors and Al-enhanced IoT sensors support remote patient monitoring and elderly care. The
work in Shaik et al. (2023) emphasizes their role in continuous health tracking and promoting patient independence, particularly
in residential environments. Beyond this, (Upreti et al., 2024) explores FL’s role in facilitating multi-institution health collaboration
using mobile health devices and clinical diagnostic tools, ensuring privacy-preserving diagnostics and seamless cooperation across
healthcare institutions.

Lastly, (Mosaiyebzadeh et al., 2023) addresses privacy challenges in IoMT ecosystems, focusing on data privacy frameworks
and federated cloud-edge solutions that enable secure data sharing in public health applications. These efforts demonstrate the
scalability and adaptability of FL in maintaining data confidentiality across diverse healthcare use cases.

The reviewed papers illustrate how FL and wearable health devices are transforming healthcare across residential, clinical, public
health, and industrial domains. By enabling chronic disease monitoring, personalized care, large-scale interventions, and secure data
management, these technologies address pressing healthcare needs while maintaining scalability, privacy, and adaptability.

4.5. Cross-review synthesis and emerging patterns

A comparative examination of the reviewed surveys reveals not only thematic overlaps but also important conceptual differences
in how FL is positioned within wearable healthcare ecosystems.

Privacy is consistently identified as the primary motivation for FL adoption in healthcare (Ali et al., 2022a; Moshawrab et al.,
2023; Upreti et al., 2024). However, the mechanisms proposed to ensure privacy vary substantially. Works such as Moshawrab et al.
(2023) and Schulte et al. (2024) emphasize cryptographic techniques including differential privacy and homomorphic encryption,
which provide strong theoretical guarantees. In contrast, Putra et al. (2024) and Badidi (2023) advocate architectural solutions
such as cloud—-edge hierarchies that keep raw data localized while sharing aggregated parameters. Meanwhile, Mosaiyebzadeh et al.
(2023) and Ali et al. (2022a) explore blockchain-based trust reinforcement mechanisms to enhance traceability and accountability.

These approaches embody distinct trade-offs. Cryptographic solutions (Moshawrab et al., 2023; Schulte et al., 2024) strengthen
formal privacy guarantees but introduce computational overhead, which may be problematic for resource-constrained wearable
devices. Architectural solutions (Badidi, 2023; Putra et al., 2024) improve scalability and latency management but require reliable
edge infrastructure. Blockchain-based approaches (Ali et al., 2022a; Mosaiyebzadeh et al., 2023) enhance auditability and tamper
resistance; however, their suitability for wearable FL systems depends critically on the underlying architecture. Permissionless
chains such as Ethereum — referenced implicitly in Mosaiyebzadeh et al. (2023) through decentralized data repository designs
— rely on probabilistic consensus mechanisms (PoW/PoS) that introduce block confirmation latencies ranging from seconds to
minutes and impose substantial energy overhead, rendering them largely incompatible with real-time physiological monitoring.
In contrast, permissioned chains such as Hyperledger Fabric, which underlie the lightweight and fog-integrated designs in Baucas
et al. (2023b) and Farooq et al. (2022), employ deterministic consensus protocols such as PBFT that achieve sub-second finality
at significantly lower energy cost, making them considerably more viable for battery-constrained wearable deployments. These
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architectural distinctions are rarely made explicit in the reviewed literature, representing a gap in how blockchain is currently
evaluated within wearable FL frameworks.

Regarding sensing technologies, several reviews highlight innovations such as RFID-enabled garments (Haque et al., 2024),
epidermal electronic tattoos (Badidi, 2023), and wearable biosensors (Shaik et al., 2023). Nevertheless, sensor characteristics are
rarely connected to federated optimization dynamics. Broader healthcare FL surveys (Joshi et al.,, 2022; Pfitzner et al., 2021)
acknowledge challenges such as data heterogeneity and non-IID distributions, yet the interaction between wearable signal variability
and convergence behavior remains underexplored in wearable-specific reviews.

Finally, an evolution in domain focus is observable. Earlier perspectives emphasize cross-institutional collaboration and regula-
tory compliance (Schulte et al., 2024; Upreti et al., 2024), whereas more recent works move toward patient-centric and edge-centric
intelligence (Putra et al., 2024; Shaik et al., 2023). This transition reflects a broader shift from institution-level data sharing toward
adaptive personalization at the device level.

Overall, although Privacy, Sensors, Cloud Computing, and Blockchain are consistently discussed as independent pillars, their
systemic interaction is seldom synthesized. A unified systems perspective that jointly evaluates privacy guarantees, computational
efficiency, device constraints, and regulatory compliance remains insufficiently developed in the current literature.

A recurring limitation across the reviewed survey papers is the conflation of privacy-preserving mechanisms with security
safeguards. Works such as (Moshawrab et al., 2023) and Schulte et al. (2024) explicitly discuss differential privacy and homomorphic
encryption, yet frame these exclusively as privacy techniques without evaluating their coverage of security requirements such as
those mandated by the HIPAA Security Rule. The distinction matters practically: differential privacy noise injection protects against
statistical inference attacks on model outputs (a privacy concern under 45 CFR §164.502°), but does not address transmission security
requirements under §164.312(e), device authentication under §164.312(d), or audit logging requirements under §164.312(b).°
Among the reviewed surveys, only Ali et al. (2022a) and Mosaiyebzadeh et al. (2023) engage with security mechanisms —
specifically blockchain-based audit trails — in ways that partially address HIPAA Security Rule technical safeguard categories.
However, neither paper provides a systematic mapping between proposed mechanisms and regulatory requirements. Administrative
safeguards (workforce training, contingency planning, risk analysis) and physical safeguards (device and media controls) are entirely
absent from all reviewed surveys — a significant gap given that wearable devices are physically mobile, loss-prone, and frequently
operated outside controlled clinical environments. With respect to GDPR, the reviewed surveys acknowledge data minimization and
purpose limitation principles but rarely evaluate how specific FL architectures satisfy them technically. The right to erasure (Article
17)7 remains particularly problematic for FL systems: if model weights encode individual-level information — a risk demonstrated
empirically by gradient inversion attacks — selective data removal from a trained global model is currently an open technical
problem not addressed in any reviewed survey. Similarly, data portability (Article 20)° and the requirement for documented legal
basis for secondary use of health data are compliance dimensions entirely unaddressed in the wearable FL literature.

5. Technical papers

This section presents an analysis of the identified papers focusing on the integration of Federated Al models in wearables and
health devices, namely: Alahmadi et al. (2024), Alferaidi et al. (2024), Aminifar et al. (2024), Antona and Stephanidis (2022), Arya
et al. (2023), Avdan and Onal (2024), Babu et al. (2024b), Baucas et al. (2023b), Bhatt et al. (2024), Birari et al. (2023), Can and
Ersoy (2021), Elayan et al. (2021), Fang et al. (2021), Farooq et al. (2022), Ghosh and Ghosh (2023), Hu et al. (2023), El Jaouhari
(2023), Kaur et al. (2024), Kotiyal et al. (2023), Lakhan et al. (2024), Pham et al. (2023), Rahmany et al. (2023), Ravi Shanker Reddy
and Beena (2022), Sachin et al. (2023), Shae and Tsai (2021), Wang et al. (2023), Yu et al. (2022), and Zhang et al. (2021). We
will highlight the relevance of these studies in the areas and explore a novel set of features developed as part of this research.

We focused on papers discussing Federated AI models in wearables and health devices, emphasizing at least one of the following
subtopics from Section 1: Privacy, Sensors, Cloud Computing, or Blockchain. Table 6 outlines which subtopics each paper addresses.
Like in Table 3, the checkmarks refer to papers where the corresponding subtopic has high relevance, while the checkmarks in
brackets refer to papers where the subtopic is still mentioned, but with less relevance.

The most recurring theme is Privacy, which is the primary focus in several papers (Alahmadi et al., 2024; Alferaidi et al., 2024;
Aminifar et al., 2024; Antona & Stephanidis, 2022; Babu et al., 2024b; Baucas et al., 2023b; Bhatt et al., 2024; Birari et al., 2023;
Can & Ersoy, 2021; El Jaouhari, 2023; Elayan et al., 2021; Ghosh & Ghosh, 2023; Hu et al., 2023; Kaur et al., 2024; Lakhan et al.,
2024; Pham et al., 2023; Rahmany et al., 2023; Sachin et al., 2023; Wang et al., 2023). Specifically, (Babu et al., 2024b) and Lakhan
et al. (2024) feature models that integrate privacy mechanisms with sensor data collection, (Baucas et al., 2023b) explores privacy
within blockchain systems, while the remaining cited papers (Alahmadi et al., 2024; Alferaidi et al., 2024; Aminifar et al., 2024;
Antona & Stephanidis, 2022; Bhatt et al., 2024; Birari et al., 2023; El Jaouhari, 2023; Elayan et al., 2021; Ghosh & Ghosh, 2023;
Hu et al., 2023; Kaur et al., 2024; Pham et al., 2023; Rahmany et al., 2023; Sachin et al., 2023; Wang et al., 2023) address privacy
more implicitly in different contexts.

5 https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.502
6 https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/section-164.312
7 https://gdpr-info.eu/art-17-gdpr/
8 https://gdpr-info.eu/art-20-gdpr/
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Sensors are another central aspect, explicitly highlighted in Kotiyal et al. (2023) and Fang et al. (2021), where physiological
data collection is the main focus. Sensors also play a critical, albeit secondary, role in papers like (Babu et al., 2024b; Can & Ersoy,
2021; Lakhan et al., 2024; Rahmany et al., 2023), supporting broader privacy or monitoring frameworks.

Additionally, Blockchain appears in a select set of works, most notably in Baucas et al. (2023b) and Farooq et al. (2022), where
decentralized security frameworks are detailed. Similarly, (Ravi Shanker Reddy & Beena, 2022) and Shae and Tsai (2021) address
blockchain as a supportive feature for privacy-preserving systems. Finally, Cloud Computing is the focus in papers like (Avdan &
Onal, 2024; Sachin et al., 2023; Yu et al., 2022), which detail cloud-based aggregation for data processing or federated learning
models.

Flexibility in combining these features is evident, but Privacy remains the dominant focus across the majority of the cited works.

In the following, we will briefly describe the content of these papers. Babu et al. (2024b) explores a federated learning framework
integrating privacy-preserving methods with wearable sensors for secure and effective health monitoring. Similarly, (Lakhan et al.,
2024) builds on federated models, focusing on enhancing privacy while utilizing wearable devices to monitor physiological data. In
contrast, (Kotiyal et al., 2023) centers primarily on sensor technologies, emphasizing the role of physiological data from wearables
for activity and health monitoring.

Unlike the previous works, (Bhatt et al., 2024) and Alferaidi et al. (2024) focus exclusively on privacy mechanisms, proposing
cryptographic solutions to secure sensitive health data. Avdan and Onal (2024) and Sachin et al. (2023) address cloud-based
frameworks for managing and aggregating distributed data in healthcare systems, optimizing resource use and scalability. Mean-
while, (Baucas et al., 2023b) integrates blockchain into privacy-focused healthcare solutions, establishing a decentralized mechanism
for secure and transparent data sharing.

The scenario in Farooq et al. (2022) and Ravi Shanker Reddy and Beena (2022) centers on blockchain technologies, highlighting
their role in securing distributed medical data and ensuring data integrity. Conversely, (Fang et al., 2021) and Pham et al. (2023)
prioritize sensors, detailing their applications in smart health systems for real-time abnormal health detection and stress monitoring.

It is important to note that while privacy-preserving techniques are central to most models, stakeholders like healthcare
providers, device manufacturers, and patients are frequently implicit. For instance, (Babu et al., 2024b) and Lakhan et al. (2024)
focus on privacy for individual users, while (Baucas et al., 2023b) introduces blockchain to ensure trust among multiple parties.
Similarly, (Avdan & Onal, 2024) includes cloud providers as key actors in managing distributed models, whereas (Fang et al., 2021)
focuses solely on sensor-based systems with minimal external stakeholders.

Flexibility in combining these features is evident across the works, but Privacy remains the dominant focus, with Sensors often
playing a supportive role in facilitating secure and effective healthcare solutions.

As in Section 4, we have established a set of features to classify the papers describing the novel frameworks and approaches,
which are outlined below.

Granularity: Describes the data granularity at which the proposed framework or approach operates. For instance, some
frameworks focus on real-time data from wearable sensors, often measured in milliseconds or seconds, while others use
aggregated health records analyzed daily or weekly.

Vector: Describes the main focus or data type involved in the framework. Many works are centered on health-related data,
such as physiological signals (e.g., heart rate, oxygen levels), but some extend to environmental or contextual data from IoT
devices.

Devices: Describes the devices utilized in the framework, including wearable sensors, smartphones, edge devices, or dedicated
health-monitoring equipment. Examples include electrocardiogram (ECG) monitors, fitness bands, and smartphones with
in-built sensors.

Domains: Describes the domain for which the framework or approach has been designed or tested. Many frameworks
are tailored for healthcare applications, focusing on areas like personalized medicine, stress detection, or remote patient
monitoring.

Use case: Describes the use case to which the framework is applied. For example, some frameworks target individual users
for stress monitoring, while others address broader entities, such as community health programs or hospital networks. The
number in parentheses indicates the dataset size or population studied, where available.

Customer type: Describes the type of customer or end-user to which the framework refers. These can include individual
patients, healthcare providers, or large-scale organizations, such as hospitals or research institutions.

Provider type: Describes the type of provider implementing the framework, such as technology providers (e.g., IoT platform
developers), healthcare service providers, or data aggregators working with hospitals.

Benefits: Describes the type of utility the framework provides. Common aims include improving health outcomes, ensuring
privacy, enabling real-time monitoring, and reducing operational costs for healthcare providers.

Constraints: Describes the types of constraints under which the framework operates. This may include limitations like battery
life of wearable devices, network bandwidth for data transfer, or compliance with privacy regulations.

Market readiness: Describes whether the framework has been implemented in real-world settings or remains in the
experimental stage. Some works detail fully deployed systems, while others are limited to prototype testing.

Methods: Describes the methods used in building the federated learning framework, such as blockchain integration, statistical
modeling, or machine learning techniques. Some frameworks emphasize hybrid approaches combining these methods to
achieve multiple objectives.
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Table 5

Reference Table for the “Extracted Features”.
Table Name Reference
Granularity, Vector, Devices, Table 7
Domains
Use Case, Customer Type, Table 8
Provider Type, Benefits
Constraints, Market Readiness, Table 9
Methods
Acronym Description Table 13

Table 6
Relevance of features for each technical paper.
Paper Year Privacy Sensors Cloud Blockchain
Computing
Can and Ersoy (2021) 2021 v W)
Elayan et al. (2021) 2021 v W)
Fang et al. (2021) 2021 v
Shae and Tsai (2021) 2021 W) v
Zhang et al. (2021) 2021 W) v
Yu et al. (2022) 2022 v
Farooq et al. (2022) 2022 v
Ravi Shanker Reddy and Beena (2022) 2022 W) v
Antona and Stephanidis (2022) 2022 v W)
Baucas et al. (2023b) 2023 v v
Birari et al. (2023) 2023 v
Ghosh and Ghosh (2023) 2023 v
Kotiyal et al. (2023) 2023 v
El Jaouhari (2023) 2023 v
Sachin et al. (2023) 2023 v W)
Wang et al. (2023) 2023 v W)
Rahmany et al. (2023) 2023 v W) v
Pham et al. (2023) 2023 v v
Arya et al. (2023) 2023 W) v
Alahmadi et al. (2024) 2024 v
Alferaidi et al. (2024) 2024 v
Aminifar et al. (2024) 2024 v
Avdan and Onal (2024) 2024 v
Bhatt et al. (2024) 2024 v
Kaur et al. (2024) 2024 v
Babu et al. (2024b) 2024 v v
Lakhan et al. (2024) 2024 v v

This study is an extensive and in-depth examination of this field, with numerous terms used across different papers. The papers
have been analyzed based on the 11 distinct features just outlined, and the total of 28 technical papers have been meticulously
reviewed accordingly. The results of this analysis are presented in Table 5, which includes a list of 4 tables: Tables 7, 8, and 9
summarize the papers based on the 11 features. Full terms for the acronyms can be found in the Appendix (Table 13). In order
to improve the reader’s comprehension, we have provided as a supplementary online material, a comprehensive summary table
featuring all the papers and their classification features. The table is accessible via the Joint Research Centre Data Catalogue’ at the
following permanent link: http://data.europa.eu/89h/46d2d46f-8006-4b9c-81a0-2bda83b4fc58. This catalog contains a complete
list of both the technical and review papers, organized according to the features considered in our analysis. Including this extensive
table within the manuscript would have been impractical.

Looking at Table 6, we can note a dominant emphasis on privacy-preserving mechanisms, while comparatively fewer works
prioritize sensor optimization or cloud efficiency as primary contributions. Privacy-centric federated models are central in works
such as Babu et al. (2024b), Lakhan et al. (2024), Bhatt et al. (2024), Alferaidi et al. (2024), Alahmadi et al. (2024), and Baucas
et al. (2023b). In contrast, sensor-driven innovation is more explicitly foregrounded in Kotiyal et al. (2023) and Fang et al. (2021).
This imbalance suggests that FL in wearable healthcare is currently framed primarily as a privacy-preserving paradigm rather than
a holistic system optimization strategy.

Furthermore, three major technical strategies can be identified:

1. Model-centric privacy enhancement, where secure aggregation, differential privacy, or modified federated optimizers are
introduced (e.g., Bhatt et al. (2024), Can and Ersoy (2021), Aminifar et al. (2024), Pham et al. (2023), Wang et al., 2023).

9 Joint Research Centre Data Catalogue: https://data.jrc.ec.europa.eu/.
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Table 7

Extracted Features: Granularity, Vector, Devices, Domain. Full description of the acronyms can be found in Table 13.
Paper Year Granularity Vector Devices Domains
Can and Ersoy (2021) 2021 RT PS SW, SB, CS H
Elayan et al. (2021) 2021 RT PS FT, SW, CSI, CS H
Fang et al. (2021) 2021 RT PS SW, CS H
Shae and Tsai (2021) 2021 RT PS, EMR_D WD, EMR_S H
Zhang et al. (2021) 2021 RT PS, VD WS, ED, CS SH
Yu et al. (2022) 2022 RT PS, CD HMD, CS eH
Farooq et al. (2022) 2022 RT PS, AD FT, SW, CS H
Ravi Shanker Reddy and Beena (2022) 2022 RT PS SB, BC, FM, CL H
Antona and Stephanidis (2022) 2022 RT PS, PS SwW, CS H, E
Baucas et al. (2023b) 2023 RT PS, ES, PI BS, EMS H
Birari et al. (2023) 2023 RT PS MS, ARS H
Ghosh and Ghosh (2023) 2023 RT PS WS, ED H
Kotiyal et al. (2023) 2023 20HZ A WD, ED, CS SE, Ind., H
El Jaouhari (2023) 2023 RT PS SW, CS H, E
Sachin et al. (2023) 2023 RT PS IoMT_S, CS RH
Wang et al. (2023) 2023 RT PS WD, SP, SS, AS SH
Rahmany et al. (2023) 2023 RT AD, PS SW, CS, SP, ARS H
Pham et al. (2023) 2023 RT AD, PS WS, SW H, MH
Arya et al. (2023) 2023 RT A, PS FT, SW, ED H
Hu et al. (2023) 2023 RT PS, ES, CP PM, A, CS H
Alahmadi et al. (2024) 2024 RT PS SW, FT, CS H
Alferaidi et al. (2024) 2024 RT PS, ES, AD ESS, EGP, SW, HR, D H, RH
Aminifar et al. (2024) 2024 256HZ PS EEG_S, eWS, CS MH
Avdan and Onal (2024) 2024 RT PS, AD, ES WS, SP, CS H
Bhatt et al. (2024) 2024 RT PS SW, FT H
Kaur et al. (2024) 2024 RT PS SW, FT, BS, ED, CS H
Babu et al. (2024b) 2024 RT PS, AD, ES SW, FT, EEGM, SHS H
Lakhan et al. (2024) 2024 RT PS W, SW, BS, IoMT_S H

2. Architecture-centric optimization, where cloud—edge or hierarchical aggregation structures are designed to reduce latency and
computational burden (e.g., Avdan and Onal (2024), Yu et al. (2022), Sachin et al., 2023).

3. Ledger-centric trust reinforcement, where blockchain mechanisms ensure data integrity and decentralized governance (e.g., Bau-
cas et al. (2023b), Farooq et al. (2022), (Ravi Shanker Reddy & Beena, 2022), Shae & Tsai, 2021).

These strategies involve distinct performance trade-offs. Model-centric approaches (Aminifar et al., 2024; Bhatt et al., 2024)
often maintain scalability but may introduce gradient perturbations or additional communication overhead, potentially affecting
convergence stability. Architecture-centric designs (Avdan & Onal, 2024; Yu et al., 2022) improve responsiveness through distributed
edge processing, yet increase infrastructure complexity and synchronization requirements. Blockchain-integrated systems (Baucas
et al.,, 2023b; Farooq et al., 2022) strengthen transparency and tamper resistance; however, consensus mechanisms and ledger
maintenance introduce computational and energy overhead that may not align with low-power wearable constraints.

Sensor granularity further influences performance. High-frequency EEG-based systems such as Aminifar et al. (2024) (256 Hz
sampling) and accelerometer-driven activity recognition frameworks such as Kotiyal et al. (2023) (20Hz sampling) achieve
fine-grained anomaly detection but increase communication cost and energy consumption. Conversely, aggregated physiological
monitoring approaches (Babu et al., 2024b; Lakhan et al., 2024) reduce transmission overhead yet may sacrifice early detection
sensitivity.

Therefore, performance differences across frameworks are frequently shaped not only by algorithmic design but also by
assumptions regarding data resolution, device capability, and communication topology. A systematic co-design between sensing
granularity and federated optimization remains largely unexplored.

5.1. Granularity

The reviewed papers exhibit diverse data granularity levels, largely influenced by the specific domain, use case, and compu-
tational requirements. A significant portion of the studies operates in real-time, processing physiological signals, activity data,
and environmental signals captured from various wearable and IoT devices such as smartwatches, fitness trackers, biosensors, and
IoMT sensors. These systems are predominantly employed in healthcare for applications such as chronic disease monitoring, stress
detection, and remote patient supervision (Alahmadi et al., 2024; Alferaidi et al., 2024; Babu et al., 2024b; Birari et al., 2023;
El Jaouhari, 2023; Farooq et al., 2022; Kaur et al., 2024; Lakhan et al., 2024; Rahmany et al., 2023; Shae & Tsai, 2021; Yu et al.,
2022; Zhang et al., 2021). The real-time nature of these frameworks ensures immediate responsiveness, which is particularly crucial
for emergency detection and continuous health tracking.

Beyond real-time systems, some studies define granularity based on sampling frequency. For instance, certain frameworks
leverage accelerometer signals sampled at 20 Hz for human activity recognition and group activity monitoring (Avdan & Onal,
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Table 8
Extracted Features: Use Case, Customer Type, Provider Type, Benefits. Full description of the acronyms can be found in Table 13..
Paper Year Use Customer Provider Benefits
Case Type Type
Can and Ersoy (2021) 2021 SD, PP, SM SMI, HP, R WDM, CSP, HP PP, ASD, S, R
Elayan et al. (2021) 2021 SDD, HM, P, HP, R IoMT_DM, CSP, PP, AD, DA, S
PP HL
Fang et al. (2021) 2021 RHP, PP, FE, HP, R WDM, HI PP, AP, S
PR
Shae and Tsai (2021) 2021 PP, IDS P, HP, PC D, HL, HI PP, S
Zhang et al. (2021) 2021 SD, MD, PP SMI, HP IoT_DM, CSP, PP, EE, R, S
HI
Yu et al. (2022) 2022 MCC, D, P, HP, R WDM, CSP, H, E, PP, S, R
PP, R HL
Farooq et al. (2022) 2022 RM, PP, SD ElL, P, HP W_IoT_DM, PP, S, R, RCL, PO
CSP, WDM
Ravi Shanker Reddy and Beena (2022) 2022 CIP, PP, LE I, PP BN, CSP PP, EDD, DC
Antona and Stephanidis (2022) 2022 RM, PP 1, HP, HL D, HI PT, PP
Baucas et al. (2023b) 2023 MCC, DAB, P, HP IoT_DM, R, HP PP, S, R, HA
EDI
Birari et al. (2023) 2023 CIM, EDD, P, PP, R WDM, CSP, HI PO, EDI, RS
ER
Ghosh and Ghosh (2023) 2023 HM P, HP, D IoMT_DM, HP PP, PO, RP
Kotiyal et al. (2023) 2023 S, HAR E, A, IoTS HL, IoMT_DM, MDD, PP, LRC, AD
D
El Jaouhari (2023) 2023 RM, PP 1, HP, HL D, HI HD, PP, S, F
Sachin et al. (2023) 2023 MCD, HAR, P, HP, HI WDM, CSP, PP, AD, S, EE, RCL
PP, PR WDM
Wang et al. (2023) 2023 MCD, DM, P, HP, R WDM, CSP, H PP, S, E, PO
SD, PP
Rahmany et al. (2023) 2023 RM, MCC I, HP, HL CSP, HP PT, PP, RP, HM
Pham et al. (2023) 2023 MD I HP, HL, R PP, ASD
Arya et al. (2023) 2023 RM, PP, PR FI, HP, R WDM, CSP, HI PP, RCC
Hu et al. (2023) 2023 RM, FD, EI, HP WDM, IoMT_D, PP, G, EDD
ER, HM, HP
LE, PR
Alahmadi et al. (2024) 2024 HM, EDD, P, HP, D IoT_DM, IP, HP LRGC, PP, E, S
PP
Alferaidi et al. (2024) 2024 RM, ER, P, HP HL, D, R PC, A, E, DS, ES
EDD
Aminifar et al. (2024) 2024 RM, ESD, P, HP, R IoT_DM, CSP, PP, S, PO, RCC
PP, DHA HP
Avdan and Onal (2024) 2024 SD, SD SMI, HP IoMT_DM, D, PC, A, E, ES, DS
HP
Bhatt et al. (2024) 2024 HM, PP, P, HP, R MDM, HP AP, PP, LRC, RCL
RM
Kaur et al. (2024) 2024 RM P, HP, R WDM, CSP, S, PE, PP
WDM
Babu et al. (2024b) 2024 MCD, DAB, P, HP, R HP, IoT_DM PP, S, LRC, EDD, PT, A
PP, HA
Lakhan et al. (2024) 2024 MWU, DAB, WU, HP, R HL, H, IoT_DM HA, DS, LRC, DP, HM
oD, ER

2024; Kotiyal et al., 2023), while others process EEG signals at 256 Hz for detecting neurological conditions such as epileptic
seizures (Aminifar et al., 2024). These high-resolution approaches enable the extraction of fine-grained insights, allowing for early
anomaly detection and precise health monitoring.

In contrast, other research efforts focus on hierarchical granularity, combining real-time data with aggregated or batched
processing through edge computing and cloud-based architectures. Such multi-tiered systems process continuous sensor data at
the edge for immediate insights while periodically transferring aggregated information to cloud platforms for deeper analysis (Arya
et al., 2023; Baucas et al., 2023b; Bhatt et al., 2024; Can & Ersoy, 2021; Elayan et al., 2021; Fang et al., 2021; Hu et al., 2023; Pham
et al., 2023; Sachin et al., 2023; Wang et al., 2023). This strategy optimizes computational efficiency, balancing responsiveness with
scalability.

Several studies also incorporate contextual and behavioral data alongside physiological signals, refining granularity beyond
traditional biometric monitoring. For instance, frameworks integrating environmental monitoring sensors and contextual parameters
provide a holistic perspective on health, considering external factors influencing physiological conditions (Birari et al., 2023; Ghosh
& Ghosh, 2023; Ravi Shanker Reddy & Beena, 2022). Similarly, behavioral signals such as motion patterns and stress indicators
offer personalized insights, enabling adaptive and proactive interventions (Alahmadi et al., 2024; Antona & Stephanidis, 2022).
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Table 9

Extracted Features: Constraints, Market Readiness, Methods. Full description of the acronyms can be found in Table 13.
Paper Year Constraints Market Methods

Readiness

Can and Ersoy (2021) 2021 DQ, HCC, P RDV FL, MLP, TFF
Elayan et al. (2021) 2021 HCC, CL TP FL, TL, DL
Fang et al. (2021) 2021 HCC, DQ, S RDV BFL, ARX
Shae and Tsai (2021) 2021 HCC, DO, S PP B, FL, NFT
Zhang et al. (2021) 2021 ID, HCC PP FL, EIDR, AGUC
Yu et al. (2022) 2022 HCC RDV MFL, MLSGD, ECI
Farooq et al. (2022) 2022 HCC TP B, FL
Ravi Shanker Reddy and Beena (2022) 2022 HCC, DQ RP FL, B
Antona and Stephanidis (2022) 2022 ID, HCC, P TP XAI, PPFL, RL
Baucas et al. (2023b) 2023 HCC, BC, IL PCP FL, CI, ML
Birari et al. (2023) 2023 HCC, DS TP FedERF, FedIERF
Ghosh and Ghosh (2023) 2023 DQ, HCG, S, R TP FL, SAT, M_MSS
Kotiyal et al. (2023) 2023 S, HCC PCP FSN, FGO, AMA, EC, CI
El Jaouhari (2023) 2023 HCC, R, DS, S TP XAlI, PPFL, RL
Sachin et al. (2023) 2023 HCC, P, DS RDV FL, CNN-LSTM, HE, IL
Wang et al. (2023) 2023 HCG, S PP FL, RS, BV, LR, GD
Rahmany et al. (2023) 2023 P, DQ, IL P FL, B, ML
Pham et al. (2023) 2023 P, DQ TP FL, Fed_Avg
Arya et al. (2023) 2023 DQ, HCC TP FL
Hu et al. (2023) 2023 HCC, P, DS, R TP FSFD, LG, DNN, H_fog
Alahmadi et al. (2024) 2024 HCC, V, EC, MC P FL, B, Fog-IoT, ANN
Alferaidi et al. (2024) 2024 CGC, SS, HCC RP FL, B, AR/VR, 6G, M_IoMT_S
Aminifar et al. (2024) 2024 HCC, CL, P RDV FL, SMC, ANN
Avdan and Onal (2024) 2024 HCC, DS, IL SP FL, FedAvg, FL_LDA, FL_ANN, FL_ADA, FL_CNN
Bhatt et al. (2024) 2024 CGC, SS, HCC SP FedAagrad, SMOTE, ANN, 5G
Kaur et al. (2024) 2024 HCGC, S F, B PP FL, SAT, DNN, B
Babu et al. (2024b) 2024 HCC, DS P FL, C
Lakhan et al. (2024) 2024 HCC, EC, P, DS, RD, SQ SP FL, DCNN, AES, DF

Overall, the granularity of data processing across these studies ranges from ultra-fine-grained real-time measurements to
aggregated, context-aware insights, ensuring adaptability to diverse computational constraints and application-specific demands.
The choice of granularity is often a trade-off between accuracy, computational cost, and real-time responsiveness, dictated by the
nature of the application and the available infrastructure.

5.2. Vector

The notion of “Vector” in the reviewed works primarily refers to the type of data involved in the proposed frameworks. A
significant number of studies focus on health-related data, particularly physiological signals such as heart rate, oxygen saturation,
EEG, and ECG readings. These data vectors are extensively used for real-time monitoring, medical diagnosis, and predictive analytics
in healthcare applications (Antona & Stephanidis, 2022; Babu et al., 2024b; Birari et al., 2023; Ghosh & Ghosh, 2023; Lakhan et al.,
2024; Ravi Shanker Reddy & Beena, 2022). Some studies emphasize the role of biosignals in detecting anomalies, facilitating early
disease diagnosis, and personalizing healthcare solutions (Baucas et al., 2023b; Can & Ersoy, 2021; Sachin et al., 2023).

Beyond physiological data, several frameworks extend their scope to environmental and contextual data collected from IoT
devices. These include data streams from wearable sensors, ambient temperature, humidity, and geolocation-based information,
providing a more comprehensive situational awareness in smart environments (Alferaidi et al., 2024; Farooq et al., 2022; Kaur et al.,
2024; Pham et al., 2023; Shae & Tsai, 2021). The integration of such diverse vectors enhances the adaptability and efficiency of
various machine learning and deep learning models applied in healthcare, industrial automation, and smart city applications (Elayan
et al., 2021; Zhang et al., 2021). Additionally, some works explore the impact of sensor fusion on improving accuracy in anomaly
detection systems by aggregating data from multiple sources (Fang et al., 2021).

Moreover, multi-modal data fusion is a key area of exploration, combining different types of vectors to improve model accuracy
and robustness. Some works integrate ECG data with motion sensor readings to distinguish between physical activity and potential
cardiac anomalies (Alahmadi et al., 2024; Aminifar et al., 2024; Yu et al., 2022). Others leverage a fusion of textual, numerical,
and categorical vectors to enhance predictive capabilities in medical, industrial, and security applications (Arya et al., 2023; Bhatt
et al., 2024; El Jaouhari, 2023; Rahmany et al., 2023; Wang et al., 2023).

Furthermore, a few studies focus on the role of vector representation in natural language processing and graph-based models,
utilizing embeddings to transform textual or structured information into feature-rich numerical representations for downstream
tasks (Avdan & Onal, 2024; Hu et al., 2023; Kotiyal et al., 2023). This trend highlights the expanding role of vectors beyond
structured sensor data, incorporating knowledge graphs, symbolic Al, and multimodal learning.

In summary, the definition and utilization of Vector in these frameworks highlight the increasing importance of diverse data
types in modern Al-driven applications. Whether focusing on physiological signals, environmental sensors, or multi-modal fusion,
the reviewed studies underscore the pivotal role of vector selection in achieving accurate and reliable outcomes.
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5.3. Devices

The reviewed works employ a diverse range of devices, including wearable sensors, smartphones, edge computing devices, and
dedicated health-monitoring equipment. These devices facilitate real-time data collection, enabling various health and environmental
monitoring applications.

Wearable sensors such as smartwatches, fitness trackers, and biosensors are prominently used for physiological data collection.
These devices continuously monitor biometric signals like heart rate, oxygen saturation, and movement patterns, which are crucial
for applications like chronic disease monitoring, stress detection, and early anomaly detection (Alahmadi et al., 2024; El Jaouhari,
2023; Kotiyal et al., 2023; Pham et al., 2023). For instance, smartwatches and fitness bands are widely integrated into healthcare
frameworks, allowing for seamless tracking of physical activities and cardiovascular health (Alferaidi et al., 2024; Aminifar et al.,
2024; Baucas et al., 2023b). Additionally, specialized sensors such as EEG monitors and e-glass wearable systems have been utilized
for detecting neurological conditions like epileptic seizures (Birari et al., 2023; Elayan et al., 2021; Yu et al., 2022).

Beyond individual wearables, edge computing devices such as Raspberry Pi and Jetson Nano play a crucial role in decentral-
ized health-monitoring frameworks. These devices enable low-latency processing of sensor data, reducing dependency on cloud
infrastructure while maintaining privacy (Ghosh & Ghosh, 2023; Kaur et al., 2024; Lakhan et al., 2024). Wearable biosensors and
accelerometers also integrate with edge devices to enhance mobility and efficiency in healthcare applications (Avdan & Onal, 2024;
Rahmany et al., 2023; Sachin et al., 2023; Wang et al., 2023).

Smartphones serve as another pivotal component in data acquisition and processing. Equipped with in-built sensors, they
facilitate real-time health assessments and emergency response systems (Bhatt et al., 2024; Farooq et al., 2022; Hu et al., 2023).
Some frameworks leverage smartphone cameras for capturing skin images, aiding in remote dermatological diagnosis (Babu et al.,
2024b; Ravi Shanker Reddy & Beena, 2022; Zhang et al., 2021). Additionally, smartphones often act as intermediaries, aggregating
data from multiple wearable and IoT sensors before transmitting it to cloud servers for further analysis (Antona & Stephanidis, 2022;
Can & Ersoy, 2021; Shae & Tsai, 2021).

IoT-enabled smart home devices such as smart home sensors and environmental monitoring units are also incorporated into
monitoring frameworks. These systems capture contextual data, such as ambient temperature, humidity, and air quality, to provide
a holistic view of an individual’s health (Arya et al., 2023; Birari et al., 2023; Fang et al., 2021; Kaur et al., 2024). The integration of
such environmental data with physiological signals enhances the predictive accuracy of health-monitoring models (Alahmadi et al.,
2024; El Jaouhari, 2023; Yu et al., 2022).

In summary, the selected studies emphasize a multi-device ecosystem for comprehensive health and environmental monitoring.
By leveraging wearable sensors, smartphones, edge computing, and smart home devices, these frameworks enhance real-time
analytics, improve accuracy, and ensure privacy-preserving health assessments.

Beyond functional diversity, device selection introduces structural constraints that directly influence federated learning perfor-
mance. Wearable-centric architectures, as explored in Alahmadi et al. (2024), Kotiyal et al. (2023), and Pham et al. (2023), maximize
data locality and minimize privacy exposure but are constrained by limited battery capacity and computational resources. Such
constraints often restrict local training epochs or model complexity, potentially slowing global convergence.

Smartphone-assisted or intermediary aggregation models, such as those in Can and Ersoy (Can & Ersoy, 2021), Shae and
Tsai (Shae & Tsai, 2021), and Antona and Stephanidis (Antona & Stephanidis, 2022), alleviate on-device computation but introduce
additional communication layers that may increase latency and synchronization challenges.

Edge—cloud hybrid architectures, including Avdan and Onal (Avdan & Onal, 2024), Yu et al. (2022), and Sachin et al. (2023),
demonstrate improved scalability and aggregation efficiency through more powerful edge servers. However, increased infrastructure
complexity may enlarge the attack surface, a concern highlighted in privacy-oriented frameworks such as Lakhan et al. (2024)
and Bhatt et al. (2024).

Device heterogeneity further affects algorithmic stability. Connectivity fluctuations, energy limitations, and client dropouts —
common in wearable deployments — may bias model updates and slow convergence, particularly under non-IID conditions discussed
in broader healthcare FL analyses (Joshi et al., 2022; Pfitzner et al., 2021).

Consequently, frameworks that report strong experimental performance often operate under controlled device conditions
(e.g., Aminifar et al. (2024), Kotiyal et al., 2023), rather than demonstrating robustness under realistic heterogeneous wearable
environments. Addressing energy-aware participation and adaptive aggregation remains an open challenge in federated wearable
systems.

5.4. Domains

The reviewed studies span a variety of domains, with a predominant focus on healthcare applications. Many frameworks are
designed for personalized medicine, remote patient monitoring, and early disease detection, leveraging wearable sensors, IoT devices,
and machine learning models to improve healthcare outcomes (Avdan & Onal, 2024; Hu et al., 2023; Kotiyal et al., 2023). These
systems aim to provide continuous health assessment, enabling early diagnosis and timely intervention for chronic conditions like
cardiovascular diseases, diabetes, and neurological disorders (Aminifar et al., 2024; Baucas et al., 2023b; Lakhan et al., 2024).
For instance, some frameworks use biosensors and real-time monitoring platforms to track physiological parameters such as heart
rate variability and blood glucose levels (Alferaidi et al., 2024; Can & Ersoy, 2021; Ghosh & Ghosh, 2023). Others focus on stress
detection by analyzing multi-modal data, including biometric signals and behavioral indicators (Bhatt et al., 2024; Birari et al.,
2023; El Jaouhari, 2023).
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Beyond individual health tracking, remote patient monitoring (RPM) systems have been widely adopted to support elderly care,
post-surgery recovery, and chronic disease management. These systems integrate wearable sensors and cloud-based analytics to
facilitate remote consultations, reducing the need for in-person hospital visits (Alahmadi et al., 2024; Babu et al., 2024b; Yu et al.,
2022). Some frameworks specifically address mental health monitoring, utilizing physiological and contextual data to detect early
signs of depression and anxiety (Kaur et al., 2024; Ravi Shanker Reddy & Beena, 2022; Zhang et al., 2021).

While healthcare remains the dominant domain, several studies extend their focus to industrial applications, including predictive
maintenance and workplace safety. Frameworks in this category use sensor-based monitoring to detect mechanical failures, worker
fatigue, or hazardous environmental conditions, thereby preventing accidents and equipment failures (Pham et al., 2023; Sachin
et al., 2023; Shae & Tsai, 2021; Wang et al., 2023). In addition, smart home and environmental monitoring systems leverage IoT-
based solutions to track air quality, temperature fluctuations, and energy consumption, ensuring optimized living conditions (Elayan
et al., 2021; Fang et al., 2021; Farooq et al., 2022).

Another emerging application area is sports and fitness tracking, where wearable technology is employed to enhance athletic
performance and injury prevention. Some frameworks focus on motion analysis using accelerometer and gyroscope data to
optimize training regimens for athletes (Birari et al., 2023; El Jaouhari, 2023; Yu et al., 2022). Additionally, fitness monitoring
solutions are increasingly integrated into consumer applications, providing real-time feedback on physical activities and caloric
expenditure (Alferaidi et al., 2024; Arya et al., 2023; Ghosh & Ghosh, 2023; Rahmany et al., 2023).

In summary, the reviewed studies highlight the diverse applicability of these frameworks across multiple domains, with a strong
emphasis on healthcare, industrial safety, smart environments, and fitness tracking. By leveraging advanced data collection and
analysis techniques, these systems improve decision-making, enhance personalized monitoring, and contribute to safer and more
efficient environments.

5.5. Use case

The reviewed frameworks are applied to various use cases, ranging from individual-level monitoring to broader community
health programs and hospital networks. Many studies focus on individual users, particularly for stress detection, mental health
assessment, and personalized health monitoring. These frameworks leverage physiological signals such as heart rate variability and
electrodermal activity to evaluate stress levels and emotional well-being (Alahmadi et al., 2024; El Jaouhari, 2023; Fang et al.,
2021; Farooq et al., 2022; Kotiyal et al., 2023; Pham et al., 2023). Some studies incorporate smartphone-based data, including
activity tracking, sleep patterns, and digital biomarkers, to enhance accuracy in personalized health assessments (Alferaidi et al.,
2024; Birari et al., 2023; Ravi Shanker Reddy & Beena, 2022).

Beyond individual monitoring, several frameworks are designed for workplace wellness programs and employee stress manage-
ment. These solutions integrate wearable sensors and digital platforms to analyze employee health trends, providing organizations
with insights into workplace stressors and productivity correlations (Hu et al., 2023; Kaur et al., 2024; Lakhan et al., 2024; Rahmany
et al.,, 2023; Shae & Tsai, 2021). Some studies extend their focus to community-level health monitoring, utilizing IoT-enabled
solutions to track environmental and behavioral factors affecting public health (Arya et al., 2023; Avdan & Onal, 2024; Babu
et al., 2024b; Can & Ersoy, 2021). These frameworks often integrate data from smart city infrastructure, public health surveys,
and large-scale sensor networks to monitor collective well-being.

In hospital and clinical settings, several frameworks support RPM and disease management for conditions such as cardiovascular
diseases and chronic illnesses. These studies employ ECG-based wearable devices, continuous glucose monitors, and cloud-based
platforms to enable real-time intervention and reduce hospital visits (Antona & Stephanidis, 2022; Baucas et al., 2023b; Bhatt et al.,
2024; Ghosh & Ghosh, 2023; Sachin et al., 2023; Wang et al., 2023). Some frameworks also focus on predictive analytics, leveraging
multi-modal patient data to anticipate health deterioration and recommend timely interventions (Aminifar et al., 2024; Elayan et al.,
2021; Yu et al., 2022; Zhang et al., 2021).

In summary, the reviewed frameworks demonstrate diverse applications, addressing individual users, workplace environments,
community health programs, and hospital networks. The scalability of these solutions underscores their potential in enhancing both
personalized and population-wide health interventions.

5.6. Customer type

The reviewed frameworks cater to a diverse range of end-users, spanning from individual patients to healthcare providers and
large-scale organizations such as hospitals and research institutions. Many studies focus on individual customers, particularly patients
who require personalized healthcare solutions. These frameworks leverage wearable devices, smartphone applications, and remote
monitoring technologies to assist individuals in tracking their health metrics, such as stress levels, heart rate variability, and activity
patterns (Avdan & Onal, 2024; Babu et al., 2024b; Birari et al., 2023; Kaur et al., 2024; Pham et al., 2023; Wang et al., 2023). Some
frameworks are tailored for chronic disease patients, providing real-time health monitoring and alerts for conditions such as diabetes,
cardiovascular diseases, and mental health disorders (Alahmadi et al., 2024; El Jaouhari, 2023; Fang et al., 2021; Farooq et al., 2022;
Kotiyal et al., 2023).

Beyond individual users, several frameworks are designed for healthcare providers, including physicians, nurses, and clinical
specialists. These systems integrate real-time patient data, predictive analytics, and decision-support tools to enhance diagnosis,
treatment planning, and remote patient monitoring (Baucas et al., 2023b; Bhatt et al., 2024; Can & Ersoy, 2021; Ghosh & Ghosh,
2023; Sachin et al., 2023; Zhang et al.,, 2021). Some studies specifically address telemedicine platforms, allowing healthcare
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professionals to monitor patients remotely through IoT-enabled devices and Al-driven analytics (Alferaidi et al., 2024; Aminifar
et al., 2024; Hu et al., 2023; Rahmany et al., 2023). These frameworks facilitate early intervention, improve patient outcomes, and
optimize clinical workflows.

Additionally, some frameworks cater to large-scale organizations, such as hospitals, research institutions, and public health
agencies. These implementations focus on big-data-driven healthcare analytics, integrating electronic health records (EHRs), popu-
lation health data, and Al-powered predictive modeling to enhance decision-making at institutional levels (Antona & Stephanidis,
2022; Arya et al., 2023; Elayan et al., 2021; Lakhan et al., 2024; Yu et al., 2022). Hospitals leverage these frameworks for patient
management, resource optimization, and operational efficiency, ensuring seamless integration of real-time health monitoring with
hospital information systems (Birari et al., 2023; Ravi Shanker Reddy & Beena, 2022; Shae & Tsai, 2021).

In summary, the reviewed studies demonstrate a multi-tiered approach to customer engagement, addressing individual patients,
healthcare professionals, and institutional stakeholders. These frameworks highlight the scalability of Al-driven healthcare solutions,
ensuring improved patient care, clinical decision support, and large-scale health management.

5.7. Provider type

The reviewed frameworks are implemented by a diverse range of providers, including technology developers, healthcare service
providers, and data aggregators. These entities play a crucial role in designing, deploying, and maintaining Al-driven solutions for
healthcare, smart monitoring, and data analytics.

A significant number of studies highlight the role of technology providers, particularly IoT platform developers, Al engineers, and
software companies that design and implement hardware-software solutions for real-time health monitoring, predictive analytics,
and decision support systems (Alahmadi et al., 2024; Babu et al., 2024b; Bhatt et al., 2024; Farooq et al., 2022; Ghosh & Ghosh,
2023; Shae & Tsai, 2021). These providers develop wearable sensors, cloud-based analytics platforms, and Al-powered healthcare
applications, enabling the seamless integration of machine learning models with smart devices for remote health monitoring and
diagnostics (Avdan & Onal, 2024; Kaur et al., 2024; Kotiyal et al., 2023; Rahmany et al., 2023; Wang et al., 2023; Zhang et al.,
2021).

Additionally, healthcare service providers, including hospitals, clinics, and telemedicine companies, are key stakeholders in
deploying these frameworks for patient monitoring, chronic disease management, and remote diagnostics (Alferaidi et al., 2024;
Elayan et al., 2021; Lakhan et al., 2024; Sachin et al., 2023; Yu et al., 2022). These providers utilize IoT-enabled medical devices,
cloud-based electronic EHRs, and Al-driven clinical decision support systems to improve patient outcomes, operational efficiency,
and medical interventions (Aminifar et al., 2024; Antona & Stephanidis, 2022; Baucas et al., 2023b; El Jaouhari, 2023; Fang et al.,
2021). Some frameworks are directly embedded into hospital infrastructure, enabling healthcare professionals to monitor patients
in real time, optimize resource allocation, and facilitate early disease detection through predictive analytics (Arya et al., 2023; Can
& Ersoy, 2021; Hu et al., 2023).

Another crucial category includes data aggregators, such as research institutions, public health agencies, and health-tech
companies, which focus on data collection, integration, and large-scale analysis of health records, wearable sensor data, and
population health trends (Alferaidi et al., 2024; Birari et al., 2023; Kaur et al., 2024; Shae & Tsai, 2021). These providers work
closely with hospitals, government organizations, and technology firms to ensure that Al-driven frameworks are trained on diverse,
high-quality datasets, improving the accuracy and generalizability of healthcare applications (Avdan & Onal, 2024; El Jaouhari,
2023; Farooq et al., 2022; Ravi Shanker Reddy & Beena, 2022).

In conclusion, technology providers, healthcare service providers, and data aggregators collectively drive the implementation of
Al-based healthcare solutions. Their contributions ensure the development, deployment, and scalability of frameworks that enhance
health monitoring, predictive diagnostics, and data-driven decision-making across multiple domains.

5.8. Benefits

The reviewed frameworks provide a wide range of benefits, addressing healthcare efficiency, patient outcomes, data privacy,
real-time monitoring, and cost reduction. These benefits are crucial drivers behind the adoption of Al-powered and IoT-enabled
healthcare solutions, demonstrating their impact across different applications.

One of the most prominent benefits is improving health outcomes through early diagnosis, personalized treatment plans, and
continuous patient monitoring (Aminifar et al., 2024; Babu et al., 2024b; Hu et al., 2023; Ravi Shanker Reddy & Beena, 2022; Zhang
et al., 2021). Many frameworks leverage machine learning models and wearable sensor data to detect abnormalities in physiological
signals, such as heart rate fluctuations, oxygen saturation changes, or stress indicators, enabling timely interventions for patients at
risk (Baucas et al., 2023b; Kotiyal et al., 2023; Pham et al., 2023; Yu et al., 2022). Some studies focus on chronic disease management,
where Al-driven solutions provide long-term monitoring and predictive analytics to help patients with diabetes, cardiovascular
diseases, and mental health conditions (Avdan & Onal, 2024; Fang et al., 2021; Farooq et al., 2022).

Another critical advantage is ensuring privacy and security, particularly in frameworks handling sensitive health data. Many
approaches incorporate privacy-preserving mechanisms, such as differential privacy and blockchain-based data sharing, to protect
patient information while maintaining model performance (Alahmadi et al., 2024; Antona & Stephanidis, 2022; Ghosh & Ghosh,
2023; Kaur et al., 2024; Lakhan et al., 2024; Rahmany et al., 2023; Wang et al., 2023). These methods enable secure data exchange
between healthcare providers, research institutions, and technology firms, ensuring compliance with regulatory requirements while
maintaining trust in Al-driven healthcare solutions (Bhatt et al., 2024; Can & Ersoy, 2021).
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Furthermore, real-time monitoring and decision-making capabilities significantly enhance healthcare efficiency and responsive-
ness. Several studies emphasize IoT-integrated frameworks that enable continuous health tracking, emergency alert systems, and
remote patient management (Alferaidi et al., 2024; Aminifar et al., 2024; Arya et al., 2023; Ravi Shanker Reddy & Beena, 2022).
These systems allow clinicians to receive instant notifications about critical patient conditions, improving response times and
reducing the risk of life-threatening complications (El Jaouhari, 2023; Fang et al., 2021; Yu et al., 2022). Additionally, frameworks
leveraging edge computing facilitate low-latency decision-making, ensuring that processing is done locally rather than relying on
cloud servers (Baucas et al., 2023b; Shae & Tsai, 2021).

Lastly, cost reduction is a notable benefit, particularly in hospital management, resource allocation, and telemedicine services.
Al-driven solutions optimize hospital workflows, automate administrative tasks, and enhance predictive maintenance for medical
equipment, leading to lower operational costs for healthcare institutions (Alahmadi et al., 2024; Sachin et al., 2023). Moreover,
remote patient monitoring solutions reduce the need for frequent hospital visits, allowing patients to receive quality care from
home, ultimately minimizing healthcare expenses for both individuals and organizations (Birari et al., 2023; Farooq et al., 2022).

In summary, the benefits of these frameworks are multi-faceted, ranging from improving patient health and privacy protection
to enabling real-time monitoring and reducing costs. The reviewed studies collectively highlight the transformative potential of Al
and IoT in revolutionizing healthcare delivery, enhancing efficiency, accuracy, and accessibility across diverse applications.

5.9. Constraints

The reviewed frameworks operate under various constraints that impact their performance, feasibility, and scalability. These
constraints primarily involve hardware limitations, network bandwidth, computational efficiency, and regulatory compliance, all of
which must be carefully addressed to ensure the effectiveness of Al-driven and IoT-enabled healthcare solutions.

One of the most common challenges is the battery life of wearable devices used for continuous health monitoring. Many
frameworks rely on low-power sensors, ECG monitors, and fitness bands to track physiological signals, but energy efficiency
remains a critical limitation (Lakhan et al., 2024; Pham et al., 2023). Studies propose power-aware algorithms and optimized data
transmission methods to minimize energy consumption while maintaining real-time data collection (Bhatt et al., 2024; Shae & Tsali,
2021). Additionally, edge computing techniques have been introduced to reduce reliance on cloud processing, thereby extending
the operational time of battery-powered devices (Alferaidi et al., 2024; Farooq et al., 2022; Ghosh & Ghosh, 2023).

Another significant constraint is network bandwidth and latency, which affect the real-time transmission of health data. Many
frameworks operate in resource-constrained environments, where limited connectivity, unstable internet access, or high-latency
networks can hinder data synchronization between wearable devices, mobile applications, and cloud servers (Alahmadi et al., 2024;
Antona & Stephanidis, 2022; Kotiyal et al., 2023; Rahmany et al., 2023; Ravi Shanker Reddy & Beena, 2022; Sachin et al., 2023). To
address this, several approaches implement data compression techniques, adaptive sampling rates, and edge computing frameworks
to optimize bandwidth utilization and reduce network congestion (Aminifar et al., 2024; Baucas et al., 2023b; Elayan et al., 2021).

Computational limitations also pose a major challenge, particularly in resource-constrained devices like smartphones and
embedded IoT systems. Running complex Al models on such devices requires efficient inference mechanisms that balance model
accuracy with computational overhead (Babu et al., 2024b; Birari et al., 2023; Can & Ersoy, 2021; El Jaouhari, 2023). Several
studies incorporate lightweight deep learning architectures, quantization techniques, and federated learning approaches to enable
real-time analysis without overwhelming local hardware resources (Alferaidi et al., 2024; Sachin et al., 2023; Shae & Tsai, 2021;
Wang et al., 2023).

Additionally, compliance with privacy regulations such as HIPAA, GDPR, and other national data protection laws introduces legal
and ethical constraints on how data is collected, stored, and processed. Many frameworks must adhere to strict encryption standards,
anonymization techniques, and access control policies to ensure patient data confidentiality and security (Avdan & Onal, 2024; Zhang
et al., 2021). Some studies explore blockchain-based solutions and secure multiparty computation as innovative methods to enhance
privacy and regulatory compliance without sacrificing performance (Alahmadi et al., 2024; Kaur et al., 2024; Kotiyal et al., 2023;
Yu et al., 2022).

Moreover, scalability constraints arise when frameworks transition from small-scale pilot studies to large-scale real-world
deployments. Many approaches require significant infrastructure investment, including high-performance computing resources,
secure cloud storage, and reliable communication networks (Baucas et al., 2023b; Farooq et al., 2022; Hu et al., 2023; Lakhan et al.,
2024). To tackle these issues, researchers propose modular architectures and distributed learning models that can dynamically scale
based on the availability of computing resources (Bhatt et al., 2024).

In summary, the effectiveness of these frameworks is shaped by a range of hardware, software, network, and regulatory
constraints. By addressing battery life, bandwidth limitations, computational efficiency, privacy concerns, and scalability challenges,
the reviewed studies highlight innovative strategies to enhance the practicality and reliability of Al-driven healthcare solutions.

5.10. Market readiness

The market readiness of the reviewed frameworks varies significantly, ranging from fully deployed solutions to experimental
prototypes still undergoing validation. While some studies detail real-world implementations, others remain at the conceptual or
laboratory testing stage, requiring further refinements before they can be commercially viable.

Several frameworks have already been deployed in real-world settings, particularly in remote patient monitoring, personalized
medicine, and healthcare analytics. These systems leverage wearable devices, cloud-based platforms, and Al-driven analytics to
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provide real-time health insights, enabling practical use by hospitals, research institutions, and healthcare providers (Aminifar
et al.,, 2024; Babu et al., 2024b; Hu et al.,, 2023; Ravi Shanker Reddy & Beena, 2022; Zhang et al., 2021). Studies reporting
successful deployment often include clinical trials, hospital collaborations, or integration with existing healthcare infrastructures,
demonstrating their practical feasibility (Baucas et al., 2023b; Fang et al., 2021; Kaur et al., 2024; Kotiyal et al., 2023; Pham et al.,
2023; Wang et al., 2023).

However, a significant number of studies remain in the prototype phase, focusing on algorithmic validation, small-scale pilot
studies, or synthetic data experiments. These works typically assess model accuracy, computational efficiency, and robustness in
controlled environments, but lack the necessary scalability and regulatory approvals for immediate deployment (Birari et al., 2023;
Can & Ersoy, 2021; El Jaouhari, 2023; Elayan et al., 2021; Lakhan et al., 2024; Rahmany et al., 2023). Many such frameworks
require further optimization in terms of energy efficiency, security, and interoperability before they can be adopted in practical
applications (Bhatt et al., 2024; Sachin et al., 2023; Shae & Tsai, 2021; Yu et al., 2022).

Key challenges preventing full-scale deployment include privacy regulations, data-sharing restrictions, and technical scalability.
Many frameworks handling sensitive patient data must comply with HIPAA, GDPR, or similar legal frameworks, which imposes
strict encryption, anonymization, and data ownership requirements before deployment is possible (Antona & Stephanidis, 2022;
Arya et al., 2023; Avdan & Onal, 2024; Farooq et al., 2022; Ghosh & Ghosh, 2023). Additionally, hardware constraints — such as
battery life limitations in wearable sensors and real-time processing demands — further delay market readiness (Alahmadi et al.,
2024; Wang et al., 2023).

To bridge the gap between experimental research and real-world applications, several studies propose edge computing integration
and adaptive AI models to enhance practical feasibility (Birari et al., 2023; Kotiyal et al., 2023; Ravi Shanker Reddy & Beena, 2022).
Some works also emphasize collaborations between academia and industry, ensuring that proposed solutions align with market
demands and regulatory standards (Alferaidi et al., 2024; Hu et al., 2023; Shae & Tsai, 2021).

While several frameworks have reached real-world deployment, many remain at the experimental or prototype stage, requiring
further validation, regulatory approval, and performance optimizations. Addressing scalability, privacy, and hardware limitations is
crucial for advancing these frameworks toward full market adoption.

5.11. Methods

The reviewed frameworks employ a diverse set of methods, including blockchain integration, statistical modeling, and ma-
chine learning techniques. Many works combine multiple methods in hybrid approaches to enhance security, efficiency, and
interpretability, ensuring robustness in healthcare and IoT-based applications.

A significant number of studies leverage machine learning and deep learning techniques for data classification, anomaly
detection, and predictive analytics. Commonly used ML models include Support Vector Machines, Decision Trees, Random Forest,
and Neural Networks, applied to tasks such as stress detection, disease prediction, and biometric signal analysis (Alferaidi et al.,
2024; Birari et al., 2023; Kaur et al., 2024; Shae & Tsai, 2021; Yu et al., 2022). In some frameworks, reinforcement learning is
introduced to optimize resource allocation and adaptive decision-making in healthcare systems (Elayan et al., 2021; Farooq et al.,
2022; Hu et al., 2023).

Several studies adopt federated learning to address data privacy and decentralized model training challenges. By enabling local
model training on edge devices without sharing raw data, FL frameworks ensure compliance with privacy regulations like GDPR and
HIPAA while still benefiting from global model improvements (Alahmadi et al., 2024; Arya et al., 2023; Lakhan et al., 2024; Ravi
Shanker Reddy & Beena, 2022; Sachin et al., 2023). These frameworks are particularly useful for collaborative healthcare systems,
remote patient monitoring, and multi-institutional research studies (Bhatt et al., 2024; Zhang et al., 2021).

To further enhance security and trust, some works incorporate blockchain technology for tamper-proof data storage, access
control, and secure transactions. Blockchain-based frameworks ensure integrity and transparency in healthcare records and IoT
device communications, mitigating risks related to data manipulation and unauthorized access (Antona & Stephanidis, 2022; Avdan
& Onal, 2024; Can & Ersoy, 2021; El Jaouhari, 2023; Fang et al., 2021). Hybrid frameworks often integrate blockchain with federated
learning, ensuring both privacy-preserving model training and secure decentralized data sharing (Baucas et al., 2023b; Wang et al.,
2023).

In addition to Al-driven techniques, several works employ statistical and rule-based modeling to develop interpretable decision-
making frameworks. Bayesian models, Markov chains, and heuristic-based methods are used for predictive modeling, patient
monitoring, and anomaly detection in medical datasets (Alferaidi et al., 2024; Birari et al., 2023; Rahmany et al., 2023; Shae &
Tsai, 2021; Yu et al., 2022). These methods are particularly useful in resource-constrained settings where computational efficiency
is critical (Alahmadi et al., 2024; Babu et al., 2024b; Ghosh & Ghosh, 2023).

Hybrid approaches integrating Al, statistical methods, and decentralized architectures are gaining prominence, enabling frame-
works to achieve multiple objectives such as privacy preservation, real-time decision-making, and computational efficiency. For
example, some works combine deep learning with blockchain for secure medical data analytics, while others integrate federated
learning with IoT-based edge computing for low-latency healthcare monitoring (Aminifar et al., 2024; Kotiyal et al., 2023; Pham
et al., 2023; Ravi Shanker Reddy & Beena, 2022).

The methods employed in these frameworks highlight a shift toward privacy-aware, scalable, and Al-enhanced solutions.
While machine learning and federated learning remain dominant approaches, emerging trends such as blockchain integration,
reinforcement learning, and hybrid AI techniques are driving advancements in healthcare, IoT, and smart environments.
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Table 10
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Mapping of federated learning security mechanisms to HIPAA Security Rule safeguard categories. Gaps indicate requirements unaddressed in the

reviewed literature.

HIPAA Sec. Rule
Safeguard Categ.

Specific Standard
CFR Reference

FL Mechanism
Addressing It

Representative
Papers

Technical — Access
Control

Technical — Audit
Controls

Technical —
Transmission
Security

Technical —
Integrity Controls

Administrative —
Risk Analysis

Administrative —
Workforce Training

Physical — Device
and Media Controls

Section 164.312(a)(1):
Unique user identification,
emergency access,
automatic log-off

Section 164.312(b):
Hardware, software, and
procedural mechanisms to
record and examine
activity

Section 164.312(e)(2):
Encryption of ePHI in
transit

Section 164.312(c)(1):
Protect ePHI from
improper alteration or
destruction

Section 164.308(a)(1):
Conduct accurate and
thorough assessment of
potential risks

Section 164.308(a)(5):
Security awareness and
training programme
Section 164.310(d)(1):
Disposal, re-use, and
accountability for
hardware containing ePHI

Blockchain-based identity
and access management;
secure aggregation
preventing server access to
raw gradients

Immutable blockchain
ledger for logging model
update provenance and
access events

AES encryption of model
updates; homomorphic
encryption preserving
confidentiality during
aggregation
Cryptographic signing of
model updates;
blockchain-enforced
immutability of health
records

Threat modeling for FL
attack surfaces (gradient
inversion, model
poisoning); largely
unaddressed in reviewed
literature

Not addressed in any
reviewed technical paper

Not addressed; wearable
device loss/theft poses
unmitigated ePHI exposure
risk

Baucas et al.
(2023b); Farooq
et al. (2022); Can
and Ersoy (2021)

Baucas et al.
(2023b); Farooq
et al. (2022); Shae
and Tsai (2021)

Lakhan et al.
(2024); Bhatt et al.
(2024); Aminifar
et al. (2024)

Farooq et al.
(2022); Ravi
Shanker Reddy and
Beena (2022); Wang
et al. (2023)

Gap identified
across reviewed
frameworks

Gap identified
across reviewed
frameworks
Gap identified
across reviewed
frameworks

To assess regulatory alignment more precisely, Table 10 maps the security-relevant methods identified in the reviewed technical
papers to the corresponding HIPAA Security Rule safeguard categories (45 CFR Part 164, Subpart C'°). This mapping reveals both
the coverage and the gaps in how current wearable FL frameworks address regulatory security requirements.

The mapping in Table 10 reveals a systematic imbalance: technical safeguards related to encryption and access control are
partially addressed through cryptographic FL mechanisms, while administrative and physical safeguards remain entirely outside
the scope of the reviewed literature. This gap is not merely academic. Under HIPAA, covered entities and business associates are
required to implement all three safeguard categories. A federated learning framework that achieves strong cryptographic privacy
guarantees but does not address audit logging, workforce access controls, or physical device security does not constitute a compliant
implementation. Future work should therefore extend security evaluation in wearable FL systems beyond algorithmic privacy
mechanisms to encompass the full HIPAA Security Rule safeguard taxonomy.

5.12. Performance-oriented evaluation dimensions

While the proposed 11-feature taxonomy enables a structured description of existing approaches, it does not fully capture how
these systems perform under the constraints of wearable federated learning. To complement the descriptive analysis, we introduce a
set of performance-oriented evaluation dimensions that reflect key challenges in wearable FL environments. The qualitative ratings
were derived from each study’s reported architectural choices, communication patterns, model design, and stated deployment
constraints, rather than from a standardized cross-paper benchmark; they should therefore be interpreted as comparative synthesis
indicators rather than absolute performance measurements:

» Communication Cost: The amount of data exchanged between clients and server, particularly relevant in bandwidth-constrained
and energy-limited wearable settings.

» Convergence Speed: The number of communication rounds or time required for the model to reach acceptable performance.

* Personalization Strategy: The extent to which models are adapted to individual users versus maintaining a global model.

10 https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/
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Table 11

Qualitative comparison of federated learning approaches for wearable healthcare across performance-oriented evaluation dimensions.
Study Comm.Cost Conv.Speed Person-
alization Non-IIDRobustn. EnergyEfficiency
Can and Ersoy (2021) Medium Medium Low Medium Medium
Elayan et al. (2021) High Medium Medium Low Low
Fang et al. (2021) Low High Medium Medium High
Shae and Tsai (2021) High Low Low Low Low
Zhang et al. (2021) Medium High Low Medium Medium
Yu et al. (2022) Medium High Low Medium Medium
Farooq et al. (2022) Medium Low Low Low Medium
Ravi Shanker Reddy and Beena (2022) Medium Medium Medium Low Medium
Antona and Stephanidis (2022) Medium Medium High Medium Low
Baucas et al. (2023b) Medium Medium Low Medium Medium
Birari et al. (2023) Low High Medium High High
Ghosh and Ghosh (2023) Low Medium Medium Medium High
Kotiyal et al. (2023) Low High High High High
El Jaouhari (2023) Medium Medium High Medium Low
Sachin et al. (2023) High Medium Medium Medium Low
Wang et al. (2023) Medium Medium Low Low Medium
Rahmany et al. (2023) Medium Low Low Low Medium
Pham et al. (2023) Low Medium High Medium High
Arya et al. (2023) Low Medium Low Low High
Hu et al. (2023) Low High High High Medium
Alahmadi et al. (2024) Medium Medium Medium Medium Medium
Alferaidi et al. (2024) High Medium Low Medium Low
Aminifar et al. (2024) High Low High Medium Low
Avdan and Onal (2024) Medium High Medium Medium Medium
Bhatt et al. (2024) Low High Low Medium High
Kaur et al. (2024) Medium Medium Low Low Medium
Babu et al. (2024b) Medium Medium Low Low Medium
Lakhan et al. (2024) High Medium High Medium Low

* Robustness to Non-IID Data: The ability of the FL approach to handle heterogeneous and user-specific data distributions.
« Energy Efficiency: The computational and communication overhead imposed on resource-constrained wearable devices.

Table 11 provides a qualitative comparison of the analyzed technical studies across these dimensions. The comparison is
intended to highlight relative strengths and limitations of different approaches, enabling a more evaluative perspective beyond the
structural characteristics captured by the taxonomy. These dimensions provide a complementary perspective to the feature-based
taxonomy and also inform the design guidelines presented in Section 7, where system-level trade-offs are translated into actionable
recommendations.

6. Discussion

This section synthesizes the findings across both review and technical papers to identify structural trends, recurring design
patterns, and unresolved tensions in federated Al for wearable health systems. Rather than reiterating individual contributions,
this section abstracts higher-level insights regarding efficiency, scalability, privacy guarantees, and personalization capacity.

Unlike general FL-in-healthcare or IoMT surveys, our analysis shows that wearable-constrained environments require a co-design
of sensing, communication, and learning processes, where system performance is shaped as much by device limitations (e.g., energy,
connectivity, and sensing granularity) as by algorithmic choices.

6.1. Cross-framework comparative analysis: Structural performance patterns and architecture choices

In Section 2, we compared our work against current literature and identified significant gaps. Indeed, our review paper highlights
the distinct approaches used in various studies, particularly emphasizing advanced methodologies like blockchain for secure data
aggregation (Shae & Tsai, 2021), federated learning for privacy-preserving healthcare analytics (Can & Ersoy, 2021), and deep
learning for activity recognition (Aminifar et al., 2024). Unlike prior works such as (Shaik et al., 2023; Upreti et al., 2024), which
concentrate primarily on human activity recognition, our study provides a broader perspective, integrating use cases across chronic
illness management, mental health, and personalized care.

In Section 5, we analyzed multiple technical frameworks and their distinguishing features. For instance, (Wang et al., 2023)
emphasized hierarchical edge-cloud architectures to enhance scalability, while (Zhang et al., 2021) focused on real-time stress and
drowsiness detection using adaptive global update control. Similarly, (Sachin et al., 2023) showcased the use of hybrid CNN-LSTM
models for activity recognition, providing robust performance in diverse environments. These frameworks often leverage wearable
devices for real-time data collection, including physiological metrics such as ECG, heart rate, and glucose levels (El Jaouhari, 2023;
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Kaur et al., 2024), ensuring granular monitoring. Applications like (Yu et al., 2022) go further by integrating clinical data with
wearable devices, enabling collaborative diagnostics and privacy-preserving training.

While the reviewed studies report improvements in accuracy, latency, or scalability, a closer inspection reveals that performance
gains appear not to be solely attributable to federated learning itself, but to specific architectural and algorithmic choices.
Hierarchical edge—cloud designs (e.g., Wang et al., 2023) tend to outperform flat federated topologies in scalability-sensitive
scenarios because they reduce communication rounds and localize aggregation. In contrast, frameworks such as (Zhang et al., 2021)
that emphasize adaptive global update control prioritize responsiveness and stability over raw scalability.

A recurring pattern across high-performing systems is the integration of task-specific model architectures (e.g., CNN-LSTM
hybrids in Sachin et al., 2023) with communication-aware optimization strategies. This suggests that effectiveness in wearable
federated Al is not determined by the federated paradigm alone, but by the co-design of (i) model architecture, (ii) aggregation
strategy, and (iii) system-level constraints (latency, bandwidth, and energy). Studies that treat these components jointly demonstrate
more robust improvements compared to those optimizing only one dimension.

Regarding devices and domains, most reviewed studies prioritize wearable sensors, edge devices, and federated learning-enabled
IoT setups. For instance, (Can & Ersoy, 2021) utilized edge devices and wearable biosensors to address energy and latency constraints
during mental stress detection. Similarly, (Ravi Shanker Reddy & Beena, 2022) implemented federated learning with blockchain
for decentralized health monitoring, ensuring enhanced privacy and security. Notably, (Birari et al., 2023) explored integrating
environmental data alongside physiological metrics to assess comprehensive patient well-being.

Although many frameworks report competitive accuracy, fewer explicitly evaluate system-level efficiency metrics such as
communication cost, memory footprint, and long-term device sustainability. For instance, blockchain-enhanced federated systems
(e.g., Ravi Shanker Reddy & Beena, 2022) improve auditability and trustworthiness, yet introduce additional computational layers
that may not scale under high-frequency physiological data streams. Similarly, edge-centric stress detection systems (e.g., Can &
Ersoy, 2021) successfully reduce latency, but shift computational burden to battery-constrained devices.

This comparison highlights a critical insight: in wearable healthcare, the most “effective” technique is not necessarily the one
achieving the highest accuracy, but the one that optimally balances predictive performance with communication efficiency, energy
sustainability, and deployment feasibility. Future evaluations should therefore adopt multi-objective benchmarking rather than
single-metric comparisons.

The studies also reveal varied levels of market readiness. While many frameworks, such as (Avdan & Onal, 2024), remain
in early prototype stages, promising advancements have been demonstrated in controlled environments. For example, (Can &
Ersoy, 2021) validated stress monitoring with federated learning, achieving 87.55% accuracy. On the other hand, (Hu et al.,
2023) introduced scalable decentralized frameworks with incremental updates to optimize real-time predictions, addressing the
computational constraints of IoT devices.

A comparative assessment indicates that most frameworks remain validation-driven rather than deployment-driven. Only a
limited subset reports real-world or clinically anchored deployment scenarios, whereas the majority remains at prototype, simulation,
or controlled validation stage. Experimental validations are typically conducted under controlled data distributions and stable
connectivity assumptions, which do not fully reflect real-world wearable usage characterized by intermittent connectivity, device
heterogeneity, and highly skewed non-IID data.

Frameworks such as (Hu et al., 2023) that incorporate incremental or adaptive updates represent a shift toward deployment-
aware design. However, the literature still lacks longitudinal studies evaluating robustness over extended periods. Bridging this gap
requires moving beyond proof-of-concept implementations toward stress-tested, real-world pilot deployments with heterogeneous
user populations.

Finally, key benefits and constraints were discussed. Enhanced privacy and decentralized data handling are prominent benefits
highlighted by Farooq et al. (2022) and Arya et al. (2023). Meanwhile, challenges like computational limitations on edge
devices (Elayan et al., 2021), non-uniform data distributions (Yu et al., 2022), and the high costs associated with integrating
advanced IoMT systems (Shae & Tsai, 2021) continue to hinder large-scale deployment. Notably, some frameworks, such as (Aminifar
et al., 2024), addressed the granularity challenge by leveraging high-frequency data streams like EEG signals at 256 Hz, enabling
applications like epilepsy detection. Moreover, (Birari et al., 2023) combined physiological data with environmental metrics for a
holistic view of health, while (Zhang et al., 2021) highlighted stress detection through advanced signal processing on biosensors.
These examples underscore the adaptability of IoMT systems to address varied healthcare scenarios with precision and efficiency.

6.2. Five fundamental trade-offs in wearable federated Al systems

Our comparative analysis reveals five fundamental trade-offs that shape the design of federated learning systems for wearable
health devices:

* Privacy vs. Model Accuracy: Stronger privacy mechanisms (e.g., differential privacy noise injection, encryption) can degrade
model precision, particularly in small-sample wearable datasets.

+ Decentralization vs. Convergence Speed: Increased decentralization enhances privacy and regulatory compliance but may slow
convergence due to non-IID data and asynchronous updates.
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* Transparency (Blockchain) vs. Latency and Energy: Blockchain improves auditability and trust but its impact on latency
and energy consumption varies substantially by architecture. Permissionless chains introduce multi-second to multi-minute
confirmation delays and high energy overhead that directly conflict with real-time monitoring requirements and battery-
constrained wearable devices. Permissioned chains with deterministic consensus (e.g., PBFT) offer sub-second finality and
lower energy costs, but introduce infrastructure and governance complexity. Critically, consensus latency is not merely an
operational concern, it constrains the minimum feasible synchronization interval at the aggregation layer, forcing longer local
epochs and increasing the risk of client drift under non-IID data distributions.

Edge Processing vs. Energy Consumption: On-device learning reduces cloud dependence but significantly increases battery
consumption and device wear.

Personalization vs. Global Generalization: Personalized federated models improve individual health predictions but may reduce
robustness across diverse populations.

Importantly, these trade-offs are not independent dimensions but interdependent design axes. For example, increasing person-
alization often exacerbates convergence challenges in non-IID environments, which in turn may require more frequent communi-
cation rounds, affecting energy consumption. Similarly, stronger privacy guarantees through differential privacy can amplify the
personalization-generalization tension by reducing the statistical signal available for minority user groups.

Therefore, future federated Al frameworks for wearable health should be conceptualized as multi-objective optimization
problems, where privacy, efficiency, fairness, and personalization are jointly optimized under explicit constraints. This perspective
shifts research away from isolated algorithmic enhancements toward principled system-level co-design.

6.3. Current challenges and future directions

This review contributes to bridging several gaps in the existing literature by providing a wearable-centric synthesis of federated
learning applications, constraints, and design trade-offs. The collective evidence across review and technical papers suggests that
federated learning in wearable healthcare should not be evaluated as a single algorithmic innovation, but rather as a systems-level
paradigm integrating sensing, communication, computation, and governance layers. Frameworks that explicitly co-design these lay-
ers, aligning sensor granularity with aggregation frequency, privacy guarantees with energy budgets, and personalization strategies
with convergence stability, demonstrate more balanced performance profiles than approaches optimizing isolated components. Thus,
the central insight emerging from this review is that the effectiveness of federated AI in wearable health systems depends less
on the choice of a specific optimization algorithm and more on principled architectural alignment with device constraints, data
heterogeneity, and clinical requirements. This systems-oriented perspective provides the conceptual foundation upon which future
methodological and deployment-oriented advancements can build.

Regarding interoperability and scalability specifically, this survey does not provide a quantitative benchmarking comparison of
solution strategies; however, the reviewed technical literature does surface several concrete approaches that can be qualitatively
synthesized. For scalability, hierarchical edge-cloud architectures — as demonstrated in Wang et al. (2023) and Putra et al.
(2024) — reduce communication rounds and localize aggregation, showing measurable improvements in deployment feasibility
across large device populations. Modular and distributed learning designs, such as those proposed in Bhatt et al. (2024), allow
frameworks to dynamically scale computational load based on available resources. For interoperability, edge computing integration
across heterogeneous device types — evidenced in Kotiyal et al. (2023) and Lakhan et al. (2024) — represents an emerging
evaluated approach, enabling data exchange across devices with differing sensor modalities and computational capacities. However,
standardized FL communication protocols and cross-platform model sharing remain largely unevaluated in the wearable health
context, representing a critical gap for future work.

6.4. Toward a co-design view of the wearable FL pipeline

The trade-offs identified in the preceding sections are not independent concerns but manifestations of a single underlying co-
design problem. In wearable FL systems, four coupled layers form a constraint pipeline: the sensing layer (sampling frequency, signal
modality, sensor fusion), the communication layer (transmission frequency, payload size, network topology), the local learning
layer (model complexity, local epochs, privacy mechanisms), and the global aggregation layer (optimizer choice, convergence
rate, aggregation frequency). Constraints imposed at any one layer propagate, often non-linearly, through all downstream layers.
Consider the sensing-to-communication link. A framework operating at 256 Hz EEG sampling (Aminifar et al., 2024) generates
substantially higher data volumes per unit time than one using 20 Hz accelerometer signals (Kotiyal et al., 2023). This difference
is not merely a storage concern: it forces either aggressive local preprocessing (increasing computational load on the device) or
higher-bandwidth transmission (increasing energy consumption and latency). Both paths affect the local learning layer, the former
by reducing available compute cycles for model training, the latter by depleting battery faster and shortening the device’s active
participation window. Shorter participation windows, in turn, introduce client dropout patterns that bias global aggregation under
non-IID conditions, directly affecting optimizer stability and convergence speed. A symmetric constraint flows from the learning layer
back toward sensing. Frameworks employing differential privacy noise injection (Aminifar et al., 2024; Bhatt et al., 2024) require
sufficient gradient signal to maintain model utility, which in practice demands a minimum data volume per local update. This creates
a lower bound on sensing frequency and local batch size, meaning privacy budget decisions implicitly constrain how aggressively a
designer can reduce sensing granularity to save energy. Similarly, blockchain-based aggregation (Baucas et al., 2023b; Farooq et al.,
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Table 12
Mapping of representative wearable healthcare use cases to recommended FL architectures, privacy mechanisms, and aggregation strategies based
on the reviewed literature.

Use Case

Representative
Papers

Recommended
Architecture

Privacy
Mechanism

Aggregation
Strategy

Chronic Disease
Monitoring

Stress Detection &
Mental Health

Remote Patient
Monitoring
Epileptic Seizure

Detection

Activity Recognition &
Fitness

Multi-institutional
Health Collaboration

Elderly Care & Fall
Detection

Industrial & Workplace
Health

Babu et al. (2024a),
Lakhan et al. (2024),
Birari et al. (2023)
Can and Ersoy (2021),
Alahmadi et al. (2024),
Pham et al. (2023)
Ghosh and Ghosh
(2023), Kaur et al.
(2024), Shaik et al.
(2023)

Aminifar et al. (2024)

Kotiyal et al. (2023),
Arya et al. (2023)

Upreti et al. (2024),
Schulte et al. (2024)

Ghosh and Ghosh
(2023), Hu et al.
(2023)

Ali et al. (2022b),
Kotiyal et al. (2023)

Edge-cloud hybrid;

hierarchical aggregation

On-device FL with
smartphone
intermediary
Cloud-edge FL;
IoMT-enabled hubs

On-device FL with edge
offloading

Lightweight on-device
FL

Permissioned
blockchain-integrated
FL

Edge-IoMT FL with
incremental updates

Distributed edge FL

Differential privacy;
secure aggregation

Differential privacy;
homomorphic
encryption

Secure aggregation;
anonymization

Secure multiparty
computation

Federated Siamese
networks; local DP

Homomorphic
encryption; PBFT
consensus

Secure aggregation

Local differential
privacy

FedAvg with adaptive
weighting

Asynchronous FedAvg

Synchronous FedAvg
with dropout tolerance

High-frequency
synchronization with
SMC

Periodic aggregation
with energy-aware
scheduling
Ledger-verified
aggregation

Incremental federated
learning (FedIERF)

Modular distributed
aggregation

2022; Shae & Tsai, 2021) introduces consensus latency that is effectively a constraint on the global aggregation layer, limiting how
frequently model updates can be synchronized. In high-frequency physiological monitoring scenarios, this may force larger local
epochs between synchronization events, increasing the risk of client drift and reducing convergence stability, precisely the tension
identified in Section 6.2. This pipeline perspective reframes the design guidelines in Section 7 as layer-specific interventions with
cross-layer consequences. Hierarchical aggregation (Guideline 1) reduces communication layer load but increases synchronization
complexity at the aggregation layer. Energy-aware client participation (Guideline 3) manages the battery constraint at the sensing
and communication layers but introduces statistical bias at the aggregation layer if participation is non-uniform. Sensor-aware
model design (Guideline 4) explicitly links the sensing and local learning layers by adapting model architecture to signal resolution.
Critically, none of the reviewed technical papers appears to explicitly co-optimize across all four layers simultaneously; rather,
most optimize only a subset of the pipeline. Frameworks such as Aminifar et al. (2024) and Kotiyal et al. (2023) achieve strong
performance within their sensing and learning layers but operate under stable connectivity assumptions that do not reflect realistic
wearable deployment conditions. This gap between layer-specific optimization and true pipeline co-design represents the most
significant open challenge in wearable federated Al, and should be a primary target for future work.

7. Design guidelines for wearable federated learning systems

While the previous sections provided a structured analysis of challenges and trade-offs, practitioners require actionable guidance
to translate these insights into system design choices. Table 12 synthesizes the reviewed literature into a mapping of representative
wearable healthcare use cases to recommended FL architectures, privacy mechanisms, and aggregation strategies, providing
practitioners with a structured starting point for system design.

To this end, this section synthesizes a set of prescriptive guidelines derived from the reviewed literature that map key wearable
constraints and application requirements to concrete federated learning design strategies.

1. Hierarchical aggregation for scalability and latency. When dealing with large-scale deployments or high-frequency
physiological data, hierarchical or edge-cloud aggregation architectures should be preferred over flat federated topologies. These
architectures reduce communication rounds and latency by performing intermediate aggregation at edge nodes, making them
suitable for real-time monitoring scenarios.

2. Adaptive privacy mechanisms based on use case sensitivity. Privacy-preserving techniques should be selected according
to the clinical context. For highly sensitive applications (e.g., mental health or chronic disease monitoring), stronger guarantees
such as differential privacy or secure multiparty computation should be applied, potentially at the cost of reduced model accuracy.
For less sensitive applications (e.g., fitness tracking), lighter mechanisms such as secure aggregation may provide a better trade-off
between privacy and performance.

3. Energy-aware client participation. Given the limited battery capacity of wearable devices, client selection strategies
should prioritize devices based on energy availability and communication conditions. Techniques such as partial participation or
asynchronous updates can reduce energy consumption while maintaining acceptable convergence performance.
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4. Sensor-aware model design. Model architectures and training strategies should account for the characteristics of the
underlying sensor data. High-frequency signals (e.g., EEG) may require local preprocessing or feature extraction to reduce
communication overhead, whereas lower-frequency aggregated signals may allow for more frequent model updates.

5. Blockchain integration for auditability-critical scenarios. Blockchain mechanisms should be employed when data
traceability, auditability, and trust across multiple stakeholders are required (e.g., multi-institutional healthcare systems). However,
blockchain architecture selection is a critical design decision for wearable FL systems. Permissionless chains (e.g., Ethereum) should
be avoided in real-time monitoring scenarios due to probabilistic consensus latency and energy overhead incompatible with battery-
constrained devices. Permissioned chains employing deterministic consensus protocols such as PBFT (e.g., Hyperledger Fabric)
should be preferred, as they provide sub-second finality at substantially lower energy cost. Furthermore, consensus latency must
be treated as a pipeline constraint — it sets a hard lower bound on aggregation frequency, which must be factored jointly into
optimizer selection and local epoch design.

6. Hybrid personalization strategies. To balance personalization and generalization, federated models should combine
global training with local fine-tuning. This approach improves individual-level performance while maintaining robustness across
heterogeneous user populations.

Overall, these guidelines highlight that the optimal design of wearable federated learning systems depends on jointly considering
device constraints, data characteristics, and application requirements, rather than optimizing individual components in isolation.

8. Conclusions

In this review, we explored the intersection of FL and wearable health devices, highlighting the transformative potential of
this integration in healthcare applications. Our analysis systematically examined key criteria, including privacy, sensor technology,
cloud computing, and blockchain, to assess the current state and future directions of FL in this domain. The review of the considered
technical papers in topic from the literature revealed several innovative approaches and applications, from early disease detection
and chronic disease management to mental stress detection and personalized healthcare. These studies underscore FL’s ability to
enhance data privacy, enable real-time monitoring, and support decentralized healthcare systems.

This review is particularly relevant given the upcoming adoption of the EHDS, whose regulation came into force on March 25,
2025. The EHDS aims to create a harmonized framework for managing health data across EU member states, enabling both primary
and secondary use of data. Federated Al models have significant potential within the EHDS, as Federated Learning enhances privacy
by enabling AI model training across devices without the need to share raw data.

Federated technologies align well with EHDS objectives by enhancing interoperability, standardization, and secure access to
health data, fostering innovation in healthcare through ethical and efficient data use. By integrating federated AI models into
wearable and health device ecosystems, this paper underscores their potential to revolutionize healthcare delivery and research
under the EHDS framework.

Despite the advancements, challenges remain. The reviewed literature also suggests several promising directions for inter-
operability and scalability, including hierarchical edge-cloud aggregation, modular distributed learning, and integration across
heterogeneous device types. However, standardized communication protocols and cross-platform model sharing remain largely
unevaluated in the wearable FL context and should be prioritized in future work.

A critical gap in the existing literature concerns the treatment of regulatory compliance beyond data privacy. The HIPAA
Security Rule (45 CFR Part 164, Subpart C) imposes requirements across three safeguard categories — technical, administrative,
and physical — yet the reviewed literature engages almost exclusively with technical safeguards, and even then only partially.
As documented in Table 10 (Section 5.11), encryption of model updates and blockchain-based audit logging address transmission
security and audit control requirements respectively, but risk analysis, workforce training, contingency planning, and physical
device controls are entirely unaddressed across the reviewed corpus. This is particularly significant for wearable deployments,
where devices are routinely carried in uncontrolled environments, creating physical security exposure that no FL algorithm can
mitigate. GDPR compliance presents similarly unresolved challenges. While FL’s on-device data retention architecture directly
supports the data minimization principle (Article 5(1)(c)) and purpose limitation (Article 5(1)(b)),!! several GDPR rights create
structural tensions with federated model training. The right to erasure (Article 17) — colloquially the ’right to be forgotten’ —
requires that an individual’s personal data be deleted upon request. In a centralized system, this means deleting database records.
In a federated system, personal data is encoded in model weights through the training process, and no current method reliably
guarantees complete removal of an individual’s contribution from a trained global model without retraining from scratch. Machine
unlearning techniques represent a nascent research direction toward addressing this, but none of the reviewed works engage with it.
Similarly, GDPR’s requirement for a documented legal basis for processing (Article 6)'? and for secondary use of health data (Article
9(2)(j))"® impose governance obligations not addressed at the system design level in any reviewed framework. A further dimension
absent from the reviewed literature is the medical device regulatory pathway. Wearable health devices that incorporate Al-driven
decision support — including FL-based diagnostic and monitoring frameworks — may qualify as Software as a Medical Device
(SaMD) under the FDA’s digital health regulatory framework (21 CFR Part 880'‘; FDA Al/ML-Based SaMD 2021 Action Plan Singh

11
12

https://gdpr-info.eu/art-5-gdpr/
https://gdpr-info.eu/art-6-gdpr/
13 https://gdpr-info.eu/art-9-gdpr/
14 https://www.ecfr.gov/current/title-21/chapter-I/subchapter-H/part-880
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et al., 2025) or as medical device software under the EU MDR 2017/745.'° SaMD classification triggers pre-market submission
requirements, clinical validation standards, and post-market surveillance obligations. The FDA’s Predetermined Change Control
Plan (PCCP) framework'® is particularly relevant for adaptive FL systems, as it requires manufacturers to prospectively document
the types of model updates permissible during deployment without requiring a new submission. None of the reviewed technical
papers address SaMD classification, pre-market validation, or PCCP design — a gap that represents one of the most significant
barriers to clinical deployment of wearable FL systems in practice. Addressing these regulatory gaps will require interdisciplinary
collaboration between machine learning researchers, clinical informaticians, regulatory scientists, and legal experts. Specifically,
future work should pursue:

» Formal mapping of FL system architectures to HIPAA Security Rule safeguard categories and GDPR Articles, producing
compliance coverage matrices analogous to Table 10 but extended to cover administrative and physical safeguards.

» Development and evaluation of machine unlearning techniques tailored to federated models, enabling verifiable satisfaction
of GDPR Article 17 without full model retraining.

+ Systematic assessment of wearable FL frameworks against SaMD classification criteria and pre-market validation requirements,
including prospective PCCP design for continuously updated federated models.

+ Integration of privacy-by-design and security-by-design principles into federated learning system specifications from the outset,
rather than as post-hoc additions.

Scalability, regulatory compliance, and security concerns also require robust solutions to facilitate widespread adoption. Future
research should also shift from isolated feature enhancements toward co-optimization frameworks that simultaneously address
privacy, device heterogeneity, sensor reliability, and regulatory compliance. Specifically:

+ Adaptive federated algorithms that dynamically adjust privacy budgets based on clinical risk levels.

+ Sensor-aware federated optimization that accounts for sampling frequency, signal quality, and calibration drift.

» Lightweight blockchain alternatives tailored for low-power wearables.

» Energy-aware client selection mechanisms that optimize participation based on battery constraints.

» Hybrid personalization strategies combining global federated models with local fine-tuning.

Standardized interoperability frameworks for heterogeneous wearable devices, including unified data schemas and cross-
platform FL communication protocols, to enable robust large-scale deployment.

Moreover, there is a need for standardized benchmarking protocols for wearable federated systems, incorporating metrics beyond
accuracy, such as energy consumption, convergence time, and regulatory compliance readiness.

By reframing federated learning as a multi-objective system design challenge rather than solely a privacy-preserving technique,
the field can move toward scalable, clinically viable deployments.
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This appendix provides the full list of abbreviations used in Tables 7, 8, and 9.
See Table 13.

15 http://data.europa.eu/eli/reg/2017/745/2026-01-01
16 https://www.fda.gov/regulatory-information/search-fda-guidance-documents/predetermined-change-control-plans-medical-devices
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Acronyms used in the Manuscript

Al
BERT
EFL
EHDS
FL
GANs
GDPR
HIPAA
IoMT
LDA
mHealth
ML
MPNET
NPMI
SBERT
SHFL
Benefits
A

AD

AP

ASD
DA

DC

DP

DS

E

EDD
EDI

EE

ES

eo}

HA
HD
HM
LRC
MDD
PC
PE
PO
PP
PT

RCC
RCL
RP
RS
S
Constraints
B
BC
CcC
CL
DQ
DO
DS

Artificial Intelligence

Bidirectional Encoder Representations from Transformers

Edge Federated Learning

European Health Data Space
Federated Learning

Generative Adversarial Networks
General Data Protection Regulation

Health Insurance Portability and Accountability Act

Internet of Medical Things

Latent Dirichlet Allocation

Mobile Health

Machine Learning

Masked and Permuted Pre-Training

Normalized Pointwise Mutual Information

Sentence Bidirectional Encoder Representations from Transformers

Secure Hierarchical Federated Learning

Accessibility

Anomalies Detection
Accurate Prediction
Accurate Stress Detection
Decentralized Architecture
Decentralized Control
Disease Prediction

Data Security

Efficiency

Early Disease Detection
Environmental Data Integration
Energy-Efficient
Environmental Sustainability
Flexibility

Generalization

Healthcare Accessibility
Health Detection

Health Monitoring

Low Resource Consumption
Minimal Data Dependency
Patient Care

Patient Engagement

Patient Outcomes

Privacy Preservation
Personalized Treatment
Robustness

Reduction in Computational Costs
Reduced Communication Latency
Real-time Processing
Reduced Strain

Scalability

Bias

Blockchain complexity
Configuration Consistency
Communication Latency
Data Quality

Data Ownership

Data Security

Energy Consumption
Fairness

High Computational Cost
Imbalanced Datasets
Infrastructure Limitations
Maintaining Cost

Privacy
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Table 13 (continued).
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Acronyms used in the Manuscript

R

RD

S

SI

5Q

SS

\%
Customer Type
D

EL

FE

FI

HP

I
IoMT_S
PC

P

R

wu
Devices
A

ARS
AS

BC

BS

CL
CsSI

Cs

D

ED
EGP
EEG
EEG_S
ECGM
eWs
EMR_S
EMS
ESS
FT

FM
HR
HMD
IoT
IoMT
IoMT_S
MS
PM
RFID
SHS
SB

SP

SS

SW
WD
WS

w
Domains
Clin.
E

eH

H

Ind.
MH
PH
Res.
RH

Robustness

Real-time Delays
Scalability
Standardization issues
Service Quality
Security Servers
Vulnerability

Developers

Elderly Individuals
Fitness Enthusiasts
Fitness Enthusiasts
Healthcare Providers
Individuals

IoMT Stakeholders
Pharma Companies
Patients
Researchers
Wheelchair Users

Accelerometer

Activity Recognition Sensors
Aggregation Servers
Bio-Chips

Biosensors

Contact Lenses

Capturing Skin Images
Cloud Servers

Drones

Edge Devices

Epidermal Glucose Patches
Electroencephalography
EEG Sensors

ECG Monitors

e-Glass Wearable Systems
EMR Systems
Environmental Monitoring Sensors
Enzyme-Free Sweat Sensors
Fitness Trackers

Facemasks

Humanoid Robots

Health Monitoring Devices
Internet of Things

Internet of Medical Things
IoMT Sensors

Movement Sensors

Pulse Meter
Radio-Frequency Identification
Smart Home Sensors
Smartbands

Smartphones

Signature Servers
Smartwatches

Wearable Devices
Wearable Sensors
Wheelchairs

Clinical

Education
E-Health
Healthcare
Industrial
Mobile-Healthcare
Public Health
Residential

Rural Healthcare

29

(continued on next page)



G. Ranjbaran et al. Smart Health 40 (2026) 100663

Table 13 (continued).

Acronyms used in the Manuscript

SE School Environment

SH Smart Healthcare

Granularity

20HZ Accelerometer sampling at 20 Hz

256HZ EEG sampling at 256 Hz

RT Real Time

Market Readiness

P Prototype

PCP Proof-of-concept Phase

RDV Real-world Dataset Validation

RP Research Phase

SP Simulation Phase

TP Testing Phase

Methods

5G 5G Networks

6G 6G Networks

AGUC Adaptive Global Update Control

AMA Accelerometer-based Motion Analysis

ANN Artificial Neural Networks

AR/VR Augmented Reality/Virtual Reality Technologies
ARX Autoregression with Exogenous Variables

AES Advanced Encryption Standards

B Blockchain

BFL Bayesian Federated Learning

BV Batch Verification

C Cryptographic Techniques

CI Cloud Infrastructure

CNN-LSTM Convolutional Neural Network-Long Short-Term Memory
DCNN Deep Convolutional Neural Networks

DF Decision Forests

DNN Deep Learning Models

EC Edge Computing

EIDR Intrinsic-Extrinsic Deep Reinforcement Learning
FedAagrad Federated Adaptive Gradient Algorithm

FedAvg Federated Averaging

FedERF Federated Extremely Random Forest

FedIERF Federated Incremental Extremely Random Forest
FGO Fano Geometry to Optimize

FL Federated Learning

FL_ADA Federated Learning with Adaptive Algorithms
FL_ANN Federated Learning with Artificial Neural Networks
FL_CNN Federated Learning with Convolutional Neural Networks
FL_LDA Federated Learning with Latent Dirichlet Allocation
FSFD Few-shot-enabled Federated Learning

FSN Federated Siamese Networks

Fog-IoT Fog Computing for Internet of Things Architecture
GD Gradient Descent

H_fog Hierarchical Edge-Fog-Cloud

HE Homomorphic Encryption

IL Incremental Learning

KG Knowledge Graph

LR Logistic Regression

M_IoMT_S Modular Internet of Medical Things Systems
M_MSS Modular MSS

ML Machine Learning

MLP Multi-layer Perceptron

PPFL Privacy-Preserving Federated Learning

RL Reinforcement Learning

RS Ring Signature

SAT Secure Aggregation Techniques

SMC Secure Multiparty Computation

SMOTE Synthetic Minority Oversampling Technique
TFF TensorFlow Federated

XAIL Explainable Al Techniques

Provider type

BN Blockchain-based Networks

Csp Cloud Service Providers

(continued on next page)
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Table 13 (continued).

Acronyms used in the Manuscript

D Developers

DN Decentralized Networks

EI Educational Institutions

H Hospitals

HL Healthcare Laboratories

HP Healthcare Providers

IoMT_D IoMT Developers

IoMT_DM IoMT Device Manufacturers
IoT_ DM IoT Device Manufacturers

P Infrastructure Providers

MDM Medical Device Manufacturers
R Researchers

W_IoT_DM Wearable IoT Device Manufacturers
WDM Wearable Device Manufacturers
Use Cases

CIM Cognitive Impairment Monitoring
CIP COVID-19 Infection Prediction
D Diagnostics

DAB Detecting Abnormal Biometric Values
DHA Decentralized Health Analytics
DM Decision-Making

EDD Early Detection of Diseases
EDI Environmental Data Integration
ER Emergency Response

ESD Epileptic Seizure Detection

FD Fall Detection

HA Healthcare Accessibility

HAR Human Activity Recognition
IDS Incentivized Data Sharing

LE Location Estimating

MCC Monitoring Chronic Conditions
MCD Monitoring Chronic Diseases
MD Monitoring Drivers

MWU Monitoring Wheelchair Users
oD Offloading Data

PP Privacy-Preserving

PR Personalized Recommendations
RHP Real-time Heart Rate Prediction
RM Remote Monitoring

S Students

SD Stress Detection

SM Stress Monitoring

SDD Skin Disease Detection

Vector

A Accelerometers

AD Activity Data

CD Clinical Data

CP Contextual Parameters

EMR_D EMR Data

ES Environmental Signals

PI Predictive Insights

PS Physiological Signals

VD Vehicular Data

Data availability

No data was used for the research described in the article.
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