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Abstract:

To detect the suspect poisoned data in the training phase,
most backdoor defenses rely on a prevalent assumption, i.e.,
the feature separability between poisoned and benign samples.
However, this assumption can be bypassed by novel adaptive
attacks, which merge the features of poisoned and benign
samples. In this paper, we contrast these adaptive attacks and
propose a so-called Local-Feature-Powered Defense (LFPD),
which leverages a local feature algorithm to measure samples’
similarity in the image space and uses it to guide the training
process to increase the feature separability between poisoned
and benign samples. Then, our LFPD detects the outliers in the
training dataset as poisoned samples and removes the backdoor
by unlearning them. Finally, we compare our LFPD with five
existing defenses, and our experimental results demonstrate that
LFPD outperforms them in defending against adaptive attacks.
Keywords:

Backdoor defence, Adaptive attack, local feature
1 Introduction

Deep Neural Networks (DNNs) have shown remarkable effi-
cacy across various domains, but meanwhile are vulnerable to
many attacks during both the training and test time, e.g., adver-
sarial examples [1] and poisoning attacks [2]. These vulnera-
bilities pose significant limitations on applications in security-
sensitive fields like, autonomous vehicles and medical diag-
nostics. Among them, one of the most severe threats is the
backdoor attack [3], which contaminates a fraction of the train-
ing dataset to induce the model to learn spurious correlations,
which can be used for inducing malicious goals. During test
time, the backdoored model behaves normally on regular data
but performs malicious behavior (misclassification) when the
hidden backdoor is activated by a specific trigger signal only
known by the attacker.

Following the taxonomy [4], the existing defenses can be
categorized into: sample-, model-, and training-level defenses,
where the first two levels are applied after the model has
been deployed in an operative environment!. In contrast, the
training-level defender checks the training dataset to detect sus-
picious (poisoned) samples. This paper focuses on training-
level defenses since it tries to mitigate backdoor threats from
the root by removing the poisoned samples.

Most training-level defenses [5—8] rely on the feature sepa-
rability assumption, i.e., the features of poisoned samples are
distinguishable from the benign data. However, recently pro-
posed adaptive attacks can break this assumption and bypass
these defenses by merging the features of poisoned and be-
nign samples. For instance, Tang et al. [9] proposed a targeted
contamination attack (7aCT), which observes that the poisoned
sample’s representation becomes less dominated (less distin-
guishable) when the backdoor is source-specific, that is, only
samples from a specific class with trigger will be misclassi-
fied. Moreover, to merge the features further, TaCT adds to
the training dataset a set of cover samples, i.e., samples that
share the same trigger as poisoned samples but are correctly la-
beled. Later, Qi et al. [10] expanded 7aCT to propose a source-
agnostic backdoor attack, where a sample from any classes
with the trigger will be misclassified. The authors also exploit
the asymmetric trigger strategies to increase the backdoor ac-
tivation ratio, i.e., instead of using the same trigger as training
time, the attacker exploits a stronger trigger at test time. The
authors define two kinds of attacks: Adap-blend, with a Hel-
loKitty picture as trigger, and Adap-patch, with the pixel pat-
terns as trigger, as shown in Fig. 1.

Since adaptive attacks reduce the feature separability be-
tween poisoned and benign samples, most existing training-
level defenses cannot detect these attacks. In this paper, we

I'The sample-level defenders scrutinize the input test samples to determine
whether the input is adversarial, while the model-level defenses inspect de-
ployed model weights to check whether a backdoor has infected the model.
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FIGURE 1. Trigger signal and poisoned sample of TaCT, Adap-blend,

and Adap-patch

consider these adaptive attacks and propose a so-called Local-
Feature-Powered Defense (LFPD), which increases the feature
separability between poisoned and benign samples via corner-
based local feature matching. With the help of the matching,
we devise an image similarity metric to use as a regularizer
for training. Since the poisoned and cover samples of adaptive
attack share the same trigger (inducing more common features
between them), our proposed regularization can guide the train-
ing process to ensure that poisoned images cluster closely in
the feature space and meanwhile increase the feature separabil-
ity between poisoned and benign samples on the feature space.
We also empirically verify the effectiveness of our LFPD in de-
fending against three adaptive attacks (i.e., 7aCT, Adap-blend,
and Adap-patch) and compare our results with those of five ex-
isting defenses. The results demonstrate that contrary to the
other methods, our method can efficiently defend against adap-
tive backdoor attacks.

2 Related work on training-level defenses

Two of the most pioneering defenses based on the feature
separability assumption are called Spectral Signature (SS) [5]
and Activation Clustering (AC) [6], which analyze the feature
distribution of training data and detect the anomalous samples
as poisoned data via outlier detection or K-means clustering.
However, these two methods have many limitations, such as
high false positive ratio or only working in a specific range of
poisoning ratios. To overcome these limitations, Cluster Impu-
rity (CI) [7] and Clustering and Centroids Analysis (CCAUD)
[8] utilized advanced clustering algorithm, i.e., GMM [7] and
DBSCAN [8], to replace the K-means, and design more sophis-
ticated poison cluster detection method to verify which cluster
includes poisoned samples. Recently, Beatrix [11] exploited
the Gram matrix to extract Gramian features from samples’
representation and use it to detect the anomalies induced by
the poisoned samples.

Different from the main research stream on the latent sepa-
rability, we also consider two additional works: Feature Con-
sistency towards Transformations (FCT) [12] and Scaled Pre-
diction Consistency (SPC) [13] as a subbranch, because they

analyze the different representation consistency between poi-
soned and benign samples when some transformations are ap-
plied over the inputs.

Except for the above-mentioned defenses based on latent
separability assumption, there is another type of defense with
assumption that the DNN model will first fit the poisoned data
better than benign ones. The first work of this type is called
Anti-Backdoor Learning (ABL) [14], which assumes that the
model learns the backdoor samples faster than the benign ones
at the beginning training stage. Based on this assumption, Qi
et al. [15] proposed Confusion Learning (ConfusLearn), adding
the randomly labeled benign samples into the poisoned training
dataset. The randomly labeled samples will confuse the model
learning the benign samples, whereas it will learn the poisoned
samples better in this case. This model is then used to detect
the poisoning samples. Recently, Chen et al. [16] proposed a
so-called Progressive Isolation of Poisoned Data (PIPD), which
improves the one-time isolation of ABL and designs a progres-
sive method to improve the isolation accuracy.

3 Formalization and defense model

Formalization: let’s assume the DNN model f(-) addresses
the classification task, i.e., outputting the probability distribu-
tion (softmax) over all the classes i = 1,2,...,1, where [ is
the number of classes. The model f(-) generally consists of a
backbone ¢(-) to extract features from input samples, and fully-
connected layers to map the feature to the softmax. We also de-
fine the prediction of f(-) as F'(x) = arg max f(z). Following
the supervised learning paradigm, at the training phase, f(-) is
optimized over a training dataset Dy, = Uéletm, and then
at the test time evaluated over a test dataset D, = Uélets’i,
where Dy, ; and D, ; represent the subset of training and test
dataset with all samples labeled as the class .

The backdoor attacker aims to inject a backdoor into the
DNN model, so that the backdoored model can satisfy: 1)
working normally on the benign data; and 2) misclassifying
the input samples with trigger signal v to the target class t.
To distinguish from the benign model f(-) and its prediction
F(-), in the following, we use f(-) and F'(-) to represent the
backdoored model. As mentioned in Sec. 1, TaCT and Adap-
blend/-patch belong to two kinds of attacks: source-specific and
source-agnostic, which achieve the same normal classification
V(z,y) € D1, F(x) = y, but different backdoor behaviors:

Source-specific : V(z,y) € Dy 5, F(x ©v) =1t €))

2

Source-agnostic : V(x,y) € Dy, F'(x ©Ov) =1



where © is an operation adding trigger over the input sample x,
and Dy s and Dy, /4 represent the test samples from the specific
source class s and non-target classes, respectively. To inject
the backdoor, the attacker corrupts the training dataset Dy, by
replacing a subset of it (D)) with its poisoned version bp =
{(x v, l(x.y) € D,}.

Defense model: we assume that the trainer controls the train-
ing process to defend against backdoor attacks. There are two
levels of goals for the defender to achieve: 1) detecting and fil-
tering out the poisoned samples from the training dataset, and
2) training a model with good performance over benign data
and meanwhile without the backdoor influence. As the trainer,
the defender knows all the details of the training, including
hyper-parameters, model weights, and training samples. More-
over, a small, clean set of validated data D, is also considered
an optional kind of knowledge. The defender can access the
trained model as a white box, obtain the feature of all the train-
ing samples by querying ¢(-), and also scrutinize the whole
training dataset to find out the poisoned data.

4 Proposed method

Our LFPD is composed of three steps: 1) local feature pow-
ered regularization (Sec. 4.1), exploiting an efficient local fea-
ture algorithm to measure the image similarity and utilizing it
to guide the training process to ensure the features of similar
images are close to each other; 2) outlier detection (Sec. 4.2),
determining the poisoned data via Gaussian mixture model; and
3) backdoor unlearning (Sec. 4.3), finetuning the backdoored
model to unlearn the backdoor behavior.

4.1 Local feature powered regularization

Since the poisoned and cover samples share the trigger, their
similarity tends to be larger than that between benign images.
Using similarity, we hope to cluster the feature of poisoned
samples and meanwhile increase the feature separability be-
tween poisoned and benign data?. The similarity metric con-
sists of two steps: keypoint determination using Shi-Tomasi
corner detection [17] to find the keypoints, and keypoint match-
ing performing the ‘rate of closest to 2nd-closest neighbor’ pol-
icy to calculate the similarity between two images.

Based on this similarity metric, we design a novel regularizer
to be included in the training loss function®:

2Since the cover samples are correctly labeled, the similarity between poi-
soned and cover samples will pull the poisoned samples out of the benign data
3Eq. (3) is applied in each batch instead of the whole training dataset.

‘Dtrl |Dt7"
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where L£(-) is the cross entropy loss function, 3 is a hyper-
parameter trading-off the strength of the regularization, d(-) is
the Euclidean distance function, and s;; is the value calculated
by the proposed similarity metric between two samples z; and
x; on the input space (more similar s;; is larger). Specifically,
the second term is to pull two images’ features f(x;) and f(x;)
close to each other if the two samples are similar in the input
space.

Keypoint detection: In computer vision, corners are viewed
as stable and robust keypoints. We exploits Shi-Tomasi method
[17] to find a pixel as a corner if the shifted windows around
the pixel are significantly different. We define the keypoint
(corner) detection as kp = corner(x), to find out the top-10
keypoints (corners with top high confidences).

Since the input of Shi-Tomasi method is a grey image, the
input image x is required to be converted to a grey image g.
Then, for each pixel located by coordinates (m*,n*) from g,
we take its neighborhood as a patch window W (with (m*, n*)
as the center position). The difference between the pixel and
the shifted windows is defined as x(A,,, A,) calculated by:

Z (g(m,n)—g(m+Am,n+An))2,
(m,n)ewW

“4)

where A, and A,, are window shift pixels in the row or column
direction. Given the partial derivatives 0,, and 0,, of g in row
and column directions, Eq. (4) can be simplified via the Taylor
expansion: k(A,,, Ay) = (A, An)M (A, Ap)T, where M
is the structure tensor®.

Based on the Shi-Tomasi method, the minimum of eigenval-
ues (A1, Ag) of M positively correlates with the corner confi-
dence. In our work, we choose 10 pixels with large confidential
values as the keypoints, and the corresponding descriptions are
the [ x [ image window with keypoints as centers.

Keypoint matching: After keypoint detection, we further
perform the keypoint matching, and the matching number be-
tween two images is positively correlated with the image simi-
larity. Assume the keypoints of z; and x; are kp; and kp;. Each
of them has 10 coordinates indicating the keypoint locations.
We also define their corresponding descriptions set (neighbor-
hood around the each keypoint) as dp; and dp;, where there
are 10 descriptions in each of them. For each keypoint in z;,
we calculate its description distance with all keypoints from
2. There exists one matching if the ratio of closest to the 2nd-
closest neighbor is less than 0.5 [17]. Finally, the similarity

“https://en.wikipedia.org/wiki/Structure_tensor



metric is defined as S(z;, ;) = Nmaten 10, where npqen is
the number of matching pairs.

Since different classes (e.g. dog and cat) perhaps share simi-
lar patterns, to avoid the regularization affecting the normal fea-
ture embedding’, we expect to draw together the two features
when the two images are super similar. To do it, we first esti-
mate the maximum similarity score 6; ; between benign sam-
ples of different classes from D,;. Then, if s;; = S(z;, x;) is
larger than S(x;, z;) > 0,, ., the two samples are considered
as super similar; otherwise, s;; = 0.

4.2 Outlier detection

We exploit the multivariate Gaussian distribution to detect
the samples that are out of the feature distribution of the vali-
dation dataset D,,;. For each class 7 of the validation dataset,
we calculate its mean feature vector p; and covariance matrix
;. Then, for each training sample in x; € Dy, and belonging
to class ¢, the outlier score p; can be calculated via

1 1

W €xp ( - §(¢(5’3j) - Mi)TEi_l(¢(xj) - Mz))
)

A small p; value indicates a high possibility that the sample

x; is an outlier (poisoned sample). We provide a threshold £*

(more details on calculating £* are provided in Section 5.2). If

p; < &%, x; considered as poisoned samples, is added into the

set of samples predicted as poisoned Dp.

4.3 Backdoor unlearning

Finally, given the predicted poisoned set Dy, to unlearn the
backdoor behavior, we design a new unlearning algorithm to
force the model to forget the (predicted) poisoned data Dp. The
loss function is defined as ZLD”/D”‘ L(f(zi),v:) lejD”‘ w;-
L(f(x;),y;), where w; controls whether continuing to unlearn
a poisoned sample (i.e., w; = 1 when if arg max f(x;) = y;,
otherwise w; = 0).

5 Experimental analysis
5.1 Attack settings

We implement three attacks: TaCT, Adap-blend, and Adap-
patch, which poison the Cifar10 dataset® with ay, = 0.003 and

SWhen the regularizer is applied to the image pair with tiny similarity, it
will draw the different classes together, which hurts the discrimination purpose
of training.

Shttps://www.cs.toronto.edu/kriz/
learning-features-2009-TR.pdf

a. = 0.003. For all three attacks, the target class is ‘airplane’.
As explained in Sec. 3, TaCT is a source-specific attack with
‘car’ as the source class. For each considered attack, the trigger
signal and the poisoned samples are shown in Fig. 1. The ar-
chitecture of the trained model is based on the EfficientNetV?2
model. The input image is resized to 192 x 192 x 3 7 in our ex-
periments. The model’s parameters are trained for 100 epochs
by the SGD optimizer with the learning rate 0.1, momentum
0.9, and weight decay 10

At test time, we evaluated the model’s accuracy on the test

data D;,: ACC = W, where 1 is the indicator
function outputting 1 if its inside condition is satisfied, other-
wise outputting 0. To estimate the backdoor performance, i.e.,
whether the trigger can activate the hidden backdoor, we de-
fine the Attack Success Rate (ASR). Specifically, the definition
of ASR is slightly different between source-specific (TaCT)
and source-agnostic (Adap-blend and Adap-patch) attacks, as
shown as follows:
2.2 1P @i o) =y)

ID, /t\IDtS’Sl
i1 L(F(z:i0v)=y:)

[Dis /el

The ACC and ASR for benign and poisoned models are
shown in Tab. 1, where we can observe that the backdoored
models have a similar ACC value as the benign model. It means
that the backdoor does not affect the normal classification task.
For Adap-blend/-patch attacks, ASR is estimated with the same
trigger as the training phase, but their ASRs can be further im-
proved with a stronger (more visible) triggers.

TABLE 1. ACC and ASR of being model and three types of Backdoor
models

, source-specific

ASR = (6)

, source-agnostic.

Benign TaCT Adap-blend Adap-patch
ACC 0939 0.937 0.937 0.927
ASR  0.025 0.864 0.844 0.661

5.2 Defense settings

For a fair comparison of different defenses, based on the
Receiver Operating Characteristic (ROC) curve, we utilize the
same threshold strategy i.e., {* = argmax¢ (T PR¢ — F'PRe)
to determine the True Positive Ratio T'P R~ and False positive
Ratio I'PR¢~. Moreover, to evaluate the unlearning process,
we utilize the same two metrics: ACC and ASR as described in
Sec. 5.1. However, for simplicity, in the following text, we use
ACC* and ASR” to distinguish the unlearned model’s perfor-
mance from the backdoored one.

7Compared with ResNet, the input size of EfficientNetV2 model should be
larger.
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FIGURE 2. Feature distribution after UMAP dimension reduction from
left to right corresponding to 3 = 0, 0.2, 0.5, where the red (blue) points
represent the poison (benign) samples

For the hyperparameters of LFDP, we set the window size
I = 20 (other values should also have similar empirical results)
and determine the regularization score S by an ablation study.
Specifically, we set its value as 0, 0.2, and 0.5, and visualize
the feature distribution in Fig. 2. The results show that with the
increase of /3, the poisoned samples are pulled far away from
benign samples. In the following experiment, we fix the 5 =
0.5. Note, for the hyperparameters (except for the threshold)
of the existing works, we directly utilize their default values in
their official codes.

5.3 Empirical comparison

We select five existing works: Beatrix [11], CCAUD [8],
PIPD [16], FCT [12], and ConfusLearn [15], and compare their
performances with our LFPD. Specifically, we draw the ROC
curves of six defense methods against the three attacks and list
the corresponding AUC values in Fig. 3. We observe that the
AUC of Beatrix, CCAUD, PIPD, and FCT are close to or lower
than 0.5. That is because: 1) Beatrix, CCAUD, and FCT rely
on the feature separability assumption, which does not hold for
adaptive attacks, and 2) for the PIPD defense, it is hard to use
the loss value to distinguish the poisoned samples from the be-
nign ones, specifically when the poisoning rate is tiny. The
second observation is that the performance of ConfusLearn is
good when defending against the TaCT attack, due to the trig-
ger signal being visible in this case. However, for the Adap-
blend and Adap-patch attacks, its performance drops signifi-
cantly. Finally, our method can work well in all three types of
backdoor attacks.

With the threshold ¢* determined by the strategy described in
Sec. 5.2, we calculate the corresponding TPR¢~ and FPR¢« of
all defense methods against three types of backdoor attacks, as
shown in Tab. 2. From this table, we find that Beatrix, CCAUD,
PIPD, and FCT cannot distinguish the poisoned samples from
the benign ones, so their TPR¢« and FPR¢- are close each other.
For ConfusLearn, it can detect the poisoned samples perfectly
in TaCT attack with TPR¢« = 1 and FPR¢« = 0, but fail to
defend the Adap-blend and Adap-patch attacks. By compari-
son, our method LFPD can detect the poisoned samples with
TPR¢~ ~ 1 and FPR¢- ~ 0.

TABLE 2. Performance Metrics

Defenses TaCT Adap-blend Adap-patch
TPRe- FPRg-  TPRg-  FPRew  TPRe-  FPRg-
Beatrix 0 0 0 0 0.004  0.006

CCAUD 0 0 0 0 0 0

PIPD 0.9 0.591 1 0992 0.853 0.816
FCT 1 0917 0.853 0.806 0.286 0.247
ConfusLearn 1 0 0.786  0.589 0.66 0.281
LFPD 1 0.003 1 0 1 0.002

Finally, in Tab. 3, based on the detected poisoned dataset
D,,, we report ACC* and ASR* of unlearned models. Since
Beatrix and CCAUD detect the poisoned data with TPR* ~ 0
and FPR* ~ 0, ACC* and ASR™ of their corresponding un-
learned models remain similar to the poisoned models. More-
over, PIPD and FCT have a high TPR* in poison detection,
which leads to the accuracy on the clean test samples of their
unlearned models is destroyed with ACC* < 0.75. Finally, for
the ConfuLearn, after unlearning, only the TaCT backdoor can
be successfully removed, while for the other two attacks, their
accuracy on the clean test samples is hurt. Finally, for LFPD,
the accuracy on the clean test samples is similar to the poisoned

models, and their ASR™ drops lower than 0.063.
TABLE 3. Performance of unlearned model

Defenses TaCT Adap-blend Adap-patch
ACC* ASR* ACC* ASR* ACC" ASR"
Beatrix 0937 0.865 0.937 0.803 0.929 0.652
CCAUD 0937 086 0937 0.803 0930 0.65
PIPD 0.373 0.148 0.009 0.017 0.246 0.209
FCT 0.089 0.017 0.225 0.016 0.749 0.434
ConfusLearn 0923 0.009 0471 0313 0.786 0.339
LFPD 0.932 0.001 0927 0.048 0913 0.063

6 Conclusion

Feature separability is a common assumption in training-
level backdoor defenses but can be bypassed by adaptive at-
tacks. In this paper, aimed at these attacks, we proposed the
so-called LFPD method, exploiting a local feature algorithm as
a regularizer to increase the feature separability between poi-
soned and benign samples. Our experiment shows that our
LFPD can efficiently defend against adaptive attacks compared
with five existing defenses.
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