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1. Introduction

Occupational safety is a critical issue across the world, where many workers are exposed to fatal accidents and unsafe 
working conditions daily. According to the International Labour Organization (ILO), every year at least 2.3 million 
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Abstract

Workplace safety remains a global concern, with millions of occupational accidents occurring annually. Industry 4.0 (I4.0) 
introduces IIoT, Digital Twins, Cyber-Physical Systems, and wearable devices that can enhance workplace safety by enabling real-
time monitoring, predictive analytics, and automated risk mitigation. This study proposes a preliminary conceptual Workplace 
Safety 4.0 Framework that integrates these technologies to proactively reduce accidents, improve operational resilience, and 
promote sustainability. A systematic literature review identified key technological contributions, highlighting IoT as the most 
widely implemented solution, followed by Augmented Reality AR, VR, CPS, DTs, and blockchain. The proposed framework 
addresses existing gaps by offering a structured, scalable approach applicable across multiple industries. The findings demonstrate 
that integrating I4.0 technologies enhances safety, reduces operational disruptions, and fosters a safer and more efficient work 
environment. Future research should explore AI integration and sector-specific applications for further advancements.
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workers are estimated to die from work-related accidents or diseases, and 340 million cases take place each year [1]. 
This incurs significant economic, social, and human losses and dictates the urgent need for the enforcement of proper 
safety measures. There is a need to address this problem with seriousness, more importantly, in the industrial areas 
where the work itself is inherently risky [2].

Industry 4.0 (I4.0) represents a profound change that incorporates cyber-physical systems (CPS), the Industrial 
Internet of Things (IIoT), artificial intelligence (AI), and Digital Twins (DTs) to boost industrial processes [3]. While 
the nexus between Industry 4.0 and increased productivity and efficiency is widely acknowledged[4], its potential to 
revolutionarily change workplace safety remains largely untouched [5]. Integration of the technologies related to 
Industry 4.0 implements proactive safety management systems that are feasible, with the ability to recognize risks, 
predict potential accidents [6], and implement interventions in real time to curtail risks [7]. In line with such concerns 
and needs, this research aims to fill this gap by proposing a conceptual framework organizing the main Industry 4.0 
technologies (IoT, DTs, CPS, and wearables) into a well-differentiated and dynamic architecture specifically tailored 
to further workplace safety [8–11]. Unlike previous research efforts that have considered Industry 4.0 technologies 
separately or provided only descriptive overviews, this study introduces an integrated framework grounded in a 
comprehensive review of existing scientific literature. The proposed approach is based on a proactive, technology-
driven strategy aimed at both preventing workplace accidents and enhancing resilience and sustainability in industrial 
settings. To the best of our knowledge, this is the first study to systematically combine these concepts, laying the 
foundation for future empirical investigations and the development of industry-specific applications. This research is 
guided by the following questions:
• R1. Which Industry 4.0 technologies can be applied to improve workplace safety?
• R2. What are the potential benefits of implementing such a framework in industrial settings?

The paper is structured into 5 different sections: Methodology, Literature Review (named Industry 4.0 and 
workplace safety), Framework 4.0, and Discussion & Conclusions.

This work adds to the widening body of research related to the application of Industry 4.0 within occupational health 
and safety and further provides a well-defined framework aimed at informing future progress both in scholarship and 
industry in this field. In chapter 2, the methodology followed is presented. In chapter 3, the existing tools are evaluated 
to define the gap to close. In chapter 4, the framework is presented in its components and impacts. In chapter 5, the RQs 
are answered with the discussion and conclusions.

2. Methodology

The first part of the proposed methodology consisted of a detailed evaluation of the existing literature related to 
the topic. Table 1 shows the keyword strings used in Scopus. The strings are combined using AND operators. 

Table 1 - Strings of keywords
String Explanation

Industry 4.0 OR IoT OR IIoT OR Digital Twin OR CPS 
OR Wearable Technology* OR wearable device*

Focuses the research on Industry 4.0 and its 
technologies

Workplace Safety OR Accident Prevention OR Injury It narrows the scope to the application of these 
technologies for improving workplace safety.

Human It focuses the research on safety for the human worker.

The Prisma protocol-based filtering method is represented schematically in Figure 1, and the following steps 
include the relevant search parameters:

• Initial research: 597 papers.
• Keywords: the strings have been searched only within keywords, initially resulting in 242 papers.
• The analysis is limited to papers published from 2020; thus, the number has been reduced to 171.
• Language: only papers in English have been included, reaching 149 records.
• Subject areas: only Engineering, Computer Science, Decision Sciences, and Social Sciences have been 

considered, reducing records to 141.
• Source type: only articles in the journal have been considered, reaching 55 papers.

Out of the 55 papers screened, 35 were fully available for in-depth analysis and questioning. After this manual 
review, only 31 studies focused specifically on occupational safety within the framework of Industry 4.0. Finally, to 
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raise the quality of the research, the other 29 studies were included to reinforce the structure through a snowballing 
approach, bringing the final count to 60.

Fig. 1 - Filtering process on Scopus database based on PRISMA protocol

After paper selection, the available literature has been evaluated, analyzing how I4.0 technologies can improve the 
safety on workplaces. In particular, the tools considered are IoT, Digital Twin, CPS, AR/VR, and Blockchain. After 
this evaluation, the framework was then developed. This first entailed an examination of the separate impacts of 
different technologies and then integrating them into an overall solution.

3. Industry 4.0 and workplace safety

The complex industrial processes related to Industry 4.0 raise new safety concerns that are not effectively solved 
using conventional Personal Protective Equipment (PPE). A tremendous amount of research has surfaced since 2022,
reflecting the modern and mounting concern over this problem. While current research highlights the potential of 
wearable technologies, real-time monitoring, and predictive safety systems, there are gaps related to their integrated 
deployment within a holistic and scalable system.

This section discusses commonly used Industry 4.0 tools to enhance workplace safety through advanced 
monitoring, predictive insights, and automated risk mitigation. IoT technology proved to be the most widely used and 
established, followed by Augmented Reality (AR), Virtual Reality (VR), blockchain, Wearable Technologies, CPS, 
and DT.

3.1. Internet of Things (IoT) and Wearable Technology

IoT-enabled devices, such as smart sensors and wearables, enhance real-time monitoring of environmental conditions 
and worker health and safety. These technologies track parameters like temperature, humidity, air quality, and toxic 



3648 Tsega Y. Melesse  et al. / Procedia Computer Science 277 (2026) 3645–3654

gas concentrations. Wearable devices, such as smart helmets, biometric wristbands, and connected vests, continuously 
monitor health indicators, including heart rate, fatigue, and exposure to hazardous environments [12,13]. IoT-based 
safety systems can detect dangers like gas leaks or extreme temperatures and instantly alert workers, reducing accident 
risks. In addition, IoT-enabled geofencing helps prevent unauthorized access to high-risk areas [14].
The integration of wearable technology significantly promotes workplace safety through real-time monitoring of 
workers and their working environments [15,16]. Smart helmets and wristbands can detect dangers such as fatigue, 
toxic substance exposure, and unsafe behaviours and send immediate warnings to both workers and safety 
management [12,15]. These technologies promote organizational resilience through active safety management, 
avoiding unnecessary stoppages in operations and costs related to accidents. Continuous monitoring also helps 
improve safety processes through subsequent safety protocol refining, making the working environment safer and 
more sustainable while also enhancing corporate image and employee satisfaction.
IoT further strengthens workplace safety through smart sensors that monitor environmental and operational 
conditions. Sensors detect anomalies, such as excessive vibrations, gas leaks, and temperature fluctuations, triggering 
immediate alerts [17]. Real-time data analysis optimizes safety measures, predictive maintenance, and risk 
management, ultimately increasing productivity and reducing costly machine failures [18–20]. Implementing these 
technologies reflects a company’s commitment to innovation and worker well-being, improving reputation and 
stakeholder trust.

Industries that involve workers exposed to increased levels of contamination risk require targeted interventions to 
address overall employee health in the workplace [21,22]. Further still, the system integration with AI proposed stems 
from its ability to discern patterns in data [23] and foretell and anticipate potential threats [24] within the facility,
thereby allowing intervention at early stages to prevent workers' exposure to harm. Prevention measures form a critical 
part of this system and can further be improved with the use of simulations [25], e.g., Monte Carlo simulations [26], 
which can prepare the system to respond effectively to the intrinsic stochastic nature of the environment [27–30].

3.2. Digital Twins 

DTs create virtual replicas of physical assets [31–33], enabling real-time monitoring and predictive maintenance. By 
integrating data from IoT sensors and AI analytics, they forecast equipment failures, helping reduce workplace 
accidents caused by machinery malfunctions [34–36]. DTs also simulate safety scenarios and suggest optimal 
operational procedures to minimize risks [37]. They continuously monitor machinery and infrastructure, predicting 
potential breakdowns and wear and tear while recommending preventive maintenance actions. This practice enhances 
operational efficiency, reduces downtime, and increases workplace safety. In addition, DTs streamline resource 
allocation and productivity while reducing waste and energy usage [38]. Using real-time monitoring, predictive 
analytics, and virtual simulations, DTs track environmental and health indicators, alerting workers to dangerous 
conditions and thus preventing injuries. Moreover, they enable training for workers in virtual environments, optimize 
facility designs, and simulate emergency responses, thus enhancing safety across diverse industries like food 
processing, logistics, and manufacturing [9,10,39]

3.3. Cyber-physical systems 

CPS integrates physical and computational technologies to create interconnected systems that monitor and control 
physical processes via the network. They dynamically adapt to changing manufacturing conditions, generating risk 
profiles for operators and work processes [40]. They can enhance workplace safety and real-time management of 
operations [41]. Sensors and actuators connected to CPS can detect hazardous conditions, such as structural instability, 
the presence of harmful substances, or abnormal machinery movements, sending immediate alerts to workers and 
safety managers for prompt interventions [13]. In this way, timely alerts and notifications enable proactive 
interventions, enhancing safety measures and optimizing work processes [40]. CPS increases business resilience by 
being able to quickly adapt to changes and efficiently manage emergencies. Real-time data collection and analysis 
allow for problem anticipation and process optimization, improving operational reliability. Furthermore, CPS 
promotes operational sustainability by reducing energy consumption and minimizing the risk of environmental 
accidents. Like all the other Predictive Maintenance technologies, CPS can significantly improve profitability, safety, 
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and sustainability in various industries [42]. Their implementation demonstrates a strong commitment to innovation 
and safety, enhancing the company’s reputation and stakeholder trust

3.4. Augmented Reality and Virtual Reality

AR and VR technologies greatly enhance employee training through simulations of hazardous situations in a 
controlled virtual environment [43]. VR safety training allows workers to face emergencies involving fires, machinery 
failure, or spills of hazardous chemicals without taking actual risks immediately, thus increasing their ability to 
respond rapidly in actual crises [44]. AR superimposes current safety data over the visual landscape of workers and 
provides instruction in sequential steps in the operation of hazardous machinery or complex processes [45,46]. This 
combination reduces the risk of human errors while increasing situational awareness at the same time.

3.5. Blockchain

Blockchain technology greatly enhances transparency and accountability in safety compliance through tamper-proof 
documentation of safety inspections, incident reports, and employee certifications. Its decentralized and immutable 
ledger ensures that compliance records are always verifiable and protected against unauthorized modifications, thus 
reducing the risk of falsified safety records [38,47]. One of the key advantages of blockchain in safety compliance is 
the use of smart contracts, which have the potential to automate compliance checks and regulatory enforcement [38]. 
In this regard, smart contracts enable automated rule enforcement, access control, and permissions, as well as tamper-
proof audit trails [48]. These self-executing contracts, which are embedded in the blockchain, ensure that only trained 
and certified personnel are allowed to handle hazardous equipment or access high-risk zones. By automating the 
verification processes, smart contracts reduce human errors and delays in enforcement of compliance, thus improving 
workplace safety and regulatory compliance. Blockchain also enables real-time monitoring of safety procedures, 
ensuring that all stakeholders, including regulatory authorities, auditors, and company management, have access to 
real-time and accurate compliance information [49]. This level of transparency ensures more efficient auditing 
processes, as regulatory agencies can instantly verify safety compliance without relying on intermediaries or paper-
based records. In industries with stringent safety requirements, including construction, manufacturing, and chemical 
processing, blockchain can play a critical role in reducing workplace accidents by ensuring that safety training, 
certification, and equipment maintenance records are immutably stored and readily accessible. Furthermore, the 
combination of blockchain with IoT sensors and AI analytics has the potential to further streamline compliance 
monitoring by automatically logging environmental conditions, equipment performance, and worker activities in real 
time. Also, the use of blockchain technology helps organizations implement a safety regime with greater resiliency, 
effectiveness, and transparency, ultimately leading to a safer work environment and improved process performance 
[50].

4. Framework 4.0

Figure 2 illustrates the Workplace Safety 4.0 Framework, summarizing the goal of this initiative and showing how 
the successful integration of Industry 4.0 technologies can support organizations to promote workplace health and 
safety and thereby achieve greater resilience and sustainability. The Workplace Safety 4.0 Framework is a 
structured methodology for enhancing workplace safety using Industry 4.0 technologies. It consists 
of various interrelated layers, including CPS, IoT, and DT technology. The cloud infrastructure allows real-time data 
storage, access, and analysis, thus enabling safety managers to monitor workplace conditions remotely. IoT sensors are 
used to monitor environmental parameters continuously, and wearable technologies (such as AR and VR glasses) ensure 
worker safety through fatigue monitoring, vital signs, and ergonomic posture monitoring [51]. Actuators also enable 
timely response by triggering alarms or modifying machinery, thus reducing the risk of accidents. The first layer 
includes:

• Structure, workers, and machinery: The personnel are fitted with wearable devices; however, sensors and 
actuators are built into the buildings and machinery to ensure maximum connectivity between all devices in 
the workspace. These technologies are instrumental in enabling the implementation of the use of IoT, DT, and 
CPS [52,53] and form the basis for a more operator-focused strategy [54].
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• Wearable technologies, sensors, and actuators: Wearable technologies, sensors, and actuators are key 
elements in the areas of data collection and analysis. The core role played by sensors is the collection and 
aggregation of large amounts of data, which are then sent to corporate servers. In contrast, actuators take the 
processed data and act upon machinery accordingly. In addition to providing bidirectional communication, 
wearable devices also receive notifications and warnings addressed to staff [12,13,55–57].

Fig. 2 - Workplace Safety 4.0 Framework based on IoT, DT, Cloud

The first layer communicates through IoT to the Cloud, which forms the second layer:

• IoT collects data from sensors and connected devices and analyzes it in real-time, allowing for immediate 
alerts to workers and safety managers to prevent accidents. It communicates with the company's servers, 
receiving the collected data as input and sending it back as warnings and alarms. This enables early detection 
of dangerous conditions, such as equipment overheating or the presence of hazardous gases, thereby 
enhancing workplace safety.

• Blockchain plays a crucial role in data communication, offering security, transparency, and immutability. 
By ensuring that safety-related data (such as incident reports, maintenance logs, and sensor readings) cannot 
be altered retroactively, it builds trust and accountability among stakeholders and supports reliable safety 
audits and certifications.

• Cloud services make the storage and management of complex data analysis easier while also allowing 
continued interaction with the organization's servers. They enable scalable access to safety monitoring tools, 
predictive analytics, and emergency communication systems, ensuring timely access to critical safety 
information from any location.

• DT creates a digital model of the organization's structural and equipment infrastructure. In addition to this, it 
incorporates sensor measurements and, through real-time simulations, can constantly monitor the condition 
of the machinery and the facilities, predict any impending failure or deterioration, and suggest maintenance 
actions. This proactive monitoring helps prevent accidents caused by equipment malfunction or structural 
weaknesses.

• CPS, with the integration of physical components and software, efficiently oversees and coordinates all 
processes unfolding in the facility. It creates linkages to sensors and actuators and enables communication 
with DTs, servers, and IoT devices. By providing automated control and real-time responsiveness, CPS can 
intervene directly, such as stopping a machine or triggering an alarm, when unsafe conditions are detected.

The solution presented provides significant improvement in the prevention of accidents using systematic monitoring. 
Ongoing monitoring enables the early detection of faults, thus enabling early interventions that finally reduce the 
impact of accidents. This is particularly vital in instances where workers work in isolated areas, a situation commonly 
found in warehouses [58–60]. 
This proactive approach also enhances the overall resilience of the system, as an adverse event can be identified and 
addressed promptly. Furthermore, with the integration of DT and CPS, it is often possible to predict disruptions before 
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they occur, enabling predictive maintenance and further reducing the negative effects on operations.
Overall, while adding safety and resilience to the system, this system also fosters sustainability through the reduced 
need to restore and replace broken components after accidents, requiring new materials and manufacturing processes. 
By avoiding such events in the first place, not only are materials saved, but also the potential interruptions to the 
manufacturing process and the subsequent delays, inferior product quality, and costly rework are reduced to a 
minimum.
The interaction among these factors helps to create a production process that is more efficient, reliable, and 
environmentally sustainable, thus fostering a more sustainable industrial practice.
Overall, the proposed framework prevents workplace accidents and their related effects, facilitates resilience using a 
proactive strategy coupled with DTs and CPS, and facilitates sustainability through the minimization of resource 
utilization and waste generation.

5. Discussion & Conclusion

The growing integration of 4.0 technologies has the potential to revolutionize workplace safety, improving both 
accident prevention and the resilience and sustainability of industrial systems. The implementation of an integrated 
framework that combines IoT, DT, and CPS may constitute a significant step toward a safer and more sustainable 
future for industries. Therefore, this research directly responds to the Research Questions presented in Section 2.

5.1. Which Industry 4.0 technologies can be applied to improve workplace safety?

Wearable devices allow for real-time worker monitoring, data recording, and immediate alarm signals, which are 
crucial for preventing accidents and injuries. IoT, through a widespread network of intelligent sensors and connected 
devices, ensures constant connectivity and continuous monitoring of all system variables. DTs enable the simulation 
of various operational scenarios, allowing for preventive interventions and improving the company’s response 
capabilities. Lastly, CPS monitors, controls, and coordinates all aspects of the work environment in an integrated way, 
creating a secure and responsive operational ecosystem. This work demonstrated how wearable technologies, IoT, 
DT, and CPS can be effectively applied to workplace safety, highlighting the unique benefits each technology offers. 
Starting with data from the field with wearable devices and IoT, it is possible to manage them in the Cloud and develop 
a DT. This last technology enables better predictions and scenario analysis, with feedback on the system, creating a 
full CPS.

5.2. What are the potential benefits of implementing such a framework in industrial settings?

The human-centered approach inherent in this model promotes a safer, more empathetic work environment while 
also improving stakeholder engagement. By prioritizing technologies that increase employee experience, value 
individual contributions, and promote a shared safety culture, this framework successfully reduces perceptions of 
surveillance and improves the comfort level of workers. This strategy supports the organization's dedication to social 
responsibility and general well-being. Additionally, this approach could play a vital role in enhancing resilience and 
sustainability through performance optimization and accident reduction, along with their associated costs.

This study presents a preliminary stage of a comprehensive framework that incorporates key technologies related 
to Industry 4.0. Future research should verify the framework through empirical approaches, examine potential 
limitations, especially those regarding integration with current legacy systems, and explore industry-specific 
applications. A comparison with other frameworks can also shed more light on its value. Although not all the 
technologies found in the literature have been incorporated, future versions will include simulation and artificial 
intelligence. Omitting these technologies in this version is intended to maintain simplicity and keep training needs to 
a minimum. Eventually, it will be important to determine employees' attitudes regarding these technologies, 
particularly concerning safety and potential privacy concerns.
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