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Abstract—Industrial Internet of Things (IIoT) technologies
have been increasingly leveraged across various industry sectors,
due to their benefits in terms of automation, monitoring, and
operational efficiency. However, the increased connectivity and
heterogeneity of IIoT devices have also broadened the attack sur-
face, making these systems attractive targets for cyber threats. In
this context, machine learning–based Intrusion Detection Systems
(IDS) have emerged as promising solutions due to their ability
to detect complex patterns in network traffic without relying on
static rules or deep packet inspection. A key limitation of such
systems, however, lies in their lack of interpretability, posing
challenges for adoption in safety-critical industrial settings.

In this work, we propose an explainable IDS that leverages a
Random Forest classifier for accurate traffic classification and
integrates SHAP (SHapley Additive Explanations) to provide
transparent explanations of model decisions. We evaluate our
system using the CIC IoT-DIAD 2024 dataset, which includes a
broad spectrum of network attacks. Our approach demonstrates
good detection performance while also delivering intuitive expla-
nations for each prediction. By analyzing the specific network
features, such as inter-arrival times and packet sizes, that most
influence each alert, security analysts may better assess, validate,
and act upon IDS outputs.

Index Terms—Internet of Things, Intrusion detection, Explain-
able AI

I. INTRODUCTION

Industrial Internet of Things (IIoT) technologies have seen
rapid adoption in many industrial sectors, including man-
ufacturing [5], agriculture [11], and transportation [7]. In-
deed, businesses are implementing IIoT-based solutions in
industrial processes to enhance operational efficiency, enable
real-time monitoring and decision-making, reduce downtime
through predictive maintenance, and optimize resource utiliza-
tion across complex and distributed systems [4].

However, adopting such solutions comes at a cost: IoT de-
vices are well-known to be insecure. For example, IoT devices’
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firmwares typically exhibit multiple vulnerabilities [32], which
attackers may leverage to hijack such devices or endanger
the confidentiality of user data. Furthermore, many devices
still use default credentials or weak authentication schemes,
making them easy prey for attackers [3]. Thus, considering
the vulnerable state of many IIoT endpoints and their de-
ployment in critical processes, securing IIoT-enabled industrial
operations has become paramount. The SANS Institute, in a
recent whitepaper1, highlighted network-based attack detection
among the five most critical security controls to be imple-
mented in IIoT scenarios.

In this context, Intrusion Detection System (IDS) based on
Machine Learning (ML) models have emerged as a promising
solution for network attack detection in IIoT. Rather than
relying on hand-crafted signatures or full packet payload
inspection, an ML-based IDS can learn to recognize patterns of
normal vs. malicious traffic using features of network flows or
protocol behaviors. ML and Deep Learning (DL) techniques
can analyze large volumes of network data, detect complex
attack patterns, and even adapt to new threats faster than static
rule-based systems [37].

A significant challenge with ML-driven IDS is their lack
of interpretability [38], as advanced models often function as
“black boxes.” While these models may have high detection
accuracy, their decision-making process is unclear, undermin-
ing trust and hampering incident response. Security profes-
sionals require insights into why an IDS raises alarms to dif-
ferentiate between actual threats and false positives effectively.
Emerging Explainable Artificial Intelligence (XAI) techniques,
which aim to provide human-interpretable explanations for
ML model decisions, may be leveraged to empower ML-
based IDS with such needed transparency. Indeed, methods
like SHAP (SHapley Additive Explanations) and Local Inter-
pretable Model-agnostic Explanations (LIME) can be applied

1https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls/



in network IDS to clarify why specific traffic is flagged as
malicious. Additionally, XAI facilitates a feedback loop that
allows developers to refine and debug models by identifying
spurious patterns or biases [12].

In this paper, we present an ML-based IDS for IIoT net-
works that addresses the above challenges by combining an
ensemble detection approach with explainable AI. Specifically,
we employ a Random Forest (RF) classifier to identify mali-
cious network activities. To make the IDS decisions transpar-
ent to users, we integrate the SHAP explainability technique,
which produces clear feature-importance explanations for each
detection. Such interpretability allows security practitioners to
trust and verify the system’s outputs, and aids in troubleshoot-
ing misclassifications by revealing the model’s reasoning. Our
results show that the proposed IDS can achieve good detection
performance while outputting meaningful explanations for its
decisions, facilitating its adoption in critical industrial contexts
where both security and interpretability are paramount.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work in intrusion detection and explain-
able AI. Section III briefly introduces RF and SHAP, while
Section IV describes the employed dataset and the attacks
considered. Section V presents the experimental setup and
results, and Section VI concludes the paper.

II. RELATED WORKS

Early IDS in both IT and OT environments relied on
expert-defined rules and simple statistical models to identify
anomalies in network traffic. Denning et al. [10] developed a
model that formalized anomaly detection through statistical
profiles of system metrics, and signature-based tools like
Roesch’s Snort [31] matched packet headers and payloads to
known attack patterns. These classical approaches monitored
low-level features, source/destination IPs and ports, protocol
flags, and basic packet statistics, to flag deviations from an
established baseline. For example, in Giacinto et al. [14],
features containing information about the payload, e.g., errors
reported by the operating system, root access attempts, are
used. While effective when port mappings were static and most
traffic unencrypted, such heuristics have become increasingly
brittle. Modern networks use dynamic port allocations and pro-
tocol tunneling, undermining port-based detection. Pervasive
encryption, like TLS, also renders payload-based signatures
impractical [9], [23].

To overcome these limitations, the field shifted toward ML
classifiers. Supervised algorithms, support vector machines,
decision trees, and particularly ensemble methods, learn com-
plex decision boundaries from labeled data, improving detec-
tion of novel attacks compared to static rules [20]. RF are
an ensemble method that aggregates hundreds of randomized
trees, reducing overfitting and handling high-dimensional,
noisy feature spaces typical of IoT/OT traffic [8]. Several
works have implemented this approach. For example, Farnaaz
et al. [13] proposed an RF-based modelling approach for IDS,
while Jabbar et al. [19] proposed a combination of RF and
the Average One-Dependence Estimator (AODE) to create a

more robust classifier. Resende and Drummond [29] presented
a comprehensive survey of the application of RF models to
IDS. They concluded that, at the time of publication, despite
unexplored problems, there were significant advantages in
implementing such a technique.

Latest studies show that RF nowadays is still a viable option.
Ali et al. [6] perform a comprehensive comparison of DL
models (Multilayer Perceptron (MLP), Convolutional Neural
Network (CNN), Long Short-Term Memory (LSTM)) and
classical ML algorithms (logistic regression, naı̈ve Bayes, RF,
k-NN, decision tree) on the CICIDS2017 dataset, enhanced
with SMOTE and correlation-based feature selection, and
show that RF achieves the highest detection accuracy (99.9%)
while maintaining lower computational complexity.

DL automates feature extraction by learning hierarchical,
latent representations of traffic data. Autoencoders, for in-
stance, detect anomalies by measuring reconstruction error,
as demonstrated in the Kitsune NIDS [24], which leverages
an ensemble of autoencoders to flag zero-day attacks without
manual feature engineering. Recurrent neural networks and
convolutional architectures have also been applied to model
temporal and spatial dependencies in traffic streams, yielding
improved detection of subtle or multi-stage intrusions [25].
Racherla et al. [28] implement a lightweight LSTM network
in their so-called “Deep-IDS ” framework, deployed on IoT
edge nodes for real-time detection and classification of Denial
of Service (DoS), Distributed Denial of Service (DDoS), brute-
force, Man-in-the-Middle, and replay attacks, obtaining high
detection rates.

In general, the advent of DL has brought many advantages
but has also introduced some issues. Tsimenidis et al. [35]
provide a comprehensive survey of DL techniques for IoT
intrusion detection and conclude that DL models’ practical
deployment requires overcoming challenges related to real-
time processing on resource-constrained devices, the need for
continual online learning to handle concept drift, and the
development of representative, high-quality IoT datasets for
robust validation. DL models also introduce opacity: without
interpretability, security analysts cannot easily understand why
a flow was classified as malicious. This gap has spurred inter-
est in XAI techniques. SHapley Additive exPlanations (SHAP)
provide per-instance feature attributions based on Shapley
values from cooperative game theory, fairly distributing the
“payout” (model prediction) among input features [22]. Tree-
SHAP algorithms enable efficient, exact computation of Shap-
ley values for RF, generating positive or negative contributions
for each feature that sum to the model’s output [22]. In the IDS
domain, SHAP can reveal which traffic characteristics, such as
atypical packet-size spikes or rare flag combinations, drove a
malicious verdict, enhancing analysts’ trust and aiding in the
diagnosis of false positives [33], [39]. Visualizations like force
plots or summary beeswarm charts make these explanations
accessible and actionable during incident response.



III. BACKGROUND

To support the design of our explainable IDS for IoT and
Operational Technology (OT) networks, we briefly review two
core techniques: RF classifiers for high-performance anomaly
detection on tabular network traffic, and SHapley Additive
exPlanations (SHAP) for interpreting their outputs. In IoT/OT
environments, where device heterogeneity and safety-critical
operations prevail, an IDS must not only detect attacks ac-
curately but also provide clear, actionable explanations to
operators [20], [36]. The following sections summarize the
general mechanisms of these methods and then discuss their
specific applicability to security monitoring.

A. Random forests

RF are an ensemble learning method that constructs a multi-
tude of decision trees and aggregates their outputs to improve
predictive performance and robustness [8]. A single decision
tree partitions the feature space by recursively splitting on
feature values, yielding an intuitive set of if–then rules that
map inputs to class labels. However, individual trees can
overfit noisy data and exhibit high variance. RF overcomes
these issues through two key mechanisms:

• Bootstrap Aggregation (Bagging): Each tree is trained on
a random sample (with replacement) of the training data;

• Random Feature Selection: A random subset of features
is considered at each split, further decorrelating the trees.

During inference, each tree casts a vote for the predicted class,
and the forest’s output is determined by majority vote (clas-
sification) or average prediction (regression). This ensemble
strategy reduces variance and mitigates overfitting, resulting in
models that generalize well to unseen data [8]. RFs are partic-
ularly well-suited for intrusion detection in IoT/OT contexts
for several reasons: they handle high-dimensional network
traffic data with many potentially noisy or irrelevant features,
they are relatively fast to train and evaluate (enabling near
real-time operation), and they inherently provide measures
of global feature importance that help identify which traffic
attributes (e.g., flow duration, packet counts, protocol flags)
most influence detection decisions [19]. Empirical studies
show that RF-based IDS achieve high accuracy and low false-
alarm rates on public IoT/OT datasets, often matching or
exceeding the performance of more complex DL models while
requiring less parameter tuning [25].

B. SHAP

Despite the transparency of decision trees, the aggregation
of many trees in an RF can obscure the rationale for individual
predictions. SHapley Additive exPlanations (SHAP) addresses
this by attributing the prediction of any black-box model to
its input features based on Shapley values from cooperative
game theory [22]. In this framework, each feature is treated
as a “player” in a game where the model’s output is the
“payout.” The Shapley value for a feature quantifies its average
marginal contribution to the prediction across all possible
feature subsets, ensuring a fair and consistent attribution.

SHAP produces a vector of feature attributions for each
instance, where positive values indicate features that push
the prediction toward the positive class (e.g., “malicious”)
and negative values indicate features that push it toward the
negative class (e.g., “benign”). Crucially, TreeSHAP exploits
the tree structure of RFs to compute exact Shapley values in
polynomial time, rendering SHAP explanations efficient even
for large ensembles [22].

In intrusion detection, SHAP explanations allow security
analysts to see precisely which traffic characteristics (such
as an unusual spike in flow byte count or the presence of
rare protocol flags) led the RF to flag a flow as malicious.
This per-alert insight not only enhances operator trust but
also aids in diagnosing false positives and refining detection
logic [16]. A typical visualization (e.g., SHAP force plot) can
illustrate how each feature’s contribution combines to yield
the final RF prediction. By integrating SHAP with RF-based
IDS, one can achieve both high detection performance and
human-interpretable explanations, a combination essential for
effective, accountable security monitoring in IoT/OT deploy-
ments.

IV. DATASET

For our experiments, we decided to use the CIC IoT-DIAD
2024 dataset2, which was designed for both IoT device iden-
tification and anomaly detection. To create it, at the Canadian
Institute for Cybersecurity, Rabbani et al. [27] conducted 33
distinct attacks using malicious IoT devices targeting other
IoT devices, within an IoT topology comprising 105 nodes.
The dataset provides PCAP files, which contain actual traffic
packets, and CSV files containing the extracted features from
the traffic, using CICFlowMeter3. For the training, we used the
data in the CSV containing the already extracted flow-based
features.

A. Dataset Content

Following, we briefly explain the attacks we considered
in our study, subdividing them in terms of the ISO/OSI
networking layer of the protocol employed to perform such
attacks.

1) Network layer attacks:
• DDoS ICMP flood - The attacker overwhelms the target’s

network by sending a massive stream of ICMP echo re-
quests (ping packets), consuming bandwidth and forcing
the victim to expend resources replying to the requests
or dropping them [18], [26], [27];

• DDoS ICMP fragmentation - The adversary sends a
continuous flood of oversized ICMP packets that must be
reassembled by the target, exhausting memory and CPU
cycles in the IP defragmentation process [15], [27];

• Mirai Greeth flood - Compromised devices from the
Mirai botnet emit a high rate of GREETH (Generic
Routing Encapsulation over Ethernet) probe packets to

2https://www.unb.ca/cic/datasets/iot-diad-2024.html
3https://github.com/CanadianInstituteForCybersecurity/CICFlowMeter



saturate the victim’s link and evade simple packet-filter
defenses [1], [27].

2) Transport layer attacks:
• DDoS ACK fragmentation - Similarly to the DDoS ICMP

fragmentation, a distributed set of bots sends TCP ACK
segments that are deliberately split across multiple IP
fragments, forcing the target to waste resources defrag-
menting and validating each fragment [21], [27];

• DoS SYN flood - The attacker opens many half-open TCP
connections by sending a stream of SYN requests without
completing the three-way handshake, filling the server’s
connection table and preventing legitimate clients from
connecting [17], [27];

• DoS UDP flood - A continuous flow of UDP packets
floods the victim’s network and forces the host to re-
peatedly check for listening services or send ICMP “port
unreachable” replies [2], [27].

3) Application layer attacks:
• DDoS HTTP flood - A network of bots issues a very

large number of seemingly valid HTTP GET or POST
requests to web servers, tying up application-layer re-
sources (threads, database connections) [26], [27], [34];

• DoS HTTP flood - Continuous requests for heavy or
dynamic web content (e.g., large file downloads, complex
API calls) to exhaust server and backend resources,
causing legitimate requests to time out [26], [27], [34].

B. Supports

The dataset comprises 27107157 packet flows, specifi-
cally labeled as shown in Table I, each of which makes
the model classification units. The used flow-based features
contained statistics such as flow duration, packet length
mean, packet length variance, FIN, SYN, ACK flag counts,
down/up ratio, average packet size, and so on. We did not use
source/destination IPs/ports due to their dynamic and volatile
nature.

LEVEL CLASS FLOWS

network
DDoS ICMP flood 201728
DDoS ICMP fragmentation 320596
Mirai Greeth flood 174518

transport
DDoS ACK fragmentation 2449972
DoS SYN flood 16287923
DoS UDP flood 5206402

application DDoS HTTP flood 504597
DoS HTTP flood 1563223

- benign 398198
TABLE I

FLOW COUNTS FOR EACH CLASS.

V. EXPERIMENTAL RESULTS

In this section, we present a brief description of how we
trained and tested our IDS, along with a discussion on the
explainability of its decisions.

A. Training

In our experiments we used scikit-learn 1.6.14, Python
3.13.35, and optuna 4.3.06.

To facilitate the model training and evaluation, the dataset
was divided into two subsets. Specifically, 80% of the samples
were allocated to the training set, while the remaining 20%
were reserved for the test set. This split resulted in a total of
21,685,725 flows in the training set and 5,421,432 flows in
the test set. This partitioning strategy ensures that the model
has sufficient data to learn from while also providing a repre-
sentative and unbiased portion for evaluating its generalization
performance.

We trained a RF classifier and performed hyperparame-
ter optimization with the goal of maximizing the Matthews
Correlation Coefficient (MCC), a robust metric particularly
suitable for imbalanced classification tasks. To efficiently
explore the hyperparameter space, we employed the Optuna
optimization framework. The optimization process was run for
32 iterations, during which Optuna systematically searched for
the combination of hyperparameters that yielded the highest
MCC on the validation set. This approach allowed us to fine-
tune the model for improved performance and generalization.

We optimized the following hyperparameters7:
• n_estimators - Number of trees in the forest;
• max_depth - Maximum depth of the tree;
• min_samples_split - Minimum number of samples

required to be at a leaf node.
The best hyperparameters found by Optuna were

n_estimators = 144, max_depth = 20, and
min_samples_split = 2.

B. Testing

Table II reports several metrics of our classifier. While
exhibiting good accuracy, several misclassifications can be
noticed in the confusion matrix reported in Table III. However,
an attack is frequently misclassified as another similar attack.
For example, the most common misclassifications are caused
by DDoS HTTP Flood attacks classified as DoS HTTP Flood
attacks (19611 flows) and viceversa (10950 flows). While
different in the context of execution (i.e., with a single or
multiple coordinated attackers), these attacks are substantially
similar in terms of performed HTTP requests, thus exhibiting
similar network flow-based features.

Concerning the explainability of the decisions taken by our
model, we discuss the SHAP waterfall plots generated for three
of the attacks included in the dataset we employed. These
plots visually present how features cumulatively influence
the model’s decision for each detection, starting from the
expected value (the average model output over the training
data) and adding/subtracting feature contributions to reach the
final prediction.

4https://github.com/scikit-learn/scikit-learn
5https://www.python.org/downloads/release/python-3133/
6https://optuna.readthedocs.io/en/stable/index.html
7https://scikit-learn.org/stable/modules/generated/sklearn.ensemble.

RandomForestClassifier.html



METRIC VALUE

MCC 0.929
accuracy 95.770
balanced accuracy 77.628
(macro) F1-score 73.540
(macro) precision 70.797
(macro) recall 77.628

TABLE II
CLASSIFICATION METRICS ON THE TEST SET.

Looking at Figure 1, the most influential feature character-
izing DDoS ICMP flood attacks is the average Inter-Arrival
Time (IAT), which shows very low values, and a high number
of packets per second. This is expected, as this attack typically
involves a high number of packets arriving in quick succession.

Average IAT remains a dominant feature also in the case
of the DDoS ICMP Fragmentation attack, as reported in
Figure 2. Additionally, a noticeably low maximum packet
length significantly influences the decision. This reflects the
nature of fragmentation attacks, where the adversary sends
numerous small, fragmented packets that collectively overload
the packet reassembly logic of the target system.

As a last example, we consider the Mirai GREETH flood
attack, reported in Figure 3. The most impacting features
are all related to the rather small packet size in both flow
directions. This is consistent with the typical small size of
the GRE probe packets, used in this attack by Mirai-infected
devices to flood the target victim endpoint.

Fig. 1. DDoS ICMP flood waterfall plot.

VI. CONCLUSIONS

In this study, we introduced an explainable ML-based IDS
suitable for Industrial Internet of Things (IIoT) environments.
By integrating a RF classifier with SHAP explanations, our
system achieves good detection performance while ensuring
transparency in its decision-making process. Experimental
results showed the effectiveness of the classifier across various
types of attacks, while SHAP visualizations offered clear
insights into the contributions of different features. In future
research, we plan to employ adaptive learning techniques to

Fig. 2. DDoS ICMP fragmentation waterfall plot.

Fig. 3. Mirai Greeth flood waterfall plot.

address evolving threats [30]. Furthermore, we plan to leverage
a digital twin of the monitored network in order to make the
underlying ML learn the normal behaviour of the protected
endpoints, consequently adapting the IDS decisions for the
specific safeguarded network.
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