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End-to-end machine learning malware detectors are vulnerable to adversarial EXEmples, carefully-crafted
malicious programs that evade detection through minimal perturbations. Such attacks typically operate by
either replacing unused content (patch attacks), or injecting new patterns (content-injection attacks). To
counter these attacks, recent research has focused on certification methods for end-to-end models that aim
to prove robustness guarantees within bounded perturbation sizes. However, existing approaches (i) are not
robust against content-injection manipulations and (ii) provide only probabilistic guarantees for perturbations
that are negligible relative to the overall program size. Hence, in this article we address these limitations
through a novel deterministic certification schema based on (de)randomized smoothing. Our defense splits
each executable into non-overlapping chunks and classifies them independently. The final decision is obtained
via majority voting across all chunks, ensuring that localized modifications, such as injected or patched code,
influence only a limited subset of chunks and have minimal impact in the overall classification. This design
guarantees that each chunk either contains or does not contain an adversarial perturbation, enabling us to
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(i) handle manipulations occurring at arbitrary locations within the program, and (ii) compute deterministic
estimates of the perturbation magnitude required to evade detection. We demonstrate the effectiveness of
our certification schema through extensive experimental analysis, comparing our defense against a range
of state-of-the-art attacks and defenses. The results show that our approach achieves unmatched robustness
across all tested attack scenarios, substantially outperforming competing defenses.

CCS Concepts: « Security and privacy — Malware and its mitigation; - Computing methodologies —
Machine learning; « Applied computing — Computer forensics;

Additional Key Words and Phrases: Malware detection, adversarial machine learning, adversarial defenses,
adversarial malware, evasion attacks
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1 Introduction

During the past decade, we have witnessed a significant rise in cyberattacks targeting Windows
machines through the use of malware, malicious programs designed to compromise or damage
end-user devices. According to the European Union Agency for Cybersecurity (ENISA),!
companies are continuously targeted by cyber attacks, with ransomware incidents surging in
the first half of 2023. To keep up with malware, and to overcome the prior pitfalls of traditional
antivirus engines in detecting zero-day malware, researchers and cybersecurity companies have
explored machine learning (ML) techniques to complement their solutions, which are well-suited
for processing large volumes of data [9]. While feature-based detectors [1, 2] are still prominent
and are the most common type of malware detectors, in recent years there has been a growing
shift toward end-to-end detectors [10, 16, 23, 24], which infer maliciousness directly from raw
input programs without any preprocessing. This approach eliminates the need for manual feature
extraction, as end-to-end models are trained directly on the raw bytes composing each program,
while simultaneously benefiting from the hardware acceleration provided by GPUs.

While promising, deep learning models have been shown to be vulnerable to adversarial EX-
Emples, malicious software specifically crafted to deceive such models. These samples are gen-
erated through optimization algorithms [5, 6, 14, 28, 30, 31], introducing minimal perturbations
to test-time samples while preserving the original functionality of the program. These perturba-
tions typically take the form of (i) patch attacks, which alter unused portions of existing code,
and (ii) content-injection, which insert new content by exploiting ambiguities in executable files
format.

Countermeasures against these attacks are beginning to emerge within the research community,
often drawing inspiration from less constrained domains such as image classification. In particular,
attention has been drawn by certification methods, which train models on multiple versions of
input samples, using majority voting on all predictions on each of these to compute the final
decision [3, 19]. Depending on how these versions are computed, certification methods can bring
guarantees on the nonexistence of attacks in proximity of input samples, determining in advance
how much perturbation is needed by an attacker to flip such decision. Specifically, randomized
smoothing techniques [12, 13], which produce variants of input samples by perturbing them
with Gaussian noise, have been ported to the malware domain to counter adversarial EXEmples.
These techniques, however, still encounter issues when dealing with evasion attacks. In particular,

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023
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certifiable malware detectors based on randomized smoothing fail to certify robustness against
perturbations larger than 1% of the file’s size, a negligible amount of content w.r.t. the size of
samples, thus resulting weak against most content-injection techniques [13]. By looking at the
developed techniques in the state for the art, most content-injection attacks [5] leverage several
kilobytes of insertion, already exceeding the bounds imposed by randomized smoothing defenses.

Hence, in this article, we address these limitations by introducing a novel certification schema
based on (de)randomized smoothing to certify the robustness of end-to-end malware detectors
against adversarial EXEmples levering patch or content-injection manipulations, regardless of the
size of the perturbations. Our approach splits each input program into contiguous, non-overlapping
chunks of bytes, which are classified independently. The splitting process is guided by domain
knowledge, leveraging information from the file headers to identify the bytes corresponding to
headers and sections, thereby aligning them with the chunk boundaries. The final classification
is obtained through majority voting, which mitigates the impact of injected adversarial content.
This splitting mechanism is crucial to minimizing the influence of such manipulations, as each
chunk is evaluated independently. Consequently, attacks that patch or inject content influence
only a small subset of chunks, thereby limiting their ability to alter the classifier’s overall decision.
Thanks to this splitting mechanism, we can derive a deterministic robustness certificate for our
classifier against different types of attacks, provided that the number of predictions for the correct
class exceeds those for any other class by a sufficient margin. This certificate provides guarantees
that the model’s output will remain consistent within a defined range of perturbations, which is an
essential property for maintaining reliable classification performance in the presence of adversarial
EXEmples.

Owing to its generality, our technique is architecture-agnostic, meaning that it can be applied
on top of any end-to-end malware detection architecture [10, 16, 23, 24], without requiring the
generation of any adversarial EXEmples during training, thus significantly reducing computational
costs. Even without seeing adversarial examples during training, attacks [6, 14, 28, 30, 31] that
manipulate or inject a few hundreds or thousands of bytes cannot bypass detection as they will
only be able to manipulate a small portion of the total number of chunks. This is in stark contrast to
undefended [10, 16, 23, 24] and randomized smoothing-based models [12, 13], where small payloads
of hundreds or thousands of bytes are enough to evade the models.

In this article, we build upon our previous work [11] by:

— Generalizing the (de)randomized smoothing defense for malware detection into a deter-
ministic certification framework for any functionality-preserving adversarial manipulation,
i.e., patch and injection, regardless of their location of application and size. We extended
(de)randomized smoothing conceptually to handle a broader class of content-injection attacks,
not just append attacks.

— Introducing a domain-informed chunking, where instead of splitting at arbitrary byte bound-
aries we align chunks with PE file headers and sections to minimize the influence of the
attacks.

— Providing theoretical robustness certificates against multiple, arbitrarily located patch and
content-injection manipulations.

— Rigorously evaluating our defense across four diverse neural network architectures, namely
MalConv [23], MalConvGCT [24], AvastConv [16], and ShallowConv [10].

— Performing an extensive ablation study that compares our certified defense with randomized
smoothing-based defenses [12, 13, 26] against a wide range of adversarial attacks [5, 6, 14,
28, 30], establishing a new benchmark in terms of adversarial and certified accuracy against
adversarial EXEmples.
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— Constructing an adaptive, multi-location attack that splits an adversarial payload across
several PE regions: space between headers and the first section, slack space at the end of
existing sections, newly created sections, and the file overlay.

— Showecasing how the proposed (de)randomized smoothing scheme can facilitate a finer-
grained analysis of the file, by identifying specific chunks within a file that exhibit malicious
traits.

The rest of the article is organized as follows. Section 2 provides a review of the literature on
end-to-end malware detection, including attacks and defenses. Section 3 presents our certified
deterministic defense based on (de)randomized smoothing, and Section 4 evaluates the proposed
defense mechanism against state-of-the-art evasion attacks. Finally, Section 5 summarizes our
concluding remarks and presents some future lines of research.

2 Background and Related Work

Before detailing our methodology, we first introduce the core concepts needed to better understand
this article, along with a review of the literature on end-to-end malware detection, and the attacks
and defenses specifically proposed to bypass and harden end-to-end malware detectors, respectively.

2.1 Windows PE File Format

The Portable Executable (PE) format is the standard file format used for executables, object code,
and DLLs in Windows systems.” It is organized as a series of structure components, beginning with
the MS-DOS header and PE signature, which ensure compatibility and identify the file type. These
are followed by the COFF header and the Optional header, which contain critical metadata such
as target architecture, entry point address, and memory allocation. The Section Table comes next,
describing the layout and attributes of each section (e.g., .text, .data, and .rdata). Sections are the
actual regions in the binary that hold code, data, and resources.

2.2 End-to-End Malware Detection

Due to the unprecedented success of deep learning in domains such as computer vision and
natural language processing, malware detection has increasingly moved away from feature-based
methods toward end-to-end learning. Unlike feature-based detectors, which manually extract
features from computer programs based on domain knowledge, end-to-end malware detectors [10,
16, 23, 24], take as input the raw bytes representing a computer program. Because PE files vary in
size from a few kilobytes to several megabytes, end-to-end detectors are typically implemented
using Convolutional Neural Networks (CNNs), which effectively extract hierarchical features
from spatial data while maintaining computational efficiency. PE files can be thought of as a one-
dimensional spatial structure, where both the order and location of the bytes are important. CNNs
excel at identifying local patterns, such as byte sequences, and, through multiple convolutional
layers, can capture high-level patterns, including instruction sequences or structural patterns that
distinguish between goodware and malware.

2.3 Adversarial EXEmples

Windows malware detectors implemented with ML have been shown to be vulnerable to adversarial
EXEmples, carefully-manipulated programs that evade detection. These are constructed by bending
the PE file format to the attackers’ will, by applying manipulations to its structure that preserve
the original functionalities and fool the target model. The attacks in the literature [5, 6, 14, 28, 30],
illustrated in Figure 1, can be divided into (1) patch attacks and (2) content-injection attacks. Patch

Zhttps://learn.microsoft.com/windows/win32/debug/pe-format
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Fig. 1. Graphical representation of the locations perturbed by different attack strategies.

attacks [6, 28] refer to attacks that manipulate and replace existing bytes within a given executable
file. These can be staged in unused locations inside programs like unused headers, or the unused
bytes between sections known as slack space attack [6, 17, 28]. Content-injection attacks [5, 6, 14, 30]
refer to attacks that insert new content somewhere within the executable file. These attacks include
(i) appending content at the end of programs, known as padding or overlay attack [14, 28]; (ii)
inserting new sections filled with content harvested from legitimate programs (known as GAMMA
attack) [5]; (iii) insert content between the Optional Header and code (known as Shift attack) [6],
and (iv) insert content between each section (known as code caves attack) [30].

2.4 Defenses against Adversarial EXEmples

In the context of defenses, several approaches have been proposed to reduce or nullify the impact
of adversarial EXEmples at test time based on certification methods. These are designed to provide
statistical guarantees on the robustness of the trained model. In this context, there are two competing
methods based on randomized smoothing that can be leveraged to reach this result.

Randomized smoothing [3, 18, 20, 27] works by adding random noise to input data during both
training and inference, thus making predictions stable and resilient to small perturbations. At
training time, a base classifier fis trained on samples perturbed with noise Xx = x + ¢, where € is
gaussian noise and x is the original sample. At inference time, PO noisy versions of an
input example x are generated and the final classification is determined as majority voting of all
predictions. This process cannot be directly applied to malware detection since programs are not
stored inside a continuous space, hence additive manipulations are not producing samples that are
close in terms of behavior. Hence, many works investigated how to port randomized smoothing
in this domain [12, 13], as illustrated in Table 1. There are two techniques that create variants of
the same input program: (i) the ablation-based approach, proposed by Gibert et al. [12], which
randomly replaces each byte with a special one encoded as 256; and (ii) the deletion-based approach,
known as RS-Del, introduced by Huang et al. [13], which generates new samples by randomly
deleting bytes from the original program.?

However, while effective against attacks that alter small amounts of bytes [3, 18, 20], both ablation-
based and deletion-based techniques fail to certify robustness against perturbations larger than 1%
of the file’s size [13], which is a negligible percentage of content compared to the perturbation sizes
caused by state-of-the-art attacks. Hence, randomized smoothing techniques have been shown

3Beyond Windows end-to-end malware detection, randomized smoothing-based certification has also been explored in
other malware detection settings. Erdemir et al. [7] adapted randomized smoothing to feature-based malware detectors,
deriving robustness certificates for classifiers that operate on manually extracted feature representations rather than raw
byte sequences. Gao & Yan [8] proposed a certified defense for PDF malware detectors. However, these works operate in
fundamentally different settings from ours: feature-based detectors are not subject to the same byte-level manipulation
constraints as end-to-end detectors, and the PDF file format presents a distinct set of structural properties and adversarial
manipulation strategies compared to Windows PE executables. As a result, the certification challenges and threat models
addressed by these works are not directly comparable to ours, and their methods do not straightforwardly transfer to the
end-to-end Windows malware detection setting we consider.
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Table 1. (a) Original Piece of Windows Executable, and (b) How it is Altered with Ablation-Based [12] and (c)
Deletion-Based [13] Smoothing Strategies

(@) (b) ©

File offset Byte File offset Byte File offset Byte
00000000 77 00000000 77 00000000 77
00000001 90 00000001 | 256 00000001 =
00000002 144 00000002 144 00000002 144
00000400 85 00000400 85 00000400 85
00000401 | 139 00000401 | 256 00000401 =
00000402 | 236 00000402 | 256 00000402 =
00000403 131 00000403 131 00000403 131
00000404 236 00000404 236 00000404 236
00000405 92 00000405 | 256 00000405 =

ineffective in defending against content-injection attacks [5, 6, 28], as they include hundreds of
kilobytes into malware to evade detection. Furthermore, since adversarial examples are generated
by exploiting specific locations within the PE format, applying random manipulations may overlook
these carefully placed adversarial payloads, thereby reducing robustness.

To circumvent the limitations of randomized smoothing, in [11] we proposed a deterministic
strategy specifically designed to defend against adversarial EXEmples in the malware domain. The
proposed defense splits executables into non-overlapping chunks, classifies each chunk indepen-
dently using a base malware detector, and aggregates the predictions through majority voting to
obtain the final decision. This defense is effective because adversarial manipulations are typically
localized within a limited region of the executable and therefore influence only a subset of chunks.
Since the final decision is obtained through majority voting, an attacker must modify a sufficiently
large number of chunks to change the classifier’s output. A related approach was also proposed in
[26], which leverages a similar splitting strategy. In [11], the byte sequence is divided into fixed-size
chunks (e.g., 512 bytes), whereas [26] partitions the executable into K chunks, resulting in chunk
sizes that vary across samples. Furthermore, [11] derives robustness guarantees against both patch
and append attacks, while [26] provides certification guarantees only for patch attacks.

In this work, we extend the idea introduced in [11] into a more general certification framework
that enables deterministic robustness guarantees against patch and content-injection attacks in
end-to-end malware detectors.

3 (De)Randomized Smoothing for End-to-End Malware Detection

Building on our previous work [11], we introduce a refined (de)randomized smoothing framework
that leverages domain knowledge about the structure of executable files to derive formal robustness
guarantees against patch and content-injection attacks. In particular, our approach is designed to
limit the influence of localized adversarial manipulations by decomposing executables into smaller
chunks that can be analyzed independently. This design allows us to isolate the impact of adversarial
perturbations and bound their impact on the final prediction of the classifier.

The idea behind our approach, illustrated in Figure 2, is to split an input program into contiguous,
non-overlapping chunks of bytes, classifying each chunk independently and aggregating the results.
This way, if an attacker modifies or injects adversarial content into certain parts of the input, the
changes will be confined to specific chunks rather than influencing the entire input. By aggregating
all predictions through a majority vote to determine the model’s final decision, we mitigate the
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Fig. 2. An overview of the (de)randomized smoothing scheme. At inference time, a given input example x is
preprocessed, as described in Algorithm 3, and split into consecutive, non-overlapping chunks. Each chunk is
then independently classified by a base malware detector. Chunks predicted as malicious are represented in
red, whereas chunks predicted as benign are shown in green. Afterwards, the final classification is calculated
using the majority voting mechanism defined in Equation (2).

impact of adversarial modifications as they will only influence a small minority of chunks. Moreover,
we leverage domain knowledge to design the chunking process, ensuring that the components
of the input file, such as headers and sections, are processed separately. This prevents adversarial
payloads from influencing more than a single component at a time and thus, ensuring that no
chunk contains information from multiple components.

By leveraging this chunking mechanism, we can derive deterministic robustness certificates
for our classifier under different types of attacks if the number of predictions for the correct class
exceeds the other one by a large enough margin. These certificates guarantee that the overall
classification will remain unchanged even if an adversary manipulates certain chunks.

3.1 Implementation Details

Our (de)randomized smoothing defense operates differently during training and inference. The
implementation details of each stage are described below.

Training phase. In our (de)randomized smoothing scheme, a base malware classifier fis trained
to make classifications based on chunks of bytes X of a given executable file x. This chunk of
bytes x consists of only a subset of contiguous bytes of size z randomly selected from the original
file x. The rest of the file is not used for classification. This functionality is implemented by the
operation CHUNK_EXTRACTION(x, z). The training procedure, defined in Algorithm 1, involves
training a base malware classifier with small chunks of bytes of the files in the training dataset,
and not with the whole byte sequences. Note that, during training, the starting locations of the
chunks of bytes are randomly selected. For a description of the operation PREPROCESS(x) we
refer readers to Section 3.2.2. In our work, instead of ablating the bytes with a NULL value like in
Levine et al. [19], we remove the bytes outside the selected chunk. Removing the bytes ensures
that no artificial placeholders are introduced and reduces the input size of the classifier to only
that of the selected chunk, resulting in greater computational efficiency while maintaining similar
detection performance.

Inference phase. During inference, an input example x is split into consecutive, non-overlapping
chunks of size z starting from the byte located at position zero, i.e., x = {56(0), JE(I), 3?(2), . N )},
where ¥0) is a chunk of bytes from x starting and ending at byte j = z and (j + 1) * z, respectively.

ACM Trans. Priv. Sec., Vol. 29, No. 3, Article 36. Publication date: August 2026.
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ALGORITHM 1: (De)randomized Smoothing-Based Classifier’s Training Procedure.

Require: training dataset D,
Initialize parameters 0
for each epoch i from 1 to MAX_EPOCHS do

rain» Malware detector fwith parameters 6, chunk size z € IN,, learning rate y

for each training example (x,y) in D,,;, do
x <« PREPROCESS(x, z)
X < CHUNK_EXTRACTION(x, z)
0 «— 0 —yVL(f(x),y) > Update parameters with gradient descent strategy of choice
end for
end for

Afterwards, each chunk %0) is independently classified by the base classifier f. In other words,
f (#9) is the base classification, where the classifier takes as input the chunk of bytes %), For the
task of malware detection, C = {c;, ¢,} is the set of all possible classes, where ¢; and ¢, correspond
to the benign and malicious classes, respectively. For each class ¢ € C, fc(fc(j)) will be either 0 or 1.
To make the final classification, we count the number of chunks the base classifier returns for each
class:

N
V€ Conx) =Y. fi(ZD). (1)
j=0
The final smoothed classification is the plurality class returned:

g(x) := argmax n (x). (2)

In the case of ties, we deterministically return the larger-indexed class, which corresponds to the

malicious class. The probability P(c|x) of an input example x belonging to class ¢ can be estimated

as:

ne(x)

3 3

= ©

where n (x) is the number of chunks of x that belong to class ¢ according to the base classifier f

and Nis the total number of chunks.

P(c|x) =

Remark. Our approach is architecture-agnostic, meaning that any end-to-end model [10, 16, 23,
24] can be employed as base classifier. In Section 4, we demonstrate this versatility by evaluating
four distinct architectures. Furthermore, our approach can be extended to multi-class classification
tasks, such as classifying malware into families. In this setting, the cardinality |C| corresponds to
the number of families. In the context of malware classification, if a tie occurs, the function fwould
return either a predetermined class or the class with the smallest index. For malware classification,
it is not necessary to require that fc(fc(j)) = 1 for any specific class c, as the base classifier may
abstain, returning 0 for all classes when none exceeds a predefined probability threshold, or may
output 1 for multiple classes. We note that this functionality has not been implemented, as our
current work focuses solely on the malware detection task.

3.2 Robustness Guarantees of (De)Randomized Smoothing

The proposed defense strategy allows us to provide deterministic robustness certificates against
content manipulation attacks specifically designed to evade end-to-end malware detectors. A
deterministic robustness certificate is a formal, verifiable guarantee that the malware classifier will
maintain correct predictions under specific bounded perturbations of its input. These certificates are
critical for addressing the vulnerability of the end-to-end malware detectors to adversarial attacks,

ACM Trans. Priv. Sec., Vol. 29, No. 3, Article 36. Publication date: August 2026.
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where an attacker manipulates a malicious executable to evade detection. As far as we are aware,
no other deterministic certified defense has been proposed for end-to-end malware detection.

Based on the number of chunks classified for each class (benign or malicious), we follow a similar
reasoning to Levine et al. [19] to obtain a deterministic robustness certificate for our classifier under
different types of attacks (patch and content-injection attacks) if the number of predictions for
the correct class exceeds the second most commonly predicted class by a large enough margin.
Depending on the type of attack, the margin between the number of predictions for the correct
class and the other will differ.

Assuming that an input example xhas size L and a chunk has size z, our (de)randomized smoothing
strategy splits the x into [%] non-overlapping chunks of size z, except for the last chunk, which
might be smaller and will be padded accordingly. With our (de)randomized smoothing approach it
is tractable to use the base classifier fto classify all chunks of bytes extracted from an input example
x, allowing us to exactly compute the smoothed classifier g(x), yielding deterministic certificates.
This is in stark contrast to randomized smoothing-based defenses [12, 13], which approximate the
smoothed classifier g(x) with Monte Carlo sampling. Monte Carlo sampling estimates g(x) based
on a subset of possible ablations, rather than exhaustively evaluating all of them.

3.2.1 Patch Attacks. In the context of malware detection, a patch attack involves manipulating
and replacing existing bytes within a given executable without inserting new bytes or removing
existing bytes. If the attacker perturbs a byte file with an adversarial patch of size p > 1, they can
intersect with at most A = [g] + 1 chunks, and thus, it can only alter the prediction of A chunks.
This yields the following guarantee:

THEOREM 1. For any input example x, base classifier f, (de)randomized smoothing classifier g,
chunk size z, and patch size p, such that A = [g] + 1, if:

ng (%) = max [ (x) + 1y o | + 2, (4)
c #C

wheren (x) and n (x) denote the most commonly and second most commonly predicted classes for
an input example x, then for any adversarial EXEmple x* which differs from x only in a patch of size
pgix)=c.

In Theorem 1, the indicator function term (1.~ ) is present because we break ties deterministi-
cally by label index during the final classification. Proofs are provided in Appendix 5.1.
Since the problem of malware detection is a binary classification problem, the formulation for

predicting whether an input file is malware can be rewritten as follows :
nm(x) Z nb(x) + ZA: (5)

where n,,,(x) and ny(x) refer to the number of chunks predicted as malware and as benign by the
(de)randomized smoothed classifier.

If, instead of perturbing a single adversarial patch, the attacker perturbs a byte file with K
adversarial patches of sizes p;, po, ..., Pk, then A can be expressed as:

A= ZK:A,- . i([ﬂ +1), (6)
i=1 i=1

where A; is the number of chunks the ith adversarial patch can intersect with and p; is the size
of the ith adversarial patch. Generally speaking, the decision of the classifier will only change
depending on the amount of chunks that the attacker modifies. If the number of chunks that the
attacker modifies is not large enough, then we can certify that the prediction of our classifier will
not change. We summarize the certification procedure for a single example in Algorithm 2.
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ALGORITHM 2: Certify Whether Patch (or Injection) Attack Can Change the Predicted Class y of
a Malicious Example x

Require: Example x with size L, label y, end-to-end malware detector f, chunk size z
x < PREPROCESS(x, z) > Preprocess the input example
for each chunk starting position j from 0 to [%] do
D (Kpajp s Xn(inn))
PO« F(xD) > Predicted class of chunk %)
end for
7,9 < majority and second majority of {5’0)};’,1
n;(x) < number of chunks classified as
n,(x) < number of chunks classified as "
if ns(x) > no(x) + 2A then
return x is certified against patch attacks
end if
if n;s(x) > n»(x) + A then
return x is certified against injection attacks
end if
return x is not certified

3.2.2 Content-injection Attacks. In the context of malware detection, content-injection attacks
refer to attacks that introduce new content into an executable. These attacks can be divided
into two: (1) append attacks, and (2) insertion attacks. On the one hand, append attacks involve
adding extra bytes or the adversarial payload at the end of a given executable, known as its
overlay. This manipulation has long been used by malware authors to hide malicious code or data
within seemingly benign files. On the other hand, insertion attacks insert the adversarial payload
somewhere within the executable file. This can be done by injecting the adversarial payload into
newly-created sections [5], creating space between the headers and the sections [6], or extending
the space between sections [30].

Similarly to patch attacks, if the attacker perturbs the file by appending an injected adversarial
payload of size g, the maximum number of chunks from the adversarial EXEmple x  that will differ
from x will be A = [g] + 1 chunks. This yields the following guarantee:

THEOREM 2. For any input example x, base classifier f, (de)randomized smoothing classifier g,
chunk size z and an injected adversarial payload of size q, such as A = [%] + 1, if:

ny(x) > Cr/{tggg [nc/f (x) + 1c’<c”] + A, (7)

wheren(x) and n»(x) denote the most commonly and second most commonly predicted classes for
an input example x, then for any adversarial EXEmple x* which differs from x only in an adversarial
payload of sizeq, g(x') = ¢ .
This can be rewritten as follows:
() 2 () + . ®)

Note that for append attacks the margin between the number of predictions for the correct class
and the others does not need to be as large as in patch attacks. This is because, during a patch
attack, the attacker patches the original content of an executable and, thus, a patch attack can flip
the prediction of existing chunks. To this end, the margin between the predictions of the class
and the others must be at least 2A. Otherwise, we cannot certify that the EXEmple has not been
tampered with.
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Padded adversarial EXEmple split into non-overlapping chunks
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Fig. 3. An illustration of the PREPROCESS operation. The PREPROCESS operation pads the headers and
sections of PE files to a multiple of the chunk size z used to split the executable into non-overlapping chunks.
By doing so, we ensure that the predictions for the chunks corresponding to the headers and sections not
manipulated by the attacker in both the original and adversarial EXEmples remain consistent, allowing us the
extend the certification procedure to content-injection attacks.

Example: Suppose a malicious example is divided into 10 chunks, and the malicious class currently
has 6 votes while the benign class has 4. If an attacker alters the prediction of two chunks, resulting
in 4 malicious votes versus 6 benign votes, it would flip final classification. If the margin had been
larger—for instance, 8 malicious votes versus 2 benign votes—flipping two chunks would not have
been enough to change the final classification (6 malicious votes versus 4 benign votes).

In contrast, Theorem 2 addresses scenarios where new content is inserted at the end of an

executable rather than manipulating existing content. Therefore, the margin required for certifying
the robustness against these attacks is less demanding, i.e., A instead of 2A, as new content will
not flip the prediction of existing chunks, except at most one chunk (i.e., the chunk that intersects
with both the original and the inserted content). The only case where no predictions from existing
chunks are influenced during an append attack is when the chunks of the original example line up
exactly with a multiple of the chunk size.
Example: Suppose a malicious example is divided into 10 chunks, and the malicious and benign
classes have 8 and 2 votes, respectively. If an attacker adds new content, that is, the size of 2 chunks,
it would not flip the final classification from malicious to benign. In the worst-case scenario, this
new content will be classified as benign, adding 2 more benign votes. However, if this added content
overlaps with the last chunk of the original file, it could flip the prediction for that chunk, leading
to 3 benign votes (7 malicious votes and 5 benign votes). To change the final classification, the
attacker would need to inject an adversarial payload, that is, the size of 5 chunks as this would
result in 7 malicious votes and 8 benign votes.

Unfortunately, the certification procedure employed for append attacks does not directly translate
to insertion attacks. The reason behind this disparity is that insertion attacks introduce new content
within the executable and not at the end, disrupting the file’s original structure. Consequently,
the content within the original file can be displaced, leading to discrepancies in the content of the
chunks from the original and adversarial EXEmples, as seen in Figure 3.

To address this challenge, we introduce a preprocessing step, denoted PREPROCESS. The prepro-
cessing step ensures that the chunk partitioning of the original and adversarial EXEmples remain
consistent when adversarial content is inserted into the file. Without preprocessing, inserting
bytes inside an executable would shift the subsequent content of the file. This displacement would
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ALGORITHM 3: PREPROCESS Step. The PAD Operation Pads a Given Sequence of Bytes to a
Multiple of z.

Require: Example x, chunk size z
h < read_headers_content(x)

h« PAD(h, 2) > Pad the headers to a multiple of z
S « read_sections_content(x) > S = {s;, $;, .-, S,} Where n is the number of sections in x
Se1[1] > Initialize empty list of sections
for each section sin S do
§ « PAD(s, 2) > Pad section s to a multiple of z
Append the padded section § to S
end for . .
% = build_PE_file(h, S) > Rebuild PE file with the padded headers / and sections S
return X

alter the boundaries of the chunks used by the classifier, causing many chunks in the adversarial
EXEmple to contain different byte sequences than their counterparts in the original file, even if
the attacker only inserted a small payload. As a result, the attacker could indirectly influence the
predictions of a large number of chunks, which would violate the assumptions required to derive
our robustness guarantees.

To address this issue, the PREPROCESS operation pads the headers and each section of the
executable with zero bytes so that their sizes become multiples of the chunk size z. This alignment
ensures that each structural component (i.e., headers and sections) of the executable is confined to
chunk boundaries. Under this transformation, inserting an adversarial payload does not shift the
content of the remaining parts of the executable. Consequently, the predictions of chunks that do
not intersect with the injected payload remain unchanged, as illustrated in Figure 3.

From the perspective of the threat model, this preprocessing step constrains the impact of
an insertion attack to a bounded number of chunks, i.e., at most the chunk intersecting with
the beginning of the payload and the chunks containing the injected content. This property is
crucial for our certification procedure, as it allows us to precisely bound the number of chunk
predictions that an attacker can influence. Therefore, the preprocessing step enables us to extend
the robustness guarantees derived for append attacks (Theorem 2 and Equation (8)) to insertion
attacks while maintaining the validity of the certification bounds. Furthermore, if the attacker
injects M adversarial payloads with sizes gy, g5, ..., @), then A can be expressed as:

A:§A~:§:([%]+1) )
= '

3.2.3  Combined Patch and Content-Injection Attacks. We now consider the general case where
an attacker simultaneously applies patch and content-injection manipulations. This scenario sub-
sumes the two attack types analyzed in Sections 3.2.1 and 3.2.2, and directly models adaptive
adversaries that exploit multiple modification strategies such as the all-in-one attack described in
Appendix 5.1.

Formally, we assume that the attacker applies K adversarial patches of sizes py, ps, ..., px and M
adversarial injected payloads of sizes q, gy, ..., gk simultaneously, where each patch and injection
payload affects a disjoint set of bytes within the executable. This disjointness assumption is naturally
satisfied by functionality-preserving attacks, as overlapping a patch with an injected payload would
require modifying the injected content itself, which is redundant and provides no additional
adversarial advantage. Under these conditions, the total number of chunks whose predictions can
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be influenced by the attacker is bounded as follows. By the reasoning established in Theorem 1,
each patch of size p; can intersect with at most Af) ach _ %] + 1 chunks, and since a patch replaces

existing bytes, it can alter the predictions of those chunks in either direction, i.e., from malicious to

benign or vice versa. Therefore, each patch contributes a factor of 2AIP 9Lk o the required majority-
vote margin. By the reasoning established in Theorem 2, each injected payload of size g;, after

the PREPROCESS alignment step, introduces at most A;nj ect = %
chunks. Since injected content does not displace or alter the byte content of existing chunks, each
injection contributes a factor of Aj.nj ect
regions are disjoint by assumption, their effect on chunk prediction counts are independent, and

the total adversarial influence is bounded by their sum:
K rp Moo
Acombined = 2 ;([;] +1)+ j_zl([zj] +1). (10)

This yields the following combined robustness guarantee:

] + 1 new or boundary-affected

to the required margin. Because the patch and injection

THEOREM 3. For any input example x, base classifier f, (de)randomized smoothing classifier g,
chunk size z, K adversarial patches py, ..., px, and M adversarial injected payloads of sizes qq, ...,
applied at disjoint locations, such that A ympineq 1S defined as in Equation (10), if:

% (x) > max [nc" (x) + 1c’<c"] + Acombineds (11)
¢’ #c

wheren(x) and n_»(x) denote the most commonly and second most commonly predicted classes for
an input example x;, then for any adversarial EXEmple x obtained from x by simultaneously applying
all K patches and M injections, g(x') = ¢ .

For a binary malware detection task, Equation 9 can be rewritten as:

nm(x) 2 nb(x) + Acombined’ (12)

where n,,,(x) and ny(x) denote the number of chunks predicted as malicious and benign, respectively.

4 Evaluation

Following we provide a comprehensive description of the experimental setup used to evaluate
our defense. We begin by specifying the data, end-to-end models, and hardware used for our
experiments. Next, we present the experiments performed on clean and adversarial data to test the
robustness of the proposed defense against a variety of adversarial attacks.

4.1 Experimental Setup

The experiments were run on a machine with an Intel Core i7-7700k CPU, 1x Geforce GTX1080Ti
GPU, and 64 GB RAM. The code has been implemented with PyTorch [22].* We now detail the data
and end-to-end models we have used in our experiments.

4.1.1 BODMAS Dataset. The BODMAS dataset [29] comprises a total of 57,293 malware samples,
including information on 581 malware families, along with 77,142 benign Windows PE files collected
between August 2019 and September 2020. The dataset has been partitioned into three sets: training,
validation and test sets, based on the timestamps associated with each sample. Consequently, the
training set contains older executables, while the test set comprises the most recent ones.

*All the code will be available at this link after acceptance: https://github.com/danielgibert/certified_robustness_of_end_to_
end_malware_detectors
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Since the end-to-end architectures considered in our study operate on fixed-length byte se-
quences (e.g., MalConv operates with an input length of 1,000,000 bytes, and both AvastConv and
ShallowConv with 512,000 bytes), we extended the input size of AvastConv and ShallowConv to
1,000,000 bytes to ensure a fair comparison across all models. Consequently, we constrained our
analysis to executables that are less than or equal to 1 megabyte in size, allowing all architectures
to process inputs of identical length without the need to truncate or discard significant portions
of the binaries. At test time, however, the input length of all models was extended to 2 MB to
accommodate adversarial examples whose size could increase by up to 100% of the original file,
ensuring that perturbed samples were fully processed without truncation.’

This constraint is further motivated by computational considerations. Randomized smoothing
methods [13] are inherently demanding, as they require generating N = 4000 noisy version of
each input sample to estimate class probabilities and compute probabilistic robustness certificates.
Furthermore, processing and manipulating large binaries is computationally expensive, especially
when optimizing the adversarial payloads using genetic algorithms [5, 30]. Importantly, this re-
striction does not compromise the validity of our analysis. Prior studies [4] have found that CNNs
for malware detection learn the majority of features from the PE headers and not the data and code
sections, indicating that extending the input length beyond this region does not yield significant
performance improvements [25]. Moreover, the file sizes in our dataset are consistent with those
used in previous works [5, 6, 10, 12-14, 16, 23, 28, 30, 31], ensuring comparability with established
literature. The resulting reduced dataset comprises 39,360 benign and 37,742 malicious executables.®

4.1.2 End-to-End Malware Detectors. In the context of malware detection, several CNN archi-
tectures have been proposed to develop end-to-end detectors, i.e., models that learn to classify
executable files directly from raw byte sequences:

— MalConv [23]. This architecture consists of an embedding layer, a gated convolutional layer
with 100 filters of size 512, a global max-pooling layer, and a fully connected layer.

— MalConvGCT [24]. This architecture consists of two sub-networks, a context extractor and a
feature extractor sub-network. The context extractor sub-network learns global context from
the input examples. The feature extractor sub-network performs initial feature extraction.
Following, a global channel gating layer is used to selectively suppress regions of the input.
This is followed by temporal max-pooling, a fully connected layer, and a softmax layer.

— AvastConv [16]. This architecture comprises four convolutional layers with kernel sizes equal
to 32, 32, 16, and 16, respectively. These convolutional layers are separated by a max-pooling
layer. After the last convolutional layer, a global average-pooling layer is applied. Following,
the architecture includes three fully connected layers, culminating in a softmax layer.

— ShallowConv [10]. This architecture consists of three convolutional layers with kernel sizes
equal to 3, 5, and 7, respectively, that learn to extract N-gram like features from the input

SWe note that extending the maximum input length of these architectures is straightforward in practice. MalConv, Mal-
ConvGCT, AvastConv, and ShallowConv all employ global pooling operations (i.e., global max-pooling and global average-
pooling), after their convolutional layers, which aggregate features across the entire input sequence into a fixed-size
representation regardless of the input length. As a result, these architectures are inherently length-agnostic and extending
the input from 1 MB to 2 MB at test time requires no architectural modifications, no retraining, and no changes to the
model weights. The global pooling layer simply operates over a larger number of positions, producing the same fixed-size
feature vector, that is, passed to the classification head. This property also implies that our defense can be extended to larger
executables without any modification to the base classifiers, since the chunk-based inference pipeline classifies each chunk
independently and the majority voting aggregation is similarly length-agnostic by construction.

®The SHA-256 hashes associated with our training, validation and test splits from the BODMAS dataset will be provided to
allow researchers to reproduce our work.
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bytes sequences. Afterwards, a global max-pooling layer is applied, followed by a feature
concatenation layer and a softmax layer.

Using the aforementioned architectures as backbone, we trained 20 end-to-end malware detectors:

— MalConv, MalConvGCT, AvastConv, and ShallowConv. These detectors correspond to un-
defended versions of the MalConv, MalConvGCT, AvastConv, and ShallowConv models,
respectively.

— RS-MalConv, RS-MalConvGCT, RS-AvastConv, and RS-ShallowConv. These detectors implement
the randomized ablation scheme defined by Gibert et al. [12] with a probability of ablating a
byte equals to 20%.

— RsDel-MalConv, RsDel-MalConvGCT, RsDel-AvastConv, and RsDel-ShallowConv. These de-
tectors implement the randomized deletion scheme defined by Huang et al. [13] with a
probability of deleting a byte equals to 3%.

— DRSM-MalConv, DRSM-MalConvGCT, DRSM-AvastConv, and DRSM-ShallowConv. These de-
tectors implement the (de)randomized smoothing scheme defined by Saha et al. [26] with
K = 12 partitions.

— DRS-MalConv, DRS-MalConvGCT, DRS-AvastConv, and DRS-ShallowConv. These detectors
implement the (de)randomized smoothing scheme proposed in Section 3 using MalConv,
MalConvGCT, AvastConv, and ShallowConv as base detectors.

The randomized smoothing methods (e.g. RS and RsDel) work by sampling a large number N
(commonly 100 or even 1,000) of noisy (or edited) versions of the input, classifying each inde-
pendently, and then aggregating via majority vote. As a consequence, these approaches impose
a substantial computational burden at inference time (exceeding 10 seconds per instance when
N = 1000 as documented by Huang et al. [13]) making them impractical for applications that
demand fast predictions. Moreover, the higher value N = 4000 is typically required in order to
derive probabilistic certificates of robustness. Yet even when used, those certificates only guarantee
robustness within a rather small edit radius (i.e. limited number of byte edits), which reduces their
utility in a real-world scenario. Given the slow speed and the narrow scope of certification (which
cannot certify the number of byte edits of the attacks evaluated in Section 4.5), we decided not to
generate those certificates in our setting. Instead, we reduced N to 20, and empirically observed that
the resulting accuracy remains nearly unchanged compared to N = 100, while inference becomes
much more efficient. For a full comparison of prediction times across methods, see Section 4.3.

Our (de)randomized smoothing defense splits executable files into chunks of size z, classify each
chunk independently, and determine the final prediction through a majority voting. The choice
of z € {512,1024, 2048, 4096} is guided by (i) theoretical considerations from the certification
framework, (ii) alignment with the structure of PE files, and (iii) empirical trade-offs between
classification accuracy and robustness guarantees. The chunk size z directly impacts the robustness
certificate margin (cf. Section 4.4). A smaller z yields a larger number of chunks, which, in turn,
increases the minimum number of chunks that an attacker must manipulate to flip the majority
vote. Conversely, a larger z provides more information per chunk, improving classification accuracy
but reducing the robustness margin. Furthermore, PE files are organized in sections with alignment
boundaries typically of 512, 1,024, 2,048, 4,096 or 8,192 bytes, and most structural elements (headers,
sections, slack space) occur at these granularities.

4.2 Detection Performance on Clean Examples

Table 2 presents the detection accuracy (clean accuracy) and ROC AUC of the undefended and
randomized smoothing models on the validation and test sets. The clean accuracy refers to the
ability of the detectors to correctly classify the benign and malicious EXEmples in the absence
of any adversarial modification or structural manipulation. Our approach trains the classifier on
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Table 2. Performance Metrics of the Detectors on the Validation Set, the Test Set and
the Sub-Test of 500 Malware Examples used for the Adversarial Attacks Evaluation

Validation set Test set Test sub-set
Accuracy ROC AUC Accuracy ROC AUC  Accuracy
MalConv 96.80 96.74 96.96 96.91 94.20
MalConvGCT 95.71 95.65 96.71 96.67 95.00
AvastConv 98.43 98.43 98.69 98.68 97.80
ShallowConv 99.33 99.32 99.54 99.54 99.60
RS-MalConv 98.77 98.75 98.60 98.57 97.60
RS-MalConvGCT 98.22 98.23 99.17 99.17 99.00
RS-AvastConv 98.40 98.39 98.36 98.34 98.40
RS-ShallowConv 99.07 99.05 99.26 99.25 98.80
RsDel-MalConv 98.17 98.17 98.09 98.07 97.40
RsDel-MalConvGCT 99.00 99.00 99.36 99.36 98.80
RsDel-AvastConv 98.53 98.51 98.65 98.63 97.40
RsDel-ShallowConv 99.05 99.06 99.49 99.50 100.00
DRSM-MalConv(k=12) 93.52 93.61 94.62 94.65 96.00
DRSM-MalConvGCT(k=12) 94.14 94.23 96.71 96.74 99.00
DRSM-AvastConv(k=12) 85.83 85.74 93.29 93.34 94.20
DRSM-ShallowConv(k=12) 95.34 95.42 97.75 97.77 98.80
Validation set Test set Test sub-set
Accuracy ROC AUC Accuracy ROC AUC  Accuracy
DRS-MalConv (z=512) 94.36 94.42 96.06 96.06 96.80
DRS-MalConv (z=1024) 91.71 91.74 92.90 92.85 91.20
DRS-MalConv (z=2048) 93.63 93.70 95.64 95.66 96.80
DRS-MalConv (z=4096) 94.36 94.40 96.23 96.22 96.00
DRS-MalConvGCT (z=512) 94.18 94.24 95.75 95.75 95.80
DRS-MalConvGCT (z=1024) 94.27 94.33 96.46 96.47 96.80
DRS-MalConvGCT (z=2048) 94.28 94.35 96.29 96.31 97.00
DRS-MalConvGCT (z=4096) 93.84 93.89 93.26 93.27 97.00
DRS-AvastConv (z=512) 86.89 86.78 96.24 96.25 95.80
DRS-AvastConv (z=1024) 87.08 86.94 96.05 96.04 94.20
DRS-AvastConv (z=2048) 87.08 86.92 95.85 95.82 93.20
DRS-AvastConv (z=4096) 86.54 86.39 95.10 95.06 92.00
DRS-ShallowConv (z=512) 95.28 95.33 96.81 96.81 97.00
DRS-ShallowConv (z=1024) 93.76 93.87 96.81 96.85 99.00
DRS-ShallowConv (z=2048) 95.32 95.38 97.17 97.18 97.60
DRS-ShallowConv (z=4096) 93.85 93.97 97.15 97.19 99.40

With the sub-test set being composed of only malware we simply report the accuracy.
Highlighted values indicate the highest accuracy and ROC AUC for each set.

randomly sampled chunks extracted from executables rather than on full binaries. As a consequence,
the classifier observes only partial byte sequences during training, which may not always contain
complete malicious semantics. This reduces the prediction accuracy of individual chunks (between
86% and 89% depending on the architecture and chunk size) compared to models trained on larger
byte sequences or full executables. However, this design choice is intentional and enables the
majority-voting mechanism used to derive robustness guarantees. During inference, all chunks of
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Table 3. Inference Time of the Malware Detectors

Malware Detector CPU Inference Time  GPU Inference Time
MalConv 0.0132 0.0037
MalConvGCT 0.0579 0.0093
AvastConv 0.0542 0.0122
ShallowConv 0.2212 0.1597
RS-MalConv (N=20) 0.2882 0.0287
RS-MalConvGCT (N=20) 1.4038 0.0404
RS-AvastConv (N=20) 1.4075 0.0309
RS-ShallowConv (N=20) 3.7467 0.7644
RsDel-MalConv (N=20) 0.2736 0.0275
RsDel-MalConvGCT (N=20) 1.3270 0.0408
RsDel-AvastConv (N=20) 1.2751 0.0299
RsDel-ShallowConv (N=20) 3.6689 0.8259
DRSM-MalConv (k=12) 0.0450 0.0099
DRSM-MalConvGCT (k=12) 0.2821 0.0397
DRSM-AvastConv (k=12) 0.1750 0.0167
DRSM-ShallowConv (k=12) 0.2275 0.0478
DRS-MalConv (z=512) 0.0543 0.0241
DRS-MalConvGCT (z=20438) 0.5537 0.0414
DRS-AvastConv (z=1024) 0.6734 0.0220
DRS-ShallowConv (z=2048) 0.1839 0.009

Bold values denote the lowest inference time for CPU and GPU for each type of classifier, respectively.

an executable are classified independently and the final decision is obtained through majority voting.
As shown in our experiments, this aggregation mitigates the impact of individual chunk-level
misclassifications and restores strong detection performance at the file level. As shown in Table 2,
the undefended models (MalConv, MalConvGCT, AvastConv, and ShallowConv) achieve slightly
higher clean accuracy and ROC AUC (=2%) than their (de)randomized smoothing counterparts.
For instance, the MalConv model achieved a ROC AUC score of 96.91 while its (de)randomized
smoothing counterpart (z = 512) ROC AUC score is 96.06. However, as demonstrated in Section 4.5,
the undefended models are vulnerable to evasion attacks that alter the structure of PE files. Moreover,
they offer no formal certification guarantees against patch or content-injection attacks.

4.3 Inference Time of the End-to-End Malware Detectors

In the context of malware detection, rapid and efficient detection of potentially malicious software
is imperative for real-time threat detection, and more importantly, within resource-constrained
environments, including edge devices or systems where computational resources are limited.
Therefore, we have analyzed the time required by all the models we have trained to quantify the
toll imposed by our certification approach.

As shown in Table 3, the most efficient baseline architecture, regardless of the defense scheme,
is MalConv. This is mainly due to two reasons: (1) MalConv uses very large strides compared to
AvastConv; (2) MalConv employs the Temporal Max-Pooling strategy presented by Raff et al. [24],
which leverages sparse gradients to significantly reduce runtime and memory constraints; (3)
MalConv uses feed-forward layers instead of the Attention layer used in MalConvGCT. In contrast,
the computational time of the randomized smoothing-based models significantly surpasses that
of both the baseline and (de)randomized smoothing models. Furthermore, Table 4 provides a
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Table 4. Comparative Analysis of Randomized Smoothing-Based Approaches with Different
Number of Noisy Versions N € {20, 100}

Randomized smoothing (N=20)

Mal detect - - - -
alware detectors CPU inference time  GPU inference time

ROC AUC

(seconds/example) (seconds/example)
RS-MalConv 98.75 0.2882 0.0287
RS-MalConvGCT 98.23 1.4038 0.0404
RS-AvastConv 98.39 1.4075 0.0309
RS-ShallowConv 99.05 3.7467 0.7644
RsDel-MalConv 98.17 0.2736 0.0275
RsDel-MalConvGCT 98.99 1.3270 0.0408
RsDel-AvastConv 98.51 1.2751 0.0299
RsDel-ShallowConv 99.06 3.6689 0.8259

Randomized smoothing (N=100)
CPU inference time  GPU inference time

Malware detectors

ROC AUC (seconds/example) (seconds/example)

RS-MalConv 98.70 1.5536 0.1564
RS-MalConvGCT 98.32 7.9180 0.3146
RS-AvastConv 98.39 7.3287 0.2312
RS-ShallowConv 99.11 - 3.797

RsDel-MalConv 98.28 1.4236 0.1473
RsDel-MalConvGCT 99.05 7.3082 0.3247
RsDel-AvastConv 98.60 5.4106 0.2205
RsDel-ShallowConv 99.06 - 4.1566

Computational constraints prevented the calculation of {RS,RsDel}-ShallowConv (N = 100) on the CPU. Best
results per metric and type of classifier are shown in bold.

comparative analysis between randomized smoothing methods based on ablations and deletions
using 20 and 100 noisy versions. Results suggest that using 100 noisy versions marginally improve
the performance while greatly increasing the inference time. For this reason, we used 20 noisy
versions in our experiments.

4.4 Certified Accuracy Against Patch and Content-Injection Attacks

In Section 3, we proposed a certification procedure to verify and guarantee whether or not the
model’s predictions will vary in the face of potential adversarial attacks or variations in the input
space produced by patch and content-injection attacks. Here, we provide the certified accuracy of
the proposed (de)randomized smoothing scheme for the task of malware detection calculated with
the aforementioned certification procedure. The certified accuracy is a metric used to quantitatively
assess the model’s reliability or robustness against a particular type of attack. In the context of
malware detection, we assess the robustness of the malware detectors against patch and content-
injection attacks.

Tables 5 and 6 present the certified accuracies of the malware detectors against patches and
payloads of different sizes. As PE files exhibit significant variability in size, we compute the certified
accuracy of the detectors with respect to adversarial patches and payloads whose sizes are defined
as a percentage of the original file’s size.

We compare the proposed scheme, DRS, against RS [12, 13], RsDel [13], and DRSM [26] de-
fenses. RS constructs a smoothed classifier by randomly ablating bytes of the input, yielding a
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Table 5. Certified Accuracy of the (De)randomized Smoothing-Based Detectors Against the Patch Attack

Certified Accuracy
p=1%  p=2% p=3% p=5% p-10% p=15% p=20% p=25% p=30% p=35% p=40% p=45% p-50%
RS-MalConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
RsDel-MalConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
DRSM-MalConv-12 87.11 87.11 87.11 87.11 82.57 82.57 75.03 75.03 56.70 0.0 0.0 0.0 0.0
DRS-MalConv (z=512) 9536 9520 95.07 94.77  93.49 91.22 88.21 85.15 80.46 74.53 62.49 40.26 0.0
DRS-MalConv (z=1024) 91.55 91.33 91.18 90.91 89.64 87.74 84.71 79.25 72.68 64.76 52.86 31.73 0.0
DRS-MalConv (z=2048) 93.88 93.42 93.37 92.89 91.63 89.71 84.98 81.59 75.88 67.63 55.93 31.73 0.0
DRS-MalConv (z=4096) 91.96 91.90 91.68 91.51 89.77 86.15 83.52 79.48 71.59 63.13 49.06 25.34 0.0
RS-MalConvGCT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
RsDel-MalConvGCT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
DRSM-MalConvGCT-12 92.94 92.94 92.94 92.94 90.01 90.01 83.15 83.15 68.11 0.0 0.0 0.0 0.0

DRS-MalConvGCT (z=512) 95.18 95.08 94.81 94.27 92.86 90.78 88.63 84.27 77.83 68.84 57.58 37.69 0.0
DRS-MalConvGCT (z=1024) 9547 9521 95.08 94.92 93.78 92.29 89.22 85.90 80.87 75.73 65.75 42.37 0.0
DRS-MalConvGCT (z=2048) 94.25 94.03 93.93 93.67 92.64 91.14 88.22 84.06 76.62 68.05 56.87 32.44 0.0
DRS-MalConvGCT (z=4096) 92.83 92.54 92.48 92.18 90.66 88.27 85.16 78.26 69.62 60.16 44.73 22.55 0.0

RS-AvastConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
RsDel-AvastConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
DRSM-AvastConv-12 85.20 85.20 85.20 85.20 79.88 79.88 70.99 70.99 54.59 0.0 0.0 0.0 0.0
DRS-AvastConv (z=512) 95.62 95.45 95.45 9493  94.06 91.73 88.62 84.72 80.64 73.54 61.55 39.38 0.0
DRS-AvastConv (z=1024) 94.72 94.58 94.45 94.04 93.04 91.16 88.15 84.27 79.28 72.76 60.10 37.59 0.0
DRS-AvastConv (z=2048) 94.10 93.82 93.74 93.47 92.09 89.78 87.80 84.21 80.07 71.96 59.26 31.66 0.0
DRS-AvastConv (z=4096) 91.60 91.42 91.21 90.08 88.73 84.33 80.88 77.00 68.86 59.54 42.08 20.99 0.0
RS-ShallowConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
RsDel-ShallowConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
DRSM-ShallowConv-12 95.67 95.67 95.67 95.67 92.37 92.37 88.34 88.34 77.48 0.0 0.0 0.0 0.0

DRS-ShallowConv (z=512) 96.50  96.42 96.33  96.15  94.54 92.47 89.93 88.58 85.72 82.21 74.28 53.01 0.0
DRS-ShallowConv (z=1024) 96.20 96.14 96.01 95.76 95.15 93.95 92.09 89.92 84.46 76.79 66.58 45.99 0.0
DRS-ShallowConv (z=2048) 95.73 95.71 95.40 95.24 94.73 94.06 92.83 89.95 84.49 78.14 67.88 44.75 0.0
DRS-ShallowConv (z=4096) 94.15 94.03 93.77 93.62 92.50 90.13 87.49 84.58 76.85 66.78 53.30 29.25 0.0

The patch size, p, corresponds to a percentage of the original file. Bold values denote the highest certified accuracy in each
column.

Table 6. Certified Accuracy of the (De)randomized Smoothing-Based Detectors
Against the Content-Injection Attack

Certified Accuracy
p=1%  p=2% p=3% p=5% p-10% p=20% p=30% p=40% p=50% p=60% p=10% p=80% p=90% p=100%
RsDel-MalConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
DRS-MalConv (z=512) 95.83 95.47 95.40 95.27 94.94 93.68 91.57 88.49 85.57 81.78 76.80 65.08 43.06 0.0
DRS-MalConv (z=1024) 92.54 92.48 92.41 92.13 91.65 90.38 88.80 85.97 81.03 75.76 67.85 56.24 34.14 0.0
DRS-MalConv (z=2048) 95.14 95.08 94.99 94.75 94.17 93.01 91.35 88.04 84.45 79.423 73.15 64.10 37.85 0.0
DRS-MalConv (z=4096) 94.30 94.27 94.21 94.02 93.50 92.18 89.54 87.10 83.62 79.28 72.44 58.11 32.04 0.0
RsDel-MalConvGCT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

DRS-MalConvGCT (z=512) 95.58 95.34 95.33 95.20 94.45 93.09 91.31 89.08 84.98 80.13 71.40 59.30 39.45 0.0
DRS-MalConvGCT (z=1024) | 96.27 96.19 96.15 95.89  95.50 94.46 92.86 89.92 87.50 83.37 78.34 69.36 48.04 0.0
DRS-MalConvGCT (2=2048) 95.77 95.58 95.47 95.18 94.85 93.91 92.43 90.01 87.20 80.95 73.91 64.25 38.54 0.0
DRS-MalConvGCT (z=4096) 95.10 95.07 95.07 94.93 94.40 93.24 91.29 88.63 83.90 77.27 69.82 53.55 28.89 0.0

RsDel-AvastConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
DRS-AvastConv (z=512) 96.14 95.86 95.81 95.64  95.03 94.23 92.13 88.97 85.49 82.41 76.24 64.38 41.96 0.0
DRS-AvastConv (z=1024) 95.59 95.57 95.51 95.37 94.75 94.07 92.15 89.12 85.80 81.76 75.99 64.50 41.21 0.0
DRS-AvastConv (z=2048) 95.51 95.46 95.42 95.15 94.77 93.42 91.17 88.99 86.96 83.29 77.54 66.98 40.82 0.0
DRS-AvastConv (z=4096) 93.98 93.94 93.90 93.52 92.57 91.33 88.35 84.66 81.40 75.76 68.88 52.35 26.94 0.0
RsDel-ShallowConv 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

DRS-ShallowConv (z=512) 96.79 96.72 96.53 96.42 96.22 94.80 92.68 90.16 88.92 86.72 83.75 76.63 57.91 0.0
DRS-ShallowConv (z=1024) 96.76 96.74 96.40 96.37 96.06 95.45 94.49 92.87 91.43 87.02 80.34 70.30 50.90 0.0
DRS-ShallowConv (z=2048) 97.02 97.01 96.98 96.92  96.45 95.85 95.37 94.37 92.33 87.45 83.75 75.96 54.14 0.0
DRS-ShallowConv (z=4096) 96.53 96.51 96.46 96.35 95.86 94.92 93.73 90.83 88.80 84.90 76.36 62.44 37.55 0.0

The adversarial payload, p, corresponds to a percentage of the original file. Bold values denote the highest certified

accuracy per column.

Hamming-distance certificate over substitutions, and thus covering only patch attacks (it is there-
fore excluded from Table 6). RsDel instead randomly deletes bytes, yielding a Levenshtein-distance
certificate over edit operations O={insertion, deletion, substition}, thereby covering both patch and
content-injection attacks. DRSM partitions each input into a fixed number of K contiguous chunks,
classifies each chunk independently, and aggregates the predictions by majority vote. In contrast,
our DRS partitions each input into chunks of a fixed size z, so that the number of chunks grows
with the file length. This distinction is crucial: because z is constant, a content-injection attack
leaves the bytes of the original chunks unaltered and their predictions pinned, whereas DRSM’s
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fixed-K partitioning displaces every chunk boundary under injection and therefore cannot certify
against content-injection attacks (DRSM is consequently, excluded from Table 6).

The results reveal three qualitative different certification behaviors. First, RS and RsDel yield
a certified accuracy of 0.0 across all payload sizes. This is a direct consequence of the magnitude
of their certified radii relative to the perturbations we consider. Both methods certify only very
small edit budgets on the order of a hundred bytes (e.g., the certified radius of RsDel drops to
zero at approximately 137 bytes in the original work [13], whereas a perturbation of even 1%
of a PE file typically amounts to thousands of bytes, far exceeding what randomized ablation or
deletion can certify. Second, DRSM [26] certified accuracy against a patch attack exhibits a staircase
pattern and an abrupt cutoff. DRSM divides every file into a fixed number of K = 12 chunks, with
each chunk spanning roughly 8.33% of the file. As a result, the certificate, which depends only on
how many chunks a patch can overlap, changes only when a patch grows by about one chunk’s
worth. This produces the plateaus visible in Table 5, e.g., identical values from p = 1% to p = 5%.
Furthermore, certification requires the clean vote margin to exceed 2A, where A is the number
of corrupted chunks. Since the margin cannot exceed K = 12, no sample can be certified once a
patch can corrupt A = K/2 = 6 chunks in the worst case. Because a patch may begin at any byte
offset, it overlaps at most A = [pK/100] + 1 chunks, where each chunk spans 100/K = 8.33%
of the file. This bound reaches 6 as soon as [pK/100] = 5, i.e., for p > 100 x 4/K = 33%. This
is why DRSM certified accuracy collapses to 0.0 at p = 35%, where A = [4.2] + 1 = 6. Finally,
the proposed DRS achieves the highest certified accuracy across nearly all settings and degrades
as the perturbation grows, for both patch and content-injection attacks. Because DRS fixes the
chunk size z rather the chunk count, the number of chunks a perturbation of size p can affect
scales smoothly with the file, producing the gradual decline seen in both tables rather than DRSM’s
abrupt plateaus and cutoff. In the case of patch attacks, the certified accuracy drops to 0 when
the adversarial patch matches half the size of the original executable. This decline is attributed
to the circumstance where modifying half the size of the executables leads to having a higher
number of mislabeled chunks. In the worst-case scenario, i.e., when the beginning or/and end of
the adversarial patch intersects with two chunks instead of one, then half of the chunks plus one
will be mislabeled, and thus, the number of chunks that will be correctly labeled will be surpassed,
flipping the prediction of the classifier. Similarly, in the context of content-injection attacks, the
certified accuracy of the detectors reaches 0 when inserting an adversarial payload of the same
size as the original executables. In contrast to patch attacks, the content-injection attack does not
modify the original content of the executable but adds new content. Consequently, the injection of
a payload with size equals to the original executable’s size leads to a situation where the total file
size doubles and the injected payload accounts for half of all chunks, driving the certified accuracy
to 0.0.

4.5 Certified Robustness Against State-of-the-Art Evasion Attacks

We now briefly outline the functionality-preserving attacks used to evaluate our defense. The attacks
can be divided into (1) patch attacks and (2) content-injection attacks. Regarding the patch attacks,
we leverage the Slack [28] attack, which manipulates the already-available empty space between
sections, that is, left by the compiler to maintain the alignment. Regarding the content-injection
attacks, we leverage: (i) the Padding attack [14], which includes new content at the end of the
file by just appending bytes as overlay with payload sizes p = 5000 and p = 10000 bytes; (ii) the
Shift attack [6], which manipulates the PE file format to inject space p € {1024, 2048, 4096} bytes
between the optional header and the first section, and later fills this space with adversarial content;
the GAMMA attack [5], which creates up to 10 new sections filled with content extracted from
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the .data sections of legitimate samples in the test set;” and (iv) the Code-caves attack [30], which
dynamically extend the size of sections in malicious software to inject an adversarial payload. We
cap the expansion at 20% of the original section size per section to avoid unrealistic growth while
providing a meaningful injection budget. These parameter choices let us evaluate the detectors
across a spectrum of realistic injection budgets, from small appended overlays to multi-section and
section-expansion strategies.

Furthermore, we create an adaptive attack that injects multiple payloads at different regions of a
PE file by combining all the manipulations described above. This attack, named all-in-one attack,
proceeds in five main steps: (1) shifting content between the header and the sections by 4,096 bytes;
(2) extending code caves between sections by up to 10% of the section’s original size; (3) creating
five new sections filled with benign content; and (4) appending 10000 bytes in the overlay. We refer
the readers to Appendix 5.1 for a detailed description of the all-in-one attack.

The adversarial payloads injected by the aforementioned attacks are optimized with genetic
algorithms [6] to convert the white-box attacks [5, 30] to black-box attacks, and thus, be able to
attack randomized smoothing-based defenses [12, 13] and our (de)randomized smoothing-based
defense. The hyperparameters of the genetic algorithm are the following: (1) the population size is
equal to 10; (2) the maximum number of steps is equal to 50; (3) the probability of an individual to
be mutated is 30%; (4) the probability of a byte to be mutated is 30%; and (5) we use soft label instead
of hard label. As some attacks may require several hours to execute per file, we use a reduced-size
test set consisting of 500 malicious examples. By employing a smaller subset, we aim to reduce the
computational overhead and accelerate the overall experimentation process. This approach has
allowed us to obtain meaningful insights and results within a reasonable timeframe, considering
the time-intensive nature of the experiments involved. Nevertheless, we would like to denote that
our evaluation set is comparable in size to prior work [5, 6, 12-14, 28].

Tables 7 and 8 present the adversarial accuracy as well as the certified accuracy (within brackets)
against the aforementioned SOTA adversarial attacks. The clean accuracy refers to the accuracy of
the malware detectors against non-adversarial, “clean” examples. The adversarial accuracy refers to
the accuracy of the malware detectors against adversarial EXEmples generated with the adversarial
attacks. In contrast, the certified accuracy measures the performance of the malware detectors
against a worst-case scenario within the specified attacks. In other words, it provides a guarantee
of a model’s performance against the specified types of manipulations. Note that, although all four
defenses (RS, RsDel, DRSM, and DRS) admit robustness certificates, certified accuracy is reported
only for RsDel and DRS defenses. This is because the certificates differ in the set of byte-level
operations they cover, and only RsDel and DRS certify the operations exercised by the attacks
considered here as RS and DRSM only cover patch attacks. The evaluated attacks, however, are either
pure content-injection attacks (Shift, GAMMA) or combinations of patch and content-injection
attacks (Padding+Slack Space, Code Caves, and All-in-One). Consequently, these attacks fall outside
the substitution-only threat model that RS and DRSM certify.

Observing Tables 7 and 8, we can see that the baseline models degrade significantly under even
modest adversarial perturbations (e.g., appending content in the overlay or shifting content). For
instance, MalConv goes from 94.2% clean accuracy to 85.00% under Padding and Slack, 35.6% under

7 Although an attacker could in principle inject arbitrarily large payloads by creating an unlimited number of new sections,
doing so would produce executables of anomalous size that are easily detectable by complementary file integrity checks or
structural anomaly detectors. To keep adversarial EXEmples both realistic and stealthy, we therefore limit each adversarial
EXEmple to at most twice the size of the corresponding original sample.
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Table 7. Detection Accuracy (%), with Certified Accuracy Reported in Brackets, of the Malware Detectors on
Adversarial EXEmples Generated with the Padding+Slack Space Attack [28] and the Shift Attack [6]

Malware detectors Clean Padding+Slack Space Attack Shift Attack

examples p=5000 p=10000 p=1024 p=2048 p=4096
MalConv 94.20 87.40 85.00 42.00 35.60 35.60
RS-MalConv 97.60 90.40 90.00 75.00 59.20 49.20
RsDel-MalConv 97.80 82.60(0.0) 73.80 (0.0) 86.60(0.0) 80.80(0.0) 77.20(0.0)
DRSM-MalConv-12 96.00 94.00 93.60 95.20 95.20 95.20
DRS-MalConv (z=512) 96.80 96.20(95.80)  95.80(95.40)  96.80(96.80)  96.80(96.60)  96.60 (96.60)
MalConvGCT 95.00 72.60 70.20 79.40 76.00 76.80
RS-MalConvGCT 99.00 96.80 96.00 95.80 94.20 81.60
RsDel-MalConvGCT 98.80 81.40 (0.0) 68.80(0.0) 95.40 (0.0) 94.20(0.0) 84.80(0.0)
DRSM-MalConvGCT-12 99.00 96.60 96.40 97.40 92.70 97.40
DRS-MalConvGCT (2=2048) 97.00 96.20(94.20)  96.20(94.40)  96.60(96.60)  96.60(96.60)  96.60 (96.60)
AvastConv 97.80 96.40 93.60 61.80 42.80 31.20
RS-AvastConv 98.40 94.60 85.60 64.20 63.40 52.40
RsDel-AvastConv 97.40 93.60(0.0) 89.20 (0.0) 63.20(0.0) 58.80 (0.0) 52.40 (0.0)
DRSM-AvastConv-12 94.20 89.20 92.00 92.20 91.20 91.80
DRS-AvastConv (z=1024) 94.20 93.60 (93.20) 93.00 (92.80) 94.20 (94.20) 94.20 (94.20) 94.20(93.80)
ShallowConv 99.60 32.20 24.60 90.00 78.80 71.20
RS-ShallowConv 98.80 72.40 55.80 92.80 85.40 76.20
RsDel-ShallowConv 100.00 96.00(0.0) 89.80(0.0) 99.60 (0.0) 99.20 (0.0) 98.40 (0.0)
DRSM-ShallowConv-12 98.80 98.40 98.40 98.40 98.20 98.40
DRS-ShallowConv (z=2048) 97.60 97.40(97.00)  97.20(96.20)  97.60(97.60)  97.60(97.60)  97.60(97.60)

The highest detection accuracy per attack is shown in bold.

Shift, 26.2% under GAMMA, 22.2% under code caves, and 33.0% under the all-in one attack. Similar
patterns are observed for MalConvGCT, AvastConv, and ShallowConv.

Randomized smoothing models improve robustness moderately but is not uniform across all
attack types and network architectures. For instance, RS-MalConv increases the accuracy against
the padding and shift attacks but perform slightly worse against the GAMMA, code caves, and
all-in-one attacks. On the other hand, RS-MalConvGCT increase the robustness against all attacks,
although its performance remains well below its clean accuracy. Overall, RsDel-ShallowConv is the
strongest randomized model, remaining strong under all attacks with the exception of the code
caves and all-in-one attack where it falls below 80% accuracy.

Regarding the (de)randomized smoothing models, all consistently achieve higher robustness
than their vanilla and randomized counterparts, with the only exception being RsDel-ShallowConv,
which slightly outperforms DRS-ShallowConv against the Shift attack. Nevertheless, DRS-MalConv
maintains around 96% adversarial accuracy under padding, shift, GAMMA and code caves attack,
while also exhibiting certified accuracy values that exceed those of their vanilla and randomized
counterparts. For example, under the Code Caves attack, DRS-MalConv achieves 96.00% accuracy
and 90.40% certified accuracy, compared to 22.20%, 25.20%, and 68.60% adversarial accuracy for
MalConv, RS-MalConv, and RsDel-MalConv, respectively. Similar trends are observed for other
attacks and across all network architectures, making (de)randomized smoothing the most robust
defense evaluated. This robustness stems from its chunking strategy: by splitting files into non-
overlapping chunks, the detector can still recover the original label as long as the injected payload
does not exceed the original file size (cf. Section 4.4). In such cases, most chunks still contain
the content of the original sample, enabling correct classification in the presence of adversarial
payloads.

4.6 Visualization Tool

The proposed (de)randomized smoothing classification system is interpretable by design. This is
because the proposed chunk-based classification system assesses the maliciousness of each chunk
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Table 8. Detection Accuracy (%), with Certified Accuracy Reported in Brackets, of the Malware Detectors on
Clean Examples and Adversarial EXEmples Generated with Different Attacks: GAMMA [5], Code Caves [30],
and the Combination Attack

Malware detectors Clean GAMMA Code Caves All-in-One
examples (s =10) Attack Attack

MalConv 94.20 26.20 22.20 33.00
RS-MalConv 97.60 24.20 25.20 25.00
RsDel-MalConv 97.80 91.80(0.0) 68.60 (0.0) 66.00 (0.0)
DRSM-MalConv-12 96.00 85.00 87.00 78.60
DRS-MalConv (z=512) 96.80 96.20(93.40)  96.00(90.40)  85.20 (81.60)
MalConvGCT 95.00 93.80 62.60 81.00
RS-MalConvGCT 99.00 97.00 82.40 75.20
RsDel-MalConvGCT 98.80 96.80 (0.0) 58.00 (0.0) 66.80 (0.0)
DRSM-MalConvGCT-12 99.00 93.60 93.40 81.20
DRS-MalConvGCT (z=2048) 97.00 93.00 (84.40) 95.40 (84.00) 83.00 (69.60)
AvastConv 97.80 58.80 20.60 31.20
RS-AvastConv 98.40 74.20 40.00 33.40)
RsDel-AvastConv 97.40 74.60 (0.0) 36.80 (0.0) 29.20 (0.0)
DRSM-AvastConv-12 94.20 79.00 80.40 73.00
DRS-AvastConv (z=1024) 94.20 93.60(90.60)  93.00(86.20)  79.20(73.00)
ShallowConv 99.60 92.80 31.60 31.60
RS-ShallowConv 98.80 78.80 47.40 51.60
RsDel-ShallowConv 100.00 97.60(0.0) 82.80(0.0) 78.80 (0.0)
DRSM-ShallowConv-12 98.80 93.80 94.00 80.00
DRS-ShallowConv (z=2048) 97.60 96.00(89.20)  97.00(87.20)  84.60(71.40)

The highest detection accuracy per attack is shown highlighted.

independently, facilitating a finer-grained analysis of the file. This allows us to identify which
specific chunks within a file exhibit malicious or benign traits. As a result, our approach could be
used to help cybersecurity analysts to identify which parts of a suspicious file contain the malicious
code. Furthermore, the predictions for each chunk can serve as the basis for generating a visual
depiction or an overview of the file, emphasizing chunks with the higher and lower maliciousness
scores. For instance, Figures 4, and 5 provide a graphic depiction of the scores of examples belonging
to the Autolnject and GandCrab families. You can observe that the visualization of the malicious
EXEmples belonging to the same family are similar between them while distinct from the EXEmples
belonging to different families.

4.7 Discussion

Section 4.4 highlights a potential limitation of our (de)randomized smoothing defense. Our defense
splits an executable file into contiguous, non-overlapping chunks, classifies each chunk indepen-
dently, and a majority vote calculates the final prediction. A knowledgeable attacker could exploit, in
theory, the reliance of our defense on the majority voting mechanism to bypass detection. However,
unlike in the image domain, where an attacker can arbitrarily modify any pixel, manipulating
executable files is significantly more constrained because arbitrary byte modifications may break
the functionality or executability of the program. As a result, the regions of an executable that can
be safely modified without affecting functionality are limited.

For a patch attack, if the attacker modifies enough chunks to flip their predictions to benign,
then the final classification will change from malicious to benign. In practice, however, the number

ACM Trans. Priv. Sec., Vol. 29, No. 3, Article 36. Publication date: August 2026.



36:24 D. Gibert et al.

0 500 1000 1500 2000 2500 0 500 1000 1500 2000 2500
Chunk Chunk

Fig. 4. Graphical visualization of the scores of malware samples belonging to the Autoinject malware family.
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Fig. 5. Graphical visualization of the scores of malware samples belonging to the GandCrab malware family.

of bytes that can be altered without breaking the functionality of the executable file are limited to
the bytes in the DOS header [6] and the bytes in the slack space [28]. This restriction imposes a
natural constraint on the size of the adversarial patches, making it very challenging for the attacker
to evade detection as the sum of the size of the DOS header and the slack space is relatively small
compared to the total size of the executables.

For a content-injection attack, if the attacker inserts an adversarial payload large enough to
influence a majority of the chunks, the final classification can be flipped from malicious to benign.
However, the locations of an executable file that the attacker can freely manipulate without breaking
its functionality are limited to: (1) between the headers and the first section [6], (2) in newly-created
sections [5], (3) between sections [30], and (4) at the end of the file [14]. In consequence, injecting
a payload large enough to dominate the majority voting may be impractical for maintaining
stealth and avoiding detection by other security mechanisms. For instance, our defense could be
complemented with rules that check these locations for anomalies [15, 21]. Nevertheless, to break
our defense an attacker would need to inject an adversarial payload large enough to manipulate
half of the chunks an executable is divided into. This in stark contrast to randomized smoothing
defenses [12, 13], where payloads of a few hundreds or thousands of bytes are enough to flip the
prediction of the classifier.

Therefore, an adaptive attacker is effectively limited to the aforementioned functionality-
preserving manipulations. These manipulations are explicitly considered in our all-in-one attack,
which combines multiple realistic modification strategies, including injecting payloads between the
headers and the first section, extending existing code caves, creating new sections, and appending
content to the overlay. This attack scenario represents a strong adaptive adversary that simultane-
ously exploits several valid modification locations within the executable while preserving program
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functionality. As demonstrated in Section 4.5, even under this stronger threat model, our approach
remains resilient and consistently outperforms competing defenses.

5 Conclusions

In this article, we present the first model-agnostic certified defense against functionality-preserving
adversarial attacks on end-to-end malware detectors. Building upon recent research on (de)ran-
domized smoothing, we propose a chunk-based smoothing scheme that provides deterministic
robustness certificates against patch and content-injection attacks.

Our defense operates by training on subsets or chunks of bytes extracted from a given input
executable. During inference, the executable is divided into contiguous, non-overlapping chunks,
each of which is classified independently. The final prediction is then determined by aggregating
these individual chunk predictions through a majority voting mechanism. This design is key for
mitigating the impact of the injected adversarial content. By evaluating each chunk separately, the
influence of the adversarial payload is effectively mitigated as it does not influence a significant
proportion of the chunks, limiting its capability of altering the outcome of the classifier. This is in
stark contrast to randomized smoothing defenses, where payloads of a few hundreds or thousands
of bytes can flip the prediction of the classifier.

Our experiments, using as base classifier four end-to-end architectures, (1) MalConv, (2) MalCon-
vGCT, (3) AvastConv, and (4) ShallowConv, demonstrate the superior robustness of our (de)random-
ized smoothing defense against a wide range of adversarial attacks. The novel application of our
defense mechanism sets a new benchmark for certifiable methods in terms of detection accuracy
against adversarial EXEmples and achieves a significant advancement in the field.

5.1 Future Work

Building up on top of our findings, the most apparent direction for future research involves
complementing our defense with file integrity checks to identify and flag suspicious files [15, 21].
These checks could scan the file structure in search of anomalies, such as abnormal headers and
overlay sizes, unusual spaces between sections, and the presence of atypical sections. This way, the
attacker would be forced to inject smaller payloads, limiting its ability to influence the classifier’s
majority voting mechanism, as smaller payloads are less likely to alter a sufficient number of chunks
to bypass our (de)randomized smoothing defense.
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Appendix
Proofs

We define the Proof using a rationale akin to that presented by Levine et al. [19]. Recall the
definitions and statement of Theorem 1. In particular, recall the base classification counts n,(x):

N
Ve € Conx) =) f(ZD). (1)
j=0

And recall the definition of the (de)randomized smoothing classifier:
g(x) := argmax n,(x), (2)
c

where in the case of ties, we choose the larger-indexed class as the argmax solution, i.e., malicious
class.

THEOREM 1. For any input example x, base classifier f, (de)randomized smoothing classifier g,
chunk size z and patch size p, such as A = [g] +1, if:

n(x) > max [ () + 1y ] + 20, (4)

wheren(x) and n_»(x) denote the most commonly and second most commonly predicted classes for
an input example x, then for any adversarial EXEmple x* which differs from x only in a patch of size
pglx)=c.

Proor. Recall that an input example x of size L is split into contiguous, non-overlapping chunks
of size z, x = {J?(O), fc(l), 56(2), s )?(N)}, where N = [%] and ¥() represent a chunk of bytes from x
starting and ending at positions j x z and (j + 1) X z, respectively.

Let k represent the starting byte or position within x where the patch is inserted. Then, the end
byte will be k + p, where p is the size of the patch. Note that, for all c € C = {c;, ¢,}, the output
£.(x9)) will be equal to f,(x'()), unless the chunk 1) intersects with the adversarial patch of size
p starting at position k and ending at position k + p. This condition occurs only when %9 is in the
range k and k + p. Note that there will be at most A = [%] + 1 chunks that will meet this condition.
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Therefore, fc(fc(j)) = fc(fc/(j)) in all but A cases and thus, because f,(-) € {0, 1},

vn,, |nc(x) — C(x,)‘ <A. (13)
c’<c”] + 2A. There are two cases:
—¢ < ¢":1In this case, in the event that ny (x) = n (x"), we have that g(xl) = ¢". There-

Now consider any ¢” # ¢ such that ny(x) > [ncu (x)+1

fore, a sufficient condition for g(x') # ¢” is that ny ) > n (x"). By Equation (15)
and triangle inequality, this must be true if n(x) > [n~(x)] + 2A, or equivalently, if
ng(x) > [ny(x) + 1] + 20

—¢” < ¢':In this case, in the event that ny (x) = n» (x"), we have that g(x') = ¢ . Therefore,
a sufficient condition for g(x’) #¢" is that ny ) > n (x"). By Equation (15) and triangle
inequality, this must be true if if n/ (x) > [”c” (x)+ 1c’<c”] + 2A.

Therefore, if n/(x) > max [ncv (x)+1 + 2A, then no class other than ¢ can be output by
¢’ =

c'<c"]
g(x). O
The proof of Theorem 2 can be conducted in a similar manner by replacing 2A with A as follows:

THEOREM 2. For any input example x, base classifier f, (de)randomized smoothing classifier g,
chunk size z and an injected adversarial payload of size q, such as A = [%] + 1, if:

+ A, (14)

e (x) > max [nc" (x) + 1c'<c”]
c *c
where ny (x) and ng (x) denote the most commonly and second most commonly predicted classes for
an input example x, then for any adversarial EXEmple x* which differs from x only in an injected
adversarial payload of size q, g(x') = ¢ .
PROOF. Let k represent the starting byte or position within x* where the adversarial payload is
inserted. Then, the end byte will be k + g, where q is the size of the adversarial payload. Note that,

for all c € C = {c;, ¢y}, the output fc(fc(j)) will be equal to ]cc()?/(i)), unless the chunk %0) intersects
with the adversarial patch of size g starting at position k and ending at position k + g. Due to the
preprocessing step introduced in Section 3.2.2, this holds true as long as the attacker inserts the
adversarial payload at the end of existing sections, between sections, in newly-created sections
or at the overlay. As a result, there will be at most one chunk from x” that will intersect with the
adversarial payload and [%] chunks containing the newly-inserted adversarial payload. Therefore,

fc(fc(j)) = fc(fcl(i)) inallbut A = [g] + 1 cases and thus, because f,(-) € {0, 1},
vn,, |nc(x) - nc(x/)‘ <A. (15)

Now consider any ¢ # ¢ such that ny(x) > [ncn (x)+1, <c~] + A. There are two cases:

—¢ < ¢”:In this case, in the event that ny (x) = n (x"), we have that g(x') = ¢". There-
fore, a sufficient condition for g(x') # ¢” is that ny ) > n (x"). By Equation (15)
and triangle inequality, this must be true if n(x) > [nx(x)] + A, or equivalently, if
ny(x) > [ny(x)+ 1, ] + A

—¢” < ¢':In this case, in the event that ny )= n» (x"), we have that g(x') = ¢’. Therefore,
a sufficient condition for g(x') # ¢ is that n, ) > n (x"). By Equation (15) and triangle

inequality, this must be true if if n/(x) > [n (x) + 17| + A.
Therefore, if n(x) > max [ncu (x)+1, <C~] + A, then no class other than ¢ can be output by
c *C
g(x). O
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Lastly, let’s recall Theorem 3:

THEOREM 3. For any input example x, base classifier f, (de)randomized smoothing classifier g,
chunk size z, K adversarial patches py, ..., px, and M adversarial injected payloads of sizes qq, ..., gy
applied at disjoint locations, such that A ympineq is defined as in Equation (10), if:

n. (x) > max [nc" (x) + 1c'<c"] + Acombined’ (16)
¢’ #c

wheren (x) and n»(x) denote the most commonly and second most commonly predicted classes for
an input example x, then for any adversarial EXEmple x obtained from x by simultaneously applying
all K patches and M injections, g(x') = ¢ .

PROOF. Let x be an adversarial EXEmple obtained from x by applying K patches and M injections

at disjoint locations. By Theorem 1, each patch of size p;, can alter the predictions of at most Aip atch

b

] + 1 non-overlapping chunks in either

patch
Ai

chunks, since a patch p; can intersect with at most [

direction, so the net change in n attributable to the ith patch is bounded by 2 in the worst
case. By Theorem 2 and the PREPROCESS alignment, each injected payload of size g; affects at
most A™ chunks, i.e. at most one boundary chunk shared with the original content plus [%]
chunks containing the injected payload. Since the injected content does not alter the predictions of
existing unaffected chunks, the net change in n attributable to the jth injection is bounded by
A Because the patch and injected regions are disjoint, the sets of affected chunks are disjoint,
and the contributions to the total change in n are additive. Therefore:

e, 1x) = ne(x)| < Acompinedt (17)

The remainder of the proof follows the same analysis as Theorems 1 and 2: if Equation (16) holds,
then for any ¢’ # ¢, the adversary cannot accumulate enough chunk-prediction changes to make
ny ) > n (x") (accounting for tie-breaking), and therefore g(x') = ¢ . O

All-in-One Attack

The all-in-one attack is an adaptive, multi-location attack that combines multiple manipulation
strategies into a single, coordinated adversarial transformation. The rationale behind this attack
is to simultaneously exploit all locations within a PE file that can be modified without breaking
its functionality, thereby maximizing the adversarial payload injected into the executable while
minimizing the probability that any single manipulation is sufficient to evade detection on its
own. By distributing the adversarial content across multiple disjoint regions of the file, the attack
aims to influence the predictions of as many chunks as possible, challenging the majority voting
mechanism of our (de)randomized smoothing defense.

Concretely, the all-in-one attack proceeds in four steps. First, it applies a Shift manipulation [6] by
injecting an adversarial payload of 4096 bytes between the PE headers and the first section. Second,
it extends the slack space between sections by injecting adversarial content into the code caves
[30], capping the expansion at 10% of each section’s original size to avoid unrealistic binary growth.
Third, it creates five new sections filled with benign content extracted from legitimate executables,
following the GAMMA strategy [5]. Fourth, it appends an adversarial payload of 10,000 bytes to the
overlay [14]. The adversarial content injected is then optimized jointly using a genetic algorithm
with the following hyperparameters: (1) the population size (P) is equal to 10; (2) the maximum
number of steps () is equal to 50; (3) the probability of an individual to be mutated (1,,5) is 30%; (4)
the probability of a byte to be mutated (fpy) is 30%; and (5) we use soft label instead of hard label.
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ALGORITHM 4: All-in-One Attack.

Require: Example x, target classifier x, genetic algorithm G, maximum number of steps T, population size P,
mutation probability of an individual y,,, byte mutation probability ..

Ensure: Adversarial example x* such that g(x") = benign, or x if no evasion is found.

x <~ x > Initialize adversarial EXEmple
x' « SHIFT(X', py;p, = 4096) > Inject payload between headers and the first section
for each section s in x’ do

x’ < CODECAVES(x’",s,a = 0.1) > Extend code caves by up to 10% of |s|
end for
for k=1to5do

x" <~ NEWSECTION(x’, content ~ EXTRACT(benign corpus))) > Inject new benign section
end for
x" < OVERLAY (X', Poyertay = 10000 > Append payload to the overlay

P « INITPOPULATION(x’, P)
fort =1toTdo
for each individual xin  do

S(X) — Guore(X) > Evaluate adversarial fitness score
if g(ﬁx) = benign then
return x > Evasion successful
end if
end for
P « SELECT(P) > Select fittest individuals
P « CROSSOVER(P) > Generate offspring via crossover
P MUTATE(P, tings Hpye) > Mutate adversarial payload bytes
end for
return x > Return best candidate if no evasion found within T steps

Under the threat model of Theorem 3, this attack instantiates K = |S| patch components and
M = 1(shift) + |S|(code caves) + 5(section injection) + 1(overlay) injection components, where |S|
is the number of sections in an executable. The patch components correspond to the overwriting of
the existing slack space bytes in each section s, each of size o (the original slack space of section s).
The injection components correspond to: (1) the Shift payload of size g; = 4096; (2) the extension
of each section’s slack space by up to 0.1 - [s| bytes; (3) the five newly created sections filled with
benign content, each of size ¢;*, k = 1,...,5; and (4) the overlay payload of size 10,000. The total
adversarial budget is therefore:

Beamtined = 2 321+ D+ 21+ D + 101

seS sES

sec 10000

5
I N PRV R
k=1

z

— 1+,

z
as defined in Equation (10).

The pseudocode for the all-in-one attack is provided in Algorithm 4.

A few notes on the pseudocode: The SHIFT, CODECAVES, NEWSECTION, and OVERLAY
operations (lines 2-9) construct the full adversarial structure of the file before optimization begins,
establishing the injection locations and their maximum capacities. The genetic algorithm (lines
10-20) then optimizes the byte content of the payloads injected at all locations jointly, treating the
concatenation of all payload regions as a single optimization variable. The fitness score gq.o.(X)
corresponds to the soft label output of the classifier.
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