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 
Abstract—Printed circuit boards (PCBs) are essential in 

electronic systems, providing mechanical stability and electrical 
connectivity. Their selection must align with the mission profile 
to ensure longevity and resistance to environmental degradation. 
In critical applications, unexpected variations in PCB 
characteristics can compromise system reliability. Counterfeit 
PCBs pose significant risks, potentially leading to failures and 
system outages. The globalization of the supply chain has 
increased PCB vulnerability to counterfeiting, which includes 
cloning, over-producing, refurbishing used boards, illegally 
repurposing rejected PCBs, and tampering for malicious 
purposes. Current detection techniques often focus on verifying 
key electronic components rather than the bare PCB, and 
therefore do not allow for  detecting whether genuine 
components are mounted on counterfeit PCB. Many inspection 
methods require direct access to the PCB, whereas non-
destructive approaches offer clear advantages. A promising non-
destructive technique involves analyzing the electromagnetic 
(EM) fingerprint of integrated circuits and boards. EM emissions 
depend on factors such as clock frequency, circuit architecture, 
and material properties. Any deviation in these parameters may 
indicate counterfeit activity. This study investigates how 
variations in PCB substrate thickness and dielectric permittivity 
affect near-field EM emissions. Using a low-power 
microcontroller mounted on custom-designed PCBs fabricated 
using  different substrates, we explore how these variations can 
be detected, providing a reliable and non-invasive method that 
constitutes a valuable support for identifying counterfeit PCBs. 
 
Index Terms— Counterfeit PCBs, Electromagnetic Fingerprint, 
Printed Circuit Boards, Radio Frequency Emission  
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I. INTRODUCTION 

PRINTED circuit boards are fundamentally important 
in electronic and electrical systems because they 
constitute nonconductive laminated substrates on which 

electronic components are mounted and electrically connected 
via copper traces. This ensures mechanical stability and 
dielectric-specific properties.  

Depending on the specific application, the bare printed 
circuit board (referred to hereafter as PCB, whereas PCBA 
denotes the fully assembled board with all electronic 
components mounted) must be selected to properly face the 
required mission profile, ensuring the expected time-to-failure 
if exposed to defined environmental degradation. In critical 
applications, the boards are specifically selected for their 
intended use; consequently, unexpected variations in their 
characteristics can compromise the system ability to operate 
without failure over a specified time and under nominal 
operating conditions. 

Counterfeiting in electronics is a fraud that poses reliability 
risks and concerns, potentially leading to accidents and 
electronic systems outages [1], [2], [3], [4], [5]. Original 
equipment manufacturers have lost control over the PCB 
lifecycle as the supply chain has become open to third-party 
entities worldwide. In this context, outsourcing has made 
PCBs more vulnerable to malicious activities and 
unauthorized modifications [6].  

Counterfeit PCBs taxonomy includes cloned, over-
produced, refurbished, scrapped, and tampered PCBs [7], [8], 
[9]. Specifically: 
 By acquiring a genuine PCB, illegal manufacturers could 

clone it, extracting the bill of materials (BOM) and layout 
through a reverse-engineering process. Then, using lower-
performance boards, production costs can be reduced.   

 By producing more than the licensed number of PCBs, an 
untrusted manufacturer can sell them, making an illegal 
profit outside the contract. Generally, low-quality materials 
and less expert personnel are employed, so quality is not 
assured.  

 From waste electrical and electronic equipment, genuine 
but used PCBs can be refurbished and sold as new.  

 Disposable PCBs that do not meet manufacturing standards 
can be illegally collected. Components are then mounted on 
them, and the final products are sold as genuine. 

P
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TABLE I 
EVALUATION OF THE PERFORMANCE OF THE PROPOSED WORK IN COMPARISON WITH OTHER TECHNIQUES 

(1)WITHIN THE CONSTRAINTS IMPOSED BY THE WEAKNESSES. 
(2)LIMITED TO THE THICKNESS AND DIELECTRIC CONSTANT VALUES CONSIDERED IN THIS ARTICLE. 

 
Method Acquired 

information 
Task A: 
Detection of PCB 
substrate thickness 
variations 

Task B: 
Detection of PCB 
substrate dielectric 
permittivity variation 

Required 
instrumentation 

Strengths 
relevant to 
tasks A and B 
 

Weaknesses 
relevant to tasks A 
and B 

Electrical 
analysis [13] 

Electrical 
parameters 

No No LCR Meter NA NA 

Optical 
image 
analysis [14] 

Magnified 
optical images 
 

No  
(planar image)  

Possible (1) 
(indirectly: detect 
surface texture 
differences).  
 

Surface digital 
microscope  
 

Applicable on 
bare PCB, non-
destructive  

Physical access 
required;  applicable 
only on bare PCB 
without solder mask 
(for task B). 
 

X-ray CT 
[15, 16, 17] 

3D X-ray 
images 

Possible (1) 
(3D image) 

Possible (1)  
(indirectly: in terms of 
material composition) 

X ray CT  Physical access 
not required 

Possible artifacts in 
the processed image; 
damages induced by 
long X-ray 
exposure; partially 
destructive;  
high cost. 

Multi-modal 
image 
analysis [18] 

3D Multiple -
type images 

Possible (1) 
(3D image) 

Possible (1)  
(indirectly: in terms of 
material composition)  

Multi-sensor image 
acquisition system  

Applicable on 
bare PCB, non-
destructive 

Physical access 
required;  applicable 
only on bare PCB 
without solder mask 
(for task B). 
 

Destructive 
reverse 
engineering 
[19] 

3D PCB  
reconstruction 

Yes Possible (1)  
(indirectly: in terms of 
material composition) 

Focused Ion Beam,  
Scanning Electron 
Microscope, 
Femtosecond laser, 
Mechanical and 
chemical methods 

Exact Thickness 
Measurement  

Physical access 
required; 
destructive;  time 
consuming.  
 

This work EM fingerprint Yes (2) Yes (2) Near field probe, 
Spectrum analyzer 

Physical access 
not required, 
non-destructive 

Not applicable on 
bare PCB (needs 
microcontroller); 
preliminary results: 
limited number of 
values.   

 

 PCBs can be tampered introducing localized layout 
modifications to induce malicious attacks and catastrophic 
failures in field applications. 
Several techniques have been proposed to detect false 

PCBAs. Most of these works verify the originality of the entire 
set of electronic devices or specific key components using 
different approaches, as in [10], [11], [12]. The anti-
counterfeiting strategy for key components assumes that if the 
key device is authentic, the PCB is also likely to be genuine. 
However, this solution does not prevent authentic BOM or key 
components from being assembled onto counterfeit PCBs. In 
this context, the literature also presents several techniques 
capable of detecting counterfeiting activities directly involving 
the PCB. Specifically, in [13], a method based on electrical 
analysis is proposed to identify trace impedance variations; in 
[14], optical image analysis is employed for the inspection of 
interconnecting vias; in [15], [16], and [17], X-ray Computed 
Tomography (CT) is utilized for the assessment of netlist 
discrepancies and for layout extraction and verification; in [18], 
a multimodal image analysis approach is introduced for netlist 
variation detection; in [19], a destructive reverse engineering-

based technique is presented for the three-dimensional 
reconstruction of PCBs.  

None of the above works address the identification of 
malicious alterations to the physical and/or electrical properties 
of the PCB substrate (e.g., substrate thickness and dielectric 
permittivity). With the exception of [19], which enables 
accurate estimation of the substrate’s physical characteristics — 
but at the cost of being time-consuming, destructive, and 
resource-intensive — all other studies rely on various imaging 
techniques that could potentially be repurposed to detect 
changes in the surface texture of the material [14], [18], or to 
estimate substrate thickness [15], [16], [17], [18]. However, 
these approaches present several limitations:  
 techniques based on optical or multimodal image analysis 

require physical and visual access to the PCB substrate [14], 
[18], which must not be covered by any protective layer, such 
as solder mask;  

 X-ray CT-based methods, while not requiring direct physical 
access, may suffer from image artifacts (e.g., due to metallic 
elements within the PCBA enclosure), can be partially 
destructive when components need to be removed from the 
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board to reduce imaging noise or artifacts, may cause damage 
or ionization in some integrated circuits (ICs)  under 
prolonged exposure to X-rays, and are constrained by limited 
spatial resolution [18]. 
To the best of the authors’ knowledge, a simple, non-

destructive approach that does not require physical access to the 
PCB and is capable of providing information about the substrate 
characteristics is missing in the literature. This aspect is of 
fundamental importance, as a board substrate with physical or 
electrical properties that deviate from the original design can 
alter the system operation [25], [26], [27]. This concern is 
particularly critical in PCBs that host both radio-frequency (RF) 
integrated circuits (RFICs) and digital ICs, where even small 
variations in substrate properties can impact signal integrity, 
electromagnetic behavior, and overall system functionality. 

Among non-destructive techniques, a promising approach 
relies on detecting the electromagnetic fingerprint of PCBA. 
This technique is based on the electromagnetic (EM) emission 
generated by clock distribution networks in PCBA [20], [21], 
[22], [23], [24]. These emissions are influenced by several 
factors, including clock frequency, architecture of the 
distribution network, packaging, manufacturing technology, 
operating temperature, and aging. Any modification of these 
parameters results in a change in EM emissions, enabling a 
comparison between the device under test and its original, 
defect-free counterpart.  

In this work, we investigate the potential of leveraging the 
near-field emission of a PCBA to detect counterfeiting resulting 
from malicious variations in the thickness and dielectric 
permittivity of the PCB substrate. This study aims to identify 
the relevant features of the EM fingerprint that could be used to 
develop an efficient decision-making algorithm; however, the 
implementation of such an algorithm lies beyond the scope of 
our investigation. 

To conduct this study, a low power IC was mounted on 
custom-designed PCBs fabricated using four distinct 
commercially available substrates, each characterized by 
specific electrical and mechanical properties. Thirty-six 
prototypes of the designed PCBA (nine for each substrate type) 
have been tested by measuring the EM fingerprint in selected 
frequency bands using a magnetic near-field probe tailored for 
detecting the EM emissions of ICs and boards. The 
measurement demonstrates good selectivity with respect to both 
the thickness and dielectric permittivity of the board substrate, 
effectively recognizing the variation of these parameters.  

In Table 1, the proposed method is compared with other 
techniques discussed above that could potentially be used to 
obtain similar information about substrate characteristics. 
Although the approach presented in this paper is still in an early 
stage — due to the absence of an automated decision-making 
algorithm — it shows strong potential to enable a fast, in-line or 
offline complementary evaluation that can support efforts to 
mitigate counterfeit infiltration. 

 

II. COUNTERFEIT DETECTION MODEL 

Before reaching the field operation, PCBs go through several 
untrusted steps where adversaries may engage in counterfeiting 
activities. Given the wide availability of substrates with varying 
characteristics and highly variable costs, illegal manufacturers 
may be driven to use lower-performance PCB substrates in 
place of the original ones, potentially leading to the failure of 
critical applications. Using lower-performance substrates  
reduces production costs and increases illegal profits.  

 
TABLE II 

USING A LOWER- PERFORMANCE PCB SUBSTRATE.  
THREAT MODEL. 

 
 Impact Adversary capabilities 

P
C

B
A

 s
up

pl
y 

ch
ai

n 

PCB 
Design 

NO NA 

PCB 
Manufacturing 

YES Access to the design files; 
Access to the 
manufacturing 

facilities/midnight fabs 
PCB  
Testing 

YES Access to the 
manufacturing facilities 

PCBA  
Assembly 

YES Access to the assembly 
facilities 

PCBA  
Testing 

YES Access to the assembly 
facilities 

 
This fraudulent activity may impact multiple stages of the 

PCBA supply chain (see Table 2), specifically: PCB fabrication, 
PCB testing, PCBA assembly, and PCBA testing, as detailed 
below: 
 PCB Manufacturing: At this stage, an untrusted PCB 

manufacturer may produce quantities exceeding those 
agreed upon in the contract, using lower-quality substrates 
and less-trained personnel.  

 PCB Testing: This procedure is intended to verify electrical 
connectivity and ensure the integrity of the board prior to 
component assembly. It includes visual inspection, 
electrical testing (such as continuity, isolation, impedance, 
flying probe, and bed-of-nails testing), as well as automated 
inspection methods (optical and X-ray). Typically, these 
tests are conducted at the PCB manufacturing facility. Since 
some of the compliance tests listed above may be capable, 
even indirectly, of detecting variations in the thickness 
and/or dielectric constant of the PCB substrate, a malicious 
operator could falsely certify the conformity of the 
overproduced substandard PCBs. 

 PCBA Assembly: At this stage, electronic components are 
mounted onto the PCB. Lower-performance PCBs may be 
substituted for the original ones prior to assembly, either for 
fraudulent profit or as part of a tampering initiative. This 
substitution may even occur at a location different from the 
original PCB manufacturing facility.  

 PCBA Testing: This stage refers to the inspection and 
verification of the PCBA. Testing should verify the quality, 
functionality, and reliability of the assembled board. It may 
include visual inspection, automated optical inspection, X-
rays, in-circuit testing (ICT), functional testing, burn-in, and 
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so on. An untrusted operator could certify the conformity of 
PCBAs despite the lower-performance PCB.  
Outside the official supply chain proposed in the Table 2, 

an illegal manufacturer could even directly acquire an original 
PCBA and clone it by using reverse engineering procedures to 
reconstruct the netlist, a list of all the connections in the PCB. 
This could lead to counterfeit PCBA that may not meet the 
required standards or pose a risk to the final product. Even in 
this case, lower-performance PCB substrates reduce 
production costs and increase illegal profits. 

In this context, the availability of a non-destructive technique 
capable of identifying differences in the physical (e.g., 
thickness) and electrical (e.g., dielectric permittivity) properties 
of the PCB substrate is particularly valuable, as existing 
techniques reported in the literature do not always enable 
reliable estimation of variations in these parameters (see Table 
1). Specifically, detecting variations in the dielectric constant 
and thickness of PCBs through measurement of the 
electromagnetic (EM) fingerprint of the PCBA can serve as an 
effective non-destructive approach for identifying counterfeit 
PCBs in the following scenarios:   
 when the electronic board is housed in an enclosed package 

that cannot be accessed without damaging the device; 
 in multi-layer PCB configurations, where it is not easy (or 

possible) to identify the properties of the intermediate layers 
(thickness and electrical characteristics), even when the board 
is accessible for visual inspection; 

 in grounded PCBs and/or in PCBA wherein solder mask and 
conformal coating might prevent visually identifying the type 
of substrate used, even in single-layer configurations. 

III. DIELECTRIC SUBSTRATES UNDER TEST 

The following commercial substrates have been chosen for 
the realization of the PCB:   
 Rogers RO3006 with dielectric constant (DK) 6.15, thickness 

1.6 mm, including 35µm-thick electrodeposited copper foil 
on both sides. 

 Rogers RT/DUROID® 5880 (DK 2.20), thickness 0.85 mm, 
including 35µm-thick electrodeposited copper foil on both 
sides. 

 FR4 (DK 4.4), thickness 0.8 mm, including 35µm-thick 
electrodeposited copper foil on both sides. 

 FR4 (DK 4.4), thickness 1.6 mm, including 35µm-thick  
electrodeposited copper foil on both sides. 

The main features of the above substrates are listed in the 
following and summarized in Table 3.  

FR4 is a widely used glass-reinforced epoxy laminate that 
has become the standard PCB substrate in the electronics 
industry. Its dielectric constant typically ranges from 4.2 to 4.8, 
though this value may vary slightly depending on the specific 
grade of FR4 used. This moderate dielectric constant makes 
FR4 suitable for standard electronic and low-frequency RF 
applications, typically those operating below 3 GHz, where 
higher dielectric losses are not a concern. FR4 dielectric 
properties tend to degrade when exposed to high moisture or 
extreme temperatures. Thermal decomposition typically occurs 

between 300 °C and 350 °C. Despite its limitations in high-
performance and high-frequency applications, FR4 remains the 
most popular PCB substrate due to its balanced performance in 
conventional and low-frequency circuits. 

RT/duroid® 5880 from Rogers Corporation is a glass 
microfiber-reinforced PTFE substrate designed for microstrip 
and stripline circuit applications. Renowned in the RF and 
microwave community, it offers exceptional electrical and 
mechanical properties and low dielectric losses, making it 
ideal for high-performance applications. Its low dielectric 
constant (~2.20) minimizes signal dispersion, enabling high-
speed circuit operation. Additionally, its low moisture 
absorption and thermal stability ensure consistent dielectric 
properties across various environmental conditions. This 
substrate exhibits a decomposition temperature of 500 °C and 
a coefficient of thermal expansion of 31, 48, and 237 ppm/°C 
along the X, Y, and Z axes, respectively. Due to its 
outstanding performance characteristics, RT/duroid® 5880 is 
widely used in demanding environments, including RF and 
microwave circuits, aerospace, radar, and high-speed 
communication systems. 

RO3006 from Rogers Corporation is a ceramic-filled PTFE 
composite for commercial microwave and RF applications. 
With a typical dielectric constant of approximately 6.15, it 
allows designers to reduce the effective wavelength within the 
substrate, enabling more compact circuit layouts. Rogers 
RO3006 exhibits low dielectric losses and excellent thermal 
stability. Its dielectric properties remain consistent over a wide 
temperature range, which is crucial for applications operating 
in environments wherein temperature fluctuations could 
otherwise impact performance. Specifically, it exhibits a 
decomposition temperature of 500 °C and a coefficient of 
thermal expansion of 17, 17, and 24 ppm/ °C along the X, Y, 
and Z axes, respectively. This substrate also features an 
exceptional surface finish, minimizing imperfections that can 
lead to signal scattering or additional losses. Moreover, 
RO3006 is engineered to have low moisture absorption, 
preventing changes in its electrical properties that moisture 
uptake might otherwise cause. RO3006 is well suited for 
several high-performance applications, including radar 
systems, satellite communications, and other scenarios where 
signal integrity and low insertion loss are essential. 
 

TABLE III 
PROPERTIES OF THE SELECTED SUBSTRATES.  

DT = DECOMPOSITION TEMPERATURE, MA = MOISTURE 

ABSORPTION, CTE = COEFFICIENT OF THERMAL EXPANSION  
 

Type DK Loss tangent DT 
(°C) 

MA 
(%) 

CTE 
(ppm&°C) 

(x, y, z) 
FR4 4.2-

4.8 
0.02-0.035 300-

350 
0.1-
0.2 

70-110 

Rogers 
RT/DUROID® 

5880 

2.2 0.0004 @ 10  GHz 500 0.02 31, 48, 237 

Rogers RO3006 6.15 0.002 @ 10 GHz 500 0.02 17,17, 24 
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IV. CUSTOM-DESIGNED PCBA UNDER TEST 

The board under test in this work is custom-designed on a 
grounded single-layer PCB (see Fig. 1). A low-power general-
purpose microcontroller using the 32-bit Arm® Cortex®-M0+ 
processor produced by Microchip Technology Inc. is the pivotal 
element of the board. The bias is 5V USB-C-provided and the 
microcontroller is supported by a low-dropout (LDO) voltage 
regulator. The board is equipped  with a 32 MHz quartz 
oscillator, model ABM11W-32.0000MHZ-7-D1X-T3 by 
ABRACON. The oscillator provides the system clock 
responsible for the synchronization of the generated Pulse 
Width Modulation (PWM) signals. These square wave signals 
propagate in the PCB determining the board RF emission, 
which results from the sum of the square wave harmonics and 
constitute the electromagnetic fingerprint of the circuit.   

Specifically, in our case, the microcontroller was 
programmed to generate one or two PWM signals (with 
frequency 16 MHz and duty cycle set to 50%), which can be 
routed through selected conductive traces of different length 
terminated with 1.5 KΩ resistors. A manual selection system 
was implemented using 2.54 mm pitch header connectors, 
allowing the user to route the PWM signals to one or more of 
the ten test traces (as illustrated in Fig. 1). 

 

 
Fig. 1. Layout of the designed board.  
 

It is important to highlight that the board was not designed to 
perform any specific function. Instead, its layout was developed 
to emulate a generic circuit board, serving exclusively as a 
platform for assessing EM emissions. 

To evaluate the effect of the substrate thickness and dielectric 
permittivity on the electromagnetic emission of the board, 36 
prototypes of the designed PCBA (9 for each substrate type) 
have been manufactured. In Fig. 2, four boards of different 
types are depicted. They appear identical because the green 
solder mask prevents identification of the substrate type.  

 
Fig. 2. Prototypes of the manufactured boards on different 
substrates.  
 

 
Fig. 3. Measurement setup: (a) highlighting the PLA support 
and near-field probe; (b) measuring the spectrum of the board 
with 2.54 mm-jumper selecting the first trace; (c) detail of the 
board alignment and contact between the probe and the 
microcontroller.    
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V. MEASUREMENTS AND DISCUSSION 

The near-field emission of the fabricated boards, used to 
identify their distinctive EM fingerprint, was measured using a 
commercial magnetic field probe specifically designed to 
detect the emission of integrated circuits and boards and 
consisting of a 25 mm-diameter loop (see Fig. 3). The near-
field probe was connected to the Rhode & Schwartz FSV3030 
Spectrum Analyzer. The resolution bandwidth during the 
measurement campaign was set to 50 kHz, and the frequency 
range spanned from 15 MHz to 85 MHz with 35000 points. 
During acquisition, the trace mode was set to average over 
5000 samples with a sweep time of 0.035 seconds. The 
instrument setup allows to detect the first five harmonics of 
the PWM spectrum, at around 16, 32, 48, 64, and 80 MHz. 

To provide a reliable estimation of EM emissions and 
enable discrimination between boards with different 
thicknesses and/or dielectric properties, the following aspects 
were accurately addressed: 
i) The noise introduced by potential electromagnetic 

interference (EMI) can significantly affect the results of 
our analysis. Therefore, prior to conducting the 
measurement, it is essential to ensure that the selected 
frequency band is free from EMI originating from external 
sources. In our case, this verification was carried out as a 
preliminary step achieving a completely flat spectrum   
across the entire frequency range from 15 MHz to 85 MHz 
when the board is not powered. Specifically,  we measured 
approximately –107 dBm, which is the noise floor with a 
resolution bandwidth of 50 kHz and a video bandwidth set 
to 50 Hz.  

ii) To avoid temperature/humidity drift inherent to the 
spectrum analyzer, all measurements were carried out on 
the same day and in a continuous sequence over a total 
duration of five hours. During this period, the spectrum 
analyzer remained powered on at all times and did not 
issue any alerts related to changes in ambient temperature, 
which remained essentially constant at around 18 °C with 
relative humidity around 60%. This ensured that all 36 
boards under test were measured under the same 
environmental conditions, allowing for a consistent and 
reliable comparative analysis. 

iii) An extremely accurate positioning of the board is crucial. 
This is achieved using a 3D-printed PLA box coated with 
aluminum tape that supports the magnetic field probe. Two 
locking screws and four adjustable leveling feet have been 
employed to fix the board (Figs. 3a and 3b). To provide a 
consistent comparison between PCBA fabricated on 
different substrates:  
- the adjustable feet were regulated so that the bottom 

part of the probe touches the microcontroller (see Fig. 
3c); positioning the probe on the microcontroller was 
specifically intended to eliminate potential errors related 
to vertical alignment. 

- each board was positioned by aligning its left edge with 
the left inner wall of the PLA enclosure and its rear 
edge with the back wall (see Fig. 3c). Once properly 

aligned, the mounting screws were tightened to securely 
fix the board in place. 

Finally, to ensure that our assessment is not compromised 
by potential differences between boards made on the same 
substrate, nine boards were produced for each type of 
substrate.  

Each individual measurement involved: 
 a 5-minute operation period of the board before the actual 

spectrum acquisition; 
 the spectrum acquisition with “trace mode” set to “average” 

calculated over 5000 samples. 
As a result of the measurement campaign, nine measurements 
were acquired for each type of substrate.  

Since the near-field emission originates from both the 
signals on the board traces and the substrate surface wave 
[28], and depends on the trace layout, two configurations were 
considered:  
a) The PWM is active, but no trace is connected (no 2.54 mm 

jumper in the header connectors) (see Figs. 1 and 2). 
b) The PWM is active and trace #1 is selected (as for the board 

in Fig. 3). 
These two configurations clearly cannot represent an 

exhaustive sample of the vast number of boards used in 
countless applications. However, characterizing configurations 
a) and b) based on their electromagnetic fingerprint can 
undoubtedly provide valuable insights, serving as a useful 
example for demonstration purposes. In fact, detecting 
electronic counterfeiting typically requires a comprehensive 
evaluation of the suspected circuit to identify characteristic 
parameters and features whose deviations from the originals 
may indicate counterfeiting. In this context, for the proposed 
approach to be effective, it should be capable of detecting 
differences that can raise suspicion of counterfeiting activity. 
As such, our approach could provide complementary support 
within a broader evaluation framework.  

In Figs. 4 and 6, the spectra of four sample boards with 
different substrates are shown across five 2 MHz sub-bands 
centered at 16, 32, 48, 64, and 80 MHz for configurations (a) 
and (b), respectively. As expected, from these plots, we 
observe that variations in substrate dielectric permittivity and 
thickness do not affect the frequency of the peaks for any of 
the harmonics. On the other hand, in all sub-bands, we observe 
variations in the amplitude of the peaks, which suggests the 
use of amplitude-parametrized quantities to detect changes in 
dielectric constant and substrate thickness. Therefore, in each 
of the five 2 MHz sub-bands and for each substrate type, we 
computed: 
 The mean and standard deviation of the measured peak 

amplitudes (over 9 samples). 
 The mean and standard deviation of the measured spectrum 

integrals (over 9 samples). 
The above values are reported in Figs. 5 and 7, respectively. 

The length of the black bar in the histograms represents twice 
the standard deviation of the measurements. It should be noted 
that it tends to increase for higher-order harmonics, where 
greater instability in peak values has been observed. 



7 
> REPLACE THIS LINE WITH YOUR MANUSCRIPT ID NUMBER (DOUBLE-CLICK HERE TO EDIT) < 
 

 

 
 
Fig. 4. Spectra of the near-field emission in selected sub-bands for the PCBA under test operating in configuration (a). The 
spectra are acquired in average trace mode.    
 

 
 
Fig. 5. Mean and standard deviation of the peak amplitudes and spectrum integrals (in average trace mode) in selected sub-
bands for the PCBA under test operating the configuration (a). The length of the black bar represents twice the standard 
deviation. 
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Fig. 6. Spectra of the near-field emission in selected sub-bands for the PCBA under test operating the configuration (b). The 
spectra are acquired in average trace mode.    
 

 
 
Fig. 7. Mean and standard deviation of the peak amplitudes and spectrum integrals (in average trace mode) in selected sub-
bands for the PCBA under test operating the configuration (b). The length of the black bar represents twice the standard 
deviation. 
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These results suggest that:  
 Substrates with different thicknesses and the same dielectric 

constant (e.g., FR4-0.8 mm and FR4-1.6 mm) are clearly 
distinguishable in both configurations ((a) and (b)) and 
across all sub-bands. 

 Substrates with the same thickness and different dielectric 
constants — such as Rogers RT/DUROID® 5880 and RF4-
0.8 mm (thickness ~0.8 mm), or Rogers RO3006 and FR4-
1.6 mm (thickness 1.6 mm) — are distinguishable in both 
configurations ((a) and (b)) and in the majority of sub-
bands. 
Therefore — whether the differences lie in substrate 

thickness or dielectric constant — the detection of variations 
in the amplitude of near-field EM emissions suggests potential 
counterfeiting involving the materials used in PCB fabrication, 
warranting further investigation.  

VI. CONCLUSION AND FUTURE WORK 

RF fingerprinting techniques are well known as a valuable 
tool for supporting the detection of counterfeit integrated 
circuits. In this work, we have investigated the contribution of 
the electromagnetic fingerprint specifically related to the PCB 
itself, an aspect that has not yet been addressed in the existing 
literature. Detecting potential PCB counterfeits is crucial, as a 
board substrate with characteristics differing from the original 
can significantly impact system performance. 

Aim of the proposed study was: 
 To verify whether variations of the PCB substrate thickness 

and dielectric permittivity can be identified through the 
measurement of the EM fingerprint, and thus potentially 
used to detect PCB counterfeiting. 

 To identify the features that could be used to develop an 
efficient decision-making algorithm. Specifically, we 
selected as features the spectral peak values corresponding 
to the various harmonics, as well as the integral of the 
spectrum. 
The analysis of the measured near-field emission from the 

boards shows that variations in PCB substrate thickness and 
dielectric permittivity affect the amplitude of the EM 
spectrum, enabling the detection of such changes and assisting 
in the identification of potential counterfeit components. 
However, to develop a systematic approach based on EM 
spectrum analysis — which can detect counterfeiting related 
to variations in the electrical properties and thickness of PCB 
substrates, identify thresholds, and evaluate the trade-off 
between detection sensitivity and false positives — the 
following aspects could be further investigated: 
 Only four substrates have been considered in the proposed 

study, with a limited number of thickness values (~0.8 mm, 
1.6 mm) and dielectric permittivity (2.2, 4.4, 6.15). To 
identify the limits of the proposed technique, it could be 
useful to consider smaller variations in both the dielectric 
constant and the substrate thickness.  

 By increasing the number of fabricated board samples, 
high-selectivity machine learning algorithms could be 
explored, capable of effectively detecting even small 

variations in the dielectric constant and thickness of PCBs. 
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