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Abstract— This work shows the integration process of the 

information provided by the power quality meters and digital 

fault recorders with a wide area monitoring system based on 

synchronized measurements provided by the phasor 

measurement units (PMUs). The goal of the integration is to 

correlate the data based on power quality and fault events with 

the streams of information provided by the PMUs installed in 

the area of interest. The applications implemented in the 

prototype of the integration system provide new functionalities 

to increase the awareness of the state of the electric grid with the 

data provided by different measurement devices. 

Keywords—phasor measurement unit; power quality meter; 

digital fault recorder; distributed measurement system 

I. INTRODUCTION 

Management and control applications in modern power 
grids require new measurement systems, with innovative 
architectures, methods, and devices, as well as tools aimed at 
ensuring their efficacy. Different types of measurement 
devices can be installed in the power grid nodes. Depending 
on their main purpose, these instruments are characterized by 
different features, such as the nature of the measured 
quantities, the sampling rate, the reporting rate, the accuracy 
of the synchronization level, the format of the output files, and 
so on. 

Phasor Measurement Units (PMUs) are a fundamental tool 
for both real-time and offline analysis of modern power grids, 
providing information about current and voltage 
synchrophasors, frequency and Rate of Change of Frequency 
(ROCOF) [1]. These data are usually shared in a hierarchical 
Wide Area Monitoring System (WAMS) architecture that 
comprises the PMUs installed in the grid nodes and different 
levels of Phasor Data Concentrators (PDCs) [2]. The number 
of monitoring devices installed in a wide area can be high. As 
an example, several hundreds of PMUs are currently installed 
in the WAMS developed by the Italian Transmission System 
Operator (TSO), Terna, and the number is constantly 
increasing [3]. This, along with the high reporting rate for each 

device, makes the management of this large amount of data a 
difficult task.  

Power Quality Meters (PQMs) are also often installed in 
different nodes of the grid to acquire and process voltage and 
current quantities with the aim of providing information about 
power quality (PQ) phenomena. PQ disturbances could be 
divided into two categories [4]. The “variations” are generally 
small deviations from a nominal or desired value and are 
characterized as steady-state phenomena (e.g. harmonics, 
voltage fluctuations, unbalance, etc.). The “events” are 
sudden, generally large deviations from the normal voltages 
and currents (e.g. interruptions, voltage dips, rapid transients, 
etc.) and are characterized as random phenomena, generally 
caused by particular operating conditions (incidents).  

Another type of device for acquiring data from the grid is 
represented by the Digital Fault Recorder (DFR), an 
instrument installed in the electric substations for recording, 
during a particular event like a failure, the waveforms of the 
monitored quantities [5]. Moreover, the DFR is also able to 
store in digital and analog form the state and the values of the 
connected protections installed in the substations. 

Various commercial solutions can be considered to collect 
data from the different available devices: in general, the 
simplest and most common solutions are based on software 
developed by the device manufacturers to set the 
configuration data as trigger levels and other operative 
parameters. This software has also the capability to 
communicate and collect data from the measurement device. 
However, these applications cannot be used for a device 
produced by a different manufacturer and, in a heterogeneous 
scenario, the data collection might be problematic. The 
possibility to obtain data directly from the device using its 
internal memory as a buffer allows going beyond the 
manufacturer’s software. But, generally, data are saved in a 
different format in compliance with different versions of the 
specific standards. In this case, the processing stage must be 
preceded by a harmonization of the acquired data. 



In recent years, different open-source solutions, 
specifically made for the power system context, have been 
designed. They allow using data from devices of different 
manufacturers and also give the chance to extend the 
functionality of the software by introducing ways to integrate 
new functionalities. In this context, the software from Grid 
Protection Alliance (GPA)[6] could be considered. However, 
the possibility to integrate data provided by different devices 
specifically designed for different aims, such as PMUs, 
DFRs, and PQMs, remains a difficult task. 

To correlate the data provided by heterogeneous devices, 
time synchronization plays an important role. In the PMU, 
time synchronization is not only needed to time tag the 
measurements, but it is intrinsic in the definition of the 
measured quantity [1], [2]. For the PQM, synchronization is 
an important characteristic, which can be also used to classify 
the device’s performance; for example, in [7], the highest level 
of time accuracy is required for measurement class A, to be 
used where accurate measurements are necessary. The DFR 
requires time synchronization to time tag the event detected 
and stored, so that the correlation of events recognized at 
different nodes of the grid can be studied. A different level of 
synchronization accuracy characterizes each type of 
measurement device; this aspect needs to be considered during 
the correlation process. 

In this scenario, it is important to highlight that PMUs, 
PQMs and DFRs could be considered as functionalities 
included in the same measurement device. For example, in the 
market, synchrophasor measurements could be found in an 
instrument with DFR capabilities [8]. In another case, the 
PMU functionality can be accompanied by PQM 
functionalities [9].  

The possibility of sharing the information provided by 
these different devices and exploiting them in an integrated 
way can significantly increase the awareness of the state of the 
electric grid, thus allowing system operators to develop 
advanced management and control applications. To this 
purpose, this work proposes an integrated and unified 
platform designed to handle data from heterogeneous 
instruments characterized by a high measurement speed.  

The different data formats of the different instruments are 
firstly illustrated. Then, the main components of the unified 
platform are described. Finally, the development and 
validation of the proposed solution for an integrated system 
aimed at analyzing events and trend data and displaying 
georeferenced data are presented and discussed. 

II. WAMS MEASUREMENT INSTRUMENTS AND DATA 

A. Phasor Measurement Units 

In the electric systems, the synchronized measurements 
provided by the PMUs can be classified as trend data. The 
devices installed by Terna constantly send streams of data 
with a reporting rate equal to 10 or 50 measurements per 
second (sometimes referred to as frame per second, FPS). 
Thanks to the interoperability provided by the international 
standards and a laboratory verification before installing in the 
field, the actual WAMS of Terna is a heterogeneous system 
composed of PMUs from different vendors. The data packet 
provided by the PMUs is defined in the standard [10]. The 
core of the data packet is represented by the timestamp, which 
guarantees the possibility of correlating measurements from 
the devices installed in the nodes of the grid. The usual 

synchronization accuracy with respect to the Coordinated 
Universal Time (UTC) is in the order of 1 µs. The 
synchronized data are always sent with the time 
synchronization quality, which is an essential information to 
guarantee the measurement accuracy. Other types of 
information could be included in the data packets [10], such 
as the information about the system and the other devices 
installed in the substation. The data packet size strictly 
depends on the number of voltages and currents monitored by 
the PMU. This aspect is relevant during data concentration, 
when all the information provided by the devices is collected 
and stored in the central PDC directly connected to the control 
station [11]. The data are processed in the PDC to create a 
single stream of data with packets sharing the same 
timestamp. All the measurements are finally processed and 
stored in a specific database for the time-series data. The data 
are fetched for real-time applications and, when needed, for 
post-event analysis. 

B. Power Quality Meters 

According to the different nature of PQ disturbances, the 
data provided by PQMs could be divided into trend data, 
whose relevant indices are evaluated continuously (like the 
10-minute rms, total harmonic distortion, and so on) and are 
generally reported in a statistical form in a final report, and 
event data, which are usually triggered when a given threshold 
level is exceeded. The PQM stores the data into internal 
memory and can be interrogated with a fixed time interval to 
download the data. Generally, the information is stored in the 
PQDIF files [12], specifically defined to guarantee the 
interoperability of PQ information provided by devices from 
different vendors. According to [7], the PQM should be 
synchronized with the UTC, providing the possibility of 
correlating the data with other devices' information. However, 
the maximum level of time accuracy suggested for the highest-
quality devices (Class A) is 20 ms. This could be an issue in 
the heterogeneous data correlation procedure with different 
levels of time accuracy. Moreover, the synchronization status 
might be unavailable in the data, thus increasing the level of 
uncertainty. 

C. Digital Fault Recorders 

The data collected by DFRs are related to the pre- and 
post-fault conditions of currents and voltages. Moreover, 
DFRs can acquire various status data, such as the sequence of 
circuit breakers. A very high sampling frequency 
characterizes this device, and, while the data cannot be used 
for real-time operation, it is an important element for the post-
failure analysis. Generally, data are stored in COMTRADE 
files [13] with information concerning the recorded 
disturbances depending on the trigger levels set in the device. 
Moreover, the COMTRADE file stores the information about 
the status of the protections installed in the substation. The 
information consists of analog and digital data often used for 
post-fault analysis. The device installed in the substations 
automatically sends each recorded data, typically once a day, 
but the data can also be downloaded manually from the device 
with the specific manufacture’s software [14].  

III.  PROTOTYPE OF THE INTEGRATION SYSTEM 

 The overall design of the prototype of the system aimed at 
integrating data from heterogenous measurement devices can 
be divided into three parts, as shown in the schematic 
representation of Fig. 1.  



The first part refers to the PMU-based WAMS, where the 
data is considered a stream of information following a 
hierarchical architecture. The WAMS exploits some of the 
open-source software tools made available by the Grid 
Protection Alliance [6]. The synchronized data sent by the 
PMUs are collected from the PDC software OpenPDC [15] 
(O-PDC block in Fig. 1) to aggregate the multiple input 
streams into a single data stream on a timestamp basis. The 
OpenHistorian application [16] (O-H block in Fig. 1) receives 
the single data stream with the aim to send the measurements 
to various applications (App. Block in Fig. 1) designed to 
store, visualize, and process the data. In the proposed 
architecture, the primary task of OpenHistorian is the 
visualization of the collected data and the storage of the 
information into the database InfluxDB [17], dedicated to data 
time series.   

The second part of the architecture refers to PQM and DFR 
data, which, unlike the data provided by the PMUs, are based 
on events. In this case, the information is stored in a dedicated 
file only if the measurement device recognizes a PQ (or fault) 
event. This different characteristic of the information requires 
a different approach to collect the data. In the proposed 
architecture, the data are preliminarily obtained from the 
PQM/DFR devices and stored thanks to a dedicated software 
tool Open-XDA [18] (O-XDA block in Fig. 1), which is in 
charge of handling PQDIF and COMTRADE files and 
categorizing them depending on the recognized information. 
Data are finally made available for the visualization into a 
dedicated platform for events (PQ-dashboards, PQ-dash. in 
Fig. 1) and into a Microsoft SQL database. 

As a third element, on top of the architecture, a specifically 
designed software (System Integrator in Fig. 1) is in charge of 
linking the PQM/DFR information stored as events with the 
stream of synchronized data from PMUs, with the aim of 
providing the information to higher-level applications.  

The functionalities of the system integrator can be 
summarized according to the scheme shown in Fig. 2.  The 
events registered and provided by PQMs and DFRs, classified 
and stored into the "events" database, are used as search keys 
for information in the PMU time-series database. In particular, 
an event, along with the timestamps concerning its start and 
end time, is used to evaluate portions of information from the 
PMU devices installed in the area close to the site monitored 
through the PQM or DFR that recorded the event. To 
overcome the issues that may arise due to devices featuring 
different levels of time accuracy, the fetched information 
includes a given amount of data before the start and after the 

end of the event. The time-series data are therefore available 
for the algorithms in charge of evaluating the impact of the 
events in the neighboring nodes monitored by PMUs. The 
system is scalable to work in parallel with different 
algorithms. Finally, the system can share the processed 
information in a web-based report.  

IV. TESTS AND RESULTS 

A. Test System  

A test system has been built for the integration of the PQM 
and DFR data with the synchronized data provided by a PMU-
based WAMS, replicating the data structure considered in the 
WAMS managed by Terna. The considered PMUs are both 
commercial PMUs and simulated PMUs with communication 
capabilities [19]. 

B. Prototype validation 

The prototype was preliminarily validated through data 
created specifically for the test. In particular, a fictitious PQ 
tool has been configured with its associated data in the form 
of PQDIF files, which include power quality events and 
corresponding timestamps (Fig. 3). The same type of event 
was artificially recreated and reproduced as a stream of IEEE 
C37.118.2 data coming from a PMU simulator interfaced to 
the aforementioned synchrophasor data management systems. 

The system integrator was then tested to verify the search 
functionality used to retrieve the data relating to PQ events 
processed by O-XDA and stored in the Microsoft SQL 
database. Furthermore, the functionality concerning the 
interrogation of the database containing the WAMS data 
correlated to the considered PQ event was verified.  

The tests gave a positive result and made it possible to 
proceed towards the verification test based on real data that is 
necessary for integration with Terna's systems. 

 

 
Fig. 3. PQDIF file concerning the voltage dip detected by the PQ 

meter. 

 

 

 
Fig. 1. The proposed architecture based on time series and events 

data. 
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Fig. 2. System Integrator. 

 



C. Application example 1 

The first validation tests with real-world data refer to PQM 
and PMU data. The PMU data were reloaded into the 
prototype's local WAMS database, while the PQM data were 
processed by the O-XDA software adding the definitions of 
the PQMs, as required by the configuration of new tools in the 
GPA software. 

Among the tested data, her the focus will be on an 
example, that is on a single event recorded by a PQM on 
12/12/2020 at 09:59. The PQDIF files relating to the 
instrument installed in Ciserano substation were processed by 
the O-XDA software and loaded into the "events" database. 
This information was automatically made available to the 
software's internal analysis interfaces and to the PQ 
Dashboard platform. 

Fig. 4 shows the recording of a voltage sag that particularly 
affected phases B and C, with a variation of about 10%. 

 

The system integrator selects the PMUs installed in the 
neighborhood of the PQM installation point. This process is 
made easier by the possibility of choosing the PMUs based on 
the geographical proximity of the examined instruments, 
using maps and devices georeferenced at configuration time. 
Fig. 5 shows an example of the WAMS data relating to the 
selected PQ event. 

It is possible to see that, in the time window of five 
seconds, the two sets of three-phase voltages at the 
Rondissone and Bulciago PMUs were selected. PMU data 
were saved with two different reporting rates: 10 FPS and 50 
FPS. Both PMUs detect a phenomenon in conjunction with 
the recorded PQ event. This variation mainly involves the 
voltages of phases B and C of both PMU, as for the PQ event, 
but with a variation limited to about 2%.  

 

 

This kind of integrated information can be exploited for 
further analysis, such as those aimed at locating the source of 
voltage sags between medium voltage and high-voltage 
systems [20]. 

D. Application example 2 

The second example shows the capability of the overall 
system to correlate the events detected by the different 
measurement devices.  

In this example, we will focus on the event detected on 
12/12/2020 at 10.49, about one hour after the voltage dip 
shown in example 1. Fig. 6 shows the events found by the 
DFR installed in the transmission substation at Maleo. The 
DFR provides a COMTRADE file with the samples of the 
voltage waveform, and O-XDA allows an evaluation of the 
acquired data through RMS values calculation. In particular, 
the voltage sag affected mainly phase A and B.  

 

At the same time, the event was also acquired by the PQM 
in Ciserano, close to the DFR. In Fig. 7, it is possible to see 
the voltage sag at the distribution level, which mainly affected, 
also in this case, phases A and B. From Figs. 6 and 7, the 
difference between the portions of the data acquired from the 
DFR and PQM can be highlighted. In the first case, the portion 
includes pre- and post-event regions. In the second case, the 
portion is more limited, but it is enough to evaluate the impact 
of the voltage sag. It is important to highlight that the time 
correlation is provided autonomously by the O-XDA 
software. 

 

Finally, to evaluate the impact of the events from the point 
of view of the PMUs installed near the DFR and PQM, the O-
XDA needs to be assisted by the developed system integrator. 
Fig. 8 shows 5 s of data recorded by the PMUs installed at the 
substations of Rondissone and Bulciago. In particular, the 
figure reports a portion of the voltage synchrophasors 
measured by the two PMUs fetched from the time series 
database. Close to the timestamp of the voltage sag, it is 
possible to observe that, similarly to the case studied in the 

 
Fig. 4. RMS values [kV] recorded by a PQM during a voltage sag. 

 
Fig. 5. Time series of voltage magnitudes provided by the two PMUs 

installed near the PQM. 

 
Fig. 6. RMS values [kV] recorded by a DFR during a voltage sag. 

 
Fig. 7. RMS values [kV] recorded by a PQM during a voltage sag. 



previous subsection, the voltage variation in the high- voltage 
transmission grid is limited to about 2 %. 

 

V. CONCLUSIONS 

Smart grids require different kinds of measurement 
devices to acquire all the quantities of interest and provide the 
relevant indices to monitor and control operations. 
Synchronized measurements can be provided by different 
elements such as PQMs, DFRs and PMUs.  

The format of the data and the synchronization level could 
be different for each component and, moreover, the 
information could be either event-based or time-series based.  

In this scenario, the harmonization process of different 
data in a single platform, with the aim to increase the 
awareness of the state of the grid, would be a valuable tool for 
the protection and automation processes. The paper has 
proposed a prototype of system to support the integration of 
data provided by PQMs and DFRs with the time-series data 
provided by the PMUs and has shown, through examples, the 
benefits arising from the integration system able to correlate 
events measured by different measurement devices. 
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