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Abstract—Digital Twins (DTs) are increasingly adopted in IoT
systems as autonomous agents capable of providing services
and interacting within distributed ecosystems. However, most
trust management solutions rely on overly idealized assumptions:
service evaluations are always accurate, and benevolent nodes
never make mistakes. These assumptions limit the applicabil-
ity of such models in realistic scenarios, where uncertainty
and imperfection are the norm. This paper proposes a trust
management model tailored to more realistic DTs, where both
service providers and requesters may introduce errors. Providers
may fail due to physical or software limitations; requesters
cannot rely on objective ground truth to evaluate outcomes.
To capture this complexity, we introduce a feedback mechanism
based on divergence from aggregated results, rather than binary
correctness. We define an IoT scenario where DTs dynamically
offer and request services. A trust computation model is applied
to distinguish truly malicious nodes from those affected by
faults, reducing false positives. Simulations confirm improved
trust accuracy and system resilience under realistic conditions.

Index Terms—Digital Twins, Trust Management Systems,
Feedback Evaluation, Internet of Things.

I. INTRODUCTION

The increasing adoption of Digital Twins (DTs) as au-
tonomous agents in IoT ecosystems has paved the way for
more intelligent, distributed, and adaptive systems. DTs are no
longer confined to static digital replicas of physical entities but
are evolving into collaborative agents capable of exchanging
knowledge, making decisions, and delivering services across
heterogeneous infrastructures [1]. However, despite their grow-
ing relevance, current deployments are still dominated by
vertical, application-specific DTs, often isolated and tailored
for narrow objectives [2]. The transition toward horizontal
integration, where DTs dynamically interact, cooperate, and
share resources, introduces new opportunities and new chal-
lenges, particularly concerning trust management.

In traditional trust management systems (TMSs) for IoT, the
evaluation of a node’s behaviour typically relies on idealised
feedback, assuming perfect observations and attributing any
deviation from expected behaviour to malicious intent [3].
Such simplifications overlook the complexity of real-world
environments, where errors may originate from benign causes,
such as sensor noise, outdated models, or misaligned con-
textual data [4]. In this scenario, overly rigid trust models
risk excluding useful nodes simply because they operate under
suboptimal conditions.

This paper addresses these limitations by focusing on sce-
narios where both trust requesters and providers operate under
uncertainty. On the one hand, requesters can only evaluate
a service based on aggregated or subjective perceptions, in
the absence of a known ground truth; on the other, providers
may offer degraded or incorrect outputs due to limitations
in sensing accuracy, computational models, or environmental
noise. These imperfections are intrinsic to DT-based systems
and must not be mistaken for malicious behavior.

To this end, we introduce a novel trust framework tailored
for realistic DT scenarios, where errors and uncertainties are
explicitly modelled, and feedback is inherently imperfect. Our
scenario builds on a cooperative DT network where each
node provides and consumes services, i.e. DTs are considered
prosumers, and trust evolves through distributed feedback
mechanisms based on observed outcomes and social context.
We focus on inter-DT interactions, a largely underexplored
area, where collaboration among DTs is crucial for composing
services, aggregating knowledge, and enabling robust IoT
applications [5]. The main contributions of this work are:

1) A feedback model tailored to imperfect and decentral-
ized evaluations, where each requester computes trust
based on divergence from aggregated service results,
accounting for both observational noise and systemic
ambiguity.

2) A trust mechanism robust to uncertainty, capable of
detecting malicious behaviors while minimizing false
positives due to honest but inaccurate providers, pre-
serving collaboration in noisy real-world environments.

In the following, Section II introduces the concept of DTs
and discusses the state of the art of TMSs, whereas Section
III describes the reference scenario. Moreover, Section IV
illustrates the policies to evaluate the feedback, and Section
V proposes a trust model that takes into account these real-
istic aspects. Finally, Section VI analyses the impact of this
uncertainty on the model and presents the performance, while
Section VII draws conclusions.

II. BACKGROUND

A. The concept of Digital Twin

A DT can be defined as the digital counterpart of a
physical entity, dynamically mirroring its properties, state, and



behavior through data-driven models [6]. This representation is
maintained in continuous synchronization with the real world,
enabling real-time interaction between the two domains. DTs
are thus not merely static digital replicas but evolve in parallel
with their physical counterparts, continuously assimilating
information and providing analytical or predictive elaboration.

Initial DT developments have mainly followed vertical ar-
chitectures related to specific domains, emphasizing synchro-
nization [7]. These approaches aim to ensure representative-
ness and consistency. For instance, in the automotive sector, [2]
surveys DT implementations centered on battery management
and intelligent charging in electric vehicles. Similarly, [8]
introduces a DT framework for smart buildings, focusing on
air quality control and thermal comfort management. Despite
their effectiveness, such vertical systems often operate as
isolated systems with limited interoperability and scalability.

To address these limitations, early standardization initiatives
have emerged, notably the ISO 23247 framework [9], which
proposes a reference architecture for DTs. The model identifies
three fundamental entities: the Device Communication Entity,
in charge of data collection and command exchange with the
physical device; the Digital Twin Entity, responsible for data
processing, simulation, and optimization; and the User Entity,
which hosts user applications and interacts with DT services.
Although the ISO framework represents a significant step
toward DT systems, several open issues remain unresolved,
particularly concerning their reliability and the exchange of
data among interconnected DTs.

B. Trust Management Systems

Existing TMSs can be broadly classified according to the
type of information used for trust evaluation. The first category
encompasses models based on parameters, where trust is
derived from the static characteristics of providers. These in-
clude objective indicators such as service latency, availability,
or energy efficiency, as well as contextual or social factors
describing the node’s role in the network [10]. A second group
of models builds trust from historical behavior, using past
interactions as the primary input for evaluation. These systems
continuously update trust scores through learning mechanisms
or statistical aggregation of feedback [11]. Some models
integrate distributed computation or blockchain records to
prevent tampering, thus providing transparency and resilience
against manipulation [12]. The third class relies on models
based on recommendations, where nodes exchange opinions to
estimate the reliability of unknown nodes. These frameworks
often weight recommendations according to the credibility of
the recommending node, sometimes supported by reputation
management to mitigate false information [13]. While this
approach accelerates trust propagation across the network,
it may also amplify erroneous evaluations if not carefully
evaluated. Despite their differences, most existing TMSs share
common limitations. They typically assume perfect service
evaluations and tend to treat all deviations from expected
behavior as malicious. However, in realistic DT environments,

where errors could occur, these simplifications can lead to
misclassifying benevolent as untrustworthy.

Moreover, in general, state-of-the-art TMSs primarily focus
on the detection of malicious behaviors, aiming to prevent
uncooperative nodes from compromising the network [14].
The literature identifies a variety of trust-related attacks, which
can be divided into static and dynamic types depending on
whether malicious behavior remains constant or varies over
time. Static attacks deliver poor services, while dynamic ones
alternate between cooperative and malicious behavior to avoid
detection. Both forms disrupt the reliability of networks and
highlight the need for TMSs capable of operating in real-world
DT scenarios, affected by errors and attackers.

III. SCENARIO

The scenario is modeled as a set of interconnected DTs
denoted by N = {n1, n2, ..., ni, ..., nI}, where I represents
the total number of nodes in the network and ni a generic
DT. The resulting structure can be represented as an undirected
graph G = {N , E}, where E ⊆ {N ×N} is the set of edges.
Each edge identifies a bidirectional communication between
two DTs. For each node ni, it is defined the set of its direct
neighbors as Ni = {nj ∈ N : (ni, nj) ∈ E}, i.e., the DTs
with which ni can directly interact. Moreover, given two DTs
ni and nj , it is defined Hij = {nz ∈ N : nz ∈ Ni ∩ Nj} as
the set of their common neighbors. Every DT in the network
can provide one or more services. Let Sj denote the set
of services offered by node nj . When a DT ni requests a
particular service sh, a discovery mechanism identifies the
subset of possible providers Ph = {nj ∈ N : sh ∈ Sj}.
The requester then needs to decide which provider to select
among those in Ph, based on their trust level. The trust value
is derived from the analysis of different providers, as will
be illustrated in the next sections of this manuscript, and
computed locally by each node using the feedback gathered
from past interactions, so that different DTs may hold distinct
opinions about the same peer depending on their individual
experience. After each service interaction k between requester
ni and provider nj , the requester assigns a feedback value
fk
ij ∈ [0, 1], where 1 indicates full satisfaction and 0 a

completely unsatisfactory outcome. The set of all feedback
values related to the interactions between ni and nj can
thus be expressed as Fij = {f1

ij , f
2
ij , ..., f

Kij

ij }, with Kij

being the last transaction between them. In the following, to
avoid overloading the notation, the superscript k is omitted
for variables related to interactions; the index is explicitly
shown when required, such as in expressions summing over
interactions.

An illustrative example of the proposed scenario is reported
in Figure 1. In this example, the DT n1 issues a request
for service s7. The Service Discovery component analyzes
the network, considering only neighboring nodes in a de-
centralized scenario or the entire network in a centralized
one, and identifies the set of possible providers. The Node
Selection phase then chooses the most suitable nodes among
these candidates, which may also be selected based on their



Fig. 1. Reference scenario.

trust levels, as will be illustrated in the next section. In this
example, n5 and n9 are chosen to provide service s7. After
the service delivery, the Feedback Evaluation module assesses
the quality of the received services and produces a feedback
score for each provider. Specifically, the Node Selection and
the Feedback Evaluation are modeled as realistic components
that introduce overheads (i.e., retrieving the same data from
multiple nodes) and uncertainties (i.e., non-binary feedback),
influencing trust updates and subsequent service interactions.
Indeed, these feedback values are then processed by the Trust
Model, which updates the trust levels of the involved nodes.

As illustrated in section II, each DT can exhibit either
benevolent or malicious behavior. Benevolent DTs are de-
signed to cooperate by correctly providing the requested
services; however, even these entities are not immune to inac-
curacies. Indeed, realistic DTs may produce outputs affected
by errors due to hardware limitations, communication noise, or
data processing inaccuracies. Consequently, even cooperative
DTs can introduce uncertainty into the system, leading to
errors in the provided service values. In this context, the
service providing error is defined as the deviation between the
actual service value generated by a DT and the corresponding
ground truth value during transaction k, denoted as vtrue.
The error can be modeled as a Gaussian distribution centered
around the true value, representing the likelihood that a DT
provides a service value close to or far from the expected one.
Let δ be the error factor associated with the service provided
by a benevolent DT. The probability function of the provided
value vij , representing the service delivered by node nj to
requester ni, can be expressed as:

Prob(vij) = e−
(vij−vtrue)2

2σ2 (1)

where the parameter σ controls the spread of the Gaussian
curve: smaller values of σ correspond to highly precise DTs
with low measurement errors, while higher values represent
less reliable but still benevolent DTs. Specifically, σ is related
to the probability of error p of the provider through the ex-
pression σ2 = δ ·p, where δ is a scaling factor that determines
the magnitude of the error variance. The ground truth value is

located at the center of the distribution, corresponding to the
expected service output.

In the next section, the feedback evaluation mechanism is
discussed along with the node selection phase, highlighting
that inaccuracies in interactions derive not only from errors
introduced by service providers but also from those arising on
the requester side, where the received service is evaluated and
scored.

IV. FEEDBACK EVALUATION MECHANISM

Given a service request for sh issued by requester ni, the
Service Discovery component returns the candidate set of
providers Ph = {nj ∈ N : sh ∈ Sj}, from which the Node
Selection chooses the subset to query. Specifically, providers
are first sorted according to their trust values Tij , and the
most trustworthy ones are selected, corresponding to a fixed
percentage of the top-ranked nodes, while ensuring a minimum
number of providers is always included.

Once the subset of providers is defined, each selected DT
nj delivers its service output vij in response to the request of
ni. Let Ch ⊆ Ph denote the set of providers actually selected
during transaction k for service sh. After all responses are
collected, the requester computes a reference value, referred
to as the pseudo ground truth v∗, which serves as a benchmark
for evaluating the received results. This pseudo ground truth is
obtained by aggregating all service values provided in the same
transaction, using one of several possible strategies. In line
with previous work [15], the pseudo value can be computed
as the average or the median of the collected values. In
addition, two variants are introduced: the trusted average and
the trusted median. In the trusted average, each contribution
vij is weighted according to the current trust value of the
provider:

v∗ =

∑
nj∈Ch

Tij · vij∑
nj∈Ch

Tij
(2)

Similarly, the trusted median is obtained by applying the
median operation only to the subset of the most trusted nodes.

As soon as the pseudo ground truth v∗ is computed,
each provider’s output vij is compared against it to derive
a feedback score fij ∈ [0, 1]. This evaluation follows a
triangular function centered at v∗, where the feedback assumes
its maximum value when the received service exactly matches
the pseudo ground truth and decreases linearly as the deviation
increases. Let dij = |vij − v∗| denote the absolute deviation
between the provided and the reference values. Then, the
feedback function is defined as:

fij =

1− dij
τ

, 0 ≤ dij

0, dij > τ,
(3)

where τ is a parameter defining the maximum acceptable
deviation from the pseudo ground truth. Within this range,
the feedback decreases linearly from 1 (perfect match) to 0
(divergent output). This formulation allows the system to adapt



Fig. 2. Triangular feedback function used for the feedback evaluation. The
blue region represents the application accuracy determined by τ .

the evaluation depending on the application or service type.
For instance, applications requiring high precision can use
smaller τ values, whereas more tolerant contexts may adopt
larger thresholds.

As illustrated in Figure 2, the pseudo ground truth v∗ is used
as a reference to evaluate the received services, even though
the actual true value vtrue is unknown to the requester. The
difference between these two values represents the evaluation
error introduced by the requester in the feedback computation
process. This misalignment may lead to inaccurate assess-
ments: for example, an interaction that is unsuccessful from the
application standpoint (i.e., |vij−vtrue| > τ ) may still receive
a non-zero feedback; this situation is highlighted by the limit
case in the figure, with a large separation between v∗ and
vtrue. These variations can originate from the uncertainty of
benevolent providers, whose outputs are affected by sensing or
computation errors, but significant discrepancies are generally
caused by malicious behaviors. In this context, a trust man-
agement model is required to mitigate these effects, isolating
malicious nodes and preventing them from being selected as
future service providers.

V. TRUST MANAGEMENT SYSTEM

As illustrated in Section III, once the feedback values
fk
ij are generated, the TMS makes use of them to estimate

the reliability of each provider. The model combines direct
observations and neighbor recommendations, and its purpose
is twofold: to reduce the impact of errors produced in the
requester and provider sides, and to identify malicious entities,
excluding them from future service selections. After each
interaction k, the requester ni updates its trust toward provider
nj as follows:

Tij = θijRij + (1− θij)Dij (4)

where θij ∈ [0, 1] controls the influence of the recom-
mendations and direct components. This parameter decreases
exponentially with the number of interactions between i and j,
following θij = e−λKij , with λ > 0 and Kij representing the
total number of interactions. Consequently, recommendations
dominate during the initial phase, while the direct component
becomes more relevant as experience accumulates.

The recommendation component Rij aggregates the opin-
ions that requester ni receives from its neighbors Ni, as
follows:

Rij =

∑
z∈Ni

Tiz Tzj∑
z∈Ni

Tiz
, (5)

with the convention Rij = 0.5 if no valid recommendations
are available. This weighted mechanism ensures that poorly
trusted recommenders have minimal impact on the overall trust
estimation.

On the other hand, the approach of the direct component
evaluation relies on a clustering approach, where each node
maintains a centroid representing the typical behavior of peers.
The direct component Dij captures both long-term and short-
term behavioral trends of the provider. The long-term value
represents the historical mean of all feedback:

Lij =
1

Kij

Kij∑
k=1

fk
ij , (6)

while the short-term value focuses on recent interactions
through an exponentially decreasing weight function:

Nij =

KS∑
k=1

wk f
k
ij , (7)

where KS is the size of the window used to emphasize the
most recent interactions. The weight wk follows a geometric
distribution so that the most recent feedback values have a
higher influence. Specifically:

wk = ρ(1− ρ)k−1 +
εres
KS

, (8)

where ρ ∈ (0, 1] controls the decay rate, and the residual
term εres compensates for the truncated tail of the infinite
geometric series:

εres =

∞∑
r=KS+1

ρ(1− ρ)r−1. (9)

Let xij = (Lij , Nij) denote the behavior point mapped
within [0, 1]2. Requester ni maintains a centroid ci repre-
senting the center of the trustworthy cluster. The centroid is
updated only when the feedback is above a reliability threshold
TH, to avoid the influence of malicious responses:

ci =

c
(k−1)
i + µ(xij − c

(k−1)
i ), if fk

ij > TH

c
(k−1)
i , otherwise

(10)

with in the first interaction c0i = (0.5, 0.5) and µ ∈ (0, 1].
The direct trust Dij is then computed from the normalized
Euclidean distance between the current behavior point and the
centroid:

Dij = 1− ∥xij − ci∥2√
2

(11)

with Dij ∈ [0, 1].



VI. PERFORMANCE EVALUATION

A. Simulation Setup

The goal of this Section is to evaluate the behavior of the
proposal under different network conditions and malicious
behaviors. The model is tested considering DTs mirroring
temperature devices as a single representative service in order
to accelerate simulations. This is done just to showcase the
system’s behaviour under steady-state conditions, but it is
extensible to other service types. The setup employs a portion
of a well-known IoT network [16] comprising 791 nodes,
in which these are interconnected through predefined links.
Furthermore, the nodes have been partitioned into 27 groups.
This is achieved using a Dirichlet Process (DP) [17], due to
its ability to produce clusters with a skewed size distribution,
with a concentration parameter set to α = 0.8, resulting in 27
clusters. Each group corresponds to a unique location and, to
provide a realistic background, the network is enhanced with
real data from 27 different cities in the US [18].

Each physical device generates data according to Section III,
using a scaling factor (δ = 1) and varying the parameter p to
emulate devices with different accuracies. Feedback values are
computed through a triangular function with τ = 1.7, which
allowed obtaining a not too negative feedback value (around
0.4) with a variation of ±1◦C. Moreover, regarding the trust
model described in Section V, the trust value T 0

ij between each
pair of nodes is initially set to 0.5, while all the parameters
are kept constant across simulations to ensure comparability.
In particular, λ is set equal to 0.35, which assigns a meaningful
weight to recommendations while ensuring that, after five
interactions, their impact is reduced to less than 10% of that
of direct interactions. The parameter ρ = 0.5 controls the
short-term component of the trust computation related to the
last KS = 10 interactions, whereas µ = 0.5 determines the
influence of each individual interaction on the centroid update.
Finally, the threshold defining the minimum feedback required
to update the centroid is set to TH = 0.4.

The simulations have been conducted emulating the interac-
tions among DTs, where each simulation comprises 300, 000
queries. Specifically, query-based interactions have been run,
where each DT (the requester) queried a group of DTs (the
providers) for the desired service. The providers are then
selected as the top 25% most trusted nodes when the group size
is sufficiently large; otherwise, a fixed minimum number of
providers is enforced. Finally, malicious nodes are modeled to
provide incorrect services by reporting values from a Gaussian
distribution whose mean is offset from the ground truth. This
offset is randomly chosen from a range of [−5,+5].

B. Performance

The initial set of simulations is designed to compare four
aggregation strategies for computing the pseudo ground truth:
simple average (AVG), trust-weighted average (T-AVG), me-
dian (MED), and trust-weighted median (T-MED). Two values
of error probabilities have been tested, with p ∈ {0.1, 0.4},
together with two percentages of malicious nodes, i.e. 40%

TABLE I
PERFORMANCE COMPARISON OF AGGREGATION METHODS.

AVG T-AVG MED T-MED
Malicious p init. steady init. steady init. steady init. steady

40% 0.1 0.40 0.19 0.40 0.15 0.15 0.10 0.15 0.11
0.4 0.48 0.30 0.48 0.26 0.30 0.22 0.32 0.22

70% 0.1 0.59 0.45 0.59 0.36 0.39 0.19 0.40 0.16
0.4 0.60 0.49 0.60 0.42 0.52 0.33 0.55 0.30

Fig. 3. Comparison of the malicious provider selection ratio and the MAE
for two minimum provider settings: (a) 10 providers and (b) 5 providers.

and 70%. Accuracy is quantified via the Mean Absolute Error
(MAE) between the unknown true value vtrue and the estimated
pseudo ground truth v∗ in the initial phase (on the first 10
queries per requester) and the steady-state phase. Table I
summarizes the results, from which a pattern can be observed:
accuracy is degraded as either the error probability or the
percentage of malicious providers increases. Nevertheless,
strategies based on the median are found to be more robust,
in which the influence of attackers is attenuated as these
are treated as outliers, limiting their effect on the pseudo
ground truth. When trust weights are incorporated, robustness
is further improved in the steady state, since contributions from
low-trust providers are poorly weighted. For these reasons, the
trust-weighted median is adopted in the next simulations as the
default aggregator for computing the pseudo ground truth.

The second experiment, in Figure 3, examines the model’s
filtering ability, comparing two configurations with a minimum
of 10 providers in the selection mechanism (Figure 3a) and 5
ones (Figure 3b), both with p = 0.2. The results reveal a
clear trade-off between filtering effectiveness and aggregation
accuracy. The second configuration excels at filtering: the
percentage of selected malicious providers drops to zero, as the
low threshold allows the system to discard them. Conversely,



Fig. 4. Success rate for different error probabilities p in a network with 40%
malicious nodes.

Fig. 5. Trust for a single dynamic provider alternating behaviors every 20
queries.

the first configuration achieves a lower MAE. This result
occurs because the trust-weighted median benefits from the
larger statistical sample. This larger sample is more effective at
decreasing the effects of inaccuracies, even though the higher
number of providers forces the inclusion of a few malicious
nodes, discarded by the trusted approach.

To further test the model, the success rate is evaluated in a
network with 40% malicious providers, and with a minimum
provider threshold equal to 5. The simulation is analyzed
in terms of success rate, where a query is successful if
|vtrue − v∗| < 0.5. As shown in Figure 4, for all values of
p the success rate rises rapidly at first and then stabilizes at
the last queries. This behavior indicates that performance is
no longer constrained by malicious DTs, which are effectively
discarded, but by the probability of error of benevolent nodes.

Finally, the model is tested against dynamic malicious
nodes. A single provider is programmed to alternate between
benevolent and malicious behavior every 20 queries. As shown
in Figure 5, trust rises rapidly during the initial benevolent
phase (0–20 queries) and then drops after the first switch
(20–40). When benevolent behavior resumed (40–60), trust
recovered but remained below its earlier maximum, indicating
persistence of negative history and a more conservative re-
admission of the provider, thereby protecting the system
against dynamic attacks and reducing the opportunity for
repeated attacks.

VII. CONCLUSIONS

This paper introduced a trust model for Digital Twin sys-
tems operating under realistic conditions, where errors from

both providers and requesters are possible. By leveraging
aggregated feedback rather than binary evaluations, our model
reduces false positives and supports more inclusive trust
management. Simulation results confirm improved accuracy
and resilience, even in noisy environments. Future work will
explore adaptive strategies and real-world deployment.
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