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 a b s t r a c t

Text-to-Image retrieval (IR) systems are widely used to match images to specific textual queries, often leveraging 
publicly available Vision-Language Pretrained models (VLPs) for their generalization capabilities. However, due 
to the diverse and open nature of the image data they rely on, these systems remain vulnerable to data poisoning 
attacks, where malicious images are injected into the database to manipulate retrieval results. Prior work has 
demonstrated the effectiveness of attacks when the exact user query is known at retrieval time. However, this 
assumption is often impractical, as users tend to express similar intents using varied, semantically equivalent 
queries (e.g., through synonyms), which reduces the effectiveness of existing attacks.
 In this paper, we address this gap by proposing an attack that remains effective even when users issue seman-
tically varied queries. We introduce Collisio , a novel poisoning method that crafts a single poisoned image 
to be retrieved under any semantically equivalent form of a target query. To achieve this, Collisio leverages 
an Expectation over Queries (EoQ) strategy, generating a diverse set of synthetic and selectively transformed 
query variants, and then optimizes the poisoned image to align with them. We extensively evaluate Collisio

on the Flickr30k and MSCOCO datasets across multiple VLPs, demonstrating the severity of Collisio under 
realistic query variations. Given the implications of this vulnerability, we examine countermeasures based on 
adversarially trained models and a data preprocessing defense, highlighting both their mitigation potential and 
the trade-offs involved.

1.  Introduction

Text-to-Image retrieval (IR) systems enable users to search and re-
trieve images from large databases based on their semantic relevance to 
a textual query [1]. These systems extract visual features from images to 
identify those that best align with the given text, enabling meaningful 
and relevant retrieval. Recent advances in Visual-Language Pretrained 
models (VLPs), which are trained on vast datasets and made publicly 
available, have substantially improved the performance of these sys-
tems by enabling the learning of unified representations that integrate 
both visual and linguistic features [2–4]. As a result, VLPs have become 
increasingly prevalent as a standard backbone supporting the develop-
ment of IR systems across a wide range of applications [5]. These in-
clude medical imaging [6], where precision is essential for diagnostics; 
person retrieval [7], critical for security and surveillance; and vehicle 
tracking [8], used in traffic monitoring and law enforcement; media 
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companies’ recommendations [9], where effective multimodal retrieval 
enhances news content curation. Additionally, IR systems often oper-
ate on data gathered and aggregated from diverse public and private 
sources [10], enabling distributed retrieval. For instance, in healthcare, 
data may come from various distributed hospitals or research institu-
tions [11]; in surveillance or traffic monitoring, data may be collected 
from public repositories or user-generated content [12]. However, data 
stored across distributed silos often faces inconsistent monitoring and 
security protocols [13], exposing IR systems to vulnerabilities induced 
by data poisoning attacks [14]. For example, when organizations rely on 
publicly available data or third-party vendors who have access to por-
tions of the data silos yet lack direct oversight of their employees [15]. 
The security risks for modern IR systems are further heightened by the 
widespread reliance on publicly available VLPs. VLPs enable the use of 
accurate models without the high cost of training them from scratch, 
but they also make it easier for attackers to probe and exploit their
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Fig. 1. Collisio workflow.

vulnerabilities [14]. As a result, the combination of publicly available 
VLPs and loosely controlled data gathering and aggregation procedures 
extends the attack surface and opens those IR systems to novel security 
vulnerabilities.

In response to these challenges, recent research has begun explor-
ing the security concerns of IR systems , particularly the vulnerabilities 
introduced by data poisoning attacks [14,16]. These attacks aim to in-
ject malicious data into the system to manipulate retrieval outcomes at 
test time, and have been shown to severely affect system performance, 
business operations, user safety, and trust [17–19]. While these works 
reveal a impacting security vulnerability for IR systems , these attacks 
typically assume (unrealistically) that the attacker knows the exact user 
query submitted at retrieval time [19]. However, this assumption sig-
nificantly limits their practicability: in real-world scenarios, users often 
rephrase their queries using synonyms, paraphrases, or other semanti-
cally equivalent formulations. As a result, their effectiveness drops sig-
nificantly under realistic conditions.

In this work, we revisit this known vulnerability and ask whether 
poisoning attacks can remain effective even without knowing the exact 
user query. To this end, we propose Collisio , a novel targeted poi-
soning attack against IR systems that injects a single malicious image 
designed to be retrieved not only for a specific query, but also for any of 
its semantically preserving variants. For instance, consider an attacker 
targeting a media recommendation system with the goal of promoting 
a specific misleading image when users search for content related to 
climate change. Using previous data poisoning approaches that assume 
knowledge of the exact query, such as “Film about rising global temper-
atures” in our example, the attacker injects a poisoned image crafted to 
be retrieved for that specific text. However, if a user instead submits a 
semantically similar but syntactically different query, such as “Climate 
change documentary on environmental impact”, the attack is likely to 
fail: the poisoned image does not align well enough with the new query’s 
embedding to be retrieved. In contrast, Collisio , depicted schemati-
cally in Fig. 1, overcomes this limitation by crafting poisoned images 
that align not only with one specific query, but with a distribution of 
semantically preserving variations. As a result, when targeting the same 

concept, for example “Film about rising global temperatures”, our attack 
ensures that the poisoned image is still retrieved even when users submit 
queries like “Report on the consequences of global warming" or “Docu-
mentary about climate change and its effects”. To achieve this, Collisio

generates a poisoned image whose embedding aligns with the expected 
embedding of synthetically generated query transformations. We refer 
to this strategy as Expectation over Queries (EoQ). We investigate sev-
eral transformation approaches and selection methods. For transforma-
tions, we employ synonym substitution and large language model-based 
modifications of the user query. When the attacker also has access to the 
working IR system (and can thus retrieve images associated with the 
user query), we use retrieved image captioning to generate the trans-
formations. Regarding the selection criteria for the generated transfor-
mations, we compare random selection with a similarity-based method 
and assess the impact of their cardinality. We extensively evaluate the 
effectiveness Collisio on two well-known datasets, Flickr30k [20] and 
MSCOCO [21], using CLIP [22] and BLIP-2 [23] VLPs architectures (see 
Section 4). Our results show that Collisio significantly improves at-
tack effectiveness under realistic query variations, highlighting the im-
portance of the Expectation over Queries approach in enabling effective 
data poisoning attacks against IR systems under practical threat models.

Furthermore, considering the critical nature of this vulnerability, we 
also explore potential countermeasures (see Section 4.2.2). Specifically, 
we evaluate Collisio against two adversarially fine-tuned VLPs [24] to 
examine their ability to mitigate the effect of Collisio . Moreover, we 
propose and test a data-sanitization strategy based on JPEG compres-
sion, analyzing its effectiveness and the trade-offs between robustness 
and accuracy. Our results demonstrate that these defenses can substan-
tially mitigate the impact of Collisio even under large perturbation 
budgets, thereby significantly improving the safety of IR systems .

2.  Preliminaries and related work

In this section, we present the foundational concepts relevant to our 
study in Section 2.1, and provide an overview of prior work on adver-
sarial attacks targeting IR systems in Section 2.2.
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2.1.  Text-to-image retrieval

IR systems are designed to retrieve the most relevant images from 
a database based on a given textual description, namely query [1]. 
To achieve this, they rely on semantic representations, where textual 
queries and images are independently mapped into a shared embedding 
space [1]. This common space allows the system to compare and rank 
images by measuring their similarity to the query. The embedding pro-
cess is typically handled by publicly available vision-language models 
(VLPs), trained on large-scale datasets to capture rich semantic features 
from text and images [25]. Typically, VLPs encode images using archi-
tectures like ViT [26] or ResNet [27], while textual inputs are processed 
via transformer-based models [28]. The resulting latent representations 
capture the semantic content of each modality. For example, models 
such as CLIP [22] and BLIP-2 [23] process the two modalities separately, 
aligning their embeddings in a shared semantic space, often relying on 
similarity measures (e.g., cosine similarity) to evaluate their closeness. 
This alignment enables effective comparison and integration of vision 
and language data, achieving excellent results in zero-shot transfer and 
text-to-image retrieval tasks [22].

Notation. More formally, let  be the database of images and let q be 
a textual query. Each image in  is denoted by v. The system relies 
on two core components: (i) an Image Encoder (fI ), which transforms 
an input image v into a fixed-dimensional feature vector, denoted by 
fI (v); and (ii) a Text Encoder (fT ), which transforms a textual query q
into a fixed-dimensional feature vector, denoted by fT (q). Once both the 
query and the images are represented in the same embedding space, the 
system compares them by computing their similarity �(fI (v), fT (q)), for 
instance using cosine similarity [22]. Next, the images v ∈  are ranked 
according to �(fI (v), fT (q)), and the top-k ranked results are returned. 
Retrieving the top-k results provides multiple options, enhancing the 
user experience. Moreover, focusing on the top-k helps mitigate cases 
where a single best result may be ambiguous or influenced by outliers, 
thereby yielding more robust and consistent retrieval outcomes [29,30].

2.2.  Adversarial attacks against VLPs

Adversarial attacks threaten the security and reliability of machine 
learning systems by deliberately manipulating data or model behav-
ior. These attacks can be broadly categorized into test-time attacks and 
data poisoning attacks. The formers exploit vulnerabilities in already-
deployed systems. For example, Lu et al. [31] and He et al. [32] ma-
nipulate user input queries to force retrieval systems into returning in-
correct results. Similarly, Zhang et al. [33] study both unimodal and 
cross-modal adversarial attacks, crafting perturbed image-text pairs that 
disrupt correct retrieval. These methods assume control over the user 
query and aim to prevent successful retrieval, which diverges from more 
realistic adversarial goals where attackers seek to redirect retrieval to-
ward a specific malicious target. Conversely, data poisoning attacks aim 
to degrade model performance by manipulating the training data [14]. 
Under this threat model, attackers are assumed to have partial or full 
access to the data used by the system, enabling them to inject malicious 
samples that compromise its operability. Such attacks are typically cate-
gorized as: (i) indiscriminate attacks, which broadly increase the model’s 
test error [34,35]; (ii) targeted attacks, which cause specific examples to 
be misclassified [36,37]; and (iii) backdoor attacks, which insert trigger-
labeled samples that manipulate predictions during inference [38,39]. 
Recent studies have extended data poisoning to VLPs and multimodal 
retrieval systems. Xu et al. [17,18] assume access to the VLP training 
data and inject poisoned images that shift one concept’s embedding to-
ward another, resulting in targeted retrieval failures. However, their ap-
proach requires significant control over the training process and a high 
poisoning rate. More recently, Hu et al. [19] proposed embedding QR 
codes into images to ensure their retrieval when user queries contain 

a specific keyword. Their method aggregates multiple semantically di-
verse queries containing the target keyword to optimize the retrieval of 
the QR-coded image across varied conceptual contexts.

In contrast, our data poisoning approach focuses on semantic align-
ment across semantically similar queries rather than keyword match-
ing. While Hu et al.’s method enhances retrieval for a single keyword, 
our attack improves generalization across underlying semantic concepts, 
yielding more realistic and transferable behavior in scenarios where the 
attacker lacks exact knowledge of user queries.

3.  Collisio : poisoning IR system

In this section, we present the threat model (Section 3.1) and discuss 
its impact on the reliability of IR systems . We then introduce Collisio

, our poisoning method targeting IR systems (Section 3.2). The general 
methodology of Collisio is detailed in Section 3.2, while Sections 3.3 
and 3.4 describe the two phases that compose it.

3.1.  Threat modeling for realistic attacks against IR systems

The threat model counts two main aspects: (i) the assumptions re-
garding the attacker’s knowledge and capabilities, and (ii) the attacker’s 
goal.

3.1.1.  Attacker’s knowledge and capabilities
We consider a threat model based on two standard assumptions from 

prior studies [31,33,35–39]: (i) the IR system is fully known, and (ii) 
the attacker can manipulate a small subset of the image database . 
Specifically, following [31,33], we first assume a setting that the IR sys-
tem operates as described in Section 2.1, using a publicly available VLP 
and a known similarity function �. These components are commonly ac-
cessible and widely adopted, as they offer strong performance without 
requiring costly model development [22]. We also assume, in line with 
classical poisoning settings [14,36–39], that the attacker can modify a 
small portion of . This assumption is realistic, as large datasets are 
often collected from distributed or semi-trusted sources [10,40].

However, in our work, we relax the most restrictive assumption in 
the literature [31,33] that the user query qu is perfectly known to con-
sider a more realistic setting. In practice, we do not assume perfect 
knowledge of the user query qu. In real-world deployments, user queries 
are unpredictable and may vary across semantically equivalent formu-
lations [41]. We assume that the attacker knows a target query qt encap-
sulating the targeted semantic concept, and consider qu to be a seman-
tically preserving variant of qt. To the best of the authors’ knowledge, 
this work is the first to address such a more challenging and realistic 
setting for attackers.

Beyond the above setting, we explore two alternative scenarios that 
make the attack more challenging. First, we assume the attacker can 
query the deployed system using qt, which may yield image results that 
reflect the targeted concept. Although responses may be imperfect, this 
auxiliary information can guide the poisoning strategy. In the second 
alternative scenario, we relax the commonly made assumption that �
is perfectly known [33], in order to further assess the robustness of the 
attack. In practice, we test the effectiveness of the attack when a spe-
cific � (cosine similarity) is used to craft the poisoning images, whereas 
the working IR system employs a different � (the ITM score [23]). This 
mismatch enables us to assess the robustness of the attack under more 
practical, partially-known conditions.

3.1.2.  Attacker’s goal
The attacker aims to force the IR system to retrieve a target poisoned 

image x̃, which may contain sensitive, harmful, or misleading content, 
among the top-k results when a user issues a query qu. Although the 
exact query qu is unknown, the attacker has access to a representative 
target query qt that captures the intended semantic concept. For exam-
ple, in the context of media recommendations, if qt is “Film about rising 
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Fig. 2. Example of Collisio : the poisoned image crafted for a target query ranks first for a related user query, showing robustness to query variation and causing 
harm by replacing the legitimate result with pornographic content.

global temperatures”, the attack should cause irrelevant results to surface 
for qu such as “Climate change documentary on environmental impact” or 
“Report on the consequences of global warming”. In other words, the at-
tacker, by injecting only one poisoned image ̃x, aims to alter the retrieval 
results for any qu that preserves the semantic concept of qt, not just for 
a single phrasing.

Importantly, the attacker’s objective is not to completely disrupt the 
retrieval process, but rather to highlight the significant impact of inject-
ing even a single attacker-chosen poisoned image. This minimal inter-
vention alone can seriously undermine the reliability and safety of the IR 
system . In scenarios where the system retrieves only a single item (e.g., 
top-1), as is common in automated settings, the poisoned image x̃ can 
fully displace the correct content. For example, in automated pipelines 
such as Retrieval-Augmented Generation [42], a poisoned result may be 
directly incorporated into the generation process, thereby compromising 
downstream outputs [43] and propagating harmful or misleading infor-
mation. Even when multiple items are retrieved (for example, top-5), 
the presence of x̃ among the top results remains dangerous: it increases 
the chance that users, including vulnerable populations, will be exposed 
to harmful material.

3.2.  Collisio : methodology

Collisio aims to demonstrate that IR systems can be successfully at-
tacked even when the adversary does not know the exact user query at 
retrieval time. The goal is to construct a single poisoned image that con-
sistently ranks among the top results across a range of semantically sim-
ilar queries, thereby showing that this class of vulnerability can realisti-
cally be exploited under practical conditions. To achieve this, Collisio

simulates realistic query variation and modifies the target image so that 
it aligns with a distribution of semantically equivalent queries rather 
than a single fixed formulation (see Fig. 1). More precisely, we begin 
with the known target query qt and a target image x, which may be any 
image and is not necessarily related to the concept expressed by qt. The
Collisio method proceeds in two main phases.

In Phase 1 (Section 3.3), referred to as Expectation over Queries (EoQ), 
we generate a finite set of n semantically similar queries, the colli-
sion queries  = {qt1,… , qtn}, by employing various approaches. These 
queries are then used in Phase 2 (Section 3.4), called Robust Feature 
Alignment.

In Phase 2, we encode each query with the Text Encoder fT , thus 
producing the set qt = {fT (qt), fT (qt1),… , fT (qtn)}. We then create the 
poisoning image x̃ from x by adding a small perturbation (within an "-
bounded l∞ ball) that forces the Image Encoder’s representation, fI (x̃), 
to be as similar as possible to all elements of qt according to the simi-
larity function �. Finally, we inject x̃ into the dataset , making it rank 
near the top for the user query qu. Consequently, Collisio effectively 

manipulates retrieval outcomes, placing the target poisoning image x̃ at 
the top of the rankings rather than the legitimate image (see Fig. 2).

3.3.  Phase 1: expectation over queries (EoQ)

Collisio relies on knowledge of a target query qt and considers the 
user query qu to be a semantically equivalent variation of qt. Conse-
quently, an attacker must adopt a robust poisoning strategy capable of 
generalizing to semantically preserving variations. To address this chal-
lenge, we introduce the EoQ technique (see Fig. 1).

Given the target query qt, Collisio begins by generating a set of 
collision queries  = {qt1,… , qtn} of n transformed queries. The set  is 
created through a two-step process. First, a transformation method pro-
duces a super-set of queries Tr from qt. Then, a selection method refines 
Tr into . Formally, let Tr denote a transformation method and Sel a 
selection strategy. Given a target query qt, the transformation produces 
a superset candidate queries Tr = Tr(qt). The selection strategy then 
constructs the final set of collision queries  by iteratively selecting el-
ements from Tr:
0 = {qt},

i = i−1 ∪ Sel
(
Tr ⧵ i−1

)
, i = 1,… , n,

 = n. (1)

We propose three transformation strategies: transformations replac-
ing synonyms (TrSyn), transformations using Large Language Models 
(TrLLM), and transformations based on image captioning (TrIC). In addi-
tion, we introduce two selection strategies: random selection (SelRand) 
and similarity-based selection (SelSim). The following paragraphs de-
scribe each strategy in detail.

Transformations replacing synonyms (TrSyn). Let nw (in our experiments, 
nw = 3) be the maximum number of words in qt that can be altered. We 
generate Tr using the following four-step approach:

1. Word ranking. We rank the words in qt based on their relevance 
to the sentence’s overall meaning. Specifically, we adopt the word-
importance estimation procedure introduced in BERT-Attack [44], 
which uses a BERT masked language model to assess each word’s 
significance [45];

2. Top-nw selection. We select the top-nw most relevant words in qt and 
denote them by L = [w1,… , wnw

];
3. Initial synonym replacement. We create ns (in our experiments, ns = 3) 
query variants of qt by replacing its most relevant word w1 with a 
synonym, producing the set 1 = {qt1,… , qtns

};
4. Recursive generation. For each q ∈ 1, we apply the same procedure to 
the second most relevant word w2, creating sets 2,q . Merging these 
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Fig. 3. Instruction prompt for generating query variations in TrLLM.

sets yields 2. We repeat this process for wi, i ∈ {3,… , nw}. The final 
merged set, nw , is precisely Tr 1.

We retrieve synonyms from multiple resources, including online 
sources [46–49] and WordNet [50], thereby guaranteeing a broad range 
of synonym suggestions. Additionally, we employ the spaCy library [51] 
to verify that each synonym is correctly conjugated to suit the grammat-
ical context of the original query (e.g., adjusting verb tense).

A key design choice is to rely on a thesaurus, rather than a masked 
language model such as BERT, for word substitutions. As highlighted 
by [44], masked language models may generate contextually valid but 
semantically divergent words. For instance, in the sentence “I like pizza”, 
masking “pizza” might suggest words like “pasta”, which are contextu-
ally plausible but change the original semantic intent.

Transformations using large language models (TrLLM). Let nq ≥ n be the 
number of queries (in our experiments, nq = 15) that we aim to gener-
ate with TrLLM from qt. We construct Tr by providing the instruction 
prompt shown in Fig. 3 to the LLM. In our experiment, as LLM, we lever-
age Mistral-Small-24B-Instruct-2501 [52].

Transformations using image captioning (TrIC). TrIC, in contrast to 
TrSyn and TrLLM, requires an additional attacker capability (see Sec-
tion 3.1.1): the ability to query the operating IR system with qt and 
retrieve the top-k (in our experiments, k = 1 and k = 5, namely TrIc-1
and TrIc-5 respectively) images, denoted by  = {ri1,… , rik}. From 
these retrieved images, we construct Tr by captioning each image in 
 with nc captions (in our experiments, nc = 15) using a multimodal 
LLM 2. The instruction prompt used for captioning is illustrated in Fig. 4. 
In our experiments, we use Llama-3.2-90B-Vision-Instruct-Turbo [53] as 
the multimodal LLM.

Random selection (SelRand). SelRand creates  from Tr in the simplest 
manner: it randomly samples n queries from Tr and includes the origi-
nal query qt.

Similarity selection (SelSim). SelSim uses a smart approach than SelRand
to generate  from Tr. Some queries in Tr may be semantically distant 
from qt, as transformations (TrSyn, TrLLM, and TrIC) might not always 
be perfectly semantically invariant. Therefore, SelSim projects all q ∈

Tr using fT  and selects the n closest points fT (q) to fT (qt) according to 
�, then appends the original query qt to form .

Note that in the second alternative scenario described in Sec-
tion 3.1.1, where � is not known, the � used by SelSim differs from 
the one employed by the IR system .

1 Note that nw and ns are chosen such that |Tr| ≥ n. In few edge cases (e.g., 
insufficient synonyms), it may be necessary to increase nw or ns to ensure this 
condition is met.
2 Note that k and nc are chosen such that |Tr| ≥ n.

3.4.  Phase 2: robust feature alignment

After generating the collision queries  using EoQ (Phase 1 of
Collisio ), the next step is to align the target image x with these 
queries to optimize the poisoning image x̃. This procedure is carried 
out in Phase 2 of Collisio , referred to as Robust Feature Alignment. 
Once the optimization is complete, the resulting poisoning image is in-
jected into the database , ensuring it consistently appears among the 
top-ranked results for semantically similar queries (see Fig. 1).

Let us consider  generated from qt. The objective of Phase 2 is to 
produce x̃ from x. This is accomplished by perturbing x so that fI (x̃), 
the encoding of the poisoned image, maximizes its alignment with fT (q)
for all q ∈  (i.e., the encoding of each transformed query). Thus, x̃ is 
obtained by solving the following optimization problem: 
x̃ = argmax

x̂∈"(x)

∑

q∈

�(fT (q), fI (x̂)) (2)

where "(x) denotes the set of permissible perturbations of x bounded 
by ". In our setup, "(x) = {x̂ ∶ ‖x − x̂‖∞ ≤ "}. Other perturbation sets, 
such as L2 instead of L∞, or more sophisticated variants [54], could 
be used as well. Notice that Problem (2) is a classical attack [55] on x, 
where the goal is to maximize the �-similarity between fT (q) (for all 
q ∈ ) and fI (x̃) within an L∞ neighborhood of x. Once x̃ is computed, 
it is injected into . Consequently, whenever a user issues qt or any 
semantically preserving variation of qt, x̃ is likely to appear among the 
top-ranked results.

Algorithm 1: Phase 2 of Collisio : robust feature alignment.
Input: , collision queries set; fI , image encoder; fT ,text 

encoder; �, similarity function; x, target image; K, 
number of steps; and ", perturbation bound.

Output: x̃, poisoning image.
1 x̃ = x

2 � =
"

K

3 for k ∈ {1,⋯ , K} do
4 g = ∇x̃

[∑
q∈S �(fT (q), fI (x̃))

]

5 x̃ = x̃ + � sign(g)

6 x̃ = clip(x̃)

7 end 
8 return x̃

Problem (2) is generally non-convex but differentiable, and can 
therefore be addressed with gradient-based optimization methods [31,
56]. Algorithm 1 provides our pseudocode, inspired by Projected Gra-
dient Descent (PGD) attack with projection in the L∞ ball [56]. Algo-
rithm 1 assumes we have the collision queries , the encoders fI  and fT , 
the similarity function �, the original image x, as well as the parame-
ters K and ", which must be tuned (see Section 4.1). We then use Algo-
rithm 1 to solve Problem (2). Specifically, starting from x, we perform 
K iterations (Line 3) of gradient ascent with step size "∕K, following the 
direction given by the sign of the gradient that maximizes Problem (2) 
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Fig. 4. Prompt used in TrIC to generate image captions via a multimodal LLM.

(Lines 2–5). We subsequently apply the clip operation to ensure the re-
sulting image remains within the valid pixel range (i.e., [0, 1]) (Line 6), 
and also that the poisoning example x̃ stays within "(x). Finally, we 
return the poisoning example x̃ and insert it into  to complete the
Collisio .

4.  Experiments

In this section, we present the experimental setup (Section 4.1) and 
results (Section 4.2) of applying Collisio to various IR system archi-
tectures and datasets. We publicly release the source code required to 
replicate the experiments3, along with the complete set of factorial ex-
periments, which are not reported here due to space constraints.

4.1.  Experimental setup

In this section, we describe the IR system architectures, datasets, 
and evaluation metrics employed for evaluating Collisio effectiveness 
under several configurations.

IR system architectures. We evaluate Collisio using five different VLP 
models with varying architectures, including two adversarially fine-
tuned models designed to improve robustness against adversarial at-
tacks. For the family of standard VLPs, we initially test two CLIP [22] 

3 https://github.com/lazzd/Collisio

versions using two distinct image encoders: CLIPViT, using a Vision 
Transformer (ViT-B/16), and CLIPCNN, using a ResNet-101-based Convo-
lutional Neural Network (CNN). We include both architectures based on 
previous findings that ViTs generally exhibit greater robustness against 
adversarial perturbations compared to CNNs [57]. Finally, to compose 
the final IR system with the two CLIP architectures, we rely on the co-
sine similarity as a retrieval metric �. We also evaluate BLIP-2 [23], a 
state-of-the-art text-image model, using its image-text retrieval config-
uration as described in the original paper [23]. In this setup, the final 
IR system employs the cosine similarity (BLIP-2) or the ITM Score [23] 
(BLIP-2ITM) as retrieval metric �. Note that this allows us to simulate 
the second alternative scenario described in Section 3.1.1, where � is 
not known, making the scenario more challenging for the attacker. We 
will use the cosine similarity in Collisio while the IR system will use 
the ITM Score. Regarding the robust VLPs, we evaluate Collisio on 
two adversarially fine-tuned CLIP models with a ViT-L/14 backbone, 
namely FARE2 and FARE4 [24]. These models are obtained through un-
supervised adversarial fine-tuning with the L∞ norm, using perturbation 
bounds of " = 2∕255 and " = 4∕255, respectively. 

Datasets. We consider two widely used text-image datasets, 
Flickr30k [20] and MSCOCO [21]. Flickr30k comprises 31, 783

images, while MSCOCO includes 123, 287 images. For both Flickr30k 
and MSCOCO, we adopt the Karpathy split [58], resulting in 1, 000 and 
5, 000 images, respectively. Each image in these datasets is associated 
with distinct captions, exactly 5 for Flickr30k and up to 6 for MSCOCO, 
describing its content. Among these captions, we randomly select one 
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as the target query qt, and use the remaining ones as possible user 
queries qu, with qu ≠ qt. Importantly, the user queries qu used for 
evaluation are never seen during the optimization process, ensuring 
that the attack is tested on unseen yet semantically consistent queries. 
For the poisoning image, we uniformly sample a single image from the 
dataset as the poisoning target, avoiding content-based selection and 
thus preventing bias toward any semantic category. 

Collisio evaluation metrics. We evaluate Collisio by measuring how fre-
quently the poisoning images are retrieved among the top-k results when 
the IR system is prompted with the user query qu and the poisoning im-
age has been generated based on the target query qt. Specifically, we 
rely on the ASR@1 and ASR@5 metrics, representing the Attack Success 
Rates for the top-1 and top-5 retrieval positions, respectively. ASR@1 
and ASR@5 have been computed by randomly selecting 500 samples 
from the dataset. For each sample, a target image has been randomly 
selected from the datasets, excluding the correct one. To evaluate the 
performance of the underlying IR systems , we also report two stan-
dard retrieval metrics: recall at k (R@k) [59] and mean reciprocal rank 
(MRR) [60]. 

Collisio configurations. In our experiments, we evaluate the effectiveness 
of Collisio in different configurations:

• qt = qu, where the poisoning image is optimized directly for the tar-
get query with no EoQ [31]. This represents the optimistic case for 
the attacker (see Section 3.1.1). In this setting, for each sample, the 
target query qt is defined as a randomly chosen user query qu, which 
is then used for retrieval, resulting in 500 retrieval instances for the 
evaluation;

• qt ≠ qu, where we evaluate the impact of the variations in EoQ (see 
Section 3.3). This represents a more realistic and challenging sce-
nario, in which the attacker’s knowledge of the user query is limited. 
For each sample, a target query qt is randomly selected, while the re-
maining captions are used as independent user queries qu, resulting 
in about 2,000 retrieval instances for the evaluation. In this setting, 
we assess the effectiveness of Collisio by exploring different con-
figurations:
– we vary n ∈ {0, 1, 5, 10, 15}. The case n = 0 serves as a baseline 
comparison, illustrating the consequences of omitting EoQ, which 
results in an attack that is less robust to variations in the user 
query. Conversely, for n > 0, the attacker can exploit EoQ by in-
creasing the cardinality of the augmentation set , leading to a 
more effective and robust attack against query variations;

– we vary the transformation strategies (i.e., TrSyn, TrLLM, TrIc-1, 
and TrIc-5). Note that TrIc-1 and TrIc-5 correspond to the first 
alternative scenario mentioned in Section 3.1.1 that requires ad-
ditional attacker capabilities;

– we vary the selection strategies (i.e., SelRand and SelSim);
• we evaluate the impact of the variations in the Robust Fea-
ture Alignment perturbation budget ". Specifically we consider " ∈

{4∕255, 8∕255}, namely Low-Budget and High-Budget respectively. In 
both cases, we run Collisio with K = 100 iteration steps;

• we evaluate Collisio in the second alternative scenario mentioned 
in Section 3.1.1. When using BLIP-2 with ITM Score [23] as the re-
trieval metric �, Collisio still uses the cosine similarity as � in 
Problem (2) to design the poisoning image.

4.2.  Experimental results

In this section, we discuss the effectiveness of Collisio in poison-
ing the target IR system . We divide the analysis into three main parts. 
Section 4.2.1 focuses on standard IR systems , analyzing the behavior 
of Collisio on VLPs commonly used in deployment with no defense 

Table 1 
Retrieval accuracy on Flickr30k and MSCOCO. Results are re-
ported for each model at top-1 (R@1), top-5 (R@5), and mean 
reciprocal rank (MRR).

VLP
 Flickr30k  MSCOCO

 R@1  R@5  MRR  R@1  R@5  MRR
 CLIPViT  61.2  85.2  0.72  31.2  53.9  0.42
 CLIPCNN  57.4  82.3  0.68  28.9  51.2  0.40
 BLIP-2  85.1  98.0  0.91  60.7  83.7  0.71
 BLIP-2ITM  90.0  98.2  0.94  64.6  86.1  0.74

countermeasures. Section 4.2.2 examines countermeasures aimed at mit-
igating the influence of Collisio and thus making the IR systems more 
reliable against this threat. Finally, we present in Section 4.2.3 a com-
putational costs analysis associated with running Collisio .

4.2.1.  Effectiveness on standard IR systems
We begin by evaluating Collisio on standard IR systems . This set-

ting reflects commonly deployed VLPs and allows us to assess their vul-
nerability to poisoning when no defensive mechanisms are in place.

IR system evaluation. As a first step, we report in Table 1 the IR systems 
recall at k (R@k) [59] and mean reciprocal rank (MRR) [60] for the 
different IR systems (i.e., CLIPViT, CLIPCNN, BLIP-2, and BLIP-2ITM) and 
for the Flickr30k and MSCOCO datasets.

On Flickr30k, BLIP-2 outperforms both CLIPViT and CLIPCNN, achiev-
ing significantly higher retrieval scores across all ranks. Notably, BLIP-2 
reaches an R@1 of 85.1%, compared to 61.2% for CLIPViT and 59.8% 
for CLIPCNN. Additionally, both CLIPViT and CLIPCNN exhibit a substan-
tial accuracy gap between R@1 and R@5, indicating that considering 
the top-5 retrieved images notably increases the likelihood of finding 
the correct match.

A similar trend is observed on MSCOCO, although overall retrieval 
scores are generally lower. For instance, BLIP-2 maintains a strong per-
formance at 60.7% (R@1), while the CLIP models exhibit lower accu-
racy compared to Flickr30k, with CLIPViT at 31.2% and CLIPCNN at 
28.9%. Finally, BLIP-2ITM consistently outperforms BLIP-2 in all the 
considered scenarios.

Effect of user query knowledge level on ASR. As a second step, we evalu-
ate Collisio ’s effectiveness under varying levels of knowledge about 
the user query qu. Table 2 shows the ASR when qt = qu and qt ≠ qu with 
n = 0 (i.e., no EoQ, see Collisio configurations in Section 4.1). We re-
port results for both the Low-Budget and High-Budget settings across the 
different IR systems with � cosine similarity (i.e., CLIPViT, CLIPCNN, BLIP-
2), using the Flickr30k and MSCOCO datasets.

As expected, when qt = qu, the attack is notably more effective be-
cause the optimization directly targets the specific query. In contrast, 
when query knowledge is limited, the ASR decreases, especially for top-
1 retrieval (ASR@1). For instance, in the Low-Budget setting, CLIPViT
and CLIPCNN show a 10% drop in ASR@1, from nearly 100% to about 
89%. The effect is even more pronounced for BLIP-2, where ASR@1 
falls by 54.2% on Flickr30k and 47.3% on MSCOCO. This suggests that 
BLIP-2 achieves tighter alignment between image and text embeddings 
compared to CLIP, causing minor caption variations to lead to larger 
discrepancies. However, the reduction is less pronounced for top-5 re-
trieval (ASR@5), indicating that even with limited query knowledge, 
poisoning samples still increase similarity to less relevant images. Still, 
this suboptimal alignment is insufficient for more complex models and 
datasets. For example, BLIP-2 on MSCOCO experiences a 37.4% drop 
in ASR@5. In the High-Budget setting, the gap between ASR with and 
without query knowledge narrows. The most substantial improvement 
is observed in BLIP-2: when qu is unknown, ASR@1 increases from 31% 
to 49% on Flickr30k and from 19.9% to 33.7% on MSCOCO. Simi-
larly, ASR@5 rises from 80.7% to 88.4% on Flickr30k and from 48% 
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Table 2 
Results on Flickr30k and MSCOCO in both Low-Budget (i.e., " = 4∕255) and High-Budget (i.e., " = 8∕255) 
settings. For each model, ASRs are reported at ASR@1 and ASR@5. The scenario qt = qu represents an 
attacker with full knowledge of the user query (i.e., optimistic), while qt ≠ qu indicates partial knowledge 
without the benefits of EoQ.

VLP Scenario
 Flickr30k  MSCOCO

 Low-Budget  High-Budget  Low-Budget  High-Budget
 ASR@1  ASR@5  ASR@1  ASR@5  ASR@1  ASR@5  ASR@1  ASR@5

CLIPViT
qt = qu  100.0  100.0  100.0  100.0  100.0  100.0  100.0  100.0
qt ≠ qu  89.2  95.8  92.6  97.0  88.8  94.5  93.4  96.8

CLIPCNN
qt = qu  99.8  99.8  99.8  99.8  100.0  100.0  100.0  100.0
qt ≠ qu  89.4  96.1  92.4  96.6  89.3  94.8  93.1  96.5

BLIP-2
qt = qu  85.2  98.8  99.0  100.0  67.2  85.4  90.8  98.2
qt ≠ qu  31.0  80.7  49.0  88.4  19.9  48.0  33.7  62.8

Table 3 
Results on Flickr30k and MSCOCO under the Low-Budget (i.e., " = 4∕255) setting. ASRs are reported at ASR@1 and ASR@5 for each model and 
EoQ transformation strategy. We here consider Similarity-based selection (SelSim) within EoQ. Abbreviations: S=TrSyn, L=TrLLM, I1=TrIC-1,
I5=TrIC-5. The best result is in bold.

VLP n
 Flickr30k  MSCOCO

 ASR@1  ASR@5  ASR@1  ASR@5
 S  L  I1  I5  S  L  I1  I5  S  L  I1  I5  S  L  I1  I5

CLIPViT

 0  89.2  95.8  88.8  94.5
 1  88.9  89.9  91.1  90.9  96.0  95.8  96.4  96.9  88.9  89.9  91.4  91.5  94.6  94.9  95.8  95.6
 5  89.0  90.0  90.6  92.9  96.0  96.3  96.7  97.7  89.6  90.4  91.8  93.4  94.6  94.8  95.8  97.1
 10  89.3  90.4  90.1  93.9  95.7  96.6  96.7  98.2  89.9  90.9  91.4  93.9  94.6  95.6  95.7  97.4
 15  89.1  91.0  88.8  94.0  96.0  96.8  96.4  98.4  89.9  91.4  89.8  94.0  94.5  95.8  95.0  97.4

CLIPCNN

 0  89.4  96.1  89.3  94.8
 1  89.8  89.7  92.9  92.2  96.2  96.4  97.7  96.9  89.0  89.9  91.4  92.5  95.0  95.4  96.0  97.1
 5  90.7  91.5  94.6  94.9  96.5  96.9  99.0  98.6  90.0  90.7  92.0  94.0  95.9  96.3  96.0  97.7
 10  90.7  91.1  93.7  95.8  96.5  97.0  98.9  99.2  90.5  91.3  92.6  94.5  96.1  96.5  96.3  97.7
 15  90.6  91.5  92.4  95.8  96.5  97.1  98.7  99.5  90.2  91.7  92.1  94.1  95.7  96.7  96.4  97.9

BLIP-2

 0  31.0  80.7  19.9  48.0
 1  31.7  30.8  38.6  37.0  80.0  80.3  84.8  83.0  19.9  20.6  23.9  23.5  47.5  47.7  50.8  50.9
 5  31.4  32.3  35.9  34.2  80.6  80.7  86.2  85.0  21.2  20.6  23.3  25.0  47.9  48.5  53.8  54.5
 10  31.3  31.7  30.3  32.2  80.1  80.7  85.0  85.5  20.1  21.2  21.1  24.0  47.6  49.1  51.5  55.4
 15  31.8  32.0  24.3  29.1  81.4  80.7  83.0  85.2  20.8  22.0  15.4  24.4  47.5  49.2  48.2  55.5

to 62.8% on MSCOCO. These findings highlight the role of a higher per-
turbation budget in compensating for incomplete query information, es-
pecially in more complex retrieval models. Overall, our results confirm 
that full query knowledge maximizes attack success, but real-world con-
straints on attacker knowledge significantly reduce its effectiveness.

Effect of transformation strategies on Collisio . As a third step, we evalu-
ate the effectiveness of Collisio under different transformation strate-
gies used in EoQ. Tables 3 and 4 report the Collisio ’s ASR across 
various transformation strategies (i.e., TrSyn, TrLLM, TrIC-1, and TrIC-
5) and across different IR systems with � cosine similarity (i.e., CLIPViT, 
CLIPCNN, and BLIP-2), while varying n (i.e., n ∈ {0, 1, 5, 10, 15}). Note 
that n = 0 corresponds to no transformation of qt, meaning that the re-
sults do not depend on EoQ. We adopt the SelSim selection strategy in all 
settings, as it provides superior results in most cases (see the following 
paragraph for details). We report results for both the Low-Budget (Ta-
ble 3) and High-Budget (Table 4) across both Flickr30k and MSCOCO.

From Tables 3 and 4, we observe that n > 0 always improves ASR 
over simply attacking the qt with no EoQ. In other words, EoQ in
Collisio is always beneficial. More specifically, in the Low-Budget set-
ting, the TrIC strategy leads to an average increase of 6% on Flickr30k 
and 5% on MSCOCO in ASR@1, with similar improvements in ASR@5. 
The High-Budget setting shows even greater gains, particularly for BLIP-
2, where ASR@1 increases by 12% on Flickr30k and 9.3% on MSCOCO. 
Likewise, ASR@5 improves by 5.4% and 10.1%, respectively. These 
findings indicate that Collisio , when combined with a higher per-
turbation budget, is particularly effective against larger and more ac-

curate retrieval models by leveraging greater query variation during 
the alignment of the poisoned image x̃. Additionally, some transforma-
tion strategies appear more effective than others. Simple synonym-based 
augmentations (TrSyn) often yield marginal or even negative effects, 
as they may fail to preserve the semantic relevance necessary for ef-
fective retrieval manipulation. In contrast, generating query variations 
with TrLLM leads to slight improvements but still underperforms com-
pared to the multimodal TrIC strategy, where system-predicted images 
contribute new contextual information. This suggests that incorporating 
visual features to generate new captions can improve the attack’s effec-
tiveness, particularly when the attacker lacks exact query knowledge. 
Nevertheless, TrIC requires the attacker additional capabilities, as de-
scribed in Section 3.1.1. Note also that using the top-5 predicted images 
(TrIC-5) instead of only the top-1 (TrIC-1) tends to improve performance 
when the target model exhibits relatively low clean retrieval accuracy. 
In such systems, the top-1 prediction may not be correlated with the 
target query qt, causing the visual information extracted and injected 
into the poisoned image to deviate from the concept expressed by the 
user. In contrast, for more accurate models such as BLIP-2 on Flickr30k, 
relying on only the top-1 prediction is already sufficient, as it is more 
likely to accurately reflect the semantics of the user query qu. Finally, 
we observe that using n = 5 or n = 10 typically offers a good trade-off, 
as a smaller n does not fully leverage the power of the transformation, 
but after a certain point, the improvements become negligible.

Finally, Fig. 5 provides qualitative illustrations of Collisio in the 
High-Budget setting for CLIPViT, CLIPCNN and BLIP-2, using the TrIC-5
transformation strategy with n = 15 and SelSim for selection. For each 
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Table 4 
Results on Flickr30k and MSCOCO under the High-Budget (i.e., " = 8∕255) setting. ASRs are reported at ASR@1 and ASR@5 for each model and 
EoQ transformation strategy. We here consider Similarity-based selection (SelSim) within EoQ. Abbreviations: S=TrSyn, L=TrLLM, I1=TrIC-1,
I5=TrIC-5. The best result is in bold.

VLP n
 Flickr30k  MSCOCO

 ASR@1  ASR@5  ASR@1  ASR@5
 S  L  I1  I5  S  L  I1  I5  S  L  I1  I5  S  L  I1  I5

CLIPViT

 0  92.6  97.0  93.4  96.8
 1  93.0  92.8  94.2  94.4  96.9  97.1  97.6  97.5  93.6  94.3  95.4  95.5  97.0  96.9  97.9  98.1
 5  92.9  94.1  94.7  96.3  96.7  97.3  98.2  98.5  94.1  94.7  95.3  96.3  96.9  97.7  97.6  98.0
 10  92.3  93.9  94.6  95.9  96.7  97.9  98.4  98.6  94.2  94.9  95.0  96.8  97.0  97.8  97.6  98.4
 15  92.9  94.2  93.8  96.8  97.3  97.5  97.9  99.2  93.9  95.2  94.5  96.7  97.3  97.7  97.6  98.4

CLIPCNN

 0  92.4  96.6  93.1  96.5
 1  92.6  93.3  95.4  94.6  97.1  97.2  98.5  98.0  92.7  93.3  94.6  95.1  97.2  96.8  97.6  97.9
 5  93.1  93.5  97.1  96.9  97.4  97.6  99.5  99.4  93.6  94.0  95.0  95.8  97.2  97.1  97.6  98.6
 10  93.3  94.1  96.9  98.0  97.8  97.8  99.5  99.5  93.9  94.1  95.2  96.8  97.7  97.6  97.6  98.8
 15  93.4  94.3  96.4  98.1  97.2  97.8  99.3  99.7  94.4  94.1  95.1  96.9  97.7  97.6  97.8  99.0

BLIP-2

 0  49.0  88.4  33.7  62.8
 1  48.9  50.4  61.0  55.3  87.8  88.6  92.4  90.8  33.8  34.8  40.5  38.8  63.0  63.2  66.4  66.1
 5  48.2  50.4  58.8  57.3  88.0  88.7  93.8  93.4  35.4  35.2  40.8  42.7  63.6  64.0  70.2  70.9
 10  49.3  50.1  53.0  52.7  88.6  88.7  93.6  93.7  35.0  35.6  39.9  43.0  63.1  63.8  69.1  72.3
 15  49.4  49.6  42.3  50.5  87.9  88.6  92.0  92.9  35.0  35.4  32.6  42.9  64.1  64.6  65.8  72.9

Fig. 5. Qualitative examples of Collisio in the High-Budget (i.e., " = 8∕255) setting for CLIPViT (top), CLIPCNN (middle) and BLIP-2 (bottom), using TrIC-5 with 
n = 15 and SelSim. Each row shows the target query qt, the corresponding target image, the generated poisoned sample, and their pixel-wise difference (amplified by 
a factor of 10).
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Table 5 
Results on Flickr30k and MSCOCO under the Low-Budget (i.e., " = 4∕255) setting. For each model and EoQ transformation strategy, ASR@1 
is reported for both Random (SelRand) and Similarity-based (SelSim) selection strategies. Abbreviations: SR=SelRand, SS=SelSim. The best 
result is in bold.

VLP n
 Flickr30k  MSCOCO

 TrSyn  TrLLM  TrIC-1  TrIC-5  TrSyn  TrLLM  TrIC-1  TrIC-5
 SR  SS  SR  SS  SR  SS  SR  SS  SR  SS  SR  SS  SR  SS  SR  SS

CLIPViT

 1  86.9  88.9  89.7  89.9  89.5  91.1  87.1  90.9  87.3  88.9  90.1  89.9  89.2  91.4  89.0  91.5
 5  85.2  89.0  90.5  90.0  89.8  90.6  87.2  92.9  85.9  89.6  90.7  90.4  89.4  91.8  90.7  93.4
 10  84.5  89.3  90.5  90.4  88.5  90.1  88.5  93.9  85.3  89.9  91.5  90.9  89.7  91.4  91.7  93.9
 15  85.7  89.1  91.0  91.0  89.1  88.8  89.2  94.0  86.5  89.9  91.5  91.4  89.7  89.8  91.8  94.0

CLIPCNN

 1  90.0  89.8  90.6  89.7  92.4  92.9  91.7  92.2  87.4  89.0  90.3  89.9  91.2  91.4  91.0  92.5
 5  91.0  90.7  91.6  91.5  92.6  94.6  92.2  94.9  88.4  90.0  91.1  90.7  91.2  92.0  91.9  94.0
 10  90.6  90.7  91.5  91.1  93.0  93.7  92.0  95.8  88.3  90.5  91.1  91.3  91.3  92.6  91.5  94.5
 15  91.0  90.6  91.3  91.5  92.2  92.4  91.6  95.8  88.6  90.2  91.1  91.7  91.2  92.1  92.9  94.1

BLIP-2

 1  23.6  31.7  31.0  30.8  22.1  38.6  13.8  37.0  14.5  19.9  20.7  20.6  14.6  23.9  11.0  23.5
 5  20.6  31.4  31.8  32.3  21.0  35.9  8.5  34.2  12.4  21.2  22.0  20.6  14.8  23.3  10.8  25.0
 10  20.8  31.3  31.8  31.7  23.6  30.3  8.0  32.2  12.6  20.1  21.9  21.2  14.9  21.1  11.7  24.0
 15  19.9  31.8  31.9  32.0  22.8  24.3  8.1  29.1  13.0  20.8  21.6  22.0  16.0  15.4  11.6  24.4

Fig. 6. Results on Flickr30k (left) and MSCOCO (right) under different injection settings (1, 5, and 10 poisoned images). Recalls are reported at R@1, R@5, and 
R@10 using CLIPViT (TrIC-5, SelSim, n = 15) in the Low-Budget scenario (i.e., " = 4∕255). Clean baseline recalls are also reported.

model, it presents the target image, the corresponding poisoned sample, 
and their pixel-wise difference amplified by a factor of 10. As shown, 
even at high perturbation budgets, the visual changes remain barely 
perceptible, highlighting the stealthiness of Collisio .

Effect of selection strategies on Collisio . As a fourth step, we evaluate 
the effectiveness of Collisio under different selection strategies used in 
EoQ. Table 5 reports ASR@1 results (as ASR@5 shows similar trends) for 
two selection strategies: SelRand and SelSim, across the different IR sys-
tems with � cosine similarity (i.e., CLIPViT, CLIPCNN, and BLIP-2), while 
varying n (i.e., n ∈ {1, 5, 10, 15}). We also vary the transformation strat-
egy (i.e., TrSyn, TrLLM, TrIC-1, and TrIC-5) to analyze the combined 
effect of selection and transformation methods. Results are reported for 
both Flickr30k and MSCOCO under the Low-Budget setting, which rep-
resents the more challenging scenario.

Across all settings, SelSim generally outperforms SelRand. For in-
stance, SelSim increases ASR@1 by up to 3% for CLIP models and up 
to 6.7% for BLIP-2. This highlights the importance of query selection 
in preventing augmented queries from deviating too far from the at-
tacker’s target concept, as excessive divergence introduces noise into the 
optimization process and reduces the attack’s success rate. A random 
selection strategy (SelRand) risks incorporating irrelevant or semanti-
cally distant elements, weakening the alignment between the poisoning 
image x̃ and the target query qt. In contrast, similarity-based selection 
(SelSim) ensures that only closely related captions are retained, thereby 
improving the overall quality of augmentation. This effect is particu-
larly evident for weaker transformation strategies such as TrSyn, where 
synonym-based modifications may lack semantic precision and lead to 
misalignment. Similarly, multimodal strategies (TrIC-1 and TrIC-5) ben-

efit substantially from similarity-based selection, which helps prevent 
the inclusion of captions generated from incorrect predictions. Lastly, 
the impact of selection is less pronounced for the LLM-based augmenta-
tion approach TrLLM, as LLMs generate grammatically correct captions 
that tend to remain close to qt, reducing noise but also limiting diversity. 
In conclusion, overly diverse augmentations without semantic filtering 
may introduce noise and reduce attack effectiveness. Conversely, exces-
sively restrictive selection may hinder the ability to explore useful query 
transformations that generalize well to user queries.

Effect of multiple poisoning injections. While the primary goal of this work 
is to demonstrate the effectiveness of Collisio in a limited scenario 
where the adversary can inject only a single poisoned image into the 
dataset of the IR system (see Section 3.1.2), we also investigate its be-
havior under multiple poisoning injections. In this setting, a set  of tar-
get images is randomly selected and each image is poisoned with respect 
to the attacker’s target query qt. The adversarial objective is no longer 
limited to placing a single poisoned image among the top-k results, but 
rather to ensure that as many poisoned images from  as possible appear 
in the top ranks.

To evaluate this scenario, we consider recall at three retrieval levels 
(R@1, R@5, and R@10) under different injection settings: a single inser-
tion, 5 insertions, and 10 insertions. For this analysis, we focus on the 
CLIPViT model, applying Collisio with the TrIC-5 transformation strat-
egy, SelSim selection, and n = 15, in the Low-Budget scenario, to illustrate 
its effectiveness under limited adversarial capabilities. Fig. 6 shows the 
results for Flickr30k and MSCOCO, alongside the baseline recalls of the 
IR system . For both datasets, we observe similar trends: recall at k de-
creases as the number of poisoned insertions increases. At R@1, a single 
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Table 6 
Results for BLIP-2ITM on Flickr30k and MSCOCO under Low-Budget (i.e., " = 4∕255) and High-Budget (i.e., 
" = 8∕255) settings, using ITM Score as the retrieval metric. ASRs are reported at ASR@1 and ASR@5. The 
case qt = qu represents an attacker with full user query knowledge (optimistic scenario), while qt ≠ qu denotes 
partial knowledge, without leveraging EoQ.

VLP Scenario
 Flickr30k  MSCOCO

 Low-Budget  High-Budget  Low-Budget  High-Budget
 ASR@1  ASR@5  ASR@1  ASR@5  ASR@1  ASR@5  ASR@1  ASR@5

BLIP-2ITM
qt = qu  38.4  93.6  53.8  99.0  26.4  62.2  40.4  81.0
qt ≠ qu  4.7  71.8  6.9  81.7  2.2  37.4  4.1  47.7

Table 7 
Results for BLIP-2ITM on Flickr30k in both Low-Budget (i.e., " = 4∕255) and High-Budget (i.e., " = 8∕255) settings. ASRs are reported at 
ASR@1 and ASR@5 for each model and EoQ transformation strategy. We here consider Similarity-based selection (SelSim) within EoQ. 
Abbreviations: S=TrSyn, L=TrLLM, I1=TrIC-1, I5=TrIC-5. Best values are in bold.

VLP n
 Low-Budget  High-Budget
 ASR@1  ASR@5  ASR@1  ASR@5
 S  L  I1  I5  S  L  I1  I5  S  L  I1  I5  S  L  I1  I5

BLIP-2ITM

 0  4.7  71.8  6.9  81.7
 1  4.6  4.5  4.7  4.6  71.4  71.4  76.0  74.9  7.2  7.3  8.5  8.2  81.3  82.1  86.5  84.2
 5  3.9  4.6  3.8  4.1  72.1  72.2  76.2  75.7  7.7  7.5  7.2  6.0  82.1  82.0  87.2  85.1
 10  4.3  4.8  3.2  3.1  72.2  72.2  75.3  76.2  7.3  6.7  5.1  4.9  82.1  82.0  84.8  84.8
 15  4.0  4.3  3.0  2.8  72.4  72.9  74.4  75.1  7.4  7.8  4.1  4.3  81.4  82.4  83.2  83.6

poisoned image is sufficient to significantly reduce accuracy, confirm-
ing the strong impact of poisoning even when the adversary has limited 
capabilities. At R@5, the capacity of the IR system to retrieve the correct 
image further decreases with 5 and 10 poisoned insertions, as a larger 
number of poisoned images cover the top-ranked positions. A similar 
pattern is observed at R@10, where injecting 10 poisoned images leads 
to the largest drop in accuracy, pushing legitimate images further down 
the ranking. In short, the attack’s impact scales with the number of ma-
nipulated samples. The more images an attacker can poison, the greater 
the reduction in recall and the higher the chance that the IR system 
will return harmful or irrelevant content instead of the correct images. 
Finally, it is worth highlighting that overall accuracy values are con-
sistently lower on MSCOCO than on Flickr30k, reflecting the baseline 
performance differences of the IR system .

Effect of changing the retrieval metric. Lastly, we analyze the effective-
ness of Collisio on the second alternative scenario, where we assume 
the retrieval metric � is not known by the attacker. To simulate this 
condition, we test Collisio , which uses cosine similarity to align the 
poisoned image x̃, against BLIP-2ITM, which instead uses ITM Score as a 
retrieval metric.

As a first analysis, Table 6 reports ASR under both exact knowl-
edge (qt = qu) and partial knowledge (qt ≠ qu, without applying EoQ) 
of the user retrieval query. For both datasets, we observe a substantial 
drop in ASR@1 and ASR@5 under partial retrieval query knowledge 
(i.e., qt ≠ qu). In particular, ASR@1 remains consistently low across all 
settings. In the Low-Budget setting, ASR@1 drops by 33.7% and 24.2%
for Flickr30k and MSCOCO, respectively. The performance drop is even 
more significant in the High-Budget setting, where we observe reductions 
of 46.9% for Flickr30k and 36.3% for MSCOCO. This indicates that the 
advantage provided by a higher perturbation budget is substantially di-
minished when the attacker lacks knowledge of the exact retrieval met-
ric. Despite this, ASR@5 remains relatively high across both datasets. On 
Flickr30k, ASR@5 reaches 71.8% in the Low-Budget setting and 81.7% 
in the High-Budget setting. Although lower for MSCOCO, ASR@5 still 
reports 37.4% and 47.7% in the Low-Budget and High-Budget settings, re-
spectively. These values suggest that even when the retrieval metric is 
unknown, the attack can remain effective at pushing the poisoned image 
into the top-5 retrieved results. We also observe that, across both query 

knowledge scenarios (i.e., qt = qu and qt ≠ qu), ASR is generally lower 
on MSCOCO than on Flickr30k. This highlights the increased challenge 
of attacking a more complex dataset, which becomes even more difficult 
under conditions of partial knowledge of the retrieval mechanism.

Additionally, we analyze the effects of transformation strategies on
Collisio under this alternative scenario for both Flickr30k (Table 7) 
and MSCOCO (Table 8) across the Low-Budget and High-Budget settings. 
From Table 7, we see that transformation strategies yield limited im-
provements in ASR@1 for Flickr30k. Under the Low-Budget setting, the 
highest gain is only 0.1%, likely due to the difficulty of top-1 retrieval 
with a small perturbation bound and partial metric knowledge. Slight 
improvements are observed in the High-Budget setting, with ASR@1 
increasing by 1.6%. More consistent improvements are observed in 
ASR@5, where multimodal transformations provide gains of 4.4% (Low-
Budget) and 5.5% (High-Budget). This aligns with earlier findings show-
ing that partial metric knowledge has a smaller impact on top-5 re-
trieval, where the attacker only needs to ensure the poisoned image 
is included in the top-5. Moreover, in this dataset we also observe that 
TrIC-1 tends to outperform TrIC-5, likely due to the higher retrieval ac-
curacy of BLIP-2 on Flickr30k, which allows the attacker to rely more 
confidently on the top-1 prediction during augmentation. From Table 8 
it is possible to derive similar observations, though the ASR values are 
generally lower. ASR@1 changes are marginal: 0.4% in the Low-Budget
setting and 0.5% in the High-Budget setting. In contrast, ASR@5 shows 
more notable improvements: TrIC-5 achieves 4.5% in the Low-Budget
setting and reaches 7% in the High-Budget setting. For MSCOCO, TrIC-5
consistently outperforms TrIC-1, possibly due to the model’s lower re-
trieval accuracy on this dataset, making it less reliable to use the top-1 
prediction alone for augmentation.

Effect of Collisio on non-target queries. We now assess the integrity of 
the IR system after Collisio , which poisons the image dataset to force 
the retrieval of a specific target image x̃ when a user query qu is issued 
while preserving the performance of the model for queries that are se-
mantically dissimilar remain unaltered. To test this property, we evalu-
ate the impact of poisoning on retrieval accuracy by selecting one image 
from the dataset and generating the corresponding target poisoned im-
age from its query qt. The poisoned image is then injected into the image 
dataset of IR system , and retrieval metrics (R@1, R@5, MRR) are com-

Knowledge-Based Systems 334 (2026) 115090 

11 



D. Lazzaro et al.

Table 8 
Results for BLIP-2ITM on MSCOCO in both Low-Budget (i.e., " = 4∕255) and High-Budget (i.e., " = 8∕255) settings. ASRs are reported at 
ASR@1 and ASR@5 for each model and EoQ transformation strategy. We here consider Similarity-based selection (SelSim) within EoQ. 
Abbreviations: S=TrSyn, L=TrLLM, I1=TrIC-1, I5=TrIC-5. Best values are in bold.

VLP n
 Low-Budget  High-Budget
 ASR@1  ASR@5  ASR@1  ASR@5
 S  L  I1  I5  S  L  I1  I5  S  L  I1  I5  S  L  I1  I5

BLIP-2ITM

 0  2.2  37.4  4.1  47.7
 1  2.4  2.5  2.4  2.4  36.5  36.7  38.4  37.7  4.0  4.6  4.2  4.3  47.2  47.5  50.9  50.2
 5  2.4  2.3  2.2  2.6  37.2  38.4  40.3  40.2  4.5  4.1  3.4  4.1  48.0  47.7  52.8  52.0
 10  2.4  2.6  1.9  2.1  36.9  38.2  41.4  41.6  3.8  4.0  3.1  3.7  47.4  48.5  52.5  54.7
 15  2.3  2.6  1.6  2.2  37.5  39.1  41.0  41.9  3.7  4.4  2.2  2.9  48.2  48.8  51.9  54.2

Table 9 
Retrieval accuracy on Flickr30k and MSCOCO under clean conditions (C) and robust accuracy after
Collisio (L), using TrLLM with n = 15 and SelSim, in the High-Budget (i.e., " = 8∕255) setting. Results 
are reported at top-1 (R@1), top-5 (R@5), and mean reciprocal rank (MRR).

VLP
 Flickr30k  MSCOCO

 R@1  R@5  MRR  R@1  R@5  MRR
 C  L  C  L  C  L  C  L  C  L  C  L

 CLIPViT  61.1  58.3  85.2  84.7  0.72  0.70  31.2  30.1  53.9  53.7  0.42  0.42
 CLIPCNN  57.9  53.7  82.3  81.2  0.68  0.66  28.8  27.9  51.2  51.0  0.40  0.39
 BLIP-2  85.1  85.0  97.9  97.9  0.91  0.91  60.7  60.7  83.7  83.7  0.71  0.71
 BLIP-2ITM  90.0  89.9  98.1  98.1  0.94  0.94  64.6  64.6  86.1  86.1  0.74  0.74

puted on the remaining clean samples, i.e., those not used to craft the 
poisoned image. This procedure is repeated for 30 different target im-
ages, and the reported results are averaged across runs. Importantly, for 
these experiments we rely on the TrLLM transformation strategy, since 
it represents the most effective augmentation strategy under the most 
realistic threat model considered in this paper. Finally, for the attack, we 
adopt the SelSim selection strategy with n = 15, and evaluate the results 
under the High-Budget setting.

Table 9 compares the performance of VLPs on clean data (C), i.e., 
without attack, and their robust performance after Collisio (L). The re-
sults show that no substantial performance drops are observed across the 
models. The largest decrease appears in the CLIP models on Flickr30k for 
the top-1 results (R@1), with reductions of 2.8% and 4.2% for CLIPViT
and CLIPCNN, respectively. In all other cases, the results remain unal-
tered, highlighting the robustness of the evaluated IR systems on clean 
data even after the attack.

4.2.2.  Countermeasures
We examine two potential countermeasures to mitigate the effective-

ness of Collisio as a data poisoning technique. The first family relies 
on the usage of robust VLPs, namely the adversarially fine-tuned mod-
els FARE2 and FARE4 described above. The second one is based on data 
sanitization through preprocessing. Specifically, we apply JPEG com-
pression to the images contained in the retrieval dataset, integrating 
this step into the IR system pipeline. We evaluate this defense under 
different quality levels (99, 94 and 89) to analyze the trade-off between 
retrieval accuracy and robustness against poisoning.

IR system defensive evaluation. As a first step, we report in Table 10 the 
recall at k (R@k) and mean reciprocal rank (MRR) of the IR systems 
for both the robustly trained models and the JPEG-compression defense 
strategy for the Flickr30k and MSCOCO datasets.

When compared with the results obtained for the standard VLPs 
(see Table 1), the FARE models achieve higher retrieval accuracy than 
CLIPViT. This outcome is expected, as FARE2 and FARE4 employ a ViT-
L/14 backbone, which is larger than the ViT-B/16 architecture used 
in CLIPViT. Notably, FARE2 consistently outperforms FARE4, suggesting 
that a stronger adversarial fine-tuning procedure (with " = 4∕255) may 

Table 10 
Retrieval accuracy on Flickr30k and MSCOCO under the 
considered defense strategies. Results are reported for each 
model at top-1 (R@1), top-5 (R@5), and mean reciprocal 
rank (MRR).

VLP
 Flickr30k  MSCOCO

 R@1  R@5  MRR  R@1  R@5  MRR
 FARE2  67.5  88.7  0.77  36.2  59.4  0.48
 FARE4  62.4  86.4  0.73  31.8  55.0  0.43
 JPEG99  59.4  84.7  0.71  31.2  53.7  0.42
 JPEG94  61.7  86.3  0.72  31.1  53.6  0.42
 JPEG89  58.0  84.9  0.69  29.5  51.7  0.40

come at the cost of a reduction in overall accuracy. However, when com-
pared with the accuracy reported for BLIP-2 and BLIP-2ITM (see Table 1), 
the FARE models still achieve substantially lower values. This highlights 
how adversarial fine-tuning, while improving robustness, may compro-
mise performance relative to state-of-the-art VLPs. Regarding JPEG com-
pression, results remain largely consistent with the CLIPViT model on 
which this defense is applied. This holds especially at higher quality 
levels (99 and 94), indicating that input sanitization through JPEG com-
pression can preserve accuracy while providing an additional layer of 
defense. However, accuracy begins to drop at lower quality levels, as ob-
served with JPEG89, highlighting the trade-off between robustness and 
retrieval performance introduced by stronger compression.

Effect of defensive strategies on Collisio . As a second step, we ana-
lyze the effectiveness of Collisio under the two investigated defense 
strategies. For reference, we also include the results obtained with the 
standard CLIPViT model. For these experiments, we adopt the top-5 pre-
dicted images (TrIC-5) as the transformation strategy with n = 15, and 
apply SelSim for query selection in the EoQ phase, as this configura-
tion yields the best overall attack performance on our baseline model 
(see Section 4.2). Furthermore, to provide a comprehensive evaluation 
of the defenses, we consider multiple perturbation budgets (i.e., " ∈

{4∕255, 8∕255, 16∕255, 24∕255}) for the Robust Feature Alignment phase, 
allowing us to assess their robustness under increasingly strong adver-
sarial conditions.
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Fig. 7. Results on Flickr30k under the considered defense strategies. ASR@1 and ASR@5 are reported for different perturbation budgets ", using Collisio with 
TrIC-5, n = 15 and SelSim. Results are compared against the baseline CLIPViT.

Fig. 8. Results on MSCOCO under the considered defense strategies. ASR@1 and ASR@5 are reported for different perturbation budgets ", using Collisio with 
TrIC-5, n = 15 and SelSim. Results are compared against the baseline CLIPViT.

Figs. 7 and 8 report ASR@1 and ASR@5 for Flickr30k and MSCOCO, 
respectively. For both datasets, robustly trained FARE models and 
JPEG-based input sanitization prove to be effective mitigation strate-
gies against Collisio . FARE2 substantially reduces both ASR@1 and 
ASR@5, achieving strong robustness up to " = 8∕255. FARE4 provides 
even stronger protection, keeping ASR@1 below 20% for both datasets 
up to " = 16∕255. However, at this perturbation level, ASR@5 rises 
above 40% on Flickr30k, indicating that robust fine-tuning cannot com-
pletely eliminate the attack under high adversarial budgets. Overall, 
these results highlight that adversarially fine-tuned models are effec-
tive in mitigating Collisio , particularly under stronger attack settings. 
JPEG compression shows comparable effectiveness. At high compression 
quality (JPEG99), the attack is substantially mitigated for small pertur-
bations (e.g., " = 4∕255), but its effect diminishes as the budget grows. 
In contrast, JPEG94 and particularly JPEG89 remain effective even under 
higher perturbation budgets. Notably, JPEG89 achieves the lowest ASR 
values across both datasets for " = 24∕255, suggesting that stronger com-
pression yields more robust protection against poisoning at the expense 
of image quality. Although JPEG preprocessing proves effective in our 
experiments, it is important to note that this defense could be circum-
vented by an adaptive adversary aware of the entire retrieval pipeline, 
including the compression step [61]. We leave the study of adaptive 
strategies to future work.

Finally, Fig. 9 shows qualitative illustrations of Collisio for the ro-
bust FARE IR systems under the High-Budget setting, using the TrIC-5
transformation strategy with n = 15 and the SelSim selection. For each 
model, it presents the target image, the corresponding poisoned sam-
ple, and their pixel-wise difference amplified by a factor of 10. Robust 
models tend to concentrate the attack on the most semantically rele-
vant regions of the images. In particular, compared to the standard IR 
systems (see Fig. 5), the perturbations introduced to align the poisoned 
samples with the target query qt are focused on foreground subjects 
(e.g., people) rather than on background elements such as scenery. This 
differs from standard models, where perturbations are more sparsely dis-
tributed across the entire image. To better illustrate this phenomenon, 
Fig. 10 compares a clean sample with poisoned versions generated by
Collisio for CLIPViT and the robust FARE models under multiple per-
turbation budgets, using the same configuration (TrIC-5, n = 15, and Sel-
Sim). For smaller budgets (i.e., " ∈ {4∕255, 8∕255}), visual differences 
remain barely noticeable across all models. However, at higher bud-
gets (i.e., " ∈ {16∕255, 24∕255}), CLIPViT exhibits perturbations spread 
across the entire image without consistently reflecting the semantics of 
the target query qt, whereas the FARE models concentrate modifications 
on semantically meaningful regions, such as altering the child’s face to 
resemble that of an adult. This stronger alignment with query semantics 
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Fig. 9. Qualitative examples of Collisio in the High-Budget (i.e., " = 8∕255) setting for FARE2 (top) and FARE4 (bottom), using TrIC-5 with n = 15 and SelSim. Each 
row shows the target query qt, the corresponding target image, the generated poisoned sample, and their pixel-wise difference (amplified by a factor of 10).

Fig. 10. Qualitative comparison between an original image (Clean) and poisoned images generated by Collisio on CLIPViT and robust FARE models, using the 
TrIC-5 transformation strategy with n = 15 and SelSim, under different perturbation budgets ".

highlights the ability of adversarially fine-tuned models to emphasize 
perceptually relevant features, consistent with recent findings in model 
inversion for VLPs [62].

Effect of Collisio on non-target queries under defensive strategies. We 
extend the analysis of the effect of poisoning on IR system performance 

by considering countermeasures, including robust FARE VLPs and the 
JPEG compression defense. The experimental setup follows the same 
configuration described in Section 4.2.1.

From Table 11, we observe that the evaluated defenses maintain 
stable retrieval performance on both Flickr30k and MSCOCO. A slight 
degradation is noticeable for top-1 results on Flickr30k, with the largest 
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Table 11 
Retrieval accuracy of defensive strategies on Flickr30k and MSCOCO under clean conditions (C) and 
robust accuracy after Collisio (L), using TrLLM with n = 15 and SelSim, in the High-Budget (i.e., " =

8∕255) setting. Results are reported at top-1 (R@1), top-5 (R@5), and mean reciprocal rank (MRR). 

VLP
 Flickr30k  MSCOCO

 R@1  R@5  MRR  R@1  R@5  MRR
 C  L  C  L  C  L  C  L  C  L  C  L

 FARE2  67.5  67.4  88.7  88.7  0.77  0.77  36.2  36.2  59.4  59.4  0.48  0.48
 FARE4  62.4  62.3  86.4  86.4  0.73  0.73  31.8  31.8  55.0  55.0  0.43  0.43
 JPEG99  59.4  59.1  84.6  84.5  0.71  0.71  31.2  31.1  53.7  53.7  0.42  0.42
 JPEG94  61.7  61.6  86.3  86.3  0.72  0.72  31.1  31.1  53.7  53.6  0.42  0.42
 JPEG89  57.9  57.9  84.8  84.8  0.69  0.69  29.5  29.5  51.7  51.7  0.40  0.40

Table 12 
Summary of the computational costs of
Collisio to craft a poisoned image 
across the tested models.
 VLP  VRAM  Time
 CLIPViT 1,748 MiB 2.43 ± 0.23 s
 CLIPCNN 1,852 MiB 3.22 ± 0.43 s
 BLIP-2 10,458 MiB 34.03 ± 0.30 s
 FARE2 5,116 MiB 3.83 ± 0.19 s
 FARE4 5,116 MiB 3.87 ± 0.33 s

drop occurring under JPEG99. Overall, as expected, both adversarially 
fine-tuned FARE models and JPEG compression act as effective coun-
termeasures, preserving clean accuracy while mitigating the effect of
Collisio .

4.2.3.  Computational costs
We execute our experiments on a workstation equipped with two 

NVIDIA L40 GPUs (44.99 GiB each), an Intel Xeon Gold 5420+ CPU and 
503 GiB RAM. We report the computational costs separately for Phase 1 
(EoQ) and Phase 2 (Robust Feature Alignment). In Phase 1, the transfor-
mation results were computed once with a fixed random seed and then 
stored, so that they could be reused in all subsequent experiments with-
out additional overhead. For TrSyn, we implemented synonym caching 
to avoid repeated scraping. From a cold start with no cached entries, pro-
cessing 500 queries required about 12∶50 minutes. In subsequent runs, 
the system mainly accessed the local store and therefore incurred neg-
ligible overhead. For TrLLM, we generated 15 query variations for each 
of the 500 target queries qt associated with the poisoned samples consid-
ered in our experiments. To this end, we executed the Mistral-Small-24B-
Instruct-2501 model locally, which required approximately 45.18 GiB of 
VRAM (which we distributed across two GPUs) and a runtime of about 
2∶35∶00 hours. For TrIC, we relied on an online API 4 to generate 15
augmented captions for each image in the test split. End-to-end caption-
ing took approximately 3∶00∶00 hours to complete. In Phase 2 (Robust 
Feature Alignment), the execution cost largely depends on the under-
lying model architecture. Table 12 summarizes the peak GPU memory 
usage and the mean Â± std runtime required to craft a single poisoned 
image for each VLP configuration, measured over 15 poisoned image 
construction trials. Notably, BLIP-2 emerges as the most computation-
ally expensive model, mainly due to its underlying architecture.

5.  Conclusions

Our study of data poisoning in Text-to-Image IR systems reveals a 
critical vulnerability in widely deployed VLPs. By examining how an 
adversary with comprehensive knowledge of a model’s internal work-
ings can insert a relatively small number of poisoned images into a 
dataset, we demonstrate that even semantically diverse textual queries 

4 https://www.together.ai

can be manipulated to yield misleading retrieval results. Our poison-
ing approach, Collisio , exploits the alignment between a poisoned 
image’s feature representation and multiple transformations of the tar-
get query, ensuring that any semantically preserving linguistic variation 
still triggers the intended malicious outcome.

In an extensive exploration of transformation techniques – ranging 
from simple synonym substitutions to more sophisticated LLM-based 
rephrasings and multimodal image captioning – we show how a judi-
cious selection of transformations can maximize the attack’s success 
rate. Our experiments on widely used datasets, such as Flickr30k and 
MSCOCO, verify that Collisio consistently increases the ASR of data 
poisoning across three distinct VLP-based IR systems . These findings 
highlight the importance of understanding how query variation inter-
acts with poisoning samples to enable reliable attacks.

Ultimately, our results emphasize the urgent need for the research 
community and industry to reevaluate how Text-to-Image IR systems are 
constructed and validated. In this regard, we have evaluated potential 
countermeasures: robust VLPs obtained through adversarial fine-tuning 
proved effective in mitigating Collisio , while our proposed data pre-
processing defense also showed promise, though at the cost of poten-
tial accuracy trade-offs when stronger compression is applied. However, 
such preprocessing defenses remain potentially vulnerable to adaptive 
adversaries aware of the retrieval pipeline. Future work calls for the 
study of adaptive poisoning strategies and the design of stronger, more 
resilient defenses to ensure the trustworthiness and reliability of VLP-
based IR systems .
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