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Abstract. In supervised classification models, such as Support Vector
Machine, the main purpose is to predict the class membership of the in-
coming samples. In some real applications malicious inputs are inserted
to mislead a vulnerable classifier, leading to a wrong prediction. In our
work we focus first on the problem of introducing the smallest pertur-
bation of a sample to induce incorrect classification and then on how to
produce a significant downgrading of the classifier acting on a subset of
the input samples.

The novelty of the proposed approach is in the attempt of calculating
sparse perturbations by minimizing the relative {o-pseudo-norm, which
gives rise to a Difference of Convex (DC) optimization model. We present
the results of some preliminary experiments.

Keywords: Adversarial Machine Learning - SVM - Sparse optimization
- fo-pseudo-norm - DC Optimization.

1 Introduction

In the classification framework of Adversarial Machine Learning (AML) there
are two players in action: the Defender and the Attacker. The Defender tries
to design a robust classifier, while the Attacker tries to introduce small mod-
ifications in data to mislead the classifier and cheating the Defender (see Fig.
1). Applications range from computer vision to cybersecurity where input per-
turbations could poison the predictions of learning-based pattern classifiers [2].

In this work, we consider the Attacker’s perspective and, in detail, the fol-
lowing steps should be performed [12]:

— to enable different attack scenarios against learning algorithms;
— to implement the corresponding attack strategy;
— to define the attacker’s objective;
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Fig. 1. Adversarial ML framework

— to identify the data to be manipulated;
— to formulate an optimization problem.

In the framework of supervised binary classification, we suppose that the
Defender constructs a Support Vector Machine (SVM) classifier (see [10, 13, 23,
24]) by stating the following problem:

migC swlw + C(Z &+ Z Cz)

s i€l leL

st. alw—y+1<¢& iel
—“blw+~y+1<¢, lel
& >0, iel, (>0, leL

where the two point-sets in the n-dimensional space, A = {a;} (i € I) and
B = {b} (I € L), are given. A separating hyperplane, defined by the couple
(w € R™, v € R) is calculated in view of minimizing the sum of the classification
errors &,1 € I and (j,1 € L for the two sets A and B, respectively.

In the paper we propose two models. In both we assume that the Attacker
has complete information on the dataset; in addition, he holds the control on one
or more samples and, consequently, he has the possibility of perturbing them.
In the first model (Section 2) the objective is to move some points of the sets so
that they are wrongly classified by the available hyperplane; in the second one
the objective is to generate the maximum disruption of the classifier acting on
the samples that can be manipulated. The novelty of both models is the search of
sparse perturbations, so that the smallest possible number of features is involved.
To deal with sparsity, we resort to the k-norm based approach described in [17,
15,18]. Tt results, in both models, in a DC programming formulation [3,16, 19,
20, 1,22].

2 Sparse sample perturbation

In the adversarial classification framework, malicious inputs are designed to cheat
a vulnerable classifier leading to a wrong prediction. In particular, we focus on
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the search of the smallest (in the £-pseudo-norm sense) perturbations of samples
producing a failure in the classification process.

Given a binary classifier [6,7,4,8,9,5,11] F : R" — {—1,1} and any z € R"
we find the smallest perturbation 6 € R™ such that

Fla+6) # F(a),

by changing a small number of attributes.

More specifically, adopting the SVM approach to separate two data sets
A and B, we take w.l.o.g. any a € A and consider the separating hyperplane
H(w,~). If a is correctly classified, the inequality a’w < « — 1 holds. Hence, we
look for a perturbation é € R™ to make the point a misclassified. To this aim,
satisfaction of the following inequality (a + 6)Tw > v + 1 is required. It can be
rewritten as w6 > p, = —aTw + v+ 1 > 0. In order to keep small the number
of attributes to be modified we add a cardinality constraint [21]. To bound the
magnitude of all components of § we introduce the minimization of its £, norm,
coming out with the non-linear program ming{||6||sc : wW'§ > pa, [|6]l0 < k} for
an appropriately selected value of k € {1,...,n}.

To replace the cardinality constraint ||6|lo < k with a DC constraint we use
the k-norm definition. We recall that the k-norm of z, indicated by [|z|(, is the

sum of k& maximal components (in modulus) of z, k¥ = 1,...,n. The following
hold:
Dzl =l < - <zl < - l2llp = s

i) lzflo <k = |zl —lz]lg =0, k<s<n.
In particular, for any k = 1,...,n, the following equivalence holds:
[zllo <k < [zl = llzlx =0,

which allows us to rewrite the problem in the form

min 6]
s.t. wtd > p,
611 — N6l <0

By introducing the penalty parameter o for the nonconvex, nonsmooth con-
straint [|0]|; — [|0]/x) < 0, we obtain

min [[0]|ec + a(||d]||1 — ||6
in 8] + o (1511 — 8]19) "

s.t. whd > p,

Note that the objective function of the above problem is of DC type, thus we
apply the Descent-Ascent DC (DADC) algorithm [14] after having penalized the
linear constraint w”§ > p, by the scalar 8 > 0.

In figures 2 and 3 we report two examples in the 2-dimensional space. In Fig.
2 the sets A and B are linearly separable. We have used the following parameters:
k=1, 0 =4 and g = 1.1. The algorithm has provided the following solution:
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a; |a; +9;| byl b+
(0,0)| (2,0) |(1,1)] (0,1)
(0,1)] (1,1) |(2,0)| (1,0)
(1,0)] (2,0) |(2,1)] (0,1)
Note that, having set & = 1, for all points considered only one attribute changes
and, as expected, the classifier fails for all of them.

In Fig. 3 the sets A and B are not linearly separable. Even in this case, by
using the same parameters, it is confirmed that only one attribute changes and
the classifier fails for each sample. We have the following solution:

)

a; a; +9; bil | b+ 6
(0.5,0.5)|(1.75,0.5)|(1.5,0)](0.25, 0)
(0.5,1.5)[(2.25,1.5)| (2,1) |(0.75,1)
(1.5, 1.5)|(2.25, 1.5)| (1, 1.5)| (1, 1.5)

The point b3 = (1, 1.5) is unchanged because it is already misclassified and we
have not applied the method on it.

-4 -2 0 2 4 -4 -2 [ 2 4

(a) (b)

Fig. 2. Example 1: SVM before (a) and after perturbation (b).

-4 -4

(a) (b)
Fig. 3. Example 2: SVM before (a) and after perturbation (b).
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3 Classifier perturbation

For the two point-sets A = {a;}, ¢ € [ and B = {b;}, | € L in R™, we suppose
that the Defender has found an optimal separating hyperplane (w’,~’) such that

(w',7') = arg IBIEZ max{0,a, w— v+ 1} + Z max{0, b w4~y + 1} (2)
el leL

We suppose that the Attacker is able to manipulate the attributes of some
samples, both from A and B, corresponding to the index sets Ip; C I and
Ly C L, respectively; variables d;, i € Ips and &;, [ € Ljs define the sample
perturbations. The objective of maximising the change in the separating hy-
perplane is pursued by plugging into the objective function the modulus of the
scalar product between the normal w to the perturbed hyperplane and w’, the
normal to the current one. Thus, we state the problem

min C1 ( Z max{0,a; w — v+ 1} + Z max{0, —b w + v + 1}

w,7,8

1€\ lEL\Ly
+ Z max{0, (a; + 6;) "w — v + 1}
i€l 1 (3)
-+E:nwﬂ&—@erTw+7+1D+%hmﬁwﬂ+§aﬂww
€Ly

st. |12 <p iely, 8l2<p le€Ly

Remark 1 Note that the objective function encompasses nonsmooth and non-
linear terms of the type 8] w under the maz operator. They can be put in DC
form by observing that any function f(z,y) = max{0,2 "y} can be rewritten as

1 1
f(@,y) = max{0, Z(Hwﬂ/l\z— lz—ylI*)} = 1 max{||z+yll?, |z~ ylI*} - |z —y*

The above Remark allows us to rewrite the objective function in a DC form. In
solving the problem we have again used the DADC algorithm [14], after having
penalized the constraints ||&;]|> < p (i € I,,,) and ||§]|> < p (I € Ly,,) by the
scalar 8 > 0.

In figures 4, 5, 6 and 7 we report four examples in the 2-dimensional space.
In Fig. 4 the sets A and B are linearly separable. We have manipulated only
the point (0,1) and we have used the following parameters: Co = 20, C3 = 0.1,
B = 60 and p = 0.1. As for the parameter C, in Fig. 4-(b) we set it equal
to 80 obtaining a considerable perturbation of the separating hyperplane, but
paying it with a misclassified point. On the contrary (see in Fig. 4-(c)) by setting
C7 = 120 we obtain correct classification of all samples at the cost of a weaker
perturbation of the Defender’s classifier.

Similar considerations hold for the other examples. In Fig. 5 the manipulated
point is (1,0) and we have used the following parameters: C; = 32, Cy = 30,
C3=0.1, 8 =40 and p = 0.1. In Fig. 6 we have used the following parameters:
C3 =0.1, 8 =40 and p = 0.1 and the manipulated sample is (0, 1). In Fig. 6-(b)
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we have set C; = 150 and Cy = 30 and in Fig. 6-(¢) we have set C; = 70 and
Cy = 60. In Fig. 5 we have two manipulated points: (1,1) and (0, 2) and we have
used the following parameters: C; = 10, C; =1, C3 = 0.1, =10 and p = 0.1.

(c)
Fig. 4. Example 3: SVM before (a) and after manipulation (b) — (c).

(a) (b)
Fig. 5. Example 4: SVM before (a) and after manipulation (b).

In conclusion, the preliminary numerical experiments show that the optimiza-
tion program (1) is able to perform a sparse perturbation on the data points such
that the SVM classifier fails. Moreover, the classifier perturbation model (3) dis-
rupts the separating hyper-plane obtained via SVM acting on some of the data
points, which results in a lower accuracy score on the initial dataset.
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(a) (b)
Fig. 7. Example 6: SVM before (a) and after manipulation (b).
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