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Resilient Cyber-Physical Power Protection
Systems Using Transient Kinetic Energy Method

Seyed Hossein Rouhani

Navid Razmjooy

Abstract—The integration of remote control and dig-
italization in intelligent power systems has introduced
significant cybersecurity risks, particularly from malicious
attacks targeting protection systems, which can lead to
operational disruptions and line outages. However, such
outages may also arise from system faults, protection fail-
ures, or circuit breaker malfunctions. To address this chal-
lenge, this article introduces a novel methodology based on
waveform analysis. The proposed approach leverages tran-
sient kinetic energy analysis and real-time circuit breaker
monitoring to differentiate between cyber-attacks and other
causes of line outages. By analyzing waveform data from
circuit breaker (CB) coil current and contact travel, the
method extracts timing features to assess CB health. Prob-
ability distribution curves are generated for each feature,
enabling new measurements to be compared within these
distributions to evaluate CB conditions. Numerical simu-
lations on a modified IEEE 39-bus test system, supported
by experimental tests, reveal a key finding: during power
system faults, a distinct time delay occurs between abrupt
changes in transient kinetic energy and the initiation of line
outages. In contrast, this delay is absent in cases of cyber-
attacks and circuit breaker failures. This innovative method
can be seamlessly integrated into supervisory control and
data acquisition systems, enabling real-time identification
of the root causes of outages and significantly enhancing
the cybersecurity of power systems.
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NOMENCLATURE
SCADA Supervisory control and data acquisition.

RTUs Remote terminal units.
CB Circuit breaker.

TKE Transient kinetic energy.
CT Current transformer.

PT Potential transformer.

SV Sampled values.

MMS Manufacturing message specification.
GOOSE Generic object-oriented substation event.
DFIG Doubly fed induction generators.

SF6 Sulfur hexafluoride.

HIL Hardware-in-the-loop.

T-D Time-domain.

RBEFN Radial basis function network.

|. INTRODUCTION

ROTECTION systems play a vital role in power systems
P characterized by a significant presence of renewable energy
generating sources and bidirectional power flow. These systems
are designed to safeguard power systems from potential defects
and disruptions. The purpose of this system is to autonomously
identify and isolate errors. In addition to the autonomous fea-
ture and in conjunction with safeguarding concerns, operators
within the SCADA facility employ RTUs to assess the status of
the power system. Subsequently, operators issue commands to
protection relays based on the system’s condition, initiating the
disconnection of a power line. Although power system protec-
tion engineers hold the belief that a simpler protective system
offers greater reliability, the integration of intelligent electrical
embedded devices with the new generation of protection relays
in smart power systems has enhanced the protection of smart
renewable power systems.

Distance relays are utilized to protect high-voltage trans-
mission lines by employing impedance estimation techniques
that rely on measured current and voltage data. The predicted
impedance is afterward compared to the impedance of the
protected zone. If the estimated impedance exceeds the zone
impedance, the relay sends a trip command to the CB. How-
ever, under specific fault conditions such as voltage instability,
power fluctuations, or load invasion, distance relays may face
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challenges in accurately measuring the impedance of zone three
[1], leading to the issue of false trip commands. In addition,
false commands issued by malicious assaults also lead to false
trips. On the other hand, from the perspective of protection
engineering, it is highly unlikely for a CB to experience an open
without commands failure due to the presence of a lock mech-
anism that keeps it in either the open or closed position during
internal fault conditions. However, according to the findings of
the CIGRE working group, the failure rate for an open without
commands failure is reported to be 5.4%. This failure rate is
primarily attributed to internal failures within the CB [2].

The operational state of each CB inside the SCADA system
is continuously monitored and visually represented as either
activated (ON), deactivated (OFF), or experiencing a malfunction
(failure). The failure status is characterized by the absence of
faults during operation or the failure to operate following a fault
and remote instruction. The SCADA system lacks an additional
algorithm for identifying the cause of its failure. In order to
detect early CB failure, online monitoring has been proposed [2],
[3], where the CB condition is evaluated by the operation time
of the electrical and mechanical parts. In [4], a novel CB fault
detection method based on online monitoring has been proposed,
considering that the industry leaders in this field have actively
developed and implemented online CB monitoring capabilities.
In [5], the researchers have presented a proposed methodology
for the prediction of circuit breaker failure by utilizing vibration
measurement data obtained during switching operations.

The advent of digitization and remote access has rendered
protection systems vulnerable to cyber-attacks [6], [7]. Cyber
attackers attempt to manipulate the internal settings of pro-
tection systems, like critical clearing time and thresholds for
zone settings, or to falsify the SCADA commands and send
fake trip signals to CBs through remote access, resulting in
line outages [8]. Outages can lead to the overloading of other
lines within the system, reducing the stability margin, which can
consequently lead to transient instability and cascading failures
[9]. According to Hong etal. [7], cyber-attacks targeting distance
relay settings can be prevented by establishing communication
between neighboring relays. Distance relays are distributed all
over the transmission system and overlap to provide compre-
hensive protection. Considering this, a multiagent-based deep
learning method is presented in [10] for detecting cyber-attacks.
This method involves comparing the measured local voltage
and current with neighboring relays. In practical terms, the
implementation of this method requires comprehensive and
accurate information from all the relays involved, increasing
the complexity and challenges of the process. The ability of
the data mining methods to detect disturbances, normal control
operations, and cyber-attacks targeting protection systems has
been demonstrated in [11], which necessitates comprehensive
and accurate historical information to effectively analyze the cur-
rent condition of the system. The sliding mode control approach,
as developed in [12], has been used for online cyber-attack
detection. However, this method heavily relies on the precise
modeling of the system. In [13], a secure sampled measured
value message has been proposed to secure the transmitted data
regarding communication delays. However, this method has
practically proven to secure digital substation communications.
However, the vulnerability persists in the face of cyber-attacks
targeting internal settings changes in protection systems, CT
and PT tap changers, and direct commands originating from
the SCADA system. In [14], the cyber-attack detection index
has been developed based on wavelet analysis of the current

signal. In [15], the authors propose a blockchain-assisted, fully
distributed identity-based digital signature scheme that elimi-
nates the need for a trusted Key Generation Center, improves
efficiency using oblivious transfer, and ensures existential un-
forgeability. In [16], a combination of an optimized homomor-
phic convolutional neural network and a lightweight threshold
signature scheme-based dual-authorization protocol is proposed
to enhance data security. A random forest decision machine
learning algorithm has been developed in [17] to detect and mit-
igate cyber-attacks against the protection systems. To overcome
these methods, attackers are constantly attempting to design
new types of cyber-attacks, called stealthy cyber-attacks, which
remain undetected by security systems [18], [19]. In [20], an
unknown input observer has been proposed for detecting stealthy
attacks. In [21], a method based on the Shewhart test and the
sliding-window chi-squared test has been developed to address
stealthy cyber-attacks. Data-driven detection [22], a switching
multiplicative watermarking strategy [23], and a permutation
entropy-based method [22] are some methods against stealthy
cyber-attacks. Despite their advantages, the mentioned methods
have limitations, including a tendency to require significant
amounts of time, inherent complexity, questionable efficacy in
online detection scenarios, vulnerability to new stealthy cyber-
attacks, and reliance on specific system models.

To address the drawbacks of previously developed methods,
this work presents a strategy for detecting stealthy cyber-attacks
by considering the behavior of the power system’s transient
kinetic energy during system operations and online monitoring
of the CBs. The proposed method is practical. This strategy
utilizes waveform data from the coil current and contact travel
of CBs to extract timing features for assessing their health
conditions. Probability distribution curves are then generated
for each timing feature, allowing for the evaluation of CB health
based on new measurements within these distributions. On the
other hand, it also utilizes the TKE behavior in power systems.
The TKE exhibits a direct proportionality to the square of the
velocity differential between the reference generator and the
remaining generators. The TKE experiences a sudden large
increase in magnitude at the occurrence of a fault, followed by
a subsequent drop upon the resolution of the fault. If the system
achieves stability after the fault has been removed, the TKE will
tend towards a value close to zero. Nevertheless, in the event
that the system continues to exhibit instability, there will be a
resurgence in TKE [24].

The proposed method is based on considering the correlation
between TKE and the loss of power system synchronization
during a fault and online CB monitoring. The rationale under-
lying the utilization of the proposed methodology is related
to two factors: first, acknowledging that industry leaders are
developing online monitoring of CBs, and second, the SCADA
system currently monitors the velocity of the generators and
their rates of change by RTUs. Therefore, the proposed method
can be integrated into existing SCADA algorithms. The main
contributions of this research article can be summarized as
follows.

1) Developing a novel waveform-based method for real-time
detection of line outage reasons while meticulously ac-
counting for real-world practical limitations.

2) The developed method doesn’t need the system model,
relying solely on data from circuit breaker moni-
toring and synchronism generator speed provided by
RTUs.
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Fig. 1. Cyber-attack tree for protection systems.

3) The proposed method is robust against stealthy cyber-
attacks.

The rest of this article is structured in the following manner.
The studied power system modeling for TKE monitoring and the
evaluation of circuit breaker health conditions are explicitly out-
lined in Section II. Section III discusses the proposed transient
kinetic energy monitoring and circuit breaker health condition
monitoring methods. The innovative approach includes extract-
ing time features to identify healthy conditions and utilizing TKE
variations to discern faults and malfunctions in power systems.
Section I'V contains a discussion of practical considerations. The
findings and analysis of the test results are reported in Section V.
Section VI concludes this article.

[I. PROBLEM FORMULATION

The cyber-attack tree for the problem considered in this paper
is illustrated in Fig. 1. As illustrated in this figure, attackers
employ various sophisticated techniques to replace accurate data
with false or manipulated information.

These attacks target not only critical communication channels
and data exchange systems but also measurement sensors. This
manipulation results in the maloperation of protection devices,
leading to false trips, which can undermine the stability and
security of the power system. Given the nature of these attacks,
they fall under the category of false data injection cyber-attacks.

Among the mentioned possible cyber-attacks on the protec-
tion system, a communication-based technique between neigh-
boring distance relays can prevent cyber-attacks that change
protection distance relay settings [7]. This strategy is possible
because smart power system substations and control centers are
strongly connected. Thus, false data injections and commands
are their biggest vulnerabilities. Furthermore, the occurrence
of protection system malfunctions introduces the possibility of
false tripping. Several circumstances cause these malfunctions,
which area as follows.

1) CTs and PTs maloperation, saturations, Ferro-resonance
phenomena, and their internal defects.

2) Distance relays zone three maloperation and their internal
defects.

3) The internal defects of the CBs.

Under saturation conditions, distance relays experience a re-
duced effective current, leading to a higher calculated impedance
and inducing a time delay in relay operation [25], [26]. As a
result, this event cannot affect the CB open without command
failure. On the other hand, in the Ferro-resonance phenomenon,
the magnitude of voltage and current increases, leading to the
overreaching of distance relays and, consequently, false trip

Fig. 2.
system.

Schematic of the communication protocol in a smart power

commands due to lower impedance estimation [27], [28]. To
eliminate this kind of maloperation, researchers have proposed
applicable methods [29], [30]. Digital relays are equipped with
various detection methods and prevention filters [31], making
the current technology less susceptible to this type of malop-
eration. Among the mentioned factors, critical events involve
malfunctions in the three distance relay zones and circuit CBs
internal faults. Therefore, other factors are beyond the scope
of this study. Fig. 2 illustrates how attackers perform malicious
activities against the issues described in this study.

As illustrated in Fig. 2, the SCADA system, considering
the power system status, transmits new reference points and
commands to the substations through the communication in-
frastructure, utilizing the MMS protocol. Within substations,
intelligent electronic devices receive measurements from CTs
and PTs through communication channels using SV protocols.
Based on these measurements, relays send instructions to CBs
via the GOOSE protocol. Cyber attackers exploit vulnerabilities
by gaining remote or physical access to control centers and
substations. They may also intercept communication between
the control system and substations, including internal substation
communication. Through these means, attackers manipulate
measured or transmitted data, inserting false information or
sending deceptive commands to disrupt the actions of protection
systems. To detect these kinds of cyber-attacks, this article
proposes a model-free-based waveform analysis considering
real-world applications. The proposed strategy utilizes real-time
monitoring data from healthy condition monitoring of CB and
synchronism generator speed provided by RTUs. While the pro-
posed method does not require system modeling, for an effective
demonstration of its performance, we initially utilize an accurate
model to mimic the real-world behavior of renewable power
systems and monitor TKE. Additionally, we introduce a novel,
robust approach for evaluating the status of circuit breakers
through online monitoring. In practical implementation, only
the mentioned data will be used, eliminating the need for the
exact modeling of the system.

A. System Model for Transient Kinetic Energy

Consider a multi-machine dynamic system with a set of
differential and algebraic equations:

&= f(x,2,u) (1)
0 =g(zzu) ()

where x represents the system states, u indicates the system
inputs, f{.) represents the system differential equations, and g(.)



indicates the system governing algebraic equations. Although
a classical model of the reduced power system to internal
generator nodes may have acceptable accuracy for using the
transient energy methods [32], this article takes a step further by
considering and developing a two-axis model of synchronous
generators (SGs) with a static excitation system, incorporating
the penetration of wind power to enhance accuracy. The renew-
able power system under consideration involves m machines and
is described by the following two-axis model [33]:

/ d / ’ !
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By — Viicos (6; — 04) — Ryilys — Xo Ias = 0 (10)

wherei = 1,2,...,misthe number of the generator. T, E,.,
Xai, X (’“, I4;, and Eq; are open circuit time constant, transient
voltage of SG, synchronous, and transient reactance, current,
and field winding voltage, respectively, all for d-axis. T, éOi,
E(’ﬂ, Xgir» X (’]i, and I,; are open circuit time constant, transient
voltage of SG, synchronous, and transient reactance, and current,
respectively, all for g-axis. Ths;, and Tg;are mechanical and
electromagnetic torque. V;;, and Vi.; are terminal and excitation
reference voltage. §;, and 6;; are rotor and terminal voltage angle.
R, Kaj, wi, ws, M;, D;, and T'4; are blade length, excitation
gain, rotor velocity, synchronous speed, inertia, and damping
constant, respectively.

For the wind power generation model, DFIGs are considered.
The drive-train system, induction generator, and power elec-
tronics converters are parts of the DFIG. In this manner, each
component of the DFIG is separately modeled. Although the
wind turbine aerodynamic system is typically represented by an
algebraic model, its mechanical dynamics are disregarded for
stability studies [34]. In a wind turbine, the extracted power can
be calculated by the following:

Prw = (0.5) prR*C, (3, 8) V5 (11)

where Cy,, A, 3, and V,, are wind turbine performance coefficient,
tip speed ratio, blade pitch angle, and wind speed, respectively.
p represents air density, and R is blade length. The A can be
obtained by

= (we.R) Vi (12)

where w; is the wind turbine speed. While analyzing the stability
of the wind turbine drive-train system, experimental investiga-
tions and power system simulations recommend the use of a two-
mass model [35], [36] that is used for modeling DFIG. Typically,
the dynamic analysis of the power system does not consider
the stator transients in asynchronous and SGs. Hence, in the

transient stability simulation algorithms [36], the currents and
voltages are represented as phasors. Since the stator transients
are likewise disregarded in this study, the induction generator
dynamic equations are stated as follows [37], [38]:

Vis = —7s igs + €, — Lyigs (13)
Vie = T s + €q 4 Lyigs (14)
Vis = 75 igs + €, — Lyias (15)
Vis = =75 ids + €5 + Liigs (16)
T. = egias + €yigs 17)
and
1d ., 1 , N
i 4=y (ceat (Lo = L) i)
! Ln
(= wr)ey = 7V (18)
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/ Ly,
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where i4s, Vs, e;, ids» Vs, €, and Vg, are current, stator and
internal voltage in g and d axis and rotor voltage of the doubly
fed induction generator, respectively. The parameters 7, and 7,
are stator and rotor resistance, respectively. Lgg, L, and L,,
are stator, rotor, mutual inductance of the doubly fed induction
generator, respectively. 7, is of wind turbine electrical torque.
The terms Ty, €/, L, and e’q are equal with

. Y (20)
Ty = L e
Tr
! L2
Ls = (Lss - Lm) (22)
! Lm
€q = L» Adir- (23)

The nonlinear algebraic current-balance equations for power
systems with synchronism and DFIG are shown as follows:

(Lai + jlq1) /00 %F) = zm: [(Yi/’“emgk) (Vtkejem)] - (24
i=1

For doubly fed induction generator V; is defined as follows:

Vig €% = Vg + V] /075, (25)
In a doubly fed induction generator, the terminal voltage
vector is synchronized with the g-axis. Therefore

Vie = 0= {th = Vas 26)

Org = 6 °

The grid side converter is defined with a current source, and
reactive power is exchanged with the power system by stator.
Thus, the grid-side converter is modeled as follows:

PGrid side conv — QGrid side conv
_j V:]s

IGrid side conv — (27)



Finally, the injected current by doubly fed induction generator
is shown as follows:

(Faa + ) /475 = 37 [(e') (V")

i=1
(28)
After simultaneously solving the differential and algebraic
equations of the modeled system, the rotor speed and angle
are calculated. Unlike the classical model, in this study, it is
not necessary to transfer them to the center of inertia, and the
generator is taken as a reference. The TKE function can be
evaluated by considering the difference between the generator
speed and reference, as follows [32]:

1
Vkp = Z} EMz‘(wz‘ — wy).
In the real-world application of the proposed method, one
only needs to gather information from the RTUs and monitor
the TKE, as specified in (29).

(29)

B. Circuit Breaker Failure Evaluation

The SCADA system continuously monitors the status of high-
voltage transmission CBs, effectively discerning three distinct
states: ON, OFF, and Failure. A CB is identified as a failure
when it fails to operate following a fault or a remote order. The
current SCADA system lacks adequate supplementary measures
for determining the root cause of failures. On the other hand,
industry leaders are actively developing real-time monitoring
capabilities for CBs. In light of this situation, the objective of
this study is to address the SCADA deficiency by leveraging
real-time monitoring data from CBs for early failure detection.
This novel approach will facilitate the distinction between CB
failures, power system faults, and cyber-attacks. CBs consist of
two primary components, namely, the control section and the
operational section. The CB structure incorporates a hydraulic
spring that functions to store energy when the contacts are in
a closed state. To activate a CB, the trip coil must be supplied
with electrical energy, derived from the trip battery. To ascertain
instances of failure, it is imperative to conduct a comprehensive
examination of both the control and operational components,
along with their respective subcomponents.

The causes of control circuit breaker failures are frequently at-
tributed to various factors, including wiring errors (such as incor-
rect connections), short circuits, external interference (such as
electromagnetic interference and electrical noise), environmen-
tal conditions (such as extreme temperatures, humidity, dust, and
corrosive substances), and vibration, mechanical stress, aging,
and deterioration. Furthermore, various occurrences such as the
failure of the trip mechanism, spring failure, misalignment or
binding in the moving parts, malfunction of the latch or locking
mechanism, and manufacturing defects can be considered in-
stances of potential malfunctions in the mechanical components
of circuit breakers. These malfunctions can cause circuit breaker
openings without external commands.

As reported in papers [2] and [39], the data from real-time
monitoring can be used to detect high-voltage CB failure early.
Through the analysis of the waveforms using signal processing
methods, the functional features can be extracted. However,
as shown in [2], the timing features (t; to t4) mentioned in
Table I provide adequate accuracy for early failure detection.
Additionally, we propose using the contact travel time (t5) to

TABLE |
TIMING SELECTED FEATURES FROM CB ONLINE MONITORING

Events Times
Trip operation is started t
Trip coil current picks up t
Trip coil current dips after saturation t
Trip coil current drops off t
Contact breaks or makes (a change of status P
from low to high or vice versa) travel time °

: 3
g 3
- (b)
Fig. 3.  CB trip operation. (a) Contact travel waveform. (b) Coil current.
=y
% \\Alarm
~ “\_Failure
min s Catarn TITE ()
Fig. 4. Probability distribution for CB monitoring.

detect mechanical failure. Fig. 3 shows the coil current and
contact travel waveform during CB open operation.

The performance of CBsin high-voltage transmission systems
is affected not only by timing parameters but also by critical
factors related to the SF6 gas, which is used as an insulating
medium. Moisture, pressure, purity, leakage, and SF6 gas are
essential considerations. Adhering to the manufacturer-defined
limits for these characteristics is crucial for proper CB operation
during opening or closing actions. Exceeding these limits can
lead to decreased insulating properties, impacting CBs during
arc phenomena and potentially preventing proper opening due
to reduced insulating properties and electric arc extinguishing
capability. Failures related to SF6 gas properties must be thor-
oughly investigated, especially when the CB is in the open
position. For example, increased moisture content can cause
flashover when the CB is opened. Regular monitoring and main-
tenance of SF6 gas properties is essential to ensure the reliable
and safe performance of CBs in high-voltage transmission sys-
tems [40]. By utilizing online monitoring, the operator will have
sufficient data to compose an accurate probability distribution
for each timing feature. An example of a probability distribution
for CB monitoring is shown in Fig. 4. Over the course of time,
the timing features of circuit breakers which have been extracted
and updated over time may gradually shift towards alert areas
due to aging and the effects of friction. Nevertheless, through
appropriate maintenance practices, it is possible to restore them
to an optimal health condition.

The evaluation of the probability of the circuit breakers being
in a healthy state can be performed by the following:

Emax

P = T i dt (30)
taarm
pptam — gy 31)

Emax
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where Ptiealthy, pplamf, 9, and p are CB healthy condition
probability, CB alarm condition probability, probability distri-
bution, standard deviation, and mean, respectively. Since this
article focuses on failures that occur when the circuit breaker
opens without commands, the probability of such failures will
be discussed in the following sections. To this end, two factors,
including the trip coil current signal and traveling contacts
performance, are investigated. The performance probability for
trip coil current is defined as follows:

4
HP]E;}EU;;] -1 H Piallure.
i=2
Traveling contacts performance in CB acts properly if the
timing “#5” is within its correct interval. The mechanical part
performance probability is defined as follows:

H Pgailure 1— szailure. (35)

ontacts travel —
In summary, the probability of the CB performance is evalu-
ated by the following:

(34)

5
Failure __ Failure
HPER"™ = 1— [] Pt
i=2

(36)

Ill. PROPOSED METHOD

To discern the causes of line outages, including malicious
cyber activities, power system faults, or protection system mal-
functions, this article introduces a novel waveform analysis
method. The motivation for differentiating between faults and
cyber-attacks in this research stems from their potential to
cause similar disruptions, such as line outages, despite differing
in frequency and nature. Faults typically result from natural
causes, while cyber-attacks can deliberately mimic these events.
Accurate differentiation ensures appropriate, timely responses,
avoiding unnecessary interventions like maintenance for cyber-
attacks. Although digital logs can identify cyber-attacks, ad-
vanced tactics may evade detection. The proposed method pro-
vides a complementary, real-time detection layer, analyzing both
physical and operational data to enhance system resilience and
prevent misclassification. This innovative strategy comprises
two distinct yet simultaneous approaches. The first approach
involves extracting timing features (tz to ts) from the data
collected through online CB monitoring. These features are
then positioned within a probability distribution curve to assess
the health status of the CB. The second approach focuses on
monitoring TKE, which is explicitly utilized to identify the cause
of line outages and distinguish between faults and cyber-attacks.
It is not employed to monitor the CB itself, which is managed
through the time feature analysis.

The TKE within the power system is directly influenced by the
difference in speed between the reference generator and the other
generators. Usually, this speed difference is negligible during
normal power system operation, making it almost negligible.
However, due to the dynamic characteristics of renewable power
systems, the TKE is not exactly zero. Consequently, in such
scenarios, there will be slight fluctuations in the TKE. Therefore,
the TKE will undergo slight variations. However, during faults

[ Take the real time data from phasor measurement units |

[ Monitor the power system Transient Kinetic Energy using (29) ]

[ Line outage at =0 ]

=0
Iy

Check the CB failure condition in

t=0" using timing features from the Check the zone three maloperation

data obtained through online CB condition in t=0"
monitoring
Is there any failure?
Yes
No
Faulty condition 0 Yes ,\ |

Unstable condition /
Is there any sharp mutation in TKE for
Cyber-attack 2 times
And

Computational procedure of the proposed method.

Fig. 5.

and stressful situations in the power system, the synchronism
between generators is disturbed at the moment the fault occurs,
leading to an acceleration of the generators. Consequently, the
TKE, which correlates directly with the square of the speed
difference, undergoes a sudden change when a fault event occurs,
following which it begins to decrease. If system stability is main-
tained, TKE remains at a minimum level; however, instability re-
sults in a subsequent increase. A sudden mutation in a short time
means a significant increase in the time derivative (955 ). The
TKE behavior, as described, is being implemented for the first
time as a criterion to identify faulty power systems, malfunctions
in protection systems, and line outages, even in the absence of
fault conditions. Following the investigation of fault existence,
as previously discussed, this research concerns CB open without
command failures. To achieve this, the timing features given
in Table I are initially extracted through experimental tests on
CBs. It is important to note that these timing attributes can be
obtained from factory-provided data for recently installed circuit
breakers. Moreover, in cases where there is a lack of adequate
information, experimental tests can be employed. Subsequently,
a probability distribution is constructed for each timing feature
(t2 to t5). According to the probability distribution, the health
condition can be assessed if the newly measured data falls within
the healthy interval. In contrast, the alarm condition can be
identified if it falls within the alarm interval. The alarm condition
in time step # may result in failure in time step #+/. Therefore,
alarm condition detection may help detect early failure. Fig. 5
shows the computational procedure of the proposed method.

[V. PRACTICAL CONSIDERATIONS

Practical implementation can be investigated by the following
concerns.

1) Complexity in modeling for TKE calculation: The pro-
posed method is model-free and does not necessitate
intricate modeling for TKE calculation. Only real-time
data from generation units is required to calculate the
TKE using (29). It is worth mentioning that the proposed
intricate two-axis model of SGs, combined with a static
excitation system, was employed solely for accurately
tracking the real-world system’s behavior and providing
more accurate simulation results.



2) Real-time data from generation units: In addressing con-
cerns regarding the availability of necessary data for TKE
monitoring, it’s crucial to note that the existing SCADA
monitoring system updates the event sequence every mil-
lisecond and acquires the necessary real-time data from
PMUs. Consequently, the current SCADA systems effec-
tively meet the conditions for real-time data requirements.

3) Availability of CB time features and real-time monitoring:
These temporal attributes depend on the CB type and
are either supplied by manufacturers or can be readily
measured and documented before installation. Regarding
real-time CB health condition monitoring, it is worth
mentioning that industry leaders in this field are actively
developing such features.

4) Applicability: The SCADA system is already equipped
with numerous algorithms for analyzing system statuses
based on the received information. Given the availability
of relevant data within the SCADA system, our proposed
methods can be integrated into existing infrastructure as
a novel detection method.

5) Computational resource requirements and processing
time estimates: The real-world implementation of the pro-
posed method requires a standard SCADA workstation
with an event-sequence update rate of 1 ms. For the pro-
cessing time estimation, the rate of change of TKE is ini-
tially monitored. When it exceeds the maximum observed
value under normal conditions, with an additional 10%
margin for uncertainty, further monitoring is triggered.
The processing time is then determined based on when
the TKE surpasses the maximum value observed under
normal conditions by an additional 10%, accounting for
uncertainties.

The proposed method is designed to leverage current SCADA
infrastructure, allowing seamless integration by utilizing real-
time data from circuit breakers and generators without extensive
modifications. It complements existing cybersecurity measures
by providing an additional layer of detection for cyber-attacks,
particularly targeting protection systems. By integrating with
existing anomaly detection algorithms, the proposed approach
enhances situational awareness and response times to potential
threats. On the other hand, the model-free nature of our method-
ology ensures scalability and adaptability, making it compatible
with various configurations.

V. TEST RESULTS AND DISCUSSION

To demonstrate the performance of the proposed method, a
two-step process was followed. First, an experimental investi-
gation was conducted to collect real-time data from a 170 kV
circuit breaker, focusing on its health condition evaluation. Next,
a modified renewable New England test system was simulated,
incorporating the CB experimental data, to assess various fault
scenarios and potential cyber-attacks. Finally, OPAL-RT HIL
validation was performed to verify the Simulink simulation
results.

A. Experimental Test Results

The experimental testbed for the 170kV circuit breaker is
depicted in Fig. 6, revealing a comprehensive integration of

Fig. 6. Testbed for the experimental CB health condition monitoring.
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Fig. 7. Experimental result of CB. (a) Coil trip current. (b) Contact
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Test system.

sensors within both the control and operational components.
These sensors are instrumental in facilitating online detection of
the CB’s health condition. Specifically, they monitor the CB coil
trip current and contact travel curve during its open operation,
offering invaluable data for early detection and prevention of
failures. Fig. 7(a) showcases the experimental results of the coil
current, while Fig. 7(b) illustrates the utilization of contact travel
curves for detecting mechanical failures, particularly during
open operation. Following each test iteration, timing features (¢,
to t5) are extracted from the measured data. To ensure robustness
and reliability, the experimental tests are repeated 100 times in
this research. Based on the obtained results and the extracted
features of each test, probability distribution curves for each
feature are generated. These curves serve as crucial tools for
further analysis and understanding of the CB’s health condition.

B. Numerical Simulation Results

A modified renewable 39-bus New England system, which
includes data from [36], [41], as shown in Fig. 8, is used for
this study. The DFIG parameters are provided in Table II. To
synchronize with the time updates in SCADA, a sampling rate of
1ms was used for the variable computations in all the numerical
simulations conducted within the MATLAB environment. In the
test system, an aggregated model of a DFIG-based wind farm
was additionally incorporated into Bus 9. The wind farm was
conceptualized as a cohesive unit, akin to a single machine, due
to the integration of multiple wind turbines. The fundamental
operational aspects of the power system incorporating wind



TABLE Il
DFIG PARAMETERS USED IN THE STUDY

Parm | Values [pu] | Parm Values Parm Values
Ly 4 H, 4 [s] Hy 0.1 X H, [s]
Ly, 1.01 X L,, K 0.3[pu/el.rad] | Pryrated 5 [MW]
L., 1.005 X L c 0.01[pu/el.rad] R 40.05 [m]

Ts 0.005 B 0 p [1(1;13153 ]
7 1.1xr Vi 15 [m/s] N 222

Fig. 9.

Hardware-in-the-loop testbed.

power have been taken into account. Time-domain simulation is
conducted using a simultaneous implicit approach in accordance
with power system modeling for the calculation of the accurate
trajectory of the generator angle, which is used for TKE monitor-
ing. In steady-state operating conditions, the system dynamics
were simulated to have a time response of 10 s before the fault
manifests itself.

Experimental and simulation studies have been carried out in
four different scenarios to evaluate the validity of the proposed
method. In Scenario 1, the effect of stable and unstable faults
on TKE variation has been studied. Scenario 2 focuses on
identifying false trips, stable and unstable power swing con-
ditions, and overloading. An unplanned false line trip due to
malicious cyber-attacks has been studied in Scenario 3. Scenario
4 investigates two-line outage events, where the first line outage
is due to the cyber-attack, while the second line outage is due
to faults. In all scenarios, the three-phase short circuit fault is
used to simulate renewable power system faults. Although there
is no difference between the types of faults from a TKE per-
spective, each fault increases TKE. The Opal-RT was employed
as a hardware-in-the-loop system to validate the results. The
hardware-in-the-loop testbed is illustrated in Fig. 9.

In Scenario 1, it is assumed that a fault occurs between buses
14 and 15, and it is fixed by cutting the line. The T-D simulation
is carried out in this manner, and the curves of the rotor angle,
active power of the SGs, and TKE are shown in Figs. 10 and 11.
According to the T-D simulation results in Figs. 10 and 11, the
system is stable when the fault clearing time is set to 0.198 s and
unstable at 0.199 s. As aresult, the critical clearing time is 0.198—
0.199 s. From Fig. 10(c) and Fig. 11(c), the TKE variation during
system faults can be observed. The TKE also has negligible
variations during normal conditions because the renewable smart
power system is dynamic. It can be seen that, at the moment
of the fault, the TKE increases sharply. This indicates that a
sudden mutation occurs in the TKE time derivative (‘12%) at
this time. Referring to Fig. 11(c), it becomes evident that the
TKE has undergone two distinct mutations. The first mutation
corresponds to the fault occurrence, while the second mutation
is attributed to system instability. It can be observed that the rate
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Fig. 10. Power system stable condition. (a) Active power. (b) Rotor
angle (c) TKE.
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Fig. 11. Power system unstable condition. (a) Active power. (b) Rotor
angle. (c) Transient kinetic energy.
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Fig. 12.  TKE for statistical analysis.
of change of mutation (%) is comparatively lower during the

second mutation.

To evaluate the dynamics of TKE within the power system, a
statistical analysis was undertaken. This analysis investigated
the behavior of TKE under both normal and abnormal con-
ditions. For each scenario, the minimum and maximum TKE
values were identified, and these points were connected with a
line, as illustrated in Fig. 12.

Following this graphical representation, the rate of change
and the discrepancy between the TKE values as well as statistical
values such as mean, standard deviation, and confidence interval
of 95% are computed and presented in Table III. Statistical
comparison of TKE behavior under normal and abnormal con-
ditions in a power system, as provided in Table III, clearly
shows distinct differences. The confidence interval analysis
reveals that the lowest rate of change in TKE under abnormal
conditions, within the 95% confidence interval, is more than
eight times greater than the highest rate of change within the 95%



TABLE IlI
FEATURES FOR TKE

NORMAL CONDITION
Rate of change for each swing Differences (MaXyaue-Minyge) —in
[TKE for each swing x 1e™3

0.0017 0.000745 |0.000894 | 0.7599 0.3464 0.5405
0.0012 0.0012 0.000972 | 0.4835 0.5412 0.3868
0.000927 10.000596 [0.000541 | 0.3847 0.2284 0.2207
0.000291 10.000259 0.1092 0.1075

Mean= 8.48% 1le~* Mean= 0.374 x 1le”3
Standard deviation= 4.27x 1le™* Standard deviation= 0.201x 1le™3
95% Confidence interval
Rate of change for each swing (0.5906 to 1.1346)Xx 1e~3
Differences in TKE | (0.2386 to 0.5085)x 1e™3
ABNORMAL CONDITION
Rate of change=0.0093 IDifference in TKE= 2.8x1e~3
95% Confidence interval from different Scenarios
(8.884 t0 9.92)x 1e~3
(2.65 to 2.87)x 1e™3
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Fig. 13.  Transient kinetic energy variation. (a) Overloading. (b) Stable
power swing. (c) Unstable power swing.

confidence interval for normal conditions, indicating substantial
variations in %. Furthermore, the 95% confidence interval for
the difference between the maximum and minimum TKE values
indicates that the smallest difference under abnormal conditions
is more than five times larger than the largest difference observed
under normal conditions. Considering the method conditions
for computational resource requirements and processing time
estimates, the processing time in this case study is conservatively
estimated at 100 ms.

The effectiveness of the proposed TKE strategy in detecting
zone three maloperations has been provided in Scenario 2. To
achieve this objective, a study was conducted to analyze the
impact of stable and unstable power swing conditions, as well
as overloading scenarios, which have been identified as potential
causes of malfunctions in distance relays’ zone three operations.
As discussed, these conditions happen when the system is under
stress following a fault. Considering a symmetrical fault on a
transmission line between buses 14 and 15, a stable power swing
condition was established. The issue was initiated at 10 s and
resolved at 10.1 s. For unstable power swing conditions, the fault
was cleared 1.137 s later (at 11.137 s). For load encroachment
conditions, the load at bus 12 was increased by 50% at 10 s.
Fig. 13 shows the TKE variation under these conditions. It can
be seen from Fig. 13 that how TKE monitoring can detect any
of the above stress factors that can cause a line outage. From
Scenarios 1 and 2, it is concluded that in faulty and stressful
conditions, the TKE experiences a sharp mutation at first; then,
the line outage happens. Consequently, a delay exists between
the sharp TKE mutation and the onset of the line outage. In
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Experimental test results for CB failure monitoring in

Scenario 3, an attacker with remote access is responsible for
triggering an unplanned outage on the line between buses 14
and 15.

The line outage moment is called Tt,i,. The proposed algo-
rithm uses TKE and online CB monitoring for anomaly detec-
tion, as shown in Figs. 14 and 15. It can be seen from Fig. 14
that at Ti,;p,, the TKE has significantly increased. It means that
there is no delay between the sharp TKE mutation and the onset
of the line outage. Therefore, it can be concluded power system
faults and stresses are not the reason for the line outage. As a
result, it may be related to CB failure. The experimental findings
depicted in Fig. 15 reveal that the CB is operating under normal
and healthy conditions.

In Scenario 4, a hypothetical situation is presented where
a cyber assailant with remote access intentionally triggers an
unplanned line trip on the interconnecting line between buses 14
and 15. Subsequently, another line experiences an interruption
shortly afterward due to a fault. The test results shown in Figs. 16
and 17 depict the experimental CB online monitoring and TKE
variations. For the analysis of the first line outage, it is evident
from Fig. 17 that there is a substantial increase in kinetic energy
at Ty,ip. This suggests that there is no temporal gap between
the occurrence of the abrupt TKE mutation and the initiation of
the line outage. Therefore, it can be inferred that power system
failures and stress conditions do not serve as the underlying
cause of the line outage. In the case of the second line outage,
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TKE monitoring in Scenario 4.

it is apparent that prior to the event, there was a significant rise
in kinetic energy. This implies the existence of a temporal gap
between the occurrence of the abrupt TKE mutation and the
initiation of the line outage. Consequently, it can be inferred
that power system problems are the underlying cause of the line
outage. In both instances, the experimental test findings depicted
in Fig. 16 demonstrate a state of good health.

In comparison with some well-known detection methods,
the proposed method utilizes a direct waveform analysis, how-
ever, neural network methods learn patterns from data to clas-
sify events, observer detection methods monitor system vari-
ables and identify anomalies to detect cyber-attacks or faults,
signature-based approaches identify known patterns or signa-
tures of cyber-attacks within the system, and anomaly-based
approaches detect abnormalities by identifying deviations from
expected patterns. Therefore, the response time in neural net-
work methods depends on the complexity of the network and the
computational resources available. In observer detection meth-
ods, the response time relies on the complexity of the observer
algorithm and the speed of data processing; the signature-based
approaches may offer real-time capabilities depending on the
efficiency of signature matching algorithms; in anomaly-based
approaches, the response time depends on the complexity of

anomaly detection algorithms and the speed of data processing.
Regarding adaptability, the proposed method is adaptable to
different power system configurations and operational condi-
tions. Although the other methods may require adjustments or
fine-tuning based on specific system configurations or changes
in operating conditions. Unlike the mentioned methods that
may require updates to address new cyber-attack patterns, the
proposed method uses direct TKE analysis, which is driven by
actual system faults and generator speeds, eliminating the need
for updates. Additionally, the proposed method does not depend
on historical data for training, leading to reduced computational
time and costs. Table IV compares the proposed method with
other well-known methods

To assess the effectiveness of the proposed method, a RBFN
is utilized for comparison. This network is popular due to its
faster process, reduced overfitting with ability to handle large
and complex datasets [42]. The RBFN has been designed to
differentiate between normal, faulty, and cyber-attack cases.
Fig. 18 illustrates the structure of the designed RBFN. In the data
collection process for each scenario (normal, faulty, and under
cyber-attack), the TKE variation, as well as timing features of
CB (t1 to t5), are collected from 1000 time runs with a resolution
of one millisecond. After that, in a window of 100 samples, the
features are extracted. The features are mean, mode, median,



standard deviation, skewness, variance, summation, quantiles
(25th and 75th), kurtosis, maximum, minimum, as well as the
rate of the change to track the dz#. The RBFN structure was
employed and consisted of three layers, including input, hidden,
and output. The input layer receives data collected from various
scenarios, with each node representing a single feature and
accepting its corresponding input value, resulting in a total of
14. The hidden layer contains a set of radial basis functions that
are used to map the input data into a higher dimensional feature
space, a total of 8 neurons. Each node in this layer applies a
radial basis function to the input data, producing a scalar output,
and utilizes the Gaussian function as the activation function. In
the output layer, the final network output classifies input data as
normal or anomalous, with one node representing normal data
and the other anomalous. In this article, SoftMax is utilized as
the activation function, and backpropagation supervised learning
techniques enable training. The network is trained by using a set
of labeled data to adjust the weights, minimizing classification
errors. In the dynamic renewable power system, the TKE under-
goes continuous fluctuations, as illustrated in Fig. 13(a). These
variations pose challenges for RBFN detections, introducing
errors. To enhance accuracy, the window size was reduced, fo-
cusing on improved feature selection, particularly emphasizing
the rate of change of TKE and its maximum values within
each window. These adjustments have indeed improved the
detection capabilities while increasing the computational costs.
Consequently, the computational time, cost, and complexity
associated with the RBFN are significantly greater than those
of the proposed methodology based on waveform analysis. This
disparity necessitates a high-processing hardware infrastructure
and substantial resources to manage the processing require-
ments effectively. This limitation raises concerns regarding its
effectiveness in real-time and critical applications, where rapid
response to cybersecurity threats is essential for maintaining the
integrity and reliability of intelligent power systems. In con-
trast, the proposed method not only streamlines computational
efficiency but also enhances the real-time identification of the
root causes of line outages, thereby significantly improving the
overall cybersecurity posture of power systems.

VI. CONCLUSION

A unique methodology has been suggested to detect stealthy
cyber-attacks, focusing on the examination of transient kinetic
energy waveforms and the implementation of real-time monitor-
ing of circuit breakers. This novel approach can be seamlessly
integrated into SCADA systems to enable timely detection of the
underlying causes of line outages. The efficacy of this approach
has been verified and showcased through extensive time-domain
simulations conducted on the modified New England 39-bus
system, which integrates wind farm data and experimental tests.
The testing results and comparison with RBFN confirm the
robustness of this approach against surreptitious cyber-attacks
targeting protection systems. The examination of waveforms
representing TKE reveals a noteworthy observation that during
abnormal conditions, the rate of change in TKE is more than
several times faster than under normal conditions. Furthermore,
in the presence of faults, there is an observable time delay
between the occurrence of a sudden change in TKE and the
onset of a line outage. Nevertheless, the absence of this delay is
observed in stealthy cyber-attacks and circuit breaker failures.
These key observations indicate that the behavior of the system

remains unaffected by the specific nature of the cyber-attack.
Therefore, the proposed method can detect all types of cyber-
attacks that cause false trips. The compression with RBFN
validates the performance of the proposed method. Considering
the increasing penetration of converter-based renewable energy
sources integrated with virtual inertia strategies, improving the
proposed method for such power systems is suggested for future
studies.
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