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Certification of Autoencoder-based Models for Dynamical Systems

Marco Ledda, Student, IEEE, Diego Deplano, Member, IEEE,
Alessandro Giua, Fellow, IEEE, Mauro Franceschelli, Senior, IEEE

Abstract— Deep learning models have emerged as power-
ful tools for modeling complex dynamical systems, offering
data-driven alternatives to traditional identification techniques.
Among them, autoencoder-based architectures have gained
popularity due to their ability to extract low-dimensional latent
representations starting from high-dimensional information.
However, a major challenge persists: assessing the reliability
of these models, especially in control tasks where prediction
errors can have critical consequences. In this work, we propose
an optimization-based certification approach to quantify the
worst-case prediction error of ReLU-activated autoencoder
models of dynamical systems. By formulating a targeted Mixed-
Integer Quadratic Programming, our approach identifies data
sequences that maximize the deviation between the model’s
predicted output and the true system response.

I. INTRODUCTION

Traditionally, dynamical systems have been modeled
through analytical methods, deriving equations from physical
laws to describe their behavior accurately. However, as
systems grew in complexity-exhibiting nonlinear dynamics,
high-dimensional states, or partially unknown behaviors,
analytical methods became limited. This complexity, coupled
with the availability of abundant data and computational
advancements, motivated the adoption of data-driven system
identification techniques, allowing to approximate system
dynamics directly from input-output measurements [1–4].
These methods have been effective in a wide range of
applications, particularly when the structure is known and
its behavior can be captured easily.

The advent of machine learning (ML) and deep learning
(DL) further accelerated this evolution. Deep neural networks
(DNNs), due to their ability to perform function regression
and approximate complex nonlinear mappings [5–9], have
become a popular tool in this context, both in centralized
and distributed scenarios [10, 11]. In particular, autoencoder-
based architectures have been widely adopted because they
are capable of learning compact latent representations [12].
In literature, a wide range of autoencoders have been pro-
posed, from those that identify a nonlinear system in state-
space [13–15] to variational autoencoders, whose resulting
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latent state is based on a probability distribution that has
been learned from the data [16–18].

Despite their expressiveness, a key shortcoming of DL-
based system models is the lack of formal guarantees.
Unlike classical models, which often have well-established
theoretical bounds on estimation or prediction error, deep
learning models typically act as black boxes. This opacity
raises significant concerns in critical applications such as
autonomous systems, robotics, and processes. In particular,
quantifying the worst-case prediction error is important
for ensuring the model’s trustworthiness and guaranteeing
safety margins. To enhance safety guarantees in learned
dynamical systems, various approaches have been explored.
These include learning regions of attraction [19], exploiting
Lyapunov theory for stability certification [20], and, in
specific contexts, integrating physics-based knowledge into
learning frameworks [21].

Main contribution – Despite the modeling accuracy of
autoencoder-based architecture for dynamical systems, a
critical limitation remains: the absence of guarantees on the
worst-case one-step ahead prediction error. This is relevant in
control applications, where wrong or inaccurate predictions
can lead to unsafe or suboptimal decisions. Since this model
type is used as surrogates in control applications such as
Model Predictive Control [22–25], it’s important to explore
worst-case scenarios that lead to large prediction errors. The
main contribution of this paper is to address this challenge
by introducing a method to certify the maximum prediction
error of autoencoder-based models for dynamical systems.
We propose an optimization-based framework that identifies
the sequences of data that maximize the discrepancy between
the true system output trajectory and the one predicted by
the ReLU-based autoencoder model. This method allows one
to make a formal analysis of the worst-case behavior and
provides a concrete error bound that can be used to evaluate
the model’s reliability. Our goal is to certify whether the
predicted outputs from the autoencoder are consistent with
those generated by the known physical system, under a given
input-output trajectory window. The certification process
identifies the worst-case deviation between the model and
system outputs, providing guarantees on prediction fidelity.

Structure of the paper – The paper is organized as follows.
In Section II we introduce the general problem and the math-
ematical formulation of the certification method, specifying
the assumptions and the constraints involved. Section III
shows the numerical simulations, starting from a method
already proposed in the literature for the identification of
Autoencoder-based models of dynamical systems. Section IV
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draws the conclusion and outlines future research directions.
Notation – The set of real and natural numbers is denoted

by R and N. Matrices M ∈ Rn×n are denoted by uppercase
letters, vectors v ∈ Rn by boldface bold letters, scalars s ∈ R
by lowercase letters, while sets and spaces S are denoted
by uppercase calligraphic letters. The vectors of zeros and
ones of dimension n are denoted by 0 and 1, respectively.
The Euclidean norm is denoted by ||·||2. The operators max
and min refer to the maximum and minimum of a finite
set of real numbers. The operators sup and inf denote the
least upper bound (supremum) and greatest lower bound
(infimum), respectively, and are used when the extrema may
not be attained but can be approached arbitrarily closely. The
symbol ◦ denotes function composition: for two functions f
and g, the composition f ◦ g is defined as (f ◦ g)(x) =
f(g(x)).

II. PROBLEM STATEMENT AND PROPOSED METHOD

We consider dynamical systems with state space represen-
tation {

xk+1 = f(xk, uk)

yk = g(xk)
(1)

where xk ∈ Rnx is the state vector, uk ∈ Rnu is the exoge-
nous input, and yk ∈ Rny is the output, with nx, nu, ny ∈ N.
We also consider artificial neural networks (ANN) that
could make predictions ŷk of the system’s outputs yk
based on the knowledge of a sequence of input/output pairs
{yk−T , uk−T , · · · , yk−1, uk−1} of length T ∈ N. Namely,
denoting by fann : RT (nu+ny) → Rny the mapping of the
ANN we have

ŷk = fann(yk−T , uk−T , · · · , yk−1, uk−1) (2)

In general, the ANN will commit an error in estimating the
future output of the dynamical system, and we denote this
error by

εk = ||ŷk − yk||22. (3)

We can now formalize the main problem of interest.

Problem 1 (Certification problem). What is the largest
prediction error (3) that a given ANN (2) can make when
predicting the one-step ahead output of a dynamical sys-
tem (1)?

To solve the above certification problem, one needs to find
the input/output sequence that leads to the largest prediction
error between the true system’s output yk and the ANN’s esti-
mated output ŷk. Letting k = T be the time at which we seek
to make the prediction, the past inputs Up = {u0, . . . , uT−1}
becomes free decision variables while the system’s past
output Yp = {y0, . . . , yT−1} becomes constrained decision
variables determined by the known model dynamics (1). The
associated state trajectory is denoted by XT = {x0, . . . , xT }.
In this way, both the true output yT and the ANN predicted
output ŷT become functions of the so-called information
vector [y⊤0 , u

⊤
0 , · · · , y⊤T−1, u

⊤
T−1]

⊤ [13]. With this setting, in

principle, an answer to Problem 1 can be found by solving
the following optimization problem:

max
Up,Yp,XT ,yT ,ŷT

||ŷT−yT ||22 (4a)

s.t. x0=0, (4b)
∀k∈{0,···,T−1}: yk=g(xk), xk+1=f(xk,uk), (4c)

yT=g(xT ) (4d)
ŷT=fann(y0,u0,···,yT−1,uT−1) (4e)

The above problem allows us to find the sequence of inputs
such that, starting from x0, we reach an unknown state xT

where the distance between the output prediction at time
T , ŷT , and the real output yT is maximized. However, it
could be very difficult to solve exactly the above optimization
problem, due to possible nonlinearities of both the system’s
dynamics and the ANN architecture.

In the remainder of this section, we will show that
Problem 1 can be formulated as a Mixed-Integer Quadratic
Programming (MIQP) for piecewise linear systems and feed-
forward ANNs with Leaky Rectified Linear Unit (LReLU)
activation functions, as formalized next.

Assumption 1. The dynamical system (1) has a piecewise
linear dynamics and a bounded state space X ⊂ Rnx and
bounded input space U ⊂ Rnu . Let X = X1 ∪ · · · ∪ Xm

be a partition of the state space into convex polyhedra
Xi = {x ∈ Rn : Πix ≤ πi}, then the dynamics can be writ-
ten as follows

xk+1 =


A1xk +B1uk if xk ∈ X1,

...
Amxk +Bmuk if xk ∈ Xm

and output yk = Cxk.

Assumption 2. The ANN (2) is a fully-connected feedfor-
ward neural network made up of L ∈ N layers with nℓ ∈ N
neurons for ℓ ∈ [1, L] such that

fann := fL+1 ◦ · · · ◦ fℓ ◦ · · · ◦ f1,

where the functions fℓ : Rnℓ−1 → Rnℓ are LReLU, with
n0 = T (nu + ny) and nL+1 = ny , i.e.,

fℓ(h) = LReLUα(W
ℓh+ bℓ), h ∈ Rℓ−1,

and where

LReLUα(x) := max{αx, x}, and α ∈ [0, 1].

A. Formulation of the MIQP problem

We start by discussing how the constraints (4c) associated
with the decision variables xk, which are described by a
piecewise affine model as in Assumption 2, can be written as
linear constraints by following the approach outlined in [26].
For each partition Xj = {x ∈ Rn : Πjx ≤ πj} and for each
step k = 0, · · · , T − 1 and each partition j = 1, · · · ,m let
δk,j ∈ {0, 1} be an auxiliary boolean variable that is equal
to 1 if and only if xk ∈ Xj , namely

δk,j = 1 ⇒ Πjxk − πj ≤ 0.
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This can be equivalently expressed by the mixed-integer
linear inequalities:

∀k, j : Πjxk − πj ≤ U ′(1− δk,j)1 (5)

where

U ′ := max
j=1,··· ,m

{
max

{
sup
x∈X

{Πjx− πj}
}}

.

Since all partitions Xi are disjoint by definition, it must hold

∀k :

m∑
j=1

δk,j = 1. (6)

Now, let zk,j ∈ Rnx be continuous variables such that

zk,j =

{
Ajxk +Bjuk if δk,j = 1,

0 if δk,j = 0.

This can be equivalently expressed by four mixed-integer
linear inequalities:

∀k, j :


zk,j ≤ U ′′δk,j1,

zk,j ≥ L′′δk,j1,

zk,j ≤ Ajxk +Bjuk − L′′(1− δk,j)1,

zk,j ≥ Ajxk +Bjuk − U ′′(1− δk,j)1,

(7)

where

U ′′ := max
j=1,··· ,m

{
max

{
sup

x∈X ,u∈U
{Ajx−Bju}

}}
,

L′′ := min
j=1,··· ,m

{
min

{
inf

x∈X ,u∈U
{Ajx−Bju}

}}
.

Thus, the state xk+1 can be expressed as a function of the
zk,j as follows

∀k : xk+1 =

m∑
j=1

zk,j . (8)

We summarize these equivalencies in the following proposi-
tion.

Proposition 1. Consider the optimization problem (4) un-
der Assumption 1. All constraints on the output variables
in (4b)-(4d) becomes linear:

y0 = 0, yk = Cxk, ∀k = 1, · · · , T − 1. (9)

By introducing boolean variables δk,j ∈ {0, 1} and contin-
uous variables zk,j ∈ Rnx for all k = 1, · · · , T − 1 and
j = 1, · · · ,m, all the constraints on the state variables
in (4c) can be replaced by the linear constraints in eqs. (5)-
(8).

We continue by discussing how the constraint (4e) asso-
ciated with the prediction variable ŷk, which is the result of
LReLU functions as in Assumption 2, can be decomposed
into a set of linear constraints due by following the approach
outlined in [27]. We first associate a continuous variable
hℓ ∈ Rnℓ to the output of each layer ℓ ∈ 1, · · · , L, namely

hℓ := max{α(W ℓhℓ−1+bℓ), (W ℓh+bℓ)}, and α ∈ [0, 1],

where the input to the first layer is the information vector and
the output of the last layer is the expected output, namely

h0 = [y⊤0 , u
⊤
0 , · · · , y⊤T−1, u

⊤
T−1]

⊤,

ŷT = fL+1(h
L).

(10)

The max operation can be replaced by introducing continu-
ous variables zℓ ∈ Rnℓ such that

∀ℓ : zℓ = W ℓhℓ−1 + bℓ (11)

By construction, the maximum c = max{a, b} of two terms
is always greater or equal than all arguments, namelt c ≥ a
and c ≥ b, and therefore one must impose

∀ℓ : hℓ ≥ αzℓ, and hℓ ≥ zℓ. (12)

Finally, by introducing boolean variables δℓ ∈ {0, 1}nℓ one
may force each component hℓ

i to be equal to zℓi when δℓ,i = 1
and equal to αzℓi when δℓ,i = 0 with the following set of
mixed-integer linear constraints

∀ℓ : hℓ ≤ αzℓ +Mδℓ, and hℓ ≤ zℓ +M(1− δℓ),
(13)

where

M := max
ℓ=1,··· ,L

{
max

{
sup
x∈X

{
α(W ℓx+ bℓ),W ℓx+ bℓ

}}}
.

We summarize these equivalences in the following proposi-
tion.

Proposition 2. Consider the optimization problem (4) un-
der Assumption 2. By introducing boolean random variables
δℓ ∈ {0, 1}nℓ and continuous variables h0 ∈ RT (nu+ny),
hℓ, zℓ ∈ Rnℓ for all ℓ = 1, · · · , L, the constraint on the
prediction variable in (4e) can be replaced by the the linear
constraints in eqs. (10)- (13).

Having expressed both the system dynamics and the ANN
prediction through mixed-integer linear constraints, the cer-
tification problem is defined as a MIQP. Before solving this
problem in simulation, we must ensure that it is always
feasible under the given assumptions. This is formalized in
the next proposition, while a rigorous proof will be provided
in future work.

Proposition 3. Consider the optimization problem (4) un-
der Assumption 2. For any bounded input and state domains
U and X , the certification problem (4) is always feasible.
In particular, the system dynamics constraints (4b)–(4d) are
satisfied by construction, while the ANN predictor (4e) is
always defined for any admissible input-output sequence.

B. Discussion on the implementation and complexity

Several aspects influence the practical implementation of
the proposed certification method. First, the formulation
requires the determination of the bounds L′′, U ′, U ′′, and M ,
which appear in the linear constraints related to the piecewise
affine dynamics and the LReLU activation functions. These
bounds can be computed starting from the prior knowledge
of the training set. In practice, since the dataset defines the
region of the state space X and the input space U used
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during the training stage, one can pre-compute these values,
ensuring that they enclose the operating ranges observed
in the data [28, 29]. Another important aspect is the low
computational complexity of the resulting MIQP problem.
The number of variables and the scale are linearly with:

• The length T of the input/output sequence;
• The dimension nu of the dynamical system’s input;
• The dimension ny of the dynamical system’s output;
• The dimension nx of the dynamical system’s state;
• The number m of the dynamical system’s linearity

regions;
• The total number nL =

∑L
ℓ=1 nℓ of neurons in all

layers.
In a detailed count, the number of boolean variables
scales with O(T ·m+ nℓ), while both the number of
real variables and the number of constraints scale with
O(T (m · nx + ny + nu) + nℓ). Furthermore, while our for-
mulation employs the squared Euclidean norm in the ob-
jective function to quantify the prediction error, alternative
norms such as the ℓ1 or ℓ∞ norms could be used instead to
make the objective convex.

III. NUMERICAL SIMULATIONS WITH AUTOENCODERS

This section presents numerical simulations of the pro-
posed certification method in the case the ANN is modeled as
an autoencoder satisfying Assumption 2. An autoencoder is
a specific kind of ANN that consists of two cascaded ANNs
(see Figure 1):

• The encoder e : RT (ny+nu) → RnΛ+1 , which maps
a sequence of input/output past pairs [u, y]k−1

k−T into a
latent representation x̂k ∈ RnL+1 of the true system’s
state xk ∈ Rnx with nL+1 ≥ nx (and usually nΛ+1 ≫
nx);

• The decoder d : RnL+1 → Rny , which makes a
prediction ŷk ∈ Rny of the output yk ∈ Rny from the
latent representation x̂k of the system’s state.

More precisely, both the encoder and the decoder are de-
signed with the same structure as follows:

• A number of layers equal to Λ = 3, each with ReLU
activation functions, i.e., LReLU with α = 0, followed
by a final linear output layer (with this notation, the
ANN has a total number of layers equal to L = 2Λ+1);

• A number of neurons equal to nℓ = 6 for all layers
ℓ = 1, . . . ,Λ;

• A dimension of the latent state space equal to
nΛ+1 = 2nx where nx is the dimension of the model’s
state;

• An observation window of length T = 100, i.e., inputs
and outputs are observed at times k = 0, 1, · · · , T − 1.

Throughout this section, we train1 autoencoders by using
the technique outlined in [13]. We constructed training and
validation datasets of 20.000 and 2.000 samples, respectively,
by exciting the system with sequences of step signals of
length T = 100 with random amplitudes drawn from the

1The software is available at http://dysco.imtlucca.it/
masti/autoencoders

Fig. 1: Schematic representation of the autoencoder’s archi-
tecture [13]. The encoder block is fed with the information
available up to time step k−1. The decoder block reproduces
the observable output starting from the latent state xk.

Gaussian distribution with zero mean and variance equal to 1.
Following data generation, all signals were subjected to a
standard normalization procedure to ensure consistency. In
particular, the empirical mean and standard deviation were
computed from the training dataset and used to normalize
both training and validation sets by subtracting the mean and
dividing by the standard deviation. We also added Gaussian
white noise with zero mean and a standard deviation of σ =
0.02 to both the training and validation datasets.

To evaluate the proposed method of certification, we test
it on the following kind of dynamical systems:

1) A linear system described in Section III-A;
2) A piecewise linear system described in Section III-B;
3) A nonlinear system described in Section III-C.

We discuss the results in Section III-D.

A. Example 1: A linear dynamical systems

The discrete-time linear time-invariant system is described
by

ΣLTI :=


xk+1 =

0.95 −0.1 0

0.1 0.95 0

0 0 0.9

xk +

 1

0.5

0

uk

yk =
[
1 0 0

]
xk

(14)

The system was tested with inputs uk ∈ [0, 2] :=
U which resulted in a tested state space included within
X = [−15 · 1,+15 · 1]. The result of the certification method
are shown in Fig. 2, revealing that the worst quadratic error
the ANN could make in predicting the system’s output is
56.40.
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0 20 40 60 80 100

−10

0

10

Step k

y(k) yT ŷT

Fig. 2: Numerical simulation for system ΣLTI in eq. (14).
The curve represents the observation until time step k = 99.
The discrepancy is observed between time steps k = 99 and
k = 100. The two points represent the discrepancy between
the systems.

B. Example 2: A piecewise affine linear system

The piecewise affine linear system is a gear system [26].
Let:

• xk ∈ R denote the vehicle speed at discrete time step
k;

• qk ∈ {1, 2, 3} denote the current gear;
• uk ∈ R denote the control input, representing the

accelerator effort.
The evolution of the speed vehicle is given by the state

equation:

ΣPWA :=

{
xk+1 = aqkxk + buk − d

yk = xk

(15)

where aqk is a gear-dependent coefficient representing the
gain associated with the current gear, b ∈ R≥0 represents the
effect of the acceleration input, and d ∈ R≥0 is a constant
deceleration factor modeling friction. The transition of the
gear state qk is governed by the following logic based on
the vehicle’s speed:{

If qk = 1 and xk+1 > θ1, qk+1 = 2,

If qk = 2 and xk+1 > θ2, qk+1 = 3

where θ1, θ2 are the gear-up speed thresholds. Vice versa,
when the gear shifts down, the logic is the following:{

If qk = 3 and xk+1 < ϕ1, qk+1 = 2,

If qk = 2 and xk+1 < ϕ2, qk+1 = 1

where ϕ1, ϕ2 are the gear-down speed thresholds. The
system was tested with inputs uk ∈ [−4, 4] := U which re-
sulted in a tested state space included within X = [0, 10 · 1].
The result of the certification method are shown in Fig. 3,
revealing that the worst quadratic error the ANN could make
in predicting the system’s output is 58.98.

C. Example 3: A nonlinear system

The discrete-time nonlinear system consists of two water
tanks [30] described by the following equations:

ΣT :=


xk+1,1 = xk,1 − k1

√
xk,1 + k2uk

xk+1,2 = xk,2 + k3
√
xk,1 − k4

√
xk,2

yk = xk,2

(16)

The cascaded tank system is a fluid-level control system
comprising two tanks with free outlets by a pump. The input
signal controls the pump that delivers the water to the first
tank. The water from the first tank then flows down to the
lower tank through a small opening. This system does not
consider possible overflows. We set k1 = 0.5, k2 = 0.4,
k3 = 0.2, k4 = 0.3. The system was tested with inputs
uk ∈ [−4, 4] := U which resulted in a tested state space
included within X = [0, 10 · 1]. The result of the certification
method are shown in Fig. 4, revealing that the worst quadratic
error the ANN could make in predicting the system’s output
is 31.92.

D. Discussion of the results

The numerical simulation results provide several insights
into the performance and limitations of the autoencoder-
based prediction scheme. In all three cases – the linear
system, the piecewise linear system, and the nonlinear system
– the observed data span the interval from k = 0 to
k = 99, with the prediction occurring at k = 100. The
figures (2) (3) (4), illustrate a clear discrepancy at this
prediction point: the red marker, corresponding to the au-
toencoder’s prediction, consistently deviates from the black
marker that indicates the true system output. This difference
is quantitatively measured by the squared error, which is the
value of the objective function in our optimization problem.
In the nonlinear case, the nonconvex nature of the problem
brings us to say that we have found a lower bound for the
worst-case scenario, but this does not necessarily guarantee
to have found a global optimal solution. Lastly, it is important
to note that the certification method, implemented using the
Gurobi [31] solver, quantifies these errors by optimizing the
sequence of past inputs and outputs. The obtained objective
function value not only serves as a bound on the prediction
error but also provides actionable insights into the reliability
of the autoencoder in control applications. For a detailed
summary of the solving time and objective values obtained
in our simulations, please refer to Table I. Note that the
experiments2 have been run with a workstation equipped with
an Intel Core i9 and 32 GB of RAM.

2Python code of the implementation is available at: https://github.
com/mledda17/AE-Certification-Method.

0 20 40 60 80 100
−5

0

5

Step k

y(k) yT ŷT

Fig. 3: Numerical simulation for system ΣPWA in eq. (15).
The curve represents the observation until time step k = 99.
The discrepancy is observed between time steps k = 99 and
k = 100. The two points represent the discrepancy between
the systems.
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0 20 40 60 80 100
−10

0

10

Step k

y(k) yT ŷT

Fig. 4: Numerical simulation for system ΣT in eq. (16). The
curve represents the observation until time step k = 99. The
discrepancy is observed between time steps k = 99 and k =
100. The two points represent the discrepancy between the
systems.

Objective function values and solving time
System Objective value Solving time
Example 1 56.40 0.26 s
Example 2 58.98 0.90 s
Example 3 31.92 4.14 s

TABLE I: In this table are reported, for each system, the
value of the objective function when a solution has been
found and the corresponding solving time.

IV. CONCLUSIONS

In conclusion, we presented an optimization-based certifi-
cation method that quantifies the worst-case one-step ahead
prediction error of autoencoder-based models for dynamical
systems. By formulating and solving the problem, our ap-
proach provides a formal bound on the discrepancy between
the autoencoder predictions and the true system output. The
discrepancy highlighted in the results emphasizes the need
for worst-case analysis for this type of application, especially
when applied in critical fields like control. These findings
underscore the trade-offs related to using deep learning
models for system identification and highlight future research
direction.
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[28] Y. Liu, R. Tóth, and M. Schoukens, “Physics-guided state-space
model augmentation using weighted regularized neural networks,”
IFAC-PapersOnLine, vol. 58, no. 15, pp. 295–300, 2024.
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