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Abstract—This paper proposes NetRate, an Android system
monitoring application that can measure and collect network and
energy information from Android devices and enables end users
to rate the Quality of Experience (QoE) of selected applications.
Moreover, NetRate includes a VPN service to limit the network
capabilities of the end device to simulate constrained network
conditions. NetRate supports the conduction of QoE research
studies in the laboratory and the field by collecting different kinds
of data from the end device, assisting in setting test conditions
(e.g., with the VPN), and collecting subjective feedback.

Index Terms—Quality of Experience, Video Streaming, An-
droid, QoE monitoring, Data collection.

I. INTRODUCTION

The recent advancement of ICT technology has improved
video streaming performance, enhancing user Quality of Ex-
perience (QoE). However, while delivering high-quality video
content improves QoE, it also results in significant energy
usage across the end-to-end video delivery chain. In particular,
the overall ICT contribution to global emissions is estimated
to be between 1.8% and 2.8% [1]. While the majority of
literature studies propose QoE-centric management solutions
with no concern for sustainability, a few recent studies have
included energy consumption in their QoE-aware management
solutions. It emerged that some users are willing to (slightly)
sacrifice the perceived QoE if carbon emissions can be re-
duced [2]. However, the perceived QoE should be kept at an
acceptable level to avoid the user becoming a churner [3].

For video streaming services, it was found that energy
consumption can be reduced by streaming videos encoded
at a lower resolution than the end device’s native resolution.
This would not necessarily lead to a noticeable QoE decrease
especially on small-screen devices, such as smartphones [4].
However, further research studies are needed to be able to
define accurate QoE models including energy-related factors
that can support network and application providers to find the
optimal trade-off between the provision of sustainable services
while keeping acceptable QoE to the end users. Nonetheless,
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the data collection required to define these models is not
straightforward.

For these reasons, we have developed an Android appli-
cation, called NetRate, to collect network and energy-related
data of Android devices, and to allow end users to provide
subjective feedback concerning the perceived QoE of selected
video streaming applications. Differently from previously de-
veloped applications, such as YoMoApp [5], NetRate can
measure network (e.g., downlink/uplink speed) and energy
(used/remaining battery capacity) information from Android
devices while selected applications are used by the users.
Moreover, NetRate includes a VPN service that can limit the
network capabilities of the end device to simulate impaired
network conditions.

We used the NetRate App to conduct experimental tests in
the field involving 11 people, who were asked to install the
App on their mobile devices and to use it to rate the QoE of
video sessions consumed on two video streaming applications
(TikTok and YouTube). Furthermore, using the VPN feature of
the NetRate App, we collected the subjective feedback of the
participants when their smartphones were connected to both a
constrained (VPN on) and unconstrained (VPN off) network.

We present the NetRate application in Section II, whereas
Section III discusses the conducted experimental test and
achieved results. Finally, Section IV concludes the paper.

II. NETRATE APPLICATION

NetRate is an Android system monitoring application pro-
viding the following main features:

« monitoring of the applications running on the Android
device and identification of selected applications;

« monitoring of the changes in the battery charge status of
the device to trigger actions;

« enabling the user to rate the QoE perceived for selected
applications and showing push notifications;

« monitoring of the device’s network download and upload
speed;

« providing a VPN service to limit the network download
speed of the Android device.

A. Development details

NetRate has been developed using Kotlin and Java lan-
guages. The navigation system, crafted with Voyager alongside
a customized structure, ensured a seamless user experience.



Adhering to software design principles such as SOLID (Single
Responsibility, Open/Closed, Liskov Substitution, Interface
Segregation, Dependency Inversion), KISS (Keep It Simple,
Stupid), and DRY (Don’t Repeat Yourself), the development
incorporated clean architecture, clean code practices, and fol-
lowed the Model-View-Intent (MVI) pattern. Jetpack Compose
powered the user interface, facilitating smooth interaction,
while Kotlin Coroutines and Flows managed parallel tasks
efficiently. Background tasks were handled using Services and
Broadcaster Receivers to facilitate communication between the
Android system and background routines. Database manage-
ment relied on SQLite and JSON, with Room serving as a
crucial database helper. ViewModel classes were utilized to
prepare data for presentation in application Activities, and
Dagger Hilt was integrated to ensure dependency injection.

B. Main features

The NetRate Home screen, illustrated in Fig. 1a, displays
information concerning the device’s battery charge status and
the VPN status. The battery percentage is prominently dis-
played in the center of the screen, accompanied by buttons for
starting and stopping the VPN service. A button at the bottom
reveals a drop-down menu allowing VPN server selection (up
to six servers). Upon selecting a new server, the user has to
re-click the start button to connect to the VPN.

Push notifications for asking the user to provide feedback
were triggered by a combination of two events: the identifi-
cation of selected applications running in the foreground and
the decrease in the battery percentage of the Android device.
The reason is that Android does not allow us to check in real
time which applications are running in the foreground. Still,
it only allows us to check which foreground applications are
running when the battery percentage is down by 1%. Thus,
the user’s feedback was collected every time the device’s
battery decreased its capacity and at least one of the monitored
applications was used by the user. If the user were using
multiple monitored applications during the battery’s discharge
cycle, he would be asked to rate each of these applications.

The Analytics screen, illustrated in Fig. 1b, presents infor-
mation regarding the provided user feedback for the selected
monitored applications (YouTube and TikTok are shown as an
example in this case). It displays data in a list format, including
information concerning the battery status (start time, end
time, and duration related to the monitored battery percentage
change, which is also displayed). The maximum, current, and
remaining battery capacity in mAh are also measured and
recorded although not displayed in the app. The VPN status
(on/off) during the monitored period is also displayed. Finally,
the subjective user feedback for the monitored applications is
displayed. Note that users were asked to rate the QoE using
the Absolute Category Rating (ACR) scale, which ranges from
1 (Bad) to 5 (Excellent) stars.

Finally, NetRate measures and records the device’s average
network download and upload speeds every 10 s. All data was
stored locally on the device’s database for analysis purposes.
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(a) Home screen.

(b) Analytics screen.

Fig. 1: Home and Analytics screens of NetRate.

C. VPN server

The VPN back-end software works on a server machine
with an Intel(R) Xeon(R) Gold 5118 CPU and 8 GB of RAM
running an Ubuntu Linux-based operating system. We have
chosen to use OpenVPN version 2.4.4 because it enables us
to handle multiple clients simultaneously. Each client is given
a unique configuration file, facilitating their connection to the
VPN server endpoint.

Once a client initiates a connection to the VPN server, the
server processes the request and performs the following steps:

o Client Authentication: the VPN server authenticates the
client based on the provided credentials (such as user-
name and password or certificate). This ensures that only
authorized clients can establish a connection.

o IP Address Assignment: to uniquely identify each con-
nected client, the server assigns an internal static IP
address, which is associated with the client during the
entire session. By using static IP addresses, the server
can maintain consistency and track individual users.

o Linking IP to VPN Tunnel Interface: the assigned static
IP address is linked to the VPN tunnel interface on the
server. This association allows the server to route traffic
to and from the client using the correct IP address.

o Routing and Forwarding: the VPN server sets up routing
rules to direct traffic between the client’s static IP address
and the rest of the network. It ensures that data flows
correctly through the VPN tunnel.

o Speed Limit Configuration: as part of the process, the
server also applies the predefined download speed limit
to the client. This ensures fair resource allocation and
prevents any single client from monopolizing bandwidth.



III. EXPERIMENT AND RESULTS

As introduced in Section I, streaming lower video-quality
content (in terms of spatial resolution and bitrate) consumes
less energy through the end-to-end video streaming chain.
However, users may not notice or partially notice this quality
reduction, especially in small-screen end devices like smart-
phones. To investigate this subject, we set and conducted an
experimental test in the field involving 11 people (4 females,
7 males, average 23 years old), who were asked to use their
Android smartphones (screen resolution: Full-HD, size: 5/6)
to watch and rate the quality of video sessions on YouTube and
TikTok applications. Participants had to install the proposed
NetRate application on their smartphones and were given
instructions on the test conduction.

A. Experiment settings

The test lasted for six days during which test participants
were asked to watch videos on YouTube and TikTok applica-
tions. NetRate was set to identify when these two applications
were running on the Android devices of the test participants.
NetRate showed push notifications to ask participants to pro-
vide QoE feedback for each of the identified applications each
time the battery percentage of the device was decreased by 1%.
Moreover, the VPN server was set to limit the download speed
limit at a maximum of 1 MB/s when the VPN service was
activated in the NetRate application. The reason was to force
the two video streaming applications to show lower-quality
video content since they are based on adaptive video streaming
algorithms that adapt the video quality based on the available
network capabilities of the client device. Participants had to
activate the VPN on alternate days; they used the smartphone
for 3 days under normal network conditions and 3 days under
VPN-constrained network conditions. Since TikTok can also
be used for messaging, we requested users not to rate those
sessions even if videos were viewed during that time.

B. Results

A total of 817 ACR quality scores were collected at the end
of the experimental test, 387 (195 TikTok, 192 YouTube) and
430 (231 TikTok, 199 YouTube) concerning the video sessions
consumed under unconstrained (VPN-Off) and limited (VPN-
On) network conditions, respectively. Table I summarizes the
collected QoE results in terms of the Mean Opinion Score
(MOS) with a 95% confidence interval. It can be seen that the
MOS computed for video sessions consumed when the VPN
was activated (3.14) is quite lower than the MOS computed
when no VPN was enabled (3.82). This was expected since the
average session downlink speed concerning the video sessions
with VPN-On (106.31 kB/s) was lower than that measured
with VPN-Off (130.98 kB/s). The same applies to the average
maximum downlink speed, which was 223.84 kB/s for VPN-
On and 671.29 kB/s for VPN-Off. Also, the limit of 1 MB/s
forced by the VPN server is confirmed by the measured
absolute maximum downlink speed, which was 936.46 kB/s
for VPN-On and 7267.22 kB/s for VPN-Off. Moreover, on
average, the participants perceived higher QoE for the TikTok

TABLE I: Collected results. /N: number of samples. Session
downlink speed measured in kB/s. TT: TikTok, YT: YouTube.

Session Avg Downlink

Test N Avg Max (Avg) MOS CI

All 817 | 117.99 435.79 3.46 0.07
VPN-Off-TT-YT | 387 | 130.98 671.29 3.82 0.10
VPN-Off-TT 195 | 150.47 750.83 3.97 0.13
VPN-Off-YT 192 | 111.17 590.51 3.67 0.15
VPN-On-TT-YT | 430 | 106.31 223.84 3.14 0.10
VPN-On-TT 231 123.56 220.03 3.34 0.12
VPN-On-YT 199 86.28 228.27 2.90 0.16
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Fig. 2: Distribution of the collected ACR scores for the cases
VPN-On and VPN-Off.

app than the YouTube one. The reason may be that TikTok
videos are shorter than YouTube videos; also, TikTok applies
caching techniques to preload the next videos that would be
shown to the user.

In Fig. 2, we show the distribution of the collected ACR
scores for the cases VPN-On and VPN-Off. It is evident that
for VPN-Off the majority of scores (263) were provided for
ACR 4-5, 79 for ACR 3, and 45 for ACR 1-2. Thus, most of
the video sessions were perceived as good and excellent. On
the other hand, for VPN-On the majority of scores (288) were
provided for ACR 3-4, only 32 for ACR 5, and 110 for ACR
1-2. Thus, the constrained network has reduced the perceived
QoE by 1 point of the ACR scale. However, most of the scores
are still regarded as sufficient to good quality.

IV. CONCLUSION

We have presented the capabilities of the proposed NetRate
application, which can monitor the utilization of selected
applications on Android systems and trigger the appearance
of a rating screen to allow users to provide QoE feedback
concerning consumed services. Experimental tests have shown
that limiting the network download speed of the end devices
decreased the perceived QoE for video streaming applications.
However, the users still experienced a sufficient QoE. Further
studies can be conducted to find the optimal trade-off between
QoE and network/energy resources.
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