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The integration of artificial intelligence systems into society is continually in-
creasing, thanks to their rapid solutions that are often more efficient than those of
humans. Since these technologies process personal data, they need to be robust
and secure. This thesis examines these crucial factors, investigating the vulnera-
bilities that these systems may encounter in real-world scenarios.

A threat that has inspired significant research activity in recent years is the phe-
nomenon of deepfakes. Their widespread dissemination, ease of generation, and
high quality make them among the most dangerous threats. Discrediting a person,
spreading false news, and jeopardizing digital identities have become alarmingly
accessible. Although studies demonstrate solutions with satisfactory results, their
weakness when compression is used cannot be overlooked. Files shared via apps
or social media are compressed and resized to facilitate rapid delivery, inadver-
tently triggering a sort of attack on deepfake detectors. In addition to accidental
data sharing issues, it is also important to be aware of those generated by tar-
geted attacks. Focusing on voice disorder detection systems, which are becoming
increasingly important in public health, machine learning is increasingly present
and crucial in distinguishing between healthy and pathological voices. A signifi-
cant concern, given the critical nature of personal health information, is that these
systems can be deceived by various types of attacks, such as adversarial, evasion,
and pitch-based methods. However, attacks are not only about changing a clas-
sification; they can also be implemented to obtain confidential information. For
this reason, the rapid expansion of smartphones, which collect extensive personal
and behavioral data, poses new risks to digital identity. Applications that utilize
mobile sensor data for activity, health, or security monitoring may inadvertently
enable the identification of individuals or devices.

This thesis tackles these issues by (1) presenting innovative methods to mitigate
performance losses in deepfake detectors under compression, (2) providing an in-
depth analysis of vulnerabilities in voice disorder detection systems to enhance
defenses against attacks, and (3) highlighting potential privacy concerns in human
activity recognition systems.
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Chapter 1

Introduction

In recent years, artificial intelligence (AI) and, in particular, machine learning
(ML) have seen growth, establishing themselves as fundamental tools across a wide
range of applications. Although the origins of ML techniques date back several
decades, it was not until 2012, with AlexNet’s victory in the ImageNet challenge,
that there was exponential growth in the use of neural networks (NN) for Al Since
then, deep learning has experienced rapid growth, and research has increasingly
focused on how these techniques could be applied across multiple domains. From
biometric recognition systems to medical diagnosis applications, up to the genera-
tion of malicious synthetic content known as deepfake.

It was only in 2017 that, on the popular forum Reddit, an explicit deepfake
video was published for the first time, attracting widespread attention. The term
deepfake, in fact, originates from the nickname of the user responsible for the pub-
lication. This name simultaneously highlights the techniques used to create these
videos: a particular type of deep neural network (DNN) based on Autoencoder (AE).
Although that forum was later banned, the idea, and particularly the underlying
technology, had already attracted significant attention: the risks of identity fraud
or reputational damage had been clearly exposed. This phenomenon has been
rapidly expanding: these are not merely image manipulations produced with pro-
fessional software, which is often complex to use and time-consuming. Nowadays,
mobile applications can easily and quickly generate such fakes. Several DNNs have
followed the AEs, such as generative adversarial networks (GAN) and more recent
diffusion models (DM).

Thanks to these applications, if in 2022 someone impersonated the mayor of
Kyiv using deepfake techniques to make video calls with three European capital
mayors while promoting pro-Russia arguments!, in the more recent 2024 case the
economic damage for a company was substantial, up to 25.6 billion dollars were

Thttps:/www.cnbc.com/2022/06/25/european-mayors-duped-into-calls-with-fake-kyiv-mayor.html
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transferred following what appeared to be an explicit request from the chief finan-
cial officer during a video call®.

These episodes demonstrate that this technology has reached a level of quality
capable of deceiving even the most discerning eye [93]. Although this technology
can be usefully employed in various fields such as entertainment and content pro-
ductions, it can be considered a serious threat to the reliability of visual content.
Therefore, studies focused on the detection of such manipulations are particularly
important to prevent fraud, safeguard digital identity and personal reputation, as
well as to curb the spread of misinformation. Moreover, the distribution of such
content poses an additional challenge: social media platforms and messaging ap-
plications compress multimedia files to enable rapid sharing. This compression
process inevitably removes information that is essential for the reliable operation
of deepfake detectors. In fact, the loss of such information leads to a dramatic
drop in performance [149]. Studies in this field are therefore mainly divided into
two directions: generalization, i.e., models capable of recognizing types of deep-
fakes not seen during training; and robustness, i.e., models able to maintain high
performance even in the presence of compression [174, [143].

While sharing media involves an automatic process that seriously hinders deep-
fake detectors, there are other hidden pitfalls in AI models: adversarial attacks.
These attacks involve deliberately altering input data to deceive the model into
erroneous predictions [182]. These alterations are often imperceptible to people,
but they can significantly impact what the model classifies. The risks posed by
these attacks on Al models are especially concerning for systems that affect hu-
man health, including those relying on audio-based classification [19]. Malicious
actors could fabricate audio recordings that falsely indicate medical conditions, po-
tentially resulting in serious consequences, such as job loss or increased insurance
premiums, based on fake evidence. Public figures may also be exposed to reputa-
tional damage. As with the deepfakes discussed above, fake recordings could be
weaponized in cyberbullying or harassment campaigns, distorting public percep-
tion. Technologies [194] now enable the convincing manipulation of both visual
and audio content, fueling the spread of misinformation and causing harm before
experts have the chance to intervene. A growing body of research has explored
the use of simple vocal tasks for diagnosing voice disorders. These disorders are
defined as alterations in voice quality [13], and in some cases, may be linked to the
presence of a tumor. Therefore, developing intelligent systems that enable rapid
recognition could save valuable time, especially considering the waiting times for
medical appointments. In fact, the integration of machine learning models to sup-
port doctors is rapidly growing. Thanks to these systems, real-time diagnoses are

Zhttps:/www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnke
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possible. In the case of vocal disorders, this approach enables the identification of
the presence or absence of the pathology through acoustic analysis of the patient
[66].

Among Al systems designed to support human health, Human Activity Recog-
nition (HAR) technologies stand out for their ability to provide tailored sugges-
tions for personal well-being. These systems harness sensor data from mobile and
wearable devices to interpret physical movements and have become increasingly
prevalent in domains such as healthcare, security, and behavioral analytics [141].
By drawing on information collected from embedded accelerometers, magnetome-
ters, and gyroscopes, HAR solutions can reliably deduce user activities [39], power-
ing applications that span from fitness monitoring to anomaly detection [122} 154].
Yet, the detailed motion data processed by HAR systems raises significant pri-
vacy issues, especially concerning the possibility of user or device re-identification
[74]. Research has demonstrated that HAR features may unintentionally capture
distinctive movement patterns, potentially enabling attackers to track individuals
over time [37].

This thesis represents the outcome of a coordinated research effort aimed at de-
veloping original methodologies and advancing tools and analyses for more robust
and secure Al systems. It begins with an in-depth exploration of Deepfakes, pro-
viding an overview of the generation techniques and their evolution in the first part
of Chapter 2| It follows an in-depth exploration of deepfake detection, reviewing
the state of the art and presenting novel published solutions that enhance detec-
tion robustness under real-world conditions. Chapter |3 shifts the focus to machine
learning vulnerabilities in voice disorder detection systems, analyzing recent stud-
ies and introducing new experimental contributions on adversarial attacks in this
domain. Finally, Chapter |4 investigates the privacy risks associated with Human
Activity Recognition (HAR) systems, summarizes the most relevant literature, and
presents a new analysis of user re-identification using sensor data.

1.1 Contribution

Active contributions were made to research on methods aimed at enhancing the
overall robustness of Al systems. This is fundamental for ensuring the reliability
and security of multimedia content and Al-driven systems.

Described in Section [2.4.1} a contribution focuses on the recognition of deep-
fakes applied to images. This work, a natural continuation of my master’s thesis,
was presented at ICIP 2022 with the title "Zensor-Based Deepfake Detection In Scaled
And Compressed Images” [31]. We address the deepfake detection problem by ex-
ploiting the traces that such manipulations leave on images at the frequency level.
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This aspect is crucial, as it allows the extraction of highly discriminative features
when the discrete cosine transform is applied to the image. In this study, we in-
troduce for the first time in the state-of-the-art a new type of input that includes
the frequency representation of images at different compression scales. We also
propose a restyled version of Xception [20], significantly reduced in terms of depth
and number of parameters, in order to make it compatible with the new type of
input. This approach enables a substantial reduction of the input size compared
to the original image, thus allowing the use of lighter NNs.

Another study, adopting a different methodology and currently under review,
is presented in Section In this case, the experimentation was carried out on
videos, although the approach is also transferable to images, since it relies on the
analysis of individual frames. In this study, we present the use of a Multi-Head mod-
ule that enables the DNN to learn both artifacts introduced by compression and
those generated by manipulations, leveraging the knowledge of the compression
level. Furthermore, we introduce two different types of augmentation, frame-centric
and video-centric, addressing an issue that has been largely overlooked in the state-
of-the-art, which typically limits itself to training and testing models on only two
compression levels [149].

Participation occurred in the "Face Deepfake Detection Challenge” in 2022, which
resulted in the publication of the article The Face Deepfake Detection Challenge in the
Journal of Imaging |65]. Additionally, involvement in the "SDFR: Synthetic Data for
Face Recognition Competition” took place in 2024, in collaboration with the BiDA-
Lab research group from Universidad Auténoma de Madrid. This collaboration
led to a publication in the IEEE 718th International Conference on Automatic Face and
Gesture Recognition (FG) [153].

In Section the analysis of vulnerabilities in voice disorder detection sys-
tems is explored in depth. It presents a series of white-box and black-box attacks
that employ both adversarial and signal-manipulation techniques (such as tone and
pitch modifications) to expose and highlight critical weaknesses in these systems.
This study was published in IEEE International Workshop on Information Forensics
and Security (WIFS 2024) under the title "Vulnerabilities in Machine Learning-Based
Voice Disorder Detection Systems” [131].

Security issues in Human Activity Recognition (HAR) systems are also dis-
cussed in Section [4.3] This research led to the publication of the paper “Unintended
Identification in HAR Systems: Evaluating Privacy Risks” at the IEEE International
Conference on Metrology for eXtended Reality, Artificial Intelligence and Neural Engineer-
ing (MetroXRAINE 2025). The study raises the issue of user re-identification in
HAR systems by exploiting HAR-derived features from a single sensor (the ac-
celerometer), even when the performed activity is unknown.
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1.1.1 Contextualization within the Scientific Landscape

The contributions on deepfake detection presented in this thesis primarily address
the vulnerability of current detectors to video and image compression. In particu-
lar, the proposed tensor-based representation and compression-aware architectures
introduce solutions that remain effective under realistic compression scenarios,
where many state-of-the-art systems exhibit significant performance degradation.

The study on adversarial attacks in voice disorder detection highlights an un-
derexplored security risk in medical Al: the possibility that malicious audio ma-
nipulations could lead to incorrect diagnoses. By systematically evaluating both
white-box and black-box attack scenarios, this work contributes to the emerging
field of adversarial robustness in healthcare-oriented machine learning systems.

Finally, research on HAR investigates the unintended leakage of identity-related
information from sensor-based features, exposing privacy risks in these systems.
The findings demonstrate that user re-identification may occur even when activity
recognition is the primary objective, supporting the need for privacy-aware and
privacy-preserving HAR designs.

1.1.2 Statement of Personal Contributions

Building on the overview of the main research directions, this section systematizes
the published works, contextualizes their scientific relevance, and maps them to
the corresponding chapters of the thesis. Moreover, my individual roles in each
publication are detailed to clarify the alignment between the thesis content and my
personal research. Table summarizes the publications in chronological order,
detailing for each work the main personal contributions, the related thesis sections,
and the corresponding research area.



Table 1.1: Mapping between publications, personal contributions, related thesis sections, and research area.

Publication Main Personal Contributions Related Sections Research
Area

Tensor-Based Deepfake Detection in Development of tensor-based input representa- Section Deepfake
Scaled and Compressed Images (ICIP tion, redesign of the Xception architecture, exper-
2022) [31] imental implementation, analysis of compression

effects, manuscript writing.
The Face Deepfake Detection Challenge Application and adaptation of the proposed Discussed only for Deepfake
(Journal of Imaging 2022) [65] tensor-based model within the challenge frame- contextin Chapter

work, experimental implementation and evalua-

tion.
SDFR: Synthetic Data for Face Recogni- Evaluation and testing procedures. Briefly discussed in Synthetic
tion Competition (FG 2024) [153] Section [2.2.1] data
Vulnerabilities in Machine Learning- Implementation of adversarial and non- Section Adversarial
Based Voice Disorder Detection Systems adversarial attacks, development of white-box attacks
(WIFS 2024) [131] and black-box strategies, evaluation of model vul-

nerabilities, interpretation of risk implications.
Unintended Identification in HAR Development of an experimental protocol for Section HAR privacy
Systems:  Evaluating Privacy Risks user re-identification, feature analysis from ac-
(MetroXRAINE 2025) celerometer data, privacy risk quantification.
Robust Deepfake Detection in Com- Architectural design and implementation of Sectionm Deepfake

pressed Videos with Scalable Network
Strategies (under review)

Multi-Head and Multi-Branch architecture, de-
velopment of frame- and video-centric augmen-
tations, experimental evaluation, result analysis,
manuscript writing.




Chapter 2

Deepfakes

This chapter, entirely dedicated to the phenomenon of deepfakes, aims to provide
a general overview of the topic. It begins by presenting the technologies under-
lying their generation, tracing their evolution from the first AE-based approaches
to the most recent models. It then lists the various categories of deepfakes, which
are distinguished by the target of the attack and the manipulation techniques em-
ployed. The discussion continues with a review of studies focused on combating
deepfakes, including an in-depth analysis of state-of-the-art deepfake detectors. The
chapter concludes by presenting our original studies and techniques, which have
contributed to enriching the literature in this field.

2.1 Introduction to Deepfakes and Their Technolo-
gies

Since the birth of digital photography, techniques have been used to enhance image
quality through the use of software. As software has become increasingly complex,
it has become possible to manipulate image characteristics in ways imperceptible
to the human eye. Professionals in the field still use these techniques. Generally,
the common operations are: splicing, when one crops something from an image
and pastes it into another; inpainting, when one wants to remove something from
an image; copy-move is the classic duplication of something in the same image. In
these cases, the identification of a fake occurs by detecting errors in shadows, il-
lumination, or perspective. Technological advancements and continuous research
have contributed to the exponential development of deep learning models, yield-
ing remarkable achievements in various domains, with the generation of synthetic
content being a notable example [178]. As reported in recent studies [93], humans
are unable to reliably distinguish between face images generated by state-of-the-art
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methods and those that are genuine. These methods utilize DNNs, which have ex-
perienced exponential growth in various areas since 2012: AEs, GANs, and DMs
have proven particularly important for generating multimedia content. These new
technologies enable rapid image and video manipulation without requiring exten-
sive specialization in the field, with incredible results. After a brief introduction
to how the technologies work [60], we’ll look at the different types of deepfakes
present in the literature.

2.1.1 Autoencoders (AE)

Autoencoders are DNNs designed to compress and then reconstruct input data
[69]. To do this, they pass the input through a structure called a bottleneck. This
structure forces the model to extract only the essential information. In this process,
autoencoders identify hidden patterns in the data and compress large amounts
of information into compact representations. The model learns by minimizing
the difference between the input and its reconstruction. This minimization aims
to reduce the reconstruction error, which serves as the typical loss function. All
autoencoders follow a fundamental structure with three main parts:

* Encoder: This part compresses the data. As an input passes through the
encoder’s layers, its dimensionality is reduced step by step, keeping the most
relevant information.

* Bottleneck: This is the most compact part of the architecture. The generated
code here represents a reduced and abstracted version of the original input.
The code must hold enough key details to allow the decoder to reconstruct
the entire story.

* Decoder: The decoder performs the opposite operation of the encoder. It
takes the compressed code and decompresses it to reconstruct the original data.

The earliest deepfakes were made using a shared autoencoder (AE) with two sep-
arate decoders, one for each person [170]. During training, thousands of images
of Person A and Person B were used. The encoder learned to map any face into a
latent representation. Decoder A was designed to reconstruct a face as Person A,
regardless of input, while Decoder B was designed to reconstruct a face as Person
B. At inference time, to create a deepfake, frames were extracted from a video of
Person A, and each face was encoded into the latent space. Instead of passing
the latent code through Decoder A (which would yield a reconstruction of Person
A), the latent code was fed into Decoder B. Decoder B then generated an output
that preserved the pose, expression, and alignment of Person A, but with the facial
identity features of Person B.



2.1.2 Generative Adversarial Networks (GAN)

While AEs have been adapted for generating artificial content, GANs were specif-
ically designed for this purpose: to generate new, original, and realistic data that
closely resembles the dataset used in training. A GAN learns the intricate details of
human features from a dataset of real images. In contrast, an AE primarily recon-
structs existing faces and lacks the ability to innovate beyond the given examples.
This highlights the significant leap that GANs represent. Their potential lies not
just in mimicry but in genuine originality. Introduced in 2014 with the paper [61],
these DNNs overcome several limitations of AEs. GANs consist of two networks:
a Generator, G, and a Discriminator, D. They both engage in an adversarial game
where the generator tries to deceive the discriminator by generating data similar
to that in the training set. The Discriminator, on the other hand, strives not to be
deceived and learns to distinguish fake data from real data. This dynamic inter-
action allows GANSs to learn and work with complex data, such as audio, video,
or image files. The generator produces images from random noise and gradually
refines its ability to generate realistic images. Random noise, the input, is sampled
from a uniform or normal distribution and then enters the generator to produce
an image. The generated images, together with real images from the training set,
are fed into the discriminator, which learns to differentiate between the two. The
output D is the probability that the input is real: if the input is real, D equals 1;
if it is generated, D approaches 0. The power of this technology has enabled the
creation of entirely synthetic faces and serves as the foundation for several models
[139], which, when combined with autoencoders (AE), facilitate the generation of
different types of deepfakes that will be discussed in the following paragraphs.

2.1.3 Diffusion Models (DM)

DMs are today among the most advanced architectures for image, audio, and video
generation, often surpassing GANs in both quality and stability. Introduced in 2020
[70], they rely on a different approach compared to GANSs: instead of generating
an image from random noise in a single step, DMs learn to progressively remove
noise from a corrupted input, step by step, until a new image emerges. The train-
ing process comprises two main phases: the Forward and the Reverse processes. In
the Forward phase, controlled noise is gradually added to a clean image, degrad-
ing it until it becomes pure noise. In the Reverse phase, a convolutional neural
network (CNN), typically a U-Net [146], an architecture originally developed for
image segmentation, is trained to predict and remove the noise added at each step.
Through this iterative denoising strategy, DMs can generate highly detailed and
coherent content, setting a new standard for synthetic data generation.
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Hybrid architectures have emerged as a compelling approach for deepfake gen-
eration with DMs. Typically, these systems combine the robust generative abilities
of DMs with an encoder network that isolates facial features (such as identity and
pose). The pivotal advance, however, lies in integrating natural language as a con-
ditioning tool. In contrast to GANs, where control is achieved through the intricate
manipulation of latent vectors, recent efforts combine DMs with vision-language
models like CLIP [147], thereby moving control to a semantic level. This enables
users to intuitively guide generation or editing through direct text prompts (e.g.,
"make this person smile") [86, 142].

2.2 Common Deepfake Categories

The state-of-the-art presents several models for generating deepfakes. These mod-
els have different objectives:

* Entire face synthesis: fully synthetic faces, that do not exist;

o Identity swap: replacing the faces of some individuals with others;

* Face morphing: blending biometrics of multiple faces;

¢ Face editing: modifying attributes (e.g., eye/hair color, beard, bangs);
» Expression swap: transferring expressions;

 Lip-sync: transferring speech from text or audio.

2.21 Entire Face Synthesis

This technique can generate entirely synthetic and highly realistic faces that do not
exist in reality. While it is often useful in the video game industry, it also poses a
serious risk, as it can be exploited to create fake social media profiles and spread
disinformation.

Generally, this type of deepfake is generated using GANs [62]. One of the ear-
liest studies based on this approach is ProGAN [7/8]. In this case, the authors
aimed to improve performance by modifying the synthesis process to progressively
increase image resolution during training. The dataset used was CelebA [107],
and the implementation is available on GitHub!. An alternative approach, Style-
GAN [81], employs a version of the Generator based on style transfer [72]. For its
training datasets, StyleGAN uses the newly introduced Flickr-Faces-HQ (FFHQ)

https:/github.com/tkarras/progressive_growing_of_gans
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Dataset Name # Real images | # Fake images Source

100K-Generated-Images (2019)[81] - 100K StyleGAN
10K-Faces (2019) (link - 10K -
DFED (2019)[37] ] 100K StyleGAN
200,000 ProGAN
iFakeFaceDB (2019)[125] - 250K StyleGAN
100K-Generated-Images (2020)[82] - 100K StyleGAN2
100K-Generated-Images (2020)[79] - 100K StyleGAN2-ADA
GANDiffFace (2023)[116] - 500K StyleGAN3 + DM
DCFace (2023)[87] - 1,2M DcFace
CelebA 202,599 - -
FFHQ 70K - -
CASIA-WebFace[187] 500K - -
VGGFace2[17] 3.31M - -
Mega-Face2[123] 4.7M - -

Table 2.1: Entire face synthesis and real images Dataset.

and CelebA-HQ [78]. The implementation code is publicly available on GitHub?.
Building upon the original StyleGAN, this model was later improved with Style-
GAN?2 [82], and subsequently with StyleGAN2-ADA [79]. The latter is particularly
interesting since it achieves excellent results even with only a few thousand training
images (GitHub?). Most recently, the latest version of this approach is StyleGAN3
[80], which is also available on GitHub*.

The datasets above are primarily used for training NNs to generate synthetic
faces. However, of particular interest to the research community is the analysis
of generated images to identify common features that can help distinguish them
from real ones. Several studies have shown that it is possible to recognize a kind
of fingerprint (similar to PRNU in camera images). Nonetheless, this fingerprint
tends to vary across different instances of the same GAN. This has motivated the
creation of multiple datasets containing synthetic images, as reported in Table
The same table also lists datasets containing real images, which are essential for
comparative studies between authentic and fake samples.

Zhttps:/github.com/NVlabs/stylegan
3https:/github.com/NVlabs/stylegan2-ada-pytorch.
*https:/github.com/NVlabs/stylegan3
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In addition to the aforementioned models, recent literature has explored new
approaches for generating synthetic datasets that better capture intra-class diversity
and inter-class separability using DMs. For example, VariFace [186] proposes a two-
stage diffusion-based pipeline to synthesize balanced and diverse face recognition
datasets, achieving comparable performance to real datasets across various bench-
marks. Another recent proposal, HyperFace [154], formulates dataset generation as
a packing problem in the embedding space and synthesizes images conditioned on
optimized embeddings, reaching state-of-the-art performance when training face
recognition models solely on synthetic data.

Another interesting application of these datasets is to generate recognition sys-
tems while avoiding the use of data belonging to real people, which is becoming
increasingly difficult to collect due to stringent privacy regulations and copyright
issues. A particularly relevant initiative in this direction is the "SDFR: Synthetic
Data for Face Recognition Competition” [153|, organized in conjunction with the 78tk
IEEE International Conference on Automatic Face and Gesture Recognition (2024). The
competition aimed to evaluate the feasibility of training face recognition models
using only synthetic data, thereby directly addressing the privacy, bias, and gener-
alization issues typically associated with web-crawled datasets. It consisted of two
distinct tasks: in the first one, the backbone network was fixed and the dataset size
was limited, whereas in the second task, participants had full freedom in terms of
model architecture, dataset composition, and training pipeline. The submitted sys-
tems were evaluated across seven benchmark datasets, including bias assessment
across demographic groups. The SDFR competition highlights the growing poten-
tial and current limitations of synthetic datasets in replacing or complementing
real data for face recognition research and applications. Other state-of-the-art ini-
tiatives in this direction include the works presented in [118, [36], which introduce
FRCSyn-onGoing, an open competition and benchmark for testing face recogni-
tion systems. This initiative specifically focuses on the integration of synthetic
data to address challenges related to privacy, bias, and robustness under difficult
conditions. Datasets generated with DM-based frameworks (e.g. Dual Condition
Face Generator, DCFace® [87]) or hybrid GAN and DM models (e.g. GANDiffFace®
[116]) are better suited for these competitions. These approaches address previ-
ous limitations by producing diverse images of the same identity, similar to real
datasets used in face recognition training.

Shttps:/github.com/mk-minchul/dcface.
Ohttps:/github.com/PietroMelzi/ GANDiffFace.
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2.2.2 Identity swap

This manipulation technique aims to replace the face of a subject in an image with
that of another person. Two terms are typically used to describe the original image
and the new face: source and target.

Identity swapping can be an attractive technique in filmmaking, but malicious
use may lead to the production of fake pornographic videos, reputational damage,
disinformation, financial fraud, and other harmful actions.

Not all identity swap methods rely on DNNs. For instance, the FaceSwap ap-
plication’ leverages computer vision techniques, while others use deep learning, such
as the ZAO mobile app®, another FaceSwap implementation®, FaceSwap-GAN?,
DeepFaceLab!!, DeepFaceLive!?, FakeApp'?, and DFaker!*.

The swap process typically begins with face detection in an image, followed by
the extraction of facial landmarks. These landmarks are crucial for aligning the
new face with the target. The aligned and cropped faces [83] are then fed into an
autoencoder to synchronize expressions. Finally, the synthesized face is blended
back into the source image with refined colors and boundaries to ensure a natural
result. In videos, this process is repeated frame by frame.

For this type of manipulation, several state-of-the-art datasets contain both real
and manipulated videos. Table shows the first group of datasets (up to Face-
Forensics++ (FF++) [149]) struggles to provide a sufficient level of generalization,
mainly due to the limited variation in poses, lighting, and contrast [174, 173, 68].
These early fake videos, generated with primitive deepfake methods, often con-
tain visible artifacts. By contrast, more recent datasets offer a significantly higher
degree of realism.

2.2.3 Face Morphing

Facial morphing aims to extract biometric features from two or more faces to gen-
erate a new synthetic identity. The resulting sample closely resembles the original
inputs, potentially compromising facial recognition security systems [152, [177].
This technique is generally applied to frontal images and involves determining
correspondences between faces using landmark points. The faces are then warped

“https:/github.com/MarekKowalski/FaceSwap.
8https:/apps.apple.com/cn/app/id1465199127.
https:/github.com/deepfakes/faceswap.
Ohttps:/github.com/shaoanlu/faceswap-GAN.
Uhttps:/github.com/iperov/DeepFaceLab.
https:/github.com/iperov/DeepFaceLive.
L3https:/www.malavida.com/en/soft/fakeapp/.
Yhttps:/github.com/dfaker/df.
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# Real videos # Fake videos

Dataset Name

Video Source Video Source
UADFV (2018)[99] 49 YouTube 49 FakeApp
DeepfakeTIMIT (2018)[89] - - 620 FaceSwap-GAN

1,000 | FaceSwap?
1,000 FaceSwap’
DeepFakeDetection (2019)[2] 363 | 28 Attori 16 scene | 3068 FaceSwap@.

FF++ (2019)[149] 1,000 YouTube

Celeb-DF (2019)[100] 890 YouTube 5,639 DeepFake
DFDC Preview (2019)[42] 1,131 66 Attori 4,119 DeepFake
DFDC (2020)[41] 23,654 3,426 Attori 104,500 Multipli
DeeperForensics-1.0 (2020)[77] | 50,000 100 Attori 1,000 DeepFake
WildDeepfake (2020)[202] 3,805 Internet 3,509 DeepFake

Table 2.2: Identity swap dataset.

to align, colors are blended, and artifacts are removed in a post-processing stage
[191].

A relevant dataset for this technique is presented in [140], containing 1,800 im-
ages of 150 participants with diverse ethnicities and genders, generated using six
different morphing algorithms. Recently, NIST launched the FRVT MORPH eval-
uation!®, designed to test morphing detection capabilities and robustness against
face attacks. Despite ongoing research, the only publicly available dataset is AMSL
Face Morph Image [124], since datasets involving real identities raise privacy con-
cerns.

2.2.4 Face editing

This manipulation modifies one or more facial attributes, such as eye color, skin
tone, hairstyle, gender, aging, or rejuvenation. These techniques are widely used
in film and advertising, for example, in cosmetic commercials where models are
digitally enhanced by removing imperfections. However, beyond being mislead-
ing, such applications can also negatively affect viewers, particularly women, by
fostering feelings of inadequacy [148].

Face editing often relies on GANs, as in StarGAN1® [25], used in the FaceApp
application. While it produces impressive results, facial colors sometimes shift

https:/pages.nist.gov/frvt/html/frvt_morph.html.
6https:/github.com/yunjey/stargan
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unnaturally. The authors of [129] introduced the Invertible Conditional GAN (Ic-
GAN)!7, which achieves accurate editing but may alter facial identity. An alterna-
tive developed around the same time is AttGAN18 [67]. More recent improvements
include STGAN" [105], RealGAN [103], and SSCGAN [28].

There are relatively few public datasets generated using these techniques, as re-
searchers often produce custom datasets using the available code. Nevertheless,
one widely used dataset is DFFD [33], containing 18,416 real images and 79,960
fake images.

2.2.5 Expression Swap

This manipulation, also known as reenactment, allows transferring the expression
of a source subject onto a target one. Beyond facial expression, head and mouth
movements can also be transferred, enabling the creation of videos in which some-
one appears to say things they never actually said. The potential dangers of such
technology are evident.

Although expression swapping has existed for years, early methods relied on
computer graphics to alter frames. With the introduction of DNNs, however, results
have become increasingly realistic. Notable projects include DeepFaceLab and
DeepFaceLive, both mentioned in the Section[2.2.2] To achieve high-quality results,
these systems usually require multiple samples of the target face for training. In
DeepFaceLab (and in [133]), it is also possible to use just a single target image,
although the realism is reduced. Datasets supporting this technique include FF++.

2.2.6 Lip-Sync

Unlike the previous section, these techniques specifically focus on lip movements,
conditioned on audio or text. They can therefore be classified into audio-to-video
and text-to-video approaches. Since they are based on speech sounds, recurrent NNs
such as Long Short-Term Memory (LSTM) are often used, as they are particularly
effective with sequential data like words in a sentence. This makes them suitable
for modeling lip movements in speech [165]. In [159], whose code is available
on GitHub?, a novel approach based on recurrent and conditional networks is
presented, integrating both audio and image features to produce more realistic
results, including facial movements and expressions. In [158], an input video is
used to generate a 3D model of the farget, combined with a new video rendering

https:/github.com/Guim3/IcGAN
Bhttps:/github.com/LynnHo/AttGAN-Tensorflow
https:/github.com/csmli/STGAN
LDhttps:/github.com/susanqq/Talking_Face_Generation
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network and dynamic programming method to produce highly realistic videos!.

Another interesting approach is the Disentangled Audio-Visual System?? (DAVS)
[200], which can be conditioned on both audio and video inputs.

Some studies based on text input include the method presented in [51] and
Neural Voice Puppetry [171]. Their respective results can be explored online at
lhttps:/www.ohadf.com/projects/text-based-editing/| and |https:/justusthies.github.io/|
[posts/neural-voice-puppetry/}

The FF++ dataset includes this type of manipulation, featuring different kinds
of deepfakes such as NeuralTextures [172]

The next section explores how these deepfake generation methods have prompted
a parallel research field focused on detection and mitigation.

2.3 Deepfake Detectors

The human face serves as a primary biometric identifier and a key channel for non-
verbal communication. As shown in the previous section, recent advances in deep
image synthesis have enabled the generation of highly realistic synthetic faces and
the credible modification of facial attributes in videos. They were presented differ-
ent methods to fake a video, from face replacement (Face-Swap) to speech modifi-
cation (Lip-Sync). These manipulations are facilitated by user-friendly applications
that can process content in real-time. The rise of this sophisticated deepfake tech-
nology has sparked significant alarm in public opinion, driven by fears that it will
soon become impossible to distinguish between authentic and manipulated images.
This concern extends into critical technical challenges, particularly around the au-
thentication and trustworthiness of digital media. As the line between real and
artificial continues to blur, the need for advanced detection techniques becomes
paramount to ensure the integrity and reliability of visual information shared across
platforms [174, 203, 143, 173, 68].

In the last 20 years, the attention on this topic has kept growing, as reported
in [178], even the U.S Department of Defence intended to advance the research
on media integrity by launching, through the Defense Advanced Research Projects
Agency (DARPA), the large-scale Media Forensic (MediFor) project23. Studies fo-
cused on detecting manipulated content generated through these techniques are
therefore of particular importance, both for safeguarding digital identity, prevent-
ing the spread of misinformation on social media, and protecting one’s reputation
[35]. Such malicious uses can have severe consequences, including financial fraud,

Hhttps:/wywu.github.io/projects/EBT/EBT.html
2https:/github.com/Hangznju-cuhk/Talking-Face-Generation-DAVS
Zhttps:/www.darpa.mil/research/programs/media-forensics

16



c) LQ

Figure 2.1: Examples of compressed real and fake images across different compression
levels. The top row shows real images, while the bottom row shows fake images. (a) RAW:
Original images with no compression, where forged traces in fake images are visible. (b) HQ:
High-quality compressed images where forged traces are still noticeable, but compression
artifacts are minimal. (c) LQ: Low-quality compressed images with prominent blocking
artifacts and significant blurring of forged traces.

personal and corporate damage, and even geopolitical ramifications [11}, 121]. A
common threat is therefore represented by the widespread dissemination of such
content, which makes the task even more challenging, since multimedia files shared
online through social networks are typically compressed before transmission. Com-
pression allows for reduced upload, download, and storage times, but at the same
time, it removes information that deepfake detectors have learned during the train-
ing process and introduces noise that can mislead the detector. As a matter of
fact, compression algorithms, such as MPEG-4 [157] or H.264 [18]1], introduce ar-
tifacts such as blocking, ringing, blurring, or jagged edges, which degrade visual
quality and can obscure the features leveraged by detection algorithms. As a re-
sult, the accuracy of deepfake detectors significantly decreases in these compressed
environments [149] 185, 88]. For these reasons, deepfake detection has advanced sig-
nificantly in recent years, supported by the release of large-scale datasets and the
development of state-of-the-art (SOTA) detection methods.

However, many detectors struggle to handle variations in deepfake typology,
compression levels, or resizing. This issue is particularly critical in real-world sce-
narios, where media is often shared through social platforms and messaging apps
that apply compression, degrading data quality (Fig. and reducing detection
accuracy. While much of the recent literature has focused on improving gener-
alization across different deepfake generation techniques [65], comparatively less
attention has been dedicated to robustness against compression artifacts. Yet, com-
pression plays a decisive role in real-world deployment, and its impact on detection
reliability is severe. Most existing methods are trained and optimized under clean
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or lightly compressed conditions, limiting their applicability in practical scenarios.
To address this challenge, researchers have explored a range of strategies, primarily
within the spatial and frequency domains.

Spatial-based methods analyze image and video data directly in the pixel do-
main, seeking inconsistencies introduced by manipulation. For example, [120] in-
troduced a CNN followed by a classifier trained on images at intermediate com-
pression levels, thereby improving system resilience. Similarly, Zhou et al. [201]
proposed a 3D-ResNext model that extracts features from selected video frames
while employing data enhancement techniques during preprocessing to mitigate
information loss caused by compression.

In this context, attention mechanisms have proven effective. Attention helps
in highlighting significant features within an image or video, crucial under heavy
compression, where many details are lost. The authors of [197] introduced a Multi-
Attentional Network (MAT) designed to enhance shallow textures and integrate
them with deeper semantic features, dynamically adapting attention across facial
regions. This adaptability allows the network to maintain focus on important areas
that suffer less from compression artifacts, thereby improving detection reliabil-
ity. The Self-Information Attention (SIA) module, introduced in [164], focuses on
high-information regions, enhancing detection accuracy across various models. A
different direction was explored in [16], where reconstruction learning, multi-scale
graph reasoning, and attention mechanisms were combined to model genuine facial
features and detect unknown forgeries, even under highly compressed conditions.

Frequency-based methods were developed under the assumption that compres-
sion artifacts manifest more distinctly in the frequency domain. The [112] shows
how every GAN leaves its fingerprint, just as a camera is characterized by its PRNU
pattern. This fingerprint is kept and exploited in frequency spaces. In [50], a
method based on the DCT computed on the entire RGB image is presented, using
the result as input to train a CNN. Similarly, in [57], the authors follow the JPEG
compression pipeline by splitting the image into 8 X 8 blocks and then computing
the DCT. In [94], it is shown that the AC coefficients, that is, all DCT coeflicients
except the first one (DC), follow a zero-centred Laplacian distribution. Based on
this, the authors extract a unique block from the image using 5 = o/ V2, where o
is the standard deviation of the AC coefficient distribution. They further demon-
strate that this single block value is highly discriminative in detecting fakes, since
the S-values of GAN-generated images reveal distinctive fingerprints. In [20], some
articles that exploit the Fourier spectrum [44, 46] are cited. These works support
the hypothesis that CNN-based generation methods are unable to reproduce the
high-frequency distribution of real images, showing, on the other hand, methods
that reach a good accuracy with datasets at the state of the art. Furthermore, the
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authors of [20] reference additional studies proving that, by postprocessing the
deep network-generated images or by modifying the last layer of GAN, it is pos-
sible to disguise these high-frequency discrepancies. For instance, [136] employed
Frequency-Aware Decomposition (FAD) to detect hidden forgery traces and Local
Frequency Statistics (LFS) to capture abnormal frequency patterns. Combined in
a collaborative framework, these techniques significantly improved detection accu-
racy, particularly on low-quality images and videos. Liu et al. [104] leveraged phase
spectrum analysis to identify upsampling artifacts, enhancing robustness against
compression-induced distortions. In [98], the authors combined frequency analysis
with metric learning, introducing a Single-Center Loss (SCL) to improve feature
separation between real and fake faces, alongside an Adaptive Frequency Feature
Generation Module (AFFGM) to capture forgery patterns dynamically.

Relational learning approaches have recently emerged as a promising direction,
combining both spatial and frequency cues to model relationships between facial re-
gions. Such methods have proven particularly effective when compression distorts
local and global structures. For example, Chen et al. [23] introduced a Multi-scale
Patch Similarity Module (MPSM) to capture subtle differences between real and
forged facial patches. They also proposed the RGB-Frequency Attention Module
(RFAM), which combines RGB and frequency features for stronger local represen-
tations. Similarly, [185] presented a framework incorporating a spatio-temporal
attention module to capture facial features and a Masked Relation Learner (MRL)
to propagate relational information across regions.

Beyond these categories, several works have explicitly addressed the problem
of deepfake detection under compression. Zhang et al. [192] proposed a self-
supervised decoupling network (SSDN) that leverages compression ratios as self-
supervised signals, enabling the model to learn authenticity and compression fea-
tures jointly. Other strategies include bleaching preprocessing, introduced in [97],
which simulates compressed images to enhance robustness without retraining. Ref.
[24] proposed a learned visibility matrix to focus the model on imperceptible arti-
facts that remain detectable under compression. The FAMM framework in [102]
analyzed facial muscle motions across frames, demonstrating resilience to vary-
ing compression levels. Additional approaches, such as the deceptive model in
[22], improve generalization and resistance to adversarial attacks, while [198] in-
troduced an anti-counterfeit label mechanism embedding watermarks into facial
identity features, making them robust against resizing and compression.

Despite these advancements, significant limitations remain. Most evaluations
rely on the FF++ dataset, which includes only two predefined compression levels, 23
and 40 on the Constant Rate Factor (CRF) scale. In contrast, real-world scenarios,
such as Facebook Messenger, YouTube, or WhatsApp, employ diverse compression
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techniques, with ranges that depend heavily on file size and platform requirements.
Consequently, two main strategies have emerged: (i) training separate models for
each compression level, which is computationally expensive and impractical for
deployment, or (ii) training on a single compression level, typically the higher-
quality one, to mitigate performance loss. Some works attempt to overcome this
by applying data augmentation restricted to the compression levels provided by
FF++, thus using them during both training and testing. However, this strategy
overlooks real-world scenarios, where social media platforms adopt a wide range
of compression levels that extend far beyond those available in the dataset. As a
result, the assumed robustness to unseen compression levels does not hold in.
Building on the findings discussed so far, this work introduces two main contri-
butions. The first, which represents the natural continuation of my master’s thesis,
introduces a frequency-based method leveraging the Discrete Cosine Transform
(DCT) to generate a tensor representation of an image across multiple scales and
compression levels. The second contribution, currently under review at the time of
writing, presents an approach that encodes compression-aware representations di-
rectly within the input architecture, by fitting the RGB image directly into the NN,
thereby enabling robust detection across a wide range of compression conditions.

2.4 Proposed Research and Contributions

In recent years, as reported in the previous section, after the success of GANs
in generating synthetic images, several papers have proposed methods to deter-
mine whether an image is real. Some scientific articles present methods based on
the Fast Fourier Transform or DCT. However, other papers note that these meth-
ods are weak against certain transformations, such as resize and JPEG or MPEG
compression in the case of videos [77]. This weakness is very worrying because
these transformations are widespread: it’s enough to know that, in many photos we
receive via messaging apps or on social media, these operations are performed au-
tomatically to speed up loading. This section presents two studies: the first, based
on the DCT [31], which exploits the traces that manipulations leave in high frequen-
cies; and the second, based on a special Multi-Head module and its scalability in
a Multi-Branch Network.

2.4.1 Tensor-Based Deepfake Detection In Scaled And Com-
pressed Images

In this section, the contribution published on the IEEE International Conference on
Image Processing (ICIP 2022) |31] is shown. The main aim of this study is the design
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of a deepfake detector able to properly work in a forensic scenario, including com-
mon transformations employed in social networks (e.g., resizing and compression)
and robust to both background and image size variability. To achieve satisfactory
performance also in these challenging conditions, we carefully design a tensor of
features provided as input to a custom CNN, properly combining information of
the original image at different scaling and compressing levels. Moreover, consider-
ing promising results achieved by frequency domain-based approaches [45, 150, 58],
the proposed input representation has been built exploiting the DCT domain. Fi-
nally, to reduce the mismatch between training and testing data, the contribution
of dataset augmentation has also been studied.

2.41.1 Feature Extraction

At the basis of this work, there is the conversion of images into the frequency
domain, using the DCT. The formula used is shown in Eq. (2.1) in the 2D shape
(usually known as DCT Type-II in the various libraries).

7

7
Flu,v] = %C(M)C(V) Z Z I[x, y]cos(a)cos(b) (2.1)

x=0 y=0

where
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16 16 1 u> 1 v>0
The DCT is a technique applied to image pixels in the spatial domain to transform
them into a frequency domain in which redundancy can be identified [52]. The
proposed method consists of splitting an image into different blocks 8 x 8 pixels
with a stride 2 X 2 and then, for each block, calculating Eq. where [ is the
image. Different from other approaches [58], to increase the amount of collected
information, also with small images, overlapping blocks (stride = 2) are considered.
This change can be particularly useful when analyzing a small image, as the overlap
helps extract more information. The DCT coeflicient at position zero is called DC
and represents the average of the values in the block. All the other coefficients,
namely AC, correspond to specific bands of frequencies. Given all DCT blocks, all
DC coefficients can be modelled with a Gaussian distribution while AC coefficients
follow a zero-centred Laplacian distribution, as proved in [95]:
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Figure 2.2: Plot of B-values statistics for fake and real images. The ordinate axis repre-

sents the mean of all the image features belonging to the class, while the abscissa axis shows
the AC coefficients (zig-zag order).

With g scale parameter computed by MLE (maximum likelihood estimation), a
form solution. Specifically, given AC coefficients (xl.l’ I x?
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With N, number of blocks extracted from /. A beneficial aspect of this method
is that the input image can have any dimension: after the pre-processing phase
the image will be substituted by a feature vector E = {Bn, B1,, BI;...} with several
elements equal to the block dimension minus one: the first element, that is useless
because is the average of values in block. Having a fixed-dimensional feature vector,
independent of the original image dimensions, is essential because resizing an
image to the NN’s input size, as we usually do, would lose important clues.

The Fig. [2.2| shows the curves of the mean S-values for fake images versus real
images, taken from the OpenForensics dataset [96]. It summarizes the statistical
trend of the S-values across images: it is clear that the trends differ, indicating that
the values are discriminatory and capable of distinguishing fake images from real

ones.

This particular frequency trend is due to the fact that the features in the plot
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Figure 2.3: S-values statistics for fake and real images after L1 and Zs.,r. normalization.
The ordinate axis represents the mean of all the image features belonging to the class, while
the abscissa axis shows the AC coefficients (zig-zag order).
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Figure 2.4: Zig-zag order used after DCT computation.

in Fig. and [2.3] are sorted into a zig-zag order (see Fig. starting from the
top-left element to the bottom-right of the block.

Even more visible is the distance between the two statistical trends of the (-
values obtained after the L; and the Z., normalization, as shown in Fig.

23



Below the formula of L1 normalization:

L= B1 B2 B3 . B63 ©.4)
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Below the formula Z,.,,.:
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s

(2.5)

Lscore =

where u is the mean of the training samples and s is their standard deviation.
Considering all the AC coefficients, 63 5 values can be computed from the input

image /. However, differently from [58], to preserve the original positions of DCT

coefficients, we collect the features into a matrix B defined as follows:
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Where B(0,0), the value related to DC coefficients that do not follow Laplace
distribution [95], has been set to zero.

The representation described in Eq. can be further improved consider-
ing the typical scenario of social networks and chatting platforms where images
and videos are resized and compressed. Such effects have been embedded in the
proposed image representation, exploiting information coming from multi-scaling
and multi-compression of input data. At first, the original image I is resized N;
times, obtaining a series of images I;. Compressing then each I; (N, times) we
obtain N; X N, images I; .. Concatenating then the B matrices Eq. obtained
from the resized and compressed images /; . a tensor representation 8 x 8 x D with
D = Ny X N, has been derived:

. (2.7)
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Figure 2.5: Algorithm’s performance that compute the tensor of image and then groups
them to make a new image’s representation.

2.4.1.2 Model Architecture

The core of the proposed method consists of exploiting information coming from
multi-scaling and multi-compression of input data, according to findings in [113]
and [2]]. Starting from the typical scenario of social networks/chatting platforms,
where images and videos are compressed and resized, we embedded such effects
in our feature vector. The rationale behind such an approach is to provide the next
module, namely, a deep network, with additional information coming from resized
or compressed images, although we cannot know the exact parameters used for
such an operation. Therefore, we resized each image H times by a percentage
between 90% and 50% and compressed each derived image K times by a JPEG
compression between 90 and 70. Thus, the feature vector embeds the S values of
the original image, its K compressed versions, and its H resized versions, leading
to a feature vector 8 x 8 x (K +1) - (H +1).

In this study, we focus on the case where H = 5 and K = 3. We have chosen
these particular configurations because they tendentially reflect the typical patterns
and constraints encountered in real-world social media platforms. The selected
values are representative of how content is often treated and disseminated on such
platforms.

Resizing and compressing images was done by the TensorFlow versions of the
Bilinear resizing method (Antialias parameter set to False) and the JPEG compres-
sion, driven by K values of the guality parameter, respectively.

To sum up, our feature extraction algorithm, illustrated in Fig. consists of:

» computing the DCT of the raw image and the JPEG compression version with
K quality values, specifically, 90, 80, and 70 (K = 3);
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» computing H resized images at 90%, 80%, 70%, 60%, 50% of the raw version
(H =5):

— for each resizing, computing their DCT and that of JPEG compression
versions with the K quality values above;

* grouping in unique shape 8 x 8 x 24, the new feature matrix.

The tensor representation (Eq. of the original image can then be provided
as input to a CNN to perform the final classification. Although simple classifiers
[45, 58], or networks with a limited number of layers [50], have been employed to
underline the discrimination power of features extracted in the frequency domain,
challenging scenarios actually require deep networks to provide satisfactory results
(see Section [2.4.1.4). A custom CNN based on the Xception architecture [27] has
been designed. As reported in Fig. the input volume is processed by the entry
flow, then the middle flow is repeated four times, and finally the exit flow is applied.
Moreover, to avoid early subsampling of the 8 X 8 X D input data, pooling layers
have been applied only at the end of the network. Finally, a fully connected layer
and a dropout layer have been placed before the final logistic regression.

2.4.1.3 Dataset

The dataset for this study was chosen to ensure a thorough analysis of deepfake
detection methods. The OpenForensics dataset [96], which forms the basis of this
research, contains images sourced from Google Open Images [91] repository. These
images are systematically manipulated to create deepfakes, providing a realistic and
challenging testbed for forensic analysis.

A key strength of OpenForensics is its diversity, as the dataset covers vari-
ous indoor and outdoor scenes, including homes, supermarkets, shops, museums,
beaches, and mountains. These environments are captured under different light-
ing and visibility conditions, reflecting real-world complexity and making results
more generalizable. The dataset offers facial images at varying scales, ranging
from close-ups to distant views, which adds useful variety for detection tasks.

Another important feature is that the images keep their original resolution,
since they are not resized. This preserves subtle visual details, which are impor-
tant for forensic detection. It also allows researchers to test methods that use high-
frequency image information. Deepfake changes are made to certain faces, chosen
at random in each image. This random selection helps reduce bias and better
reflects the unpredictable nature of deepfake creation in real situations. The ma-
nipulations use advanced generative models: InterFaceGAN [155] or autoencoder
ALAE [134], making the task more relevant and challenging.
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Figure 2.6: CNN architecture of the custom Xception [27]. The entry flow processes the input volume, then the middle flow is repeated
four times, and a final exit flow. Although not reported in the picture, batch normalization follows convolution layers.



(a) Errorin t/le yellow bounding box. (b) Error in the blue bounding box

Figure 2.7: Samples from the OpenForensics dataset with incorrectly sized bounding boxes.

Table 2.3: Image distribution in filtered OpenForensics dataset.

Subset #Real Faces #Fake Faces #Total Faces
Training 81.059 62.689 143.748
Validation 4.742 10.534 15.276
Test Development 20.882 28.564 49.446

The synthetic faces are resized to be positioned on the original faces using Pois-
son blending [132]. The new identity generated is tested on a classifier trained to
recognize fakes. Only if the new image deceives the classifier will it be overlapped
on the original one. In summary, OpenForensics was chosen for its technical
strengths, diversity, and suitability to the thesis goals: to study and improve deep-
fake detection in realistic forensic scenarios. The entire picture collection is then
split into training, validation, and test sets. For each group, a JSON file lists the
face detections for each image. The coordinates provided refer to the original im-
age, outlining bounding boxes around the faces. To extract the faces from dataset
images, we wrote a script that reads information about the bounding boxes from
the JSON file. After cutting the bounding boxes, we saved them in PNG files, a
lossless format. In some cases, only a part of the face was detected, as you can
see in Fig. and in Some bounding boxes had the minor side smaller
than 8 pixels, too few to represent a face. To reduce this problem, we filtered the
bounding box dimensions, keeping only those with a smaller side of 30 pixels or
more. In Table the details of the final dataset used are shown, split from the
authors into training (D;,4in), validation (D,,;), and test (D) sets.
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Table 2.4: Augmentation details for the training and validation sets.

. Number of copies .o .
Augmentation for each raw img Resize % Quality factor
JPG Compression 2 - Random (70-90)

Resize 2 Random (55-90%) -

2.41.4 Protocol

To test the performance of the proposed solution in the challenging scenario de-
scribed before, a novel test set including resizing and compression has been built
from Dy.. Specifically, each image of D, has been scaled by a percentage factor
sr € {55%,70%,85%} and compressed by a Quality Factor [179] QF € {70, 80, 90}.
Moreover, to study the effect of both transformations, images obtained by a resiz-
ing of 70% followed by a compression with QF = 80 have been included. Our goal
was to test the performance in case of resizing and/or compression of the images, so
all images of the dataset were downscaled in steps of 15%, so down to 85%, 70% and
55% compared to their original size and compressed with a quality factor that is 10
steps lower each time: 90, 80 and 70 compared to their original state. In order to
improve the results in the presence of resizing and compression, an augmentation
process has also been employed on the training and validation sets as reported in
Table Note that both resizing and quality factors are picked randomly from
uniform distributions.

In the proposed solution, the tensor-based representation defined in has
been obtained considering six different resizing (N, = 6) uniformly distributed
from 50% to 100% and four compressions (N, = 4) with QF € {70, 80, 90,100}. To
sum up, an 8 X 8 X 24 tensor is provided as input to the designed custom Xception.
The adopted network has been trained using the Adam Solver, with an initial
learning rate equal to 0.001, linearly reduced by a factor 0.7 from the third epoch,
the Binary Cross Entropy as loss function, and cross-validation to save the best
network.

2.4.1.5 Results

To analyze the impact of input representation, dataset augmentation, and the de-
signed CNN architecture, a series of tests has been performed, considering both
simple and challenging scenarios, including resizing and compression.

Initially, the accuracy of Matrix-based (Eq. and Tensorbased (Eq.
representations, employing several augmentation strategies (see Table [2.4), was
computed.
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Table 2.5: Comparison of the results related to the two inputs (Matrix @ and Tensor
(2.7) with and without augmentations employing the custom Xception (see Fig. [2.6). The
values in bold represent the highest result for each column.

Test Development Accuracy %

Input
. AUG. i
(Xception) Raw Resize % JPEG Comp. (QF) }{Pelgé)sa AVG  SD
85 70 55 90 80 70

Matrix (2.6 no 99.2 | 591 741 775|575 441 422 42.4 62.0 20.3
Tensor E no 99.4 | 729 894 793 | 541 422 423 42.3 65.2 23.0
Matrix % Resize | 98.5 | 98.2 931 785 | 733 502 436 44.9 72.5 23.6
Tensor E Resize | 99.3 | 98.5 94.9 89.0 | 4562 425 424 42.9 69.3 281
Matrix % JPEG | 982 | 870 898 792|972 942 0918 78.5 89.5 7.5
Tensor E JPEG | 99.2 | 75.0 904 811 | 97.5 969 943 82.3 89.6 9.0
Matrix % Both | 983|979 93.7 843|970 946 921 79.0 921 69
Tensor E Both [ 99.4 | 981 952 89.3 980 969 939 838 | 943 53

As reported in Table the former representation without any augmentation
achieves satisfactory results on the original raw dataset (99.2% accuracy), but its
performance degrades quickly when the test set includes resized and compressed
images. The proposed Tensorbased representation (Eq. [2.7), even without any
augmentation, is able to reach higher accuracy on the resized images but not on
the compressed ones. Both representations improve their performance consider-
ably when trained on the specific type of manipulation. Finally, considering an
augmentation strategy that includes both resizing and compression, a satisfactory
degree of robustness with respect to these transformations is achieved.

The Tensor-based representation attained the best performance employing the
augmentation strategy, including both transformations. It is also interesting to note
that in the Res70 + Jpeg80 column, which represents images first resized to 70% and
then compressed with a quality factor of 80 (not present in any augmentation), the
results are better for the models considering the JPEG augmentation strategy.

These results confirm our initial hypothesis: it is indeed possible to improve

the performance of a deepfake detection system in a real scenario by combining
information of the original image at different scales and compressing levels and by
exploiting dataset augmentation techniques.
Figures |2.8/and [2.9| show the score distributions computed by the custom Xception
right before the softmax function in the case of Matrix-based and Tensor-based
(2.7) representations with (second column) and without (first column) augmenta-
tion. We report the worst cases of images resized by 85% and 70% of their original
dimensions and compressed with quality factors of 80 and 70, respectively.
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Figure 2.8: Score distributions of the network right before the softmax function, consid-
ering Matrix representation, without augmentation in the first column and employing the
augmentation in the second column
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Figure 2.9: Score distributions of the network right before the softmax function, consid-
ering Tensor representation, without augmentation in the first column and employing the
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Table 2.6: Comparison of the proposed method with state-of-the-art DCT methods.

Test Development Accuracy %

Raw esie 2 J omp- (QF) + AVG SD

8 70 55 | 90 80 70 | JPEG80

CTF [58] 89.8 883 879 766|840 797 810 | 709 |823 65
Rid.-Reg. [50] 90.5 1 90.0 884 810|901 891 853 | 763 | 863 52
Matrix (Logistic Regression) | 94.1 | 93.2 90.5 77.8 | 954 899 854 69.3 | 87.0 9.1
Tensor (Logistic Regression) | 95.8 | 93.1 91.6 80.1 | 953 927 884 | 76.5 | 892 7.2
Matrix (Xception) 98.3 1979 937 843|970 946 921 | 79.0 | 921 6.9
Tensor (Xception) 99.4 981 952 893|980 969 939 | 838 | 943 53

Fig. represents the scores related to the Matrix representation (Eq.
when tested on the raw data and resized images or compressed ones. We observe
that in raw data, the real and fake distributions are well separated, enabling the
system to achieve satisfactory performance. However, for resized and compressed
data, fake distributions shift to the left of the plot. This fact is less pronounced
when considering the Tensor-based representation (Eq. (Fig. [2.9), where this
shift has been dampened. Finally, as reported in the second column of Fig. [2.8|for
Matrix and in Fig. for Tensor, the augmentation process enables the correct
separation of the fake and real distributions, thus confirming our hypothesis. The
proposed solution was also compared with state-of-the-art approaches based on
DCT [58, 50]. In particular, in [58] the authors take a gray-scale image, subdivide
it into non-overlapping 8 X 8 blocks, compute DCT, and obtain a feature vector
consisting of 63 S-values (DC term is not considered). A Gradient Boosting clas-
sifier with the following hyperparameters is then employed: number-of-estimators =
100, learning-rate = 0.6, max depth = 2. In [50], on the other hand, DCT is computed
without performing any splitting on the RGB image, after resizing it to 128x128. At
first, input data are normalized in the [-1, 1] range before the DCT computation.
After these steps, the log scale and the Z-score normalization are applied to DCT
data. At the end, a CNN has been used as a classifier. To remark on the expres-
sive power of the proposed representation, two versions have also been considered.
The Tensor-based representation has been combined with both a simple (logistic
regression) and a deep network (custom Xception). Moreover, all the compared
approaches have been trained with the augmented OpenForensics dataset, includ-
ing resizing and compression (see Table [2.4).

As reported in Table the proposed solution outperforms state-of-the-art ap-
proaches by a large margin in all the considered scenarios. Although the Matrix-

33



based representation with Logistic Regression achieved state-of-the-art results, the
Tensor-based version further improves this outcome. Moreover, the deep network
architecture (i.e., the custom Xception) can exploit further both representations in
the presence of challenging conditions, making the Tensor-based version the best.

241.6 Conclusions

The primary contribution of this work is a Tensor-based representation of deep-
fake images, achieved by combining features from the original image at various
levels of scaling and compression. The Tensor-based representation improves the
performance of the single-matrix version. Its expressive power, superior to that of
similar models when used to train a lighter architecture (i.e., logistic regression),
was enhanced by a custom DNN.

In summary, previously unseen, randomly scaled, and compressed deepfakes
were more effectively detected by incorporating information about the scaling and
compression operations on the input image into the feature set. In future work,
it may be interesting to evaluate the possibility of extending the tensor with other
image features to maintain the high level of accuracy of deepfake detectors even in
the presence of strong transformations.

2.4.2 Robust Deepfake Detection in Compressed Videos with
Scalable Network Strategies

Extracting frequency information from images can help detect deepfakes, but it of-
ten requires a lot of computing power and may not be practical. To overcome this,
the current section explores an alternative approach: teaching the model to recog-
nize compression conditions by adding compression estimation as an additional
task. This method addresses three main challenges in real-world detection:

* handling a wide spectrum of compression levels with a single model;
* ensuring efficiency on resource-constrained devices;

* preserving detection accuracy under varying quality conditions.

The first element of the proposed framework is a video compression augmen-
tation pipeline designed to generate multiple compressed versions of each video,
systematically covering the compression spectrum and approximating the transfor-
mations typically applied by social media platforms [111]. This procedure aims to
expose the model to a broad distribution of compression artifacts during training.
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Building upon this foundation, two complementary architectural designs are in-
vestigated: the Multi-Head Network (MHN) and the Multi-Branch Network (MBN).
The MHN extends a standard backbone by restructuring its terminal layer into two
specialized heads: one for deepfake classification and another for compression-level
estimation. This joint formulation enables the network to simultaneously learn to
discriminate between authentic and manipulated content while explicitly modeling
the degree of compression, thereby achieving greater robustness across compres-
sion domains.

The MBN further develops this concept through a modular design composed
of multiple parallel branches, each instantiated as an independent MHN. Unlike
conventional deep architectures, which increase capacity by stacking additional
layers (often at the cost of computational overhead), the MBN introduces horizon-
tal scaling. Each branch is trained on a bootstrap-resampled subset of the training
data, promoting representational diversity. In this way, the MBN achieves a favor-
able balance between efficiency and performance, leveraging multiple lightweight
MHN units rather than relying on a single deep and computationally expensive
model.

2421 Method

This section introduces a framework designed to improve the detection of deep-
fakes, focusing especially on facial manipulations found in compressed digital me-
dia. One of the main challenges addressed here is the variation in detection per-
formance that occurs at different levels of video compression, a common issue in
practical scenarios. To address this, the method aims to reduce the loss of accu-
racy that can result from diverse compression settings frequently seen in real-world
content. The general structure of the framework is shown in Fig. The process
begins with data augmentation, where each input video is compressed multiple
times, using randomly selected compression levels within a specified range. After
this, a preprocessing step locates and crops faces directly from these compressed
videos. The resulting face images are then used for training. These images are fed
into several separate MHN (see Section [2.4.2.3), each tasked with both deepfake
classification and recognizing the compression level. The results from these net-
works are then combined using a Multi-Branch Network (MBN) (Section [2.4.2.4),
which allows the system to take advantage of multiple models working together,
thereby making detection more reliable. The following sections describe each part
of the proposed detection system in detail.
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2.4.2.2 Compression-based Data Augmentation

When working with deepfake images, it is clear that using data augmentation can
make detection systems stronger and more adaptable, even when facing different
datasets or manipulation methods [180, 12]. Often, this means tweaking the train-
ing images by compressing, rotating, scaling, or flipping them. Still, most of these
approaches have not been fine-tuned to specifically handle compression artifacts.
Furthermore, transitioning from images to videos presents additional challenges
that require careful consideration.

The compression of a single image is relatively straightforward: you just apply
the compression function to that image. However, with videos, things become
trickier, as you need to consider not just each frame on its own, but also how
frames relate to each other over time [109]. While image augmentation methods
work well for pictures, they don’t really capture these extra complexities found in
videos. For this reason, we propose a novel augmentation strategy for deepfake
video detection that ensures the model sees a wide range of compression levels
during training.

To formalize the proposed augmentation strategy, let’s define N,,, as the total
number of frames used for training. We can write this as:

NlOl:NV'Nf'Nq (2.8)

In this formula, N, is the number of videos, Ny is how many frames are taken
from each video, and N, is the number of compression levels picked at random
from a set interval ¥ = [cpin, Cmax] N Z, where ¢ stands for a general compression
parameter. For each original video v, a set of compressed versions 7 is generated,
which is defined as:

V ={ve|ceF} (2.9)

Here, v, just means the version of video v that’s been compressed using parameter
c. With all these compressed videos in 7/, there are two main ways to pick N,
compression levels for the training set: a video-centric (vc) method and a frame-
centric (fc) method. The main difference lies in how these compression levels are
distributed across the videos and frames. In the vc strategy, for each video v, N,
compressed versions are randomly selected from %'. Subsequently, N frames are
randomly chosen from these versions to constitute Ny, training frames.
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As illustrated in Fig. this approach can result in certain compression
levels being disproportionately represented due to the randomness of the selection
process. For instance, if ¥ = [15,45], N, = 2, and Ny = 100, each video is
associated with two randomly selected CRF values (such as 18 and 33), and the
100 frames are drawn exclusively from these two versions. Consequently, some
compression levels may be overrepresented or underrepresented in the training
dataset. In contrast, the fc method begins by selecting N frames from each original
video v. For each frame, N, compressed versions are randomly chosen from 7.
This approach also yields N, frames. The key distinction is that each frame
is associated with multiple compression levels, which generally produces a more
uniform distribution of compression levels in the dataset. As shown in Fig.
the resulting distribution is flatter and more balanced than in the vc case, even
when using the same settings.

Both strategies result in training sets with the same number of frames, ensuring
no difference in dataset size or computational requirements during training. The
total frame count is consistent with those used in previous studies. Notably, this
approach enables exploration of a broad range of compression levels rather than
limiting analysis to a single setting. Section [2.4.2.8.2 will compare these two strate-
gies and demonstrate their respective impacts on deepfake detection performance.
Additionally, an extra component was incorporated into the neural network to es-
timate the compression level for each input; this feature will be detailed in the
following section.
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2.4.2.3 Multi-Head Network (MHN)

To integrate compression-related information into the learning process, we intro-
duce the Multi-Head Network (MHN), a two-branch architecture designed to ad-
dress deepfake classification and compression level estimation jointly. As illustrated
in Fig. the MHN extends a standard backbone by appending two parallel out-
put heads: a classification head that distinguishes between deepfake and authentic
samples, and a regression head that estimates the level of compression applied to
the input frame. This dual-head design is inspired by multi-task and multi-label
learning, which are well-established concepts in machine learning. Multi-task learn-
ing scenarios often utilize multi-head models where each head is responsible for
a different task, improving the overall performance by leveraging shared repre-
sentations [196]. Similarly, in multi-label classification, different heads can handle
distinct labels or categories, optimizing the model’s capacity to learn complex re-
lationships within the data [168].

Based on these principles, we can view the problem of deepfake detection un-
der compression as a specific case of multi-task learning. Each head follows a
fixed architectural structure while allowing flexibility in its internal configuration
to adapt to different backbone architectures or computational constraints. In our
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configuration, we employed the following components:

» Fully Connected (FC) layer: the first dense layer projects the features extracted
by the backbone into a lower-dimensional representation. The number of
units can be adjusted based on the model capacity and dataset characteristics,
and is treated as a design parameter within the architecture.

* 50% Dropout layer: randomly set half of the neurons to zero during each
training step. A dropout rate of 0.5 is commonly used as it balances retaining
enough information for learning while effectively mitigating overfitting, as
suggested in [161].

* Batch normalization: included to stabilize the learning process and accelerate
convergence;

* ReLU activation function: a widely adopted non-linearity function that enables
efficient gradient propagation and stable training;

» FC with a single neuron: the classification branch uses a sigmoid activation
function to output a probability score for the binary classification task (real
vs. fake), while the regression branch uses a linear activation function to
output a continuous value representing the compression level of the input
image.

To construct a MHN from a pre-trained model, depending on the network, it
may be necessary to add a layer to connect to the fully connected layers of the
MHN. We used a Global Average Pooling 2D layer for this purpose. Otherwise, re-
moving only the final layer suffices to connect to the MH module without additional
layers.

The overall loss function in the MHN is a weighted sum of the losses from
the classification and regression tasks. The classification branch uses Binary Cross
Entropy (BCE) loss. For a batch of n samples, it is defined as:

1 n
Lnce =~ Zl [yilog(9:) + (1 = yi) log(1 - 5] (2.10)

where y; € 0,1 is the true binary label and y; € [0,1] is the predicted probability
for the i-th sample.

The regression branch uses Squared Error (SE) loss. To maintain consistency
with the BCE loss, we define it as the mean over the batch:

1< (
Psx == ) (ri—#)” (2.11)
n i=1
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where r; is the true compression level and 7; is the predicted compression level for
the i-th sample.
The total loss function, combining these components, is then given by:

ZLiot = WBCE - LBCE + WSE - £LsE (2.12)

Equal weights were assigned to the classification and compression detection tasks
(wpce = wse = 0.5) to balance their influence during training.

2.4.2.4 Multi-Branch Network (MBN)

Traditional methods often try to improve performance by making networks deeper,
but this can raise issues with efficiency and real-world use. Deeper models add
more layers in a single sequence, which may not work well for on-device deepfake
detection, especially when resources are limited or inputs are low quality, like com-
pressed videos from social media. The MHN helps classify these videos without
adding many parameters, but it still requires complex backbone architectures that
demand significant computation.

To address these challenges, we introduce the Multi-Branch Network (MBN), a
modular framework with B parallel branches, each acting as its own MHN. Instead
of making the model deeper, MBN spreads its capacity across several branches,
which allows for more flexibility in managing complexity and performance. This
design is inspired by ensemble learning, where combining the results of different
classifiers often leads to better generalization. A fundamental element underpin-
ning the effectiveness of ensemble methods is the diversity among constituent clas-
sifiers, which enables the aggregate model to exploit complementary information
and more effectively capture data variability [184]. To foster diversity within the
MBN, this study employs the bootstrap aggregating (bagging) technique, which is
rooted in the bootstrap resampling approach pioneered by Efron et al. [47] and
subsequently formalized in the context of ensemble learning by Breiman [14].

The bootstrap is a non-parametric resampling method designed to estimate the
N

i=1’
where N denotes the number of samples, x; represents the input feature vector, and

sampling distribution of a statistic. Consider a training dataset @ = {(x;,y;)}

y; is the associated label. For each bootstrap replicate &(*), sampling is performed
N times with replacement from <, for b =1, ..., B, with B being the total number
of replicates. An important characteristic of the bootstrap method is that, owing
to the use of sampling with replacement, each replicate typically contains approxi-
mately 63.2% of the unique instances from the original dataset. Mathematically, the
probability that a particular sample is excluded from a replicate is (1 — %)N , which,
as N approaches infinity, converges to ¢! ~ 0.368. Consequently, the likelihood
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that the sample appears at least once in a replicate equals 1 — e~ ~ 0.632.

In the MBN, each bootstrap replicate @%)is assigned to its own branch. For
consistency, all B branches use the same MHN design, though the framework can
also support different architectures if needed. While adding more branches in-
creases the total number of parameters, the overall complexity can be controlled
during design. By carefully choosing the number of branches and their architec-
tures, the model can be tailored to fit different resource limits. The main goal is to
show that this method of adding diversity leads to better results than single-branch
models, even those with more parameters.

From an architectural perspective, concatenation is performed at the two penul-
timate layers within each MHN. As depicted in Fig. the terminal layers of the
heads are omitted, with the fully connected (FC) layers responsible for deepfake
classification concatenated on one side, and those associated with compression
level regression concatenated on the other. Subsequently, these concatenated lay-
ers are processed by a Dropout layer with a dropout rate of 0.5, which promotes
engagement across all neurons and branches. Finally, an FC layer, in conjunction
with a sigmoid activation function, is employed for the classification (fakeness)
branch, whereas an FC layer, coupled with a linear activation function, is utilized
for the compression regression branch.

2.4.2.5 Datasets
In the first contribution (2.4.1), the OpenForensics [96] dataset was selected be-

cause it represents one of the most comprehensive benchmarks, including modern
manipulation techniques and offering high variability in acquisition conditions (e.g.,
indoor and outdoor scenes, day and night lighting). Since that study examined how
JPEG compression affects manipulated images, OpenForensics was an appropriate
choice thanks to its variety of visual scenes and manipulation techniques.

In contrast, the present study focuses on video compression and its impact
on deepfake detection performance. For this reason, two well-established video
datasets were selected: FaceForensics++ (FF++) [149] and the Celeb-DF (v2) [101].

FF++ is a widely used dataset for evaluating deepfake detection systems. It com-
prises 1,000 real and 4,000 fake videos, created using four different face manipula-
tion techniques: FaceSwap, Face2Face, DeepFakes, and NeuralTextures. The first
two are graphics-based, while the remaining ones are learning-based. The videos
in FF++ are sourced from YouTube and feature various individuals in various sce-
narios. The authors selected only those in which the target face tends to maintain
a frontal position to avoid artifacts caused by the attacks. Regarding ethnic di-
versity, the dataset shows a reasonable variety, though not balanced, while it is
well-balanced in terms of gender.
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The dataset is split into three versions based on compression levels using the
H.264 codec: raw (videos uncompressed), c23 (HQ, high-quality), and c40 (LQ,
low-quality). The c23 and c40 versions represent videos compressed with Con-
stant Rate Factors (CRF) of 23 and 40, respectively. Additionally, they provide
videos showing only the manipulated mask in cases of fake videos. The diver-
sity of manipulation techniques and compression levels in this dataset establishes
a comprehensive benchmark for evaluating the generalization and robustness of
deepfake detection models.

Celeb-DF (v2) is a challenging dataset for deepfake detection, with 890 real and
5,639 fake videos. The real videos feature 59 celebrities sourced from YouTube,
cover diverse facial expressions, poses, and lighting conditions. The fake videos
were generated using an improved DeepFake synthesis process that enhances vi-
sual quality and realism, making the dataset particularly valuable for evaluating
the performance of detectors in real-world scenarios. Since this dataset does not
provide any compressed versions, we applied the same compression levels as used
in FF++ (CRF values of 23 and 40) to Celeb-DF (v2) to ensure a direct comparison
between the two datasets.

2.4.2.6 Protocol

This section describes the experimental protocol used to evaluate the deepfake
detection framework. The FF++ dataset was split into training, validation, and test
sets at 720:140:140, consistent with the original settings in [149]. The Celeb-DF
(v2) dataset was split into training and test sets according to the official guidelines.

A uniform sample of Ny = 100 frames was extracted from each video in the
datasets to comprehensively assess model performance. Compression was ap-
plied using the H.264 codec, with compression levels sampled from the interval
J = [15, 45], where ¢,,;;, = 15 indicates light compression and ¢,,,x = 45 indicates
strong compression. This range was selected to represent the variety of compres-
sion levels typically encountered in real-world scenarios, where lossy compression
is used to reduce bitrate and storage requirements. The complete set of compressed
versions 7 was generated as defined in Eq. (2.9). Of the two augmentation strate-
gies introduced in Subsection the fc strategy was adopted, as it yielded
superior results (see Subsection for comparative analysis). The number
of compression levels used in the augmentation process was fixed at N, = 2 to
ensure each raw frame was associated with at least two compression levels and
to provide variability across training samples. Consequently, the total number of
training frames used was Ny,; = N, - Ny - (1 + N,) = N, - 300.

Subsequently, we employed the Multi-task Cascaded Convolutional Networks
(MTCNN) [188] to detect faces in the scene. Given the presence of multiple faces in
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Figure 2.14: Face cropping: the green box represents the scaled mask region (x2), the blue
box shows the initial MTCNN [188] detection, the red box is the extended bounding box
(x1.3), and the yellow shaded area indicates potential shifts up to 10% of its side length.

certain videos, particularly those in the FF++ dataset, it was crucial to ensure that
the extracted face was the manipulated one. In some cases, errors were found in
which the manipulation was applied to background regions rather than the target
face. For proper training, our algorithm selects only the bounding box within the
mask area provided by the dataset, applying a conservative approach by scaling
it by a factor of 2 to ensure the entire face region is captured. Once the correct
bounding box was obtained, we followed the methodology of [149], extending it
by a factor of 1.3 while keeping the center fixed and maintaining a square shape.
This enlargement was necessary to include slightly external facial features, such as
the neck, where manipulations often occur during attacks, such as lip-sync. More-
over, to ensure that the network utilizes all available pixels effectively, we applied
a random shift, either negative or positive, to the bounding box coordinates by a
variable amount up to 10% of the bounding box side length. This additional aug-
mentation step occurs with a 75% probability on each frame. Finally, the cropped
face was resized to 224x224x3 pixels and normalized to the range [-1, 1] for network
input. The entire process is illustrated in Fig.

We evaluated several baseline network architectures, chosen for their optimal
balance between performance and computational efficiency:

o MobileNetV3Small [71]: With its low parameter count (~1M), it is suitable
for mobile and embedded applications, providing a lightweight yet effective
option for real-time deepfake detection.

» MobileNetV3Large [71]: This variant offers increased capacity and complex-
ity, making it more suitable for scenarios requiring higher accuracy without
significant computational overhead. It has approximately 3M parameters.

 EfficientNetV2B0 [167]: Known for its balance between accuracy and effi-
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ciency, EfficientNetV2B0, with approximately 6M parameters, provides a ro-
bust framework for deepfake detection.

o Xception [26]: Renowned for its high accuracy in image classification tasks,
Xception serves as a common benchmark in deepfake detection studies, of-
fering a comprehensive evaluation of our approach’s effectiveness, albeit at
the cost of significantly higher computational demands (~21M parameters).

We incorporated our proposed Multi-Head (MH) and Multi-Branch (MB) en-
hancements into these baseline architectures. Notably, these modifications are ap-
plicable to any backbone. The selected baselines exemplify the efficiency and scala-
bility of our approach across a representative set of architectures, particularly with
respect to computational cost and parameter count.

2.4.2.7 Implementation details

The MHN is generated by keeping the feature extraction part of the baseline
model (pre-trained with ImageNet), adding a Global Average Pooling layer, and
two heads. Each head includes a series of layers as described in Subsection [2.4.2.3]
and the parameters initialization used are the default in Keras. The fully connected
layers are initialized with Glorot uniform initialization for kernels [59] and zero for
biases; no seed is set in the dropout layer; batch normalization has a momentum
of 0.99 and epsilon of 0.001. The MBN training process consists of several stages.
Initially, each branch is trained separately as an individual MH model using strat-
ified bootstrap resampling of the training set. Stratification is applied solely to the
binary class label (real versus fake), and no constraints are placed on the manipu-
lation type distribution, which may vary across branches due to random sampling.
Subsequently, the heads are concatenated as described in Subsection and
only the newly added network components are trained while all other weights re-
main fixed. Parameter initialization for the final fully connected layers follows the
default Keras settings, and no seed is specified for dropout layers. In the final stage,
the entire neural network is trained using a very low learning rate of 0.00001.

In order to identify the optimal model, a grid search over a range of hyperpa-
rameters is typically necessary. However, for the purposes of this study, we present
the results obtained using Adam as optimizer with a learning rate of 0.001 for FF++
and 0.0002 for CelebDF (v2), as these values yielded satisfactory performance in
preliminary experiments. We applied a batch size of 32 and the Reduce on Plateau
scheduler: we check the validation set loss each epoch and reduce the learning rate
by a factor of 0.1 when it does not improve. To avoid long training sessions, we
also applied an early stopping method: during training, the model is overwritten
whenever it achieves a lower loss on the validation set, but if the loss does not
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decrease for 3 consecutive epochs, training stops. All experiments were conducted
on an Ubuntu 22.04.2 LTS using Keras and Tensorflow in a Python environment.
The GPU used is an NVIDIA RTX A6000 50 GB.

2.4.2.8 Results

A comprehensive set of experiments was conducted to evaluate the performance
of the proposed approach under varying compression conditions and architectural
configurations. In accordance with established protocols in deepfake detection,
frame-level accuracy (ACC) and area under the receiver operating characteristic
curve (AUC) are reported. Video-level accuracy is determined by applying majority
voting to all frame-level predictions within each video clip.

To minimize variability resulting from random initialization and training dy-
namics, all results are averaged over five runs using fixed training data. In addition
to reporting mean values and standard deviations, the statistical significance of dif-
ferences between model variants is assessed using the Wilcoxon signed-rank test.
For each pairwise comparison, the p-value and effect size, measured by Cohen’s
d, are reported. All statistical comparisons are conducted across multiple seeds to
account for randomness in the training process.

2.4.28.1 Impact of unseen compressed data on model performance

As reported above, detecting deepfakes in compressed environments is a well-
documented challenge. Existing research shows that deepfake detection model
performance significantly degrades under lossy compression [149]. To establish a
clear starting point, baseline models were used to quantify the impact of compres-
sion within the experimental setup. This approach underscores the severity of the
issue and provides a foundation for demonstrating the improvements achieved by
the proposed framework in subsequent experiments. Specifically, we trained all
the selected baseline models on frames extracted from videos with three different
compression levels (RAW, HQ, and LQ), evaluating their performance across all
these levels. However, to provide a focused illustration of the results, we present
the detailed findings for MobileNetV3Small in Table though they are represen-
tative of the trends observed across the other baseline architectures considered in
our analysis. The results reveal a significant drop in accuracy when the model is
tested on compression levels not seen during training. In particular, models trained
on RAW frames, from FF++ and Celeb-DF (v2) datasets, exhibited the most sub-
stantial decrease in performance when evaluated on LQ frames, as evidenced by
a drop in video accuracy from 99.86% to 34.57% on the FF++ dataset, with similar
trends observed on Celeb-DF (v2). Models trained on HQ frames lost accuracy
when tested on LQ frames, but performed reasonably well on RAW frames.
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Table 2.7: Performance of the MobileNetV3Small model trained on different compression levels (LQ, HQ, and RAW) and evaluated on

FF++ (a) and Celeb-DF (v2) (b) datasets. Best results are highlighted in bold.

(a)
FF++ test Set
Training Set LQ HQ RAW
FRAME ACC AUC VIDEO ACC | FRAME ACC AUC VIDEO ACC | FRAME ACC AUC VIDEO ACC
LQ 82.68 +1.29 | 84.97 +0.37 | 86.11 + 0.41 | 8233 +1.09 | 8571 £1.09 | 85.01 =2.72 | 80.34 + 3.18 83.41 +£ 3.18 | 83.09 = 3.24
HO 63.90 £ 1.66 | 78.22 +£ 0.33 | 66.76 + 3.24 | 94.33 +£ 0.04 | 98.25 + 0.04 | 96.85 + 0.12 | 96.32 = 0.55 99.04 +£ 0.55 | 97.33 + 0.65
RAW 3728 £1.56 | 57.95 +0.54 | 3457 +1.26 | 39.22 +1.39 | 82.36 +1.39 | 37.92 +1.20 | 99.50 = 0.04 | 99.98 + 0.04 | 99.86 + 0.00
(b)
Celeb-DF (v2) test set
Training Set LQ HO RAW
FRAME ACC AUC VIDEO ACC | FRAME ACC AUC VIDEO ACC | FRAME ACC AUC VIDEO ACC
LO 83.08 + 0.35 | 91.00 + 0.77 | 86.42 + 1.46 | 87.94 £ 0.75 | 95.29 £ 0.32 | 90.99 = 0.95 | 88.22 + 0.83 | 95.50 + 0.32 | 91.18 + 0.96
HO 63.23 +1.94 | 8486 +0.57 | 6248 £2.67 | 95.60 =+ 0.68 | 98.91 + 0.18 | 98.07 £ 0.42 | 96.18 = 0.67 | 99.11 = 0.15 | 98.52 + 0.24
RAW 5381 £3.23 | 79.65 £1.00 | 51.16 +£4.38 | 9515+ 0.50 | 98.85+0.25 | 98.13 + 0.55 | 96.64 + 0.60 | 99.39 + 0.13 | 98.65 + 0.54
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Figure 2.15: (a) Bitrate as a function of CRF for 100 randomly selected real videos from
the FF++ and Celeb-DF (v2) datasets. The solid lines represent the average bitrate, while the
shaded areas indicate the 95% confidence interval across the selected videos. (b) Distribution
of the bitrate for 100 raw videos from the Celeb-DF (v2) and FF++ datasets, highlighting
the disparity in their initial quality levels.

Training with LQ frames demonstrated the most stability across various com-
pression levels, yet made it difficult to achieve competitive performance on higher-
quality frames. However, the results obtained on the Celeb-DF (v2) dataset present
a different behaviour. Although we replicated the same compression levels (LQ,
HQ, and RAW) as in FF++, the performance drop from RAW to HQ observed
before is not evident in this case. Specifically, the model trained on RAW frames
did not show a significant drop in accuracy when tested on HQ frames, suggesting
that the original videos in the Celeb-DF (v2) dataset may have already undergone
some degree of compression before we applied our artificial levels. To corroborate
this observation, we analyzed the video bitrate as a function of the CRF for both
datasets, as shown in Fig. The bitrate, which measures the amount of data
encoded per second of video, provides insight into the compression level applied;
lower bitrates generally indicate higher compression levels. The FF++ data exhibits
a typical pattern, with the video bitrate decreasing steadily as the CRF increases,
reflecting the effects of increasing compression. In contrast, the starting quality of
Celeb-DF (v2) aligns more closely with a CRF value between 15 and 20, which is
much nearer to the HQ setting (¢ = 23) rather than to the RAW setting (¢ = 0).
Consequently, the curve initially rises as CRF increases from 0, reflecting an in-
crease in bitrate due to the minimal compression applied before aligning with the
expected compression behavior in the later stages of the curve. Fig. further
highlights the lower starting quality of Celeb-DF (v2) with a clear distinction in the
raw video bitrate distributions between the two datasets.
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Table 2.8: Comparison between ve and fc augmentation strategies on FF++ dataset. The
values in the columns represent the mean on the LQ, HQ, and RAW test sets. Best results
are highlighted in bold.

| MODEL | FRAME ACC. [ AUC [ VIDEO ACC. |

MobileNetV3Small (vc) 87.19 92.61 89.91
MobileNetV3Small (fc) 88.50 93.45 91.18
MobileNetV3Large (vc) 90.74 94.48 93.43
MobileNetV3Large (fc) 90.67 94.94 93.23
EfficientNetV2B0 (vc) 88.49 93.88 9211
EfficientNetV2BO0 (fc) 89.39 94.56 92.29
Xception (vc) 89.21 94.08 91.87
Xception (fc) 90.39 95.14 93.42

2.4.2.8.2 Data augmentation strategies comparison

Compression-aware augmentation constitutes a central element of the proposed
framework. Two sampling strategies were defined to assign compression levels
during training: the vc and the f¢ approaches. To evaluate the impact of these
strategies, a comparative analysis was performed across the four backbone archi-
tectures utilized in this study. Two versions of each model were trained on the FF++
dataset under identical conditions, differing only in the sampling strategy used to
generate the augmented training set. The results are presented in Table A
consistent trend emerges in favor of the fc approach concerning AUC, indicating a
more effective encoding of compression variability during training. Despite minor
variations in frame and video-level accuracy, the improvement is observed across
all architectures, suggesting that exposure to a broader and more uniform com-
pression spectrum results in more stable performance across decision thresholds.
Based on this empirical evidence, the f¢ configuration is adopted as the standard
setting in all subsequent experiments.

2.4.2.8.3 Evaluation of the Multi-Head Network architecture

Following the analysis of baseline model limitations in Subsection[2.4.2.8.1], this sec-
tion evaluates the impact of the proposed augmentation technique and the Multi-
Head Network architecture on the robustness and accuracy of deepfake detection
models. Experimental results are summarized in Tables Compared to
models trained on isolated compression levels (see Table [2.7), models trained with
the compression-aware augmentation, labeled as Simple in the tables, show supe-
rior adaptability across quality settings. Unlike models specialized on LQ, HQ,
or RAW videos, which overfit and perform poorly outside their domain, the Sim-
ple models benefit from exposure to a broader compression spectrum, resulting in
higher accuracy and more balanced performance.
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Table 2.9: Performance comparison between standard models and their enhanced versions with our MHN across different compression
levels (LQ, HQ, and RAW) on the FF++ (a) and Celeb-DF (v2) (b) datasets. Best results are highlighted in bold.

(a)

. FaceForensics++ test set
MODELS g‘::l‘:; LQ HQ RAW
FRAME ACC ‘ AUC ‘ VIDEO ACC | FRAME ACC ‘ AUC ‘ VIDEO ACC | FRAME ACC AUC VIDEO ACC
MobileNetV3Small - Simple 0.94 80.50 + 2.38 86.70 £ 1.97 | 84.50 + 2.80 90.27 + 1.99 95.31 +£1.22 | 92.98 + 2.03 94.74 + 1.43 98.35 £ 0.76 | 96.07 + 1.11
MobileNetV3Small - MH 0.98 83.02 + 0.66 88.74 + 0.36 | 87.68 + 1.16 92.63 + 0.30 97.27 + 0.12 | 95.44 + 0.59 98.25 + 0.13 99.81 + 0.03 | 98.62 + 0.41
MobileNetV3Large - Simple 3.00 81.89 + 2.95 87.87 +1.57 | 87.08 + 2.44 92.48 + 1.17 96.85 + 0.89 | 95.05 + 1.07 96.27 + 1.03 99.15 +0.39 | 97.19 + 0.93
MobileNetV3Large - MH 3.12 84.44 + 0.85 | 90.68 +1.38 | 90.03 + 1.06 94.39 + 0.93 | 98.33 + 0.48 | 96.36 + 0.79 98.90 £ 0.21 | 99.91 + 0.04 | 99.11 + 0.19

EfficientNetV2B0 - Simple 5.92 76.98 + 2.35 86.62 + 0.24 | 81.55 + 2.96 91.41 + 0.91 97.06 £ 0.12 | 94.38 + 1.20 96.81 + 0.21 99.33 £0.08 | 97.62 + 0.31
EfficientNetV2B0 - MH 6.08 83.50 +1.97 | 89.81 +0.85 | 89.91 + 1.66 9479 + 0.71 | 98.33 +0.35 | 97.02 + 0.51 98.99 + 0.24 | 99.93 +0.03 | 99.23 + 0.17
Xception - Simple 20.86 80.82 + 2.89 88.08 + 1.11 86.71 + 3.28 93.13 + 1.95 97.79 + 0.37 95.64 + 1.55 97.22 + 0.24 99.55 +£0.06 | 97.91 + 0.11
Xception - MH 21.12 84.23 + 214 | 90.48 + 097 | 89.11 +1.96 94.66 + 0.70 | 98.52 + 0.27 | 96.45 + 0.58 99.45 + 0.31 | 99.97 +0.02 | 99.71 + 0.31

(b)

. Celeb-DF (v2) test set
MODELS g‘::;‘; LQ, HQ RAW
FRAME ACC| AUC | VIDEO ACC [FRAME ACC| AUC | VIDEO ACC | FRAME ACC AUC VIDEO ACC
MobileNetV3Small - Simple |  0.94 82.55+4.38 | 91.70 + 0.81 | 8614 +527 | 91.79+1.12 | 98.09 023 | 94.02 +1.71 92.70 + 0.91 | 98.41 +0.24 | 94.90 + 1.34
MobileNetV3Small - MH 0.98 86.64 + 0.66 | 93.77 + 0.53 | 90.46 + 0.23 | 9492+ 0.40 | 98.94 +0.15 | 96.80 + 0.60 | 96.31 +0.33 | 99.40 + 0.08 | 98.03 + 0.28
MobileNetV3Large - Simple |  3.00 83.62 £ 3.39 | 92.25+1.30 | 89.04 + 3.61 0493 £0.99 | 98.62+0.26 | 96.64 +0.58 | 94.89=0.96 | 98.93+0.20 | 97.30 +0.91
MobileNetV3Large - MH 3.12 8748 +1.66 | 9451 +092 | 91.82+1.03 | 9616+0.68 | 99.11+030 | 97.91+037 | 97.16+0.80 | 99.63 + 0.09 | 98.49 + 0.86
EfficientNetV2B0 - Simple | 5.92 8503 +1.03 | 91.97 +0.42 | 89.50 + 050 | 9413 +0.30 | 98.70 + 018 | 96.53 +0.36 | 94.75+0.30 | 98.96 + 0.17 | 96.95 + 0.33
EfficientNetV2B0 - MH 6.08 8478 £ 0.58 | 9212+ 016 | 90.15+ 0.44 | 9544 +0.34 |99.16=0.09 | 97.95+ 0.34 | 96.36 + 0.41 | 99.52 + 0.04 | 98.22 + 0.31
Xception - Simple 20.86 | 85.37+1.66 | 93.30 +0.55 | 90.69 + 2.06 | 9522 +0.62 |99.30 +0.14 | 9711+ 0.66 | 96.00 + 0.46 | 99.47 +0.10 | 97.72 + 0.56
Xception - MH 2112 | 86.44+0.83 |93.68=039| 91.16+0.83 | 9581 +0.43 | 99.24+0.25 | 97.80 + 0.40 | 96.90 + 0.47 | 99.60 = 0.12 | 98.38 + 0.38
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Figure 2.16: Boxplots of AUC scores for baseline (Simple) and MH-enhanced models,
computed over five training runs on the FF++ dataset (a) and the Celeb-DF (v2) dataset (b).

This robustness is evident across both datasets, although the accuracy metrics
for Celeb-DF (v2) are slightly skewed due to its lower quality. As previously dis-
cussed, the training labels were based on FF++ compression levels, but Celeb-DF
(v2) videos were likely of lower quality, which may have affected the results. Uni-
form labeling was maintained across datasets to ensure consistency in evaluation.

These results indicate that the augmentation technique alone is insufficient.
A specialized architecture, such as the MHN, is required to leverage the injected
compression information fully. Incorporating the MHN yields a significant perfor-
mance improvement over the Simple model that uses only augmentation. Addi-
tionally, the MHN stabilizes the training process, as evidenced by lower standard
deviations across multiple training sessions and more consistent results (Fig. [2.16).
Figure presents the mean video accuracy across the three test sets for each
configuration. MHN-enhanced models consistently outperform both Simple models
and single-compression-trained baselines, confirming the effectiveness of combin-
ing compression-aware augmentation with a dedicated architectural design.

A representative case is MobileNetV3Small with MHN, which outperforms
the Simple configurations of its larger baseline, MobileNetV3Large, and nearly
matches the performance of more complex, parameter-heavy models like Efficient-
Net and Xception. Such findings suggest that smaller models can challenge the con-
ventional approach of increasing model size to achieve better performance when
strategically enhanced. The advantage of MHN is also evident across compression
settings.

52



FaceForensics++

100 4

90 1

©
oS

Video Accuracy (%)
<
o

60

Version
m Simple
s MH
s LQ
501 mmm HQ
s RAW

MobileNetV3Large EfficientNetV2B0 Xception
Backbone

(a)

Celeb-DF V2

MobileNetV3Small

100 4

904

80 1

704

Video Accuracy (%)

601 Version

m Simple
s MH
s 1Q
501 mmm HQ
s RAW

MobileNetV3Large EfficientNetV2B0 Xception
Backbone

(b)

Figure 2.17: Comparison of the mean video accuracy, averaged across all three compression
levels (LQ, HQ, and RAW), for the FF++ (a) and Celeb-DF (v2) (b) datasets, using different
model architectures and five training approaches: Simple (augmentation only), MH (Multi-
Head architecture), and models trained on RAW, HQ, or LQ images.

MobileNetV3Small

As discussed in Section models trained exclusively on RAW suffer
substantial degradation when evaluated on compressed data, while those trained
on HQ or LQ generalize more effectively, especially on Celeb-DF (v2), where native
compression artifacts may act as a form of implicit regularization.

To assess the robustness and significance of the observed improvements, we
performed a statistical comparison between each baseline model and its MHN-
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Table 2.10: Effect sizes (Cohen’s d) for AUC improvements between MHN-enhanced models
and their baselines on FF++ and CelebV2.

Dataset | Model Cohen’s d

MobileNetV3Small 1.321
E MobileNetV3Large 2.201
9 EfficientNetV2B0 3.456

Xception 1.330
N MobileNetV3Small 2.183
_>Q MobileNetV3Large 2.011
% | EfficientNetV2B0 1.599
© Xception 1.131

enhanced counterpart. As shown in Table all pairwise comparisons yielded
statistically significant AUC differences (p = 0.031), below the commonly adopted
a = 0.05 threshold used to reject the null hypothesis of no difference [10]. Beyond
significance, the strength of the observed improvements was quantified using Co-
hen’s d, a standardized measure of effect size. The magnitude of the observed
improvements, expressed through Cohen’s d, consistently exceeds 1.1, indicating
large to very large effects according to standard interpretation criteria [29]. The
most substantial gains are observed for EfficientNetV2B0 on FF++ (d = 3.46) and
MobileNetV3Small on CelebV2 (d = 2.18), showing that MHN yields consistent
and practically meaningful improvements across datasets and architectures.

The next section investigates whether architectural gains can be further ampli-
fied by exploiting structured parallelism, as opposed to increasing model depth or
width.

2.4.2.8.4 Evaluation of the Multi-Branch Network architecture

Building on the concept of efficient parameter utilization, this section investigates
whether the Multi-Branch Network architecture can serve as a more effective alter-
native to increasing model depth by leveraging the parallelism of multiple network
branches. This analysis was conducted on the FF++ dataset, selecting the Mo-
bileNetV3 family due to its balance between performance and efficiency.

As shown in Table the adoption of additional branches leads to progres-
sive improvements across all compression conditions, particularly in terms of AUC
(Fig. . Notably, the transition from a single-branch (MH) to a two-branch
architecture (MB2) yields measurable gains with minimal increase in model com-
plexity, consistently improving AUC even under aggressive compression. While
subsequent branches continue to enhance performance, the improvements satu-
rate quickly and become less proportional to the added computational cost.
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Table 2.11: Performance comparison between standard models and their enhanced versions with our MHN and MBN across different

compression levels (LQ, HQ, and RAW), for MobileNetV3Small (a) and MobileNetV3Large (b) on the FF++ dataset.

(a)
- MobileNet V3 Small - Test Set (FF++ Dataset)
Models i‘rl:;'; LQ HQ RAW
FRAME ACC| AUC |[VIDEO ACC | FRAME ACC| AUC [ VIDEO ACC | FRAME ACC AUC VIDEO ACC
Simple 0.94 80.50 = 2.38 | 86.70 + 1.97 | 84.50 + 2.80 90.27 £1.99 | 9531 £1.22 | 92.98 + 2.03 9474 +1.43 | 98.35+0.76 | 96.07 +1.11
MH 0.98 83.02 + 0.66 | 88.74 + 0.36 | 87.68  1.16 9263 +0.30 | 97.27 £0.12 | 95.44 + 0.59 98.25 + 0.13 | 99.81 +0.03 | 98.62 + 0.41
MH MB2 | 1.95 8474 + 0.22 | 89.66 + 0.33 | 88.85 + 0.65 9351 +013 | 9751 +£0.20 | 96.22 + 0.25 98.43 £ 012 | 99.84 + 0.05 | 98.91 + 0.21
MH MB3 | 2.93 85.00 £ 0.28 | 89.90 + 0.13 | 89.37 + 0.70 9370 £ 0.15 | 97.61+0.19 | 96.30 + 017 | 9854 +0.19 | 99.86 + 0.04 | 98.85 + 0.33
MH MB4 | 3.91 85.31+0.39 | 90.02+0.12 | 89.40 +0.22 | 9380+ 0.17 | 97.68+021 | 96.22+0.15 | 98.62+0.19 |99.88+0.02| 99.05+ 0.33
MH MB5 | 4.88 85.47 + 0.35 | 90.24 +0.08 | 89.17 £0.27 | 9384+014 |97.72+012| 9628+0.20 | 98.65=019 |99.89+0.03| 99.08 = 0.39
(b)
. MobileNet V3 Large - Test Set (FF++ Dataset)
Models f,’;‘rl:;‘: LQ HQ RAW
FRAME ACC| AUC [ VIDEO ACC [FRAME ACC| AUC [ VIDEO ACC | FRAME ACC AUC VIDEO ACC

Simple 3.00 81.89 +2.95 | 87.87+1.57 | 87.08 + 2.4 9248 +1.17 | 96.85 +0.89 | 95.05 + 1.07 96.97 +1.03 | 99.15 +0.39 | 97.19 + 0.93
MH 3.12 84.44 + 0.85 | 90.68 +1.38 | 90.03 + 1.06 9439+ 0.93 | 98.33 £ 048 | 96.36 + 0.79 98.90 + 0.21 | 99.91 + 0.04 | 99.10 + 0.19
MH MB2 | 6.24 86.74 + 0.54 | 91.64 +0.11 | 91.14 £+ 0.64 | 9547 +0.09 | 9857 £0.12 | 96.87 + 0.17 99.15 £ 0.11 | 99.96 = 0.01 | 99.40 + 0.17
MH MB3 | 9.36 86.92 + 0.49 | 91.85+0.09 | 91.23 + 0.78 9548 £ 0.13 | 98.64 + 0.09 | 96.85 + 0.13 99.25 £ 0.11 | 99.96 £ 0.01 | 99.43 + 0.13
MH MB4 | 1248 | 87.19+019 | 92.04 =0.09 | 91.26 + 0.66 95.56 £ 0.12 | 9872 +0.11 | 96.96 +0.10 | 99.27 + 0.09 | 99.96 + 0.01 | 99.40 + 0.17
MHMB5 | 1560 | 87.47 +020 |9218+0.10| 91.52+059 | 95.65+0.10 |98.76=0.08| 9688+ 011 | 99.36 = 0.07 | 99.97 + 0.01 | 99.57 + 0.09
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Figure 2.18: Boxplots of AUC scores for baseline (Simple), MHN, and MBN, evaluated
on the FF++ dataset using MobileNetV3 family as backbone. Results are averaged over five
independent training runs.

Table 2.12: Effect sizes (Cohen’s d) computed on the AUC values obtained from the FF++
dataset. Each MBN variant is compared against the corresponding Simple model from the
MobileNetV3 family.

Model | Variant | Cohen’s d

_ MB2 1.88
= MB3 1.87
& MB4 1.93

MB5 1.93
o MB2 1.68
50 MB3 1.73
S MB4 1.91

MB5 1.95

Nevertheless, the ensemble effect introduced through bootstrap resampling also
contributes to lower variance across training runs, suggesting more stable opti-
mization dynamics. Moreover, the MBN’s modular design allows practitioners to
fine-tune the trade-off between accuracy and complexity, making it adaptable to
diverse deployment scenarios. Also in this case, we conducted a statistical analy-
sis comparing each MBN variant to the baseline Simple model: all configurations
show statistically significant differences (Wilcoxon signed-rank test, p = 0.0312),
with large effect sizes across the board (Cohen’s d ranging from 1.68 to 1.95, see
Table [2.12)).
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Table 2.13: Performance comparison of various state-of-the-art deepfake detection ap-
proaches on the FF++ dataset, evaluated on LQ and HQ test sets. The table reports the
area under the ROC curve (AUC %). Each approach is listed with its respective backbone
architecture in parentheses.

Method AC )
Xception [149] 89.30 | 96.30
F3-Net [136] (Xception) 93.30 | 98.10
SPSL [104] (Xception) 82.82 | 95.32
FDFL [98] (Xception) 92.40 | 99.30
MAT [197] (EfficientNet-B4) 90.40 | 99.29
SIA [164] (EfficientNet-B4) 93.45 | 99.35
RECCE [16] (Xception) 95.02 | 99.32
BOF [119](Vision Transformer [43]) | 91.61 | 99.36
LRL [23] (Custom) 95.21 | 99.46
MLR [185] (MC3-18 [175]) 96.18 | 98.27
‘ Our (MobileNetV3Large - MH MB)) ‘ 92.18 ‘ 98.76 ‘

2.42.8.5 Comparison with State-Of-The-Art methods

To evaluate the competitiveness of our approach, we selected the MobileNetV3-
Large with five branches (MH MB)), identified as the best performer in the pre-
vious section, for comparison against state-of-the-art (SOTA) deepfake detection
methods. The evaluation was conducted on the FF++ dataset under both LQ and
HQ compression conditions (Table [2.13).

While the objective is not to outperform SOTA methods, our results show that
a lightweight architecture such as MobileNetV3, when enhanced with our Multi-
Head and Multi-Branch framework, can achieve comparable performance to more
complex and computationally demanding models like Xception and EfficientNet-
B4. Notably, our architecture reaches an AUC of 92.18% on LQ and 98.76% on HQ,
values that are in line with those reported by recent top-performing methods.

While most existing approaches evaluate detection models under only two fixed
compression settings (LQ and HQ from the FF++ benchmark), our framework is
designed to be robust beyond such discrete configurations. Although we report
results on these standard levels for comparison purposes, our method is rooted
in a more comprehensive and realistic modeling of compression variability. As
illustrated in Fig. disregarding the underlying compression distribution may
lead to substantial generalization gaps. For instance, models trained solely on
low-quality (LQ) compressed data tend to exhibit improved robustness across a
wider range of compression levels, albeit with lower peak performance. Conversely,
models trained on high-quality (HQ) compressed data often achieve high accuracy

57



on similar input distributions but suffer from significant performance degradation
when exposed to stronger compression artifacts. In this context, the performance
achieved by our method does not result from explicit optimization for these specific
compression levels (Fig. [2.19b). Rather, it reflects the intrinsic robustness of the
proposed framework, emerging from the combination of a dynamic MPEG-based
augmentation strategy with a modular architectural design.

Finally, it is worth emphasizing that the proposed framework is inherently
backbone-agnostic. Its components can be readily integrated into a wide range of
architectures and deployment scenarios, offering a general-purpose enhancement
strategy for deepfake detection pipelines. This adaptability makes it a promising
foundation for future research aimed at maintaining high detection performance
under realistic, resource-constrained operating conditions.

2.4.2.9 Conclusions

In this section, we presented an innovative and modular approach to deepfake de-
tection that explicitly addresses the degradation effects introduced by video com-
pression, a major challenge in real-world applications. Our method integrates a
Multi-Head Network and Multi-Branch Network architecture with a compression-
aware data augmentation strategy, designed to improve performance across a range
of compression levels. Experimental results on the FF++ and Celeb-DF (v2) datasets
show that the MHN architecture yields consistent gains in detection accuracy, par-
ticularly under low-quality conditions. Furthermore, the MBN architecture demon-
strates that performance can be improved by adding parallel branches, providing
a scalable alternative to depth-based expansion and enabling a more flexible bal-
ance between accuracy and model complexity. The proposed components are
compatible with a wide range of network designs and can be integrated into exist-
ing architectures with minimal structural modifications. This makes the approach
a practical candidate for deployment in scenarios with constrained computational
resources or diverse compression settings, providing a unified and effective solution
to the problem of detecting compressed deepfakes.
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Figure 2.19: AUC scores across varying compression levels on the FF++ dataset. Each
line represents a different training setup: (a) models trained on a single compression level
(RAW, HQ, LQ); (b) models trained using the proposed fc strategy. Shaded areas denote the
standard deviation computed over five training runs.
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Chapter 3

Audio Adversarial Attacks

In the previous chapter, we examined how compression weakens the performance
of deepfake detectors. This issue is particularly concerning because compression is
ubiquitous in multimedia sharing, as most applications reduce file sizes for faster
transmission. Unlike this unintentional degradation, the present chapter investi-
gates vulnerabilities in machine learning systems under deliberate adversarial at-
tacks. Focusing on Voice Disorder Detection system vulnerabilities, this chapter
introduces the topic of audio adversarial attacks without delving into implementa-
tion details. Instead, it provides an overview of how these attack techniques pose a
threat to machine learning models. Starting with speech recognition systems, and
moving on to voice recognition systems, we review a series of studies related to
the threat of audio adversarial attacks, culminating in our publication [131], which
addresses this issue for the first time in voice disorder detection systems.

3.1 Introduction

The recent development of Al systems has significantly accelerated the growth of
speech and voice recognition technologies. These systems are now integrated into
a wide range of everyday applications, from digital voice assistants such as Siri,
Alexa, or Google Assistant, to voice-based biometric authentication, and even auto-
mated speech quality and health assessment platforms. Their widespread adoption
stems from their ability to enable natural human-machine interactions, reducing
the need for textual or physical input and allowing more immediate and inclusive
access to the functionalities of intelligent devices [138, 190].

However, this growing adoption has also highlighted a series of emerging risks.
Modern speech recognition and audio classification systems rely on ML and deep
learning models, which, while achieving impressive performance under standard
conditions, can be vulnerable to intentionally crafted perturbations designed to
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mislead them [19, [166]. These perturbations, known as adversarial attacks, consist
of minimal and often imperceptible modifications to the original audio signal that
induce the model to produce incorrect classifications or behave unpredictably.

In the audio domain, adversarial attacks can take several forms. They may aim
to spoof another user’s voice (thus bypassing a voice authentication system), cause
a voice assistant to execute unauthorized commands, or, in healthcare, manipulate
the output of automatic systems that analyze pathological or disordered speech [1].
Unlike the visual domain [84], where perturbations are localized at the pixel level,
audio perturbations must satisfy strict perceptual constraints, since even minor
changes in the waveform or spectrogram can affect the quality or intelligibility
of the sound. This makes audio adversarial design particularly challenging, and,
paradoxically, more dangerous, since well-crafted perturbations can remain entirely
imperceptible to human listeners [90, 106].

Over the past few years, the literature has identified several categories of ad-
versarial attacks in the audio domain. Some operate directly in the time domain,
modifying the raw waveform, while others act in the frequency domain, manipu-
lating representations such as the spectrogram or Mel-Frequency Cepstral Coeffi-
cients (MFCC). Adversarial attacks can also be broadly categorized based on the
attacker’s knowledge of the target model. In a white-box attack scenario, the at-
tacker possesses complete knowledge of the model’s architecture and parameters,
enabling precise and potent adversarial example crafting [166]. In this scenario,
gradient-based methods, such as the Fast Gradient Sign Method (FGSM) and Pro-
jected Gradient Descent (PGD), leverage the model’s gradient information to cre-
ate perturbations that maximize prediction error while remaining imperceptible
to human ears [110]. In contrast, black-box attacks assume that the attacker has
no direct access to the target model information but can observe its output given
specific inputs, making these attacks more reflective of real-world scenarios [126].
Several works exploit this strategy to fool audio-based systems [56, 199, 163, [137].
Moreover, beyond digital attacks, researchers have begun exploring physical-world
scenarios, where adversarial audio is played through speakers in real environments
to assess model robustness under realistic acoustic conditions [183].

The implications of these vulnerabilities are profound, particularly in contexts
where voice carries sensitive or clinical information. One emblematic example is
voice disorder detection systems, which employ machine learning algorithms to
identify vocal pathologies or phonatory disorders [64, 189]. The possibility that
an adversarial attack could alter or falsify an automatic diagnosis raises significant
ethical, security, and reliability concerns, especially given the increasing adoption
of telemedicine and remote speech analysis solutions [40].

Understanding the characteristics and vulnerabilities of speech recognition mod-
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els is, therefore, a fundamental step in ensuring the security and reliability of voice-
based applications. For voice disorder detection systems, the challenge is twofold:
ensuring robust and accurate recognition of vocal disorders under conditions of
noise and individual variability, and guaranteeing that models cannot be manipu-
lated by intentional attacks that compromise their diagnostic reliability [193].

The following section provides an overview of voice disorder pathology and the
tools that AI makes available in medical applications. Then, the state of the art in
voice disorder detection systems will be presented, analyzing their evolution and
common architectures. It will then introduce our original contribution, focused on
the analysis of voice disorder detection vulnerabilities.

3.2 Voice Disorder

Voice disorders manifest as variations from normal voice quality, pitch, and loud-
ness concerning an individual’s age, gender, and cultural background [13]. These
disorders impact a substantial portion of the population, with estimates suggesting
that up to 20% of people may encounter a voice disorder during their lifetime [73].
Severity ranges from mild inconvenience to complete voice loss, and the underly-
ing causes may be functional or, in some cases, cancerous. Diagnosis generally
requires a comprehensive clinical assessment, encompassing interviews, listening
tests, acoustic analyses, and laryngoscopy. When cancer is suspected, a biopsy is
carried out [176]. Given their prevalence and diversity, diagnosing voice disorders
can be time-consuming for both patients and healthcare professionals. This lengthy
process often leads to higher costs for healthcare systems [30]. Delays in diagnosis
may worsen the disorder and complicate subsequent treatment [128].

Integrating machine learning into healthcare has driven major advances in
computer-aided diagnosis systems, supporting clinicians with computer-generated
insights [5]. These models are now widely used to analyze imaging data, including
MRI and CT scans, for detecting cancers, fractures, and various other medical
issues. In addition, they enable real-time patient monitoring and help anticipate
critical events like sepsis or cardiac failure [/]. Within this wide array of uses,
automated voice disorder detectors have demonstrated considerable promise. By
extracting and analyzing acoustic features from recordings, these systems distin-
guish between healthy and pathological voices [66]. However, the integration of
such technology introduces new vulnerabilities. Particularly concerning is the po-
tential for adversarial manipulation, a concept well-documented in other ML do-
mains, such as image and speech recognition [19].

Adversarial attacks involve deliberately altering input data to deceive the model
into erroneous predictions [182]. These manipulations are often imperceptible or
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seemingly benign to human listeners, yet they can drastically alter the model’s out-
put. An especially concerning application of such attacks could be the creation of
manipulated audio recordings designed to falsely suggest the presence of a medical
condition in a target individual. Such deceptive practices could have profound im-
plications: a person might be unjustly disqualified from employment opportunities
or be subjected to inflated health insurance rates based on fabricated evidence of ill-
ness, and a public figure could suffer damage to their reputation. For instance, fake
pathological recordings could be used in cyberbullying or harassment campaigns
to manipulate public perception of individuals [194].

In the following section, we explore adversarial attacks and audio manipula-
tions within the context of Voice Disorder Detection (VDD). By identifying and
analyzing the potential threats posed by adversarial or manual manipulations, we
aim to highlight the critical need for robust countermeasures. Ensuring the se-
curity and integrity of VDD systems against manipulations is paramount in safe-
guarding diagnostic accuracy and trust in these tools. Section describes the
attacks implemented to assess the robustness of voice disorder detection systems.
Section describes the protocol used to conduct our evaluation, while sec-
tion reports the obtained results. Finally, conclusions are drawn in Sec-
tion

3.3 Voice Disorder Detections

In recent years, the field of voice disorder detection has made significant progress,
with the development of various methodologies aimed at more accurately distin-
guishing between healthy and pathological voices. Central to these advancements
is applying ML algorithms to vocal data analysis. These algorithms utilize a range
of classifiers and leverage key acoustic features, such as Mel-Frequency Cepstral
Coefficients (MFCC) [48] or Multidimensional Voice Program (MDVP) [4] to en-
hance diagnostic precision. Among the ML techniques, SVM has seen widespread
use due to its effectiveness in classifying pathological and healthy voices. Stud-
ies employing SVM with MFCC have reported significant accuracies, though often
limited by small datasets [75]. For instance, Al-Dhief et al. [3] utilized SVM with
MFCC methodology, achieving an 91.17% accuracy using voice signals from the
Saarbriicken voice database (SVD)!. Souissi et al. [160] enhanced the SVM train-
ing process by integrating MFCC with Linear Discriminant Analysis (LDA) for
more efficient dimensionality reduction, leading to an 86.44% accuracy rate in de-
tecting voice pathologies within a subset of the SVD. Other common classifiers

https:/stimmdb.coli.uni-saarland.de/
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used in the literature include artificial neural networks [169], hidden Markov mod-
els [9], and Gaussian mixture models [6].

Parallel to these efforts, advancements in end-to-end ML and deep learning
techniques have further expanded the possibilities for VDD. Studies utilizing deep
learning have mainly considered Convolutional Neural Network (CNN) models to
extract acoustic features from spectrogram-based voice data automatically [144)
135] or in combination with hand-crafted features [49]. Nevertheless, the efficacy
of these models can be compromised by limited dataset sizes, which often lead to
overfitting and diminished performance on broader datasets.

An extensive exploration of audio adversarial attacks in the context of voice
disorder detection systems has, to our knowledge, not yet been reported. Given the
critical nature of healthcare applications, the potential implications of such adver-
sarial interventions are manifold and particularly concerning. Firstly, introducing
adversarial perturbations could lead to erroneous diagnoses, either by masking
the presence of a disorder or falsely indicating its presence, thereby undermining
the reliability of these systems in clinical settings. Furthermore, the integrity of
patient data could be compromised, leading to privacy violations and loss of trust
in digital healthcare solutions. The robustness of voice disorder detection models
must be severely tested, exposing vulnerabilities that could be exploited to degrade
system performance over time.

3.4 Contribution

Integrating ML into the diagnostic process offers an innovative solution that opti-
mizes diagnostic times and precision. Computer-aided diagnosis systems have al-
ready shown promise in image processing for disease prediction [127] and can thus
be applied to voice disorder detection, providing new methods to analyze acoustic
data. However, the advancement of these technologies introduces potential risks
that need careful examination. To address these concerns, this study examines the
vulnerabilities of voice disorder detection systems to targeted manipulations used
for side-channel attacks.

3.4.1 Vulnerabilities in Machine Learning-Based Voice Disor-
der Detection Systems

We investigate how such attacks can deliberately alter the system’s output, causing

it to erroneously classify normal voice samples as pathological. To assess different

levels of vulnerability, we implement both simple attacks involving tone and pitch
manipulation and more complex attacks, such as adversarial ones. For this pur-
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Figure 3.1: High-level diagram of attacks for voice disorder detection systems.

pose, we utilize a comprehensive approach encompassing white-box and black-box
attack scenarios. The white-box attacks are conducted by leveraging two adver-
sarial techniques based on gradients, exploiting complete visibility of the model’s
architecture and parameters. In parallel, black-box attacks are emulated by alter-
ing the pitch or adding an extraneous but imperceptible tone to the audio samples.
This approach allows for a more realistic attack scenario (Fig.[3.1), where the ad-
versary lacks direct knowledge of the model’s inner workings and relies solely on its
output to provoke misclassification. The proposed two-faceted approach ensures
accurate and thorough investigations into the robustness of VDD systems against
various adversarial tactics.

3.4.1.1 White-box attacks

In this study, we applied two well-known gradient-based techniques: Fast Gradient
Sign Method (FGSM) [63] and Projected Gradient Descent (PGD) [110]. These
methods explore the vulnerability of ML models to white-box adversarial attacks.
FGSM computes the loss gradient with respect to the input features. It identifies
the direction in which small perturbations can most effectively mislead the model.
The gradient sign is then scaled by a value called epsilon (€), which controls the
intensity of the perturbation added to the original input. PGD extends FGSM by
applying multiple small gradient updates iteratively to perturb the input data. The
perturbation is adjusted within a predefined € boundary, but iteratively, to find the
optimal direction and magnitude [110].

Because attackers must know model architectures and parameters to compute
gradients precisely, we define these as white-box attacks [18]
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3.4.1.2 Blackbox attacks

These attacks assume the attacker does not know the model’s internal workings,
including its architecture, weights, or the specific algorithms it employs. Instead,
the attacker only has access to the model’s input-output behavior [126), [15].

In this study, we applied two black-box evasion attacks: tone evasion and audio
pitching. The first consists on inserting a specific tone into an audio sample. In this
regard, it is possible to modify the tone parameters to be inserted (e.g,, in terms of
amplitude, frequency, and phase) to balance the perturbation induced on the audio
sample with the auditory perception of the disturbance. In our analysis, we selected
several sine waves with varying frequencies and amplitudes. Specifically, we chose
frequencies of 50, 75, 100, 125, and 150 Hz. For each frequency, we considered five
different amplitudes to evaluate their auditory influence on the original audio: from
causing a slight effect (0.2, 0.3, 0.4) to inducing a significant auditory disturbance
(0.8, 0.9). Notably, higher amplitude values increase both the perturbation on the
audio samples and the auditory perception of the disturbance [19].

A second attack proposed in this work is based on the substantial modification
of the pitch of the audio samples. This experiment aims to determine if a voice
disorder detection system is resilient enough to pitch modification on test samples.
In this case, all the experiments were carried out by a pitch down of 5 steps (on
a total of 12 per octave). This particular value is chosen to slightly modify the
samples but leave all auditory properties as close to the original audio.

3.4.1.3 Datasets

For the experimental analysis, we used two different datasets, the HUPA dataset
[195] and the Saarbruecken Voice Database (SVD)2. The HUPA dataset recorded
by Universidad Politécnica de Madrid and Principe de Asturias Hospital of Alcala
de Henares is composed of two types of audio: 100 normal samples are related to
users who do not have vocal difficulties, while 100 pathol samples are related to users
with voice disorders (vocal fold polyps, nodules, edema, vocal leukoplakia, etc.).
All audios are 1-3 seconds long and have 25 Hz sampling rate. The SVD database
is an exhaustive collection of voice recordings by more than 2000 persons. It was
collected at the Institute of Phonetics and Phoniatry, Caritas Clinic St. Theresia,
Saarbriicken. The dataset comprises audio samples of the sustained vowel sounds
/a/, /i/, and /w/ uttered at different intensities: normal, high, and low, along with
variations in a rising and falling pitch pattern. Each sample was recorded at a
frequency of 50 kHz. For the purposes of this study and for the sake of space, we
focused exclusively on the vowels /a/ uttered at normal pitch. We then selected

Zhttps:/stimmdb.coli.uni-saarland.de/
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three prevalent voice disorders: vocal fold cyst, vocal fold polyp, and unilateral
vocal fold paralysis, to ensure a comparable sample size with the HUPA datasets.
After this process, we obtained a subset of 520 recordings from individuals aged
16 and older, balanced with 260 normal and 260 pathological samples.

3.41.4 Voice disorder detectors: Implementation Details

For the implementation of voice disorder detectors, two different types of features
were analyzed: (i) a low-level acoustic, mel-spectrogram feature, calculated as one
spectrogram at melfrequency from the Fourier spectrum using a nonlinear trans-
formation at the frequency axis and normalized between 0 and 1; (ii) the Mel
Frequency Cepstral Coeficients (MFCC) feature, obtained by applying Discrete
Cosine Transform (DCT) to convert log Mel spectrum in the time domain.

Four different classifiers were subsequently used:

e The simple CNN proposed in [64], composed by two transposed 2D convo-
lutional layers, a pooling layer, and multiple fully-connected layers.

e A CNN feature-extractor with an SVM classifier (linear kernel), as in [64].

* MobileNetV3Small [71, 189], a deep but at the same time fast network with
low computational cost. We used a model pre-trained on natural images. To
adapt the network and carry out fine-tuning, we replaced the last layer with a
dense two-neuron layer and modified the first layer to manage a single-channel
input. We used stochastic gradient descent as optimizer.

* MobileNetV3Small with an SVM classifier: in this case, the last dense layer of
the MobileNet has been replaced with a Radial Basis Function SVM kernel.

Combining these feature extractors and classifiers, we obtained six different voice
detectors that we used to evaluate the danger of the attacks created. To select the
models on which to carry out the attack, each dataset was divided into training,
validation and test (70%, 10%, 20%), and the best model was selected through 5-fold
cross-validation.

Before extracting the features, each sample was subjected to a pre-processing
phase to adapt to the input of the specific network. For MobileNet-based detectors,
audio files were split into 200 ms snippets with an overlap of 160 ms (sampled at
25 kHz). For CNN-based detectors, each audio file is divided into multiple 1 s
snippets with an overlap of 900 ms (sampled at 16 kHz).

Since each snippet represents a sample for the models, the evaluation produced
both an accuracy on the snippets and on the entire audio file. The classification of
the entire audio file was achieved by majority voting on the snippet predictions. In
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Figure 3.2: Results of the pitch-based evasion attacks.

particular, in the white-box scenario, since the attacker has knowledge of the entire
architecture, he/she can attack the single correctly classified snippet. In the black
box case, in order to obtain comparable results with the white box, we distinguish
two scenarios: the attacker is completely uninformed, so he/she attacks the entire
audio file, or the attacker is aware of the division into snippets and can thus attack
a single snippet. Since the attacks were only carried out on correctly classified
healthy samples, results are reported in terms of True Positive Rate (TPR).

3.41.5 Experimental Results

3.4.1.5.1 Blackbox evaluation

Fig. 3.2/ shows the results of the pitch-based evasion attacks. Changing the pitch in
all cases leads to a decrease in TPR. However, it is also evident that the drop is less
pronounced than in tone-based attacks. Except for the —1 step, the performance
degradation appears generally uncorrelated with the pitch step values. The findings
generally highlight the non-robustness of the models analyzed to normal variations
in tone and pitch, which may occur not necessarily for attacks. In fact, although the
mel-spectrogram features are more sensitive to these variations, all combinations
of classifiers/features analyzed report a significant decrease in TPR.

The tone-based evasion attack results (Fig. next page) show that adding a
tone generally reduces the evaluated model’s accuracy. Evaluations were carried
out using tones at different frequencies and scales. It can be seen that the deterio-
ration in accuracy is mainly related to the amplitude scale used for the attack.
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Figure 3.4: Results of PGD and FGSM attacks, using different € values.

Higher tone scales result in more significant errors in classification: in partic-
ular, this manipulation causes the TPR, originally ranging between 70% and 90%,
to drop to values below 40%. This is reasonable since higher-scale tones introduce
more noise into the samples, leading to greater classification errors. On the other
hand, by fixing the scale and varying the frequency from 50 to 150 Hz, less influence
of the latter was seen in terms of classifier accuracy. Additionally, the results also
show that overall the MFCC feature is more robust to this kind of manipulation.

3.4.1.6 White-box evaluation

In the white-box scenario (Fig. [3.4), both PGD and FGSM adversarial attacks
demonstrated their effectiveness in deceiving the classifiers even with minimal
perturbations (e = 0.001), especially when using a MobileNet architecture. This
vulnerability is even more evident at higher epsilon values (¢ = 0.1), where the
perturbation noise is severe enough to flatten the classifier’s scores, either on the
normal classification (FGSM) or on the pathological classification (PGD). On the
other hand, CNNs show greater robustness against such attacks, maintaining bet-
ter performance and stability across various perturbation levels. It is interesting
to note the effectiveness of the FGSM attack, which, being much faster than PGD,
can be used in real-time, deceiving the system without causing any slowdown.
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As a final analysis, we computed the boxplots in Fig. [3.5[to illustrate the distri-
bution of classifier scores for snippets of correctly classified files before and after
attacks. For the sake of space, only the results of the classifiers based on the
mel-spectrogram features on the HUPA dataset have been reported. However, they
are representative of the overall trends observed. Each boxplot displays several key
statistics: the median, the interquartile range (IQR, the box length which represents
the spread of the middle 50% of the data), and potential outliers (points beyond
the whiskers, which extend to 1.5 times the IQR from the quartiles). Overall, the
original snippets exhibit lower median scores and narrower IQRs, indicating con-
sistent and reliable classifier performance on clean data. In contrast, the attacked
snippets show higher median scores and wider IQRs, highlighting the significant
impact of perturbations on classification accuracy. Additionally, the presence of
outliers in the attacked data suggests that the perturbations are causing extreme
variations in the classifier’s scores, further emphasizing the systems’ vulnerability
to adversarial attacks.

3.4.1.7 Discussion and conclusion

In this section, we analyzed the robustness of voice disorder detection systems to
changes in input signals by evaluating both black-box and white-box attacks. Our
results highlight a critical susceptibility of these systems to adversarial perturba-
tions. To understand the extent of these perturbations on the original signals, we
reported in Fig. an example of original and manipulated signal for all attacks
performed. While pitch and tone attacks introduce noticeable but specific alter-
ations to the waveform, FGSM and PGD attacks, particularly at higher epsilon
values, cause significant noise, demonstrating how these adversarial methods can
distort the input signals and potentially compromise the detection systems.

The susceptibility of voice disorder detection systems to adversarial attacks
poses a significant challenge to their reliability and effectiveness. Our future work
will focus on developing robust defense mechanisms to enhance the resilience of
these systems against such perturbations. A risk model will be associated with eval-
uating the concrete impact of neglecting true positives or caring for false positives
with further medical treatments. In addition, the erroneous classification of normal
audio as pathological can have significant ramifications outside clinical settings, as
the case of cyberbullying or harassment campaigns.
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Figure 3.5: Boxplots of scores for snippets of correctly classified files obtained with mel-
spectrogram-based classifiers on the HUPA dataset. The boxplots compare the scores from
the original unperturbed snippets (pathol and normal) with those subjected to black-box and
white-box attacks.
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Chapter 4

Privacy Risks In Human Activity
Recognition Systems

In the previous chapter, an in-depth analysis of the vulnerabilities affecting ML
models in voice disorder detection systems was presented. The focus now shifts
from model weaknesses to the risks inherent in the data itself, which can be ex-
ploited through attacks that jeopardize user privacy. This chapter delves into pri-
vacy risk issues, examining how Human Activity Recognition (HAR) systems can
inadvertently compromise users’ privacy and the extent to which motion-based
features can serve as biometric identifiers. After a brief introduction to the HAR
systems, the discussion will move from the potential privacy risks to our contribu-
tion at the IEEE International Conference on Metrology for eXtended Reality, Artificial
Intelligence and Neural Engineering (2025) with the paper titled Unintended Identifi-
cation in HAR Systems: Evaluating Privacy Risks.

4.1 Introduction

Human Activity Recognition (HAR) systems, which utilize sensor data from mo-
bile and wearable devices to classify physical movements, are increasingly inte-
grated into daily life. These systems, leveraging embedded accelerometers, gyro-
scopes, and magnetometers, enable applications such as fitness tracking, health-
care monitoring, security, and behavioral analytics [141} 139, 122, 54} 145]. Despite
their utility, HAR systems raise significant privacy concerns due to their process-
ing of fine-grained motion data. Notably [37], HAR features can encode unique
movement patterns, potentially enabling user or device re-identification [74]. This
possibility allows attackers to track individuals over time, even with seemingly in-
nocuous activity data [163].
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4.2 Privacy and Data Protection in HAR Systems

Previous studies have primarily analyzed privacy risks in HAR systems under con-
trolled scenarios. They typically presume that the adversary possesses prior knowl-
edge of the user’s activity [130]. Although these investigations provide a baseline
for evaluating the discriminative capacity of HAR features, they do not represent
realistic adversarial conditions. In real-world contexts, an adversary must first de-
termine the performed activity before attempting identification. This requirement
significantly increases the complexity of the attack.

Even under simplified conditions, findings from prior research indicate a wider
issue: motion-based features derived from sensors can function as biometric sig-
natures, revealing patterns unique to individuals or devices. As a result, HAR
data collected for activity classification may unintentionally include personal in-
formation that enables user re-identification or profiling. This observation situates
HAR within the broader discourse on biometric data protection. In this regard,
recent surveys on privacy-enhancing technologies (PETs) for biometric recogni-
tion provide unified frameworks to categorize existing approaches, highlight their
limitations, and relate them to fundamental data protection principles [115].

This intrinsic link between functionality and identifiability situates HAR sys-
tems within the broader domain of privacy and data protection regulation. The
General Data Protection Regulation (GDPR), formally known as Regulation (EU)
2016/679 [55], provides the legal framework for protecting individuals with regard
to the processing of personal data. It enforces strict requirements on how data
are collected, stored, and processed, emphasizing transparency, fairness, and user
control through principles such as consent and the right to be forgotten.

According to the GDPR, any processing of personal data, including biometric
or behavioral data derived from HAR systems, must adhere to the principles of
lawfulness, transparency, and purpose limitation. Data minimization is also a core
requirement, ensuring that only information strictly necessary for the intended
purpose is processed. HAR systems, however, often rely on weak biometric cues
such as gait, motion dynamics, and even implicit location traces. These features
are indispensable for reliable activity recognition, but they also carry inherent
risks. Inadvertent disclosure could enable identity inference, behavioral profiling,
or exposure to physical and digital threats.

Furthermore, centralizing sensitive data in large-scale infrastructure or cloud-
based platforms magnifies potential vulnerabilities. A data breach or malicious
exploitation could compromise not only individual privacy but also public trust in
Al-driven health and behavioral monitoring technologies. Therefore, addressing
privacy risks in HAR systems is not merely a technical challenge; it is a fundamental
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requirement for ensuring the ethical and lawful deployment of Al in everyday life.

4.3 From HAR to User Re-identification

HAR has seen rapid development in recent years, primarily due to mobile and
wearable sensors. The proliferation of sensors has resulted in several applications,
many of which have been tested with inertial sensors (accelerometers and gyro-
scopes), resulting in advantages and reliability across diverse uses [141, 122]. HAR
applications’ ability to classify activities such as walking, running, and sitting in
real time makes them essential assets across various fields. Moreover, the integra-
tion of HAR into smartphone platforms and IoT ecosystems has broadened their
use, making activity-aware services increasingly accessible and scalable [162].

However, alongside these benefits, emerging studies have raised concerns about
the unintended consequences of using motion data. In particular, researchers have
highlighted that the same HAR features used to classify activities can also be re-
purposed for identifying individuals. As motion patterns tend to be influenced by
physiological and behavioral traits, HAR data often carries unique signatures tied
to the user, effectively performing as a form of soft biometrics [74, \34]. This opens
up potential avenues for user re-identification and tracking, even in the absence of
explicit identity labels.

Similar concerns have been raised in the domain of face recognition, where
embeddings not only enable identity verification but also expose soft-biometric at-
tributes such as gender or age. To mitigate this leakage, recent work introduced
Multi-IVE, a privacy-enhancing method that extends Incremental Variable Elimi-
nation (IVE) to suppress multiple demographic attributes simultaneously from face
embeddings [117]. This parallel suggests that HAR embeddings, much like face em-
beddings, may also encode sensitive personal traits beyond activity classification,
indicating the need for exploring privacy-preserving approaches in motion-based
biometrics.

Several works have demonstrated the likelihood of this threat. For instance,
identification frameworks based solely on accelerometer and gyroscope data have
achieved accuracies close to 98-100% in controlled environments [8]. Even when
individuals perform the same activities, their movement dynamics can be differ-
entiated with high precision. More concerning, adversaries can often infer user
identities from sensor data even when anonymized or recorded under different
activity contexts, as long as sufficient motion traces are available [150].

In [162], the authors confirmed that de-identified activity data from smart-
phones and wearables can often be re-linked to individuals, with re-identification
rates exceeding 86% in many cases. These findings underscore a critical risk: al-

77



though HAR systems are not inherently designed for identity recognition, they may
still encode sufficient biometric information to compromise user privacy.

In a real-world scenario, however, the possible attacker does not know in ad-
vance what activity the target user was performing in the captured sensor data.
In this regard, the authors of [150] propose a deep re-identification model evalu-
ated on wrist-worn accelerometer data collected in the wild. In their threat model,
an attacker obtains an anonymized sensor dataset without knowledge of the un-
derlying activities. To simulate this, they employ a prior HAR stage: an activ-
ity classifier is used to automatically label segments of the sensor streams (e.g,
walking, running, stationary) before attempting identification. They demonstrate
high re-identification rates even when the attacker has no prior knowledge of the
victim’s actions, highlighting a critical privacy vulnerability in motion data shar-
ing. Another line of research avoids assuming any fixed activity during identifica-
tion by leveraging multi-task learning and activity-agnostic feature representations.
In [156], the authors developed a weakly-supervised Siamese network that jointly
learns to recognize both who the user is and what activity they are doing, without
requiring strong labels for either task.

While most studies focus on demonstrating the feasibility of re-identification
from motion data, a smaller line of research has started to address these risks
through privacy-enhancing methods. For instance, the GaitPrivacyON framework
introduces a privacy-preserving mobile gait verification approach, where convolu-
tional autoencoders transform raw gait signals into representations that conceal
sensitive attributes (e.g,, gender, activity) before user verification. This approach
achieves strong authentication performance while significantly reducing privacy
leakage, highlighting a possible path to reconcile HAR-based biometrics with pri-
vacy protection [38].

Beyond multitask learning, researchers have also explored activity-free identifi-
cation methods that aim for continuous user recognition during natural behavior.
In the article [151], the authors introduce an identification technique that does not
require any specific gesture or pre-defined activity from the user. The proposed ap-
proach transforms raw accelerometer and gyroscope streams into image-like rep-
resentations (e.g, time—frequency spectrograms) and applies deep convolutional
neural networks inspired by computer vision. By not relying on any particular ac-
tivity, this method can passively identify users in the wild as they go about their
daily routines.

Other recognition pipelines rely on multiple activities of daily living. For in-
stance, in [114], a deep residual neural network for smartwatch-based user iden-
tification leverages diverse activity data. Rather than training on a single motion
(e.g., only gait), they incorporate a range of daily activities (walking, sitting, using
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While prior work has demonstrated the feasibility of user re-identification from
motion data, even under activity-agnostic or anonymized conditions, existing stud-
ies often rely on complex deep learning models, multi-sensor setups, or focus on
specific device types. In contrast, the next section provides a systematic and in-
terpretable assessment of privacy risks in HAR systems using only accelerometer
data, structured over three realistic identification scenarios.

4.4 Contribution

Much of the existing literature relies on multiple sensors (e.g., accelerometer, gyro-
scope, magnetometer), leaving open the question of whether a single sensor, specif-
ically the accelerometer, is sufficient for user or device differentiation. This section
investigates whether accelerometer data alone enables re-identification, thus pro-
viding insight into privacy risks associated with minimal sensor information. The
accelerometer, due to its ubiquity in HAR systems, serves as a critical test case.
If user or device identification proves feasible using only accelerometer data, this
finding underscores the significant privacy implications of even limited motion-
based sensor data. In this section, we introduce realistic experimental protocols
by incorporating HAR-based activity inference before performing user or device
identification. This better reflects real-world attack scenarios, where an adversary
lacks prior knowledge of the performed activity (Fig. .
We structure our analysis around three key cases:
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o Intra-activity identification: Evaluating if different samples of the same activ-
ity are sufficient to distinguish users.

* Cross-activity identification: Exploring whether identity traces persist across
different activities.

* HAR-guided identification: Simulating a realistic scenario where activity
recognition is performed first, and identification is then attempted on similar
data.

4.41 Unintended Identification in HAR Systems: Evaluating
Privacy Risks

The methodology adopted in this study aims to evaluate whether accelerometer
signals enable unintended user identification systematically. As briefly anticipated,
we design three experimental scenarios corresponding to different privacy threats:

o Intra-activity identification: We evaluated whether samples of the same activ-
ity could distinguish individuals. For each sample, we compared it to other
samples from the same activity, determining whether the closest match was
genuine (same user) or an impostor (different user).

o Cross-activity identification: This scenario assessed whether identity-specific
patterns persist across different activities. Here, we compared samples from
one activity against samples from different activities, again distinguishing
genuine from impostor matches.

o HAR-guided identification: To simulate a realistic identification scenario, we
first predicted the activity of each sample using a HAR classifier trained on
ideal conditions and then applied it to real-world conditions. After predicting
the activity, samples were compared within their predicted activity class to
identify genuine or impostor matches.

4.41.1 Datasets

We employ two public HAR datasets that provide real-life information: Gonzalez
[53] and WISDM [92] 108] dataset.

The Gonzalez dataset is a publicly available collection explicitly designed for
real-life HAR using smartphone sensors. It was collected through an Android appli-
cation that recorded data from accelerometer, gyroscope, magnetometer, and GPS
sensors. A total of 19 participants performed various activities categorized into
four distinct classes: inactive, active, walking, and driving. The dataset ensures
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independence from device orientation, placement, and individual characteristics.
Each participant recorded multiple sessions corresponding to different activities,
resulting in approximately 680,000 seconds of data and 29 million sensor mea-
surements. In this study, we focused exclusively on accelerometer data. The 19
participants were used to test the personal recognition system.

The WISDM dataset consists of accelerometer data collected from Android
smartphones carried by users performing common daily activities such as walk-
ing, jogging, ascending/descending stairs, sitting, and standing. The dataset com-
prises two versions: Activity Prediction, an ideal version acquired under controlled
conditions (14 users), and Actitracker, a in-the-wild version gathered in real-world,
uncontrolled conditions (225 users). The users carried the devices in their pants
pockets, with data recorded at a sampling rate of 20 Hz (every 50 ms). We use the
WISDM Activity Prediction dataset for training and testing the HAR system. The
WISDM Actitracker is used to test the personal recognition system.

Regarding the features used, we followed the approach in [53], so we did not
use raw sensor data but rather features that were particularly discriminating for
HAR tasks, considering the context in which HAR could operate. Therefore, we
extracted very simple time-domain features from the accelerometer data (x, y, z
measurements), using a window size of 20 seconds with a 19-second overlap:

* Mean: The average value of the sensor readings over a specific time window.

* Variance: A measure of the variability of the sensor readings, indicating the
extent of movement.

» Median Absolute Deviation (MAD): A robust measure of variability that is less
sensitive to outliers.

* Maximum and Minimum: The extreme values of the sensor readings within a
time window, indicating the range of motion.

o Interquartile Range (IQR): The range between the first and third quartiles,
providing a measure of statistical dispersion.

This configuration was chosen based on its effectiveness in previous HAR stud-
ies and its ability to capture both short-term and long-term activities. Following
feature extraction, Z-score normalization was applied to each feature dimension
across all data samples.

4.41.2 Experimental Protocol

The experimental protocol was meticulously developed to comprehensively assess
the discriminative power of commonly used Human Activity Recognition (HAR)

81



features within a framework analogous to contemporary biometric systems. The
overarching objective of this study is to provide a deeper, more systematic inves-
tigation of whether features extracted from accelerometer data can reliably and
robustly distinguish among individuals across a variety of realistic scenarios. By
extending the scope of previous studies, this work not only evaluates the separabil-
ity of individuals based on sensor-derived features but also critically examines the
broader implications for user privacy and the potential risks posed by the use of
such features in pervasive computing environments. This research aims to bridge
the gap between HAR-based identification and established biometric evaluation
protocols, thereby laying a foundation for future developments in privacy-aware
mobile sensing.

To ensure a fair, unbiased, and robust evaluation applicable across all experi-
mental scenarios, a consistent identification protocol was meticulously established.
User-specific templates were constructed using data derived from dedicated partic-
ipant sessions, while test data were strictly drawn from separate, non-overlapping
sessions that were not utilized in the creation of templates. This approach em-
ulates best practices in biometric system evaluation, maximizing generalizability
and minimizing overfitting or session-specific bias. The identification process it-
self entailed a comprehensive, pairwise comparison: each target user’s template
was systematically compared against all available test records, encompassing both
mated comparison trials (where the same individual is present in both template
and probe) and non-mated comparison trials (involving different individuals), as
rigorously defined by the ISO standard [/6]. To quantify similarity, the classical
Euclidean distance metric was used to compare feature vectors, providing an inter-
pretable and widely accepted baseline for subsequent analysis.

Building upon this general identification framework, the protocol was systemat-
ically adapted to address the unique challenges and objectives posed by each of the
defined experimental scenarios. These scenario-specific adaptations are described
in detail below:

* In the intra-activity identification scenario, the aim was to distinguish individ-
uals performing the same type of activity. Consequently, for a given sample,
identification comparisons (genuine and impostor trials) were made exclu-
sively against samples corresponding to the same activity.

* For the cross-activity identification scenario, the focus was on assessing whether
identity-specific patterns persisted between different types of activity. In this
case, identification comparisons for each sample of one activity were made
against other samples explicitly chosen from different activities.

 For the HAR-guided identification scenario, a two-stage process was followed:
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1. Activity prediction: first, the HAR classifier was developed by training
a Support Vector Machine (SVM) featuring a Radial Basis Function
(RBF) kernel. This model was trained using the controlled version of the
WISDM dataset (Activity Prediction) [92]. Subsequently, this trained
HAR classifier was used to predict the activity class for each probe sam-
ple of the identity verification system.

2. Conditional identity verification: after the HAR system assigned an ac-
tivity label to each probe sample, identity verification was performed
only within that activity class. In other words, each probe was com-
pared with samples from the same predicted activity, restricting both
genuine and impostor comparisons to that class. When applying our
method to the Gonzales et al. dataset, we mapped the HAR system’s
output to our target classes due to the limited set of activity labels avail-
able (walking, active, driving, inactive). Specifically, walking, jogging,
and stairs were grouped under the WALKING category, while sitting and
standing were grouped as ACTIVE. In contrast, for the WISDM Acti-
tracker dataset, no mapping was required since the HAR output classes
directly matched the activity labels of the probe samples.

It is important to acknowledge that the HAR accuracy observed on the
Gonzales et al. dataset (75%) and the WISDM Actitracker dataset (63%)
is relatively modest, owing to the inherent challenges of cross-dataset
evaluation. Nevertheless, this limitation does not undermine the study’s
primary aims. The focus is not on maximizing activity recognition per-
formance, but rather on simulating realistic application scenarios in
which imperfect recognition may occur. The central research question is
to what extent the integration of activity information, even when noisy
or suboptimal, can enhance the process of individual re-identification,
thereby illuminating the interplay between HAR accuracy and biometric
distinctiveness in practical deployments.

Across all experimental protocols, a critical methodological principle was main-
tained: templates and probes were always selected from different sessions to rigor-
ously simulate realistic recognition conditions and ensure the validity of the eval-
uation. In the case of the Gonzales dataset, these sessions correspond to original,
naturally segmented recordings with an average duration of approximately 20 min-
utes, each acquired during distinct recording phases to capture day-to-day variabil-
ity. Conversely, for the WISDM dataset, where only a single continuous recording
per participant was available, a novel sessionization strategy was devised. The con-
tinuous data stream was partitioned into multiple artificial sessions by segmenting
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the recording into chunks of up to 5 minutes, separated by a 2-second interval. This
approach, while artificial, was carefully designed to introduce temporal separation
and to emulate better the multi-session conditions typically found in real-world de-
ployments, thereby enhancing the ecological validity of the experimental results.
The number of users considered varies depending on the protocol and the specific
activity analyzed, as not all users performed every activity or have recordings of
equal duration. In particular, users without enough data to support multiple ses-
sions are excluded from the analysis. The exact number of users included in each
case is reported in Table |4.1|for the Garcia-Gonzales et al. dataset and in Table
for the WISDM dataset.

Table 4.1: Number of users for intra-activity, cross-activity, and HAR-guided identifica-
tion using the Garcia-Gonzales et al. dataset.

Activity/EER | Intra-activity | Cross-activity | HAR-guided
Active 9 10 9
Driving 10 12 -
Inactive 10 12 -
Walking 13 14 13

Table 4.2: Number of users for intra-activity, cross-activity, and HAR-guided identifica-
tion using the WISDM dataset.

Activity | Intra-activity | Cross-activity | HAR-guided
Standing 15 11 15
Stairs + 5 3
Sitting 28 25 28
Jogging 34 37 34
Walking 62 48 64

The results of this analysis are reported in terms of the False Match Rate (FMR)
and Genuine Acceptance Rate (GAR). FMR represents the proportion of non-
mated comparison trials where the system incorrectly decided on a match between
a test record and a template from different individuals. GAR, on the other hand,
indicates the percentage of mated trials where the system correctly matched the
test record to the template of the same individual. While a high GAR is typically
desirable for accurate recognition, in this context, it also raises privacy concerns, as
it implies the system’s potential to identify individuals based on the HAR features.

To comprehensively evaluate the system’s performance, Receiver Operating
Characteristic (ROC) curves are also reported, illustrating the trade-off between
the FMR and GAR across different decision thresholds.
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Table 4.3: EER for intra-activity, cross-activity, and HAR-guided identification using the
Garcia-Gonzales et al. dataset.

Activity/EER | Intra-activity | Cross-activity | HAR-guided
Active 44.01% 48.44% 48.04%
Driving 41.48% 46.67% -
Inactive 22.36% 42.88% -
Walking 39.25% 46.81% 41.80%

Table 4.4: EER for intra-activity, cross-activity, and HAR-guided identification using the
WISDM dataset.

Activity | Intra-activity | Cross-activity | HAR-guided
Standing 27.60% 24.86% 38.28%
Stairs 14.12% 28.88% 10.80%
Sitting 18.29% 39.37% 18.09%
Jogging 27.81% 36.88% 27.47%
Walking 27.60% 41.58% 32.60%

4.41.3 Experimental results

The experimental results summarized in Tables and highlight several as-
pects related to accelerometer-based user identification across different scenarios.
In the intra-activity scenario, identification performance varies significantly across
activity types and datasets. Tasks involving limited motion, such as Inactive in the
Garcia-Gonzales dataset, or Standing and Sitting in WISDM, tend to produce lower
error rates, likely due to the influence of stable sensorrelated characteristics rather
than distinctive user-specific traits. The Stairs activity in WISDM also shows a par-
ticularly low EER (14.12%), but the result is difficult to interpret reliably given that
it is based on only four users. In contrast, more dynamic activities like Active or
Jogging lead to higher identification errors, as greater movement variability reduces
the consistency of motion patterns.

The performance difference between the two datasets can be attributed to the
nature of data acquisition and preprocessing. In the case of the Gonzales dataset,
the signals are prefiltered at the source, potentially leading to the loss of infor-
mation useful for user recognition. Moreover, data are collected across different
acquisition phases. In contrast, the WISDM dataset consists of a single continu-
ous signal acquired sequentially and later segmented by us into multiple sections,
preserving more raw information and temporal consistency. For these reasons, the
Gonzales dataset may be more representative of a real-world scenario. However, a
HAR system might expose unfiltered data or data collected under acquisition con-
ditions very similar to those of the enrollment phase. In this sense, the WISDM
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dataset can be considered a worst-case scenario for data exposure and the associated
risk of user re-identification.

In the cross-activity setting, the substantial increase in error rates indicates a
lack of generalization of userspecific motion cues across tasks. The relationship
between movement patterns and identity appears to be strongly dependent on the
context in which the data is collected.

In the HAR-guided scenario, where identification follows a preliminary activity
classification step, the results remain largely in line with those of the intra-activity
setting. A slight degradation is observed in most cases, reflecting the impact of
error propagation from the HAR stage. Despite the limited changes in overall per-
formance, this setting deserves particular attention, as it realistically reflects how
an adversary could operate in practice, first inferring the activity, then attempting
re-identification, demonstrating that the attack remains feasible.

Individuallevel ROC analyses (Figs.[4.2]and [4.3) reveal considerable variability
in user identifiability across both datasets. In the Garcia-Gonzales set, some indi-
viduals exhibit highly distinctive motion patterns, with AUC values reaching 0.91
in the intra-activity setting and remaining elevated even in the cross-activities (e.g.,
User 2, AUC = 0.79). In WISDM, several users achieve near-perfect scores in the
intra-activity case (AUC > 0.99) and retain high identifiability under cross-activity
and HAR-guided protocols. Such results confirm that, despite high global error
rates, certain users remain persistently exposed to re-identification, highlighting
privacy risks that are not apparent from average performance alone.

In summary, user identification based on accelerometer-derived HAR features
shows moderate overall effectiveness, with performance strongly influenced by ac-
tivity type and inter-user variability. The presence of consistent individual-level
vulnerabilities calls for privacy protection strategies that are both scenario-aware
and sensitive to user-specific risk profiles.

4.41.4 Conclusions

The analysis reported in this work aimed to evaluate the discrimination power of
some HAR features obtained from mobile device accelerometers, in particular,
whether they can be used for personal recognition. This investigation confirms
that even basic accelerometer HAR features (mean, variance, MAD, minimum,
maximum, and IQR) can lead to unintended user or device re-identification across
a range of realistic threat models. Our experiments show that, although overall
error rates were moderate, specific users remained consistently and highly iden-
tifiable, and the HAR-guided pipeline demonstrated that an adversary who first
infers activity labels can still achieve re-identification performance comparable to
an idealized intra-activity setting. These findings highlight a crucial privacy issue:
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motion data that are routinely shared for harmless analytics or health purposes
may expose individuals to the risk of user or device identification, even when only
a single sensor is involved. In the current data-driven landscape, addressing this
vulnerability is crucial to preserving privacy and ensuring that the benefits of HAR
sensing do not come at the cost of trust.
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Figure 4.2: ROC curves related to Walking activity for individual users using the Garcia-
Gonzales et al. dataset across different protocols: (a) Intra-activity, (b) Cross-activity, (c)
HAR-guided.
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Chapter 5

General Conclusions and Research
Perspectives

This thesis explored the phenomenon of deepfakes from both technological and
defensive perspectives. It analyzed the foundations and evolution of deepfake gen-
eration methods and provided a structured classification of the main manipulation
categories.

The research then focused on detection, emphasizing the challenges posed by
compression and proposing two novel methods to improve robustness under these
conditions. The first approach leverages frequency representations through the
Discrete Cosine Transform (DCT), while the second incorporates compression-
aware information directly into the network architecture, introducing the Multi-
Head and Multi-Branch architectures. In addition, two augmentation strategies
specifically designed for deepfake video detectors were presented: a frame-centric
approach and a video-centric one.

The results demonstrate that encoding frequency and compression information
within a DCT-based tensor representation can substantially enhance detection re-
liability in real-world scenarios, where media are often degraded by social network
transmission. Furthermore, appropriately designed augmentation strategies for
video data can further improve detection accuracy. The proposed Multi-Head and
Multi-Branch architectures also proved effective as general boosters for several ex-
isting deepfake detectors.

Although the experimental analysis was limited to a few datasets due to com-
putational and practical constraints, the study provides a strong foundation for
enhancing existing detection models and guiding future research in this field.

Beyond deepfakes, the thesis also investigated vulnerabilities in machine learn-
ing systems applied to voice disorder detection. It introduced a series of white-box
and black-box adversarial attacks that, to the best of our knowledge, had not yet
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been reported in the state of the art. The results highlight the urgent need for
robust countermeasures to ensure the reliability and security of such systems.

Finally, potential privacy risks associated with data used in HAR systems were
examined. The analyses revealed the possibility of user re-identification even when
limiting the input to a single sensor (the accelerometer). Three identification sce-
narios were explored (intra-activity, cross-activity, and HAR-guided), demonstrat-
ing that privacy risks persist across diverse contexts.

Overall, this work contributes to maintaining a high level of awareness regard-
ing artificial intelligence systems, which, despite achieving remarkable results, can
sometimes be seriously deceived. The thesis provides a comprehensive overview
of the technological advances, vulnerabilities, and risks associated with modern
Al-based systems, while outlining possible directions for future research toward
more secure, explainable, and trustworthy models.

While this work shows promising results, there are still several areas for further
research. Future studies should focus on improving the generalization capabili-
ties of deepfake detectors not only across different compression levels but also
across different algorithms, especially those common on social media platforms.
From a security perspective, further research is needed to develop effective de-
fenses against adversarial attacks targeting both multimedia and medical AI sys-
tems. Finally, the privacy risks identified in HAR systems require the exploration
of privacy-preserving learning paradigms that can balance performance and user
anonymity. Addressing these challenges represents a crucial step towards imple-
menting more robust, secure, and reliable Al systems.
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