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The integration of artificial intelligence systems into society is continually in-
creasing, thanks to their rapid solutions that are often more e [cignt than those of
humans. Since these technologies process personal data, they need to be robust
and secure. This thesis examines these crucial factors, investigating the vulnera-
bilities that these systems may encounter in real-world scenarios.

A threat that has inspired significant research activity in recent years is the phe-
nomenon of deepfakes. Their widespread dissemination, ease of generation, and
high quality make them among the most dangerous threats. Discrediting a person,
spreading false news, and jeopardizing digital identities have become alarmingly
accessible. Although studies demonstrate solutions with satisfactory results, their
weakness when compression is used cannot be overlooked. Files shared via apps
or social media are compressed and resized to facilitate rapid delivery, inadver-
tently triggering a sort of attack on deepfake detectors. In addition to accidental
data sharing issues, it is also important to be aware of those generated by tar-
geted attacks. Focusing on voice disorder detection systems, which are becoming
increasingly important in public health, machine learning is increasingly present
and crucial in distinguishing between healthy and pathological voices. A signifi-
cant concern, given the critical nature of personal health information, is that these
systems can be deceived by various types of attacks, such as adversarial, evasion,
and pitch-based methods. However, attacks are not only about changing a clas-
sification; they can also be implemented to obtain confidential information. For
this reason, the rapid expansion of smartphones, which collect extensive personal
and behavioral data, poses new risks to digital identity. Applications that utilize
mobile sensor data for activity, health, or security monitoring may inadvertently
enable the identification of individuals or devices.

This thesis tackles these issues by (1) presenting innovative methods to mitigate
performance losses in deepfake detectors under compression, (2) providing an in-
depth analysis of vulnerabilities in voice disorder detection systems to enhance
defenses against attacks, and (3) highlighting potential privacy concerns in human
activity recognition systems.
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Chapter 1

Introduction

In recent years, arti cial intelligence (Al) and, in particular, machine learning
(ML) have seen growth, establishing themselves as fundamental tools across a wide
range of applications. Although the origins of ML techniques date back several
decades, it was not until 2012, with AlexNet's victory in the ImageNet challenge,
that there was exponential growth in the use of neural networks (NN) for Al. Since
then, deep learning has experienced rapid growth, and research has increasingly
focused on how these techniques could be applied across multiple domains. From
biometric recognition systems to medical diagnosis applications, up to the genera-
tion of malicious synthetic content known asdeepfake

It was only in 2017 that, on the popular forumReddit an explicit deepfake
video was published for the rst time, attracting widespread attention. The term
deepfake, in fact, originates from the nickname of the user responsible for the pub-
lication. This name simultaneously highlights the techniques used to create these
videos: a particular type of deep neural network (DNN) based outoencod€AE).
Although that forum was later banned, the idea, and particularly the underlying
technology, had already attracted signi cant attention: the risks of identity fraud
or reputational damage had been clearly exposed. This phenomenon has been
rapidly expanding: these are not merely image manipulations produced with pro-
fessional software, which is often complex to use and time-consuming. Nowadays,
mobile applications can easily and quickly generate such fakes. Several DNNs have
followed the AEs, such as generative adversarial networks (GAN) and more recent
di usion models (DM).

Thanks to these applications, if in 2022 someone impersonated the mayor of
Kyiv using deepfakeéechniques to make video calls with three European capital
mayors while promoting pro-Russia arguments in the more recent 2024 case the
economic damage for a company was substantial, up to 25.6 billion dollars were

https:/www.cnbc.com/2022/06/25/european-mayors-duped-into-calls-with-fake-kyiv-mayor.html
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transferred following what appeared to be an explicit request from the chief nan-
cial o cer during a video call 2.

These episodes demonstrate that this technology has reached a level of quality
capable of deceiving even the most discerning eye [93]. Although this technology
can be usefully employed in various elds such as entertainment and content pro-
ductions, it can be considered a serious threat to the reliability of visual content.
Therefore, studies focused on the detection of such manipulations are particularly
important to prevent fraud, safeguard digital identity and personal reputation, as
well as to curb the spread of misinformation. Moreover, the distribution of such
content poses an additional challenge: social media platforms and messaging ap-
plications compress multimedia les to enable rapid sharing. This compression
process inevitably removes information that is essential for the reliable operation
of deepfake detectors. In fact, the loss of such information leads to a dramatic
drop in performance [149]. Studies in this eld are therefore mainly divided into
two directions: generalization, i.e., models capable of recognizing types of deep-
fakes not seen during training; and robustness, i.e., models able to maintain high
performance even in the presence of compression [174, 143].

While sharing media involves an automatic process that seriously hinders deep-
fake detectors, there are other hidden pitfalls in Al models: adversarial attacks.
These attacks involve deliberately altering input data to deceive the model into
erroneous predictions [182]. These alterations are often imperceptible to people,
but they can signi cantly impact what the model classi es. The risks posed by
these attacks on Al models are especially concerning for systems that a ect hu-
man health, including those relying on audio-based classi cation [19]. Malicious
actors could fabricate audio recordings that falsely indicate medical conditions, po-
tentially resulting in serious consequences, such as job loss or increased insurance
premiums, based on fake evidence. Public gures may also be exposed to reputa-
tional damage. As with the deepfakes discussed above, fake recordings could be
weaponized in cyberbullying or harassment campaigns, distorting public percep-
tion. Technologies [194] now enable the convincing manipulation of both visual
and audio content, fueling the spread of misinformation and causing harm before
experts have the chance to intervene. A growing body of research has explored
the use of simple vocal tasks for diagnosing voice disorders. These disorders are
de ned as alterations in voice quality [13], and in some cases, may be linked to the
presence of a tumor. Therefore, developing intelligent systems that enable rapid
recognition could save valuable time, especially considering the waiting times for
medical appointments. In fact, the integration of machine learning models to sup-
port doctors is rapidly growing. Thanks to these systems, real-time diagnoses are

2https:fwww.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnke

2



possible. In the case of vocal disorders, this approach enables the identi cation of
the presence or absence of the pathology through acoustic analysis of the patient
[66].

Among Al systems designed to support human health, Human Activity Recog-
nition (HAR) technologies stand out for their ability to provide tailored sugges-
tions for personal well-being. These systems harness sensor data from mobile and
wearable devices to interpret physical movements and have become increasingly
prevalent in domains such as healthcare, security, and behavioral analytics [141].
By drawing on information collected from embedded accelerometers, magnetome-
ters, and gyroscopes, HAR solutions can reliably deduce user activities [39], power-
ing applications that span from tness monitoring to anomaly detection [122, 54].
Yet, the detailed motion data processed by HAR systems raises signi cant pri-
vacy issues, especially concerning the possibility of user or device re-identi cation
[74]. Research has demonstrated that HAR features may unintentionally capture
distinctive movement patterns, potentially enabling attackers to track individuals
over time [37].

This thesis represents the outcome of a coordinated research e ort aimed at de-
veloping original methodologies and advancing tools and analyses for more robust
and secure Al systems. It begins with an in-depth exploration of Deepfakes, pro-
viding an overview of the generation techniques and their evolution in the rst part
of Chapter 2. It follows an in-depth exploration of deepfake detection, reviewing
the state of the art and presenting novel published solutions that enhance detec-
tion robustness under real-world conditions. Chapter 3 shifts the focus to machine
learning vulnerabilities in voice disorder detection systems, analyzing recent stud-
ies and introducing new experimental contributions on adversarial attacks in this
domain. Finally, Chapter 4 investigates the privacy risks associated with Human
Activity Recognition (HAR) systems, summarizes the most relevant literature, and
presents a new analysis of user re-identi cation using sensor data.

1.1 Contribution

Active contributions were made to research on methods aimed at enhancing the
overall robustness of Al systems. This is fundamental for ensuring the reliability
and security of multimedia content and Al-driven systems.

Described in Section 2.4.1, a contribution focuses on the recognition of deep-
fakes applied to images. This work, a natural continuation of my master's thesis,
was presented at ICIP 2022 with the titlé' Tensor-Based Deepfake Detection In Scaled
And Compressed Imag@d]. We address the deepfake detection problem by ex-
ploiting the traces that such manipulations leave on images at the frequency level.
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This aspect is crucial, as it allows the extraction of highly discriminative features
when the discrete cosine transform is applied to the image. In this study, we in-
troduce for the rst time in the state-of-the-art a new type of input that includes
the frequency representation of images at di erent compression scales. We also
propose a restyled version of Xception [26], signi cantly reduced in terms of depth
and number of parameters, in order to make it compatible with the new type of
input. This approach enables a substantial reduction of the input size compared
to the original image, thus allowing the use of lighter NNs.

Another study, adopting a di erent methodology and currently under review,

is presented in Section 2.4.2. In this case, the experimentation was carried out on
videos, although the approach is also transferable to images, since it relies on the
analysis of individual frames. In this study, we present the use of a Multi-Head mod-
ule that enables the DNN to learn both artifacts introduced by compression and
those generated by manipulations, leveraging the knowledge of the compression
level. Furthermore, we introduce two di erent types of augmentationframe-centric
and video-centri@addressing an issue that has been largely overlooked in the state-
of-the-art, which typically limits itself to training and testing models on only two
compression levels [149].

Participation occurred in the "Face Deepfake Detection Challeang&022, which
resulted in the publication of the articleThe Face Deepfake Detection Challeribe
Journal of Imaginge5]. Additionally, involvement in the "SDFR: Synthetic Data for
Face Recognition Competitibmdk place in 2024, in collaboration with the BiDA-

Lab research group from Universidad Autbnoma de Madrid. This collaboration
led to a publication in the IEEE 18th International Conference on Automatic Face and
Gesture Recognition (HE$3].

In Section 3.4.1, the analysis of vulnerabilities in voice disorder detection sys-
tems is explored in depth. It presents a series aivhite-boxand black-boattacks
that employ both adversarial and signal-manipulation techniques (such as tone and
pitch modi cations) to expose and highlight critical weaknesses in these systems.
This study was published inlEEE International Workshop on Information Forensics
and SecurityWIFS 2024) under the title "Vulnerabilities in Machine Learning-Based
Voice Disorder Detection Syst¢h3qd'].

Security issues in Human Activity Recognition (HAR) systems are also dis-
cussed in Section 4.3. This research led to the publication of the pape&snintended
Identi cation in HAR Systems: Evaluating Privacy Riskisthe IEEE International
Conference on Metrology for eXtended Reality, Arti cial Intelligence and Neural Engineer-
ing (MetroXRAINE 2025). The study raises the issue of user re-identi cation in
HAR systems by exploiting HAR-derived features from a single sensor (the ac-
celerometer), even when the performed activity is unknown.
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1.1.1 Contextualization within the Scienti ¢ Landscape

The contributions on deepfake detection presented in this thesis primarily address
the vulnerability of current detectors to video and image compression. In particu-
lar, the proposed tensor-based representation and compression-aware architectures
introduce solutions that remain e ective under realistic compression scenarios,
where many state-of-the-art systems exhibit signi cant performance degradation.

The study on adversarial attacks in voice disorder detection highlights an un-
derexplored security risk in medical Al: the possibility that malicious audio ma-
nipulations could lead to incorrect diagnoses. By systematically evaluating both
white-box and black-box attack scenarios, this work contributes to the emerging
eld of adversarial robustness in healthcare-oriented machine learning systems.

Finally, research on HAR investigates the unintended leakage of identity-related
information from sensor-based features, exposing privacy risks in these systems.
The ndings demonstrate that user re-identi cation may occur even when activity
recognition is the primary objective, supporting the need for privacy-aware and
privacy-preserving HAR designs.

1.1.2 Statement of Personal Contributions

Building on the overview of the main research directions, this section systematizes
the published works, contextualizes their scienti c relevance, and maps them to
the corresponding chapters of the thesis. Moreover, my individual roles in each
publication are detailed to clarify the alignment between the thesis content and my
personal research. Table 1.1 summarizes the publications in chronological order,
detailing for each work the main personal contributions, the related thesis sections,
and the corresponding research area.



Table 1.1: Mapping between publications, personal contributions, related thesis sections, and research area.

Publication Main Personal Contributions Related Sections Research
Area

Tensor-Based Deepfake Detection Development of tensor-based input representa-Section 2.4.1 Deepfake

Scaled and Compressed Im@iga® tion, redesign of the Xception architecture, exper-

2022) [31] imental implementation, analysis of compression

e ects, manuscript writing.

The Face Deepfake Detection ChalleAgelication and adaptation of the proposed Discussed only for Deepfake

(Journal of Imaging 2022) [65] tensor-based model within the challenge frame-contextin Chapter 2

work, experimental implementation and evalua-

tion.
SDFR: Synthetic Data for Face Recoghisaluation and testing procedures. Brie y discussed in Synthetic
tion CompetitiofFG 2024) [153] Section 2.2.1 data
Vulnerabilities in Machine Learningimplementation of adversarial and non- Section 3.4.1 Adversarial
Based Voice Disorder Detection Systadversarial attacks, development of white-box attacks
(WIFS 2024) [131] and black-box strategies, evaluation of model vul-

nerabilities, interpretation of risk implications.
Unintended Identi cation in HAR Development of an experimental protocol for Section 4.3 HAR privacy
Systems: Evaluating Privacy Risksser re-identi cation, feature analysis from ac-
(MetroXRAINE 2025) celerometer data, privacy risk quanti cation.
Robust Deepfake Detection in CoArchitectural design and implementation of Section 2.4.2 Deepfake
pressed Videos with Scalable Netwdtllti-Head and Multi-Branch architecture, de-
Strategiegunder review) velopment of frame- and video-centric augmen-

tations, experimental evaluation, result analysis,
manuscript writing.




Chapter 2

Deepfakes

This chapter, entirely dedicated to the phenomenon of deepfakes, aims to provide
a general overview of the topic. It begins by presenting the technologies under-
lying their generation, tracing their evolution from the rst AE-based approaches

to the most recent models. It then lists the various categories of deepfakes, which
are distinguished by the target of the attack and the manipulation techniques em-
ployed. The discussion continues with a review of studies focused on combating
deepfakes, including an in-depth analysis of state-of-the-art deepfake detectors. The
chapter concludes by presenting our original studies and techniques, which have
contributed to enriching the literature in this eld.

2.1 Introduction to Deepfakes and Their Technolo-
gies

Since the birth of digital photography, techniques have been used to enhance image
quality through the use of software. As software has become increasingly complex,
it has become possible to manipulate image characteristics in ways imperceptible
to the human eye. Professionals in the eld still use these techniques. Generally,
the common operations are:splicing when one crops something from an image
and pastes it into another;inpainting when one wants to remove something from
an image; copy-movs the classic duplication of something in the same image. In
these cases, the identi cation of a fake occurs by detecting errors in shadows, il-
lumination, or perspective. Technological advancements and continuous research
have contributed to the exponential development of deep learning models, yield-
ing remarkable achievements in various domains, with the generation of synthetic
content being a notable example [178]. As reported in recent studies [93], humans
are unable to reliably distinguish between face images generated by state-of-the-art
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methods and those that are genuine. These methods utilize DNNs, which have ex-
perienced exponential growth in various areas since 2012: AEs, GANs, and DMs
have proven particularly important for generating multimedia content. These new
technologies enable rapid image and video manipulation without requiring exten-
sive specialization in the eld, with incredible results. After a brief introduction

to how the technologies work [60], we'll look at the di erent types of deepfakes
present in the literature.

2.1.1 Autoencoders (AE)

Autoencoders are DNNs designed to compress and then reconstruct input data
[69]. To do this, they pass the input through a structure called &ottleneckThis
structure forces the model to extract only the essential information. In this process,
autoencoders identify hidden patterns in the data and compress large amounts
of information into compact representations. The model learns by minimizing
the di erence between the input and its reconstruction. This minimization aims
to reduce the reconstruction error, which serves as the typical loss function. All
autoencoders follow a fundamental structure with three main parts:

" Encoder This part compresses the data. As an input passes through the
encoder’s layers, its dimensionality is reduced step by step, keeping the most
relevant information.

~ BottleneckThis is the most compact part of the architecture. The generated
code here represents a reduced and abstracted version of the original input.
The code must hold enough key details to allow the decoder to reconstruct
the entire story.

" Decoder The decoder performs the opposite operation of the encoder. It
takes the compressed code andecompres#as reconstruct the original data.

The earliest deepfakes were made using a shared autoencoder (AE) with two sep-
arate decoders, one for each person [170]. During training, thousands of images
of Person A and Person B were used. The encoder learned to map any face into a
latent representation. Decoder A was designed to reconstruct a face as Person A,
regardless of input, while Decoder B was designed to reconstruct a face as Person
B. At inference time, to create a deepfake, frames were extracted from a video of
Person A, and each face was encoded into the latent space. Instead of passing
the latent code through Decoder A (which would yield a reconstruction of Person
A), the latent code was fed into Decoder B. Decoder B then generated an output
that preserved the pose, expression, and alignment of Person A, but with the facial
identity features of Person B.



2.1.2 Generative Adversarial Networks (GAN)

While AEs have been adapted for generating arti cial content, GANs were specif-
ically designed for this purpose: to generate new, original, and realistic data that
closely resembles the dataset used in training. A GAN learns the intricate details of
human features from a dataset of real images. In contrast, an AE primarily recon-
structs existing faces and lacks the ability to innovate beyond the given examples.
This highlights the signi cant leap that GANs represent. Their potential lies not
just in mimicry but in genuine originality. Introduced in 2014 with the paper [61],
these DNNs overcome several limitations of AEs. GANs consist of two networks:
a Generator, G, and a Discriminator, D. They both engage in an adversarial game
where the generator tries to deceive the discriminator by generating data similar
to that in the training set. The Discriminator, on the other hand, strives not to be
deceived and learns to distinguish fake data from real data. This dynamic inter-
action allows GANs to learn and work with complex data, such as audio, video,
or image les. The generator produces images from random noise and gradually
re nes its ability to generate realistic images. Random noise, the input, is sampled
from a uniform or normal distribution and then enters the generator to produce
an image. The generated images, together with real images from the training set,
are fed into the discriminator, which learns to di erentiate between the two. The
output D is the probability that the input is real: if the input is real, D equals 1,

if it is generated, D approaches 0. The power of this technology has enabled the
creation of entirely synthetic faces and serves as the foundation for several models
[139], which, when combined with autoencoders (AE), facilitate the generation of
di erent types of deepfakes that will be discussed in the following paragraphs.

2.1.3 Diusion Models (DM)

DMs are today among the most advanced architectures for image, audio, and video
generation, often surpassing GANs in both quality and stability. Introduced in 2020
[70], they rely on a di erent approach compared to GANSs: instead of generating
an image from random noise in a single step, DMs learn to progressively remove
noise from a corrupted input, step by step, until a new image emerges. The train-
ing process comprises two main phases: tHerwardand the Reversprocesses. In
the Forward phase, controlled noise is gradually added to a clean image, degrad-
ing it until it becomes pure noise. In the Reverse phase, a convolutional neural
network (CNN), typically a U-Net [146], an architecture originally developed for
image segmentation, is trained to predict and remove the noise added at each step.
Through this iterative denoising strategy, DMs can generate highly detailed and
coherent content, setting a new standard for synthetic data generation.
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Hybrid architectures have emerged as a compelling approach for deepfake gen-
eration with DMs. Typically, these systems combine the robust generative abilities
of DMs with an encoder network that isolates facial features (such as identity and
pose). The pivotal advance, however, lies in integrating natural language as a con-
ditioning tool. In contrast to GANs, where control is achieved through the intricate
manipulation of latent vectors, recent e orts combine DMs with vision-language
models like CLIP [147], thereby moving control to a semantic level. This enables
users to intuitively guide generation or editing through direct text prompts €.g.
"make this person smile") [86, 142].

2.2 Common Deepfake Categories

The state-of-the-art presents several models for generating deepfakes. These mod-
els have di erent objectives:

" Entire face synthesis: fully synthetic faces, that do not exist;

" ldentity swap: replacing the faces of some individuals with others;
" Face morphing: blending biometrics of multiple faces;

" Face editing: modifying attributes €.g. eye/hair color, beard, bangs);
" Expression swap: transferring expressions;

" Lip-sync: transferring speech from text or audio.

2.2.1 Entire Face Synthesis

This technique can generate entirely synthetic and highly realistic faces that do not
exist in reality. While it is often useful in the video game industry, it also poses a
serious risk, as it can be exploited to create fake social media pro les and spread
disinformation.

Generally, this type of deepfakés generated using GANs [62]. One of the ear-
liest studies based on this approach is ProGAN [78]. In this case, the authors
aimed to improve performance by modifying the synthesis process to progressively
increase image resolution during training. The dataset used was CelebA [107],
and the implementation is available on GitHuld. An alternative approach, Style-
GAN [81], employs a version of theGeneratobased on style transfer [72]. For its
training datasets, StyleGAN uses the newly introduced Flickr-Faces-HQ (FFHQ)

Ihttps:/github.com/tkarras/progressive_growing_of gans
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Dataset Name # Real images| # Fake images Source

100K-Generated-Images (2019)[81] - 100K StyleGAN
10K-Faces (2019) (link) - 10K -
DFFD (2019)[32] ) 100K StyleGAN
200,000 ProGAN
iFakeFaceDB (2019)[125] - 250K StyleGAN
100K-Generated-Images (2020)[82] - 100K StyleGAN2
100K-Generated-Images (2020)[79] - 100K StyleGAN2-ADA
GANDI Face (2023)[116] - 500K StyleGAN3 + DM
DCFace (2023)[87] - 1,2M DcFace
CelebA 202,599 - -
FFHQ 70K - -
CASIA-WebFace[187] 500K - -
VGGFace2[17] 3.31M - -
Mega-Face2[123] 4.7M - -

Table 2.1: Entire face synthesis and real images Dataset.

and CelebA-HQ [78]. The implementation code is publicly available on GitHuh
Building upon the original StyleGAN, this model was later improved with Style-
GANZ2 [82], and subsequently with StyleGAN2-ADA [79]. The latter is particularly
interesting since it achieves excellent results even with only a few thousand training
images (GitHub®). Most recently, the latest version of this approach is StyleGAN3
[80], which is also available on GitHub.

The datasets above are primarily used for training NNs to generate synthetic
faces. However, of particular interest to the research community is the analysis
of generated images to identify common features that can help distinguish them
from real ones. Several studies have shown that it is possible to recognize a kind
of ngerprint (similar to PRNU in camera images). Nonetheless, this ngerprint
tends to vary across di erent instances of the same GAN. This has motivated the
creation of multiple datasets containing synthetic images, as reported in Table 2.1.
The same table also lists datasets containing real images, which are essential for
comparative studies between authentic and fake samples.

2https:/github.com/NVlabs/stylegan
Shttps:/github.com/NVlabs/stylegan2-ada-pytorch.
“https:/github.com/NVlabs/stylegan3
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In addition to the aforementioned models, recent literature has explored new
approaches for generating synthetic datasets that better capture intra-class diversity
and inter-class separability using DMs. For example/ariFace/186] proposes a two-
stage di usion-based pipeline to synthesize balanced and diverse face recognition
datasets, achieving comparable performance to real datasets across various bench-
marks. Another recent proposal,HyperFacgl54], formulates dataset generation as
a packingproblem in the embedding space and synthesizes images conditioned on
optimized embeddings, reaching state-of-the-art performance when training face
recognition models solely on synthetic data.

Another interesting application of these datasets is to generate recognition sys-
tems while avoiding the use of data belonging to real people, which is becoming
increasingly di cult to collect due to stringent privacy regulations and copyright
issues. A particularly relevant initiative in this direction is the"SDFR: Synthetic
Data for Face Recognition Competit{@s3], organized in conjunction with thel8th
IEEE International Conference on Automatic Face and Gesture Red@f@tpnThe
competition aimed to evaluate the feasibility of training face recognition models
using only synthetic data, thereby directly addressing the privacy, bias, and gener-
alization issues typically associated with web-crawled datasets. It consisted of two
distinct tasks: in the rst one, the backbone network was xed and the dataset size
was limited, whereas in the second task, participants had full freedom in terms of
model architecture, dataset composition, and training pipeline. The submitted sys-
tems were evaluated across seven benchmark datasets, including bias assessment
across demographic groups. The SDFR competition highlights the growing poten-
tial and current limitations of synthetic datasets in replacing or complementing
real data for face recognition research and applications. Other state-of-the-art ini-
tiatives in this direction include the works presented in [118, 36], which introduce
FRCSyn-onGoing, an open competition and benchmark for testing face recogni-
tion systems. This initiative speci cally focuses on the integration of synthetic
data to address challenges related to privacy, bias, and robustness under di cult
conditions. Datasets generated with DM-based framework® (g.Dual Condition
Face Generator, DCFace[87]) or hybrid GAN and DM models (e.g.GANDi Face ©
[116]) are better suited for these competitions. These approaches address previ-
ous limitations by producing diverse images of the same identity, similar to real
datasets used in face recognition training.

Shttps:/github.com/mk-minchul/dcface.
Shttps:/github.com/PietroMelzi/GANDI Face.
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2.2.2 ldentity swap

This manipulation technique aims to replace the face of a subject in an image with
that of another person. Two terms are typically used to describe the original image
and the new face:sourcend target

Identity swapping can be an attractive technique in Immaking, but malicious
use may lead to the production of fake pornographic videos, reputational damage,
disinformation, nancial fraud, and other harmful actions.

Not all identity swap methods rely on DNNs. For instance, the FaceSwap ap-
plication’ leveragescomputer visiclechniques, while others useeep learninguch
as the ZAO mobile apg®, another FaceSwap implementatio?y FaceSwap-GAN?,
DeepFacelLaB?!, DeepFaceLivé?, FakeApp'3, and DFaker.

The swap process typically begins with face detection in an image, followed by
the extraction of facial landmarks These landmarks are crucial for aligning the
new face with thetarget The aligned and cropped faces [83] are then fed into an
autoencoder to synchronize expressions. Finally, the synthesized face is blended
back into the sourcemage with re ned colors and boundaries to ensure a natural
result. In videos, this process is repeated frame by frame.

For this type of manipulation, several state-of-the-art datasets contain both real
and manipulated videos. Table 2.2 shows the rst group of datasets (up to Face-
Forensics++ (FF++) [149]) struggles to provide a su cient level of generalization,
mainly due to the limited variation in poses, lighting, and contrast [174, 173, 68].
These early fake videos, generated with primitive deepfake methods, often con-
tain visible artifacts. By contrast, more recent datasets o er a signi cantly higher
degree of realism.

2.2.3 Face Morphing

Facial morphingaims to extract biometric features from two or more faces to gen-
erate a new synthetic identity. The resulting sample closely resembles the original
inputs, potentially compromising facial recognition security systems [152, 177].
This technique is generally applied to frontal images and involves determining
correspondences between faces usitgndmark pointsThe faces are then warped

"https:/igithub.com/MarekKowalski/FaceSwap.
8https:/apps.apple.com/cn/app/id1465199127.
Shttps:/github.com/deepfakes/faceswap.
Pnttps:/github.com/shaocanlu/faceswap-GAN.
Uhttps:/github.com/iperov/DeepFacelab.
https:/github.com/iperov/DeepFaceLive.
Bhitps:/www.malavida.com/en/soft/fakeapp/.
Yhttps:/github.com/dfaker/df.
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# Real videos # Fake videos
Dataset Name

Video Source Video Source
UADFV (2018)[99] 49 YouTube 49 FakeApp
DeepfakeTIMIT (2018)[89] - - 620 FaceSwap-GAN
FF++ (2019)[149] 1,000 YouTube 1,000 FaceSwap.

1,000 FaceSwap.
DeepFakeDetection (2019)[2]| 363 | 28 Attori 16 scene| 3068 FaceSwap.

Celeb-DF (2019)[100] 890 YouTube 5,639 DeepFake
DFDC Preview (2019)[42] 1,131 66 Attori 4,119 DeepFake
DFDC (2020)[41] 23,654| 3,426 Attori 104,500 Multipli
DeeperForensics-1.0 (2020)[77]50,000 100 Attori 1,000 DeepFake
WildDeepfake (2020)[202] 3,805 Internet 3,509 DeepFake

Table 2.2: ldentity swap dataset.

to align, colors are blended, and artifacts are removed in a post-processing stage
[191].

A relevant dataset for this technique is presented in [140], containing 1,800 im-
ages of 150 participants with diverse ethnicities and genders, generated using Six
di erent morphing algorithms. Recently, NIST launched the FRVT MORPH eval-
uation'®, designed to test morphing detection capabilities and robustness against
face attacks. Despite ongoing research, the only publicly available datasetA$ASL
Face Morph Imad#&24], since datasets involving real identities raise privacy con-
cerns.

2.2.4 Face editing

This manipulation modi es one or more facial attributes, such as eye color, skin
tone, hairstyle, gender, aging, or rejuvenation. These techniques are widely used
in Im and advertising, for example, in cosmetic commercials where models are
digitally enhanced by removing imperfections. However, beyond being mislead-
ing, such applications can also negatively a ect viewers, particularly women, by
fostering feelings of inadequacy [148].

Face editing often relies on GANs, as in StarGARP [25], used in the FaceApp
application. While it produces impressive results, facial colors sometimes shift

Bnttps:/pages.nist.gov/frvt/html/frvt_morph.html.
https:/igithub.com/yunjey/stargan
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unnaturally. The authors of [129] introduced the Invertible Conditional GAN (lc-
GAN) 7, which achieves accurate editing but may alter facial identity. An alterna-
tive developed around the same time is AttGAN® [67]. More recent improvements
include STGAN?® [105], RealGAN [103], and SSCGAN [28].

There are relatively few public datasets generated using these techniques, as re-
searchers often produce custom datasets using the available code. Nevertheless,
one widely used dataset is DFFD [33], containing 18,416 real images and 79,960
fake images.

2.2.5 Expression Swap

This manipulation, also known asreenactmengllows transferring the expression
of a sourcesubject onto atargetone. Beyond facial expression, head and mouth
movements can also be transferred, enabling the creation of videos in which some-
one appears to say things they never actually said. The potential dangers of such
technology are evident.

Although expression swapping has existed for years, early methods relied on
computer graphits alter frames. With the introduction of DNNs, however, results
have become increasingly realistic. Notable projects include DeepFacelLab and
DeepFaceLive, both mentioned in the Section 2.2.2. To achieve high-quality results,
these systems usually require multiple samples of thargetface for training. In
DeepFacelLab (and in [133]), it is also possible to use just a single target image,
although the realism is reduced. Datasets supporting this technique include FF++.

2.2.6 Lip-Sync

Unlike the previous section, these techniques speci cally focus on lip movements,
conditioned on audio or text. They can therefore be classi ed intoaudio-to-video
and text-to-videapproaches. Since they are based on speech sounds, recurrent NNs
such asLong Short-Term Memdby5TM) are often used, as they are particularly

e ective with sequential data like words in a sentence. This makes them suitable
for modeling lip movements in speech [165]. In [159], whose code is available
on GitHub?°, a novel approach based on recurrent and conditional networks is
presented, integrating both audio and image features to produce more realistic
results, including facial movements and expressions. In [158], an input video is
used to generate a 3D model of thearget combined with a new video rendering

Unttps:/github.com/Guim3/IcGAN
Bttps:/github.com/LynnHo/AttGAN-Tensor ow
Pnttps:/github.com/csmliu/STGAN
2Ohttps:/github.com/susanqq/Talking_Face_Generation
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network and dynamic programming method to produce highly realistic video%.
Another interesting approach is the Disentangled Audio-Visual Systefd (DAVS)
[200], which can be conditioned on both audio and video inputs.

Some studies based on text input include the method presented in [51] and
Neural Voice Puppetry [171]. Their respective results can be explored online at
https:/www.ohadf.com/projects/text-based-editing/ and https:/justusthies.github.io/
posts/neural-voice-puppetry/.

The FF++ dataset includes this type of manipulation, featuring di erent kinds
of deepfakes such adleuralTexturefl72]

The next section explores how these deepfake generation methods have prompted
a parallel research eld focused on detection and mitigation.

2.3 Deepfake Detectors

The human face serves as a primary biometric identi er and a key channel for non-
verbal communication. As shown in the previous section, recent advances in deep
image synthesis have enabled the generation of highly realistic synthetic faces and
the credible modi cation of facial attributes in videos. They were presented di er-
ent methods to fake a video, from face replacement (Face-Swap) to speech modi -
cation (Lip-Sync). These manipulations are facilitated by user-friendly applications
that can process content in real-time. The rise of this sophisticated deepfake tech-
nology has sparked signi cant alarm in public opinion, driven by fears that it will
soon become impossible to distinguish between authentic and manipulated images.
This concern extends into critical technical challenges, particularly around the au-
thentication and trustworthiness of digital media. As the line between real and
arti cial continues to blur, the need for advanced detection techniques becomes
paramount to ensure the integrity and reliability of visual information shared across
platforms [174, 203, 143, 173, 68].

In the last 20 years, the attention on this topic has kept growing, as reported
in [178], even the U.S Department of Defence intended to advance the research
on media integrity by launching, through the Defense Advanced Research Projects
Agency (DARPA), the large-scale Media Forensic (MediFor) projet. Studies fo-
cused on detecting manipulated content generated through these techniques are
therefore of particular importance, both for safeguarding digital identity, prevent-
ing the spread of misinformation on social media, and protecting one's reputation
[35]. Such malicious uses can have severe consequences, including nancial fraud,

2Ihttps:/wywu.github.io/projects/EBT/EBT.html
2?https:/lgithub.com/Hangz-nju-cuhk/Talking-Face-Generation-DAVS
Znttps:www.darpa.mil/research/programs/media-forensics
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