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Abstract—Malware evolves rapidly, forcing machine learning-
based detectors to be continuously updated. With antivirus
vendors processing hundreds of thousands of new samples
daily, datasets can grow to billions of examples, making full
retraining impractical. Continual learning (CL) has emerged
as a scalable alternative, enabling incremental updates without
full data access while mitigating catastrophic forgetting. In this
work, we analyze a critical yet overlooked issue in this context:
security regression. Unlike forgetting, which manifests as a drop in
average performance on previously seen data, security regression
captures harmful sample-level prediction changes, e.g., malware
samples that were correctly detected before an update but evade
detection afterward. This poses serious risks in security-critical
applications, as the silent reintroduction of previously detected
threats may undermine users’ trust in the update process, leading
them to perceive a regression in security even if the average
model performance has actually improved. We first formalize
and quantify security regression in CL-based malware detectors,
revealing that up to 3-6% of malware experience it after model
updates. We then address this issue by introducing a regression-
aware framework to the CL setting. Specifically, we instantiate
it via Positive Congruent Training (PCT), showing seamless
integration with any prior CL strategy. Experiments on the
ELSA, Tesseract, and AZ-Class datasets show that our method
effectively halves regression across different CL scenarios while
maintaining strong detection performance over time.

Index Terms—Android Malware, Continual Learning, Negative
Flips, Regression Testing

I. INTRODUCTION

The detection of malicious software (a.k.a. malware) is a
central aspect, as it helps prevent the exploitation of software
vulnerabilities and protects the integrity of the entire software
security chain. Malware detection is nowadays commonly
entrusted to Machine Learning (ML) models, which, by lever-
aging large amounts of data, are able to learn complex correla-
tions and patterns, ultimately enabling automatic detection [1],
[2]. However, ML models are primarily designed to function
under the assumption of stationary data distributions, i.e., data
that remain consistent over time. This assumption does not
hold in the “wild”, where detectors can be impacted by a
phenomenon known as concept drift, i.e., a change in the
data distribution over time. In particular, existing malware is
progressively modified to evade detection, while the emer-
gence of new malware families further challenges models’

predictions and security measures by introducing completely
new patterns. Legitimate applications (a.k.a. goodware) are
updated as well, but this typically has a minimal effect on
the detector’s performance [3], [4]. Due to this drift, ML-
based detectors suffer from rapid performance degradation
over time [3]. To address this degradation, the model must
be regularly updated with new data. One option is to retrain
it using both newly collected and previous samples. However,
this quickly becomes infeasible as the dataset grows over time.
For example, the AV-TEST Institute observes ∼ 450, 000 new
malware samples each day, while VirusTotal processes over a
million files daily.1 An alternative approach is to retrain the
detector with only newly collected data. However, this often
causes the resulting detector to entirely prioritize adaptation
to recent distributions, at the cost of disregarding “previously
acquired knowledge”. This issue is commonly known as catas-
trophic forgetting [5]. In this regard, Continual Learning (CL)
addresses the forgetting problem, i.e., preserving performance
on previous data [5]. While multiple CL methods exist [5],
only a few works apply them to malware detection [6]–[9].

In addition to catastrophic forgetting, model updates in CL
scenarios can lead to a distinct and overlooked issue known
as regression [10]. This phenomenon refers to a degradation
in the model’s behavior on specific individual samples, par-
ticularly those that were correctly classified before an update
but are misclassified afterward. Unlike forgetting, regression
can occur even when the overall performance of the new
model improves: an updated model may report better detec-
tion while introducing regression on previously well-learned
distributions. This is because train and update procedures are
typically designed to minimize an aggregate loss, with no
explicit constraints to preserve the model’s predictions on
specific samples that were already correct. In security applica-
tions, this issue is particularly severe, as model updates may
cause previously detected malware samples to evade detection
again [11], thereby undermining user trust and creating the
perception of a security drop.2 We refer to this phenomenon as
security regression. While recent work addresses regression on

1https://www.av-test.org/en/, https://www.virustotal.com/gui/
2https://cloud.google.com/blog/topics/threat-intelligence/
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computer vision and natural language domains [10], [12], they:
(i) overlook security-related tasks such as malware detection;
and (ii) do not consider CL settings, where the lack of past
data further complicates retaining prediction consistency.

In this work, we fill this gap by analyzing the security
regression phenomenon of CL strategies for malware detec-
tion. Building on our initial findings in [13],3 we formalize
this phenomenon in the context of CL for malware detection,
and introduce a regression-aware training framework that can
be integrated into existing CL strategies. As an instantiation
of this framework, we employ Positive Congruent Training
(PCT) [10], which jointly minimizes the classification loss
and a regularization term designed to mitigate regression.
We evaluate our approach on three Android malware datasets
(ELSA, TESSERACT, and AZ-Class), considering five repre-
sentative CL strategies and four different state-of-the-art mal-
ware detectors, each obtained as a combination of Drebin [1]
or APIGraph [2] feature extractors with linear SVM or MLP
models. Our analysis shows that incrementally updating ML
models with CL strategies introduces security regression, i.e.,
up to 3–6% of previously detected malware samples are
misclassified after model updates. Integrating PCT into these
strategies consistently mitigates this issue, reducing regression
by up to 50% across datasets and scenarios while maintaining
competitive detection performance in most cases.

We summarize our contributions as follows: (i) we formalize
the notion of security regression in CL for malware detection
as an additional side effect besides catastrophic forgetting;
(ii) we show empirically that security regression can occur
even when forgetting is mitigated, affecting up to 3-6% of
previously detected malware after model updates; and (iii)
we introduce a regression-aware training framework instan-
tiated via Positive Congruent Training (PCT) that can be
integrated into existing CL pipelines, mitigating regression
across datasets, detectors, and CL strategies.

II. CONTINUAL LEARNING FOR MALWARE DETECTION

CL algorithms update ML models with new data while
addressing catastrophic forgetting, i.e., forgetting knowledge
from past data. In this section, we discuss CL scenarios and
strategies, with a specific focus on malware detection.
Learning Incrementally. CL can be formalized as learning
from a sequence of K sets of data samples {Dk}Kk=1, called
experiences, assuming no access to past data when learning
new experiences. Each experience consists of a dataset Dk =
{xk

i , y
k
i }n

k

i=1, where xk
i ∈ X k is an input sample, yki ∈ Yk

its ground-truth label, and nk is the number of samples in the
k-th experience. The CL literature distinguishes three main
settings: (i) domain-incremental, (ii) class-incremental, and
task-incremental learning [14]. In domain-incremental learn-
ing (DIL), the input distribution varies across experiences, i.e.,
p(xk) ̸= p(xk+1), while the label space remains fixed, that is
Yk = Yk+1. In class-incremental learning (CIL), the change

3While [13] consists of an initial exploration of the regression phenomena
in CL for malware detection, in this work we provide a consolidated
and significantly extended treatment, supported by a broader experimental
evaluation and deeper analysis.

affects the label space, hence Yk ̸= Yk+1. Each experience
Dk introduces new class labels, expanding the set of observed
classes, Ŷk = ∪k

j=1Yj . While the shift originates in the label
space, the posterior distribution p(x|y) for the new classes
is also influenced, making it more challenging than DIL. In
task-incremental learning (TIL), each experience requires task
labels at test time, which is unrealistic for malware detection.
For this reason, it is not considered in this study.
Mitigating Catastrophic Forgetting. As the model optimizes
its parameters based on the current experience Dk, it overrides
knowledge from previous experiences Dj , with j < k, causing
forgetting. Forgetting after the k-th update is measured as:

F k
j = max

o∈{1,...,k−1}
Ao

j −Ak
j , ∀j < k , (1)

where A is a performance metric (typically the accuracy).
Given a model trained on the k-th training experience, the first
term on the right-hand side of the equation indicates the best
performance among old updates on the experience j, while the
second term indicates the performance of the model trained on
the k-th experience but evaluated on the experience j.

CL strategies address forgetting by learning, at each ex-
perience k, an optimal parametrization θk that generalizes
to both current and past data, despite limited or no access
to previous training experiences. They are typically grounded
into three approaches [5]: (i) replay-based, (ii) regularization-
based, or (iii) parameter isolation-based. Replay methods
alleviate forgetting by either storing a subset of past data
or generating pseudo-samples with a generative model. These
samples are then replayed during training on new experiences,
either to reinforce previous knowledge through rehearsal [15]
or to guide the optimization process in a way that minimizes
interference with past tasks, as in Average-Gradient Episodic
Memory (A-GEM [16]). Regularization methods reduce mem-
ory requirements and prioritize privacy by avoiding storing
past data. They introduce additional loss terms constraining the
update of parameters critical for past experiences. For instance,
Elastic Weight Consolidation (EWC [17]) and Synaptic Intel-
ligence (SI [18]) estimate the importance of each parameter
and penalize their deviation from previous optima. Parameter-
isolation methods prevent forgetting by dedicating different
model parameters to each experience [19], [20]. Since the
latter methods are mostly used for TIL scenarios, we focus
only on replay and regularization methods.
Framing CL for Malware Detection. We frame the DIL
and CIL scenarios in the context of malware classification. In
DIL, the input distribution evolves over time, while the label
space remains fixed. This is the case for the changes in the
benign/malicious software landscape, while the classification
task still remains to discern malware from goodware. Given
that applications are typically associated with a timestamp t
describing the first appearance date, we can describe con-
cept drift, similarly to [3], by defining the k-th experience
Dk = {xk

i , y
k
i , t

k
i }n

k

i=1 over a time interval ∆tk = [tk, tk+1),
where tki denotes the timestamp of each sample. In CIL, the
label space expands across experiences, with each experience
introducing a distinct set of classes. In the malware domain,
this corresponds to the fine-grained task of distinguishing mal-
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ware families. In this case, the model must learn new families
while retaining performance on previous ones. Formally, the
label set grows over time such as Yk ⊂ Yk+1, and the label
distribution shifts accordingly: P (Yk) ̸= P (Yk+1).

III. SECURITY REGRESSION IN CONTINUAL LEARNING

Although CL mitigates forgetting, detector updates can lead
to fine-grained performance degradation in previously cor-
rectly classified samples, known as regression [10], which we
frame in the malware detection context as security regression.

A. Security Regression

Security regression is particularly problematic in malware
detection, as reopening previously patched vulnerabilities can
have serious consequences. In fact, while forgetting accounts
for an overall degradation in detector performance, operating
in such scenarios imposes special attention on previously
detected malware samples that, after updates, bypass detection
systems. This is particularly relevant in the Android domain,
where a relatively small number of families dominate the scene
for several years, continuously generating new polymorphic
variants [21], [22]. Within this temporal horizon, old mal-
ware samples remain representative of real-world threats, as
they can be reused or slightly modified rather than replaced.
Antivirus systems often combine signature-based detection
with ML: while signatures guarantee stable predictions for
previously observed malware, they fail when faced with slight
modifications [23], [24], making ML-based detectors essential
for generalizing beyond exact signatures. As these models
are periodically updated, changes in predictions across model
versions may cause security regression. Thus, quantifying and
addressing such inconsistencies becomes crucial.
Formal Definition. To formally characterize security regres-
sion, we rely on the general notion of negative flips (NFs)
provided in [10], which captures prediction inconsistencies
between model updates. Let fold and fnew denote, respec-
tively, a model before and after an update, and let (x, y)
be a sample with its ground truth label. A NF occurs if
fold(x) = y and fnew(x) ̸= y, i.e., a shift from correct to
incorrect classification of the same sample after the update.
Being 1 the indicator function, the fraction of NFs on a dataset
D of N samples is referred to as negative flip rate (NFR):

NFR =
1

N

N∑
i=1

1(fnew(xi) ̸= yi ∧ fold(xi) = yi). (2)

B. Security Regression in CL

In a CL scenario, the model is incrementally updated
over a sequence of experiences {Dk}Kk=1. Each update yields
a new model parameterization, resulting in a sequence of
models {fk}Kk=1, where fk denotes the model after training on
experience Dk. To quantify security regression across updates,
we can adapt Eq. (2) to the CL case as follows:

NFRk
j =

1

nj

nj∑
i=1

1(fk(xi) ̸= yi ∧ fk−1(xi) = yi) (3)

where NFRk
j denotes the NFR for the k-th update fk−1 → fk

computed on the j-th experience composed by nj samples.
This allows comparing the predictions of the newly updated
model fk with its previous version fk−1 on a selected test
experience Dj , and measuring the fraction of samples that
were correctly classified by fk−1 but misclassified by fk. We
evaluate NFRk

j after learning the k-th experience according to
two modes: (i) the backward, and (ii) the forward mode.
Backward Mode. NFR in backward mode measures how
the newly updated model fk performs on earlier experiences
compared to its predecessor fk−1, and is computed as:

NFRk
B =

1

k′

k′∑
j=1

NFRk
j , (4)

where k′ = k for DIL, and k′ = k − 1 for CIL, to ensure
evaluation is restricted to classes known by both fk and fk−1.
This aligns with standard protocols for measuring forgetting,
tracking degradation on previously seen data after each update.
We use this setting to measure security regression on past data.
Forward Mode. NFR in forward mode compares the updated
model fk to fk−1, on data from the current and future expe-
riences, highlighting early signs of degraded generalization to
unseen future data. The forward NFR is computed as:

NFRk
F =

1

(K − k + 1)

K∑
j=k

NFRk
j . (5)

Forward evaluation is specific to DIL, where classes are fixed,
and input distributions drift. We employ it to measure models’
adaptability to future data distributions drifting over time.

C. Forgetting vs. Regression

We now analyze its relation and difference with the for-
getting phenomenon and highlight why both should be con-
sidered when assessing update quality. Forgetting refers to
a decline in model performance on previous experiences
after the update. Unlike forgetting, regression captures fine-
grained degradations in model behavior, thus capturing in-
stances where the model regresses in specific predictions (i.e.,
focusing on negative flips), even when the overall performance
improves. Therefore, regression can be defined as a sample-
wise measure, rather than an average, global one, as it provides
a fine-grained assessment of prediction consistency over time.
A model might not exhibit forgetting and even improve the
overall performance while still suffering from regression.

To formally analyze the relation between forgetting and
regression, we first define the Positive Flip Rate (PFR), which
follows a similar rationale to the NFR definition in Eq. (3):

PFRk
j =

1

nj

nj∑
i=1

1(fk(xi) = yi ∧ fk−1(xi) ̸= yi) , (6)

where, conversely to NFR, PFR quantifies the percentage of
samples previously misclassified by fold and that the new
model fnew corrected. Let us now focus on the model update
fk−1 → fk, evaluated on the experience j = k − 1 (in
the following, we omit the subscripts to improve readability).
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 Update case A: new model  fk
A     old model  f k-1

FA  =  0.1 NFRA  =  0.1

Update case B: new model  fk
B     

FB  =  0.1 NFRB  =  0.3

goodware
malware

goodware
malware

goodware
malware

Fig. 1. Forgetting vs. Regression. Starting from the old model fk−1 (left), we show two updates, fA
k and fB

k (right), with identical forgetting (F = NFR−PFR)
but different regression: case A has 1/10 negative flips, case B has 3/10.

Assuming that fk−1 is the best-performing model among
the previous ones (hence removing the max operator), the
forgetting in Eq. (1) takes the form of a simple difference
in accuracy between the two considered models. We can
thus express the accuracy of model k through the regression
notation, i.e., as the balance between NFR and PFR, yielding:

F k = Ak−1 −Ak = Ak−1 − (Ak−1 − NFRk + PFRk)

= NFRk − PFRk (7)

Hence, forgetting reflects the balance of gains and losses,
while regression focuses solely on degradations and can occur
even when forgetting is zero. Clearly, this is particularly
relevant in security-critical tasks, where negative shifts can
have disproportionate consequences. We provide an overview
of such a difference in Fig. 1, illustrating a toy example with
two update scenarios that share the same overall forgetting but
differ significantly in terms of regression.

IV. MITIGATING SECURITY REGRESSION

To mitigate security regression, we leverage Positive Con-
gruent Training (PCT) [10]. We first describe PCT and then
show how it can be integrated into CL strategies for Android
malware detection.
Positive Congruent Training (PCT). PCT aims to find a
model f with reduced regression from a previous param-
eterization fold. This is achieved by penalizing incorrect
prediction changes of single samples through a distillation-
like regularization term, LPC , which is added to the training
loss L (e.g., the cross-entropy loss):

min
f∈F

N∑
i=1

L(yi,xi) + λLPC(f(xi), fold(xi)), (8)

where LPC penalizes changes in the decision function regions
containing samples that fold already classified correctly, while
λ is a hyperparameter controlling the regularization strength.
The term LPC is the focal distillation, defined as:

LPC =

N∑
i=1

[α+ β · 1 (fold(xi) = yi)]LD (f(xi), fold(xi)) ,

(9)

where 1 is the indicator function, α is a base factor applied to
all samples in the training set, while β is a factor weighting
samples correctly predicted by the old model, and LD is a
generic knowledge distillation loss. In practice, we employ the
loss denoted as focal distillation with logit matching (FD-LM)
in [10], which can be formulated as the squared Euclidean
distance between the outputs of f and fold as follows:

LD(f(x), fold(x)) =
1

2
∥f(x)− fold(x)∥22 . (10)

Regression-aware CL through PCT. Mitigating regression in
CL strategies amounts to adding the PCT regularization term
LPC described in Eq. (9), scaled through a hyperparameter
λ, to the training loss. This extension is agnostic of the CL
strategy and promotes prediction consistency on previously
correct samples without altering the CL formulation, making
it a versatile plug-in against regression. For replay methods,
λLPC can directly be added to the training objective. In
regularization methods, the CL strategy already consists of a
regularization term. In this case, λLPC is added to the training
objective and jointly optimized. We note that the proposed
framework can be seamlessly instantiated with alternative non-
regression penalties, such as the ones proposed in [12], [25].

V. EXPERIMENTS

Our experiments aim to quantify the security regression
affecting CL algorithms in malware detection, and to demon-
strate how this issue can be addressed via PCT regularization.

A. Experimental Setup

DIL Scenario. In malware detection, a DIL scenario mod-
els a realistic setting where the feature distributions evolve
over time (e.g., due to changes in software frameworks,
or malware evolution), while the prediction targets, i.e.,
malware/goodware, remain fixed. We conduct our DIL ex-
periments on two Android datasets: ELSA, and TESSER-
ACT [3]. 4 Both datasets contain applications collected from
the AndroZoo repository [26], labeled as malicious if detected
by at least p VirusTotal scanners (ELSA: p = 10, TESSER-
ACT: p = 4), and as benign if undetected (p = 0). 5 Samples

4https://ramd-competition.github.io/
5 https://www.virustotal.com/gui/home/upload
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with detections in the (1, p − 1) range are discarded. ELSA
includes 75,000 apps (67,500 goodware, 7,500 malware),
spanning 2017–2019. TESSERACT spans 2014–2018 and
contains 237,042 apps (232,843 goodware, 26,387 malware).
Following [3], we use a 3-month window per experience,
splitting each into 80% training and 20% testing, and repeat
experiments with 5 random seeds. ELSA contains 6,250 apps
per experience (5,000 for training); TESSERACT varies in
size across experiences, reflecting real-world data imbalance
and making it more challenging. Binary Drebin features [1] are
extracted from the first training split, encoding the presence or
absence of specific characteristics from each APK. Addition-
ally, for ELSA we extract APIGraph [2] features, a graph-
based API representation that extends Drebin by modeling
relations among API calls. For both feature sets, we remove
features with variance below 10−3 as in [6], resulting in
4,714 and 3,997 Drebin features for ELSA and TESSERACT,
respectively, and 4,564 APIGraph features for ELSA.
CIL Scenario. For CIL, we rely on the AZ-Class dataset [9],
built with the same criteria as TESSERACT (i.e., APKs
collected from AndroZoo, with p = 4). Unlike the DIL
setting, the AZ-Class dataset requires classification among 100
malware families, which is inherently more difficult than the
binary case. The 100 families are split to obtain 10 experiences
of 10 classes each. For each class, 90% of the samples are
used for training, and the remaining 10% for testing. This
process is repeated 5 times with randomized class orders. We
extract Drebin features [1] from the apps and remove those
with variance below 10−3, obtaining 2,439 features.
Model Architecture and Training. We use a multi-layer
perceptron (MLP) as our main classifier, with a hidden layer
of size 512 and an output layer of 2 units for DIL and 100
units for CIL. In the CIL setting, output units corresponding
to classes not yet encountered during training are kept inactive
throughout the incremental learning process. We minimize the
cross-entropy loss using the SGD optimizer with a learning
rate of 10−3 and momentum of 0.9. We also consider a
linear support vector machine (SVM) implemented in Py-
Torch to support incremental training. The model minimizes
the squared hinge loss using SGD with learning rate 10−2,
momentum 0.9, and weight decay 10−4. We train both models
for 30 epochs with a batch size of 32.
Evaluation Metrics. For DIL, after training on each expe-
rience, we measure the detection performance by considering
three metrics: (i) precision, (ii) recall (a.k.a. detection rate),
and (iii) F1 score. To assess security regression, we compute
the NFR (Eq. 3), comparing the predictions of the current
model and its immediate predecessor, separately for goodware
and malware classes. In the CIL scenario, we measure (i)
accuracy, (ii) forgetting, and (iii) NFR. Following [16], after
training on the k-th experience, we evaluate the metrics on
a selected set of test experiences and aggregate the results
according to the backward and forward modes, described in
Sect. III-B. We obtain a curve for each metric, where each
value (one for each test experience) describes the performance
after learning the k-th experience, reporting its mean and
standard deviation across five independent runs.
CL Methods. As our main baselines for comparison, we first

consider two strategies: (i) the naı̈ve strategy, i.e., finetuning
on new experiences without using any knowledge retention
mechanism, and (ii) the cumulative strategy, i.e., finetuning on
both new experiences and the whole data from previous ones,
to assess the lower and upper bounds of the performance, re-
spectively. We then consider five state-of-the-art CL methods:
Replay with a buffer size of 200 for DIL experiments, and
of 1000 for CIL [15]; Averaged Gradient Episodic Memory
(A-GEM) [16] with buffer size of 200 for DIL and 1000 for
CIL. The number of examples used to compute the reference
gradients is set to 32. The number of stored samples per
experience is adjusted based on the number of experiences
in the dataset. Elastic Weight Consolidation (EWC) [17] with
λ=0.001; Synaptic Intelligence (SI) [18] with λ=0.001 and
ϵ=0.1; and Learning without Forgetting (LwF) [27] with α=1
and the temperature=1. Following [10], we use PCT with
α = 1, as effective during our grid search, and β=0.5 showing
a reasonable trade-off between NFR reduction and F1-score.
All CL methods are taken from the Avalanche library [28].
Evaluating NFRs on Deeper Architectures. To complement
the experiments on MLP and SVM classifiers, we conduct
an additional evaluation in the DIL setting using the CNN-
based malware detector proposed in [29] and implemented
in [30]. The detector operates on Android opcode sequences
extracted from APK files; we refer the reader to [29] for further
details on the architecture and preprocessing pipeline. For this
experiment, we apply the preprocessing pipeline to the ELSA
dataset and truncate opcode sequences to a maximum length
of 600,000 elements, padding shorter sequences with zeros.
Models are trained for 10 epochs on each experience. Due to
the computational cost of the experiments, we evaluate only
the naı̈ve, cumulative, and PCT strategies. Results are averaged
over three runs with different random seeds.

B. Experimental Results

Measuring Security Regression in CL. To evaluate the extent
of security regression, we test the considered CL strategies
in backward mode, i.e., measuring performance on past and
current data. This evaluation will assess how much of the pre-
viously acquired knowledge is retained. In Table I, we report
the precision, recall, F1, and NFR values for the malware (mw)
and goodware (gw) classes under the backward evaluation
setting. Here, NFRmw reflects the rate at which previously
detected threats are no longer recognized after an update, while
NFRgw indicates the rate at which previously accepted benign
samples start being misclassified as malicious. While all CL
strategies maintain high performance on previously seen data,
on average, they exhibit high NFR, indicating a considerable
amount of security regression. For example, on the ELSA
dataset, SI and A-GEM reach NFRmw of 3.40% and 3.46%,
exceeding the naı̈ve baseline (3.17%). On TESSERACT, NFR
values are slightly lower but remain high, with EWC and
SI reaching nearly 3%. In both datasets, NFRgw is signifi-
cantly lower than for malware. Overall, CL strategies achieve
strong precision, recall, and F1 on past and current data,
thus mitigating forgetting. Yet, security regression remains
a consistent issue across methods and datasets. Additional

This article has been accepted for publication in IEEE Transactions on Information Forensics and Security. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2026.3714132

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



6

backward temporal plots are provided in the supplementary
material (Fig. S1 and Fig. S2).
Reducing Security Regression in CL. We apply the
regression-aware PCT penalty to mitigate security regression.
The results in Table I show that adding PCT to CL strate-
gies reduces regression. In particular, SI and A-GEM, whose
NFRmw values in the ELSA dataset were 3.40% and 3.46%,
respectively, show a reduction of about 50% after integrating
PCT, reaching 1.19% and 1.76%, respectively. The further
addition of a replay buffer further reduces the NFR. This is
evident in the TESSERACT dataset, where SI+Replay+PCT
achieves an NFR of 1.43%, compared to 1.75% with its
exemplar-free version. This NFR reduction affects the recall
but improves precision, resulting in an F1 score that is close
to that of CL strategies alone for the ELSA dataset, and only
slightly lower for the TESSERACT dataset. In practice, this
means the model becomes more consistent in maintaining past
correct predictions (especially avoiding new false positives)
while slightly reducing detection. Overall, integrating PCT
into CL strategies results in a substantial reduction in NFR,
particularly when combined with a replay buffer.
Influence of α and β. We analyze the trade-off between
classification performance and security regression by inves-
tigating the influence of PCT’s α and β parameters. We recall
that these are the hyperparameters of PCT, where the scalar
α acts as a weighting factor applied to all training samples,
ensuring a minimum level of distillation, and the scalar β
adds extra weight to the distillation loss for samples that were
correctly predicted by the old model. In Fig. 2, we report
the F1 score (left), NFRgw (middle), and NFRmw (right) for
different configurations of α and β in backward mode. For
both goodware and malware classes, NFR decreases as α and
β increase. The impact of β on NFR becomes less significant
at higher α compared to lower ones. Furthermore, the leftmost
plot shows that the F1 score also declines as α increases, while
the effect of β remains minimal, except for small α.
Influence of Buffer Size. We now analyze the influence of the
buffer size in reducing regression on Replay, keeping α and
β constant. We show in Fig. 3 classification and regression
metrics (backward mode) for increasing memory buffer sizes.
Larger buffer sizes significantly reduce regression by nearly
50% without significantly affecting classification performance.
Reducing Security Regression in SOTA Detectors. We
measure and mitigate security regression in state-of-the-art
detectors via additional ELSA experiments using Drebin [1]
and APIGraph [2] feature sets with Linear SVM and MLP
models. In Table II we report F1 and NFRmw (backward
mode). All strategies across models and feature sets achieve
high F1 scores, with the MLP performing slightly better than
the Linear SVM. However, CL strategies alone exhibit non-
negligible NFRmw, especially for the Linear SVM, where SI
on the APIGraph reaches 6.44%. In comparison, the MLP
consistently shows lower regression on both feature sets. When
combining CL strategies with PCT (values in parentheses),
predictive performance improves, leading to higher F1 scores
across models and feature sets, while the NFRmw is substan-
tially reduced. For instance, with Linear SVM, NFRmw for SI
on APIGraph drops from 6.44% to 1.87%, highlighting PCT’s

impact in reducing regression. Overall, these results show the
effectiveness of PCT in improving prediction stability while
enhancing predictive performance of state-of-the-art detectors.
Resilience to Concept Drift. Robustness to concept drift
reduces the need for model updates. We evaluate CL methods
in forward mode, using future data to measure adaptability
to shifting distributions. In Table III, we show the precision,
recall, F1 score, NFRmw, and NFRgw measured in this setting.
While performance drops compared to backward mode, CL
strategies still adapt to unseen data. However, significant
regression remains, as seen in Table III. EWC and SI on
ELSA reach NFRmw of 3.12% and 3.06%, respectively, more
than double that of the Cumulative baseline (1.46%). PCT
drastically reduces NFR: EWC+PCT and SI+PCT lower these
values to 0.98% and 0.90%. Adding a replay buffer further
improves results, with SI+Replay+PCT achieving 0.57% mal-
ware NFR on TESSERACT, down from 0.79% with SI+PCT.
Even in this case, PCT reduces recall but improves precision,
especially in TESSERACT, where F1 drops more noticeably.
Detailed forward temporal evolution plots are reported in the
supplementary material (Fig. S3 and Fig. S4).
Reducing Regression when Learning Malware Families
Incrementally (CIL Scenario). Beyond detection, family
classification is required to better understand and mitigate
threats. In the CIL scenario, at each experience, 10 new fami-
lies are introduced as output classes; therefore, only backward
evaluation is applicable. In this setting, a replay buffer is
essential to maintain stability across experiences. Experiments
show that this scenario also suffers from security regression.
Again, the addition of PCT mitigates the presence of NFs.
Table IV shows the results in terms of average accuracy,
forgetting, and NFR, reporting the worst case throughout the
incremental learning process. All CL strategies perform worse
than the cumulative baseline, with A-GEM being the worst
(51.43% accuracy, 62.28% forgetting, 18.94% NFR). Adding
PCT improves all strategies across metrics. For instance, the
accuracy of SI increases from 72.46% to 78.12%, while
average forgetting and NFR decrease from 29.99% to 22.16%
and from 9.76% to 7.42%, respectively. EWC and LwF show
similar trends. These results show that integrating PCT into CL
strategies consistently mitigates performance and regression.
Evaluating NFRs on a CNN-based Malware Detector [29].
Table V reports the results in terms of precision, recall,
F1, NFRmw, and NFRgw. The naı̈ve baseline reaches 7.08%
NFRmw, while PCT reduces it to 3.35%, approaching the
cumulative baseline (2.91%). This reduction comes at the cost
of lower recall and F1 score. Overall, the results confirm
that security regression also affects deeper, non-linear model
architectures and that it can be mitigated through PCT.

VI. RELATED WORK

Continual Learning for Malware Detection. Using CL in
malware detection has been first discussed in [6], which
provides an extensive analysis of CL methods for malware
classification. By considering different CL scenarios (DIL,
CIL, and TIL), they find replay-based methods useful for
malware detection, while regularization-based methods are
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TABLE I
RESULTS ON ELSA AND TESSERACT (BACKWARD MODE). WE SHOW TWO BASELINES AND THE CL STRATEGIES, ALONE OR COMBINED WITH PCT,

REPLAY, OR BOTH. FOR EACH, WE MEASURE PRECISION, RECALL, F1 , NFR ON GOODWARE (GW), AND MALWARE (MW).

ELSA TESSERACT

Method Precision (%)↑ Recall (%)↑ F1 (%)↑ NFRmw (%)↓ NFRgw (%)↓ Precision (%)↑ Recall (%)↑ F1 (%)↑ NFRmw (%)↓ NFRgw (%)↓

Cumulative 89.17±1.93 87.08±3.94 87.81±2.13 1.16±1.00 0.23±0.19 95.96±1.24 92.28±1.95 93.91±1.37 0.54±0.18 0.07±0.05

Naive 86.12±3.77 84.00±3.99 84.52±1.65 3.17±1.56 0.48±0.36 93.71±2.12 84.89±5.71 88.78±3.59 2.92±2.00 0.27±0.16

Replay 86.86±2.26 83.19±2.93 84.62±1.18 2.76±1.23 0.36±0.18 93.53±1.57 85.67±3.84 89.22±2.56 2.28±1.31 0.25±0.11

PCT 89.99±0.72 83.68±1.94 86.48±1.10 1.05±0.36 0.13±0.07 96.58±1.09 81.30±5.13 87.99±3.44 1.75±1.22 0.08±0.05

PCT+Replay 90.30±0.64 81.86±1.49 85.59±0.87 1.00±0.44 0.10±0.05 96.01±1.14 81.40±2.85 87.89±2.20 1.33±0.89 0.09±0.10

LwF 87.84±1.39 84.49±3.15 85.82±1.27 1.48±0.53 0.23±0.11 95.37±1.44 84.58±5.04 89.38±3.23 1.87±1.24 0.12±0.06

LwF+Replay 87.35±1.48 83.51±2.69 85.06±1.09 1.29±0.62 0.19±0.09 94.32±1.30 84.87±3.47 89.08±2.46 1.51±1.03 0.15±0.12

LwF+PCT 90.40±0.83 82.06±1.81 85.73±0.92 1.03±0.50 0.10±0.05 96.67±0.96 79.86±4.25 87.19±2.86 1.55±1.06 0.06±0.04

LwF+Replay+PCT 89.87±0.82 80.33±1.89 84.50±0.98 1.01±0.46 0.08±0.03 95.74±1.29 80.63±2.55 87.25±2.13 1.09±0.67 0.08±0.08

EWC 86.18±3.58 83.85±3.70 84.49±1.59 3.38±1.59 0.47±0.35 93.80±2.08 84.85±5.65 88.80±3.56 2.93±1.99 0.27±0.16

EWC+Replay 86.35±2.93 83.64±3.65 84.53±1.20 2.56±1.03 0.39±0.22 93.45±1.64 85.41±3.99 88.92±2.72 2.41±1.48 0.27±0.23

EWC+PCT 90.03±0.68 83.57±2.04 86.44±1.17 1.21±0.46 0.13±0.07 96.40±1.05 81.50±5.23 88.03±3.47 1.78±1.35 0.08±0.05

EWC+Replay+PCT 90.00±0.73 81.32±1.61 85.18±0.92 1.11±0.42 0.10±0.05 95.79±1.02 81.38±3.08 87.77±2.26 1.32±0.98 0.07±0.05

SI 85.90±3.42 83.87±3.73 84.38±1.66 3.40±1.60 0.49±0.36 93.80±2.06 85.01±5.57 88.89±3.51 2.92±2.03 0.27±0.16

SI+Replay 86.52±2.16 82.50±3.65 84.05±1.45 2.82±1.47 0.36±0.25 93.47±1.45 85.08±4.24 88.79±2.72 2.38±1.41 0.26±0.14

SI+PCT 90.18±0.80 83.09±2.18 86.22±1.12 1.19±0.40 0.13±0.06 96.57±1.06 81.18±5.13 87.91±3.42 1.75±1.26 0.08±0.05

SI+Replay+PCT 89.95±0.83 81.51±2.47 85.22±1.19 1.16±0.59 0.10±0.04 96.26±0.80 81.31±4.02 87.92±2.62 1.43±1.07 0.05±0.02

A-GEM 86.85±2.94 83.49±3.48 84.73±1.08 3.46±1.36 0.42±0.22 93.82±1.57 85.06±4.81 88.96±2.78 2.83±1.49 0.26±0.12

A-GEM+PCT 88.55±2.15 81.96±1.37 84.74±1.63 1.76±0.94 0.24±0.26 93.81±3.00 78.04±7.20 84.51±6.06 2.51±3.61 0.18±0.15
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Fig. 2. Hyperparameter sensitivity of PCT without memory buffer. We show F1 (left), NFR for goodware samples (middle), and for malware (right), on a
grid search over α and β in [0, 1]. Each curve corresponds to a fixed value of α, while β varies.
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Fig. 3. Influence of buffer size, with α = 1 and β = 0.5. Metrics are shown for different values of buffer size in [0, 1000].

shown to be less effective. MADAR proposes a novel CL
method that employs diversity-aware replay to mitigate catas-
trophic forgetting [7]. SSCL-TransMD trains a transformer-
based architecture with a replay memory buffer and uses
pseudo-labeling [8]. MalFSCIL [31] proposes a few-shot
CIL approach using decoupled training and a variational
autoencoder. Further approaches tackle malware detection as
continual semi-supervised one-class learning [32], use multi-
modal features [22], or propose a generative replay-based
approach to create high-quality synthetic malware samples [9].
However, these studies mainly focus on catastrophic forgetting
and overlook the security regression issue.

Reducing Regression. Pioneering work in the image clas-
sification domain first addressed regression and proposed

Positive-Congruent Training (PCT) as a mitigation strat-
egy [10]. This approach has been extended by distilling an
ensemble rather than a single model [12], while another work
adapts PCT for adversarial robustness [25]. Regression has
been empirically observed, without the focus on ML, in real-
world antivirus systems [11], where previously detected mal-
ware may become undetected over time. However, analyzing
negative flips or integrating regression-aware objectives into
the CL pipeline has not been previously explored. In contrast,
our contribution extends CL for malware detection by formally
introducing, quantifying, and mitigating security regressions in
model updates. Moreover, our methodology remains applicable
to other regression-aware formulations such as [12], [25].

Concept Drift Mitigation Several works in malware de-
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TABLE II
RESULTS ON ELSA (BACKWARD MODE) USING LINEAR SVM AND MLP ACROSS DREBIN AND APIGRAPH FEATURE SETS. WE SHOW THREE

BASELINES AND THE CL STRATEGIES, ALONE OR COMBINED WITH PCT (VALUES IN PARENTHESES REFER TO THE +PCT VARIANT, GREEN INDICATES
AN IMPROVEMENT, AND RED A DETERIORATION). FOR EACH, WE MEASURE F1 AND NFR ON MALWARE (MW).

Linear SVM MLP

Drebin APIGraph Drebin APIGraph

Method F1 (%)↑ NFRmw (%)↓ F1 (%)↑ NFRmw (%)↓ F1 (%)↑ NFRmw (%)↓ F1 (%)↑ NFRmw (%)↓

Cumulative 86.48 2.38 86.45 2.06 87.81 1.16 89.48 1.11
Naive 80.73 6.13 82.20 6.36 84.52 3.17 85.13 3.95
PCT 85.63 1.71 85.07 2.00 86.48 1.05 85.67 1.59

Replay (+PCT) 82.35 (85.64) 5.24 (1.28) 82.59 (84.39) 5.38 (1.62) 84.62 (85.59) 2.76 (1.00) 84.22 (84.32) 3.38 (1.22)
LwF (+PCT) 84.69 (85.62) 2.92 (1.33) 83.83 (84.75) 3.65 (1.69) 85.82 (85.73) 1.48 (1.03) 85.48 (85.01) 2.23 (1.29)
EWC (+PCT) 80.53 (85.75) 6.16 (1.57) 81.98 (84.82) 6.29 (2.09) 84.49 (86.44) 3.38 (1.21) 85.10 (85.83) 3.92 (1.59)
SI (+PCT) 80.49 (85.70) 6.10 (1.74) 82.09 (85.19) 6.44 (1.87) 84.38 (86.22) 3.40 (1.19) 85.18 (85.75) 3.86 (1.54)
AGEM (+PCT) 81.18 (84.98) 6.02 (1.60) 82.26 (83.43) 6.01 (2.43) 84.73 (84.74) 3.46 (1.76) 84.60 (83.37) 4.02 (2.02)

TABLE III
RESULTS ON ELSA AND TESSERACT (FORWARD MODE). WE SHOW TWO BASELINES AND THE CL STRATEGIES, ALONE OR COMBINED WITH PCT,

REPLAY, OR BOTH. FOR EACH, WE MEASURE PRECISION, RECALL, F1 , NFR ON GOODWARE (GW), AND MALWARE (MW).

ELSA TESSERACT

Method Precision (%)↑ Recall (%)↑ F1 (%)↑ NFRmw (%)↓ NFRgw (%)↓ Precision (%)↑ Recall (%)↑ F1 (%)↑ NFRmw (%)↓ NFRgw (%)↓

Cumulative 86.05±3.96 80.54±4.75 82.71±4.27 1.46±0.90 0.23±0.17 84.99±7.14 71.11±12.29 75.75±9.76 1.04±0.77 0.47±0.64

Naive 87.42±5.94 79.28±4.52 82.66±4.63 3.08±1.25 0.34±0.31 84.14±7.85 70.83±11.14 75.10±9.26 2.09±1.60 0.63±0.80

Replay 86.77±6.28 78.75±4.12 82.06±4.56 2.59±1.27 0.31±0.27 82.55±8.00 69.55±11.71 73.73±9.58 1.82±1.54 0.63±0.85

PCT 88.70±3.65 78.47±3.81 82.81±3.45 0.84±0.52 0.09±0.06 89.63±4.70 61.91±11.45 70.74±8.36 0.76±0.58 0.30±0.54

PCT+Replay 89.27±3.54 76.93±3.61 82.17±3.15 0.83±0.56 0.07±0.06 87.66±4.67 64.02±9.51 71.53±6.84 0.65±0.42 0.22±0.53

LwF 87.18±5.24 79.24±4.23 82.57±4.36 1.36±0.62 0.17±0.15 85.42±6.80 66.49±11.65 72.72±9.05 1.01±0.88 0.41±0.64

LwF+Replay 88.06±4.01 78.82±4.29 82.70±3.86 1.08±0.52 0.15±0.12 85.77±5.16 71.61±7.76 76.20±5.42 1.08±1.06 0.34±0.53

LwF+PCT 88.54±3.32 76.95±3.27 81.86±3.01 0.79±0.49 0.08±0.06 90.33±4.59 59.58±11.05 69.41±8.26 0.63±0.44 0.24±0.70

LwF+Replay+PCT 89.00±3.41 75.14±2.96 81.01±2.84 0.76±0.37 0.06±0.06 88.63±4.29 62.59±8.67 70.77±6.31 0.57±0.39 0.18±0.33

EWC 87.50±5.79 79.22±4.54 82.68±4.66 3.12±1.38 0.33±0.29 84.04±7.70 70.67±11.33 74.90±9.31 2.11±1.66 0.63±0.73

EWC+Replay 87.83±4.92 78.78±4.74 82.55±4.31 2.29±1.29 0.28±0.25 83.70±5.68 74.33±8.51 76.71±6.52 1.82±1.21 0.44±0.51

EWC+PCT 88.67±3.90 78.58±3.59 82.86±3.39 0.98±0.55 0.10±0.07 88.88±4.73 62.14±11.33 70.75±8.24 0.81±0.62 0.29±0.54

EWC+Replay+PCT 88.02±3.69 76.82±3.36 81.51±3.30 0.91±0.35 0.09±0.07 88.68±4.45 66.94±7.26 74.24±5.10 0.62±0.38 0.26±0.52

SI 87.54±5.79 79.29±4.53 82.73±4.56 3.06±1.36 0.33±0.27 84.12±7.75 70.64±11.40 74.89±9.33 2.14±1.64 0.63±0.81

SI+Replay 88.08±5.08 78.10±4.71 82.30±4.55 2.52±1.20 0.27±0.22 84.23±5.82 73.67±8.17 76.77±6.33 1.98±1.33 0.49±0.63

SI+PCT 89.07±3.70 78.23±3.80 82.84±3.45 0.90±0.59 0.09±0.08 89.41±4.75 61.98±11.28 70.79±8.25 0.79±0.55 0.28±0.54

SI+Replay+PCT 88.63±3.47 76.56±3.27 81.64±3.16 0.90±0.48 0.09±0.06 89.11±4.41 65.35±8.55 73.57±5.99 0.58±0.31 0.25±0.57

A-GEM 86.57±6.20 79.27±4.25 82.28±4.57 3.03±1.37 0.41±0.36 83.39±8.26 71.16±10.82 75.01±9.16 2.36±1.96 0.69±0.83

A-GEM+PCT 88.38±3.55 76.31±3.36 81.38±3.41 1.33±0.62 0.12±0.08 87.96±4.32 66.04±9.81 72.72±6.96 1.01±0.81 0.28±0.47

TABLE IV
RESULTS ON THE AZ-CLASS DATASET IN THE CIL SETTING. FOR EACH

STRATEGY, WE COMPUTE ACCURACY, FORGETTING, AND NFR,
REPORTING THE MEAN, STANDARD DEVIATION, AND WORST VALUE.

Accuracy (%)↑ Forgetting (%)↓ NFR (%)↓

Method Avg. Worst Avg. Worst Avg. Worst

Cumulative 90.81±3.12 86.89 2.65±0.85 3.51 1.52±0.41 2.10

Replay 77.70±11.19 62.94 22.71±9.52 35.24 7.74±2.15 10.66
PCT+Replay 77.00±8.15 67.25 22.39±5.24 29.06 7.19±1.49 9.93

LwF+Replay 77.00±7.82 66.65 17.02±6.71 25.86 5.21±1.29 7.32
LwF+Replay+PCT 78.56±7.44 68.66 16.12±4.78 22.60 4.89±1.13 6.55

EWC+Replay 73.09±10.07 60.87 29.38±6.25 37.95 9.68±1.73 12.46
EWC+Replay+PCT 77.98±8.66 66.99 22.30±5.57 29.82 7.51±1.64 9.83

SI+Replay 72.46±10.07 60.45 29.99±6.17 38.31 9.76±1.56 12.24
SI+Replay+PCT 78.12±8.59 67.40 22.16±5.51 29.32 7.42±1.67 9.98

A-GEM 51.43±20.61 30.46 62.28±11.24 74.34 18.94±4.19 25.45
A-GEM+PCT 52.04±18.88 30.44 62.94±6.68 74.00 18.87±4.73 28.33

tection focus instead on anticipating concept drift to miti-
gate performance degradation on future data. Pendelbury et
al. [3] first highlighted the impact of temporal evaluation
protocols, showing how concept drift can significantly affect

TABLE V
RESULTS ON THE ELSA DATASET FOR THE CNN-BASED MALWARE

DETECTOR [29] IN THE DIL SETTING. WE SHOW TWO BASELINES AND
THE PCT STRATEGY. FOR EACH, WE MEASURE PRECISION, RECALL, F1 ,

AND NFR ON GOODWARE (GW) AND MALWARE (MW).

Method Precision (%)↑ Recall (%)↑ F1 (%)↑ NFRmw (%)↓ NFRgw (%)↓

Cumulative 87.88±5.71 85.21±3.79 85.43±5.09 2.91±1.45 1.05±1.60

Naive 86.42±8.30 76.33±5.38 79.24±4.65 7.08±4.61 1.84±3.37

PCT 92.45±1.74 63.90±4.75 74.34±3.06 3.35±2.55 0.20±0.15

malware detectors over time. Other approaches rely on drift
detection mechanisms to trigger updating procedures only
when distributional changes are detected [33]–[35], whereas
others aim to make models more robust to drift [4], [36]. In
our work, we focus on preserving past decisions rather than
adapting to future data distributions, with the update frequency
dictated by the CL setting. Nevertheless, these directions are
complementary: drift detection can be used to determine when
updates should occur, while our proposed contribution can
mitigate forgetting and regression.
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VII. CONCLUSIONS AND FUTURE WORK

In this work, we analyze the phenomenon of security
regression in CL applied to malware detection, showing that
although many CL strategies limit forgetting, they often fail
to ensure consistent predictions after model updates. We
introduce a regression-aware training framework and instan-
tiate it using the PCT regularizer [10], demonstrating that
it consistently reduces regression with minimal impact on
performance across different evaluation modes and scenarios.
We acknowledge that this study assumes clean labels and
access to prior model outputs, conditions not always met in
real-world deployments. Moreover, the AZ-Class dataset used
for multi-class experiments lacks temporal structure, limiting
its ability to reflect realistic malware evolution. Future work
could address these gaps by leveraging active learning to
reduce labeling demands or by adopting temporally-aware
benchmarks for multi-class settings, better capturing malware
dynamics. We also aim to extend our framework by instan-
tiating it with more recent state-of-the-art regression-aware
penalties, such as ELODI [12] and RCAT [25]. Lastly, our
results highlight an important trade-off between preserving
past decisions and maximizing average forward performance.
Enforcing regression mitigation is particularly beneficial in
security-critical scenarios where reintroducing previously miti-
gated threats carries a high cost. Conversely, in highly dynamic
environments where malware rapidly becomes obsolete, prior-
itizing forward performance may be sufficient, making regres-
sion mitigation a scenario-dependent design choice. Despite
these limitations, our findings remain broadly applicable and
provide a foundation for more robust CL in security-sensitive
domains. Minimizing regression is key to maintaining trust in
continuously updated malware detectors, making them more
reliable and scalable in the face of evolving threats.
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