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Executive Summary

Long Policy Report on a Common Framework for the Protection of Critical Infrastructure
im the EU and its Haighbq:ur]'lnnd

The report provides detailed analysis of the evalution and exiting pelicies of the EU in the
field of the critical infrastructure (C1) protection and resilience as well as structured assess-
ment of how Cl related policies are adopted and implemented in selected EU Member
States and candidate countries. To structure the comparative analysis of the national poli-
cies and institutions it proposes an analytical framework based on the policy implementa-
tion and compliance with EU norms literature focusing on the threat londscape, policy and
institutional centext as well as incentives and capacities for implementing Cl related peli-
cies. This allows to provide an assessment of the current state of Cl related policies in three
selected EU Member States and three candidate countries which is based on original ma-
terial collected for the purpose of this report, including primary and secondary sources. The
conclusions and recommendations section elaborates on the differences and similorities of
national C1 related policies as well as challenges and opportunities for their alignment tak-
ing inte the functional needs ariginating from existing in#ewdapendant:ias as well as Speci-
ficities of national contexts. They also illustrate the ways and means of further contributions
of the EU, in particular, the Eurcpean Commission in advancing the goals of Cl related
policies and their alignment in the enlarging EU and its neighbourhood.
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1 Introduction

This pelicy report provides analysis of the evelution of the rules on the protection and resilience
of ertical infrastructure (Cl) in the EU, its sefected member states and candidate countries
with a view to the need fo align their policies and identifying the needs and opportunities to
increasing connectivity between the EU and candidate countries.

It builds on the policy report D.7.], which discussed the evolving threat landscape in the Europe,
the turm among policy makers and analysts from policy focus on protecting Cl o fnr,:using an
increasing its resilience os well as different challenges arising to Cl in the EU and selected
candidate countries, provision of vital services te society, state and methads of ceping with
those challenges. It thus provides the assessment of the most recent policy trends and path-
ways forward in the search tor effactive policy and institutional solutions in terms of aligning
approaches of the EL) Member Stotes and condidate countries in facilitating integration of
their economies and increasing their resilience in an increasingly hestile geopelitical enviran-
ment.

As it will be discussed in the Chapter 2, the first EU-wide regulatory initiatives cimed at pro-
tecting and, mere thon a decode later, increasing the resilience of eritical infrastructure
emerged in response o terrorist ottacks in the US ond seme Eurepean countries in early 2000s.
Although the EU legislative initiatives af the time focused on the threat of terrerism as a priority
to be addressed, they adopted an all-hazards approach to the protection of Cl encompassing

variety of threats ranging from man-made and technelogical to natural disasters.

The evolution of the EU norms on protection and resilience of Cl presented in the Chapter 2
shows that during o decode the supranational norms were extended fo cover more domains
and increasingly more sectors in addition to shifting attentien fram protection to resilience.
The expansion of the scope of Cl regulatory policy has been motivated by the growing inter-
dependencies between member states as well as different sectors and Cl operators in the
background of technological tronsformation and expanding landscaope of threats, This func-
tional spill-over was further complemented by geographical spill-aver as condidate countries
in the Western Balkans and, since geopolitical shock of 2022, Ukraine, Meldova and Georgia
gradually aligned their policies with a view towards integrating into the EL, although at a
different pace (and increasingly uncertain direction in the cose of Georgia).

However, the evelution of the EU-wide policy on protection and resilience of Cl was also partly
motivated by the recegnition of the evidence that actual application of common narms regu-
lating Cl and the provision of vital services in its member states continued to diverge. This
peints to the need to be attentive to naticnal politics and the patterns of state-saciety rela-
tions, in particular, the perception of risks and threatfs since Russio’s full-scale wor against
Ukraine and intensifying hybrid attacks againgt EU and NATO member states os well os com-
peting external geopolitical influences in the candidate countries. Thus, the assessment of the
current state of alignment with EU norms and their actual implementation in the EU member
states and candidate countries should consider national context and factars, which influence
how they actually regulate Cl in proctice.

Fer this purpose, the Chapter 3 develops an analytical framework based on the literature of
policy implementation and compliance with EU norms. In addition to being attentive to the
perception of threats, it proposes to focus on two sets of variables in the analysis of particular
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countries’ policies related to Cl protection ond resilience - incentives and copacities. They
emphasized by the enforeement and management approaches used by scholars investigating
divergent patterns of compliance with EU norms. These factors are discussed in more detail to
provide an analytical basis for a systematic analysis of the state of attairs in this palicy field in
selected countries allowing to discover the main commonalities ond differences and, thus,
providing the ground for evidence-bosed policy propesals on aligning norms and practices,

Therefore, the Chapter 4 presents the systematic analysis of Cl related policies and practices
in selected EU member states and candidate countries. Those are EU members Finland, Latvia
and Lithuania, which are “frent-line” states in terms of their gecgraphy as well as intensity of
hybrid attacks faced in recent years. Also three condidate countries are analysed - Montene-
gro, Ukraine and Geergia, which differ in terms of the perceived nature of threats, their state
of integration with the EU and the state of transposition and implementation of EU nerms. In
terms of sectors, the analysis refers to the provision of vital services in twa key sectors of Cl -
energy and communications including both physical and cyber domains and relevant policies
ot thelr protection and resilience. The sectors ore chosen due to their relative importance in
most countries covered here,

The report is based on the analysis of the relevant primary sources such as laws and cther legal
norms, security strategies (energy, cyber security, ete.), annual reports of relevant institutions,
etc., ond secondary sources such as ovoiloble policy analyses and studies addressing those
issues, They are supplemented by interviews with the key stakeheolders in the ecesystem of Cl
protection and resilience such as pelicy-making and regulatery institutions, Cl eperators, rel-
evant business asscciations, NGOs, experts.

This comparative analysis provides the basis for policy recommendations regarding existing
discrepancies in terms of having o common EU wide framework, the explanatory factors be-
hind them and suggesticns on increasing convergence and interconnectivity. These recom-
mendations are presented in the concluding chapter of the report.

2 Overview of the Evolution of EU-wide Framework

The Emergence of the EU-wide Framework on Cl Protection

This chapter discusses the emergence of an EU-wide framework cimed at aligning policies of
its Member States to protect and increase the resilience of Cl both in physical and cyber
domains, After presenting the initial legal norms adopted by the EU it then discusses the two
most important recently adopted legal norms - the so-called CER Directive and NIS2 Directive,
which had to be transposed by Member States by 17 October 2024.' They form the legal basis
which should guide relevant policies of candidate countries as they align their legal norms in
this policy area.

' At the time of writing, the dedicated EUR-LEX website showed that only 14 member states notified
abaut the national legol norms which were adopted fo transpose CER Directive (see https: / feur-lox.ou-
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The protection of eritical entities and the infrastructure which they operate is considered to
be one of the EL's most important security and resilience priorities.” These entities are consid-
ered impartant to the functioning of the internal market and its four freedoms as well as daily
lives of European citizens through the provision of essential services. Disruptions to their func-
tioning and provision of services con couse severe economic consequences, undermine public
confidence, and impact the ordinary lives and security of citizens across the Union,

A fermal EU-level approach on the protection of eritical infrastructure can be traced back to
the early 2000s, os a result of heightened security concerns following major terrorist attacks
around the globe, such as those in the United States in 2001, Madrid in 2004, and London in
2005.° These attacks ended up highlighting the vulnerability of EU infrastructural systems, and
the cross-border impocits they might present, For example, energy grids, transportation net-
works, financial systems, and digital communications infrastructure often cover multiple Mem-
ber States. Therefare, a failure or disruption in one location could rapidly cascade, causing
widespread disruption across the continent or a cerfain amount of Member States. This inher-
ent cross-border character showed that, according to Article 5(3) of the Treaty on European
Union [TEU) on the principle of subsidiarity, the EU could move forward with legislotive pro-

posals.

In 2004, the Commission published the Communication on “Critical Infrastructure Protection
in the Fight against Terrorism™, and, in 2005, o Green Paper on a European programme for
erifical infrostructure protection®, in which stakeholders were consulted on the choice of policy
approach. The result was the proposal for @ European Programme for Critical Infrastructure
Pratection (EPCIP), which aimed ta create a commen EU framework far identifying and pro-
tecting critical infrastructure ® Echoing the anxieties of the time, the initial proposal was largely
focused on the prevention of terrorism. The EPCIP framewerk included several components:
the legislative basis [which become the European Critical Infrastructures Directive), the estab-
lishment of a Critical Infrastructure Waming Information Network, the creation of specific ex-
pert groups, and dedicated funding mechanisms.’

Directive 2008/114/EC (ECI Directive)® was the first legislative step towards commen Euro-
pean standards for the protection of European eritical infrostrecture. The overall objective of

* & “gritical entity’ 15 an argonisaotion designated by o Member State os essential for maintaining vital
societal or economic functions, the disruption of which would hove significant consequences,
* Anglmayer, Irmgard: European Critical infrastructure: Revision of Directive 2008,/113/EC, Euwropean
Parigmentary Research Service [EPRS), February 2021 p. 1, ovoilable af hittps )/ fwew eurcpar.ou-
ropa.oy/RegDato fetudes /BRIE F2021/6424604 /EPRS BRI 202116624604 EN.pot [eccessed
10,10, 2025).
* European Commission: Communication from the Commission to the Council and the European Padia-
mant - Critical Infrastructure Protection in the fight against terrorism, COM/2004,/0702, 2004,
* Eurcpean Commission; Green Poper on a Ewrapean pragramme for eritical infrastructure protection,
COM/2005 /0578, 2005,
* European Commission; “The Euwropean Progromme for Critical Infrastructure Protection”,
MEMOD 04 47T, 12 December 2008, availoble at: httn:/ fec.europo.eu/ cammission presscomar fde-
;Il_qi!'.-"trr-.-rn*urr-ﬂ 0477 [last accessed 05,08, 2025)

Ibsicd,
& Council Directive 2008,/M4/EC of 8 December 2008 on the identification and designation of Euro-
pean eritical infrastructures and the assessment of the need te imprave their protestion, OJ L 545,
23.12.2008., p. 75/82.
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the ECI Directive, as laid down in the Article 1, was to establish o common procedure for the
identification and designation of European Critical Infrastructures (ECls) and fo previde a
commen approach for assessing the need to improve their protection.

Article 2{a) of the ECI directive provides that, firstly, critical infrastructure is an “asset, system
ar part thereof located on EU territary, which is essential for the maintenance of vital societal
tunctions, health, safety, security, economic or well-being of people, and the disruption or
destruction of which would have a significant impact an at least two Member States, as result
of the failure to maintain these functions.” Meanwhile Article 2(b) defines an ECI as “critical
infrastructure located in Member States the disruption or destruction of which would have a
significant impoct on ot least two Member States. The significance of the impact shall be
assessed in terms of cross-cutting eriteria. This includes effects resulting from cross-sector
dependencies on other types of infrastructure”. Theretore, the ECI Directive revolved around
infrastructure with a cross-berder element.

The ECI Directive also hod a very narow scope, limited to just two sectors: Energy and
Transport.” Muclear facilities were excluded, ond while the potential future inclusion of the
Infarmation and Communication Technology (ICT) sector was mentioned in Article 3(3) and
Recital [5) of the ECI Directive, it was not coverad.

The Directive established specific mechanisms. For the identification and designation of ECls,
Articles 3 & 4 of the ECI Directive stated that Member States were respansible for identifying
potential ECls within their ternitory based on cross-cutting eriteria (potential cosualties, eco-
nomic impact, public effects) and sector-specific criteria, Importantly, the formal designation
of an infrastructure as an EC! invelved a bilateral or multilateral precess, where other poten-
tially affected Member States would be notified and have opportunities to provide input,

After designation, the ECI Directive provided specific obligations for the operators of ECls,
Crucially, aceording te Article 5 of the ECI Directive, the owners or eperators of ECls had te
develop an Operater Security Plan (OSP), which consisted of identifying ossets, conducting
risk assessments, and identifying security measures. Next to the OSP, each operator or owner
ot an ECI glse had to designote o Security Licison Officer (SLO) to act as o contact point
between the ECI and the national autharities (Article & ECI Directive). Finally, Member States
also had reparting obligations - providing the Commission with relevant information on rigks,
threats and vulnerabilities in the ECls on the territary of the respective Member State |Article
7).

From the ECI Directive to CER Directive

During the 2010s multiple academic analyses, evaluations of the ECI Directive, and a Commis-
sion 2012 study on the ECI Directive identified that the impact of the ECI directive was limited
and its implementation uneven.”

* lbid, Annex I,

¥ Ewropean Commission: Evaluation study of Council Directive 2006,/114 on the identification and des-
ignation of European critical infrastructures and the assessment of the need to improve their protection,
2 April 201, ovailable o htips:/ /op suropa.eu/en/ publication-detail /- fpublication/118ded 5d-b041-
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The most significant failure of the ECI Directive was the extremely low number of infrastruc-
tures actually designated as ECls acrass the EU. The requirement for bilateral agreement be-
tween Member States, while useful in theory, turned out to be cumbersome and politically
sensitive, hindering the effective functicning of the designation process.” Furthermare, the re-
striction of the ECI Directive’s applicability to only the Energy and Transport sectors become
increasingly inodequate as threats evelved and the ertical rele of other sectors, particularly
the ICT, become more apparent.”

As a result, the low number of designated ECls meant that few new OSPs were developed,
resulting in a low level of real improvement in security levels that could be actually attributed
to the ECI Directive, begging the guestion of whether similar results could hove been achieved
with less intensive and binding means. Additionally, there were apparent gaps in the imple-
mantation of the ECI Directive, as practice varied significantly across Member States, under-
mining the idea of a ‘comman Eurcpean approach’.

Finally, there was o fundamental shift in the approach towards eritical infrastructure protec-
tion. ‘Pretection’ was censidered through the lens of traditional risk manogement in order to
avoid and prevent unwanted events in certain critical infrastructure secters.” Meanwhile, in
academic debates, and also Horizon Europe research funding programmes, the debate moved
away from just "protection” to the broader concept of "resilience”, which cbserved the whele
crisis management cycle.” This signolled the recognition that complete protection was not
realistic and therefore in addition te protection measures have to be taken focusing on ab-
sorptive and adaptive capabilities in cose of disruptions and recovery strategies.”

The necessity for reform can not only be atfributed to the flaws in the ECI Directive, but alse
to a rapidly changing security and threat landscape. The nature, frequency and sophistication
ot threats continued to evolve beyond just terrerism. The 20105 sow o rapid increase in cyberat-
tacks specifically torgeting eritical infrastructure, the frequency and impoct of extreme
weather events on critical infrastructure, and the emergence of hybrid threats. Furthermore,
the ever-increasing level of digitalisation of all sectors, and the dependency on ICT services,
meant that the ECI Directive essentially fell out of relevancy.

These reasons led to the Europeon Commission drafting a Directive (EU) 2022/2557 on the
Resilience of Critical Entities [CER Directive). The CER Directive entered into force on 1 January
2023, repealing the EC! Directive and currently constitutes the legal bosis for aligning EU
Member States’ policies aimed at protecting and increasing the physical resilience of signifi-
cantly expanded list of sectors assigned the status of CI.

"lbid. p. 32 - 33.

% |bid. p. 30.

" Chrigter Pursiginen/Eeers Kyttman: From European eritical infrastructure protection to the reslisnce
of European eritical entities; what does it mean?, in: Sustainoble and Resilient infrastructure, vol. B
(supl), 2022, p. 85-101; see alss Eurapean Cormmission: Evaluation study of Couneil Directive 2008,/14
an the identification and designation of European eritical infrastruetures and the sssessment of the
need to improve their protection, 2 April 2009, p. 2B,

" See for a more extended discussion Ramanos VilpiSouskas et al.: 0.7.1 long policy report on the rules
alignment of protecting critical infrastructure in interdependent states, 2025, available af; hitp://in-
wigarat. au fwp-content f uploads 2025 /05071 lnvigoratEl long-policy-report public.pdt (last oo=
cessad 05,09 2025).

¥ |bid.
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The CER Directive aims to reduce vulnerabilities and strengthen the physical resilience of ‘erit-
ical entities’ against a wide array of risks, The Directive has a much larger scope than the ECI
Directive, applying to critical entities within eleven specified sectors: 1) energy; 2) transport;
3} banking; 4) financial market infrastructures; 5) health; &) drinking water; 7) wastewater; 8)
digital infrastructure; ¥) public administration; 10) spoce; and 1) food.

The CER Directive tokes a more holistic approach fo critical entities’ protection, requiring
Membar States to adopt o national strategy for enhancing critical entity rasilience, and con-
duct regular risk assessments, covering relevant natural and man-made risks, including cross-
border and cross-sectoral ones (the first strategy and risk assessments are due by 17 January

202é8).

Fellowing the national strategy and the risk ossessments, Member States, within & manths,
need to identify critical entities, using relevant identification eriteria. For example, whether
the entity provides one or more essential services, operates critical infrastructure in the Mem-
ber State, and whether an incident would have significant disruptive effects. The Commission
in this regard hos established o non-exhaustive list of essentiol services to aid the process of
identification.

Once critical entities have been identified, Member States should: 1) designate one or more
competfent authorities responsible for supervising the Directive's apgplication and ensure that
the respective authorities have the necessary powers and rescurces, including, but not limited
to the right to conduct inspections and the right fo impose penalties for non-compliance; 2)
provide suppert through guidance such as best practices, training and simulations or exercises;
and 3} establish rules for critical entities to conduct background checks on personnel in sansi-
tive positions.

Meamwhile, critical entities also have o set of obligations that have to be implemented within
10 menths of being notified of their designation as o "eritical entity’ by the respective Member
State. Firstly, critical entities also have to conduct individual risk assessments at least once
avery four years. Secondly, on the basis of the risk assessment, critical entities have to take
the appropriate and necessary technical, security, and orgonisational measures to ensure their
resilience. All of the taken measures need to be decumented in a resilience plan. Thirdly, in
case of any incident that significantly disrupts or has the patential to significantly disrupt the
provision of essential services, the critical entity must notify the competent autherities without
undue delay.

Furthermore, critical entities can also be identified as being of ‘particular European signifi-
cance’, where the respective critical entity provides essentiol services in or for six or more
Member States. In this case, the entities may be subject to advisory missions organised by the
Commission to assess their resilience plans and risk assessments,

In parulla| to the -::hliguiinns for Member States and critical entities, the CER Directive also
establishes the Critical Entities Resilience Group [CERG), chaired by the Commission and com-
posed of Member States representatives. CERG aims to facilitate cooperation, the exchange
of information, and the development of best practices related to the resilience of critical an-
tities. However, the effectivenass of such an institutional mechanism will |mga|}r dapamﬂ an the
degree of commitment and information-sharing by Member States. The CERG's advisory and
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coordination mandate, unlike mechanisms in other EU policy areas - such as ENISA's opera-
tional role in cybersecurity - lacks counterbalance through formal enforcement or supervisery
powers. This limits its ability to ensure consistency across Member States and to address per-
sistent asymmetries in national capacities. Nonathaless, it effectively used as a plattorm for
peer leorning and joint risk assessment, the CERG could evolve into o central forum for building
trust, enhancing fransparency, and exchanging best practices between Member States.

Evolution of EU-wide Policies in Cyber Security - from NISI to NIS2

As praviously mentioned, the 20M10's saw a rapid increase in cyberattacks, which had a strong
cross-border element, as evidenced by the interconnectedness and interdependence of EU
systems, services and entities. The NIS] Directive was the first EU level instrument aimed ot the
protection of network and infarmation systems across the Union.” The NISI Directive set out
minimum cybersecurity requirements for ‘operaters of essential services’ (OES), digital service
providers [EI'SF‘:I, and Member States. OES were e&s.en’riu'"y antities operating in critical sectors
such os energy, transport, banking, financial market infrastructure, healthcare, drinking water
supply, ond digital infrastructure, while DSPs concemned online marketplaces, online search
engines, and cloud computing services. The NIS1 Directive offered broadly two categories of
::Ib|igl:.|’rir.:|n5: ]]- mfeguurding ::||:|n|ig|::’rin:|n5_. which require organisations to put in place "appro-
priate and proportionate” security measures, and 2) information obligations, which require the
sharing of disclosure of information.

Similarly to the ECI Directive, implementation proved to be difficult and resulted in a wide
amount of fragmentation acress Member States. However, there were plenty of other issues
with the NIS] Directive outlined in a Commission Staff Working Document attached to the NIS2
Directive proposal.” Essentially, the NISI Directive “fell shart of ensuring a fully engaging, co-
herent and pro-active setting that could guarantee an effective take of shared responsibilities
and trust ameong all relevant autherities and businesses [...] The NIS] Directive revealed inher-
ent weaknesses and gaps that make it incapable of uddmssing [] crbama-nuri!].r ﬂhﬂ“ﬂ-ngﬂﬁ-
These cencemn [..] a lock of clarity on the NIS] scope, insufficient consideration of the increas-
ing interconnectivity and interdependencies within EU economies and sccieties, the lack of
alignment between security requirements and reporting obligations, a lock of effective incen-
tives for information sharing or operational cooperation amang relevant authorities and dif-
terence in treatment of comparable businesses across Member States and sectars.™ There-
fore, to clleviate those gaps in the scope of the NIS] Directive, to remove discretionary Member
State power, and fo strengthen supervision and enforcement powers, the NIS2 Directive was

proposed.

* Robert Mikac: Protection of the EU's Critical Infrastructures: Results and Challenges, in: Applied Cy-
bersecurity & Intermet Governance, vol, 2, ne, 1, 2023,

" European Commission: Commission Staff Working Document - Impact Assessment Report Accempa-
nying the document Proposal for o Directive of the European Parlioment and of the Council on measures
far a high common level of cybersecurity across the Union, repealing Directive (EU) 2016,/148,
SWD,/2020/345 final - part 1/3, 2020

® bid.
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The NISZ Directive,” which entered into force in Jonuary 2023, repeals and replaces the first
NIS Directive (EL} 2015,/1148.%" The NIS2 Directive aims to achieve a high level of cybersecurity
acrass the Union, and it achieves this through significantly expanding the scope of entities
cavered by the Directive, strengthening cybersecurity risk manogement requirements and in-
cident reporting obligations.

The scope of the NIS2 Directive has a sectoral element and o size element. Firstly, according
to Article 2 of the NIS2 Directive, entities covered by the aforementioned Directive generally
include medium-size and large organisations. The NIS2 Directive defines medium-size and
large organisations as 1) employing 50 or more people and having an annual tumover or bal-
ance sheet exceeding 10 million EUR; or 2) employing over 250 individuals regardless of finan-
cial considerations;” although smaller entities can alse be included by Member States, where
they identify o high-security risk profile. Furthermore, certain types of entities such as trust
service providers, DNS providers and some other parts of the digital infrastructure sactor are
covered regardless of size.

Secondly, the NIS2 Directive categorizes entities into fwo main groups: ‘essential entities’ and
‘impertant antities', reflecting the extent to which they are critical as regards their sector.
Essential entities are covered by Annex | of the NIS2 Directive |'Sactors of high criticality’) and
include the following sectors: Energy; Transport; Banking; Financial market infrastructures;
health; drinking water; waste water; digital infrastructure; ICT service management; public
administration; space. Meanwhile Important entities’ are covered by Annex | of the NIS2 Di-
rective ['Other critical sectors’) and include the following sectors: Postal and courier services;
waste management; manufacture, praduction and distribution of chemicals; preduction, pro-
cessing and distribution of food; manufacturing; digital providers; and research.

The requirements for Member States are by-and-large similar to the previcus NIS! Directive.
Article 7 of the NIS2 Directive requires Member States to adept and implement a national
cybersecurity strategy that provides for the strategic objectives, the rescurces required to
achieve those objectives, and appropriate policy and regulatory measures with the aim of
ensuring and maintaining a high level of cybersecurity. Furthermore, as required by Article 8
of the NIS2 Directive, Member States also have the responsibility to designate or establish one
or more competent authorities responsible for eybersecurity and supervisory tasks and to es-
tablish a single point of contact, which would ensure cross-border cooperation. Article 9 of
the NI52 Directive requires Member States to designate or establish one or more competent
authorities responsible for the management of large-scale cybersecurity incidents and crises,
while Article 10 of the aforementioned Directive requires that Member States alse designate
ar establish ene or mare Computer security incident response teams (CSIRTs) that are respon-
sible for risk and incident handling.

¥ Diractive (ELY) 2022 /2555 of the European Parlioment and of the Council of 14 December 2022 on
measures for a high commen level of cybersecurity across the Union, emending Regulation (EU] Ne
#10,/2014 and Directive (EL) 2018/1972, and repealing Directive (EL) 2016/1148, CJ L 333, 27.12.2022,,
p- 80.-152.

* Directive [EU) 2014/1148 of the European Parliament and of the Council of & July 2014 concerning
measures for a high comman level of security of network ond information systems across the Union, O
L 194, 19.7.2004,, p. 1. - 30.

# Article 2(1) of Annex | to the Commission Recommandation af & May 2003 concerning the definitian
of micro, small and medium-size entarprises OJ L 124, 20.5.2003, p. 34/41
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It should be noted that the competent authorities under Article 32 of the NIS2 Directive have
had their supervisory and enforcement powers strengthened te, for example, conduct audits,
on-site inspections, request information and perform security scans, as well as strengthening
the administrative fines that can be imposed against ‘essential’ or important’ entities in breach
of the HIS2 Directive.

However, the obligations for entities covered by the scope of the NIS2 Directive are substan-
tially different, when compared with the Directive's predecessor. Importantly, Article 21 of the
MIS2 Directive requires that essential and important entities implement appropriate and pro-
portionate technical, operaticnal, and organisational measures to manage risks to their net-
work ond information systems. Article 21 of the NISZ Directive alse lists 10 boseline measures
that all entities must implement, fer example, incident handling procedures, basic cyber hy-
giene practices, human resources security, supply chain security, and more.

The NIS2 Directive continued to build on reporting obligations under the NISI Directive. Article
235 of the NIS2 Directive requires that entities notify the competent authority or the CSIRT of
any ‘signiticant incident’ without undue delay through o multi-stage process: 1) an early warn-
ing [within 24 hours] when the entity becomes aware of an incident; 2] the incident notifica-
tian [within 72 howrs), providing an initial assessment of the incident; 3] an intermediate report,
where requested by the national authority or the CSIRT; and, finally, 4) a final report (within
one month), providing detailed information of the likely root couse, the necessary mitigation
measures and the evaluated cross-border impact of the incident,

What is alse important is that the NIS2 Directive creates a liability regime for the management
bodies of the essential and important entities falling under the scope of the Directive, where
they have not taken the necessary steps to approve and infroduce cybersecurity risk manage-
ment measures or folled fo oversee the effective implementation of the aforementioned
measures.

The Symbiotic Nature of the CER and NIS2 Directives and Potential Chal-
lenges to their Implementation

The CER Directive and NIS2 Directive, while tackling different types of threats, are comple-
mentary by their nature, Firstly, many entities operating eritical infrastructure are very likely to
be identified os both o ‘critical entity’ under the CER Directive ond an ‘essential’ or ‘impartant’
entity under the NIS2 Directive. Secondly, The framewark acknowledges that eyber risks cov-
ered by the NIS2 Directive and physical risks covered by the CER Directive are often linked.
Cyberattacks con couse physical damage or disruption (e.q., manipulating industrial control
systems), while physical events (e.g., power outages, natural disasters) con disable critical IT
gystems. The NIS2 Directive's requirement for an "all-hazards” approach to critical infrastrue-
ture related risk management i+'n|::||1'l::i’r|:|.I requires entities to consider the potential physical con-
sequences of cyber incidents. Meanwhile, CER's focus on overall resilience also requires en-
suring the continuity of services even when supporting digital systems are impacted by physical
events. Thirdly, both the CER and NIS2 Directives require cooperation and the regulor ex-
change of information between the national competent authorities designated in the respec-
tive Member State under CER Directive and those designated under NIS2. Finally, there are
what could be considered as ‘external bridging measures’ for the functioning of both direc-
tives, For example, the EU Critical Infrastructure Blueprint alms to provide o framework for
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coordinating the EU-level response to significant cross-border disruptions to eritical infrastruc-
ture, regardless of whether the trigger is physical or cyber. ™

It should be noted that the implemantation of NIS2 and CER Directives will present new chal-
lenges for the relevant industries in both EU Member States and candidate countries, Firstly,
“eritical entities’ under the CER Directive and 'essential’ or “important’ entities under the NIS2
Directive that hove been brought into the scope of the regulatory fromework will need fo moke
large investments to strengthen both their physical security and cybersecurity. While certain
entities might be well-versed in some of those practices, they might lack the necessary know-
how and experience in implementing cyber risk management systems and incident reporting
protecols as well os expertise and resources to upgrode their physical security and resilience
policies in the face of changing threats, for example, octs of sabotage or petential civilian
drone attacks.

Second, the requirements set by new EU legislation might be particularly challenging for com-
panies operating in several EL Member Stafes once they implement those common norms
within their specific notional legal and insfitutional confext possibly leading to different re-
quirements. Fer example, under the NIS2 Directive a company operating in three different
Member States might have to fulfil strict reporting obligations to be prepared for cyber inci-
dents and attacks in those three Member States that might have differently implemented re-
quirements. This could lead to operaticnal inefficiencies.

Third, the NIS2 Directive, occording to Articles 21[2)(d) and 21(3) requires ‘essential” and ‘im-
portant’ entities to implement “a supply chain security palicy which governs the relations with
their direct suppliers and providers™.” This requirement could prove to be very difficult to fulfil,
aspecially for medium-sized companies, which have not hod experience in supply-chain mon-
itoring. Furthermore, this requirement could have spill-over etfects, artificially extending the
scope of the NIS2 Directive to SMEs, which do not directly fall under the scope, but are forced
to implement extensive and heightened security measures to remain part of the supply chain
with entities falling under the scope of the NIS2 Directive.

Meanwhile, it seams that the largest ditficulty with the CER Directive will still concermn prevent-
ing the fragmenfation of Member State and critical entity practices. While Article 4 of the CER
Directive requires Member States to develop national strotegy plans and risk assessments,
Member States might have different interpretations and standard systems to measure the re-
siliency of ‘critical entities’, as well as what falls under that definition.? Ditfering technical
standards or lack therect in the absence of clear rules could lead to gaps in implementation

# Council recommendation of 25 June 2024 on a blueprint to coordinate o respense at Union level to
disruptions of critical infrastructure with significant cross-border relevance Q) C, C/2024 /4571,
5.7.2024,

I ENISA: Implementing Guidance on Commission Implementing Regulation [EU) 2024/2490 of 17 Oe-
tober 2024 laying down rules for the application of Directive (EU) 2022/2555 as regards technical
and methodological requirements of cybersecurity risk-management measures, October 2024, p. 57.
4 Marcos 1. Alexopoulos, Arto Niemi, Bartosz Skobiej, Frank Sill Terres: Examination of the Critical Infra-
structure Resilience Diractive from the Maritime Paint of View, in: Journal of Camman Market Studies,
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of the CER Directive, leading to companies taking decisions on ensuring resiliency bosed on
cost-afficioncy rather than effectiveness.™

Finally, it should be noted that while the NIS2 Directive and the CER Directive are arguably the
most notable and mast directly concerned legislation on the protection and resilience of crit-
ical infrastructure, there are other legislative and nen-legislative mechanisms within the EU
that are connected to this policy field. One such exomple is Regulation 208 /941 on risk-pre-
paredness in the alectricity sector, which provides o system for Member States to assess risks
and identify possible electricity crisis scenarias. ™ In that regard, the Directive requires Member
States to prepare national risk-preparednass plans and strengthens cross-barder cooperation.

Similarly, Regulation 2017 /1938 on gas supply security’” olso requires Member States to con-
duct risk assessments and develop preventive action and emergency plans in erisis situations,
as well as strengthening Member State sclidarity and cooperation, Furthermare, the protection
of eritical infrastructure is not limited to legislative acts, but also strategy documents. For ex-
ample, the EL Security Union Strategy 2020 - 2025, EU Preparedness Unicn Strategy and the
EU Counter-Terrorism Agendo, os well os the EU Toolbox on 5G Security are oll important
framewarks, strategies and appreaches that impact the protection of eritical infrastructure in
the Eurcpean Union.

Conclusion

The emergence of the EU-wide framework for the protection of Cl reflects o gradual evalution
trom fragmented national measures to a coordinated, harmonised European approach, which
is based on shored security and resiliency objectives. The initial framewark, born out of post-
2/ counter-terrarism concemns, laid the groundwork for idenfifying and protecting assets,
which could affect multiple Member States, it they were to be disrupted. However, the ECI
Directive was limited in scope both conceptually ond regarding the covered sectors.

As the EU continued developing, the increasing interconnectedness of sectors, the evalving
digital interdependencies, and the growing complexity of hybrid and cyber threats revealed
the need for a broader and more adaptive policy framewark. The development of the subse-
quent CER and NIS2 Directives marks a maturation of the common European approach, mov-
ing away from a focus on the protection of specific Cl, to a more comprehensive systern aimed
at ensuring the resilience of CEs, not only against counter-terrorism and physical threats, but
against all hazards, both physical and digital.

In essence, the EU framework for the resilience of Cl has evolved from reactive, sector-specitic
measures to an integrated resilience-based sirategy. This franstormation underscores a shift

*lbid,

* Regulation (EU] 2019/941 of the European Parliament and of the Council of 5 June 2019 on risk-
preparedness in the electricity sector and repealing Directive 2005/82/EC, QJL 158, 4.6.201%. p. 1 -
21

# Regulation (EU) 2017 /1938 of the European Parliament and of the Council of 25 October 2017 con-
cerning measures to sofeguard the security of gas supply and repealing Regulation (EL) No #94,/2000.
OJ L 280, 28.10.2017, p. 1 - 54,
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in the Union's understanding of security. At the some time, as noted above, it also raises im-
portant challenges in terms of aligning Cl peolicies among countries and their practical imple-
mentation.

3 The Analytical Framework for Assessing the Current State, Chal-
lenges and Ways for Improving the Alignment of Cl related Policies in
selected EU Member States and Candidate Countries

The Literature on Policy Implementation and EU Compliance

The evolution of the EU-wide norms on protection and resilience of Cl shows that during the
bast 10-15 years the supranational norms were extended to cover mare domains (physical and
cyber) and increasingly more sectors (from two to six to eleven) in addition te shifting attention
fram protection fo resilience. The expansion of the scope of Cl regulatory pelicy has been
presented by the European Commission as motivated by the growing interdependencies be-
tween Member States as well as different sectors and Cl aperators in the background of tech-
nelogical transformation and expanding landscape of threats.

According to scholars following these policy developments, they seem to fit three ditferent,
but compatible accounts of European integration: {neo)functionalist integration which takes
place in response to the functional demands of economic entities and member states in re-
sponse to growing cross-berder interdependences, technelogical developments and changing
external threats; European “multi-level governance” with different competencies being as-
signed to differant levels of governance while member states guard their national security
competencies and at the same time aim to increase protection and resilience of Clin a coor-
dinated way; and “principle-agent approach”™ when member states decide to delegate certain
tunctions to the European Commission because it has relevant expertise ond better equipped
to deal with infarmation asymmetries.”® Mareover, one could add that after the revival of the
EU enlargement agenda by the Russia’s unprovoked full-scale war in 2022, this functicnal
spill-over is in the process of being supplemented by geographical spill-over as prospective
members align their Cl policies with obove discussed EU norms,

However, the conclusion that this regulatory evelution "attests to increasing regulation of the
Cl sector, both deepening and widening the supranational tendencies in this field” has been
so far based on the assessment of the regulatory norms adopted on the EU level.™ In other
words, as it is well know from the implementation studies in political seience generally and
trom the compliance studies within the EU) member states more concretely, the same EL norms
can be transpesed and implemented differently in different member states. This hos also been

& Christer Pursiginen/Eero Kytomaa; From European eritical infrastructure protection to the resilience
of European critical entities: what does it mean? In Sustainable and Resilient Infrastructure, B (1), 2022,
p. 75-04,

** Christer Pursicinen/Eero Kytomaa: From European criticol infrastructure protection to the resilience
af European eritical entities: what does it mean? In Sustainable and Resilient Infrastrueture, B (1), 2022,
p. ¥
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the case with the ECI Directive and NIS Directive, as noted above in the discussion of the
arguments provided by the Eurepean Commission for the need to upgrade the EU legislative
framework. Besides, as studies of the Cl policies in the Baltic States [and Norway) illustrate,
even countries with such a similar threat perception and recent history of institutional reforms
as well oz EU and NATO accession as Estonia, Latvio and Lithuania can have rather different
approoches to protecting CL*

All of the above-mentioned studies, however, do not systematically analyse the causes of the
divergence of Cl protection pelicies in the EU member states. This policy report aims to fill this
gap in advancing the knowledge of Cl palicy implementation and cocordination issues which
so far have been mostly assessed from the technical and engineering perspectives.” Analyses
of how threat perception is translated inte Cl protection and resilience policy, how it interacts
with the adoption of the EU-wide framewark and which factors affect the implementation of
these policy measures within selected EU member states as well as candidate countries could
provide useful academic and policy relevant insights into advancing our understanding of this
policy area and the alignment of functional needs originating from interdependencies with
national policies and politics. This could also shed more light on the differences between pro-
tecting and enhancing resilience of infarmation (cyber) infrastructure compared to physical
infrastructure.

There is a rich body of literature which has been developed during the recent decades on
policy implementation and compliance with ELl norms, Originating from the US in 1970z, the
studies of policy implementation peinted to the impertance of paying closer attention to what
happens after policy decisions are made and legal nerms are edopted, peinting to the ample
evidence that implementation results, outputs and outcomes deviate from those initially in-
tended.* The policy implementation studies focused on conditions of efficient and effective
implementation painting to the importance of clearly defined policy goals ond objectives, and
the agreement regarding them between parficipating institutions and stakeholders, proper
causal theory to guide the cheice of policy measures, proper institutional structure allowing to
avoid overlaps of responsibilities, coordinate and communicate effectively as well as learn
trom implementotion experience, odequote resources (personnel, funding, expertise, time) and
taking into account external factors such as changing technalagical, pelitical, econamic and
social circumstances.™ These insights have been later used in studying implementation of the

“ Maris And?ans/Andris Sprods/Ulf Sverdrup [eds.): Critical infrastructure in the Baltic States and Nor-
ways sfrategies ond practices of protection and communication, Latvian Institrte of International Affairs,
2021,

* See, for exaomple, Tim Prior: Measuring Critical Infrastructure Resilience: Possible Indicators, Risk and
Rosilionce Report ¥, Centre for Security Studies (C55), ETH Zurich, 20014; Roberto Setolo/Eric
Luiijf /Marignthi Theacharidow: Critical Infrastructures, Protection and Resilience, in: Roberte Setola et
al. {eds.] Managing the Complexity of Critical infrastructures. A Modelling and Simulation Approach.
SpringerOpen, 2014; European Commission: European Reference Network for Critical Infrastructure Pro-
tection: ERNCIP Hondbook 2018 edition, Joint Research Centre Technical report, 2018.

2 this respect the full title of the study which initiated policy implementation debates is very instructive
- Jeffrey L. Pressmon/Aaron Wildavsky: Implementation. How great expectations in Washingten are
dashed in Oakland: or, why it's amazing that federal programs work ot all, this being o soga of the
economic development odministration as told by two sympathetic observers whe seek fo build morals
on o foundation. University of California Press, 1975,

*Seae Brian W. Hogwood fLewis A Gunn: Paliey analysis for the real warld, Oxford Univarsity Preas, 1984;
Danial A. Mazmanian,Poul A. Sabatier: Implementation and Public Policy. Bloomsbury Academic, IPBF;
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EU norms within the multi-level polity, especially since early 1990s as Europeon integration
advanced with the relaunching of the Single market preject, Economic and manetary union
and various regulatory policies cimed at dealing with externalities crossing borders and grow-
ing interdependancies.™

The EU complionce studies have focused on the implementation of EL norms, often pointing
to the uneven record of transposition and investigating possible couses of the uneven proc-
tices. Some studies, representing state-based explanations, linked the difficulties in EL) mem-
ber states’ compliance and implementation of EU norms to the lack of administrative capaci-
ties, for example, government inefficiency or corruption.®® Other state-bosed explanations
pointed fo the importance of national public opinion and argued that higher support for Eu-
ropean integration focilitates implementation of EU norms.™ The non-complionce has alse
been explained by high institutional misfit between the EU-wide norms and national status que
as well as preferences or beliefs held by domestic, pelitical, administrative and social actors.™

Crther research found that non-complionce resulted from national preterences when they were
ignored during the stage of negotiations of particular directive as an incentive to deviate from
it during the process of implementation as well as the amount of discretion granted to member
states.™ Furthermore, examining large data sets of detected violations of EU legal norms au-
thors ossessed several dominant explanations proposed by enforcement, management and
legitimacy opproaches and concluded thaot powerful EU member states tend to violate EU law
more often while best compliers are small countries with efficient bureovcracies,™ The related
streamn of EU external governance studies found that the effectiveness of EU rules transfer to

Paul A, Sabatier: Top-Down and Bottom-Up Approaches fo Implementation Research: o Critical Analysis
and Suggested Synthesis, In Joumal of Public Policy, &(1), 1984, p. 21-48.

* For an exomple of the discussion of the foctors of successful policy implementation inspired by im-
plemantation studies in the context of implementing EL norms see Dionyssis Dimitrakopolous) Jeremy
Richardson: Implementing EU public policy, In Jeremy Richardson (ed.) European Union. Power and Pal-
icy-moking, Routledge, 2™ edition, 2001, p. 335-554,

* See Cormel Coyle: Administrative capacity and the implementation of EU environmantal policy in
Ireland, in Regional Politics and Policy, 4, 1994, p. p. §2-7% Geoffray Pridhom: Notional environmantal
policy-making in the Eurcpean frameweork: Spain, Greece and Italy in comparison, in Regional Politics
and Palicy, 4, 1994, p, 80-101; Heathar Mboye: Why national stotes comply with supranational law; ax-
plaining implementation infringements in the Eurcpean Union, 17731993, in European Union Politics, 2,
2001, p. 25%-81,

* Pator Lampinen/Petri Uusikyla: Implernentation deficit - why member states do not comply with EU
directives, in Scandinavian Palifical Studies, 21, B98, p. 2531251,

*' See Christoph Knill/Andrea Lenschov: Coping with Europe: the impoct of British and German admin-
istrations an the implementation of EU anvironmental policy, In Jownal of Eurspean Public Palicy, 5(4],
1998, p. 595-414; Christaph Knill /Dirk Lehmkuhl; The national impact of European Union regulatery pelicy,
in Ewropean Journal of Political Research, 41[2), 2002, p. 255-280; Viktoria Brendler/Eva Themann:
Does institutional mistit trigger customisation instead of non-compliance? In West European Polifics,
475), 2024, p. 515-542.

*“ See Robert Thomsen/Rene Torenvlied Javier Arregui: The Paradox of Compliance: Infringements and
Delays in Fansposing European Union Directives, in British Journal of Political Science, 37, 2007, p. 685-
TR,

* Tanja A. Borzel fTobia Hofrmann/Diana Panke /Carina Sprungk: Obstinate and inefficient: why member
states do not comply with Ewropean law, in Comparetive Pelitical Studies, 43(11), 2010, p. 1543-1370.
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candidate countries depended on the credibility of EU conditionality and the demestic costs
of rule adoption.™

As the EU enlarged, in particular with the "big bang” enlargement into Central and Eastern
Europe in 2004-2007, increasingly mare attention has been devoted to the compliance with
EU norms in "old” and “new” member states or extending existing classifications of EL member
states on the basis of their record of complionce to Central and Eastern European countries.
The main finding was that most “new” member states, especially Baltic countries, showed rel-
atively positive record of compliance, generally far better than most “old” member states.* It
was hypothesized that it might be explained by a greater susceptibility of new member states
to maming ond shaming by the European Commission and an institutional investment in legis-
lative capacity (although in some Central European states such as Hungary or Poland the com-
pliance with EU law, including the principle of the rule of law, has become a matter of con-
traversy since 2010s-2015s highlighting the importance of shifting domestic palitical incen-
tives).

Other scholors argued that surprisingly good complionce record of recently acceded EU mem-
ber states might be on outcome of the difference between purely formal compliance and
actual non-compliance in practice (“the werld of dead letters”), which was, however, more
difficult to assess.*® Others came to the conclusion that neither this, nor other deminant ap-
proaches of enforcement, management and legitimacy could convincingly explain why Central
ond Eostern European countries showed better complionce record compared to other EU
meamber states.” They hypothesized that pre-accession conditionality could explain why these
new membar states performed so well. However, this explanation could be linked back with
toctors emphasized by enforcement and manaogement approaches, as pre-accession condi-
tionality forms strong incentives for candidate couniries to comply with EU norms in order to
advance in their process of accession into the EU - of course, provided that there is a domestic
political consensus on the goal of EU membership - and, at the same time, they benefit from
EU technical and financial assistance measures aimed at improving their administrative ca-
pocities to comply with EU norms .

The A|ignma nt of Cl related National Policies - Guide for Anuhrsis

This section presents the analytical framewerk for the qualitative analysis of implementing Cl
related paolicies, especially their alignment with EU-wide norms, in selected EU member states
and candidate countries based on the obove reviewed studies. It adopts the argument pro-
posed by Jonas Tallberg that compliance with international requlatory agreements can be best
achieved when two opprooches of enfercement and management are combined to make

* Frank Schimmelfennig,/Uirich Sedelmeier: Governance by conditionality; EU rule transter ta the can-

didate countries of Central and Eastern Eurcpe, in lournal of Ewropean Public Palicy, 11[4], August 2004,
- G61-679,

ﬁ Ulrich Sedelmeier; After conditionality; post-occession compliance with EU low in East Central Eu-

rope, in Jowrnal of Ewopean Public Policy, 15(6), September 2008, p, B04-825.

% Gerda Falkner/ Oliver Treib; Three worlds of compliance or four? The EU-15 compared to new member

states, in Journal of Comman Morket Studies, 44(2), 2008, p. 293-313.

“*Tanja A. Borzel /Ulrich Sedalmeiar: Larger and mare law abiding? The impoaet of enlargement on eam-

pliance in the European Union, in Jounal of Ewropean Publie Palicy, 24 (2), 2017, p. 197-215.
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them more effective.”® In other words, enforcement, which focuses on the calculus of actors,
whether it pays-off to comply with particular norms seeing it as a matter of incentives, and
management, which sees compliance failures as originating from then lack of capocities (i.e.
lack of infarmation, expertise, funding) are seen as complimentary rather than alternative ap-
proaches.

Although it is not the cbjective of this pelicy repert to come up with comparative assessment
of which countries comply with Cl nerms maost, the analysis of the factars seen as relevant for
the effective compliance can provide important material in advancing our understanding of
the state of Cl protection and resilience in the EU and candidate countries and the factors
behind it.

First, however, drawing on the policy implementation literature which underlines the agree-
ment of the participating institutions and stokehalders on policy as well as taking inte account
the importance of threat (or risk) perception for the implementation of Cl related policy
measures, it points to the need to be attentive to how they are cutlined in the relevant notional
policy documents, strategies and other legal norms, The evidence of alignment of views re-
garding threats fo Cl - arguably a key precondition for the agreement on the geals such as Cl
protection and resilience - and policies aimed at mitigating or managing them among the key
participants in the Cl related policy subsystem on supranational, natienal and micro levels
should signal conditions conducive to effective policy implementation.

Second, it is important fo assess the instifutional context of Cl related notional policy formation
ond implementation, how are the institutional roles and responsibilities defined, are there over-
laps or gaps in terms of national coordination and communication processes, how learning
takes place. These sets of policy and institutional characteristics should be outlined before
moving fo the discussion of incenfives aond copabilities to implement Cl reloted policy
measures as proposed by the enforcement and management appreaches.

Third, the factors stressed by the enforcement and management approaches should provide
a more nuanced discussion of the current state of Cl policies in the selected countries, chal-
lenges they face and directicns to increase their effectiveness. The enforcement approach,
tocused on the structure of incenfives, stresses coercive strategy of monitoring and sanctions
and should direct ottention to the instruments that both European Commission and national
regulatory autherities menitering compliance with Cl pratection and resilience norms use with
respect to nperniurs,l"nwners. of critical infrastructure. It should be guided by the unu|y5+'5 of
how monitering procedures of risks ossessments, designating responsible officers, reporting,
conducting exercises, etc, are cutlined and proctically applied in particular country both with
respect to physical Cl and information Cl [eyber), acknowledging that in practice both are
interrelated. It should also assess the use of sanctions when non-compliance is detected -
what types of sanctions are used by the EU and national institutions, are they consistently
applied in practices, ete, It should be noted, that EU incentives and sanctions vary depending
on whether the country is an EU member state or condidate country, as discussed by the liter-
ature on conditionality of EU accession.

 Jonos Tallbery: Paths te Compliance: Enforcement, Management and the European Unian, in inferna-
tional Organization, 56 (3), summer 2002, p. 409-643.
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Meanwhile management approach with its focus on capabilities stresses the impertance of
capacity (administrative resources and expertise) building, rule interpretation and franspar-
ency. This problem-solving approach focuses on technical assistance and advice with tech-
nical matters such as the methodaologies of risk assessment, learning through joint exercises
with partner countries, bullding trust between state ond private octors. Again, the country
analysis should allow to compare which types of problem-salving instruments are employed by
the EU and national authorities, how they compare between different ELl Member States as
well as Member and candidate countries, how cperators/owners assess the usefulness of
those instruments and what do they lack.

The comparative analysis of factors outlined by each of those two approcches combined
should ollow to identify constraints and troade-offs foced by the authorities and apero-
torsfewners of critical entities and possible ways of improving the protection and resilience
of Cl from public policy perspective and coardination within the EU (and partner countrias).
Importantly, as noted above, the analysis should be based on the assessment of local (national)
threat perceptions, including threats posed by Russio and other hostile actors, os well as cor-
responding measures fo improve protection and resilience of Cl and how these measures align
with the relevant EU norms or are transformed during their franspasition and practical imple-
mentation. The importance of external factors on the implementation of particular public pol-
icies has been stressed by implementation studies for o long time but it is aven more relevant
tor the analysis of implementing Cl policies since the latter explicitly aim at minimising the
impact of potential threats.

The analysis based on the above presented framewaork should also allow to assess the chal-
lenges related to the practical implementation of CER and NIS2 directives discussed in the
section 2.4 of this report. Attention to institutions and policies os well as incentives and ca-
pabilities should allow to provide a more nuanced picture of the need for additional resources
and the trade-off between cost-efficiency and effectiveness of Cl protecticn and resilience
policies as well as persistence of fragmentation between national Cl policies as applied by
countries’ authorities and Cl operators.

To be sure, there are important constraints to such qualitative national analyses which should
be outlined ot the cutset. One has te do with the fact that EU legal norms, which should refo-
cus Cl palicies of EU member states from protection to resilience, have been only recently
adopted and currently are being transposed. The CER and NI52 Directives are only now being
implemented and some of their provisions should be put into practice only in the coming years.
This issue of the moving target is even more acute for candidate countries which, depending
an their pregress in adopting EL nerms, are in the early stage of the Cl palicy alignment.

Even more complexity is odded by another moving target - constantly evelving landscape of
threats as illustrated by the debates focusing on the undersea incidents atfecting electricity
and communications cables in the Baltic Sea in winter 2024-2025 and in summer 2025 on
the need for improved protection against drones in EU/NATO Eastern flank countries.

However, while these constraints are important, there is already a decaede of experience with
EU member states having in ploce national Cl protection palicies and a patchwork of measures
which aim at pretecting Cl in all candidate counfries. Therefare, analysis of primary and sec-
ondary sources (i.e, naticnal security strategies, public statements, annual reports of respon-
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sible outharities, ete.) as well as interviews with stokeholders from sectoral business associa-
tions and experts, whe are easier accessed than officials, guided by the questions informed
by the literature on palicy implementation and compliance studies can provide eriginal and
pelicy relevant insights.

It should also be noted, that national policies of Cl protection and resilience are offen subject
to eonfidentiality constraints and limits on infermation provided to the public ond researchers
due to national security concerns. This has indeed turned out to be an obstacle signalled by
the authors of several country studies presented below, limiting their possibilities to conduct
interviews with officials, requlators and operaters of Cl entities.

The comparative analysis of the Cl protection and resilience palicies in response to external
threats and EL norms and their implementation will focus on three EU member stotes, i.e.
Finland, Latvia and Lithuania as well as three candidate countries, which are all in different
stages of their integration into the EU - Montenegro, Ukraine and Georgia. Although the lim-
ited length of the policy report does not allow to go deeper into analysis of particular Cl
sectors, the country studies will refer energy and communications sectors, allowing to assess
Cl palicies with respect to both physical and infarmational /digital Cl pretectien and resilience,
taking into account national specificities.

Thus, each of the country case study presented below follows a common structure and ana-
lytical framework by, first, discussing the {percepticn of) threats in the respective country and
their evelution in recent years, then, outlining the institutional and policy context, relevant frem
the point of view of Cl protection and resilience, and, finally, assessing the changes and chal-
lenges related to incentives and capacities of further strengthening Cl resilience .

4 The Analysis of Cl related Policies in Selected EU Member States
and Candidate Countries

Finland

Threat londscape

Finlond is subject to low level of risks related to natural disasters, although its harsh climate
does pose certain challenges to eritical infrastructure objects, their surveillance and protec-
tion. Preparations for these well-known and long-standing ‘natural’ risks have existed for o
leng time; they have recently been complemented and adapted te the changing enviranmen-
tal situation, for instance by the National Climate Change Adaptation Plan 2030.%

Regarding the mon-made hazards, the situation is somewhat ditferent and in flux. Intentional
actions targeting critical infrastructure - like sabeotages, terrorism, or hybrid interference - are
likely. Terrorist attacks targeting critical infrastructure are rare, but there have been waves of

4 Ministry of Agriculture and Forestry of Finland: National Climate Change Adaptation Plan 2030, 2
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violent extremism in the recent post with attacks on railway networks and rood logisties,™ and
it is not impossible that they could be repeated. Hybrid interference sternming from Russia is
fraquent and has taken many forms even prior to 2022 and Finnish accession to NATO. Be-
tween 20235 and 2025 there was a wave of incidents undersea damaging critical infrastruc-
ture, and the Finnish authorities have frequently reported suspicious surveillonce activities in
the proximity of drinking water and energy supply facilities. Whilst most of the incidents have
net yielded evidence on possible state involvement, they are fully in line with Russian hybrid
interference activities in Finland and elsewhere in the Russian neighbourhood.

Due to the strong political consensus in Finland that the threats to Finnish critical infrastructure
are stemming from Russio, the events since 2022 have only fortified the understanding that
preparedness to all-hazards is the key te enhancing resilience in Finlond. Country’s decision
to become a member of NATO after 2022 Russia's tull scale war against Ukraine also illustrates
the widely shared perception of the escalation of threats posed by autheritarian Russia and
the need for additional deterrence.

Pelicy and institutional context

Finnish eritical infrastructure resilience and security of supply are in many ways distinet frem
most European countries, including the ones compared in this report. The closure of the Finn-
ish-Russian border and the end of nearly all traffic across the Eastern border after the Russia's
full-scale attack against Ukroine in February 2022 makes Finland almest an island. Conse-
quently, nearly B0 per cent of the Finnish export and import of material goods ane currently
transported via maritime routes.”” Moreover, Finland is highly dependent on the undersea en-
ergy and communication cables and pipelines that connect it to the European grids and net-
works.

Dependence on maritime routes has logically impacted on Finnish priority setting, Even though
Finlond is facing similar threats to its ertical infrostructure as mest of its peers, such os cyber-
attacks and natural disasters, understandably much of the pelitical focus in the critical infra-
structure protection has been put on maritime logistics and undersea structures, and how to
enhance the security of supply through alternative routes in the case that the main routes fail.
This approach has only been fortified ofter four suspected sabotages occurred in the Balfic
Sea in a relatively short period of time, between October 2023 and Jonuary 2025.%° In all
cases, undersea structures connecting Finland and Estonia, or Finland and Sweden were dam-
aged by a ship dragging unnecessarily an ancheor aver the cables. Although none of the caoses

* Tammikke, Teernu: Vihalla jo veimalla: polittinen vakivalta Suomessa, Helsinki: Goudeamus 2019,
T Merikuljetukset  Suomessa:  Logistikon Mooilma, 5 March 2025, ovailoble ot
hitps: £/ mmm. i fen noture-and-climatef olimate-change-adaptation national-cimate-chonge

* As discussed in deliverable D7), these sobotages began arcund o yeor after two major Russion gas
pipelines meant for export 1o Germany and the EU, the Nord Stream pipalines, were sabotaged, con-
ducted most Ekely by Ukrainian naticnals.
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moade significant damoge to the Finnish security of supply, the autharities enhonced their pur-
suing and surveillance capacities and leaned en international coeperation in the EL and NATO
context.*

In Finland, discussions on resilience and preparedness - both in terms of physical infrastructure
and of the functioning of society as a whole - have focused on the concept of comprehensive
security. In this concept, the vital functions of society In a crisis are taken care of in collabe-
ration batween the autharities, business community, civil society erganisations and citizens in
all circumstances and at all levels of society.

This is an "all-hazard” approach. The crises may stem frem human actions, technological de-
velopments, or notural couses, and are addressed through strategic tasks defined for different
actors. Executing tasks requires preparedness, namely measures to respond to threats, infar-
mation sharing and effective implementation among multiple actors in different sectors.™
Such measures are meant to reduce the likelihood of threats realising and to promote society's
readiness to face threats. Individuals ore seen as key security actors, and mutual frust among
people is considered a vital element in uphelding society.™ This is the discursive ond concep-
tual context within which the transposition of the CER and NIS2 directives has occurred.

From an institutional standpaeint, significant measures had been taken already during the
2010s. In 2013, o Security Committes was created to assist the government and ministries in
broad matters pertaining to comprehensive security, including 20 members and 4 experts from
administrative bronches, outhorities and the business community,

Recognising the value of the Finnish madel for comprehensive security and national prepar-
edness, where resilience is taken care of collaboratively by autharities, business community,
arganisations and citizens in all circumstances and at all levels of society, in March 2024
European Commission President Ursula von der Leyen tasked former Finnish President Sauli
Miinisté with drafting o repert on how the EU ceuld enhance its eivilion and military prepared-
ness in the foce of different crises.™ The report argued for mare extensive foresight copacities
and intelligence sharing at the EU level, as well as more centralized decision-making mecha-
nisms for erisis situations. Based on the Finnish model, the report alse emphasized that pre-
paredness is not the responsibility of government authorities alone but should be pursued in
close cooperation with the private sector and relevant civil society actors, Niinistt's report was
quickly franstormed into three different papers from the Commissien sarvices: the White Paper

* On the incidents ond responses fo  them, see for exomple Teemu Tammikko:
The EU and MATCY in pursuit of better deterrence: Baltic Seo sabotage prompts rethink of current proc=
tices, Fil4 Briefing Poper 404, January 2025,

* For further details on the origing and articulation of the Finnish comprehensive security model, see
Maltenen, Yasa Minna Branders: Tracing the Finnish Comprehensive Security Model, in; Sebastian Lors-
sonfMark Rhinard [eds. ) Nerdie Societal Security: Comvergence ond Divergence, Routledge, 2020,

* Finland's Security Committes: Comprehensive Security, 23 June 2025, availoble att https: //turval-
|'_5_u_u_5£|:| mi‘l‘nl:l.FI.lrﬂl'l feamprahersive-socurily)/ :I-uﬂ accessed 2410202 5]-

“2 The report, entitled "Safer Together - Strengthening Europe’s Civilion and Military Preporedness and
Readiness’, is available af https:/ /commission ewrapo.eu/document ! downlooad S SEb 28BS 204 242

BhLT7-B730019d047 e enMilenames 2024 Hinisto-repart Book VF pdf [||:|$I accossed 24,10, 2025). For
an analysis, see Tusmas lso-Markku /Niklos Helwig, The Niinisté repart on preparedness: Finland's lessons
far the EU and thair limitations, FILA Comment ¥, 2024, httpa:/ Sfio b/ en/ publicaiion /the-niinista-re-
port-on-preparedness.
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for European Defence - Readiness 2030,* the Preparedness Union Strategy,™ and Protect EU:
a European Internal Security Strategy.™

Monetheless, it remains a matter of debate how well the recent EL lagislation on the resilience
ot eritical infrastructure and the Finnish comprehensive security model align with one another.
The focus in the Finnish model hos been to strengthen the communication and information
exchonge between the relevant actors ot all levels, but much of the work has remained volun-
tary. This is the main change that must take place with the introduction of the CER and NIS2
directives. They farce Finnish authorities to take new measures on organizing the wark and on
recognizing and supervising critical entities, becouse Finland hos not yet defined the national
erifical infrastructure, the critical sectors, nor actors at the legislative level *

Furthermore, recent research hos suggested that the Finnish model is much broader and in-
cludes mare actors and aspects of security; it emphasizes the pre-crisis phase over the other
phases of crisis, but tends to be impervious to odaptation by leaming (so it is rather a 'status
quo’ resilience management model).”” However, while the resilience management is rather
tixed due to the compesition of the committee, the resilience itselt is in the hands of the actors
an the field and hence mere flexible. Transposition of the CER and NIS2 directives should con-
tribute to aligning Finnish and EU measures en critical infrastructure protection and resilience,
while allowing for national specificities on how they are managed. Due to the above men-
tioned odditional measures, Finland was late in fransposing the two directives in its national
law, but the work wos concluded in July 2025 (CER) and April 2025 [NIS2) respectively.

The Act on the Protection of Infrastructure Critical to Society and on the Improvement of Re-
silience, transposing the CER directive, entered into force on 1 July 2025. It starts from the
premise thot the Russian imeasion of Ukraine and changes in the security environment have
increased the need to protect critical infrastructure and strengthen its resilience. The Act im-
poses duties on businesses and other entities that provide essential services and are thus
deemed to be critical. The duties for critical entities invelve: performing a risk assessment
within nine months after being notified that they have been identified as critical entities; pre-
paring a resilience plan within cne year of their risk ossessment; taking any measures to ensure
resilience; ond reporting any anomalies that significontly disrupt or haove the potential to sig-
nificantly disrupt the provision of essential services.

The Ministry of the Interior is responsible for general coordination, steering and developing
operations, follewing a national plan on critical entities resilience that the Finnish government
is due to approve in January 2024, Other ministries are responsible for statutory functions

ropa.su/document /downlood fedd Sdbé?-elab-dbec-Pde0-304TH 4573019 en  (last  occessed
24.10.2025),

* European Commission and the High Representative of the Union for Fareign Affairs and Security Pol-
icy: Proparedness Uinion Strategy, JOIN (2025) 130 final, 2025,

* European Commission: Communication frorn the Commission on Protect ELL: a European Internal Se-
curity Strategy, no. COM [2025) 148 final, 2025.

* Finlond's Ministry of the Interior: Kriittistd infrastruktuurio koskevan saantelyn uudistaminen - Sisémin-
isharith, available at: https: / fintermin b fhankkeat fkrittinen-Introstruktuun (lost occessed 24.10,2025),
5 Lauri Jouhiginen; Vital Meets Critical; Comparing the Finnish Comprehensive Security Model and the
Eurspean Unien's Resilience Legislation. Master's Thesis, Natisnal Defence University, 2025, available
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within their respective fields. In particular, the other ministries are expected to identify and
specify the critical entities in their sector by no later than 17 July 2024. The fallewing autharities
supervise jointly and with full respect of their respective mandates that critical entities comply
with their cbligations under the act: the Energy Authority; the Centre for Economic Develop-
ment, Transport and the Environment for South Savo; the Finnish Transport ond Communica-
tions Agency (Traficom); the Finnish Medicines Agency (Fimeal; the Finnish Food Authority; the
Finnish Safety and Chemicals Agency (Tukes); the National Supervisary Authority for Welfare
and Health (Valvira) and the regional state administrative agencies.™

The Finnish Cybersecurity Act was adopted in April fo implement the NIS2 directive. The com-
petent authority and the single point of contact on the implementation of the Act is the Na-
tional Cyber Security Centre within the Finnish Transport and Communication Agency. As loid
dawn in the NIS2 Directive, Finland has a dedicated computer security incident response team
(CSIRT). It operatas within the National Cyber Security Centre, and it is responsible, amongst
its dedicated tasks, also for mapping possible vulnerabilities in cyber security.

The supervising authorities on the NIS2 implementation are the same ones mentioned above
in the context of the Act oan the Protection of Infrastructure Critical to Society and on the
Improvement of Resilience. Finland had developed a Cybersecurity Strategy already before
the NIS2 directive, and amended it in 2024 to accommadate the requirements imposed by
the directive. The Strategy wos prepared under the leadership of the National Cyber Security
Centre Director on an interministerial subeommittee of o project initioted by the Prime Minis-
ter's Office on 8 March 2024. Nearly 100 organisations from the public and private sectors,
the scientific community and civil society participated in strategy preparation workshops.™

The Strategy is seen as part of the Finnish comprehensive security concept. It includes strategic
objectives defined under four pillars (1) competence, technology and RDI; 2) preparedness; 3)
cooperation; and 4) response and countermeasures, and common development measures for
these objectives. The main focus and goals for the period up to 2035 lie in the preparation of
a comprehensive plan on the management of crisis response capabilities and processes re-
garding the “measures that enable a digital society to prepare for, identify, combat and with-
stond incidents in electronic and networked systems and their impacts on vital functions and
services of society, to recover from them, and to ensure the operating conditions for natienal
security, national defence and security of supply”.*® This plan is currently under preparation in
the Ministry of Transport and Communication, with the support of the supervising authorities,
pelice, the security intelligence service, the defence torces, and the National Emergency Sup-
ply Agency. As a key challenge, the Strategy states that Finland currently spends nearly ELIR
300 million annually to ensure cybersecurity in central gevernment, and the sum spent by the
business community is at least ten times larger. However, current basic funding levels are
deemed insufficient to respond to the evolving operating environment.

“ For an averview of the Act on the Protection of Infrastructure Critical te Society in English, see

*# Finnish Government: Finland's Cyber Security Strategy 2024-2035, 25 October 2024, available at:
hitps: f /julkoisut valtionswvosto fi  hondle /10024 1658593 (lost accessed 25.10,.20:25).
* Prirne Minister's Office: Finland's Cyber Security Strotegy 2024-2035, 25 October 2024, p. 10, avail-
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Incentives and capocities for implementing Cl reloted measures

Thus, the need for an increase in fun ding to further increase protection and resilience of Cl
anfities in Finland is one of the current challenges te further implementing comprehensive se-
curity concept. YWhen it comes to strengthening copacities, Finlond has hod a Security Com-
mittea since 2013, assisting the government and ministries in brood matters pertaining to com-
prehensive security, Meeting approximately once a month, the Security Committee aims to
stimulate discussion and collect information for the development of security in society, espe-
cially by arranging seminars and public discussions with various civil society organisations, the
business community and other cooperation partners. It also prepares statements and recom-
mendations on relevant matters, usually responding to a request of the responsible ministry,

While the concept of comprehensive security has leng shaped Finnish thinking, incentives to
review and adapt the system have come with the Russion attack on Ukraine in 2022 and the
broader confrontation in Russio-West relations. Finland's NATO membership in 2023, and the
consequent strengthened Russian perception of Finland as an adversary, have added further
reasons tor such a review. Following the odoption of the CER and NIS2 directives, the Ministry
of the Interiar hos acquired further role by becoming responsible for general coordination,
steering and developing operations, following a national plan on critical entities resilience that
is expected to be cpproved in 2024. Also in terms of copacity, a computer security incident
response team operating within the National Cyber Security Centre, which in its turn is based
within the Finnish Transport and Communication Agency.

With the additional threats coming from the wersening geopolitical context, the Finnish Ministry
of Transpert and Communications has mode “sustoined effort to strengthen security'. Already
in 2021, Finnish legislation was reinforced bosed on the EU's recommendations for 5G net-
works, especially with the view of safeguarding national security and national defence; equip-
ment endangering naticnal security or national defence must not be used in the critical parts
of the communications network. Furthermore, in January 2025 the Finnish Transport and Com-
municatiens Agency Traficom issued a Regulation on critical parts of the communications net-
work, updating legislation from 2021%

The Transport and Communications Agency will regularly assess the updates to the regulation
an the definition of the critical parts of communications netwarks and may, if necessary, also
assess as critical a part of a communications network that is not specifically mentioned in the
regulation. The Ministry alse acknowledged that architecture of communications networks will
become more complex in the future, In this regard, an Advisory Board for Netwark Security has
been reviewing security issues related to 4G networks™

Concluding comments

The Finnish case study highlighted the concept of comprehensive security, which can be taken
as a pu’renﬁu| model - indeed, this was the logic of the Eurcpean Commission when it asked

“ Traficom: Maarayshonkepaatas: Maardys viestintaverkon kriitisista esista, 24 Januory 2025, availoble

at: h#tps: ) |Ir|‘rI:IFICCII_T|_.|i i fajankahtaista /maorayshonkepoates-moarays-viestintaverkon-kriithisist o-
ouista-0 [last accessed 25.10.2025),
£ kttpa: ) fvaltionewvaste. fi fen/- 14108 29/ finland-ls-prepared-for-security-thrests-ogainst-
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former Finnish president Sauli Niinisté to write a report on civil and military preparedness and
readiness for the EU, which was eventually published in Octaber 2024,

In this concept, the vital functions of society in a crisis are taken care of in collaboration be-
tween the authorities, business community, civil society organisations and citizens in all cir-
cumstances and at all levels of society, in an “all-hazard” approach. In this opprooch individ-
uals are seen a3 key securty actors, and mutual frust among people is considered a vital ele-
mant in upholding society. The Niinistd repert alse argued for mare extensive foresight capac-
ities and intelligence sharing at the EU level, as well as more centralized decision-making
mechanisms for crisis sifuations.

Finland hos had to integrote the concept with the requirements coming from the EU level,
notably the CER ond NIS2 directive. Adding to its clready existing Cybersecurity Strategy,
Finlond adepted the Act on the Protection of Infrastructure Critical to Society and the Cyber-
security Act, creating or adapting institutional structures to supervise and manage their imple-
mentation. Cverall, the picture is that of an evolving scenario thot responds to increasing and
constantly mutating security threats. The consensus is that well-established fromewerks and
concepts must be flexible encugh te deal with the new and future challenges .

Latvia

Threat londscape

Lotvia's officiol ossessments highlight Russia os the primary threat to notional security and
eritical infrastructure. Russia's war of aggression, as well aos hybrid threats have heightened
concerns of targeted hybrid attacks at energy, communications and other networks.” The be-
liet is that Russion intelligence and sobotoge groups may target Cl through espionage, sub-
version or physical destruction.

Meanwhile, in the cyber realm, state-sponsored attocks and eybercriminal disruptions are a
major risk to ICT systems in energy, communications as well as other Cl sectors. While most
state-sponsored cyberthreats can be attributed to Russia, there has alse been an increase in
Belarussian and Chinese cyberactivity,* CERT.LV noted that China overall hos become a much
more prominent threat acter in Latvian cyberspace in recent years.™ In that regard, Ching's
role has mostly been linked o cyber espionage and potential supply chain risks, However, the
strategy since 2023 has nat only emphasized protecting infrastructure from targeted physical
harm and cyberattacks, but also ensuring the continuity of essential services under any crisis,
such as natural hozords and technical failures. This is evidenced by the restructuring of the

* Latvian State Security Service: Annual Repert an the Activities of the Latvian State Security Service
(VDD in 2024, February 2025, ovailoble at: https: //vdd.gov v/ uploods/materials /40 /en/ annual-re-
port-2024 pdf {lost accessed 15 September, 2025] p. 12; See alse Justing Budginaite-Froehly: Balfic
States unplug from Russia's power grid - but Moscow still looms over critical infrastructure, in Atlantic
Council, 05.02.2025,

“ CERT.IV: CERT.LV Activity Report Q4 2024, 27.02.2025, ovoiloble of: http://cert.v/up-
loads/eng/CERT_Repart_2024_0Q4_ENG.pdf (last ocoessed 15.09.2025), p.7.

5 bidl.

* Interview with representative from CERT.DV.
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erisis management system in Latvia, and the development of o new Crisis monagement centre,
which has begun its work as of July 1, 20257

There is o broad political consensus in Latvia regarding these threots and the need to
strengthen the resilience of Cl objects and CEs. The Russian aggressicn, first in 2014, and then
in 2022, were moments that unified Latvian policymakers on strengthening security of vital
networks.

Policy and Institutional Context

Successive governments have treated alignment with NATC and EU security norms in the field
of Cl protection as existential, even when there were significant costs involved. For example,
Latvia, together with Estonia and Lithuania, bonned Russion energy imports,™ and fast-tracked
decoupling from the BRELL grid ™ These moves were not contraversial or disputed ameng po-
litical actors.

Furthermore, there is a strong consensus on excluding untrusted fareign acters frem eritical
sectors, as evidenced by the amendments to the National Security law, banning Russian and
Belarussian nationals from owning, managing, or working in Cl companies.” In that regard, the
Russion and Belorussion national ban wos only introduced os late as 2025 due to the changing
security landscape and necessity, rather than lack of political consensus on the matter.

Before 2022, arguments such as business interests, chaup anargy and benefits of Chinesea
investments were still somewhat relevant in the public debate. However, the massive geopo-
litical shifts in recent years have largely seen these arguments discppeor. As o result, these
policy positions are strongly reflected in the relevant policy planning documents, such as the
current National Security Concept, the Latvian Cybersecurity Strategy 2023 - 2024, and the
Mational Defence Strategy 20235 - 2027_ It should be highlighted that Cl protection falls within
Latvia's Comprehensive national detence [CND) policy or, rather pelicy framework, which en-
vislons national defence as a "whole-of-society” approach to security, extending beyond mil-
itary defence to include civil and economic resilience, as well as erisis-preparedness.” In prac-
tical terms, this means strengthening civil participation and preparedness at different levels of
governance, fcusiaring cross-sector cooperation batweaen government, private sector, and cit-
izens os well os promoting public owareness.

Latvia hos developed a multi-layered institutional fromework for the protection of Cl objects
and CEs. The National Security Law, adopted in 2000 establishes the basic framewark for
Latvia's national security systern and sets out the responsibilities of the relevant institutions.™

|V Portals: The Regulatary Framework on the Functioning of the Crisis Manogement Centre Comes

into Effect, 01.07.2025, avallable of: https:/ fhvportals b /skaidrojumi / 37794 5-stajos-speko-regulejums-

“ “Amendments to the Law on Energy” 14 July, 2022, Accessible on: hitps://likurmi lv/ta fid /334550

grazijumi-enerogetikas-likuma,

# Tom Bennett: Baltic states unplug from Russio and join EU power grid, in: BBC News (bbe.com),

09.02.2025,

™ "Amendments to the Low on Hational Security” 12 June, 2025. Accessible on: hitps//lk-

wmi. v/ ta S id ) 5614 Me-grazijum|-nacionalas-drasibas-likuma,

" Ministry of Defence of the Republic of Latda: Comprehensive National Defence, ovailoble at:

hitps: ! Seranee. mod. gov v v nozares-paolibka fvisaptverosa-valsts-aizsardzibao.

2 *Lagw an National Security”, 14 December, 2000. Accessible on: https:/ Mikemi v/ doc. php Tid=14000
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This legislative document defines natienal and Eurepean eritical infrastructure, as well as erit-
ical financial services, and outlines the basic principles for their identification, protection and
operation. Overall strategic coordination lies with the Cabinet of Ministers, which set Cl policy
and approve lists of critical infrastructure.™ With regard to policy formulation, there is a split
in competence between the Ministry of Interior (Mol) and the Ministry of Defence (MoD). The
Mal is a key institution for the physical protection of Cl objects and CEs, preparing the neces-
sary amendments to the National Security Law in order to franspose the CER Directive,™ while
the MoD formulates policy with regard to the eyber security of Cl objects and CEs, and, for
example, has implemented the NIS2 Directive through the Naticnal Cybersecurity law.

At the operational level, sectoral regulators and ministries oversee day-to-day implementation
in the respective fields. With regard to the energy sector, the Ministry of Climate and Energy
as well as the Ministry of Economy alengside the Public Utilities Commission set requirements
tor supply continuity, grid reliability, and emergency preparedness by energy companies. In the
communications sector, the Public Utilities Commission alongside the Ministry of Transport are
the responsible institutions on telecommunications network continuity, reliability and resilience.
These institutions frequently collaborate with the MeD or Mol to ensure that the necessary
physical and cybersecurity standards have been met.

With regard to comprehensive security of Cl objects and CEs, the security and intelligence
agencies also plaoy a critical role: the State Security Service (VDD) and the Defence Intelli-
gence Service (MIDD) meoniter threats, issue wamings, and coerdinate pretective measures for
Cl against threats such as espionage, sabetage or terrorism, Meanwhile the Constitution Pro-
tection Bureau [SAB), Latvia's intelligence agency, is tasked with overseesing cybersecurity of
classified or particularly sensitive C! and CE systems.

The institutions cooperate through formal councils and infermation-sharing arrangements. For
example, the National Security low establishes a National Security Couneil, that gathers the
Prasident, the Speaker of the Saeima, the chairs of the respective Standing committees of the
Soeima, the Prima Minister, the Minister of Defence, the Minister of Fareign Affairs, and the
Minister of Interior, as well as the Prosecutor-General, and on the basis of invitation - the
heads of the national security agencies.”™ This Council essentially coordinates the implemen-
tation of a jeint national security peolicy, and is a forum to discuss improvements, and resolve
problems. With regard to cybersecurity, the National Cybersecurity Council, which gathers rep-
resentatives of all ministries and naticnal security agencies, the Central Bank, the Armed
torces, the Parliament security bureau, the State Police, os well as the Laivian eyberincident
prevention institution CERT.LY, coordinates the development of cybersecurity-related policy
and the pregress of implementing the goals and pricrities set out in the Latvian Cyber Security
Strategy, as well as the planning and implementation of relevant tasks and measures.™ Fur-
thermore, as a part of Latvia's CND policy private Cl cperators are brought inta joint planning

S bid,

™ Ministry of the Interior: Government strengthens critical infrastructure resilience and natienal security,
:11."u|:1l.|.ru£5-|icn|::'r-undju_r_in_':lnn.bﬁl;_gm_i?ﬁaﬁ accessed k09 2025].

5 ¥ aw an Mational S&curi!f, 14 December, 2000, Accessible on: hitdps:/ flikumi |-.-."dn:.nhn?u:|-_l-_‘-'|ﬂ.

" Executive order of the Prime Minister No. 2024,1,2.1.-416 “On the National Cybersecurity Couneil”,
Cacember &, 2024, Accessible on: hitps: ) Mikumi b e fid f357025-par-nacionale-kiberdresibos-pa-
domi.
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sessions with both their sectoral ministry ond the MeD. This way the gevernment ensures that
it is aware of eivilion resources and plans, and con integrate them inte national defense strat-
egies.” In that regard, there is now a legal requirement that each critical infrastructure’s con-
tinuity plan must be coordinated with the respective sectoral ministry and the MeD.™

With regard to EU legislation on Cl protection and resilience, Latvia has transposed the CER
Directive info national law. The Mol proposed omendments to the National Security law to
bring into alignment with the CER Directive through introducing the concept of “critical entity
resilience”, updating criteria for identifying European-level "critical entities of particular im-
portance”, as well as adding amendments to empower the Cabinet of Ministers to set detailed
rules on incident report, continuity measures, and resilience standards.”™ Although Latvia
missed the original October 2024 EU deadline, it moved swiftly in 2025, having the amend-
mants first be approved by the Cabinet of Ministers in March 2025, and then by the Seeima
(Parliament)] in June 2025.% With regard to the NIS2 Directive, Latvia has fully implemented its
requirements through the new Mational Cyber Security Law," which was adopted on June 20,
2024, and came into force on September 1, 2024, This low replaced the older 2018 Infor-
mation Technology Security Low, significantly expanding the scope of reguloted entities and
strengthening obligations. Following the transposition of the NIS2, Latvia now designated "es-
sential” and "important” service providers ocross a broad range of industries, who must adhere
to eybersecurity risk-management and reporting rules, leading to an increase of both sectors
and private actors, who now fall under the NIS2 directive’s scope.

Incentives and capacities for implementing Cl related policy measures

Latvia's primary incentive to strengthen Cl protection is largely based on naticnal survival and
security. The risk of large-scole disrupticns coused by an adversary has been made real by
both historicol events and the current war in Ukraine. This threat perception creates strong
political incentives to implement protective measures. Additionally, the comprehensive ap-
proach of NIS2 and CER Directives aligns with the Latvian approach of CHD. The expanded
sectoral scope under CER resonates with authorities and Cl operators on all levels - threats
are becoming more widespread and interconnected ™

Furthermore, the CER and MIS2 directives hove acted os an anchor for notional policy
measures in Cl protection. The implementation of NIS2 directive through o new, restructured

T Interview with representative of “Lotvijos Mobilois Telefons™.

™ Regulation of the Cabinet of Ministers No. 508, “Procedures for the identification, security measures
and business continuity planning and implementation of eritical infrastructure, including Ewopean crit-
ical infrastructure” July &, 2021, Accessible on: https:/ /likumni bv/ta fid/ 32 4689 -kritiskas-infrostrulturas-
tajo-skaito-eiropos-kritiskas-infrasirukiuras-o prinasanos-drosibas-pasakumu=-un-darbibas-napar-
trauktibos- ploncsonds-un-istenosanas-kartibo,

™ Minigtry of the Interior: Government strengthens eritical infrastrueture resilience and national seeurity,

B = e

structure-resillence-and-national-security (last accessed 16.09.2025).

B Ihid,

¥ "Law on Notionol Cybersecurity” June 20, 2024, Accessible on: hitps://llkumilv/ta/id /353370
nacionalas-kiberdrosibas-lkums.

k¥ Marcis Bolodis/Marta Kepe: Lessons from Lotvia's Efforts to Keep Essential Services Running During a
Crisis, Atlantic Councll - New Atlanficist, 07.05.2025, availoble of: hitps:/ Sewwe.atlontic-

during-a-crisis) [last oecessed 15.09.2025).
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and reargonised Cybersecurity law hos given both the outherities ond operaters of Cls a clear,
up-ta-date structure fo address eyber threats. Rather than reinvent the wheel, Latvian palicy
makers implement EU directives faithfully, choosing to build additional national measures on
top to address specific geopolitical concerns.

It would also be prudent to mention that EU infringement proceedings are also o major driver
of compliance through their coercive effect. They are perceived as very costly, especially for
smaller states. This is affirmed by the historical centext of Latvia’s track recerd with transposi-
tion of EU legislation, as Latvia did not have any infringement proceedings initiated against it
by the EUCJ until 2024, when the Court delivered a judgment against Latvia for failing to
transpose the European Electronic Communications code.

Finally, additional incentives such as attrocting investment ond increosing economic growth
through previding reliable energy and communications services can alse be identified.” De-
spite all of the incentives, Latvia along with mest EU Member States failed to transpose the
CER and the NIS2 Directives within the allotted time in 2024, pointing to the conclusion that
the failure did not arise out of a faulty or inadequate incentive structure, but rather due to
insufficient capabilities.

Therefore, Latvia has continucusly invested expertise and resources in strengthening its ca-
pacity and capabilities, when it comes to implementing EU minimum standards on Cl protec-
tion. To ensure compliance with CER and NIS2 Directives, as well as Latvian naticnal require-
ments, the government has incrementally raised budgets for security and defence. As o result,
institutions and authorities such as CERT.L® under the umbrella of the MoD, the State Palice
and the National Guard have been able to expand their cybersecurity competences and ex-
pertise to meet the increasing administrative and substantive demand.® Cybersecurity authar-
ities such os CERT.IV emphasise that Lotvia is focusing on a data-driven cybersecurity ap-
proach to not anly pretect, but alse to prevent cyberthreats proactively, A major aspect of this
process, especially for smaller states, is qualitative analysis based on the data that is acces-
sible

Operators of Cls ond CEs have been closely engoged with Lotvion institutions on the necessary
steps to be taken for Cl policy development. Leading Cl operators in Latvia often have strong
lines of communication with the relevant officiols responsible for policy formulation, and fre-
quently improvements and amendments are offered ¥ Cl operators have highlighted that the
joint Cabinet of Ministers Ea-gu|u’riun No. 377 on Minimal cybersecurity standards, which amaong
other things unifies security measures, continuity measures, resilience planning and incident
notificatien under the NIS2 Directive and Directive 2018/1972 establishing the Eurcpean Elec-
tranic Communicatiens Code, came about through close cooperation between operators and
policy fermulating institutions (MoD in this instance).™

® Justing Budginaite-Froehly: Baltic States unplug from Russia’s pewer grid - but Mascow still loams aver
crifical infrastructure, in Atlantic Council, 05,02, 2025,

¥ Interview with representative of CERT.IV.

55 LSMe: Interview: Volunteers on the front line of Latvia's eyber defense capability, in: LSM [eng.lsm.lv).
24.07.2024.

¥ Interview with representative of CERT.LS

¥ Intarviaw with reapresentative of LMT.

® |bid.
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Furthermore, the MoD os the National Coordination Centre within the remit of the Regulation
2021/887 establishing the European Cybersecurity Industrial, Technalogy and Research Com-
petence Centre and the Network of National Coordination Centres maintains @ community of
cybersecurity experts, academics, NGOs and invelved businesses. This cybersecurity commu-
nity has the opportunity to separately or jointly apply for funding from the European Cyberse-
eurity Competency Centre's funding instruments,™ and strengthen expertise and competen-
cies in the field of cybersecurity. Therefere, it is an opportunity for smaller CEs te not only apply
tor funding, but alsa exchange best practices, ond ease implementation of EU standards. Fur-
thermore, CERT.LV also heads o working group of security experts, creating o forum, where,
tor example, CEs con exchange best proctices, and seek guidance on how to tackle existing
security gaps.” Next to exchange of best practices and funding opportunities, it should be
noted that the CER and NIS2 Directives also creates a negative system of compliance through
fines and a ligbility system,

Finally, adjacent to the exchonge of best proctices and incentive systems, both private and
public Institutions invelved in Cl protection engoge in regulor exercises, simulations and train-
ings.” Here the annual military exercise "Mamejs”, which invelves civil actors, municipolities,
and Cl operaters, as well as the yearly cybersecurity training "Meduspods” organised by
CERT.LY in collaboration with the MaD should be mentioned. Furthermore, CEs frequently en-
gage in stress tests, penetration tests, and certain CEs in Latvia also porticipate in the NATO
Cooperative Cyber Defence Cenfre of Excellence orgonised “Locked Shields™ exercises
among others.™

Concluding comments

The protection of Cl is an integral part of Latvia's CND strategy, where attention is not only
paid to cyberthreats and physical threats, but also to other aspects such as effective crisis
managemaent and the continuity of services, natural hazard preparedness and technical risk
managemeant among others. In that regard, a distinctive feature of the Latvian CND strategy
is the close cooperation between the military and civilian sectors. This cooperation, and the
arising expertise provided a strong foundation for implementing the NIS2 and CER Directives.
In effect, Latvia's CND system reflected o high degree of cohesiveness with the ELl minimum
standards on Cl protection, which could be considered an incentive itself,

Daspite a strong incentive structure and institutional experience, Latvia's copacity and capa-
bilities weare initially insufficient to manoge the transposition approach it had chosen, and the
implementation of both Directives was delayed. However, contfinuous allocation of additional
resources and funds aimed to remedy any potential gaps. Furthermere, Lotvia chose o high
degree of private sector invelvement in the process of transposing and implementing both

¥ Cabinet of Ministers Regulation Ne, 139, “Implementing rules of the European Cybersecurity Compe-
tence Centre grant pragramme "Cybersecurity Transfermation of Small and Medium-sized Enterprises”
for the 20212027 programming period” Februory 27, 2024, Accessible on: hitpe//lk-
wrnil by e id f 3507 P hepirapas-kibardrosibas-kempatanc u-gantro- 212027 -dada=-planosancs-peer

mocia=istanosonas-natodkumi,

" Interview with representative from CERT.LY; Interview with representative from “Latvijos Mobilois Te-
lefons”.

™ lsid.

1 Inferview with representative fram “Lotvijas Mobilais Telefons”.
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Directives, leoding to o longer peried of coordination and planning, but a potentially more
successful end ‘product’. Here, the public-private cooperation - bath in pelicy development
and crisis management - stands cut as one of Latvia's most valuable tocls and is a positive
model for other ELl Membear States.

Lotvio's cose also highlights other important aspects in the common framewaork of Cl protec-
tion. Firstly, @ strong institutional fromework with both formal and informal coordination plat-
forms is a strong necessity for cross-sectoral awareness and rapid respense. Second, regular
participation in both national and international exercises by private and public sectors has
been vital for building expertise in a very speciolized field such as Cl protection. Third, Latvia
has identified the necessity fo streamline obligations and reporting mechanisms for Cl opera-
tors arising out of different EL Directives.

To conclude, Latvia's experience points to several concrete lessons and recommendations.
First, it is important to consolidate wnified reporting mechanisms for Cl operaters to reduce
fragmentation and ensure timely threat detection. Second, Latvias model of sustained public-
private cooperation in Cl protection and crisis management can be seen os o good practice
which might have useful lessons for other countries, in particular EU candidate states. Third, it
is important to strangthen and fermalize multisectoral coordination platfarms, both of a formal
and an informal nature.

Lithuania

Threat landscape

In Lithuania, the perception of threats has been mostly influenced by the recent memories of
Soviet cccupation, the use of econcmic blockade by Moscow in response to the declaration
of the re-establishment of Lithuonia's independence in Spring 1990, weaponisation of energy
supplies and outhortarion turn of Russia in 2000s ond later, As discussed below, the first
measures aimed at protecting enterprises considered important for national security were
foreseen back in late 1990s. Later they have been expanded with additional restricticons related
to investment and technology transters from China and other authoritarian countries.

Initially the decisions of country's authorities to protect Cl by limiting ownership rights and
investing into diversification of energy supplies have been domestically contentious. However,
atter Russia’s aggression against Ukraine in 2014 and especially after tull-scale war in 2022,
the political and societal consensus on the importance of threat from autheritarian Russia
became particularly strong. Before that in 2020-2021, Lithuania’s relaticns with Belarus, fluc-
tuating for a couple of decodes between dialogue through engogement and sanctioning in
response to violations of domestic political freedoms and human rights and its coaperation
with Russia took a decisive turn towards growing restrictiveness. The latter followed massive
repressions of Minsk against domestic protesters after rigged presidential elections in 2021,
torced londing of Ryanair flight in May 2021 and especially the use of irregular migration by
Belarus in summer 2021,

Similarly, in the sphere of cyber threats attribution of most impartant cyber attacks to authar-
itarian countries Emn’ruu"}r led to the mobilisation of resources and institutional reforms, as
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discussed below, It should alse be noted, that extreme weather events, for example, storm in
summaer 2024 leaving many househelds without electricity and mebile communications, have
also affected the public debates on the Cl related policies, for example, on the need for
stackpiling and purchases of electricity generators. Still, geopelitical threats related to au-
thoritarian nelghbours Russia and Belarus os well as China dominate political and expert de-
bates.™

Policy and institutional context

In the case of Lithuania, it is important to place the recent developments in its Cl protection
and resilience policies in the context of the last 25 years, which includes developments in fwo
partly overlapping policy subsystems each responding to different set of extemnal facters.™ In
porticular, the initial fecus of Lithuania’s autharities on energy security - first charactenised by
the gap between rhetaric and actual implementation but later accelerated by external shocks
and resulting domestic political mobilisation - deserves more detailed presentation as it is
currently used as a bosis for country’s efforts to mobilise EU resources to increase the resilience
ot the Cl entities in this sector.

The first Cl related policy subsystern was developed gradually since the adoption of the first
law on the Basics of Natienal Security in 1996 and the Law on the Protection of Objects of
Importance to National Security in 2002 to regulate activities and fransactions of economic
entities considered important for national security, mostly from hostile activities of increasingly
authoritarion Russia (and its satellite Belarus). Since early 20003 there has been an increase
in politicol and media attention to the threots posed by Russia’s influence in the energy sector
via ownership or dominant position in terms of supply of cil, natural gas and slectricity. Most
of these interdepandences in the energy sector - a legacy from the pericd of Soviet occcupa-
tion - were ingreqasingly perceived as the source of comupt political influences aimed ot ob-
structing country's efforts to reduce dependency on Russia and integrate into the EU and
MNATO.

These measures have been subsequently developed with the regular revisions of the Natienal
Security Strategies, odopted by the parlioment, driven by wider security concermns, often in
response to escalofing aggressive actions of Russia in its neighbourhood, Initially they were
focused mostly on energy sector, but later included information ond communications and other
sectors as well as threats associated with investments from China and technolegy transfers of
its companies (since arcund 2018 when the US intelligence services started signalling to their
European counterparts about the security risks related to China's presence in critical sectors,
and Baltic States taking them particularly sericusly due te the impertance of the US as o stra-
tegic security partner and related need to align national policies with its),

" For ossessments of threats to national security including CI, see onnual reports of the State Security
cessad 27.10.20:25). For assessmant of eyber threats see the annual reports of the Naotional Cyber Se-
curity Centre under the Ministry of Defence of hitps:/ fwerw.nksc lt fen/ (lost accessed 27.10.20235).

™ For a detailed discussion of the evalution of the legal norms and institutions respansible for I pro-
tection in Lithuonia see Ramanas VilpiSauskas: Regulatory patchwork that evolved in response fo exter-
nal threats, legal approximation and domestic influences, in: Maris AndZans/ Andris Sprads UIf Sverdrup
(eds.): Critical Infrastrueture in the Baltic States and Norway: strategies and practices of protestion and
communlcation, Latvian Institufe of Infernational Affairs, 2021, p. 59-97.
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Introduction of foreign direct investment screening and other business tronsactions by the
Governmental Commission established for this purpase in 2018-2020, alse influenced by coun-
try's accession into the OECD as well as relevant EU norms, constituted further important steps
in trying to protect enterprises (also equipment, property, tarritary) considered important for
country's national security in the sectors covering energy, transport, communications, financial
and military. The most recent version of the National Security Strategy adopted in 2021
stressed the importance of the total defence model and, amang other cbjectives, developing
cyber security, also enhancing resilience and security of eritical infrastructure (concretely men-
tioning transport, energy, finance and credit, information technology and communications,
agriculture and food) and ensuring strategic reserve or the necessary production capacity.™
Resilience of the state and society were described as the first line of defence with extensive
list of nhjﬂcihm in the field of crizis and emergency manageament, c:.ri:l-Elf and information sa-
curity and resilience, economic and energy security, migration mancgement, resilience of the

health system, etc. dedicated for this purpose.

In other words, evelution of the threat perception, usually in response to the weaponization of
energy supplies by Russia [Le. the termination of the oil supply via Druzhbe pipeline in 2004
seen as a response to the decision of Lithuanian government to sell the only country's oil refin-
ery to Polish company PEN Orlen instead of Russia’s Lukoil} as well as external shocks such as
cyberattacks, Russio's five days wor agaoinst Georgia in 2008, hybrid oggression against
Ukraine in 2014 ond, COVID-1? pandemic, Belarus® instrumentalisation of irregular migration,
and in porticular, Russia’s 2022 large-scale war against Ukraine have strengthened the palit-
ical and societal consensus regarding the need to reduce vulnerabilities in sectors of Cl and
to strangthen country’s resilience by integrating infrastructure with ather EU member states.

Initially Lithuania's authorities focused their etforts at energy security which after initiol delays
led to diversification away from Russia and, as it will be argued below, to the current policy of
trying to mobilise additional EU funds to reinforce energy Cl protection and resilience. So, for
example, when Estonio established NATO cybersecurity centre of excellence following the
cyberattacks on country's state and private organisations in 2007, Lithuanian policy-makers
storted working on a similar initiative culminating in the opening of the NATC: energy security
centra of excellence in Vilnius in 20012, The Boltic Energy Market Interconnection Plan (BEMIP)
to a large extent initiated by Lithuania when it had to clese down the Ignalinag nuclear power
plant due ta EU accession commitments, and adopted by the European Commission and mest
of the EUI's Baltic Sea countries in 2009 played an important role in facilitating ogreements of
the Baltic States on regional energy prejects which connected them to the Nordic states and
Poland and supporting those projects with EU funding™. Lithuanian autherities were alse
ameng the first in the region to use EU rules, namely, EU's third electricity and natural gas
package fo restructure the ownership ond management of energy companies.

These initiatives allowed Lithuania's government to declare in spring 2022, shortly after Rus-
sia's war, that it decided to completely stop buying all energy resources from Russia becaming

* For the last version of the Lithuania's National Security Strategy (which is being currently updated)
Ty hitps:/ fe-seimas lrs It portal /le-

galdet /It /TAD/ SectaZ027 aPallech 2eP97 SiBaPes 2e | fwidsrivwavpva (kst accessed 27.10.2025).

" See Jokub Godzimirski/Romonas VilplSouskas/Romas Svedas: Energy Security in the Baltic Sea Re-
gion: regional coardingtion and maonagameant -nfihre.rdapandam:u. Wilnius University Press, 2015, avail-
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the first EU member state to do so. The deceupling of energy sector from Russia (and Belarus)
was completed in February 2025, when the Balfic States switched from Russio-controlled
power grid BRELL (IPS/UPS) to synchronise with the Synchronous Grid of Continental Europe
(UCTE) managed by European Netwark of Transmission System Operators for Electricity [EN-
TSO-E).

This synchronisation project of more than €2 billion benefited from EL funding through Con-
necting Eurcpe Faocility (CEF) contributing €1,2 hillion. As Lithuania's Minister of Energy
Zygimantas Vaitianas noted on that cccasion "we are now removing Russia’s ability to use the
electricity system o3 o tool of geopelitical blackmail”.™ Lithuanian autherities sow this as a
Baltic project driven mastly by Lithuania - a view supperted by the official ceremony of the
event taking place in Lithuania’s capital Vilnius with the participation of the heads of Latvia
and Estonia and the president of the European Commission Ursula von der Leyen. It should be
noted, though, that a similar large long-term project in the transpert sector Rail Baltica, aiming
to infegrate Baltic States into the EU railway network, impertant also as a dual-use corridor to
tacilitate military logistics, has been marred by numercus delays and growing costs.

The second (and related ta the first] source of pelicy and institutional changes affecting the
emergence of the Cl protection and resilience pelicy was linked to the domestic political con-
sensus to strengthen the protection of the eritical information infrastructure with the legal
basis introduced by the Government Resalution in 2015 (later amended in 2018). It provided
the definition of the eritical infrastructure as an institution or its unit, an enterprise, particular
equipment, its properties or components, planned, built or already functioning, irespective of
whether private or state-owned, which provides services of special importance, the unavaila-
bility or interruption of which would couse serious harm fo the national security, economy,
intarests of state and society.™

In ather wards, mabilisation of political attention to develep cybersecurity palicy in the after-
math of growing number of cyberattacks and especially Russia’s use of them as cne of the
tools of aggression against Ukraine in 2014 led to the explicit odoption of the Cl protection
policy in Lithuania, Initiolly protection of eritical information infrastructure followed top-down
approach by prescribing responsibilities, methodelagy, including the eriteria (10 altogether) to
conduct checks regarding the inclusion of the cbjects into the list of Cl, extending them to 14
sectors - 51'gnif'ﬂ:.‘unﬂ'_|l maore than included into the relevant EU legislation at the time.

Initially the responsibilities were dispersed among different Governmental institutiens (in ad-
dition to Prime Minister's office and six different ministries including Communications Regula-
tory Autherity, the State Data Protection Inspectorate and Police Department] with the Ministry
of Interior acting as the main responsible policy-making and coordinating actor. However, dis-
satistaction with institutional fragmentation and institutional turf-wars seen by the key policy-
makers as the main obstacle for more effective cybersecurity policy led to the establishment

" Tom Bennett: ‘Baltic States begin historic switch away from Russian power grid’, BBC News, London, 8

" See Ramtnas Vilpisouskas: Regulatory patchwork that evolved in response to external threats, legal
approximation and domestic influences, p. 59-40.
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of the National Cyber Security Centre (NCSC) under the Ministry of Defence in 2015 ond fur-
ther consalidation of responsibilities within it in 2016-2017.7 In 2018, the National Cybersecurity
Strategy was approved by the Government.

These institutional reforms included the introduction of financial sanctions for the persons re-
sponsible for cybersecurity to incentivise them to toke their duties seriously. At the same time,
measures 1o strengthen copacities of Cl operators to detect, respond and, if needed, recover
fram cyberattacks have been developed with the NCSC becoming as a centre of expertise,
advice to Cl operators, other state and private crganisations, and capacity building through
regular consultations and exercises, including EU and NATO partners as well as coaperation
between private and state actors,

The mobilisation of palitical attention, centralisation of institutional responsibilities and inten-
sification of capacity building efforts soen led to Lithuania impraving its pesition in the World
Cyber Security ranking to reach 4% place in 2019 from being 57" several years ago. These
improvements were also accompanied by the initiotives of Lithuanian authorities to take lead-
ership within the EU. At the end of 2017 the EU endorsed Lithuanio-led Initiative to create
cyber rapid response teams within the Permanent Structured Defence Cooperation (PESCO)
agreement. This Lithuania-coordinated initiative includes twelve EL member states and coop-
arates with NATO Rapid Reaction teams as well as partner countries such as Ukraine, especially
after 2022 with more attention dedicated to the lesson-drawing from successful cyber de-
tence performed by Ukraine. On the basis of their experience, Lithuanion officials also con-
tributed with their proposals to the drafting of the NIS2 Directive.

These Cl related policy developments in Lithuania, driven by domestic political initiatives in
response to perceived external threats, often accompanied by the efforts to involve EU [and
MATO) institutions with their expertise, financial rescurces ond legal norms, form an important
background to the recent adeption of CER and NIS2 Directives in Lithuania. Lithuania trans-
posed them by amending a number of national legal norms. In the case of CER Directive, 15
laws and government resclutions have been amended, with the Low on Crisis Management
and Civil Protection being the most important one. Important measures such as the risk as-
sessment methodology, resilience strategy (guidelines) and the identification of the list of erit-
ical entities based on comman criteria are expected to be adopted in the first half of 2024,

In the case of the transposition of NIS2 Directive, 22 lows and government resolutions were
l!:l-I'I'IE'I"I!IZ!Ed.':':I

The process ot transposing the CER Directive was led by the National Crisis Management Cen-
tre (NCMC) established under the Government Chancellery in 2023 to centralise the crisis-
management in response to COVID-1? pandemic and other crises such as iregular migration
archestrated by Belarus since mid-2021, in cooperation with the Ministry of Interior. The NCMC
is the competent authority representing the "whele-of-Government” approach to confinuous

* For a detailed discussion of the evolution of Lithuania's cybersecurity palicy see Raminas Vilpisauskas:
Gradually ond then suddenly: the effects of Russia’s attacks on the evalution of cybersecurity pelicy in
Lithuanig, In Palicy Studies, 45 [3-4), p. 467-488.

2 See the relevant EU low web sites on national transposition measures communicated by the Member
States concemning CER ond NIS2 Directives - ovailable ot https/ fewr-lex suropa e/ legal-con-
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monitoring, assessment and warning of risks ond threats, receiving ond sharing information on
incidents, coordination of resilience-enhancing measures, management of crises and state
level emergencies, coordinating national security communication, overseeing national stock-
pile system, arganisation of exercises and coordination with NGOs. The NCSC and the Ministry
of Defence took the lead in coordinating the transposition of the NIS2 Directive and its proc-
tical implementation benefitting from the expertise and working routines developed during the
decade since its establishment,

In early 2025, it was agreed in the State Defence Council, bringing tegether key institutions
and parties, that the defence expenditure should reach 5% of country's GDP from the next
year - a commitment now also written in the program of the recently formed 20™ Government
- with o long-term aim of maintaining it at 5-6% level up to 2030. The ollocation of mere
tunding for the defence is alsa likely to benefit Cl policy subsystem with some of those invest-
ments directed to impraving its resilience. The revision of the National Security Strategy initi-
ated this year by the Ministry of Defence is likely to provide a legal basis for such investments.
The current version of the Strotegy odopted in 2021 prioritised protection against hybnd
threats ond stressed comprehensive defence. The new strategy is likely to hove a strenger
focus on societal preparedness and defence, economic and energy security and resilience,
including Cl protection and resilience, for example, funding of dual-use infrastructure ™

Incentives and capacifies for implementing Cl related policy measures

As it has been underlined above, evolving (ond escalating) external threats, mestly from au-
thoritarian Russia and its allies, octed as the main incentive for developing Cl related policies
in Lithuania. It is also the main reason why during the period of maore than two decodes of EU
membership Lithuania’s authorities invested significant efforts aimed ot establishing the coun-
try as the active and constructive partner in the fields reloted to security ranging from energy
security to cybersecurity and cooperation with other like-minded partners within the EL and
MATO as well as Eastern neighbours such as Ukraine, Maldova and [until recently) Georgia.

The widespread view within country's institutions that influencing EU policies requires credible
domestic octions and pelicies consistent with articulated national preferences most likely also
acts as an additional incentive to avoid being late with the transposition of EU norms, in par-
ficular such as CER and NIS2 Directives which relote to security concerns (occording to the
officials, Lithuanian was the fourth country amoeng EU member states to franspose them - the
fact that it was worth menticning itself points to the importance of timely transposition).™ At
the same fime, it should be noted that country's political processes are characterised by le-
galistic culture resulting in the proliferation of legal norms, thus increasing regulatary com-
plexity and reducing flexibility in times crises - as noted numerously by the local experts and
OECD.*®

Thus, although the adoption of those EU norms required a number of changes to existing legal
norms, those chonges were incremental, for example, adding several new sectors such as

* Interview with the senior official of the Ministry of Defence, September 5, 2025, Vilnius.
2 Interview with senior officials from the National Crisis Manogement Centre, August 24, 2025, Vilnius.
4 OECD: Mobilising Evidence ot the Centre of Governmaent in Lithuania, OECD Publishing, 29 November
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health core and public administration, while in many others similar or more demanding rules
already existed in Lithuania, Besides, in the process of adepting NIS2 Directive responsible
autharities such NCSC introduced additional measures considered the best practices such as
toreseeing the position of cybersecurity chief or the possibilities to provide financial incentives
for IT specialists which for many years had no possibility to get competitive solaries due to
limits regarding poy for different categories of civil servants,™

Going to the level of Cl eperaters and antities, incentives for designated persens responsible
for the procedures aimed at protecting Cl, in particular from cyber threats, have existed for
some time. However, accerding the officials from the NCSC, there were only a few instances
of issuing notifications fo those responsible to toke urgent octions but no coses of actual use
of financial sanctions were reported.™

Officials from the authorities working with Cl protection and resilience pelicies stress that their
tocus in working with Cl operators and entities included into the relevant lists is on building
capacities through regulor advices, producing risk ossessment manuals and training to use
them, conducting awareness raising and training exercises, especlolly for senlor monagement
of Cl operatars, and similar activities. The National Crisis Management Centre, which is o des-
ignated institution responsible for the implementation of the CER Directive, uses also methads
such as naming and shaming by comparing municipalities in terms of their preparedness for
emergency situations (i.e. presence of shelters), collects and monitors information on variety
of risks in real time, coordinates regular exercises and responses in emergency situations, The
positive experience of cooperation with regulatory institutions has alse been noted by the
senior management of leading companies within the energy and telecommunications sec-
tors,™

Interestingly, representatives of energy sector noted that the level of maturity in terms of or-
ganisational practices and risk assessment procedures regarding Cl pratection and resilience
was higher in the cyber domain compared to physical infrastructure protection, the threats to
which are relatively new and there is little experience in dealing with them [i.e. in the cyber
domain the probability of attack is higher, the eventual damage is higher and the responsibil-
ity /sonctions are higher compared to oftocks on physical infrastructure). In the cose of the
physical infrastructure protection and resilience, there is still significant uncertainty related to
the risk ossessment, its methodology and comresponding measures such as accumulation of
redundancies {spare transformers, generators, cables, etc.] - eventually o matter of significant
additional costs which have to be carefully assessed becouse they might eventually need to
be reflected in the prices charged to electricity users.

Another issue complicating the timely actions to increase protection and preparedness of en-
argy companies indicated by both Cl operators and officials of the Ministry of Energy was
public procurement procedures set by the relevant EU directive. More concretely, the compli-
eations arising when offers by companies with potentially high risk profile (i.e. Hungarion com-
ponies offering Chinese technolegies and equipment) connet be easily eliminated or procure-
ment procedures cannot be accelerated. In general, the length of procurement procedures to

4 Interview with senior officials from the National Cyber Security Centre, September 4, 2025, Vilnius.
= Interview with senior officials from the National Cyber Security Centre, September 4, 2025, Vilnius,
= Interview with the senior management of the energy company LITGRID, Mareh 4, 2025, Vilnius; Inter-
view with the senior monogemant of telecommunications company TELLA, Mareh &, 2025, Vilnius.
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buy new transformers or anti-drone systems has been underlined as the key challenge.”™ On
this, the werk is engaing with the European Commission to adjust the public precuremant pro-
cedures by including security and resilience criteria in addition to price, sustainability ond oth-
ars.™ The telecommunications companies in their purchases of equipment have adopted due
diligence procedures, which include geopolitical risks, olso have been replocing Chinese
equipment considered risky with similar measures considered by energy sector autharities with
respect to solar panels made in China,

More generally, according to Cl operators and officials from the state institutions, actions
aimed at mobilising resources and expertise to strengthen the protection and resilience of C,
in particular in the energy sector, are actively coordinated with partners from the region, mostly
ather Baltic States, Poland and sometimes Finland, os well as werking with the Eurcpean Com-
mission. For example, in 13 May, 2025, the ministers of energy of Estonia, Latvia, Lithuania and
Paland in a joint latter to European Commissioner for Energy and Housing infarmed about the
comprehensive packoge of immediate security measures developed by the Baltic and Polish
Tranamission System Operators (TS0s) and pointed to the joined determination “to establish a
dedicated regional flogship model of excellence in energy infrastructure protection and resil-
ience” which, by building on existing and future EU activities and complementing angaing
MATO activities, could in the future be applied to the entire EU - "from the EU's North to ifs
South” ™

Thus, Lithuanian autharities have been taking inifiotive to adept jeint regional security and
resilience standards in the energy sector as well as cooperation procedures in case there is a
need to share reserves. Joint applications for funding from the CEF to secure critical netwarks
and energy infrastructure to supplement national measures focusing on prevention, detection,
response, repair and deterrence by investing into anti-drone systems, monitoring systems for
undersea cobles, emergency reserve of tronsmission network equipment, protection of the
alectricity grids, franstormers and other Cl objects in the Baltic States (*to pratect what has
been installed with the EU co-funding”) against potential threats have been prepared and the
discussion with the European Commission on required funding totalling another €1,2 billion
from the EU's next Multiannual Financial Frameweork (2028-2034) have been taking place (ra-
ther successfully).™

At the some time os expertise from other ELU Member States and EU funding is being used to
increase capacities of the Lithuanian Cl entities and regulatory institutions, demestic policy
measures have been implemented aimed at increasing preparedness of Cl operators for sab-
otage acts, civilian drone attacks and potential military threats. These measures in recent years
included the review of the rights of the responsible authorities such as the Public Security
Service under the Ministry of Interior to use force against intruders into the territory of the

5T Interview with the senior official of the Ministry of Enargy, August 8, 2025, Vilnius.

*® Intarview with the senior official of the Ministry of Energy, July 31, 2025, Vilnius.

“* Andres Sutt/Kaspors Melnmis /Zygimantas Valtianos/Pauling Hennig-Kloska: Joint Letter of the Minis-
ters for Energy of Estonia, Latvian, Lithuania and Peland te Dan Jorgensen, the Eurcpean Commissioner
for Energy and Housing, 15 May, 2025. The letter, which stressed the importance of EU's timely financial
support from the current MFF via CEF an ollocating sufficient resources in the next MFF |2028-2034)
was accompanied by the non-paper setting out the details of the proposed flagship model of excel-
lence in energy infrastrusture protestion and resiliense.

" Interview with the senior official of the Ministry of Energy, July 31, 20285, Vilnius.
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energy and other Cl objects which it protects. The unidentified drone incursions inte Lithuania's
air space in summer 2025 led to intensified debates about revision of the mandates of the
other autherities such as State Border Protection Service. Also, cooperation procedures be-
tween C| cperatars and military forces as well as civil society in the emergency situations
threatening the provision of vital services are being upgroded.

Significant attention of the authorifies ond Cl operaters is focused on Ukraine ond drawing
lassons from its experience through regular meetings with Ukrainian counterparts. Several most
important lessons have been indicated. Cne refers to the adoption of measures needed to
ensure continuity of services in case of electricity blackouts and similar emergencies. These
include additicnal measures to protect energy objects such as transtormer and telecommuni-
catfions stations by installing fences on the ground er nets against drones, hiding cables un-
derground or aligning them with other infrastructure such as railways, installing “two-leg” ca-
ble links from the maobile communication towers to have one functicning in case of another is
cut, having the option of “national rooming” in case the mobile connection is disabled, et
another lessen includes aceumulation of necessory redundancies (cobles, generators and fuel
to power them, efc.) and to copy data from the main state registers in the clowds in the reliable
jurisdictions outside Lithuania. Alsa, having mabile protection forces as well as reliable per-
sonnel trained and committed to stay and provide required services in the case of emergency.

More long-term plans include the decentralisotion of the manogement of electricity systems
within Lithuonia in cose Vilnius or Kaunos is cut-off from the rest of the country, also the pos-
sibility to have alternative means of communications to the mobile such as satellite phones. As
noted by many officials, most of these measures, especially related to increased resilience,
imply significant costs which currently act as the main obstacle to their adoption. Also, when
such investments are required in the communications sector where private companies operate,
the state aid rules restrict possibilities for the state to support their investmaents,”™

Concluding comments

In Lithuania, the concems regarding external threats originating from autheritarian Russia (and
Belorus) goes back to the lote 19%0s and 2000s. Initially they focused on energy security
measures, including those relevant for the protection of Cl objects important for natienal se-
curity through restrictions on ownership, business transactions, ete. Gradually with the prolif-
eration of cyberattacks, escalation of aggressive policies by Russia and growing tensions be-
tween the US and China, more palitical attention and instituticnal changes were dedicated
to cybersecurity and resilience policies, screening of investments and technolegy transfers
from China.

There is a relatively wide consensus among the main political actors, business community, ex-
perts and civil activists regarding the need to invest into country's defence, including protec-
tion and resilience of its Cl, to deter potential aggresscrs. This led to Lithuania becoming one
ot the first NATO members to anncunce in early 2025 its intension to allocate 5-8% of its GOP
to defence-related funding in the coming years and maintain it up to 2030, Some of these
additienal funds will be used for upgrading the protection and resilience of Cl, such a dual-

" Intarview with the senior official of the Communications Regulatery Authority, Septembar 3, 2025,
Wileiues.
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use infrostructure. It will be important to allocate ond use those increasing sums in a transpar-
ent manner, maintaining trust and support of seciety for such policies,

At the same time, as noted by policy-makers, regulators and Cl speratars, additional EU fund-
ing for strengthening security and resilience of Cl, often in coordination with other Baltic States
and Peland, as well as the role of the European Commission and EU agencies such as ENISA
in coordinating pelicles, exchanges of best proctices and providing expertise is particularly
impartant. There has alse been active interest and cooperation with state authorities and pri-
vate actors in Ukraine since 2014 and especially 2022 in lesson-drawing in protecting Cl and
making it more resilient as well as supporting Ukraine's resistance against Russia’s aggression,
otten targeting energy and other Cl objects and communication systems.

The multiplication of recent erises such os Russia's aggressive actions agoinst neighbours,
eyberattacks, COVID-1? pandemic, weaponization of trade in energy rescurces and irregular
migration by authoritarian neighbours, also extreme weather events cousing electricity black-
outs and communication disturbances led to the centralisation of the institutional responsibil-
ities, especially within the National Cyber Security Centre under the Ministry of Defence (es-
tablished in 2015) and within the National Crisis Management Centre under the Government
Chancellery (established in 2023). This facilitates coordination of activities aimed ot detec-
tion, prevention and recovery measures, including those relevant to Cl entities and the provi-
sion of essential services.

At the same time, existing regulatory complexity might constrain Hlexibility and agility of actors
aperating within Cl ecosystem, especially in conducting public procurements. in this respect,
growing cooperation between state and private actors in the backgreund of the surge of civic
activism during the COVID-1¥ pandemic, assisting refugees from Ukraine and raising support
tor Ukraine's defences can be noted. In the lost several yeaors, responsible ministries, regulatory
institutions, in particular NCSC and NCMC, developed routines of coordination with Cl entities,
monitoring of potential threats 24/7, practices of responses and restering erganisational
functions, although new situations such as incursions of unidentified drones and fast develop-
ments of technologies often expose new gaps and deficiencies of existing protective policies.

Monte negro

Threot landscape

Montenegra’s critical infrastructure faces a combination of natural and man-mode threats.
Matural hazards include seismic activity, floods, wildfires, and extreme weather events, which
pose risks to energy, transport, water, and felecommunications systems, The country's moun-
tainous terrain and Adriatic coastline increase vulnerability to londslides and storm surges,
while climate change intensifies frequency and severity of fleods and wildfires, highlighting
the need for adaptive risk management and resilience planning.

Man-made threats are increasingly prominent, Mentenegro's digitalization and EU/NATC in-
tegration hove made its Cl o potential target for eyberattocks, esplonage, and hybrid infer-
ference. Key sectors: energy (state-owned] and telecommunications (privately owned, for-
eign-controlledjface differing vulnerabilities. The 2022 cyberattack, attributed to Russian
state-sponsored actors, disrupted government services in fransportation, energy, and finance,
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demenstrating the high impact of eyber eperations on Cl. Telecommunications operators’ for-
eign ownership complicates oversight, patentially slewing incident response and creating de-
pendencies on external priorities.

Suspicious surveillance and potential sabotage activities continue to be reported, reflecting
a broader regional pattern of interference in Southeastern Europe. Terrorist or politically mo-
tivated attacks are possible but less frequent, though they remain o recognized risk,

Montenegro has strengthened Cl resilience through legislative refarms (2024 Law on Infor-
mation Security, NIS2 transposition] and instituticnal mechanisms {Gov-CIRT, planned Cyber-
sacurity Agency), supported by EU, NATOQ, and regional cooperation. However, implementation
gaps persist due o funding consiraints, skills sharfages, overlapping institutional mandates,
and dependence on foreign investment, leaving certain sectors—particularly privately oper-
ated telecoms—exposed to bath eyber and physical threats.

Policy and Institutional Context

Montenegro has strengthened Cl resilience through legislative reforms (2024 Law on Infor-
mation Security, NIS2 transposition] and institutional mechanisms {Gov-CIRT, planned Cyber-
security Agency), supperted by EU, NATO, and regional cooperation, However, implementation
gops persist due to funding constraints, skills shortages, overlopping institutienal mandates,
and dependence on ﬁ:rraign investment, leaving certain EEI*I:.‘TDF‘-E—FCII‘HEUhJI"r privately cper-
ated telecoms—exposed to bath cyber and physical threats.

Montenegre has steadily advanced its digital agenda, in line with its accession process, Ne-
table achievements in digital adoption include increasing internet occess, promating digital
literacy and expanding e-Gevernment services. Key aspects of the digital landscape are the
following:

e Internet penetration reached 83 parcent of the population at the beginning of 2022
e Digital literacy continues to improve, particularly among younger demographics.

o E-Government services now provide digital IDs and online portals for taxes, healthcare,
and education.

While digi’ru!imﬁnn bringsfremandnm opportunifies for economic gr-::l'w'th.m it also E:!:FIGEE'S-‘i'h-E'
country to new and evolving cyber threats.

Increased occess to the internet ond infegration of digital skills into school cumicula have
equipped young people fo navigate online platforms, use e-government services, and engage
with digital tools for learning and communication. At the same time, expanded digitalization
has led to a rise in cyber incidents, including phishing, ransomware, disinformation campaigns,
and identity theft. Young users face heightened risks from exposure to harmful content, anline
harassment, and privacy breaches, with potential impacts on mental and physical health,

"4 European Union Cyber Direct: Montenegro, 2023, availoble at: https:/ /eucyberdirect eu/at-
las/country/montenegro (last accessed 22.08.2025)

" Danijela Jacimovié/Mileno Lipovina-BoZovic/Bojan Pejovié/Suncica Vukovi¢:  The Impact of
Infrastructure Developrment on the Ecanomic Grawih of the Countries in the Western Balkons and thedr
EU Future. Prague Economic Papers, 34(1), 2025.
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A stark exomple occurred in August 2022, when Montenegro experienced o mayer cyberat-
tack which disrupted government IT systems, affecting services in transportation, energy, and
finance, and causing significant economic losses. 114 Authorities attributed the attack to Rus-
sian state-sponsored actors, was seen as a retaliation for Montenagro’s alignment with NATO
and EU sanctions against Russia.s The FBI and cybersecurity experts from France and the UK
assisted in the investigation and in strengthening Montenegre's eyber defences.

The rapid expansion of digital infrastructure has not been matched by equivalent improve-
ments in cybersecurity, leaving vulnerabilities that cybercriminals con exploit.™ The 2022
cyberattack, which severely disrupted public administration systems, underscored the urgent
need for elear procedures and Institutional mechanisms for incident response,” emphasized
Dusan Pelavié, Director General of the Directorate for Infrastructure, Information Security, and
Digitalization at the Ministry of Public Administration. ™

To oddress these gops, Mentenegro adopted its Cybersecurity Strategy 2022-2026 in Decem-
ber 2021,™ as port of its long-term commitment fo digital resilience. The strategy focuses on
risk management, threat prevention, and incident respense, aiming 1o strengthen the national
cybersecurity resilience.

However, the level of cyber resilience in Montenegro varies across sectors and ownership
structures, according to recent research, The energy sector is considered the most mature and
underwent relatively few changes with the adoptien of the NIS2 and CER directives.™ If is
predominantly state-owned, with the Govermment of Mentenegro holding a majority stake in
key companies such as EPCG, CGES, and the Plievlja Thermal Power Plant. Within this owner-
ship ecosystem, the government retains full control over operations, infrastructure, and poli-
cies, enabling ropid implementation of safety, security, and resilience measures. State funding
and planning can be directed entirely toward long-term natienal security and reliability, olt-
hough this model may lack the speed and inncvation associated with private foreign invest-
ment. Oversight and enforcement are more straightforward, as regulators or the government
can directly implement policies without prolonged negotiations.

At the opposite end of the spectrum lies the telecommunications sector, where eybersecurity
is portially outsourced to foreign operators. As of teday, Montenegre’s telecommunications
industry is 100% privately owned, with all major operators contralled by foreign entities. The
leading companies include T-Com Montenegro, with an approximate market share of 35%

" European External Action Service: Assessmaent of Cybersecurity Risks in Montenegre: Challenges and
Recommandations’. EU Publications, 2 Cetober, 20235, availoble af: https:/ Mwww.eeas ou-
ropa.ou/sites/ dotault ftiles/ documents 2024 Montenggrote20Report B202024.pdt  (lost occessed
21012025

" Based on the interview with the Ministry of Interior's officials, October 17, 2024, vio Zoam.

" Balkon Investigative Reporting Network: Monfenegre needs to bolster cybar security instifutions, 24
feine, 2024, available af: https:f Mbalkaninsight.com /2024 /08 24 f montenegra-neads-to-bolsber-
eybar-sasurty-inatituttona-birm-repart (losl aeescsad 20.08.2025)

" Based on interdew with Mr. DuSan Palovié, Directar General of the Directorate for Infrastructure,
Information Security, and Digitalization, Ministry of Public Administration, Podgorica, May 18, 2025,

™ Government of Montenegro: Cybersecurity Strategy of Montenegro 2022-2024, 15 June 2022. Avail-
able at; htips: ! Sveww.gov.mefen documents (8 e 2 o dl-0d 5 -483a-202 2-515d 27 728de [last oc-
cessed 21.08.2025)

" Based on the interview with experts in [T department Montenegra Electric Pawer Company an Sep-
tember 10, 2025, Podgorica,
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(76.55% owned by Hreatski Telekom, o subsidiary of Deutsche Telekom AG); One Mentenegro,
with about 25% of the market share (fully owned by the Hungarian technelogy company 4iG);
and Miel, with an estimated market share of 42% as of May 2025 (51% owned by Telekom
Srbijo and 49% by Telekom Sspske).

Foreign ownership provides Montenegro with modem telecom services but makes the regula-
tory oversight complicoted, especially in areas such as cybersecurity, data sovereignty, and
rapid incident response. The regulator must negotiate and enforce cybersecurity and opera-
tional standards with foreign entities, sometimes across borders. This creates risks of slower
incident response, conflicting security protocels, and dependence on compliance by foreign
shareholders whose priorities may not align with Montenegro's national interests.

As Kentera worned: “Our digital infrastructure depends on global platforms, whose decisions
are made for away from Padgorica. If eritical infrastructure falls info the hands of foreign
capital driven by external interests, we lose the ability to decide our own future, "™

For Montenegro cybersecurity is not only a technological objective but also o strategic neces-
sity for sofeguording democratic processes, economic stability and natienal security, “Cyber
resilience is a process that requires o strategic approach by each govermment, continuity in
the specialization of experts in institutions, and sustained investment in the infrastrecture and
cyber ecosystem of Montenegro,” stated Mr. Mara$ Dukaj, Minister of Public Administraticn.

Montenegro has initiated the precess of aligning its cybersecurity and crifical infrastructure
legislation with EU norms.™ Key steps include:

o ECI Directive [2008/M4/EC): Fully adepted through the 2019 Low en Critical Infra-
structure, which establishes procedures for identifying and protecting critical entities.

o MNISI Directive (2016/T148): Incorparated into the Law on Information Security, introduc-
ing concepts such as operators of essenticl services (OES) and incident reporting ob-
ligations.

o GDPR: Data protection law enacted, though enfarcement remains inconsistent.

o CER Directive (2022 /2557): Montenegro is currently undergeing fransition by shifting
from a pretection-focused Cl law toward a resilience-criented approach.

o MIS2 Directive [2022,/2555):

2 Based on the interview with Mr, Sovo Kentera Save Kentera expert in security and international rela-
tions, the Fresident of the Atlantic Alliance of Montenegro, served as the Acting Director of the National
Security Agency [ANB| of Montenegre in 2022, September B, 2025, Podgarica.

™ Vijesti; Dukaj: Cyber resilience requires a strategic approach by every government, 20 November,
2023, ovailable af; hitps: ) fenvijesti.me/ news-b /society /S8 2595 fdukaj-evbar-resilisnc e-reguires-a
strategic-approoch-by-every-governman (last accessed 21,08, 2025).

% European Commission: Montenegro report 2024, 30 October, 2024, availoble ot: https://enlarge-
rrantee suropa.sudocumant /download fodlefd19-547 5445903 3-afdbededZ43b_an  [last  oe-

cessad 21.08.2025).
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o The transition to the CER Directive (2022 /2557 should reflect a shift from protection-
tocused eritical infrostructure legislation toward a resilience-orented approach, How-
ever, Montenegro hos not fully transposed CER into national low yet, NIS2 Directive
(2022 /2555) was intraduced and subsequently transpesed inte the new Law an Infor-
mation Security, adopted at the end of 2024%,

The 2019 Law on Critical Infrastructure™® defined critical sectors as energy, transport, water
supply and healthcare, tinance, electronic eommunications and ICT, environmental protection,
functioning of stote authorities, and other oreas of public interest and Ministry of Interior as
the responsible institution. The new sectors or subsectors were added in 2024, including space
activities, ICT service management, foed production, processing and distribution, manufactur-
ing [covering medical devices, computers, electronics, machinery, vehicles, and other transport
equipment), electronic service providers, and research entities focused on opplied research
and experimental development for commercial purposes. The 2024 Law shifts from a general
sectoral appreach toward a more comprehensive, detailed, and resilience-oriented frame-
work, reﬂﬂc’ring broader u|ignmani with EU standards and the CER Directive.

The adaption of the 2024 Law on Infermation Security served two primary purposes: fulfilling
Montenegro’s EU obligotions and establishing o secure cyberspace that protects critical in-
frastructure in line with EU best practices. As DuSan Palavi¢ noted, “The law has enabled the
establishment of new and the strengthening of existing mechanisms for responding fo cyber
incidents and crisis situations.” In addition, Mrs. MiSkovi¢ emphasized: “This achievemant re-
flects substontial alignment with EU standards in digital policy, media regulation, and elec-

< - . L4
tronic communicaticns.

The law represents a significant step in strengthening administrative capacity and achieving
legislative harmonization, reinforcing confidence in Montenegro’s readiness for EU accession.
Its adoption alse enabled the provisional closure of Chapter 10 - Information Society and Me-
dia in December 2024. As Mrs. MiSkovi¢ highlighted, “This marks a crucial milestone in the EU
accession process.”

The 2024 Low on Information Security also clearly defines the roles and responsibilities of
institutions responsible for eritical infrastructure and eybersecurity. Notably, it establishes the
Ministry of Public Administration (MPA) as a central coardinating body in this process, providing
strategic oversight and ensuring that institutional responsibilities are clearly delineated across
the governmant,

The MPA's responsibilities include:
e Acts as the Single Point of Contact with the EU and regienal partners.

2 Ministry of Public Administration: Law on Infarmation Security, 1| December, 2024, available ot
|i+_|:h_5!.l',-"www.qn'-.mnfunfdn:umnnl‘s;"?f-’?ﬂﬁﬂﬂ AR a-dTH4-bdtd hr_hcﬁ‘;'ﬂ'ligi?ﬂflé ;L::.r oooissed
21.08,2025)

4 Ministry of Interior: Low on the Identification and Protection of Critical Infrastructure, 30 January,
2020, availoble af; https: ) fewear gov.me S en fdocuments 258557 Da-cd -4 208-aF od- DF4T HPaddBe
(last ocoessed 21,08.2025]
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o Coordinates national cybersecurity policy among ministries, ogencies, and operators.,
o Oversees the Cyber Security Agency and Gev-CIRT.

o Develops and maintains the national eybersecurity strategy and related action plans,
o Ensures proper categorization of essential and impartant entities.

e Coordinates regulatory oversight with sectoral regulators.

Operational Cybersecurity Units, funetion under the strategie guidance of the MPA, These units
are responsible for:

o Gov-CIRT and G-SCC™: Provide 24/7 monitoring, incident detection, and coordi-
noted response across government networks.

o Cyber Security Agency [planned): It will centralize oversight functicns, ensure NIS2
compliance, focilitate cross-border cooperation and conduct audits and enforcement,

Agency for Electronic Communications ond Postal Services complements this framewark by
o Regulates telecoms and postal networks.

e Ensures network resilience and supervises the market.
o Owersees critical network obligations for private operators,

While Montenegro's institutional framewaork reflects formal compliance with EU norms, its func-
tional capacity remains limited — @ common challenge among smaller EU-harmanizing states.
Overlapping jurisdictions, where the Ministry of Intericr operates under the 2019 Law and the
Ministry of Public Administration under the 2024 Law, limit Montenegra's functional capacity
in eritical infrastructure protection. This challenge is further compounded by weak enforce-
ment and political influence. Structural fragmentation, skills gops, and insufficient funding fur-
ther reduce the effective implementation of Cl-related measures. Multiple agencies are re-
sponsible for Cl protection, with energy, telecom, and digital secters each overseen by sepa-
rate ministries. These overlopping or unclear mandates undermine efficiency, additicnally.

Beyond domestic arrangements, Montenegro engages actively in regional and international
cooperation:

o EU rapid response teams and ENISA initiatives supported the establishment of G-S0C.

o The Western Balkans Cyber Capacity Centre (WB3C)™ provides training and capacity
building for Cl operators and institutional staff.

o The Energy Community monitors Montenegro's compliance with EU energy and cyber-
security standards,

2% Ministry of Public Administration, Directarate for Information Secwity and Gov-CIRT, 26 Cetober,
2024, available at: https: ! fwww. aov. me fclanok/ dreavne-institucije-privied o=l -aradani-u-crnoj=gori=
od-danas-bezbjedniji-u-intermet-olruzenju [last accessed 22 .08 2025]

24 Ministry of Public Administration, Western Balkans Cyber Capacity Centre, 10 December, 2024,
hitps: / farerw gov.me  clanak fetvaren-regicnalni-centar-20-salber-kapacifete-zapadnog-balkana-
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o MATO, EU, and LL.5. partners provide practical support in incident recovery and infra-
structure strengthening.

Incentives and capacities for implementing Cl related policy measures

Montenegro’s EU accession process provides a strong political and financial incentive to re-
torm its critical infrastructure protection and resilience policies in line with EU norms. The ne-
gofiation process and provisional elosure of Chapter 10 - Information Society and Media
demenstrate the tangible benefits of alignment. Achieving this milestone signals progress in
EU integration and reinforces Montenegro’s commitment to mademizing its digital and cyber-
security frameworks.

Implementing EU legal nerms for Cl protection and resilience provides access to EU funding,
technical expertise, and impreved security standards, thereby strengthening the country's re-
silience.

Pre-accession conditionality and funding play a key rele as practical incentives—aligning with
EU standards is essential not only for smooth accession but alse fo access EU pre-accession
tunds and internaticnal gronts, This combination of pelitical milestones and financial support
encourages Montenegro to adopt EU directives such as NIS2, strengthen infrastructure secu-
rity measures, and enhance overall resilience, while simultanecusly highlighting the risks of re-
liance an conditional or potentially unstable financing, which can affect the continuity of CI
protection p.n:ujac:’rs..m

The EU eontributes to Montenegro's cyber resilience through multiple instruments, such as IPA
programs and the Western Balkans Investment Framewark (WBIF), by providing grants, tech-
nical assistance, and sector-specific cybersecurity training.128 The EU-financed Cybersecurity
Ropid Response project (Phase 2.0) for Albanio, Mentenegro, and North Macedania [April
2024-September 2025) provides €1.8 millien to strengthen Gov-CSIRTs, S0OCs, and cyber re-
silience in public institutions. Western Balkans Investment Framework (WBIF) provided Monte-
negre with over €3 billion in grants, mobilizing more than €24 billien in investments, though
not cybersecurity-specific. Additicnally, Montenegre joined the Digital Europe Programme
(2021-2027) in June 2023, gaining occess to €7.5 billion through competitive calls. Funding
tor the new Cybersecurity Agency and Government CIRT comes mainly fram national budgets
and EU cooperation. To address this, the EU supports Montenegre through IPA Il and the West-
ern Balkans Digitel Agenda, offering financial aid, technical assistance, and training

Howevar, the ELl pre-accession incentives are necessary but insufficient: they encourage for-
mal adoption of norms but cannot substitute for structural, financial, and technical capacity
building. While conditionality has been effective in driving legislative alignment (for example,
MIS2-baosed law adopticon), it does not guarantee full implementation. Financial constraints

! Milena Mihoilovie /Ruggere Tabosi: Refarming the EUF's pre-accession funding instrument, lssue Papes,
European Policy Centre and CEPS, September, 2023, ovailable ot https: / fcep org.rs f'wp-content fup-
loods f 2023 /08 /Relarming-the-ELls-pro-oocoession-tunding-instrumant. pdf lost Gecissnd
21.08,2025).

" European Commission: Monfenagro report 2024, 30 Ootober, 2024, available at; hitps:/ fenlarge-
ment.ec eurspa.eu/document /download adlefd19-5473-4459-a313-oldbeded245b_en  (last oe-

cessad 21.08.2025).
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also exocerbate technical gops: outdated power grids, vulnerable telecom netwerks, and in-
sufficient digital security framewerks cannet be upgraded without substantial capital,

In same time, Montenegro as a small econamy, faces limited public and private funding for
cybersecurity and critical infrastructure initiatives. Infrastructure operators often perceive EU
riorms as complionce burdens rather than sfrategic investments, particularly in regulated or
low-profit sectors such as energy, where small market size, government price controls and high
modernization costs constrain profitability.® The central challenge for Mantenegra is closing
the financial gap while ensuring both modernization, eyber resilience and sustainable growth.
The country's economic development heavily depends on foreign investment. However, interest
trom EU businesses remains limited, and Montenegro taces strong competition from alternative
sources of capital, including China and the United Arab Emirates. This could strongly increase
the country's resilience to potential cyberattacks in the future.

In this context, FOI screening has become increasingly relevant, especially for sectors with
national security implications. Montenegro has partially adopted frameworks influenced by the
EU's FDI Screening Regulation - a specific FDI screening mechanism for the defence industry.
However, no comprehensive FDI screening mechanisms have been in place for other sectors.
Security concerns have also intensified around the procurement of Chinese telecom equip-
ment—particularly from Huowei—which has led to stricter scruting under EU and NATO stand-
ards. Cybersecurity measures to oddress these risks include national strategies, the establish-
ment of the CIRT, regular training for operatars, and regional eyber exercises supported by
both the EU and NATO.

As Kentera cbserved, "Control over strategic resources directly determines the degree of a
state's independence—whoever controls the infrastructure, controls the state.” Kentera™ noted
that while partnerships with private companies are possible, the State must retain authority
aver strategic sectors of critical infrastructure. In particular, Montenegro remains highly vul-
nerable in the energy and digital sectors.

These efforts are reinforced by reforms in public procurement, aligned with Chapter 5 of the
EU accession negotiations, which was provisionally closed in June 2025, The reforms intro-
duced electronic procurement, anti-corruption sofeguords, and fronsparency meosures—
strengthening oversight of telecom-related procurements, As a result, contracts (invelving Chi-
nese suppliers| are now subject to fair, competitive, and EU-compliant screening.”™ Montene-
gro has alse adopted EU-cligned legislation, developed centralized e-procurement systems,
and professionalized its oversight institutions. Together, these tools embed early-warming

" Based on the interdew with Mr. lvan Bulatovie, General Manager of Elektroprivreda Crme Gore-EPCG
the largest energy company, May 25, 2025, Podgerica,

" Based on the interview with Mr, Savo Kentera, an expert in security and international relations, the
Frasident of the Atlantic Alllance of Montenegro, served as the Acting Director of the National Security
Agency [ANB] of Montenegro in 2022, September 8, 2025, Podgorica.

47



ﬁplnviggrngU;ﬁ- InvigoratELl | Policy Report

(“red-flag”) mechanisms to enhance scruting of foreign vendors and improve institutional ca-
pacity to detect and mitigate procurement-related security risks.™

Remaining challanges persist regarding Cl protection and resilience. The adoption of laws
under the NIS2 fromework demonstrates Montenegro’s formal alignment with EU standards.
Political volatility further undermines resilience efforts. Despite strong political and popular
consensus on fast EU accession, frequent government changes and limited public owareness
of CI's importance reduce the mativation to invest in long-term security. Regulatary bodies
and operators in the energy and telecommunications sectors face shortages of funding, per-
sonnel, and expertise, limiting their ability to enforce standards and manage risks. While the
government hos odopted EU-aligned legal frameworks, the implementation remains challeng-
ing. International support — particularly from the EU and the Energy Community — is therefore
crucial to strengthening resilience.™

Domestic funds, both public and private actors, sometimes perceive EU cybersecurity norms
as externally imposed obligations rather thon strategic investments, thus weakening compli-
ance. As lvan Stankevi¢ of the private IT company Cilkom observed, many companies will strug-
gle to fully comply with Cl-related regulations due to shortages of staff, expertise, and ade-
quate technologies.™

Concluding comments

Montenegro’s EU accession process has created strong pelitical and financial incentives to
refarm its critical infrastructure protection and resilience pelicies, aligning them with EU norms.
Achievements such as the provisional closure of Chapter 10 and the adaoption of NIS2-aligned
laws signal progress in integration and reinforce the country's commitment to medernizing
digital and cybersecurity frameworks. EU support—including funding, fechnical assistance, and
programs such as IPA, WBIF, and the Digital Eurcpe Programme—strengthens national capacity
and resilience, while pre-accession conditionality motivates formal compliance.

However, financial constraints, limited domestic resources, and dependence on foreign invest-
ment (telecommunications, banking, fransportation...) pose significant challenges. Foreign
ownership and competition for capital highlight the need for careful oversight, FDI screening,
and strategic control over critical infrastructure. Reforms in procurement, regulation, and op-
erational framewarks, together with EU-supperted initiatives, have impraved governance and
Euﬂ}r—wuming cupu::hihiiﬁ in Montenegro. However, the coundry continues to face sin_:_;nificrun’r
structural, fechnical, and human copacity gops. Political volatility, limited public owareness,
and perception of EU norms as compliance burdens further hinder full implementation.

"2 Vijaati, EC: Conditions for elosing Chapter 5 fulfilled, implementation of ogreement with UAE to be
in line with European legislation, 3 June 2025. Available of: https://en vijesti.me/news-b/poli-

mant-with-the-UAE-to-be-in-line-with-European-legislation (last accessed 21.08.2025).

"“* Based on the interview with expert for telecommunication in Ministry of Public Administration, Sep-
tember 5, 2025, Podgorica.

™ Based on the interview with Mr. lvan Stankovi¢ of the private IT company Cikom September 8, 2025,
Padgorico.
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Lessons learmed from Montenegre's experience emphasize the importance of combining for-
mal legal alignment with practical copaeity building, sustainable financing, and rebust insti-
tutional ceordination.

Moving forward, Montenegro's resilience will depend on sustainable investment, institutional
eapacity building, skilled personnel, and integrated coerdination ocross public and private
actors, These measures are essential to ensure that legal alignment translates into practical
protection and continuity of critical infrastructure in the face of evelving cyber threats .

Ukraine

Threat landscape

Since Russia’s full -scale invasion, Ukraine hos faced an unprecedented convergence of ki-
netic, cyber, and hybrid threats targeting its eritical infrastructure. Now geing through its fourth
year, the war has placed enormous strain on the country's essential systems, yet the resilience
and determination of the Ukrainion people and institutions remain a central factor in sustaining
national functionality.

Critical Infrastructure has become both a direct target and an instrument in Russia's strategy
to destabilise Ukraine. Disruptions in energy generaticn and transmission, damage to logistics
netwaorks, and interference with infermafion and communication systems are designed to par-
alyse governance, reduce industrial output, ond undermine public confidence. Alongside phys-
ical assoults, Ukraine continues to confront a wide range of coordinated cyber operations,
disinformation compaigns, economic pressure tactics, environmental disasters, all cimed at
amplifying the eftects of kinetic warfare.

A UN Human Rights Monitoring Mission reparf™ confirms that the destruction of vital infra-
structure “violates the principles of international humanitarian low aimed ot protecting civil-
ians”. This underscores both the severity of the threat and the urgency of building resilient,
legally compliant systems of protection.

At the same time, Ukraine’s EU accession process adds a crucial strategic dimension fo ifs
efforts in Ol protection and resilience. Alignment with the EU acquis, not only strengthens
Ukraine’s institutional capacity, but also integrates its resilience framework into the broader
European security architecture. Progress in this area is essential in both the country’s recen-
struction and its long-term integration with the ELL.

In this context, the legislative and institutional framework of Cl protection and resilience has
acquired strategic importance. Ensuring the etfective operation of vital systems under contin-
wed ofttock requires not only defensive copabilities but also coherent policies, regulatory
mechanisms, and incentives that support both public and private operators of eritical infra-
structure.

5 United Nations Ukraine: Attacks on Ukraine’s energy infrastructure: harm to the civilian population, ,
available at  httpa:/ fukraine. unorg fen/ ITEP92 -aMacks-ukraing s-energy-infrastructure-horm-eivil-
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Policy and institutional context

Russia’s aggression against Ukraine's critical infrastructure remains a central element of its
military strategy, designed te inflict maximum operational, econemic, and humanitarian dam-
age. lts overarching objective is to destabilize the state and undermine national resilience.

This strategy involves the physical destruction of key assets and costly facilities, the replace-
ment of which requires considerable time and resources, while their disruption eritically affects
energy supply to the population and essential infrastructure enterprises. These kinetic threats
are further compounded by persistent and sophisticated cyberattacks, aimed at eroding eco-

nomic stability, weakening public morale.

Cyberwar hos become a full-fledged component of Russia’s oggression against Ukraine. In
2022, the number of eyberattacks on Ukraine's information infrastructure nearly tripled com-
pared ta 2021. More than 1.5 million attempted attacks on the energy sector alone were rec-
arded and blocked that year, with transmission and distribution system operators baing the
primary targets.

The mest significant cyber threat to Ukraine's energy sector is the Industroyer mabware™, the
first known malicious softwore specifically designed to disrupt electricity networks. Originally
deployed in the 2016-2017 cyberattacks on Ukraine, it re-emerged in 2022 in an upgraded
form known as Industroyer2, used by the Russian hacker group Sandworm.

This new variont, aimed at disabling electrical substations, was combined with a destructive
malware toal colled CaddyWiper, designed o erase data on infected systems. The attack was
scheduled for April 8, 2022, but was successfully prevented through the joint efforts of Ukrain-
ian cybersecurity specialists at CERT-UA and international partners, including ESET and Mi-
GFEIH-H'H'.

Attempts such as Industroyer? are not isolated incidents but part of a broader, coordinated
cyber strategy. Russion groups exploit eyber tools to infiltrate energy company netwaorks, eon-
duct reconnaissance, and prepare for both eyber and kinetic operations. According 1o o rep-
resantative™ of the Verkhowvna Bado of Ukraine, c}'baruﬁuv&ks can be 5ynchn::niz&d with
planned physical strikes, aiming to:

o Disrupt control systems: disable or confuse supervisory control and data acquisition
(SCADA) systems and protective relays.

o Destroy data: deploy wiper malware to erase critical information, making rapid recov-
ery through manual or outcmated processes far more difficult.

In the digital sector, Ukraine Is in the process of adopting its national legislation to the NIS2
Directive (EU 2022/2555], which will facilitate integration inte the EU digital single market™

"¢ Cyber threot bulletini Cyber threat activity related to the Russion invasion of Ukraine |
https: f fanerad cvbaer g ca fsites detault S iles S ovber-threat-activity ussnc:nfgn;l rusElan=irvasion
ukraine-e.pdf {lost accessed 15.09.2023).

" Communication with the Verkhovna Roda representative on Cl protection in the written format (re-
ceived on 19.09,2025).

"t Ukraine: 3d Cyber Dialogue with the European Union takes ploce in Brussels, available af: https: / /dig-
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- an essential step toward Ukraine's accession to the European Union. Harmonization of cy-
bersecurity standards and practices with EU norms is vital, especially in light of the increasing
cyber threats and attacks emanating from the Russian Federation.

To this end, the State Service for Special Communications and Information Protection of
Ukraine {SSSCIP} hos established cooperative fromeworks with Eurcpean pariners. Notably,
collaboration has been initiated with the Europeon Unien Agency for Cybersecurity (ENISA],
and a memerandum of understanding has been signed with CERT-ELL. Ukraine has begun
aligning its critical infrastructure sectors with the requirements outlined in NIS2 and has intro-
duced procedures for incident respense and information exchange concerning cyber incidents

and attacks.

Pursuant to the EU Directive on Security of Metwork and Information Systems (NIS/NISZ),
amendments to existing Ukrainian legislation are underway to establish criteria for designating
eritical infrastructure facilities and to define risk management and incident response require-
ments. The implementation of NIS2 standards in Ukraine is expected to enhance the resilience
ot notional critical infrastructure ogainst cyber threats, foster cybersecurity cooperation with
European counterparts, and improve the protection of state information systems. Furthermore,
Ukraine aims to establish a cybersecurity certification system aligned with the EU Cybersecu-
rity Act™, which will support the entry of Ukrainian IT products and services into the Eurcpean
market and improve their global competitiveness.

The Parliament of Ukraine has on 17 March 2025 odopted legislation conceming the protection
of state information resources and critical information infrastructure, This law™™ strengthens
Ukraine's cybersecurity defence copabilities and includes the following key provisions:

-  Establishment and cperation of naticnal systems for responding to cybersecurity inci-
dents, attacks, and threats, including the exchange of information concerning inci-
dents that aftect information, electrenic communications, and ICT systems processing
state or classified data.

« Development of national, sectoral, and regional response teams within the naticnal
cybersecurity response system, 'Fu::llnwing the recommendations cutlined in the NIS2
Directive.

= Delegation of responsibilities fram the national CSIRT [CERT-UA) to secteral and re-
gional feams, with provisions for invalving private response teams in the national cy-
bersecurity framework.

An important characteristic of Ukraine’s Cl legislation is its two-fold noture. The law explicitly
regulates activities in peacetime and under a stote of emergency, while activities under mar-
tial law are governed by the other laws of Ukraine. This legal ‘two-sidedness’ reflects a stra-
tegic choice, enabling the state and its agencies to employ more flexible and operaticnal
protection teols during armed conflict.

®¥ Cyber Resilience Act, Europeon Commission, availoble ot https://digital-strategy.ec.eu
ropa.eu/ en/ policies/cyber-resilience-oct {lost aocessed 17,04.25)

4% Low of Ukraine 43348-1X dated 27.03.25, On Amendments to Certain Lows of Ukraine on Information
Pratection and Cybersecurity of State Information Resources and Critical Information Infrastructure Fa-
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Against the bockdrop of ongeing threats, o key question is whether there exists o politicol
consansus on the policy instruments used to address these risks, and whather this consensus is
supported by regulatory authorities and by Cl cperators and owners. In general, there is mutual
understanding between government bodies, requlators, and market actors about the im-
portance and priority of effective responses. Discussions are ongoing conceming funding
sources, the creation of reserve funds and stocks, and the securing of alternative supply
routes™'.

Monetheless, discrepancies between key stakeholders remain. The most systemic difference
concerns the strategic architecture of Ukraine’s power system. Current state policy continues
to prioritize the protection of large, centralized facilities, consistent with the historical model
of Ukraine’s power grid, which hes relied en several large nuclear, hydre, and thermal power
plants. However, in the context of war with Russia, which deliberately targets these facilities,
the effectiveness of this approach has been called into question. For example, the level of
readiness of protective structures at Ukrainian Transmission System Operator (TSO) Ukrenergo
Mational Power Company [NPC) facilities is currently estimated at over 85%. However, physical
barriers such as gabiens™? and "big bags"™ are not always effective against direct missile
strikes. The construction of these fortifications is time consuming.

This centralized model has baen sharply criticized by experts, many of whom argue instead for
a strategy of decentralized generation. Ukraine War Environmental Consequences Work Group
(UWECT*, amang others, advecates for o medel built around hundreds of smaller power
plants, which would be significantly harder to disable through missile strikes. In their view, such
a madel offers greater sustainability. The issue of distributed generation in the energy sector
is analysed in detail in report D.7.1%%,

In line with Ukraine's energy security strategy, the Cabinet of Ministers' Order No. 715-p of July
18, 2024, approved the Strategy for the Development of Distributed Generation until 2035
and its accompanying action plan for 2024-2026. This strategy aligns with Directive (EU)
2019/244 on common rules for the internal electricity market, as omended by Directive
2012/27 fEU, which Ukraine is obliged to implement as part of its commitments to the Energy
Community and its integration process with the EUL. The plon also emphasizes the imporfance
of guaranteed copacity and the modemization of transmission and distribution infrastructure.

¥ Communication with the former executives of Ukrainkan TSO (Ukrenergo) on Cl protection in the writ-
ten format [recaived on 19.09.2025)

¥? Gobions are wire mesh with coges filled with stones, used for protection of the critical infrastructure
by providing durable barriers against physicol threats like blosts or vehicle impocts

4% “Big baogs” used for critical infrostructure protection are typically known as Giant Geotextile Bags
(5GBs) or Megabags which are large containers made of high-resistance synthetic pelymers and filled
with sail [aften sourced from surreunding area).

¥4 Ukrgine War Envirenmental Consequences Work Group (UWEC): Environmental consequences of the
wiar in Ukraing: Qofober-November 2024 Review, avoiloble of: htips:/ fuwecworkgroup, infe fenviron-
mantal-conseguances-of-the-wor-in-ukraing-cctobar- nevamber- 202 d-ravigw [ {h;lsl‘ aecested
19.09.25).

"% Vilpi§auskas, Ramiinas et al.: Long palicy report en rules alignment of protecting eritical infrastructure
in intardependent states, available at: hitpa:/ finvigorat.eu/wp-content fupleads (2025/03/07.1_In-

vigorafEL_long-policy-report_public.pdf (lost cecessed 19.09.25),
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The cbligations ploced on energy Cl operators and owners in Ukraine represent on impartant
step forward and appear broadly adequate on paper, particularly in terms of alignment with
EU standards. It reflects a shift from normative, state-driven approaches to the mare compre-
hensive, risk-bosed frameworks required by the EL Critical Entities Resilience™ [CER) and NIS2
Directives. However, their practicol odequocy is constrained by limited resources, wartime dis-
ruptions, and gops in detailed enforcement mechanisms,

At the facility level, Cl cperators are required to develop and implement physical and infer-
mation protection plans. These plans are not autonomous, as their approval for facilities of
categories | and |l of criticality rests with the Security Service of Ukraine (SBU). This hierarchy
reflects the state's approach to Cl protection primarily through the prism of national security,
with priarity given to oversight by the security services,

Beyond the SBU, o wide range of state bodies are invelved in the system, underscoring its
nationwide scope. Depending on circumstances, the Armed Forces of Ukraine, the Naticnal
Guard, the Mational Police, and the State Emergency Service may be engaged in security and
protection measures. The State Service for Special Communications plays o central coordi-
nating rale in cybersecurity, including training on countering cyberattacks developed in coop-
eration with the US Cybersecurity and Infrastructure Security Agency (CISA). Even the NEURC,
acting as regulator, hos become invelved in safeguording Cl-related information during mar-
tial low. This broad instituticnal coordination illustrates the existence of a coherent state policy
framewark.

Incentives and sanctions for implementing Cl related policy measures

The main incentives for upﬁring Cl-related pratection measures lie in ensuring the sustaina-
bility of state functions, parficularly the continuity of vital government operations, the preser-
vation of economic stability and citizen security, and the prevention of negative consequences
arising from disruptions in infrastructure operations. These meosures are alse erucial for pro-
tecting against both external and internal threats. Further incentives on energy Cl protection
and resilience are linked to access to finnnﬁin«g machanisms for sensitive expenditures, which
depend on complionce with established indicators.

As highlighted in the D.7.1 report, the obligations of Cl operators ond owners, including in the
energy sector, have evalved significantly since the adeption of the Law of Ukraine “On Critical
Infrastructure” (2021) and related regulations. Importantly, the low tasked the Autharized Bady
in the field of critical infrastructure protection - the State Service for Special Communications
and Information Pratection - with preparing amendments to the Low on Critical Infrastructure,
the Code of Ukraine on Administrative OHenses, and the Criminal Code. These amendments
waore intended to establish forms and amounts of penalties for Cl operators, define relevant
offenses, and specify liability for vielations, within one year of the law's entry inte force. To
date, however, these requirements remain unimplemented. The reason of non-implementation
is @ combination of wor-related disruptions, limited institutional capocity, political sensitivities,
and the need to synchronise with evolving EU legislation.

** The CER Directive has not been transposed into Ukrainian legislation.
5%
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According to a representative’ of the Naotional Energy and Utilities Regulatery Commission
(NEURC), within the framewark of state aversight, the regulater maniters compliance by licen-
seas, including Cl operaters, with licensing conditions and imposes penalties where necessary.
These include sanctions for failing to implement protection measures for critical infrastructure
tacilities provided for in tariffs, investment programs, or as required by law.

As highlighted in the D.7.1 report, Ukraine is receiving substantial technical and finoncial sup-
port from the EU during the pre-accession period. The EU-Ukraine Facility (2024-2027) is o
comprehensive programme providing up to €50 billien in grants and soft loans to help Ukraine
address the consequences of the ongoing war and align with EU-standards en its path to
accession. The programme is structured around three pillars:

»  Ukraine Plan — support for reforms linked to EU accession and urgent financial needs.

* Investment Facility for Ukraine — guarantees and blended finance fo attract public and
private investment, restare and grow Ukraine’s econemy, and manage risks for investors
in @ high-risk environment,

»  Macro-financial assistance — stabilisation instruments to sustain Ukraine's fiscal ca-
pacity.

Poyments under the programme are conditional on Ukraine's odherence to democratic gov-
ernance, the rule of low, and human rights protections. Beyvond financial stabilisation, this as-
sistonce serves as o direct instrument of Ukraine's recovery strotegy: it enables the purchose
ot new equipment, funds madernization projects, and supparts the integration of Ukraine's
energy system into the Eurcpean cne. It also illustrates the strong internaticnal consensus that
underping Ukraine's recovery efforts,

In this context it is impartant fo note that the EL integration frarmework goes beyond financial
assistance: it provides a structures pathway for institutional and regulatory transformation
bosed on EL bast practices, standards, and mechanisms for protecting critical infrastrecture.
This approach helps ensure that Ukraine’s resilience is not solely dependent on external aid,
but is embedded in sustainable, EU-aligned governance and risk management systems,

At the same time, Ukraine's Cl protection strategy remains heavily dependent an international
financial and technical assistance. This reliance creates vulnerability to shifts in the geopelit-
ical priorities of partner states. A 5.’rr||:|ng example is the termination by the United Stotes
Agency for Internotional Development [USAID) of a $75 million grant agreement for the
Ukraine Energy Support Fund, Such developments pose a strategic challenge for Ukrainian
policymakers: how to design a protection system resilient to unpredictable political decisions
by partners. While LS. assistance - porticularly under the Biden administration - has indeed
ployed a significant role in supporting Ukraine's immediate Cl protection needs, the more sus-
tainable and structural path toward resilience is needed, rather than just donor-driven support.
Addressing this challenge underscores the importance not only of attracting but also of diver-
sifying funding sources, in particular by fostering conditions for domestic and foreign private
investment that are less susceptible to gecpolitical fluctuations.

“T Cammunication with tha NEURC representative on Cl protection in the written format [received an
N.0%.2025),
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The protection of energy critical infrastructure (CI) in Ukraine is bosed on close cooperation
between the public and private sectors. This includes the establishment of joint eybersecurity
centras, the development of unified security standards and information-sharing protocels on
cyber threats, as well as cost-sharing mechanisms for system modemizaticn and staff train-
ing"®, Such measures enhance the overall resilience of energy Cl entities.

While there is brood consensus on the need for robust physical protection, proctical imple-
mantation faces substantial financial and logistical obstacles, which create strategic vulner-
abilities. Restoring and strengthening energy infrastructure requires significant investment. For
example, NPC Ukrenerge has received a €100 million EU grant'®, channelled through the Ger-
man State Development Bank, for substation medermization and physical protection, while the
European Investment Bank (EIB) has allocated an additional €B4 million for similar purposes.
These contributions illustrate the scale of international efferts to support Ukraine's power sys-
tam,

However, the pace of implementation remains a serious ch-u"enga. The construction of possive
protection structures (such os reinforced concrete shelters for substations) is a lengthy and
multi-stage process. Although the first stage has already been completed, full completion of
the second stage is expected only in the first quarter of 2024. Delays are largely due to the
need to dﬂ»&nﬁrgi’:&m equipment during construction, as well s ongoing military risks in framt-
line reglons.

This situation highlights a eritical gop between pelitical priority, which demands an immediate
strengthening of protection, and the practical feasibility of implementation under wartime
conditions. While political and public consensus on the need for protection is absolute, the
slow and costly construction of protective structures creates a strategic vulnerability that can-
not be resolved overnight. This discrepancy between urgent needs and slow implementation
alsa fuels broader debotes about the future direction of Ukraine's pretection strategy.

The economic dimension represents another significant area of disagreement. While there is
broad consensus on the need to restore the sector and attract investment, specific regulatory
instruments have provoked sharp criticism. The private sector, represanted in particular by the
Federation of Employers of Ukraine (FUE), opposes steep increases in electricity distribution
prices for businesses™, arguing that such measures threaten the survival of industrial enter-
prises omid widespread infrastructure destruction. Given that FUE represents around 8,000
enterprises accounting for 70% of the country's GDP, its position carries substantial weight.

“' EGA: Boost in cyber resilience of Ukraimion eritical infrostrueture, Estonio, avallable ot
https:/ /eqo.eefukrainian-eriticol-infrastruciuse / (last accessed 15.09.2025).

¥ Ukraine to receive €100 million from EU for the reconstruction of electricity transmission system, avail-
able of: https:/ feuneighbourseast eu/news/lotest-news fukroing-to-receive-e100-million-trom-gy-for-
reconstruction-of-glectricity-tronsmizsion-system/ (last occessed 15.09.2025).

5 olate the equipment from all hozordous energy sources, which may involve shutting off power and
remaving fuses or unplugging devices. Performing lockout Mtagout (LOTO) procedures by applying locks
and tags to the equipment or prevent accidental re-anargization ate. Verify that the aquipment is de-
enorgized and free from any stored ar frapped energy using testing equipment,

¥ Publication by The Federation of employers of Ukraine, ovoiloble ot htips/Swww. face-
book.com/stary.php Tstory fhide 1408451814434 34 & id= 10004 723887017 18 mibextidswna-

55


https://ega.ee/ukrainian-critical-infrastructure/
https://euneighbourseast.eu/news/latest-news/ukraine-to-receive-e100-million-from-eu-for-reconstruction-of-electricity-transmission-system/
https://euneighbourseast.eu/news/latest-news/ukraine-to-receive-e100-million-from-eu-for-reconstruction-of-electricity-transmission-system/
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN

ﬁplnviggrngU;ﬁ- InvigoratELl | Policy Report

The Federation of Employers of Ukraine stresses thet, under current conditions, taniff policy
must take inte account not only the cest balance of energy companies but alse the sustaina-
bility of businesses and the economy as a whole. Ctherwise, instead of fostering development
and recovery, the country risks facing o new wave of production shutdowns and job losses,
porticularly in reglons most affected by the war,

Other experts contend that the main factor deterring private investment in the Ukrainian en-
argy sector is not the war itself, but rather excessive state interference and regulation. Stud-
ies™? highlight that those frequent changes to market rules, together with state control over
electricity prices and sales volumes, make it difficult for investors to assess the profitability of
projects. This creates o fundamental contradiction: while the state seeks to attroct private
capital for recovery, its regulatery policies remain a key cbstacle.

Fer example, regulatory changes to a "green tariff” by National Energy and Utilities Regulatory
Commission (NEURC) led to a loss of investor confidence™, as outlined by analysts and public
petition, These changes, which involved altering the tariff's rules and lowering its rates, created
an unstable ond unpredictable investment environment for renewable energy projects in
Ukraine.

This problem is particularly acute in the development of decentralized renewable [“green”)
generation. Analysts emphasize that resolutions adopted by the National Energy and Utilities
Regulatory Commission (NEURC) - altering the rules of the “green tariff” and reducing tariff
rates - have undermined investor confidence. As a result, policies intended to stabilize the
market in practice deteriorate the investment climate and constrain the grawth of one of the
most sustainable energy sectors.

It is important to emphasize the cooperation between the state and private sectors. The most
striking example of such cooperation is the field of cybersecurity. NPC Ukrenergo and PriSC
Ukrhydroenerge were among the first in Ukraine te join the SBU MISP-UA [Malweare Information
Sharing Platform - Ukrainian Advantage) platform. This platform allows for real-time infor-
mation on cyber threats, which is critical fer preventing attacks, Ukrenerge NPC was noted
that hoving operaticnal information about existing or potential cyber threats, Ukrenergo will
be able to take fimely measures to protect energy infrastructure, This statement confirms that
aperators not only comply with regulatory requirements, but are also actively interested in such
cooparation tocls, as they directly increase their resilience.

Cnnciuﬂ'ing commeants

Russia’s aggression has clearly demonstrated that energy and communications infrastructure
is a key target in modem hybrid warfare, The enemy uses attacks against energy infrastructure
to destabilize the stote and undermine national economy. Ukraine, in turm, has demonstrated

=¥ White Book of Reforms 2025, Chaopter 7. Energy sector reforms in Ukraine, YoxUkraing Team
Reforms, ovallable ot  https:/ fvoxukeaing.org fen fwhite-book-of-rolorms-203 S-anargy-sector-re-

5 Competition Market Study of Ukraine’s Electricity Sector, available at:
https:/ fwerw cecd.org fcantent fdam/cecd fen/publications freports/ 2023/ 0& /compeatition-market-
study-of-ukraine-t-electricity-sector 0452320l /F 202 8ed-en.pdf (lost accessed 15.09.25).
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extroordinary resilience, the obility to quickly odapt and strategically transtorm. Ukraine’s re-
sponse is not just fo repair, but to fundomentally restructure its energy and communications
system to become more resilient against such future threats of disruption.

There exists a gop between the political priority to urgently strengthen defences and the proc-
tical feasibility of implementation under real conditions. Although there is broad political and
public consensus on the need for stronger protection, the slow and costly construction of de-
fensive structures creates a strategic vulnerakility that cannot be reselved overnight. This mis-
match between urgent needs and the pace of implementation has become a key source of
disagreement over the defence strategy itself.

Current state poliey continues to prioritize the protection of large, centralized facilities, con-
sistent with the historical model of Ukraine’s power grid while the experts’ community™ adve-
cates for a medel built arcund hundreds of smaller power plants, which would offer greater
sustainability. The main incentives for applying Cl-related protection measures lie in ensuring
the sustainability of state functions, particularly the continuity of vital government operations,
the preservation of economic stability and citizen security, and the prevention of negative
consequances arising from disruptions in infrastructure cperations.

More broadly, the most effective incentive for investing in Cl protection would be the intro-
duction of preferential taxation and special lending conditions, opportunities for participation
in joint 'Finl:ml:ring programs, cost-shari ng mechanisms, the creaticn of reserve funds and ware-
houses, ond a procedure for compensating CI facilities for domage, including reimbursement
for lost property and funds invested in restoration and protection.

The financial assistance from the intemational portners is a direct tool for implementing the
state recovery policy. It allows for the purchase of new equipment and financing of medemi-
zation projects, integrating the Ukrainian energy system into the European one, This is o vivid
example of the consensus that exists of the intermational level, which the Ukrainion government
is actively using.

At the same time, Ukraine’s Cl protection strategy remains heavily dependent on international
financial and technical ossistance. This reliance creates vulnerability fo shifts in the geopolit-
ical priorities of portmer states. Addressing this challenge underscores the impaortance not anly
of attracting but alse of diversifying funding seurces, in particular by fostering conditions for
domestic and foreign private investment that are less susceptible to geopolitical fluctuations.

Diversification of support is not only about funding sources, but also about broadening the
toundation of Ukraine's resilience - from doner-funded initiatives to systemic alignment with
the EU acquis ond long-term integration inte European Cl protection networks.

Harmonization of cybersecurity standards and practices with EU norms is vital, especiolly in
light of the increasing cyber threats and attacks emanating from the Russian Federation, Since
2014 Ukraine's experience shows that resisting hybrid attacks requires robust cyber and infra-
structure defences, effective counter -dsinformation senvices,

4 Lessons of war: Ukraine's energy infrastructure domoge, resilience, ond future opportunities, Saulius
Rimutis, Eastern Euwrope Studies Centre, ovailable ot  hitps) fwesw gsse It fwp-content/up
loads /2024 /05 vl Rimutis Ukrainos-esergetikes-saktonous-zala EN_Ad pal (it aecested

15.09.2025).
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It is important o emphasize the cooperation between the state and private sectors. This in-
teraction is bosed on a commen need to respond promptly fo threats ond ensure stable oper-
atien of systems. This includes the establishment of joint cybersecurity centres, the develop-
ment of unified security standards and information-sharing protecals on cyber threats, as well
as cost-sharing mechanisms for system modernization and staff training, Such measures en-
hance the overall resilience of energy Cl entities,

Georgia

Threat londscape

Georglo's threat londscape is defined by o brood spectrum of threats that encompass both
corventional military risks and complex hybrid challenges. More than 20 percent of Georgia’s
tarritory remains under Russian cccupation, creating a persistent source of instability. creating
a persistent source of instability. The presence of occupying forces is accompanied by ongaing
unlawtul activities, including arbitrary detentions, abductions, killings of Georglan citizens, and
the gradual "borderization” of administrative boundary lines, ™

In addition to threats ariginating from the cccupied territories, Georgia's security environment
is affected by broader regional and global dynamics. The engoing war in Ukraine and the
continuing conflicts in the Middle East have contributed to heightened instability ocross the
wider region. These external pressures intersect with intfernal challenges, including domestic
unrest stemming from disputed elections and o foreign poliey shift away from EU integration,
as well as deepening pelitical pelarization and institutional fragility, which further erode na-
tional resilience and weaken Geargia's ability to respand effectively to security threats.™

The global escalation in the frequency and sophistication of cyberattacks™ is reflected in
Georgla, which has persistently been a target of Russion stote-sponsored acters.™ In 2024,
bosed on the annual report of State Security Service of Georgia,™ the Operational-Technical
Agency responded to 173 cyber incidents of medium and high criticality that were carried out
against 32 first-category Critical Information System Subjects (CISSs). This represents an in-
crease of nearly 25 percent compared to the same pericd in the previous year and reflects
anly incidents of medium and high severity, indicating that the overall velume of hostile cyber
activity is likely much higher.

Policy and Institutional Context

Daspite the pa-raislenﬂ:,r volotile security environment, Ga-nrgiu's security |::-::|-1i-:::|.I framework re-
mains fragmented and outdated.® Progress in this field appears to have been hindered by
democratic becksliding and engeing peolitical tensions,” which have weakened institutional

14 Seskouria, N, Russia's Hybeid Aggression’ against Geargia, 2021,

" Guineria, 3h.: The Roots of Georgia's Pelitical Crisis, 2025,

" The Eurcpean Unlon Agency for Cybersecurity (ENISA] Threat Londscape 2024,

"8 Civil Georgio: Bloemberg: Russia Hacked Entire Georgio Between 2017-2020, 2024,

% State Security Service of Georgia, Annual report, 2024,

! The National Security Concept was approved in 2011, while the publicly available section of the Na-
tional Threat Assessment covered the years 2010-2013.

¥ Statement by the Parliamentary Assembly of the Council of Europe (PACE), April 10, 2025
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continuity, reduced policy prioritization, and diverted resources oway from long-term capacity
building." Moreover, Georgia's recent departure frem its EU integration trajectory has con-
siderably hindered efforts to align national legislation with Eurcpean standards. Particularly
concerning is the absence of o regulatory framewark for Cl. This gap leaves country’s essential
sectors exposed to physical, cyber and hybrid threats, while limiting the state's ability to coor-
dinate responses and build institutional resilience.

As outlined in the previous long policy repert,* Georgia continues to lack bath a legal frame-
work and an institutional architecture dedicated to Cl. In September 2025, the National Se-
curity Council, formally tasked in 2020 with leading and cocrdinating the Cl refarm, was abal-
ished.”* This institutional vacuum haos left the already stalled reform process without clear au-
thority, responsibility, or implementation structure. In this context, when the reform has pre-
gressed no further than the development of an initial draft of the law on Cl pretection, which
has remained dermant for more than three years, assessing alignment with the EU Critical
Entities Resilience (CER) Directive is premature. By contrast, os described in the previous re-
port, Geargia has achieved some progress in eyber governance and legislation. This chapter
therefore focuses on these developments and their alignment with the NIS2 Directive.

To contextualize the analysis, this secticn first examines the policy framework within the cyber
domain. Althcugh Geargia has pricr experience in developing cyber palicy documents, it cur-
rently lacks a national cyber strategy following the expiration of the previous strategy in
2024, representing o setback in the countrys alignment with NIS2 requirements, According
to field experts,™ democratic backsliding and ongeing pelitical tensions,” together with in-
stitutional weakening, particularly the abelition of the Natienal Security Council which previ-
ously served as a coordinating and policy-shaping body within the national cyber ecosystem,
have further disrupted policy eontinuity in this domain,

As highlighted in the previous long policy report, the 2021 reform led te substantial amend-
ments in Georgian cyber legislation, notably the Law of Georgia on Infarmation Security,*®
which although is not formally based on ISO/IEC 27000-series standards," it incorporates
similar requirements, including governance, risk management, security controls, incident man-
agement, and information clossification. In essence, the low is fromework-agnostic, allowing
erganizations to adopt internationally recognized stardards developed by Information Sys-
temns Audit and Contrel Association (ISACA] or National Institute of Standards and Technolagy
[NIST), to achieve comgliance with internaticnal best practices in information security.

“ Interview with the former government officiel, Security Policy Expert, September 4, Thalisi,
“* aho of al.: Long policy report on rules alignment of protecting eritical infrastructure in interdependent
states |InvigoratEL Report DF.1), 2025,
4 Civil Georgia: Geargian Dream to Abelish Natienal Security Council, 2025,
=2 Government of Georgia: Decree NAS2, 2021,
“ Interview with the founder of o Georgian cyber security civil society arganisation, September 1, 2025,
Thilisi,
*'Council of Europe Parliamentary Assembly Resolution 2585, 2025,
! For a detailed description of the reform, the established supervisory system, and the categorization
of CI55s, see the previous long policy report.
¥ 1SO/IEC 27000-series standards on information security management systems, published by the In-
ternational Organization for Standardization (I50) and the International Electratechnical Commission
(IEC).
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It should be noted that during the 2021-2025 period, steps were undertaken to clarify and
regulate some key aspects of eyber supervision over CISSs ond to operationalize the 2021
amendments. A series of by-laws were issued by the Head of the LEPL Geoergian Operational-
Technical Agency (OTA) under the State Security Service of Georgia [SSSG) for First- and
Second-Category CISSs, ond by the Heod of the Digital Governance Agency [DGA) under the
Ministry of Justice for Third-Categery systems. These by-lows addressed minimurm information
security requirements, minimum stondards for information security managers, rules for manag-
ing infarmation assets, procedures for conducting information security audits, rules for config-
uring network sensers, and requirements for the conduct and frequency of penetration tests,”"

Despite these aodvancements, significant challenges remain in further developing the legal
framewerk te achieve closer alignment with EU standards. One of the most critical shartcom-
ings in Georgia's legal framework concerns the process for designating entities as CI5Ss, as it
provides enly a general framework and lists several designation facters, while also mandating
the development of detoiled regulations ond methodologies. However, by 2025 such instru-
ments have not yet been adopted, and the designation process remains state-driven, non-
inclusive, ond opoque. For example, in the absence of clear regulations and a systematic ap-
proach, private healthcare service providers are entirely excluded from supervision. According
to insights obtained from cyber experts with professional fies to ClISSs,” private companies
are not meaningfully involved in the process and are often informed of their designation only
retrospectively. Simultonecusly, the introduction of o risk-based clossification system for
CISSs, distinguishing between “essential” and “important” categories as set out by the NIS2
Directive, is currently absent in Georgia, which is widely regarded as a eritical priority for
strengthening the supervisary framewark and ensuring mare effective cversight. Exploring the
underying reasons for these delays requires further research, however, possible factors include
limited institutional copacity, weak pelicy leadership, and the relatively low prioritization of
cybersecurity on the political agenda, all of which appear to have been further exacerbated

by political instability,
Incentives and capacifies for implementing Cl related policy measures

At the outset of any discussion on incentives for advancing Cl poliey, it should be emphasized
that broader pelitical turbulence has undermined the coherence of policy development across
all sectars in the country. The uncertain prospects of Georgia’s EU accession have further
constrained the pricritization of aligning naticnal legislation with EU norms, including the CER
Directive and the NIS2 Directive. Rather than fostering long-term strategic planning, institu-
tional dynamics have become increasingly oriented toward regime preservation, often at the
expense of democratic consolidation.”™

Prior to the government's decision in December 2024 to delay ELl accession negotiations until
2028, Georgia's Eurc-Atlantic aspirations consistently guided efforts to align national legisla-

"2 All by-laws are accessible ot https://matsne.gov.ge//.

" Interview with the director of the private cyber security consulting company, September 10, 2025,
Thilisi,

P2 European Porlioment Press Releose, 4 July 2025, ovailoble ot hitps/Swww.europarl eu-
ropa.eu, news fen/ press-room,/ 20250704IPRIPA5] fparliament-deplores-the-demacratic-backslid-
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tion with EU norms. Nonetheless, reform initiated in 2018 1o establish a comprehensive frame-
work tor Cl pratection, which at the time would have sligned Georgian legislation with the ECI
Directive™ and leid the groundwork for transpesing the CER Directive, remains stalled. This
stagnation reflects not only recent palitical turbulence but alse a lack of strategic leadership
and a coherent, long-term paolicy vision, Consequently, limited pricritization hos weakened in-
centives and motivation, and deficiencies in the policymaking process are directly reflected in
the private sector's limited awareness and underdeveloped capacities.™

As noted earlier, the highly digitalized nature of Georgia's financial sector, combined with the
persistent threat of cyberattacks from Russia, hos intensified the government's focus on devel-
oping the national cybersecurity domain. Although the NIS Directive has never been formally
binding, the country’s pro-Eurepean orientation was evident in its cyber paoliey, with the mest
recent National Cybersecurity Strategy and Action Plan (2021-2024) explicitly identitying
alignment with tha NIS Directive as a strategic objective. While the strategy implementation
report was never made publicly availoble, leaving the extent of progress toward this cbjective
unclear, the commitment at the national policy level nonetheless served as a significant incen-
tive and clearly articulated strategic goal.

However, Georgia's cyber ecosystemn exhibits significant gaps in incentives and state support
mechanisms for C15Ss. Field experts note,”™ that rather than prioritizing trust-based coopera-
tion and ecosystem strengthening, the government has adopted a predominantly supervisory
appreach, infegrating the security service inte the cyber domain, This hos made the system
more insular and focused primarily on fermal legal compliance. The public-private partner-
ships, widely recognized as critical for developing a coherent palicy vision and establishing
incentives, have largely remained ineffective in proctice, despite their pricritization in the na-
tional eybersecurity strategy ond backing from international denars.

Available open-source information indicates enly eccasional mentions of state supervisors
conducting free capacity building trainings for C155s. While such trainings could be considered

a form of incentive, their fragmented and unsystematic nature limits their overall significance.

While lacking a systemic approach to incentives and state support mechanisms, the 2021 re-
torm introduced administrative sanctions for violations of infermation security requirements,
thereby establishing o form of legal accountability previously absent. Prior to this reform, the
absence of such mechanisms and the predominantly recommendatory nature of the law hin-
dered effective enforcement of cybersecurity legislation across both the public and private
sectors. Interviewed field expert” contends that, due to insufficient political will, potentially
stemming from ongaing political turmail in the country, state regulators often tail to enforce
sanctions rigorously, opting instead for more lenient appreaches, which undermines overall
compliance.

"* Council Directive 2008114 /EC on the Identification and Designation of Eurepean Critical Infrastrue-
tures (ECI Directive),

% Interview with the former government official, Security Policy Expert, September 4, 2025, Thilisi,

"% intarview with former senior official within Georgia’s cyber governance framework, September 1,
2025, Thilisi,

" Interview with the founder of a Georgian cyber security civil society arganisation, September 1, 2025,
Thiligi.
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All interviews conducted with field experts highlight that the copacity of state supervisory
agencies is limited, both in ferms of human resources and fechnical capabilities. In additien,
deficiencies and ambiguities within the regulatary framework and legislation further under-
mine the effectiveness and overall capability of supervisory functions.

The absence of formal coordination mechanisms among state stakeholders consfitutes one of
the mest signiticont deficiencies. Each supervisory body maintains its own Computer Emer-
gency Response Team [CERT), aligned with the CISSs under its jurisdiction. However, the law
neither designates a single national CERT nor establishes a formal framewaork for coordination
among existing teams during cyber incidents. This represents a significant gap, not only in
terms of alignment with EU norms, but also in creating a fragmented ocperational landscape
that may limit the effectiveness of incident response and undermine the overall resilience of
Georgia’s CISSs. Furthermore, the absence of an integrated approach leaves the national
crisis management framewark inadequate, representing one of the key shortcomings in Gear-
gia's alignment with the NIS2 Directive.

Amaong the key shortcomings undermining the overall copacity of the supervisory system is the
absence of o sector-specific approach. The telecommunications sectar remains the only do-
main distinctly categorized within the supervisory framework. However, this formal distinction
has not resulted in the establishment of sector-specific supervisory practices. The decision to
ploce the sector under the oversight of the OTA 555G was initially met with considerable
eriticism from civil society orgonizations and expert community, particularly regarding con-
cerns over supervision of telecom operators and the potential access to sensitive data.” How-
aver, in the four years following the reform’s implementation, experts have questioned™ the
extent to which the OTA 555G has actively fulfilled its supervisory responsibilities in this sector.
In the context of political tensions, the agency may have limited its oversight to aveld conflicts
with major private entities that hold substontial economic and pelitical influence within the
telecommunications field.

Unlike the telecommunications sector, the energy sector is not categorized separately, and
the approach applied here appears even less systematic. State-owned energy companies are
designated as first-category CISSs and fall under the supervision of the OTA 555G, whereas
private energy companies are classified as third-category CIS5s and ore overseen by the DGA.
The division of supervisory responsibilities between different autharities raises concerns re-
garding regulatory coherence and the potential for uneven treatment within the energy sector.

When ossessing copocities within private criticol sectors, all interviewed experts highlight a
general lack of copability and owareness, an exception being banks, which, due to their high
level of digitalization, have invested substantially in eybersecurity. One of the pressing issues
identified during the interviews is the insufficient level of cyber awareness among the top
management of CISSs. This lack of strategic understanding directly contributes to the under-
development of institutional cyber copabilities, a concern particularly relevant given that lead-
ership engagement and awareness are core requirements under the NIS2 Directive. An evident

"T IDFI; *Georgian Parlioment should not support Draft Amendments to the Low of Geargia on Infor-
ration Security”, 2020.
178 Interview with the founder of a Georgion cyber security civil society organisation, September 1, 2025,
Thifisi.
Interview with the former government official, Seeurity Policy Expert, September 4, 2025, Thilisi.
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reflection of these capacity gaps is the repeatedly extended complionce peried for CISSs to
meet minimum information security standard. Initially set af twe years at the outset of the 2021
refarm, the deadline has since been doubled to four years. This pattern suggests both limited
capacity among CISSs to meet regulatery requirements and a weak enforcement approach
by the state, which has fovored deadline extensions over the application of sanctions.

It should be noted, that during the implementation period of the previous strategy, interna-
tianal donors launched numerous initiatives aimed noat enly at strengthening the capacity of
state cyber agencies but also at enhancing the resilience of ClS3s. However, the enactment
ot the so-called *foreign agents low'™ in 2024 substantially reduced the scope of this assis-
tance.

Cencluding comments

Georgia has long been regarded as a frentrunner amang the asseciation trie. On many tech-
nical benchmarks, the country remains mare closely aligned with the European Union than
Moldova or Ukraine. However, the recent ercsion of democratic standards and the broader
departure from the EL integration path have significantly slowed progress.™ As a result, nu-
meraus internal reforms, including these related to the hermonization of Cl regulations with
EU-wide norms have stalled, leaving the process marked by stagnation and uncertainty, with
no clear prospects or timelines for advancement.

The preceding analysis highligh‘l.l; both persistent gaps ond incremental advancements in
Georgla's Cl policy alignment with EUl standards. As noted above, the absence of a compre-
hensive legal and institutional framework governing Cl suggests, that current cybersecurity
efforts may be insufficient to address broader systemic risks. Progress in transposing the CER
Directive inte national legislation remains highly limited, as Cl reform in Georgia is stalled,
lacking a clear roadmap or political commitment.

Motably, efforts to strengthen national cyber resilience lay the groundwaork for potential align-
ment with the NIS2 Directive, This is reflected in the European Cyber Security Crganisation’s
(ECSO) NIS2 Transposition Tracker, which indicates that transpesition of the directive has com-
menced and has already reached a purlil::| 3’ruga-ﬁ" Hevertheless, the continuity of legisiative
harmonization ond the resolution of critical gops remain uncertain, particularly in light of cur-
rent strains in EU-Georgia relations,™

"OSCE Office for Democratic Institutions and Human Rights: "Georgia’s foreign agents legislation
raises concerns over negative impact on civil society”, 2025,

" D Waal, T.: The Orbanizing of Georgia, 2023,

B Ero MIS? Directive Transpasition Ir-n-l.‘:l:n-l', available at: hitps: /S ecs-arg.eufactivities/ nisZ-directiva-
transposition-fracker/,

¥2 EU NEIGHBOURS east: “Geargia acesssion process de facto halted as EU calls an govermment ta
change courge”, 2024,
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5 Conclusions and Recommendations
The changing threat londscape is the key driver behind Cl related policies

The Cl protection and resilience policies in Evropean countrias have been evolving in response
to the changing landscape of threats - from natural disosters and extreme weather events to
terrorist acts, sabotoge and, most rﬂ-{.‘enﬂy, a range of pa:l’rla-n’riu| and actual attacks attributed
to Russio amidst Russia’s large-scale war against Ukraine, targeting directly its energy and
ather critical infrastructure. The escalation of the threats to Cl represents a key challenge and
at the same time a major incentive for European countries, especially front-line’ states to
continuously review and adapt their pelicies, institutional routines and practices in order to
improve their agility and preparedness in the face of the high uncertainty and flux.

The national context is impartant...

The analysis of the Cl related policies in six European countries provided in this report leads to
several cenclusions. To start with, the national situations in terms of threats perceptions and
existing policy and institutional templates aiming to increase protection and resilience of Cl
differ. Even countries as similar in their threat perception and recent palitical, institutional and
other reforms as Lotvia and Lithuonio odopted semewhat different institutional roles and pri-
arities in rezponding to the changes in external threats and evelving legal framewerk as well
as leaming from experience, including experience of Ukraine.

These national differences, often originating from path dependency of past decisions, alse
atfect how EU norms such as CER and NIS2 Directives are being implemented with different
institutional respensibilities assigned and different adjusiments needed compared to previ-
ausly existing norms, This is particularly visible in the case of Finland where EL norms are seen
to some extent as diverging from the established traditional veluntary mode of callaboration
between state, private and societal acters in dealing with risks and threats ta Cl and main-
toining societal resilience.

The national differences in their Cl related policies and institutional approoches are also visi-
ble among the three condidate countries, originating first of all from general consensus re-
garding the goal of EU accession or lack of it, as in the case of Georgia. Another reason for
those divergent legal and policy templates is related to different geopalitical situation, in par-
ticular, threats perception and actual state of experiencing daily kinetic and cyberattacks on
the country’s Cl as in the cose of Ukraine. However, Ukraine's experience has also become a
testing ground for new practical resilience measures in restoring the provision of essential
services such as electricity, communications and other, thus providing important lessons not
only for Ukrainian autherities, private and civil actors, but also for its partners in the EU and
other condidate couniries. In this respect, European Commission and EU's agencies acting in
this field would olso benefit from closely monitoring experience of Ukraine from developing
anti-drone systems to findings ways how to deal with interruptions of communications and
other disturbances by hostile actors.

.. but there are important similarities and alignments

At the some time, those national differences should not be exaggerated and should be seen
in a brooder temporal perspective. The analysis shows that in recent years threat perceptions
of EU Member States, especially ‘front-line states’, became more similar, This is reflected in
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comprehensive security (or defence] approoches adopted by Finland, Latvia and Lithuania.
Alse, dealing with the threats ossociated with eyberattacks in particular seems to be a com-
man policy pricrity in all countries analysed originating from their frequency, potential for dam-
age and cross-border nature. In this respect, EL's norms such as NIS2 Directive provide useful
template for improving the protection and resilience of Cl entities, while leaving sufficient
flexibility to take into account national institutional charactenstics and technological evelu-
tigen,

More systematic use of the known best pracfices is important

The analysis of selected country coses and their approaches to Cl protection and resilience
eonfirms the importance of state and private actor cooperation as well as eross-border co-
eperation, especiolly omong neighbouring countries facing similor risks ond threats and
through institutions such as the EU and NATO. Flexibility and agility allowing to respond to the
changing nature of threats and technological advances is particularly impartant and needs to
coexist with the tendencies of centralisation and the need for transparency in decision-mak-
ing, for example, while conducting public procurements, European Commission and EU's rele-
vant agencies would be advised to cooperate with Member States and condidate countries
in the continuous search for the adequate balance, facilitating leaming from each other's
axpariance.

Similarly, country studies once again confirm that important trade-offs exist in the search for
the best methads of increasing resilience of Cl enfities, especially in the times of hybrid and
kinetic wor, The key among those is the trade-off between cost-efficiency and effectiveness
and mare generally the acknowledgement that strengthening resilience often requires massive
investments and regicnal coordination mechanisms. Finland, Latvia and Lithuania are exam-
ples of countries which have significantly increased their defence-related spending (and pro-
vide relatively high suppert for Ukraine), some of which is being used also for Cl protection
and resilience purposes.

However, here the role of EU funding and coordinator role of the Eurcpean Commission seem
particularly important. As the negotiations on the new MFF (2028-2034) gather poce in the
EU, it is @ very appropriate time to decide on ollocating money for Ci reloted investments
which would be odequate compared to the current challenges experienced by European
countries. The geopalitical outlock signals that those challenges are not going to disappear -
rather on the contrary. The new MMF should also provide certainty to the candidate countries,
which are on the path of EU accession related reforms, that they will also be able to benefit
fram EU funding and other copocity building measures. As the analysis in this repart shows,
EU's contribution to capacity building in terms of additional funding, previding of policy tem-
plates and expertise as well as platforms for sharing best practices and conducting jeint ex-
ercises is extremely valuable and should be continued.
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