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ARTICLE INFO ABSTRACT

MSC: Deep Neural Networks are vulnerable to adversarial examples, i.e., carefully crafted input samples that can
68T01 cause models to make incorrect predictions with high confidence. To mitigate these vulnerabilities, adversarial
68T45 training and detection-based defenses have been proposed to strengthen models in advance. However, most of
68T10 these approaches focus on a single data modality, overlooking the relationships between visual patterns and
68105 textual descriptions of the input. In this paper, we propose a novel defense, Multi-Shield, designed to combine
Keywords: and complement these defenses with multimodal information to further enhance their robustness. Multi-
Adversarial r_nfmh,ine learning Shield leverages multimodal large language models to detect adversarial examples and abstain from uncertain
Robust classification

classifications when there is no alignment between textual and visual representations of the input. Extensive

Multimodal large language model
ge ‘anguag evaluations on six distinct datasets, using robust and non-robust image classification models, demonstrate that

Multimodal information
Adversarial examples
Machine learning security
TrustworthyAl

defenses.

Multi-Shield can be easily integrated to detect and reject adversarial examples, outperforming the original

1. Introduction

Deep Neural Networks (DNNs) are employed in numerous image
recognition tasks [1], such as facial recognition, medical imaging,
pedestrian segmentation for autonomous driving, and surveillance. For
instance, in medical imaging, DNNs assist in detecting diseases like can-
cer from X-rays and MRIs [2]. In autonomous driving [3], DNNs help
recognize pedestrians and road signs, improving safety and navigation.
Their remarkable performance has, therefore, led to widespread inte-
gration into various applications, impacting user safety, daily routines,
services, and product quality. However, these models are vulnerable to
adversarial examples [4-6]—subtle, often imperceptible perturbations
in the input data that can mislead the model into making incorrect pre-
dictions or classifications. Adversarial examples are typically generated
through gradient-based evasion attacks [7,8], which exploit the model’s
sensitivity to minor input changes to induce erroneous predictions,
often with high confidence. Furthermore, adversarial examples pose a
significant threat to the reliability of DNNs, especially in user-facing
and safety-critical applications. These attacks not only degrade model
performance but also introduce serious concerns about compliance with
emerging regulatory standards. For instance, frameworks like the Al

* Corresponding author.

Act [9] have imposed stricter demands on the reliability and account-
ability of Al systems. Therefore, as DNNs deployment expands and
regulatory requirements tighten, developing robust defenses against
adversarial examples is increasingly important for safe and responsible
use.

Consequently, various defensive strategies have been proposed in
recent years to address these challenges. Prominent among them are
adversarial training and detectors, complementary approaches both
representing proactive defenses that align with the security-by-design
principle by incorporating security measures during model develop-
ment [10]. Adversarial training [11,12] strengthens models by injecting
knowledge of adversarial attacks during their training (e.g., including
adversarial examples in the training data), improving their resilience
to future attacks. Detector-based defenses, on the other hand, encom-
pass techniques that detect and mitigate/reject attacks as they occur.
Examples include anomaly detection systems that reject potentially
dangerous inputs in real-time and abstain from predicting them [13—
15]. However, each of these defense strategies has its own limitations.
Adversarial training, while effective, can be complex to develop and
resource-intensive [16], requiring continuous adaptation or retraining
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to address evolving attacks. Conversely, detectors rely on recognizing
deviations from normal behavior, which may not be effective against
new attacks [10].

To address these challenges, we propose Multi-Shield, a solution
that integrates the strengths of both adversarial training and detec-
tion defenses while handling multimodal information. The idea is to
combine adversarial training defenses with a rejection module that
incorporates both visual and textual information during prediction.
In particular, Multi-Shield uses an adversarially trained model and a
multimodal model (i.e., CLIP [17]), which analyzes visual and textual
patterns to verify their alignment. Specifically, the multimodal model
uses visual images and textual descriptions related to the classes in the
dataset to assess semantic agreement, employing zero-shot predictions.
As illustrated in Fig. 1, when there is an agreement between the proac-
tively trained image classifier and the multimodal model, the system
provides a prediction. However, if there is a discrepancy, the system
abstains from responding, as the lack of agreement suggests potential
adversarial manipulation or uncertainty. Our experiments demonstrate
the effectiveness of Multi-Shield on six benchmark datasets (i.e., CIFAR-
10, ImageNet, Caltech-101, Food-101, Oxford-IIIT Pets, STL-10). We
applied Multi-Shield to both non-robust models and robust models
developed with adversarial training. The results reveal that Multi-Shield
significantly increases robustness for proactively trained models, as it
successfully rejects adversarial examples that would otherwise bypass
them. Overall, these results highlight Multi-Shield’s ability to comple-
ment existing defenses and provide an additional layer of security for
them.

In this work, we make the following key contributions:

» We propose Multi-Shield, a novel defense mechanism that lever-
ages multimodal data, specifically visual and textual inputs, to
identify and reject adversarial examples;

We explore the interaction between adversarial training and a
multimodal detector, demonstrating how Multi-Shield can be ef-
fectively integrated as a supplementary layer to enhance overall
model robustness;

We assess the robustness improvements provided by multimodal
information against adversarial attacks by evaluating Multi-Shield
on six datasets and thirteen models.

The rest of the paper is structured as follows: Section 2 provides an
overview of adversarial defenses and the principles of multimodal large
language models. In Section 3, we present the architecture and inner
workings of Multi-Shield. Section 4 outlines our experimental setup and
results, and Section 5 concludes with limitations and future research
directions.

2. Background and related work

In this section, we present background information and review
related work on adversarial attacks and defenses, as well as multimodal
large language models.

2.1. Adversarial examples

Adversarial examples are carefully crafted inputs designed to mis-
lead models into making incorrect predictions, with the purpose of
revealing and exploiting vulnerabilities in machine learning models.
Given an input sample x € X = [0,1]¢ with its true label y € Y =
{1,...,K} (where K is the number of classes) and a trained classifier
f : X - Y, an adversarial example x’ is a slightly perturbed version
of x, designed to cause misclassification. Formally, the adversarial ex-
ample can be found by solving the following constrained optimization
problem:

min L(x',y) 1)
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st lx' - x|, <e 2
x' e[0,1)4, (3

where L(-) in Eq. (1) is a loss function that penalizes correct classifi-
cation of x’ by f. A commonly used loss function is the Difference of
Logits [6], expressed as:

L(x,y) = fy(x) - L £, 4

with f;(x) denoting the logit score of x associated with class i. Under
this loss, the optimization program aims to find an adversarial example
x’ that decreases the logit corresponding to the true class label y while
increasing the logits of competing incorrect classes. As a result, the
model is driven to misclassify the input by predicting the incorrect
class with the highest logit score. The constraint in Eq. (2) ensures
that the adversarial example x’ remains similar to the original input
x by limiting the norm of their difference, with typical choices for
p € {0,1,2,00} [6]. Lastly, the constraint in Eq. (3) ensures that x’
remains within the valid input space [0, 1]%, a typical requirement for
image recognition tasks. Given the above formulation, several opti-
mization methods have been proposed to solve this problem, including
PGD [18], FGSM [11], and many others [8]. Among them, AutoAt-
tack [7] stands out as a state-of-the-art approach due to its ability
to generate adversarial examples effectively without parameter tuning,
making it well-suited for reliable and consistent benchmarking of model
robustness.

2.2. Adversarial defenses

Prominent proactive defenses against adversarial examples in DNNs
fall into two main categories: robust optimization techniques and ad-
versarial detectors [10,15]. Among the most effective methods in the
first category is adversarial training [11,12,19], which strengthens
robustness by exposing the model to adversarially perturbed inputs
during the training process and has consistently proven to be one of
the most effective defense mechanisms to date [7,12]. Detectors, on
the other hand, focus on mechanisms that enable the model to abstain
from making predictions when it suspects inputs to be adversarial.
The pioneering approach by [20] involves rejecting samples whose
feature representations are significantly distant from class centroids.
Similarly, [14] propose a distance-based rejection method using thresh-
olds applied to outputs of a multi-class SVM to estimate data feature
representation distribution. Later works extend the inspection of feature
representations beyond the final layer of the network. [13] leverage
late-stage ReLU activations combined with a quantized RBF-SVM to
detect adversarial examples, though this method requires adversarial
training, increasing computational cost. Alternatively, [21] present a
KNN-based method that evaluates intermediate layer representations
and rejects inputs with inconsistencies, though it incurs substantial
overhead due to the need for distance computations with respect to
training data at each layer. [15] propose a method for evaluating the
consistency of feature representations across different layers, using a
threshold for distance-based rejection.

However, all these strategies are restricted to single-modality data.
They focus solely on the visual semantics of the input during training,
overlooking the semantical alignment between predicted classes and
visual patterns. Furthermore, the interaction between adversarial train-
ing and rejection remains unexplored, preventing the development of
a more robust defense.

2.3. Multimodal vision-language models

Multimodal models represent a recent development in Al, enabling
the simultaneous processing of multiple types of data [22]. These
models are trained to process data from different modalities, identi-
fying patterns aligning the information. In particular, vision-language
map images and textual descriptions into a shared semantic space,
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Fig. 1. Illustration of Multi-Shield’s operation. An image classifier (1) first processes the input image to generate an initial prediction (2). Simultaneously, the CLIP model (4)
performs zero-shot classification using text prompts (3). A rejection score (6) is computed by comparing the agreement between the image classifier’s prediction (2) and the CLIP
model’s output (5). Lastly, Multi-Shield either returns the final prediction or abstains (7), according to the uncertainty in classification. The left part illustrates a clean prediction,

while the right part shows Multi-Shield abstaining for an adversarial example.

facilitating tasks that require a joint understanding of both modali-
ties [23]. Applications of these models include image captioning [24],
visual question answering [25], and text-to-image retrieval [26], where
the combination of visual and textual information allows models to
better capture contextual meaning and improve performance. In this
work, we focus on vision-language models applied to image recognition
tasks. Several prominent vision-text multimodal models have emerged,
including VisualBERT [27], VilBERT [28], and VisionLLaMA [29],
each designed to capture complex relationships between visual and
textual inputs. These models typically employ transformer-based archi-
tectures [30] to encode visual and textual data into a unified repre-
sentation. Another notable example of vision-text multimodal is CLIP
(Contrastive Language-Image Pretraining) [17], which aligns visual
and textual embeddings using large-scale datasets of paired images
and captions. CLIP works by training on a contrastive learning objec-
tive, ensuring that semantically similar images and text are positioned
closely within a shared embedding space, leading to strong perfor-
mance in tasks such as zero-shot image classification and text-to-image
retrieval [17].

3. Multi-shield’s rejection mechanism

We now present the Multi-Shield structure, detailing its operations,
problem formulation, and the design of an adaptive attack to evaluate
its robustness under worst-case scenarios.

3.1. Multishield’s workflow

The Multi-Shield framework operates in three distinct phases, de-
picted in Fig. 1, each contributing to a robust image classification
process that leverages both unimodal and multimodal analysis. We
name these phases with: unimodal prediction, multimodal alignment, and
Multi-Shield decision.

Unimodal Prediction. The Multi-Shield workflow begins with the im-
age classifier processing the input (Step 1) and generating confidence
scores for each class in the dataset (Step 2). Based on these scores, an
initial prediction is made, relying solely on the image classifier’s output.
Notably, the image classifier at this stage can be either a standard (non-
robust) model or a robust model trained to resist adversarial attacks. In
either case, Multi-Shield operates on top of the classifier, augmenting its
defense with an additional verification layer.

Multimodal Alignment. In this second phase, Multi-Shield uses the
CLIP model as a zero-shot vision-language classifier [17]. It compares
the visual representation of the input image with class description
prompts to determine alignment. For each class, we automatically
create natural language prompts in the format ‘Picture of a [ob-
ject]’ (Step 3). For example, for classes such as ‘parrot’ and ‘dog’,
the prompts would be ‘Picture of aparrot’ and ‘Picture of a
dog’, respectively. The text prompts serve as a simplified but effective
method to represent each class conceptually; however, with some

human effort, they could be further enriched by including additional
descriptive characteristics (e.g., mentioning that parrots have feathers
and wings). During prediction, these prompts, along with the input
image, are processed through CLIP’s dual encoders: one for images
and one for text (Step 4). This process generates visual and textual
embeddings that capture the features of both modalities, with CLIP
aiming to maximize the alignment between the image and the textual
description that best matches it. Finally, Multi-Shield performs zero-shot
classification with CLIP by computing alignment scores using cosine
similarity and selecting the class with the highest score as the final
prediction [17] (Step 5).

Multi-Shield Decision. In the final phase, Multi-Shield compares the
predictions from the unimodal image classifier and the multimodal
CLIP model (Step 6), each capturing distinct patterns in the data.
If both models agree, Multi-Shield outputs their shared prediction; if
not, it abstains (Step 7). As shown on the left side of Fig. 1, for a
clean image, both models confidently identify the class ‘parrot’, leading
Multi-Shield to output the agreed-upon prediction. Conversely, on the
right side of Fig. 1, adversarial noise causes the unimodal classifier
to misclassify the image, while the CLIP model still correctly aligns
the image with the ‘parrot’ class. This disagreement drives Multi-Shield
to abstain, acknowledging that the adversarial input may have misled
one model. Unlike typical robust models, which do not employ a
rejection mechanism, Multi-Shield introduces this feature to abstain
when uncertain (e.g., input is suspected to be adversarial) and ensures
predictions are made only when both models agree.

3.2. Problem formulation

Multi-Shield is defined as a classification function f X - ),
where Y = Y U {K + 1} denotes the set of class labels in the dataset
extended with an additional rejection class. At inference time, for each
input sample x € X, Multi-Shield computes a rejection score R(x), which
determines whether to make a prediction or abstain. The final decision
of f is then given by:

: f@, i R <0
= 5
760 {k +1, if R(x)>0. ®

Here, R(x) represents the level of agreement between the unimodal
image classifier and the zero-shot multimodal prediction from CLIP,
serving as a score to gauge the model’s uncertainty about the input.
When R(x) is non-positive, it indicates that the image classifier and
CLIP are in agreement, suggesting high confidence in the prediction.
Conversely, if R(x) is positive, the model abstains from making a
prediction due to uncertainty. The rejection score R(x) of Multi-Shield
is computed as:

R(x) = ie(r}}ﬁfK)h(x,P,-)—h(x,P/) , ©

where j = f(x) is the predicted class from the image classifier and
P, represents the textual prompt for class i. The function 4 measures
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the text-image alignment scores using CLIP’s zero-shot capabilities,
computing the cosine similarity between the embeddings of the image
and the textual prompts in a shared semantic space. Formally:

_ himg(x) . htxl(Pi)
- |himg(x)||htxl(Pi)|

where Ay, (x) € R? is the visual embedding of the input image and
hy(P) € R? is the textual embedding for the class prompt i, both
generated using the encoders of the multimodal model. Multi-Shield
evaluates the alignment score for each class prompt and picks the
highest one to perform zero-shot classification using the CLIP model.
Finally, when Multi-Shield abstains, the positive score in R(x) indicates
the level of disagreement between the image classifier and CLIP’s clas-
sification, supporting decisions on abstention reliability and subsequent
input handling.

h(x, ) )

3.3. Attacking multi-shield

To evaluate the worst-case robustness of Multi-Shield, we assess its
performance against an adaptive attacker [31], who is fully aware of
the defense and actively seeks to circumvent it. Adaptive attacks indeed
provide a more rigorous and stronger test of defenses [15,21,32].
The attacker, having access to the image recognition model and the
rejection mechanism in Multi-Shield, aims to simultaneously deceive
the unimodal image classifier and manipulate the zero-shot multimodal
classifier, causing both to agree on an incorrect label. The adaptive
attack can thus be formalized by revisiting the optimization program
in Egs. (1)-(3) as follows:

min L(x',y) 8
st lx’ — x|, <e (C)]
x' e10,1)9 (10)
R(x')<0 an

The additional constraint in Eq. (11) ensures that the adversarial input
does not trigger the rejection mechanism of Multi-Shield.

4. Experiments

In this section, we evaluate the effectiveness of Multi-Shield’s rejec-
tion mechanism in defending against adversarial attacks. Our goal is to
assess Multi-Shield’s performance under both traditional (non-adaptive)
and adaptive attack scenarios.

4.1. Experimental setup

Datasets. We consider six datasets: CIFAR-10 [33], ImageNet [34],
Caltech-101 [35], Food-101 [36], Oxford-IIIT Pets [37], STL-10 [38].
For CIFAR-10, we use all 10,000 test images. For ImageNet, we ran-
domly sample 5000 validation images. We evaluate the full validation
sets for Caltech-101, Oxford-IIIT Pets, and STL-10, and sample 10000
images for Food-101.

Classifiers. For the image classifier, we source baseline and top state-
of-the-art ¢, robust models from the RobustBench library [39]. For
CIFAR-10, we evaluate six models denoted with C1-C6. C1 [39] is
a non-robust model. C2 [40], C4 [41] and C5 [42] employ adver-
sarial training combined with data augmentation. C3 [43] utilizes a
robust ensemble of models, while C6 [44] reformulates adversarial
training to maximize the margin for more vulnerable samples, enhanc-
ing overall robustness. For ImageNet, we select four robust models,
denoted with I1-I4, incorporating adversarial training. I1 [45] and
I4 [46] utilize a ViT architecture, I2 [47] employs a Swin Trans-
former, and I3 [46] uses the ConvNeXt architecture. For experiments
on Caltech-101, Oxford-IIIT Pets, STL-10, and Food-101, we fine-tune
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three ImageNet-pretrained models—ResNet-50 (M1), WideResNet50-
2 (M2), and ViT-B/16 (M3). For each model, we replace the final
classification layer and fine-tune the entire model for each dataset over
50 epochs using stochastic gradient descent with a learning rate of
0.001 and momentum of 0.9.

Multishield Construction. The Multi-Shield module combines a CLIP
model with a standard image classifier. For CIFAR-10, we use a ViT-
B visual encoder fine-tuned for CIFAR-10 classification [48], and for
ImageNet, a pre-trained ViT-L [49], both paired with their respective
text encoders from Hugging Face [50].

Attack. We conduct the experiments using AutoAttack [7], a state
of the art algorithm. We use both a naive (non-adaptive) version of
AutoAttack and an adaptive variant, which takes into account Multi-
Shield’s rejection mechanism. Lastly, we set AutoAttack’s perturbation
size to € = 8/255, as typical reference for robustness evaluation [39].

Evaluation Metrics. In our experiments, we assess Multi-Shield’s per-
formance using several key metrics. Clean Accuracy measures the
accuracy on unperturbed inputs, providing a baseline for the model’s
performance on pristine data. In this case, rejected samples are consid-
ered errors. The difference between the Clean Accuracy without any
defense in place and Multi-Shield’s Clean Accuracy corresponds to the
fraction of wrongly rejected samples (i.e., false positives). Robust Ac-
curacy evaluates how well Multi-Shield performs on adversarial inputs
by accounting for correct predictions and cases where it abstains from
making a prediction. In fact, the desired model behavior in the presence
of adversarial examples is to avoid misclassification. The Rejection
Ratio represents the percentage of inputs for which Multi-Shield opts
to abstain, reflecting the effectiveness of the rejection mechanism in
identifying adversarial examples. The difference between the Robust
Accuracy and Rejection Ratio corresponds to the fraction of correctly
classified test inputs. Lastly, all experiments have been run on a NVIDIA
A100 Tensor Core GPU with 40 GB of VRAM.

4.2. Experimental results

We present in Table 1 the results on the effectiveness of Multi-
Shield in detecting adversarial examples across three distinct attack
scenarios: (1) the baseline image classifiers is the target of attack
without Multi-Shield detection (Baseline); (2) Multi-Shield is integrated
during the final prediction while the image classifier is under attack
(Multi-Shield); and (3) an adaptive attacker targets both the image
classifier and Multi-Shield, providing a worst-case evaluation of the
defense mechanism (Multi-Shield - Adaptive Attack). We then integrate
our analysis with Fig. 2 showing the performance of Multi-Shield against
adversaries of varying strengths e. Lastly, we compare Multi-Shield with
two state-of-the-art rejection defenses (i.e., [14,15]) in Table 2.

Multi-Shield Effectiveness. We analyze the robustness of pre-trained
models without Multi-Shield (Baseline) and assess the impact of inte-
grating Multi-Shield to enable rejection of anomalous samples (Multi-
Shield). The results in Table 1 confirm that Multi-Shield serves as an
effective additional security layer significantly enhancing robust accu-
racy across all models without requiring their retraining. For example,
Multi-Shield raises the robust accuracy of non-robust models (i.e., C1,
M1, M2, M3) from near 0% (Baseline) to over 90% across multiple
datasets, effectively rejecting most adversarial examples. The robust-
ness boost with Multi-Shield is notable even on robust models, with
an average improvement of 32% on CIFAR-10 and 65% on ImageNet
(Multi-Shield). The only trade-off is a slight reduction in clean accuracy,
averaging approximately 1.8% on CIFAR-10, 6% on ImageNet and
Caltech-101, 3% on Food-101 and Oxford-IIIT Pets, and under 1% on
STL-10.

Impact of Attack Strength on Multi-Shield. We evaluate Multi-Shield
against attackers of varying strengths (i.e., at different values of &),
demonstrating how robust accuracy and rejection ratio evolve as attack
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Table 1
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Experimental results on baseline and adversarially pre-trained models (6 on CIFAR-10, 4 on ImageNet, and 3 on Caltech-101,
Food-101, Oxford-IIIT Pets, and STL-10) evaluated using clean accuracy (%), robust accuracy (%), and rejection ratio (%).
The defense is assessed using AutoAttack with perturbation size € = 8/255 across three defense scenarios: without Multi-Shield
(Baseline), with Multi-Shield (Multi-Shield), and adaptively attacking Multi-Shield (Multi-Shield - Adaptive Attack). Note that
performing the attack on either of the underlying clip models yields a robust accuracy of 0%.

Models  Baseline Multi-Shield Multi-Shield - Adaptive Attack
Clean Acc. Robust Acc. Clean Acc. Robust Acc.  Rejection Ratio  Robust Acc.  Rejection Ratio
CIFAR-10
C1 94.8 0.0 92.7 91.8 91.8 20.4 0.4
Cc2 89.7 59.9 87.8 92.0 32.5 63.6 0.7
Cc3 86.1 52.0 84.5 91.9 40.3 55.0 0.4
Cc4 88.7 66.8 87.0 93.3 27.2 69.6 0.8
C5 85.7 52.9 84.2 92.2 39.5 58.4 0.5
Cc6 93.7 65.6 91.6 88.4 23.4 66.9 0.6
ImageNet
I1 70.9 10.3 63.8 88.7 78.7 17.4 4.4
I2 75.1 27.0 67.1 89.4 63.5 32.5 2.8
I3 74.9 26.2 67.3 87.8 62.6 30.7 3.0
I4 74.7 22.7 66.7 87.9 66.0 28.4 2.7
Caltech-101
M1 97.2 0.3 90.5 97.1 96.8 71.3 4.2
M2 97.4 0.2 90.9 97.7 97.6 67.3 3.3
M3 96.5 0.0 90.1 94.8 94.8 39.2 4.6
Food-101
M1 80.3 0.0 77.3 97.7 97.7 74.4 26.2
M2 82.6 0.0 79.4 96.9 96.9 65.4 21.1
M3 86.2 0.0 83.4 98.6 98.6 27.9 12.4
Oxford-IIIT Pets
M1 93.1 1.1 89.6 94.8 93.8 28.4 6.8
M2 93.3 1.1 89.8 94.5 93.4 22.2 6.1
M3 91.3 0.5 88.2 97.8 97.2 18.4 6.5
STL-10
M1 97.9 0.3 97.2 98.8 98.5 61.2 0.5
M2 98.2 0.4 97.6 98.4 97.9 51.5 0.3
M3 97.8 0.0 97.0 99.2 99.2 17.2 0.1

Table 2

Comparison of Multi-Shield, NR [14], and DNR [15] over five runs on 1,000-sample subsets from CIFAR-10. The rejection thresholds for NR
and DNR are set to roughly match Multi-Shield’s accuracy. Robust Acc. (A) refers to accuracy under an adaptive attack.

Defense Model Clean acc. Robust acc. Robust acc. (A) Model Clean acc. Robust acc. Robust acc. (A)
NR 91.7 + 0.002 3.2 + 0.001 0.00 + 0.00 88.4 + 0.01 75.6 + 0.03 59.2 + 0.04
DNR C1 91.5 + 0.001 96.1 + 0.004 0.00 + 0.00 c2 88.2 + 0.006 76.3 = 0.02 60.6 + 0.05
Ours 92.7 + 0.002 91.9 + 0.006 20.2 + 0.003 88.3 + 0.007 91.7 + 0.009 64.2 + 0.05
NR 84.3 + 0.02 72.1 + 0.02 49.3 + 0.05 90.7 + 0.007 75.9 + 0.03 66.3 + 0.04
DNR C5 84.2 + 0.009 73.1 + 0.04 50.8 + 0.04 Cc6 90.8 + 0.009 76.0 = 0.03 66.6 + 0.03
Ours 83.8 + 0.004 92.5 + 0.008 58.9 = 0.05 91.3 + 0.002 88.8 + 0.009 66.9 + 0.07
NR c3 82.6 + 0.003 66.1 + 0.01 43.8 + 0.03 ca 82.3 + 0.006 78.7 + 0.03 62.1 + 0.05
Ours 84.5 + 0.003 91.9 + 0.02 55.0 + 0.03 87.0 + 0.002 93.3 + 0.008 69.6 + 0.06

power increases. These trends are illustrated in Fig. 2 across four robust
models (C2,C6,12,14) on CIFAR-10 (top two plots) and ImageNet
(bottom two plots). Firstly, in all three plots, the gap between the robust
accuracy of Multi-Shield (solid blue line) and the baseline (dashed
gray line) widens as ¢ increases, highlighting Multi-Shield’s superior
robustness in response to increasing attack strength. Secondly, the re-
jection ratio (red line) steadily increases in all three models, showcasing
Multi-Shield’s ability to detect and reject stronger adversarial examples
that mislead the baseline. These results become more evident in the
ImageNet models (Figs. 2(c)-2(d)), where robust accuracy remains
relatively more resilient while rejections rise significantly.

Adaptive Attacker. We conclude our analysis by evaluating Multi-
Shield under the worst-case scenario of an adaptive attacker who knows
everything about the target model and exploits knowledge of the
defense mechanism to bypass it [32]. Specifically, we give the strong
assumption of an adaptive attacker with complete knowledge of the
rejection mechanism, including Multi-Shield’s image classifier, rejection
mechanism, and inner workings (i.e., parameters and class prompts) to

have a complete system evaluation. Firstly, looking at the rightmost
scenario in Table 1 (Multi-Shield - Adaptive Attack), Multi-Shield pro-
vides substantial improvements in robust accuracy across all non-robust
models (C1, M1, M2, M3). While the gains are already significant for
CIFAR-10 (20.4%) and Oxford-IIIT Pets (22.1%), they become even
larger for Caltech-101 (59.1%), Food-101 (55.9%), and STL-10 (43%).
For robust models, Multi-Shield enhances robustness by an average of
3.3% on CIFAR-10 and 5% on ImageNet. This indicates that attacking
Multi-Shield, even under worst-case evaluation, requires significantly
more effort and introduces further difficulties for the attacker. The
constraint in Eq. (11) forces the attack to simultaneously deceive
both the unimodal image classifier and the multimodal CLIP classifier,
complicating the optimization process. We conclude that Multi-Shield
serves as an additional layer of defense to enhances the robustness of all
considered models, both under non-adaptive and adaptive (worst-case)
attack settings, across all datasets.

Comparison with other Rejection Defenses. We compare our method
with state-of-the-art rejection defenses, including Neural Rejection
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Fig. 2. Curves showing the baseline robust accuracy alongside Multi-Shield’s robust
accuracy and rejection ratio under attacks with varying perturbation sizes (¢) across
different robust models on CIFAR-10 (top two plots) and ImageNet (bottom two plots).

(NR) [14] and Deep Neural Rejection [15], following the experimental
setups outlined in their original works. Experiments are conducted on
five distinct subsets of 1000 CIFAR-10 samples, reporting the average
and standard deviation of results. The results, reported in Table 2,
showcase that Multi-Shield consistently outperforms NR and DNR in
robustness across various models. Notably, while DNR achieves high ro-
bustness under C1 (e.g., 96.1%), it fails entirely under adaptive attacks,
dropping to 0.00%. In contrast, Multi-Shield maintains significantly
higher robustness against adaptive attackers (e.g., 20.2% vs. 0.00% for
C1). Similar improvements are observed across other robust models,
and the low standard deviation across multiple runs confirms the
consistency of our results, reinforcing the validity of our conclusions.
On C5, Multi-Shield achieves 58.9% robust accuracy under adaptive
attacks, outperforming NR and DNR by approximately 8 and 9 percent-
age points, respectively. Likewise, on C4, Multi-Shield reaches 69.6%
robust accuracy, surpassing NR (62.1%) by 7.5%. Beyond robustness,
Multi-Shield is also computationally less demanding. Both NR and
DNR require training one or multiple one-vs-all SVMs for each class,
leading to substantial memory and computational overhead. DNR, in
particular, necessitates extreme batch size reductions (e.g., batch size
= 1) to fit within 40 GB of VRAM when applied to CIFAR-10, making
it impractical for larger datasets (e.g., ImageNet) or more complex
models (e.g., C3, C4). We thus conclude that these comparisons further
emphasize the benefits of Multi-Shield as an additional security layer for
robust classification systems, enhancing resilience against adversarial
threats while maintaining high accuracy and computational efficiency.

5. Conclusions, limitations, and future works

In this work, we introduce Multi-Shield, a novel defense that im-
plements a rejection mechanism based on two core principles: (i)
integration of multimodal information and (ii) interaction between
adversarial training and a multimodal adversarial detector. The first
principle is realized by analyzing visual features and their semantic
alignment with the textual prompts for the classes. In this way, Multi-
Shield enables the identification and rejection of adversarial examples
when classification presents uncertainties or semantic inconsistencies.

Pattern Recognition Letters 194 (2025) 1-7

It leverages agreement in predictions between an image classifier and
a multimodal model to decide whether to abstain from making a
prediction. Secondly, Multi-Shield complements existing defenses that
rely on adversarial training, providing an additional security layer
against adversarial attacks. Our experiments show that Multi-Shield
consistently detects adversarial examples that mislead image classifiers
and remains effective even under worst-case adaptive attacks. Despite
its strengths, Multi-Shield may struggle to detect adversarial inconsis-
tencies in datasets with abstract or meaningless labels, such as “Class
1” or “Class 2”, as these provide no meaningful semantic cues for the
multimodal model to align textual and visual data. For future work,
we aim to explore alternative methods for crafting more descriptive
class label prompts, investigate their impact on robustness, and extend
adversarial training to the multimodal model to further strengthen the
defense.
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