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Abstract

The Fingerprint Liveness Detection Competition
(LivDet) is a recurring benchmark series that evaluates
the effectiveness of software-based Presentation Attack
Detection (PAD) algorithms in fingerprint recognition.
LivDet2025 presents three challenges: (1) “Liveness
Detection in Action”, requiring the integration of PAD
with user-specific recognition; (2) “Fingerprint Represen-
tation”, evaluating the compactness and discriminability
of feature vectors; and (3) “Adversarial Robustness”,
assessing the resilience of PADs to adversarially-crafted
presentation attack instruments. This edition marks a
significant milestone with the inclusion of contactless
fingerprint data, promoting interoperability and robustness
across acquisition technologies. Furthermore, no training
data was provided; participants must select and declare
external datasets for model development. The competition
was open to academic and industrial research groups, with
all submitted algorithms evaluated on common datasets
and under standardized protocols. LivDet2025 aims to
provide a comprehensive assessment of PAD performance
under realistic, multi-sensor, and multi-attack scenarios.
Results reveal important trade-offs between PAD accuracy,
usability, and computational efficiency. For instance, some
systems achieved high presentation attack rejection at the
cost of extremely high false rejection rates, while others
optimised speed and generalizability but exhibited limited
attack resilience.

1. Introduction

Fingerprint-based authentication remains a cornerstone
of biometric security systems, for its uniqueness, perma-
nence, and operational efficiency [17)]. However, its large-
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scale deployment has also exposed inherent vulnerabili-
ties—most notably, presentation attacks (PAs), in which ad-
versaries employ synthetic artifacts (e.g., silicone, gelatin,
printed overlays) to impersonate legitimate users and de-
ceive acquisition devices [12]]. Software-based Presentation
Attack Detection (PAD) methods have been extensively de-
veloped to address this threat, leveraging image-derived fea-
tures and machine learning algorithms to differentiate bona
fide from presentation attack (i.e. spoof) samples [3]]. De-
spite recent progress, several challenges continue to hinder
the reliable deployment of PAD systems in practical sce-
narios [23[]. A first, well-documented issue is their limited
generalization capability: performance often degrades sig-
nificantly when algorithms are tested against presentation
attack instrument species or sensors not encountered dur-
ing training [14]. In parallel, the growing reliance on ma-
chine learning has introduced vulnerabilities to adversarial
manipulation, subtle, targeted perturbations, either in digi-
tal form or physically realizable, that can induce erroneous
predictions from otherwise accurate detectors [6]]. A third
obstacle lies in the computational and memory footprint of
many PAD solutions, which makes their deployment infea-
sible on resource-constrained platforms such as mobile or
embedded devices [16]. In addition to these algorithmic
limitations, the contact-based nature of traditional finger-
print acquisition presents further usability challenges. Di-
rect interaction between the finger and sensor surface often
results in degraded image quality due to moisture, dirt, or
latent fingerprints from prior users. Moreover, in shared-
use scenarios, hygiene and pathogen transmission concerns
have been shown to impact user acceptance negatively [21]].
This has motivated research into contactless fingerprint ac-
quisition, where no physical touch is required. Systems
based on smartphone or optical cameras offer hygienic and
ergonomic advantages but also introduce new challenges,
including pose variability, illumination inconsistency, and
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reduced ridge contrast [8]. Additionally, contactless sys-
tems face novel attack vectors such as ScreenSpoof attacks
[5], which differ substantially from threats in traditional
PAD scenarios [15]. Given these evolving conditions, it be-
comes essential to evaluate PAD solutions not only in con-
trolled laboratory settings but across a range of acquisition
modalities and threat models. Since 2009, the Fingerprint
Liveness Detection Competition (LivDeﬂ) has served as the
principal benchmark for software-based PAD algorithms,
focusing on contact-based fingerprints due to their opera-
tional prevalence [19]]. Previous editions have emphasized
two main challenges: (1) the integration of PAD within
full recognition pipelines and (2) the extraction of compact,
discriminative feature representations. LivDet2025 builds
on this foundation by introducing two targeted extensions.
First, a dedicated contactless track has been added to eval-
uate PAD performance on contactless fingerprint data. Sec-
ond, motivated by growing concerns over adversarial ro-
bustness, a new adversarial challenge has been added within
the contact-based track to evaluate algorithmic resilience
under targeted digital perturbations. In addition, and for
the first time in the competition’s history, LivDet2025 does
not provide participants with predefined training data. Each
team is instead required to develop models using publicly
available datasets of their choice and to disclose the sources
employed. The objective is to shift the focus toward genuine
generalization, discouraging solutions narrowly tuned to the
benchmark. By expanding its scope and adopting a more re-
alistic evaluation protocol, LivDet2025 encourages the de-
sign of PAD systems that can operate reliably across diverse
acquisition conditions and evolving attack landscapes.

2. LivDet2025

LivDet2025 includes three challenges. Challenge 1 and
Challenge 2 are inherited from previous editions and are
evaluated separately on contact-based and contactless fin-
gerprints. Participants may choose to compete in one or
both. Challenge 3 is newly introduced, and applies to all
submitted systems, and focuses on adversarial robustness
using contact-based data.

e Challenge 1 - Liveness Detection in Action [|]: Par-
ticipants are required to submit a complete system that
outputs both a liveness score (i.e., the probability that
the sample is bona fide) and an integrated score that
combines liveness with the likelihood of the sample
belonging to a specific user. The use of user-specific
models [20] is optional.

* Challenge 2 - Fingerprint representation: To promote
efficient and scalable PAD systems, this challenge
evaluates the ability to produce feature vectors that are
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both compact and discriminative. In addition to the
liveness score, each submission must return a fixed-
length feature representation of the input image, with
a maximum dimensionality of 512.

» Challenge 3 - Adversarial Robustness: This newly in-
troduced track targets the resilience of PAD systems
against adversarial attacks, i.e. intentionally crafted
digital perturbations aimed at inducing misclassifica-
tion. Solutions are evaluated based on their ability to
maintain accuracy under these conditions.

2.1. Datasets and participants

Table [3] provides detailed information about each par-
ticipant, including the names of the algorithms submitted,
the type of method used, and the specific data sets used for
training. In fact, in this edition, unlike previous ones, com-
petitors were required to select state-of-the-art datasets for
model training and explicitly declare the data used, as no
training data were provided.

The LivDet2025 evaluation set comprises both contact-

based and contactless fingerprint images, acquired with a
total of six sensors across the two modalities. The dataset
includes bona fide fingerprints and presentation attacks fab-
ricated using a variety of materials and methods, aiming to
capture realistic deployment scenarios. Sensor specifica-
tions and the distribution of samples across materials and
devices are reported in Table [T] and Table [2] respectively.
Figure [1| shows representative PA samples highlighting the
variability introduced by acquisition conditions and fabrica-
tion techniques. The dataset is structured into two distinct
subsets according to the acquisition modality.
Contact-based fingerprints were acquired using two opti-
cal scanners: GreenBit DactyScan84C and Dermalog LF10.
For each device, the dataset comprises bona fide sam-
ples as well as presentation attack samples created through
both consensual and semi-consensual interactions. Along-
side presentation attack instruments (PAIs) fabricated with
traditional consensual techniques, a significant portion of
the attacks was produced using the ScreenSpoof method
[Sl], a semi-consensual technique that reconstructs finger-
print molds from latent traces photographed on smartphone
screens, which are then used to fabricate PAIs.
Contactless acquisitions were performed using four
consumer-grade mobile devices: Huawei P20 Pro (collected
at the University of Cagliari) and iPhone 7, iPhone X,
and Samsung Galaxy S7 (collected at Clarkson University
[22]). The datasets comprise bona fide samples and presen-
tation attacks fabricated using traditional consensual meth-
ods, with materials including latex, ecoflex, playdoh, wood
glue, and printed photopaper. The acquisitions reflect a
wide range of real-world conditions, including uncontrolled
lighting, pose variability, background clutter, and different
acquisition distances.



Table 1. Device characteristics for LivDet2025 datasets. For smartphones, the reported image resolution corresponds to the native sensor

output. Actual fingerprint images may be cropped or resized.

Device Acronym Model / Camera Resolution [dpi] Sensor Resolution [px] Type
Green Bit GB DactyScan84C, 500 dpi 500 500x500 Optical
Dermalog DL LF10, 500 dpi 500 500x500 Optical
Huawei P20 Pro HW Rear Camera, 40 MP 72-96 7152%x5368 Smartphone
iPhone 7 17 Rear Camera, 12 MP 72-96 4608%2592 Smartphone
iPhone X IX Rear Dual Camera, 12 MP 72-96 4608%2592 Smartphone
Samsung Galaxy S7 S7 Rear Camera, 12 MP 72-96 4032x3024 Smartphone
Table 2. Number of samples per material and sensor in LivDet2025. Materials marked with * are ScreenSpoof samples.
Contact Contactless
Sensor — S
Material | GreenBit Dermalog | Huawei iPhone 7 iPhone X amsung
Galaxy S7

Bonafide 1750 1750 720 592 477 788

Elmers 660 656 288 . .

Latex 680 680 252 1120 1120

Rprotec 641 630 . . .

GLSpro* 650 648

GSP400n* 672 668

Latex* 670 667

Prolastix* 670 668 . .

Ecoflex . . 1120 1112

Photopaper . 1120 1120 .

Playdoh 288 384 384 367

Woodglue . 1120 1120 .

@

0)
Figure 1. Examples of presentation attacks (PAs) used in
LivDet2025. Images illustrate visual and material variabil-
ity across sensors and acquisition conditions. From left to
right: (a)—(b) optical contact-based Consensual samples (Green-
Bit, Dermalog); (c)—(d) optical contact-based ScreenSpoof sam-

ples (GreenBit, Dermalog); (e) contactless sample from Huawei;
(f)—(h) contactless PAs from iPhone and Samsung devices.

2.2. Algorithms submission

Algorithms for Challenge 1 were expected as console
programs with the following parameters:
[nameOfAlgorithm] [templateimagesfile] [probeimages-
file] [livenessoutputfile] [IMSoutputfile].

The file templateimagesfile contains a list of absolute paths

to every template image stored in the system, while the file
probeimagesfile contains a list of absolute paths to each
probe image that the algorithm will test. The algorithm
outputs are saved to the paths specified by the last two pa-
rameters. The file livenessoutputfile contains the degree of
“liveness” for each processed image, normalized between
0 and 100, where 100 indicates the highest degree of live-
ness, and O denotes a presentation attack sample. Finger-
print images with scores in the range [0,50) are classified as
“presentation attack”, while those with scores [50,100] are
classified as “bona fide”. The file IMSoutputfile lists, for
each probe image, the normalized probability of a finger-
print belonging to the declared identity and being authentic.
Scores [0,50) classify the probe as “presentation attack™ or
the probe-template comparison as non-mated comparison,
while scores [50,100] classify the comparison as bona-fide
and mated. The evaluation threshold is set to 50. If the al-
gorithm is unable to process an image, the corresponding
value in both outputs is set to -1000.

The submission process for Challenge 2 in LivDet2025
is the same as in LivDet 2023. In addition to the parameters
nameOfAlgorithm, probeimagesfile, and livenessoutputfile,
Challenge 2 applications require an additional parameter
called embeddingsfile, representing the file of feature vec-
tors for each processed image.



Table 3. Participants’ names and submitted algorithms, alongside information about their training approach.

Participant | Algorithm Type Training data Description
LivDet 2009, 2011, 2013, 2015, | Adaptation of Contreras et al.’s [9! [10]
UNIFESP | UNIFESP Hybrid 2017 [19] multi-filter approach using frozen pre-
trained deep networks as feature extractors.
LivDet 2021 [4], Internal Dermalog | Extracts minutiae, generates cutouts, en-
Derm_C Deep-learning | LF10 dataset codes them with MobileNetV2, and fuses re-
sults with an RNN.
Dermalog COLFISPOOF 2023 [15], LivDet | Uses two MobileNetV2 models: one for fin-
Derm CL | Deep-learning contactless fingerprints [22], internal gert.ip sh?pe Ver.iﬁcat.ion and one for PA de-
contactless data tection via classification and segmentation.
LivDet 2009, 2011, 2013, 2015, | CNN-based keypoint extraction for finger-
JIIOV . 2021, 2023 [19], synthetic data via | print matching and transformer-based PAD
jiiov Deep-learning . . . . . .
Technology generative model, internal contact- | model trained with real, synthetic, and inter-
based data nal data.

2.3. Performance Evaluation

In both challenges, the performance of the PADs will
be evaluated using metrics from the international standard
ISO/IEC 3017-3 [2L [1]]:

e PAD Accuracy: percentages of fingerprint images cor-
rectly classified by the PAD;

* BPCER (Bona fide Presentation Classification Error
Rate): Rate of misclassified bona fide images;

e APCER (Attack Presentation Classification Error
Rate): Rate of misclassified presentation attack im-
ages;

e FTX (Failure to Extract): indicates failure in extracting
biometric features.

In Challenge 1, to evaluate the performance of the inte-
grated system, we employed the following metrics:

* FNMR (False Non-Match Rate): Rate of mated com-
parisons that result in rejection;

* FMR (False Match Rate): Rate of non-mated compar-
isons that result in acceptance;

* JAPAR (Impostor Attack Presentation Accept Rate):
rate of presentation attacks that result in acceptance;

* Integrated Matching (IM) Accuracy: percentages of
samples correctly classified by the integrated system.

To assess the robustness of PAD systems under biometric
recognition constraints (Challenge 1), we conducted com-
parision trials on three devices: GreenBit, Dermalog, and
Huawei. For each device, we generated comparison scores
between a fingerprint template and (i) a bona fide image
from the same user and finger (mated), (ii) a presentation
attack from the same user and finger (attack), or (iii) a bona
fide image from a different user (non-mated). The number
of mated comparisons varies depending on available bona
fide samples per sensor (e.g., 3110 for GreenBit, 3070 for
Dermalog, and 1240 for Huawei). We generated twice as

many non-mated and attack comparisons for each mated
comparison set. No comparison trials were conducted on
the remaining devices due to the limited number of bona
fide samples.

Challenge 2 focused on assessing the trade-off between
efficiency and discriminative power of the feature represen-
tations extracted by each system. Particular emphasis was
placed on the computational speed and the compactness of
the resulting feature vectors. To ensure consistency across
submissions, all evaluations were conducted on standard-
ized hardware platforms: either a Linux (Ubuntu 18.04.1) or
Windows 10 Pro desktop equipped with an Intel® Core™
i9-9900K CPU (3.60GHz), 64 GB DDR4 RAM (2.933
MHz), and dual NVIDIA® GeForce® RTX 2080 Ti GPUs
(11 GB each). The final score for each algorithm was com-
puted as the arithmetic mean of three normalized compo-
nents: feature extraction time (s;), feature vector size (sg),
and PAD accuracy (s,), defined as follows:

T_Tmin
A
1 D_Dmin A
Sg=1— ——m—F—; S84 = —
¢ Dmax _Dmin’ 100

where T is the average time per comparison (in seconds), D
is the feature dimensionality, and A is the PAD accuracy (in
percent). For LivDet2025, we set T, = 0.001, Thx = 1,
Dpnin = 1, and Dy, = 512. The overall score was then
computed as

St + Sq + Sa
Ty

2.4. Adversarial Threat Model

To assess adversarial robustness, we considered a black-
box threat model in which the attacker has no knowl-
edge of the internals of the targeted PAD system but as-
sumes it is based on deep neural networks. Given the
practical constraints of real-world deployments, such a set-
ting captures realistic attack scenarios where system in-
ternals are proprietary or obscured. All submitted PADs



rely on convolutional or transformer-based feature extrac-
tors Dermalog’s system combines MobileNetV2 with
RNN-based fusion of fingerprint minutiae patches; JIIOV
adopts a transformer-based architecture over keypoint fea-
tures; UNIFESP leverages an hybrid approach based on
frozen CNNs for feature extraction. Under the black-
box assumption, adversarial samples were generated via a
surrogate-based transfer approach, following the strategy
proposed in [6]]. Let fiagec be the decision function of the
unknown PAD to be attacked. The adversary trains a surro-
gate model forr R fiareer USing an auxiliary dataset and then
crafts adversarial examples:

xX'=x+8, with [|d]e <e¢ (1

such that:

fsurr(xl) > 7 and ftarget(x/) > T, 2)

where 7 = 50 is the fixed liveness threshold. The goal is to
shift the prediction of previously rejected (PA) samples into
the bona-fide region by leveraging the transferability of ad-
versarial perturbations across models. In our setup, the sur-
rogate model is a VGG19 network pre-trained on ImageNet
and subsequently fine-tuned on fingerprint images from the
LivDet 2015 dataset. Only images initially classified as
PA by the target PADs were selected for attack. Perturba-
tions were generated using the Auto-PGD (APGD) algo-
rithm [11]], a momentum-based iterative method known for
its effectiveness under both white-box and black-box con-
ditions. The attack operates under an ¢, constraint and in-
tegrates adaptive step sizes and multiple restarts to enhance
convergence and overcome potential gradient obfuscation.

3. Results

The results of the contact-based PAD algorithms submit-
ted to LivDet2025 are reported in Tables 4HIO] All partic-
ipants provided complete entries for both Challenge 1 and
Challenge 2. While limited in number, the submissions of-
fer instructive contrasts regarding trade-offs between PAD
accuracy, biometric verification, and computational com-
plexity. At a high level, the three PAD systems exhibit
markedly different trade-offs between security and usabil-
ity. As shown in Table d] UNIFESP prioritizes presenta-
tion attack rejection, yielding the lowest APCER (16.4%)
and TAPAR (0.22%) across all systems. However, this ro-
bustness comes at a significant usability cost: the integrated
system fails to perform almost any meaningful mated com-
parison, as evidenced by a FNMR of 99.7%, suggesting a
substantial mismatch between the feature representations or
calibration strategies adopted by the PAD and the recog-
nition components. On the other hand, Derm_C shows the
opposite behavior: bona fide samples are consistently above
the threshold (BPCER = 1.0%, FNMR = 18.8%), but PA

scores largely overlap, resulting in an APCER of 96.2%
and IAPAR of 50.7%. jiiov achieves the most effective
score separation, with moderate APCER (27.3%) and low
BPCER (1.3%), yielding the highest IM accuracy (89.5%)
along with a reduced attack success rate IAPAR = 16.5%).

Analyzing performance across datasets (Table [6)), re-
sults on the consensual subsets (DLCC, GBCC) tend to
be stronger overall, while the ScreenSpoof subsets (DLSS,
GBSS) are generally more challenging. In most cases,
APCER increases, reflecting the added difficulty posed by
the use of an unconventional PAI creation technique. This
trend is mirrored in Fig. [2] which shows per-material
APCER grouped by sensor: some materials, such as the
GLSpro and GSP400n used for the realization of PAI with
the ScreenSpoof technique, lead to high errors, often above
50%. This shows that the problem of generalization of
PADs to unknown attacks is still an open problem [13]].

Challenge 2 results (Table[5) highlight key trade-offs be-
tween accuracy, latency, and template size in deployment-
oriented scenarios. The jiiov system attains the highest
composite score (0.85), combining competitive PAD accu-
racy (83.3%) with low computational latency (27 ms/image)
and a compact embedding size (128 floats). UNIFESP
achieves slightly higher accuracy (87.3%) at the expense
of a fivefold increase in processing time (152 ms/image),
while Derm_C exhibits the least favorable trade-off: despite
a comparable accuracy (84.9%), its inference time exceeds
560 ms per image. These results suggest that the primary
source of latency lies in the pre-embedding stages (e.g., seg-
mentation, quality enhancement), rather than in feature ex-
traction or representation. Notably, all three systems rely
on lightweight templates (< 138), reflecting a general trend
toward compact descriptors in modern PAD systems com-
pared to earlier editions [4}[18]].

The contactless track saw only one submission,
Derm_CL, whose performance varied sharply across acqui-
sition devices (Table [8). While near-perfect on iPhone and
Galaxy samples (PAD ACC > 95%), its accuracy plum-
meted on the Huawei P20 Pro (56%), revealing a strong
dependency on device-specific imaging characteristics.

The contactless track received a single submission,
Derm_CL, which achieved high accuracy on iPhone and
Galaxy samples (PAD ACC > 95%), but dropped to 56%
on the Huawei P20 Pro, indicating limited generalization.
According to the accompanying technical report, the train-
ing data included sensors also present in the test set (see Ta-
ble 3] effectively making the evaluation intra-dataset. The
substantial performance drop on the unseen Huawei de-
vice highlights the need for per-device calibration or meta-
learning strategies capable of adapting PAD behavior to
novel acquisition conditions without prior knowledge of the
sensor or attack type.

The results of Challenge 3 are reported in Table [I0] in



Table 4. Challenge 1: Integrated and PAD overall results (%) for contact-based detectors.

Detector | FMR | FNMR | IAPAR | IM Acc | BPCER | APCER | PAD ACC
UNIFESP | 0.14 99.69 0.22 79.92 7.46 16.41 88.96
Derm_C 0.28 18.84 50.69 75.84 1.02 96.18 60.92
jiiov 0.11 19.16 16.47 89.54 1.32 27.32 88.28
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Figure 2. Material-specific APCER across PAD systems for each sensor. Top row: results on contact-consensual (CC) subsets acquired
with Dermalog (left) and GreenBit (right) sensors. Bottom row: results on ScreenSpoof (SS) subsets for the same sensors.

Table 5. Challenge 2: PAD overall results for contact-based and

contactless detectors.
Algorithm | time/img [ms] | feat.size | ACC[%] | Score
UNIFESP 151.70 138 87.28 0.82
Derm_C 560.20 128 84.94 0.68
jilov 27.41 128 83.27 0.85
Derm_CL [ 37.23 [ 32 [ 87.26 [ -

terms of APCER and FTX relative to the attacked samples
only. Table 9| reports the number of successful adversarial
attacks for each material with respect to the total number of
original samples.

The results reveal three distinct behaviors. Derm_C
shows signiticant increases in FTX (up to 88%) but apparent
drops in APCER (e.g., from 51.7% to 0.00% on GLS SS).

This improvement is due to the adversarial noise disrupting
the feature extraction process, leading to many samples be-
ing rejected early (i.e., no decision taken), thereby decreas-
ing APCER and increasing FTX. We note that this is not
an entirely negative result for PAD if we consider that an
FTX corresponds to an immediate rejection. jiiov, built on
a ViT backbone, preserves stable feature extraction (FTX
= 0.00%), but experiences a clear rise in APCER across
most materials (+20-40 APCER), showing that the adver-
sarial attack was successful. UNIFESP, by contrast, proves
the most robust overall: APCER remains low (< 6%) and
FTX is unaffected. This suggests that the frozen CNN lay-
ers and the traditional classifier used in UNIFESP are poorly
aligned with VGG-19 gradients, limiting the transferability
of attacks. It is interesting to analyze the effects of adversar-



Table 6. Challenge 1: Integrated and PAD performance (%) across datasets and attack types for each competitor.

Dataset | Detector | FMR | FNMR | IAPAR | IM Acc || BPCER | APCER | PAD ACC || FTX
UNIFESP | 036 | 9945 | 0.07 | 79.94 125 8.5 89.1 0

DLCC | DermC | 020 | 1844 | 6020 | 72.15 117 | 98.18 60.03 || 0.18
jiiov | 0.0 | 18.18 | 500 | 9432 || 093 6.99 96.64 0

UNIFESP | 020 | 9929 | 033 | 7993 | 1297 | 1411 86.57 0

DLSS | DermC | 030 | 19.13 | 40.17 | 79.99 158 | 9531 60.93 1.24
jiiov. | 008 | 1801 | 2592 | 86.00 | 076 | 46.48 80.96 0

UNIFESP | 0.00 | 100.00 | 0.13 | 79.95 229 | 1484 92.69 0

GBCC | DermC | 035 | 1923 | 5942 | 7224 | 059 | 98.26 60.34 || 036
jiiov | 0.0 | 2068 | 445 | 94.05 1.63 6.48 96.43 0

UNIFESP | 0.00 | 100.00 | 035 | 79.86 2.07 282 87.48 0

GBSS | DermC | 0.25 | 1855 | 4298 | 78.99 075 | 92.98 62.36 || 2.44
jiiov | 015 | 1978 | 3049 | 83.79 196 | 49.32 79.10 0

HWCL | Derm CL | 000 | 97.66 | 032 | 8034 || 9532 | 476 | 4090 [ O

Table 7. Challenge 2: PAD performance (%) of contactless systems across different smartphone models.

Algorithm Huawei iPhone 7 iPhone X Galaxy S7 Overall PAD ACC
8 BPCER | APCER | PAD ACC | BPCER | APCER | PAD ACC | BPCER | APCER | PAD ACC | BPCER | APCER | PAD ACC
DermCL | 9347 [ 012 | 5646 135 | 341 [ 9681 084 | 437 | 9595 0.00 | 055 [ 99.83 87.26

Table 8. Challenge 2: PAD performance of contact-based systems across datasets and attack types for each competitor.

Dermalog GreenBit Overall
Algorithm BPCER Consensual ScreenSpoof BPCER Consensual ScreenSpoof PAD
APCER | PAD Acc | FTX | APCER | PAD Acc | FTX APCER | PAD Acc | FTX | APCER | PAD Acc | FTX Acc.
UNIFESP 13.31 8.19 89.40 0.00 13.24 86.73 0.00 2.17 15.40 90.81 0.00 28.07 82.20 0.02 87.29
Derm_C 1.83 1.24 98.48 0.86 40.27 76.06 6.41 0.86 3.25 97.90 1.90 57.53 67.34 9.59 84.95
jliov 0.86 7.12 95.83 0.00 46.21 71.83 0.00 1.83 6.61 95.63 0.00 48.84 69.81 0.00 83.28

Table 9. Number of successful adversarial attacks over the total number of original samples, for each PAI material.

latex CC

elmers CC

gls SS

gsp SS

latex SS

rprolast SS

rprotec CC

Attacked

604/680

376/660

441/650

476/672

525/525

493/670

564/641

Table 10. Challenge 3: APCER and FTX values (%) for original and adversarial samples across diferent materials. Adversarial attacks
were performed only on samples from the GreenBit subset. APCER* and FTX* are calculated on samples attacked with adversarial

perturbations (see Tab. [J).

Greenbit material | Latex CC Elmers CC GLS SS GSP SS Latex SS RProlast SS | RProtec CC
Algorithm | Metric | original/adv | original/adv | original/adv | original/adv | original/adv | original/adv | original/adv
Derm.C APCER* | 1.32/0.17 1.06 /0.00 51.70/0.00 | 31.30/0.00 0.00/0.00 23.94/0.00 3.55/0.00

FTX* 0.00/70.86 | 6.65/88.03 | 19.05/33.11 | 18.91/33.61 | 57.52/57.52 | 17.44/35.29 | 2.66/80.50

jiiov APCER* | 8.44/0.00 | 18.62/32.71 | 58.73/71.88 | 49.16/78.57 | 57.90/57.90 | 30.63/78.09 | 0.00/0.00
FTX* 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00

UNIFESP APCER* | 4.47/0.66 28.19/6.12 | 29.71/3.40 | 16.81/1.47 1.33/1.33 26.77/1.22 2.48/1.60
FTX* 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00

ial attacks on individual materials. Latex-based PAs remain
hard to perturb, showing minimal APCER variation pre/post
attack. Elmers-based PAs highlight system disparity: while
UNIFESP resists transfer (from 28.2% to 6.1%), jiiov shows
a marked increase (from 18.6% to 32.7%). ScreenSpoof
materials (GSP, RProlast) emerge as the most perturbable,
with jijov seeing APCER > 75%. The observed behav-
iors suggest that adversarial transferability is closely tied
to architectural choices. ViTs with high-dimensional em-
beddings are more gradient-aligned with VGG-based surro-
gates, while early feature extractors like those in Derm_C
are vulnerable to low-level perturbations that block the en-

tire pipeline.

A composite view across the three challenges leads to
several conclusions. First, threshold calibration alone (e.g.,
UNIFESP) can swing a system from high PAD accuracy to
operational failure. Second, APCER and FTX must be in-
terpreted jointly in adversarial settings: an alteration of the
fingerprint characteristics that lead to an automatic rejection
depending on the analysis carried out by the PAD. Third, the
success of adversarial attacks is strictly related to the type
of architecture used: PADs based on widely adopted, open-
source models are particularly vulnerable and should con-
sider incorporating adversarial training or robust blocking



strategies. It is also important to note that the attacks per-
formed in this evaluation were relatively naive and entirely
black-box. More sophisticated approaches, such as employ-
ing alternative adversarial techniques or combining multi-
ple white-box classifiers, could potentially result in signifi-
cantly greater degradation of PAD performance.

4. Discussion and conclusions

The ninth edition of the Fingerprint Liveness Detec-
tion Competition (LivDet2025) introduced several signif-
icant innovations, including the use of contactless finger-
prints, an adversarial robustness track, and the removal of
standardized training data. This last point simulated a re-
alistic “worst-case” deployment scenario, requiring partici-
pants to rely entirely on publicly available datasets, thereby
emphasizing true generalization capability.

Results reveal that, while progress is evident, the gen-
eralization problem remains unresolved. In particular, de-
tection performance degrades on specific sensors and novel
fabrication techniques, especially in the ScreenSpoof sub-
sets. Nonetheless, some solutions demonstrated promising
robustness, even in the face of black-box adversarial at-
tacks.

A clear trade-off emerged between PAD accuracy, oper-
ational usability, and computational efficiency. Some sys-
tems prioritized robustness but suffered in recognition per-
formance, while others favored speed and simplicity at the
expense of attack resilience.
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