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ARTICLE INFO ABSTRACT

Dataset link: Data and Results (Original data) Evidence on the effectiveness of ManMachine-At-The-End (MATE) software protections, such as code obfusca-
tion, has mainly come from limited empirical research. Recently, however, a meta-model and an automatable
method waswere proposed to obtain statistical models of the required effort to attack (protected) software. The
proposed method was sketched for a number of attack strategies but not instantiated, evaluated, or validated
for those that require human interaction with the attacked software.

In this paper, we present an fullend-to-end instantiation, formalisation, implementation, and validation
of thethat existing meta-model and method to obtain statistical effort models for game resource localisation
attacks, which represent a major step towards creating game cheats, a prime example of MATE attacks. We
discuss in detail all relevant aspects of our instantiation and the results obtained for two game use cases. Our
results confirm the feasibility of the proposedexisting meta-model and method, and itstheir utility for decision
support for users of software protection tools. These results open up a new avenue for obtaining models of
the impact of software protections on reverse engineering attacks, which will scale much better than empirical
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research involving human participants.

1. Introduction

The Machine-At-The-End (MATE) attack model concerns adversaries
with full control over machines seeking unauthorised access to soft-
ware assets (e.g., secret keys, licence managers, game logic) through
execution, inspection, reverse engineering, and manipulation of the
software using static and dynamic analysis techniques (Nagra and
Collberg, 2009). Software Protections (SPs) such as obfuscations aim to
safeguard the assets’ confidentiality and integrity. Since full protection
is unachievable in this attack model, SPs typically aim to reduce the
attack return on investment to unviable levels (Nagra and Collberg,
2009).

Evaluating MATE SP strength lacks standardised methodologies (De
Sutter et al., 2019; De Sutter et al., 2024), partly due to the diverse
attack techniques and attacker goals (Schrittwieser et al., 2016), and
because of the fuzzy nature of SP, which tries to delay attacks rather
than completely prevent them (Nagra and Collberg, 2009).

Faingnaert et al. recently pitched a simulation-based method to
obtain statistical models of attack effort (Faingnaert et al., 2024b),
potentially enabling evaluation against real-world attacks rather than

* Corresponding author.

artificial metrics (De Sutter et al., 2024), integration into risk man-
agement/decision support (Basile et al., 2023), and better scalability
than expensive empirical studies. Their method is based on a four-
line meta-model of which they claim that it can be instantiated to
model and simulate a wide range of concrete, probabilistic reverse
engineering attacks. They instantiated and validated a model for a
fully automated cryptographic key localisation attack (Faingnaert et al.,
2024a), but only provided a brief sketch of how the meta-model might
be instantiated to simulate attacks that include probabilistic manual
human activities. They did not implement, present, or evaluate any
such instantiation, thus offering no empirical validation of their claims
regarding partially manual, probabilistic reverse engineering attacks.
In this paper, we fill this gap by presenting and evaluating the
first instantiation of their meta-model and simulation method for such
attacks. We do so for the case study of game resource localisation
attacks, the initial step in many game cheating attacks (Cano, 2016) and
a key reverse engineering attack category (Schrittwieser et al., 2016).
Attackers locate memory addresses that store player resources (gold,
coins, health) using memory scanning tools like CheatEngine (Cheat
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Engine, 2024), then tamper with values. We deployed scanning tools
and strategies against games with various data obfuscations (e.g., XOR-
masking Fellin and Ceccato, 2020) and evaluated those obfuscations’
impact on attack effort. Faingnaert et al. (2024b) already mentioned
this use case and briefly sketched how to simulate such attacks, but as
stated above, they did not present, evaluate, or validate any concrete
instantiation. In other words, prior work provided the methodological
skeleton, but not an end-to-end, empirically evaluated methodology for
this attack class. To fill this gap, this paper offers the following major
contributions:

We formalise the game resource localisation attack.

In two game use cases, we instantiate the existing meta-model
and method of Faingnaert et al. for various defences and attack
strategies.

We demonstrate the feasibility and utility of the method to obtain
statistical models of the expected attack effort with minimal de-
fender effort, including for probabilistic attack steps that require
dynamic interaction with the software.

We demonstrate how this provides useful, tailored decision sup-
port inputs and insights for defenders who have to select and
reason about SPs.

We present a small human experiment that validates the obtained
models.

We open-source all of our models and code for others to work on.

With this work, we provide the first statistical models captur-
ing SP impact on actual attack effort, complementing scarce and
non-convincing empirical evidence typically provided in the SP liter-
ature (De Sutter et al., 2024).

Section 2 presents background on obfuscations, localisation strate-
gies, and Faingnaert et al.’s method (Faingnaert et al., 2024b). Section 3
formalises the attack strategies, before Section 4 discusses our simula-
tion approach. Section 5 presents the experimental evaluation on two
games, and Section 6 presents an empirical validation by means of a
human experiment. Sections 7-9 cover limitations, related work, and
conclusions.

2. Background
2.1. Data obfuscation

To hide program values in memory, data obfuscation can be used.
Collberg et al. define storage transformations as obfuscations using non-
conventional memory layouts (Collberg et al., 1997). For example,
variable splitting divides a 32-bit integer into four 8-bit variables
spread across memory.

Encoding transformations use unnatural encodings for common data
types. Instead of storing actual values, encoded forms are stored, and,
if possible, computations operate on these encoded values (minimising
decoding/re-encoding). For instance, Boolean values can be encoded
as integers where even/odd numbers represent True/False. Table 1
lists encoding techniques used in practice, including by malware au-
thors (Cannell, 2013). Encodings can be static or dynamic. Static encod-
ings do not change over time; XOR-masking with a constant mask value
p is static and mainly hides hard-coded constants in executables. To
hinder resource data localisation attacks, defenders may use dynamic
encodings, where the encoding changes during execution, such as
varying the XOR-mask value p.

Residue number coding (RNC) (Zhu and Thomborson, 2005; Demissie
et al.,, 2015) combines storage and encoding transformations. With

my,my,...,m, € Z where ged(m;,m;) = 1if i # j, and n = my -
my - ..+ m, any value x € [0,n — 1] can be encoded as an array
[x mod m;,x mod m,,...,x mod m,], of which the elements can be

distributed throughout memory. The original value is recoverable using
Euclid’s extended algorithm for computing the GCD (Garner, 1959).
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Table 1
Encoding transformations.
Method Original Encoded
XOR masking X x®p
ROT13 x €A, ...’ 2"} chr(mod(asc(x) — 65 +
13,65) + 65)
BASE64 X BASE64(x) as described in

RFC4648 (Josefsson, 2006)

2.2. Game resource hack strategies

In game cheats, resource hacks modify the game behaviour/state
regarding player resources such as lives, coins, health, ammunition,
gold, and energy. Resource hacks on (unprotected) games can be
implemented in four steps (Cano, 2016):

1. Resource data location pruning. Tools like CheatEngine (Cheat
Engine, 2024) or scanmem (scanmem, 2024) identify memory
locations that hold resource data. The cheater plays, halts the
process, and uses their tool to scan® memory for values match-
ing on-screen resources. This typically yields multiple locations
(some coincidental). To narrow candidates, they iteratively re-
peat gameplay and scanning after the value changes. The num-
ber of iterations can vary, and pruning often converges to a
few addresses rather than one, so they may stop once the count
stabilises even if more than one remains.

2. Resource data location validation. To validate the correct location,
attackers modify stored values at the remaining candidate loca-
tion(s) and check if on-screen values change accordingly. With
multiple candidates, changing values individually can further
prune the search space. However, incorrect changes risk crashes
or state changes preventing attack continuation, so this cannot
be brute-forced on many candidates. Attackers hence typically
begin this step only if the number of candidates has converged
sufficiently low in the previous step.

3. Resource code location. After attaching a debugger and setting a
watchpoint on the found location, the code fragments access-
ing/updating that data are easily identified.

4. Code tampering. Found code fragments are reverse-engineered
and patched using tools like Ghidra (National Security Agency,
2025) or IDA Pro (Hex-Rays, 2025) to persistently alter game be-
haviour, such as preventing ammunition reduction. These frag-
ments already have pointers to resource data that patched code
can reuse.

These steps only work on unprotected programmes lacking mem-
ory scanning protections (step 1), anti-debugging measures (Abrath
et al., 2016, 2020) (step 3), or anti-tampering protections detecting
code changes (Viticchié et al., 2016a) (step 4). In games with anti-
tampering, code fragments accessing resource data cannot be directly
edited. However, step 1 remains relevant, as it enables more advanced
cheat techniques, like pointer chains for out-of-process attacks (Cano,
2016). This work focuses exclusively on this resource data localisation
step. Through encoding transformations, possibly with storage transfor-
mations, defenders can make memory-stored resource data differ from

2 Depending on the tool being used and how the pruning logic is imple-
mented, an attacker might technically collect memory dumps that are later
scanned, or directly scan the game’s current address space itself. Any attack
strategy relying on direct scans can trivially be implemented with dumps
as well, but vice versa, that might not be the case. For example, when a
pruning logic checks whether certain invariants hold between the consecutive
values in memory locations (e.g., they evolve in the same manner as the on-
screen values, or they are XOR-ed versions thereof with the same mask), more
information is needed than is available in the current memory space of the
game.
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on-screen values, complicating pruning and validation in early attack
steps. Simple searches for on-screen values fail; attackers must then
instead correlate changes in known on-screen bytes with changes in
unknown memory bytes during gameplay.

In this paper, we model the process of finding these correlations,
i.e., the effort an attacker is required to invest to do so, and the quality
of the outcome (i.e., the number of candidate locations returned by step
1). Interestingly, the outcome quality of step 1 also affects the total
effort, because the number of candidates from step 1 directly impacts
the step 2 effort.

Importantly, step 1 is probabilistic rather than deterministic. One
reason is that attackers lack the required precision and motivation to
play the gameplay deterministically. Often they only care about certain
aspects of the gameplay in between scans, such as shooting exactly
once, collecting exactly one coin, or moving in a specific direction;
without caring about the other aspects, such as the precise location in
which they do so or the exact time at which they do so. Moreover, the
game itself and its internal state, as reflected in the values in a scan,
might be non-deterministic, such as when the state depends on other
players’ actions, or when the representation of the internal state in
memory is randomised, e.g., through security measures such as address
space layout randomisation (ASLR) (The Pax Team, 2001). In short,
every time attackers execute a location pruning strategy, they can get
a different outcome.

2.3. Statistical attack effort estimation

Faingnaert et al. proposed to model reverse engineering effort—
for any type of reverse engineering, not only for game cheats—by
instantiating the following meta-model (Faingnaert et al., 2024b):

while (true)
activity, artefacts = decision(knowledge, totalEffort)
knowledge, activityEffort = execute(activity,

- artefacts, knowledge)
totalEffort += activityEffort

In this meta-model pseudo-code, the functions decision and ex-
ecute implement the attacker’s decision logic and the execution of
individual attack steps, respectively. Each loop iteration corresponds
to one attack step. The decision function considers gained knowl-
edge and invested effort, returning the next attack step and the arte-
facts/knowledge on which to execute that step. The execute function
performs it, returning updated knowledge and estimated effort, in-
cluding halting when successful or when excessive effort leads to
abandonment.

In this meta-model, effort is a generic, conceptual construct that can
be instantiated by means of a wide range of concrete metrics, proxies,
or intermediate indicators. Examples are clock-wall time, CPU time,
other compute resources, money, floating-point operations, person-
hours, number of steps, number of actions, number of executions, etc.
The meta-model does not impose any concrete metric, nor does it
impose that only a single metric is used.

When executing a concrete attack strategy, attackers instantiate the
meta-model with concrete decision and execute functions operat-
ing on targeted software artefacts and exploiting domain knowledge.
Each instantiation corresponds to an attack strategy; each execution
corresponds to a sequence of decisions and attack steps.

Both functions can be probabilistic. For example, attackers may
randomly choose among equally-prioritised activities or artefacts as
part of their decision making. The execution effort can also be prob-
abilistic, such as when one models the clock-wall time required for
manually analysing the functionality of code fragments. Thus, the effort
required for attack strategy A on programme P version v (e.g., one
variation of different protection combinations) should be modelled
with a statistical distribution ¢§”, or multiple such distributions in
case multiple effort metrics are modelled. Since attacks can also fail
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probabilistically — ending without obtaining targeted information or
achieving only partial outcomes — success rates should similarly be
modelled with a distribution af”.

In the attacks discussed in the previous section, attackers execute
strategies while playing: they decide how to alter resources through
gameplay and when to scan memory with their tools. Probabilistic
aspects include timing and choice of gaming actions and scans, plus
the similarity between resource values and other values in the ad-
dress space at scan times. The search space pruning per scan de-
pends on matching value patterns in memory, which will vary between
executions if the game is not fully deterministic.

To estimate the expected effort for any attack strategy, not just game
resource hacks, the core idea behind the method is to script the strategy
by implementing the decision and execute functions in scripts that
simulate those two aspects of the strategy, using random number gener-
ators where probabilistic processes take place and statistical models of
the expected effort are required for each individual attack step. Those
models can be based, e.g., on software complexity metrics (Halstead,
1977; McCabe, 1976), or on actual running times of analysis tools. We
refer to Faingnaert et al. (2024b) for a more extensive discussion of this
aspect.

Each time the attack is simulated by executing the simulation
scripts, a total effort estimate and some outcome will be obtained. Mul-
tiple simulations, each potentially yielding a different effort estimate
and different outcome, will hence produce a statistical distribution tfwﬁ”
that approximates 4)2’ and from which the expected total attack effort

. . . .. P, .
can be estimated. Similarly, a success rate estimation 6 ,” approximates
P,

o’

Crucially, ground-truth information about deployed protections and
attacked assets is assumed available during simulation. Unlike real
attacks where attackers lack ground truth, simulations are executed
by modellers, i.e., defenders or researchers, to obtain statistical effort
models. In the simulation scripts, the ground truth is not used for
modelling attacker decision-making or code analysis results. Instead, it
is only used for probabilistically estimating modelled attack step effort
and for determining goal achievement.

Faingnaert et al. observed that when simulated attack steps require
programme interaction, modellers cannot be asked to repeatedly per-
form those interactions for each simulation (Faingnaert et al., 2024b).
For example, in the case of a game resource localisation attack, the
modeller cannot be asked to play the game over and over again for
repeated simulations of the attack steps. Instead, Faingnaert et al.
proposed a two-phase approach: modellers play the game once and
collect a large set of memory dumps (more than a cheater would take),
then each attack step simulation samples a random dump subset on
which to perform scans.

We validated this method, obtaining the first empirically deter-
mined statistical effort models for MATE attacks on protected code.
Section 4 presents how the overall method is adopted for game resource
localisation attacks; Section 5 presents our instantiation and results on
two game use cases.

3. Formalisation of game resource localisation

Before discussing how to use simulation to estimate the required
effort of game resource localisation attacks, this section formalises such
attacks. More precisely, this section formalises the first attack step
presented in Section 2.2. We will denote the deployed strategy for this
step A;.

3.1. Attack process
The attacks we consider can be formalised, for a fixed protected

program version P, and attack strategy A, as a discrete-time stochastic
state-evolution process. In a concrete attack execution, the attacker
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observes a sequence D = (d,,...,d,) of memory dumps,® from which
their knowledge state and invested effort evolve over the course of the
attack.

We distinguish between acquisition times, at which dumps are
taken, and scans, at which the attacker processes the newly collected
dumps and updates the current knowledge state. Let iy = 0,1 <i; <i, <
-+ < i,, = n denote boundary indices in the dump sequence associated
with the successive scans. Here, we define i; = 0 by convention,
to denote the point immediately before the first dump is collected,
while iy, ...,i, denote the dump indices reached after each successive
scan. Then, for each s € {1,...,m}, scan s inspects the data in dumps
di_yeeend;

3.2. Attacker state

Let L denote the set of all candidate memory locations considered
by the attacker, and let #* € L denote the ground-truth target location.
For scan s, let X; = (K|, E,) denote the attacker state after incorporating
all dumps up to d; , where K is the attacker’s knowledge state and E
the cumulative effort invested so far. The attack execution therefore
induces the state sequence (X, ..., X,,).

Greedy strategies. For greedy strategies, the knowledge state consists
of the surviving candidate set together with any auxiliary information
retained for those candidates from previous dumps. We write K; =
(C,, Hy) where C; C L is the surviving candidate set after scan s, and H
denotes any strategy-specific information retained for those candidates.
This auxiliary information may encode, for example, parameter hy-
potheses, intermediate consistency relations, or any other data needed
to evaluate subsequent dump batches. Initially, before any scans have
been performed, all candidate locations are still possible, so C, = L.

At scan s, let g(¢, h) € {0,1} denote whether a surviving location
¢ € C,_;, together with its currently retained auxiliary informa-
tion h € H,_;, remains consistent with the pruning logic when the
newly collected dumps are taken into account in that scan. The new
scan therefore updates both the surviving candidate set and the as-
sociated auxiliary information. Abstractly, one may write (C,, Hy) =
Uy(Cy_1. Hy_y,d;_ 41.-...d; ), where U, denotes the strategy-specific
update rule for scan s. Given the previous greedy-state components
(Cs_y, Hy_y) and the newly incorporated scans d; _,y,....d; , it returns
the updated components (C;, H,). In other words, U, abstracts the
concrete pruning logic of the attack, including both the elimination of
inconsistent candidates and the update of any retained per-candidate
information.

The attacker hence does not need to re-scan the full location set
L after every batch of dumps; instead, each new scan is applied only
to the surviving candidates together with the information retained for
them from previous scans. The corresponding localisation quality at
scan s is characterised by

1 ife*ec,,
Ns = |C5|! Rs = .
0 otherwise.

where N is the number of remaining candidates and R, indicates
whether the ground-truth location is still retained.

Statistical strategies. For statistical strategies, no candidates are dis-
carded. Instead, the knowledge state consists of the current candidate
scores together with any auxiliary information retained from previous
dumps that is needed to update those scores. We write K, = (g, H,),
where ¢,(¢) denotes the score assigned to candidate location # € L
after scan s, and H, denotes any strategy-specific information retained

3 From here on, we use the term “dump” to refer to a stored snapshot of
the game’s memory, and the term “scan” to refer to the act of iterating over
the data in one or more such dumps.
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for score updating. This auxiliary information may encode, for ex-
ample, previously observed encoded values, intermediate consistency
relations, or other per-candidate summaries needed to compare newly
incorporated scans with earlier ones.

Abstractly, one may write (q,, Hy) = V(q,_1. Hy_1,d;_ 415, d;),
where V, denotes the strategy-specific score-update rule for scan s.
Given the previous score state g,_;, the previously retained auxiliary
information H,_,, and the newly incorporated scans d; _.i,....d; , it
returns the updated score state ¢, and updated auxiliary information
H,. Thus, V, abstracts the concrete statistical pruning logic of the
attack, including both the accumulation of score evidence and the
update of any retained per-candidate information required for later
scans.

The resulting scores induce a ranking =, over L. In that case, the
primary localisation quality is characterised by the rank of the ground-
truth location, p, = rank,,v(f*), which corresponds to the number of
ranked locations the attacker would have to inspect, in order, before
reaching the ground-truth location. Following the discussion in Sec-
tion 4.2.3, the recall for statistical strategies can additionally be defined
relative to an assumed inspection criterion x, which determines how far
down the ranking the attacker inspects. If x(x,) denotes the number of
top-ranked locations inspected, then the corresponding recall indicator
is
RS =

s 0 otherwise.

{1 if p, < K(z,),

Effort model. Let b, = i; —i,_, denote the number of dumps inspected
in scan s. Let a; denote the effort invested between scans s — 1 and s,
including both the collection of those new dumps and their inspection.
Then the cumulative effort after scan s is E, =) _, a,.

The model leaves a, generic, but it may naturally depend on both
the number of newly incorporated dumps and on the current knowledge
state. In the example formulas below, a denotes the average effort
required to collect one additional dump, f the average effort required
to apply the pruning logic on one candidate location for one newly
incorporated dump, and y the average effort required to inspect one
resulting candidate or ranked location.

In particular, for greedy strategies, a natural assumption is that the
scanning effort decreases as the surviving candidate set shrinks. For
example, the effort can be modelled as

aszabs+ﬂbstfl+7Ns’

where the first term captures the effort of collecting the new scans,
the second represents the effort of applying the pruning logic to the
previously surviving candidates, and the third shows the effort of
inspecting the updated candidate set.

Analogously, for statistical strategies, the effort can be modelled as

a; = ab; + pb,|L| +yK(x),

where the first term again captures the effort of collecting the new
scans, the second provides the effort of updating candidate scores using
the new batch, and the third shows the effort of inspecting the top-
ranked candidates selected under the inspection criterion. In evaluation
terms, the rank p, represents the realised number of candidates that
would need to be inspected before reaching the ground-truth location,
and thus plays the same downstream-effort role for statistical strategies
as N, does for greedy ones.

As discussed in Section 2.3, the modelled effort can correspond to
the invested person-hours, but it can also be any other metric that
relates to effort. For example, we can only count the number of taken
dumps as an indicator of effort, under the (simplifying) assumptions
that all dumps require the same amount of game-playing and dumping
effort, and that memory scanning is comparably so fast that it can be
neglected. That corresponds to setting f and y to zero. In our attack
simulations and effort estimation in Section 4 and beyond, we will do
exactly that.
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3.3. Stopping criterion

When an attacker has observed some sequence D that ends with
a dump d, and scan m, this implies that their stopping criterion was
triggered on the basis of knowledge state X,,. Formally, let I denote
a stopping criterion that, given the current attacker state, decides
whether the attacker would continue or stop. For a sequence of acqui-
sition and scans to occur in an attack, the following condition needs to
be met:

{ 1 ifs=m,
rx, = .
0 otherwise.

For greedy strategies, I' may, for example, model criteria based
on the number of remaining candidates, such as stopping when that
number has become sufficiently low or stopping when it has (seem-
ingly) converged to a stable number for a number of dumps. The
latter obviously requires the attacker’s knowledge state K to comprise
more than the surviving candidate set C,. It is, among others, for that
reason that we earlier included H, as the strategy-specific part of the
knowledge state K.

For statistical strategies, I' may instead model criteria based on the
current ranking or score profile, or simply a prescribed scan budget.

Induced distributions. Over the possible executions of strategy A, on
the protected program version P,, these random variables induce the
actual effort distribution qbi” and the success distribution Hi” intro-
duced in the previous section. Indeed, because the attack execution
is probabilistic as discussed in earlier sections, each execution can
yield a different sequence D of memory dumps, and hence a different
total effort estimate E,,, and different localisation outcome qualities N
(for greedy strategies) and z,, and R¥ (for statistical strategies). The
different outcomes E,, form the effort distribution ¢§”} , and depending
on which form of strategy A, is, one of the three outcomes Ny, r,,, and

. e P,
R¥ vyields the distribution @ AL].
4. Resource localisation attack simulation

To investigate and demonstrate the utility of the method, we select
the use case of game resource localisation, i.e., the first attack step
presented in Section 2.2. In particular, we turn the generic meta-model
of Faingnaert et al. (2024b) into an executable methodology for this
use case by making explicit the attack-specific design choices that their
framework leaves open: how dumps are collected, how valid attack
traces are sampled from them, how pruning is simulated, and how
success and effort are aggregated into distributions useful for defenders.

We assume the game developer is the defender who must decide
which software protections to deploy to mitigate potential resource
hacks. The defender has source code access and can produce protected
versions of the game, by implementing protections manually or by
invoking protection tools such as Tigress (Christian Collberg, 2025).
It is for such protected versions that the defender seeks a statistical
model of the required attack effort for a set of known attack strategies.
In other words, the defender is the attack modeller. With source code
access, the modeller can instrument the game code to make it output
the location of the resource in memory. The modeller hence knows the
ground truth about the resource location when they play the game to
collect memory dumps.

As for the attack strategies to be modelled, we focus on attackers
performing the resource data location pruning step (step 1 in Sec-
tion 2.2) until the number of candidate locations has converged to
some low number, after which they will proceed to step 2. For such
strategies, the defender may want to estimate the following statistical
distributions:
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+ After how many memory dumps and scans is the pruning expected
to converge? This relates directly to the expected effort ¢§”; that
an attacker needs to invest in step 1. In fact, from here on, we
will focus on the number of taken dumps as a first approximative
indicator of effort.

To how many candidate locations does that pruning converge?

This relates directly to the expected effort qﬁj‘; that an attacker

will need to invest in step 2, namely to check those locations
by writing data into them. In other words, we use the number
of remaining candidate locations to be validated in step 2 as the
second approximative indicator of effort.

What is the expected recall of the pruning? In other words,
what expectation can the attacker have that the actual resource
location is included in the remaining candidate locations? This

relates directly to the success rate af” of step 1.

Alternatively, the defender may want to estimate the following
distributions, which convey similar information:

+ After using » memory scans for pruning, what is the expected
number of remaining candidate locations? This relates directly
to the expected effort q.')i‘; that the attacker would still have to

invest in step 2 after having invested the effort for performing n
scans in step 1.

+ After using n memory scans for pruning, what is the expected
recall? This relates directly to the success rate 0'/1:: when step 1
is ended after n dumps.

. . WP, 2Py AP, P, P,
To obtain the estimates ¢A1’ ¢A2, AP ¢A2ﬂ, and &y the
defender/modeller will perform the next steps of the method, of which
the overall flow is depicted in Fig. 1. In summary, on each considered

protected version of the game, the defender will

1. play the game taking many memory dumps;

2. run many attack simulations for each of the considered attack
strategies;

3. aggregate the results obtained from all simulations to obtain
statistical distributions of the required effort.

Only in one stage of the defender’s modelling work, which only has
to be executed once per considered protected version, is there hence a
need for human interaction. Fig. 2 provides a UML-like formalisation
of the last two steps in which attacks are simulated, and results are
aggregated.

4.1. Step 1: Playing the game and collecting dumps

After building a protected, instrumented game version, the defender
plays it and uses memory analysis tools (CheatEngine, scanmem, debug-
gers) to capture memory dumps between actions. Each dump is also
tagged with the game state (on-screen resource values), recent actions,
and ground-truth data about resource storage locations.

Real attacks are non-deterministic, in the sense that scan timing,
game actions, randomised events, and multiplayer activities will vary
across attacks and attackers. Therefore, each real attack execution
includes a different scan sequence D; with varying effort and outcomes.
To cover sufficient variations of real attacks, the defender captures a
much larger dump sequence D than the number of scans a real attacker
would typically use.

For the simulation method to accurately approximate the real attack
strategy S’s distributions qﬁ/l:” and c:” with <l3§’ and 65”, D must contain
sufficiently diverse subsets D, that represent potential real attack se-
quences D;. Formally: VD; : 3D, : (attack(D,) = attack(D;)) A(D; C D),
where attack(a) = attack(b) means that sequences a and b yield the same
attack decisions and outcomes.
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Fig. 1. The simulation method of the game resource localisation attack. The defender needs to invest time once in playing the game while dumps are taken.
Based on that one playing session, multiple attack executions can then be simulated, of which the results can be aggregated into statistical distributions that

model the required attack effort.
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Fig. 2. Logic of the attack simulations process.

No universal threshold exists for dump quantity or timing relative
to gameplay. It is up to the defender to determine an appropriate
set D based on their knowledge of the game, deployed protections,
implementation parameters, attack strategies, and subsequent analysis
logic (see Section 4.2.1).

4.2. Step 2: Simulations of an attack

Next, the defender will run a script multiple times, each time
simulating an attack strategy execution. This script consists of three
pieces of logic that can easily be implemented in scripting languages
such as Python.

4.2.1. Dump selection logic

From the sequence D of all memory dumps, a subsequence D;
is selected that could correspond to a sequence D; of memory scans
invoked during one actual execution of the attack. As a simple example,
consider a localisation strategy in which an attacker would take at most
one memory dump for each different number of coins shown on screen.
Then the sequence D, should not contain two dumps annotated with
the same number of coins.

Similarly to how the defender is responsible for selecting the dumps
that form sequence D in step 1, the defender is now responsible for
implementing the code that will randomly select a relevant subset D,
for each simulation. This selection defines the simulated attack strategy
to a large degree. Specifically, it defines (part of) the decision
function from the meta-model. If the chosen sets D; do not reflect
real practice, the end result will be representative of attacks that make
similar selections D;, not real-world ones.

Obviously, steps 1 and 2 need to be co-designed by the modeller,
such that the way the total sequence D is assembled and the way
subsequences D, are selected from it together model the envisioned
attack strategy as accurately as desired. The defender has quite some
leeway in this regard. For example, instead of picking subsequences
D, randomly for each individual simulation of an attack strategy, the
top-level simulation script could be adapted to exhaustively perform
simulations for all subsequences D; of D that meet certain criteria,
without requiring randomised selection logic.

In summary, modellers can freely choose the method used to ob-
tain the sequences D, to simulate the localisation attack strategy.
The statistical distributions q@j” of the required attack effort and &5”

of the success ratio obtained from the simulation will then model
attackers who apply the very same method to choose corresponding
scan sequences D;. Hence, dump selection defines the simulated attack
strategy, rather than approximating it.

4.2.2. Location pruning logic

On the dumps D, the logic is simulated to show how the attacker
would try to prune the search space of possible resource locations
during their own scans D,. For example, consider attackers that would
search for the memory addresses that hold, in each scan in D;, the
exact value shown on screen at the time of the scan. Such attackers
would then discard locations for which certain scans do not contain
the value shown on screen. To simulate such attackers, the defender
should execute that exact same pruning logic on the dumps in D;.

Importantly, the location pruning logic used in the simulation does
not include the stop criterion that the attacker might use. For example,
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it neglects that an attacker might stop the pruning after the number of
locations that are still candidate matches has been reduced to some low
number other than one. Instead, the defender will always execute the
logic on the whole sequence D, to collect simulation results that cover
a range of stop criteria.

Furthermore, attackers can use their pruning logic in two ways:
greedily or statistically. In a greedy strategy, the attacker discards
memory locations irrevocably as soon as they do not conform to the
pruning logic. After each scan, the result is then the remaining number
of candidate locations. In a statistical strategy, no discarding of locations
takes place. Instead, the attacker keeps track of statistics computed
over all already considered scans. Specifically, for each location, they
compute the fraction of the scans in which the location conforms to
the pruning logic. Based on the gathered statistics, they then rank the
memory locations. Thus, after each scan, they get an updated ranking
of all fragments.

For static encodings, a statistical attack does not provide any advan-
tage over a greedy attack: at a given timestamp, the set of remaining
candidate locations in the greedy attack is identical to the set of
memory locations with a perfect score of 1.0 in the statistical attack. For
dynamic encodings — where the parameters of the encoding change
throughout the execution of the process, at times not necessarily known
to the attacker — that attacker might not be able to use certain pruning
logics with a greedy attack if the logic builds on the assumption that
the used encoding has static parameters. In that case, the attacker can
use the statistical attack instead. If they can take scans sufficiently more
frequently than the rate at which the parameters of the encoding vary,
then the correct location should still end up higher in the ranking than
other memory locations.

Algorithm 1 provides pseudo code for the simulation of an attack,
using the formalisation introduced in Section 3. Lines 2-13 implement
greedy strategies, and lines 15-27 implement statistical strategies.

4.2.3. Result gathering

To compute the results of the simulation, the ground-truth informa-
tion about the targeted location is used, as well as the conformance of
all considered memory locations to the pruning logic in the sequence
D, of dumps dy.d,,...,d,.

For greedy attack strategies, the results include the following for
each d;:

» how many memory locations have not yet been pruned after con-
sidering dumps d,, up to d;, i.e., how many locations in memory
are still being considered as potential candidates of where the
resource data might be stored;

» whether the ground-truth location is still included in those loca-
tions.

For each dump d; in the sequence, these two pieces of information
capture how effective the greedy pruning strategy has been up to that
point, e.g., in terms of the precision and recall that an attacker would
have achieved with the simulated attack up to dump d,.

For statistical strategies, for each dump d;, the result consists solely
of the rank of the ground-truth location in the list of all locations that
were ordered based on the fraction of the considered dumps d, ....d;
in which the location’s value conformed to the pruning logic. This
corresponds to the number of memory locations an attacker would
have to inspect before reaching the correct one when considering all
locations in this sorted order.

Since all locations are ranked in statistical strategies, at first sight
there is no notion of recall for such strategies. However, we can
introduce that notion by introducing a criterion that the attacker can
be assumed to use for determining how many locations in the list to
inspect. For example, they might limit the inspection to locations with
a score above a certain threshold, or to a certain number of locations,
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Algorithm 1 Simulation of a localisation attack

Require: dump sequence D,, greedy pruning rule U (or statistical
pruning rule V, inspection criterion x), ground truth location /*,
candidate location set L

Ensure: number of candidate locations N (or ground-truth rank p),
recall R (or recall indicator R¥)

1: if U is defined then

2 Cy<— L, Ry« 1,Hy«< @

3 for i < 1to |D,| do

4: Select next dump d;

5 (C,.H) <« U(C,_,,H,_,.d)
6 N, < Icil

7 if I* € C; then

8 R; <1

9: else

10: R; <0

11: end if

12: end for

13: return N, R

14: else if V is defined then

15: for | < 1to|L| do

16: qo(€) < 1

17: end for

18: po<— 1LLHy <@

19: for i < 1 to |D,| do

20: Select next dump d;

21: (q,-,H,-) « V(qi—laHi—hdi)
22: Compute ranking z; from g;
23: p; < rank(z;)(I*)

24: if p; < k(z;) then

25: Rf 1

26: else

27: Rf <0

28: end if

29: end for

30: return p, R*
31: else

32: return §

33: end if

or to those locations ranked above the point where a first large drop in
scores (i.e., a delta above a certain threshold) takes place. If the ground-
truth location is not inspected given the assumed criterion, the attack
up to that dump is considered not to have recalled the targeted location.

4.3. Step 3: Data aggregation

The above three-part simulation is executed multiple times, each
time for a different D,;. From all simulations, the data can then be
aggregated into distributions d?jj, éi”z, &j”, d)i”z'.n, and UZ' In this
aggregation, the modeller has one final chance to “tune” the attack
strategy for which they estimate distributions, namely by choosing the
weights of all simulations, i.e., the weight of the outcomes obtained for
each simulated D;.

4.4. Extension to multiple gameplays

So far, we assumed, and put forward the advantage of, having to
perform only one gameplay to collect the dump set D. However, for
some games it might be impossible to cover all possibly relevant real-
world dump sequences D; with one such set of dumps D. In such a
case, the simulation method can readily be extended to include multiple
gameplays. During those plays, multiple dump sequences D!, ..., DI"



A. Sanna et al.

will then be collected as described in Section 4.1. The simulations
described in Section 4.2 will then be executed separately for each
sequence D!, and the data aggregation discussed in the previous
section will then consider all data obtained from all those simulations,
without any additional complications.

4.5. Simulating attacker stopping criteria

In Section 3.3, the formal model describes a concrete attack exe-
cution as stopping when a criterion I' is satisfied. In the simulations,
however, we intentionally do not commit to one specific I" while
executing the pruning logic. Instead, for each sampled sequence D
of dumps d,. d,,....d,, we exhaustively record the intermediate local-
isation outcomes after every prefix dy,...,d; of Dy, and use those to

N ~P, 2P, AP, P, P,
compute the distributions ¢ b8, 00, and ¢ e Nevertheless,
1 2 2.n n

a concrete attacker stopping rule can be instantiated afterwards by
selecting, for each simulated trace, the first prefix d,....d ; of D for
which I' holds, and computing the aforementioned distributions. With
this post-processing step, defenders may compare the effect of different
plausible stopping criteria without rerunning the pruning simulations.

5. Instantiation and experimental evaluation

We validated the feasibility of the simulation method for estimating
the required attack effort distribution on two games, which we pro-
tected with a range of data obfuscations, and on which we simulated
corresponding localisation strategies. We group our experiments into
two sets, one of which explores different attacks on various static
encodings (Section 5.5), while the other set of experiments explores
multiple attacks on a single dynamic encoding (Section 5.6). Section 5.7
evaluates the run times of our experiments.

Before discussing the results of those experiments, we describe,
mostly at a conceptual level, the two games (Section 5.1), the used
obfuscation strategies (Section 5.2), the dump collection strategies
we evaluated (Section 5.3), and the resource localisation heuristics
(Section 5.4). The appendices provide concrete parameter values used
in the experiments.

5.1. Games

We evaluated our method on two open-source games: SuperTux*
and AssaultCube.”

In SuperTux, the player controls a penguin that collects coins by
moving and interacting with on-screen objects. In the modelled attacks,
the attacker seeks the memory location of the coin counter to allow
cheating by altering the counter. This value is stored within a player
status object alongside other state information. The attacker must
therefore locate the coin value in the running process memory.

Interestingly, the coin count is stored twice in process memory.
The value in the player status object is the targeted value with which
cheaters aim to tamper. Additionally, the heads-up display code re-
trieves this value and stores a duplicate in a buffer. No tampering with
the duplicate is needed for a cheat, so it is not targeted. Still, it can
distract the attacker. Moreover, the game also tracks the number of
coins collected in the current level. Although this value differs from the
total coin count, it evolves similarly and could therefore be mistaken
for it by an attacker who does not know the used encoding. Across all
our experiments, we obfuscate only the original total coin value.

In AssaultCube, the player explores a 3D first-person shooter en-
vironment, using various weapons to eliminate enemies. Only one

4 https://www.supertux.org/ We forked from the main branch after commit
15dfacl.

5 https://assault.cubers.net/ We forked from the main branch after commit
13f0d8e.
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weapon can be used at a time, and each has a limited magazine that can
be fired and reloaded during gameplay. We model attacks in which the
attacker attempts to locate the memory value representing the number
of bullets, e.g., to enable infinite ammunition. Bullet counts are stored
in a player-status object that also contains other information (e.g.,
player name, available weapons).

In AssaultCube, the targeted value of the bullet count is only stored
once; no copy is stored in a buffer. However, a related value stored
in memory tracks the number of fired shots. Unless the magazine gets
reloaded with extra ammunition, this number evolves in the opposite
direction of the bullet count. So also this value can distract attackers
who do not know the used encodings.

In both games, the resource (coin count or bullet count for the active
weapon) is continuously displayed on screen; thus, the attacker always
knows the target value, but not how it is encoded or stored.

We opted for these open-source games because source code access
allows us to implement various data obfuscations on the targeted
resources, and because it makes obtaining ground-truth information
trivial. Being open-source games, AssaultCube and SuperTux are, of
course, not games that cheaters and builders of cheats would reverse
engineer starting from a binary executable. Still, they are still good
representatives for other games that are the target of such cheats,
because, like most other games, the player’s resources are stored in a
dynamically allocated data structure that the cheater needs to locate in
memory for the purpose of tampering with it (Cano, 2016). The attack
strategies we evaluate hence all apply to commercial games as well.

5.2. Obfuscation strategies

We evaluated our method for estimating the resource locating attack
effort on eight versions of the SuperTux and AssaultCube binaries. Each
version employs a different encoding to store the protected resource
amount (i.e. coins in SuperTux or bullets in AssaultCube) in memory.
Six versions use static encodings, where any secrets remain unchanged
during execution, and constitute our first experimental set. The re-
maining two use dynamic encodings and form the second set. In the
remainder of this paper, dynamic encodings are explicitly identified in
their descriptions, otherwise encodings are static. For all encodings, the
resource memory location remains constant over time. Parameters used
for each protection are listed in Appendix A.

Base encoding. With the base encoding, we introduce no protection
measures to hide the resource amount from the attacker. It is stored un-
obfuscated in memory, i.e., in the default two’s complement encoding
commonly used for storing integers.

+ -Encoding. Using the +-encoding, we do not store the resource
amount A in memory directly, but rather obfuscate it by storing A + O
in memory, with O being a secret. Ideally, the value of O is such that
all bytes of the stored value change.

@-Encoding. The @-encoding hides the resource amount A using XOR
masking. The value X in memory is obfuscated by computing the
bitwise @ using a secret mask M: X =A@ M.

+@-Encoding. The +@&-encoding combines the +- and @-encodings by
first adding a secret offset O to the resource amount and then using the
secret mask M in a bitwise XOR-masking operation: X = (A+0)® M.

@®+-Encoding. Similar to the +@-encoding, the ®&+-encoding combines
XOR-masking with an offset. It does so in the reverse order, however,
and first applies a bitwise XOR mask before adding secret offset O to
the result: X = (A® M)+ O.

RNC encoding. With RNC encoding, the resource amount is stored as
an array of n values X, = A mod my,..., X, = A mod m, where
all m, are constant integer values co-prime with each other. In our
implementation, n = 3.
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Dynamic @-encoding. In the second experiment set, we use two dy-
namic variants of the @-encoding. The Update on Write (UoW) version
randomly changes mask M with probability p, , on every asset value
update, while the Update on Read (UoR) version updates the mask with
probability p, . every time the game reads the asset value from memory.

5.3. Collecting dumps

Attack strategies differ not only in the location pruning logic used to
narrow candidate locations, but also in how attackers decide when to
perform the next pruning step (i.e., next scan) and which game actions
to execute between steps. Consequently, when simulating attacks, the
defender must carefully select both the dump collection logic and the
dump selection approach. For our experimental evaluation, we use two
dump collection approaches, each tailored to different attack strategies.
Each of these approaches relies on a single gameplay, so they do not
involve the extension discussed in Section 4.4.

For each dump collection approach, we use a script that launches
a game and leverages scanmem to capture process memory at regular
intervals® during gameplay. The approaches differ only in the interval
and in how the resource value is changed between subsequent dumps
(coins in SuperTux, bullet count in AssaultCube). In all experiments,
we play the games to record dumps with the following resource range:
in SuperTux from 100 coins up to 107, in AssaultCube from 20 bullets”
down to 13.

For both SuperTux and AssaultCube, our script uses OCR to auto-
matically annotate each dump with the on-screen number of coins or
bullets. Because this step may fail, we manually inspected all screen-
shots, correcting the annotations when necessary.

Paced dump collection. For the first experiment set, we use the paced
dump collection approach, modelling an attacker who changes the
resource value between each memory scan. Specifically, we increment
or decrement the targeted resource by 1 after every 3 dumps, collecting
a coin in SuperTux or firing a shot in AssaultCube. In SuperTux, we take
an additional dump before starting the level, as the coin count is loaded
into memory beforehand. In contrast, in AssaultCube the first dump is
taken once the level is already running.

Fast dump collection. In the second experiment set, we use the fast
dump collection approach to model an attacker who presumes a dy-
namic encoding, where encoding parameters change during execution,
and thus tries to perform as many memory scans as possible between
encoding updates. We collect a dump every 0.5 s and change the
resource value every 6 dumps. To support frequent coin collection
in SuperTux, we created a custom level with easily accessible coins,
whereas AssaultCube requires no such modification. Additionally, we
automated parts of the controls to trigger coin collection (or firing
bullets) at the appropriate times.

In the proof-of-concept implementation of our simulation method,
the defender must collect dumps for each protected game version,
requiring repeated gameplay for every protection. Future work will
investigate ways to reduce this effort. In particular, when multiple pro-
tection variants share the same data storage layout for the resource, a
single dump sequence could be reused by patching it with the encodings
of other protections. This would eliminate the need to replay the game
and collect separate dumps for each protection version.

6 The interval between the memory dumps corresponds to in-game time.
Taking the dump itself also takes some time, but this is not counted as part
of the interval, because the game process is suspended.

7 In AssaultCube, the user can use different weapons (gun, assault rifle,
grenades, etc.). The magazines for each weapon are stored in a single array,
thus we opted to protect the whole array, i.e. the magazines for all weapons.
However, we performed the simulation only on the default weapon, the assault
rifle.
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5.4. Localisation attack strategy simulation

In the first experiment set, we simulated nine greedy localisation
attack strategies. In the second set, we simulated three strategies: one
statistical strategy, and two greedy strategies, which are also used in the
first set. Each simulation required implementing the three components
of the simulation script described in Section 4.2. We detail these
implementations in the following three sections.

5.4.1. Dump selection logic

For our experiments, we have implemented four dump selection
approaches. Each of these dump selection logics is appropriate for use
with one or more of the pruning logics outlined in Section 5.4.2.

Binned dump selection. In the binned dump selection approach, we
select sequences of dumps D, such that no dump shares the same
resource amount with another dump in that sequence.

Incremental dump selection. The incremental dump selection approach
further narrows down the results of the binned dump selection approach
by allowing only sequences where the value of the resource decreases
or increases by one at every step.

Fully random dump selection. As its name suggests, the fully random
dump selection approach creates sequences by selecting dumps at
random.

Rapid dump selection. The rapid dump selection approach chooses ran-
dom dump subsets where consecutive dumps are at most ¢ seconds
apart, with ¢ as a configurable parameter. This models an attacker
who performs pruning steps quickly, for instance, assuming a dynamic
encoding and aiming to maximise the number of dumps collected
between encoding parameter changes.

When combining these dump selection approaches with the paced
dump collection approach in the first experiment set, we exhaustively
simulate all selected dump sequences, excluding those too short for a
given localisation strategy. In contrast, the fast dump collection ap-
proach used in the other experiments yields substantially more dumps
and, consequently, many more valid sequences. We hence cap the
number of selected sequences at 1000 per simulated attack, game
version, and sequence length.

5.4.2. Location pruning logic

We simulate nine different location pruning logics, some tailored to
the encoding obfuscations described in Section 5.2, and others more
generally applicable. While the implementations differ in their encod-
ing assumptions, all assume 32-bit aligned storage; these assumptions
are not fundamental and can be easily relaxed.

Base logic. The base location pruning logic assumes that no obfuscation
has been applied to the data. It searches for an exact match in each
memory dump, i.e., for the exact resource amount as shown on screen.

+ -Logic. The +-logic expects that the data X; in memory dump i
does not match the value A; shown on screen, but that it has been
incremented with a secret offset O before being stored in memory. This
parameter O is presumed constant across all dumps.

Under these assumptions, one cannot directly search the memory
without knowledge of the used secret. Instead, the logic hence com-
pares values across dumps and requires that candidate locations adhere
to X; — X; = A; — A;, exploiting the fact that the difference between
displayed resource amounts during different scans should equal the
difference between the values stored in memory.

@-Logic. The @-logic is similar in nature to the +-logic, but rather than
assuming the encoding of the resource value A; with an offset, this logic
assumes that value X; in memory was obfuscated using XOR-masking
with a secret mask M. Analogous to the +-logic, we compare two values
across dumps and require that they adhere to X; @ X; = A; @ A,
circumventing the need for knowledge of the secret mask M.
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Table 2
The first 9 non-negative values for the y : p—~ p@® (p+ 1) function used in the
®-+-logic.
» 0 1 2 3 4 5 6 7 8
x(p) 1 3 1 7 1 3 1

+@-Logic. The +@-logic targets the similarly-named +@-encoding,
where the encoded value X; in memory is given by encoding value
A; as (A; + O) @ M, with M and O secret values. The logic that we
evaluate only targets dump sequences in which the different values A;
increase (or decrease) monotonically with a constant stride 1, as this is
the stride occurring in the simulated game scenarios. In that scenario,
the value X, ; @ X; will equal p @ (p + 1) for some value p.

The function y : p —» p@® (p + 1) gives an easily recognisable
pattern where each value y(p) equals 1., with 1, being a shorthand
notation for 2 — 1 and ¢ N — N is the find first zero function
that gives the position of the least significant zero bit in the two’s
complement representation of its argument. Table 2 lists the values
for the y function for the lowest natural numbers. In every considered
dump, this logic prunes candidate memory locations if their values no
longer adhere to this pattern.

Interestingly, this logic will not only yield memory locations where
the value increments by 1, but also those of which it decrements by 1.
Indeed, any sequence of values X; stored in memory that matches the
pattern can be the result of an incrementing sequence A; encoded with
mask M and offset O, as well as of a decrementing sequence A} encoded
with a “complementary” mask M’ and offset O’. In other words, the
approach cannot distinguish between decrementing and incrementing
sequences.

@®+-Logic. The @+-logic is the counterpart of the @+-encoding, which
encodes X; as (A;® M)+0. We again limit our approach to consecutive
resource amounts, which allows us to detect patterns more easily.

In this location pruning logic, we inspect the value X,,; — X;. Since
O is presumed static, we expect that X;, | — X; = (4, ®M)— (4, ® M).
Further, because A4;,; = A;+1, we know that A, ; and A; will differ only
in their {(A;) least significant bits. This allows us to derive that X, —
X; = Tpay =2 (geap-1 ® Miga,):01)> Where My £ 1, A M contains
the k least significant bits of M. This value will be positive, will always
be odd, and only its ¢(4;) least significant bits can be non-zero. For
every candidate memory location, we thus check whether it meets these
criteria, otherwise we discard it. For the correct memory location, this
value also allows us to determine the {(A;) least significant bits of the
secret M. We derive this value for each candidate location at every
time step. If such an update contradicts the previously determined bits
of the hypothesis for M for that candidate, then we can also dispose of
that candidate memory location.

Similarly to the +@-logic, this @+-logic will identify not only values
incrementing with 1, but also values decrementing with 1.

RNC-logic. Using RNC, the encoding of the value A of the asset is stored
as multiple numbers X, each with their corresponding modulus m,
such that X;, = A mod m,. Consequently, for a memory location k in
memory dump i, the value X, ; will always be less than or equal to
the value A; of the resource at that time. Moreover, the difference 4; —
X,; will always be a non-negative multiple of m,. For every memory
location, we thus compute A; — X, ; for all considered dumps i. We then
compute the greatest common divisor (GCD) of all these differences. If
this GCD is 1, then this means that there exists no modulus m, for which
this memory location would be a valid part of an RNC encoding.® The
location thus does not constitute a valid candidate; we discard it.
Note that the RNC-logic only tries to identify memory locations
where the stored values consistently correspond to the result of a

8 We consider GCD(0,0) to be 0. Further, note that GCD(0, a) = a.
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Fig. 3. Hasse diagram for the partially ordered set of pruning logics used in
the experimental evaluation in this paper, induced by the specificity relation.

modulo operation with some fixed modulus m;. The logic does not
leverage the fact that the moduli for the different memory locations
should be pairwise coprime, nor that n = [], m; should be greater than
all values A that the defender wants to represent using the encoding.

Increase/decrease logic. The increase/decrease logic is a weaker version
of the +-logic. It assumes that the attacker knows when the encoded
value in memory will increase, decrease, or stay unaltered, compared
to the previously observed encoded value. However, unlike the +-logic,
this pruning logic does not assume to know the amount by which the
encoded value will change.

Change/no change logic. The change/no change logic is not tailored for
a specific encoding. It only assumes that the attacker knows when the
encoded value in memory changes and when it does not, compared
to the previously observed encoded value. The logic discards memory
locations if the values stored in these locations change when they are
assumed to stay unaltered, and vice versa.

Change logic. The change logic assumes that the attacker knows when
the value stored in memory will change, but assumes that it cannot
guarantee when this value will stay unaltered.

While some of the above location pruning logics are tailored for an
assumed encoding, others are more general. Some of the logics use a
subset of the information that other logics use. The increase/decrease
logic, for example, is a weakened version of the +-logic. We say that
the +-logic is more specific than the increase/decrease logic. An attack
logic A is more specific than a logic B (A > B) if A leverages more
information in an attack. A more specific logic will thus allow for
narrowing down the number of candidate memory locations faster
when executing a location pruning attack, but can be used against fewer
obfuscating encodings.

The specificity relation induces a partial ordering over the consid-
ered pruning logics, of which Fig. 3 shows the Hasse diagram. It thus
allows a qualitative comparison of the attacker effort for those logics
between which a partial ordering exists. However, it does not allow for
a quantitative comparison, nor does it allow for comparing the attacker
effort for logics that are incomparable with respect to this specificity
relation.

As explained in Section 4.2.2, an attacker can use every pruning
logic in a greedy attack strategy as well as in a statistical attack
strategy. The latter type of strategy can prove useful on binaries where
a dynamic encoding is used for the resource of interest. In our first set of
experiments, we use each of the above pruning logics in a greedy attack
on all the versions of the considered games that use static encodings.
In our second set of experiments, we have created two versions each of
both considered games that use a dynamic @-encoding, as described in
Section 5.2. In these experiments, we compare the properties of running
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a statistical @ attack on these versions with those of running a greedy
change or change/no change attack. We opted for this combination of
pruning logics and attack strategies because these are the only effective
ones on assets protected with dynamic encodings. In practice, the
change/no change logic is one of the most popular ones among users
of CheatEngine (Cheat Engine, 2024).

5.4.3. Data aggregation

We evaluated each attack on many different combinations of dumps.
For sequences consisting of a single dump (which can only produce
results for the base attack logic), the number of simulations is limited
to the number of dumps taken, which can be as small as 16 for some
game versions. For longer sequences of length n, for each version v of
each game P and for each pruning logic A, the number of simulations
depends on the number of dump combinations of length »n that can
be sampled from D, that meet the constraints of A. For example,
our +@-logic requires the resource value to increment or decrement
with exactly 1 between consecutive dumps, while the RNC-logic and
change/no change logics have no such constraints. Fewer constraints
obviously result in more combinations being available from a similar
number of dumps. For each data point, the number of simulated
combinations hence ranged from 63 (2 dumps with some attack logics)
up to 25515 (when the relatively small number of dumps in D, allows
for a large number of subsequences of length »n) and back down to 1
(when all dumps in D, were used, as is possible for, e.g., the change/no
change logic). As mentioned in Section 5.4.1, when using the fast dump
collection approach in our second set of experiments, the total number
of possible combinations becomes unfeasibly large; we hence cap the
number of considered combinations for every data point.

For each data point, i.e., for each version v of each game P, for
each pruning logic A, and for each number of used dumps n, we
aggregate the number of remaining candidate locations obtained with
the different simulations into a distribution q§2‘ i and the success rate

into a distribution af”. We opted to aggregate the data into these
distributions instead of into (ﬁf‘l’, q@j”z, and &f”, because, in our view,
plots such as those in Fig. 4 of percentiles of qgf:”z and mean of &/I:” for

increasing numbers of dumps n convey more useful information than
plots based on the other distributions.

5.5. Statistical models of effort and outcomes for attacks on static encodings

This section presents a selection of the results obtained with our sim-
ulations of different pruning logics deployed against static protection
strategies.

5.5.1. Greedy targeted attack strategies on unobfuscated games

The top row of Fig. 4 (charts (a)—(f)) presents results for six
targeted pruning logics applied in a greedy strategy to an unobfuscated
version of SuperTux. All six logics achieve a 100% success rate (i.e.
recall), as indicated by the red line, once a sufficient number of
dumps is available: they prune the search space without excluding the
targeted location. The base and @ logics are the most effective, reducing
candidates to two locations, which is the minimum achievable because
the value is duplicated in memory for on-screen display. The +, +@,
and @+ logics yield four candidates: the correct location, the location
storing the number of coins in the current level (Section 5.1), and
an additional spurious value that happened to evolve similarly in the
observed dumps.

The base logic is also the most efficient, reaching its optimal result
with only 2 dumps, whereas the other logics require at least 4.

The bottom row of Fig. 4 shows analogous results for AssaultCube.
Although absolute numbers differ, the same trends appear. In particu-
lar, both the +@ and @+ logics identify not only the bullet count but
also the location tracking the number of fired shots, which evolves with
the opposite stride of —1.
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Overall, these expected results confirm that our method effectively
models both the efficiency and effectiveness of localisation strategies
on unobfuscated games.

This includes identifying other data that can confound certain lo-
calisation pruning logics, because such data behaves similarly when
observed through the lens of those logics. In other words, the method
can reveal data that can be exploited to create a (small) anonymity
set in which the data to be protected can be hidden to some extent.
We consider this an important benefit of our method. In our study,
as software protection researchers, we invested substantial effort to
analyse such other data to validate and explain the obtained results,
which required substantial insight into the games’ internal operations.
From conversations with major software protection vendors, we know
that this level of insight cannot be expected from the game vendor
employees or their consultants who need to deploy protection tools
on their games, typically late in the software development life cycle
when time-to-market dominates. In other words, in practice, those
configuring the tools and choosing protections are often largely steering
blind. Our method can then help them gather relevant insights more
quickly.

5.5.2. Greedy targeted attack strategies on obfuscated games

Fig. 5 presents results for the same greedily applied, targeted prun-
ing logics, now on RNC-protected games. For AssaultCube, the outcome
matches expectations: only the RNC-specific attack succeeds, while
simpler logics fail.”

For SuperTux, however, results differ markedly from expectations.
Besides the RNC logic, the +, +@®, and &+ logics also succeed and do
so more efficiently. This behaviour results from the interaction between
the coin values observed in the dumps (100-107) and the RNC moduli
(m; = 89,m, = 93,m3 = 97), which prevents value wrapping. For
example, when the number of coins evolves from 101 to 107 in unit
steps, the first stored value (mod 89) evolves from 12 to 18, also in
unit steps. Consequently, the stored values evolve exactly as under a
+-encoding with offset —89, allowing offset-based logics to succeed as
well. Our method correctly captures this interaction.

These findings lead to two observations. First, our method helps
identify subtle interactions between defence parameters, on the one
hand, and pruning logics and attack strategies, on the other hand, that
can significantly weaken a protection. Second, the method is highly
sensitive to defence and attack parameters and their interplay. If the
SuperTux dumps had by chance included only cases when the values
wrapped around the moduli, the results would likely resemble those of
AssaultCube, making the parameter weakness less apparent. Note that
this does not imply that the outcome of the experiment was entirely
accidental and due to pure luck. At the start of the game, the number of
coins is 100. Thus, it makes sense to expect that rational attackers will
start making dumps in the range we targeted during our simulations,
i.e., to model resource localisation attacks that focus on the start of the
game.

Fig. 6 presents results for the related &+ and +@ pruning logics
applied to both corresponding obfuscations. These results are notable
for three reasons. First, they confirm that attack effectiveness is highly
sensitive to the applied defence: for both programs, each attack suc-
ceeds only against its targeted obfuscation and fails on the variant.
Second, for each logic and game, the evolution of the number of
candidate locations is very similar regardless of whether the attack is
successful, preventing attackers from inferring correctness during their

9 For some attacks, the success rate initially seems high but then quickly
drops as more dumps are considered. The reason for the high initial success
rate is, of course, that the candidate locations have initially hardly been
pruned yet, so the correct location has not yet been pruned. With more dumps
considered, and hence more pruning, the correct location reliably gets pruned
with the failing techniques.
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attack based on pruning behaviour alone. Third, because the games We conclude that our method provides useful models for compar-
store related values not encoded in a way that breaks the attempted ing the efficiency and effectiveness of pruning logics across different
logic, failing attacks do not prune to zero locations. As a result, fail- encodings, particularly in scenarios where defence-attack interactions
ures produce both false negatives and false positives, forcing attackers depend sensitively on encoding configuration choices. This is especially
to invest additional effort to validate candidates, i.e. to discriminate valuable for users of software protection tools, who otherwise must
between true and false positives. operate largely without guidance.
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5.5.3. Comparing worst-case scenarios on different protections

Fig. 7 shows results for the six targeted pruning logics applied to
game versions protected with their corresponding defences. This allows
comparing the worst-case strength of the defences, i.e. how effectively
they delay attackers who somehow know which protection is used and
can therefore deploy the optimal attack logic.

On our use cases, these confirm that RNC encoding offers stronger
protection than offset/XOR-based encodings alone. Although RNC’s
strength has previously been argued descriptively (Zhu and Thombor-
son, 2005; Demissie et al., 2015), our approach is, to the best of our
knowledge, the first to validate this claim empirically.
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5.5.4. Greedy general attack strategies on different protections

Fig. 8 presents the models obtained by applying the change/no
change attack logic to 6 statically encoded versions of AssaultCube.
This is the only logic that consistently reduces the candidate set across
all 6 versions and therefore the only one that works reliably for an
attacker.' The logic is nevertheless inefficient: candidate reduction is

10 As shown in Fig. 3, the change attack logic — of which we do not show
plots of the outcomes — is less specific than the change/no change logic, so its
recall is also perfect for all 6 of the static encodings. However, its effectiveness
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much slower than for the targeted attacks discussed above. Moreover,
for some defences, such as the @+ variant, pruning converges to only
about one order of magnitude above the actual number of locations.
Thus, although recall is high, precision increases slowly with increased
attack effort and may never become high for certain attacks.

Lastly, Fig. 8 also illustrates the method’s dependency on gameplay
variations. Since the AssaultCube versions differ only in encoding,
we expect memory behaviour to be similar across versions except at
the ground-truth location(s). Accordingly, one would expect similar
curves for all versions, aside from the contribution of the ground-truth
locations. However, noticeable differences appear, most prominently in
plot (e). This reflects the influence of gameplay and in-game events
on the resulting distributions, which vary between runs. This confirms
that the obtained models depend on the defender’s enacted gameplay,
underscoring the need to ensure sufficient coverage of possible attacker
gameplays.

5.6. Statistical models of effort and outcomes for attacks on dynamic
encodings

This section presents selected results from our simulations of at-
tack strategies deployed against dynamic protections; Appendix C.2
summarises all evaluated encoding-attack combinations in this experi-
mental set.

Fig. 9 shows distributions for greedy change and change/no change
attacks and the statistical @-attack on two SuperTux versions using
dynamic-@® encoding with UoW and UoR policies. Note the different
Y-axes for the statistical @ attack. As this is a statistical attack, these
charts do not show remaining candidate counts after pruning, but
rather the rank of the ground-truth location(s) among all memory lo-
cations ordered by conformity to the pruning logic. Assuming attackers
inspect locations in increasing rank order, rank measures the required
effort; assuming an attacker that inspects only top-ranked locations,
it also reflects success, as discussed in Section 4.2.3. Analogous to
the candidates count in greedy attacks, the rank distribution after n
scans corresponds to zﬁi” . This demonstrates our method’s versatility,
enabling comparison between fundamentally different attack modes,

is very low, converging to a number of candidate locations orders of magnitude
larger than that of the change/no change logic. It is hence not useful for an
attacker.
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where reasoning about their trade-offs would otherwise be practically
impossible.

While we avoid general recommendations in this paper about which
encodings or attacks work best, Fig. 9 yields several insights. First, plot
(d) shows that the change/no change attack fails against dynamic &
UoW, despite succeeding for all other considered encodings. This is
expected, as updating encoding parameters while the in-game value
remains unchanged causes memory values to change without screen
changes, violating the attack’s assumptions. Second, the change attack
succeeds on both dynamic encodings (as for static ones), but remains
impractically ineffective, leaving too many candidates to inspect. Third,
the statistical @ attack becomes highly effective with sufficient scans,
leading to a rank that is an order of magnitude lower than the candidate
counts of change/no change. This indicates that statistical attacks can be
effective against certain dynamic encodings and should be modelled by
defenders.

Overall, the ability to derive such insights by instantiating our
method further demonstrates its utility for defender decision support.

5.7. Simulation running times

For the sake of completeness, this section reports simulation running
times. Our proof-of-concept implementation was rapid-prototyped in
Python and is not optimised for performance. Each attack is simulated
independently, requiring dumps to be loaded and scanned once per
attack logic, so data loading — dominating execution time — is not
amortised. The reported times should therefore be interpreted as upper
bounds.

For static encodings, we ran experiments on an Ubuntu 22.04
workstation with an Intel Xeon w9-3575X processor and 256 GB DDR5
RAM, without using GPU acceleration. Simulations were executed in
parallel, with up to 54 concurrent runs, i.e. the number of encoding—
attack combinations. Fig. 10(a) shows execution-time distributions per
attack logic in this experimental set.

For dynamic encodings, experiments ran on an Ubuntu 24.04.03
workstation with an AMD Threadripper Pro 7985WX processor and
512 GB DDR5 RAM, again without GPU acceleration. Up to 128 simu-
lations ran concurrently. Fig. 10(b) shows execution-time distributions
for this experimental set.

For conciseness, each violin plot aggregates all simulations of a
pruning logic, spanning different dump sequence lengths and versions
of both games with different encodings.
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Both in Figs. 10(a) and 10(b), the slowest simulations are orders
of magnitude slower than the fastest simulations for the same pruning
logic. This variance arises from (i) aggregating results from different
sequence lengths, (ii) early termination when greedy attacks fail (i.e.
when no candidate locations remain), and (iii) large fluctuations in
dump loading times due to resource contention among parallel sim-
ulations. Indeed, while parallelism reduced total wall-clock time, it
also introduced substantial latency variability when multiple workers
needed to load the same dumps concurrently.

6. Empirical validation of statistical models
To assess whether these distributions obtained through simulation

in the previous section reflect realistic attacker behaviour, we con-
ducted a small empirical experiment with human participants. The goal
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of this experiment was to validate whether the distributions predicted
by our simulation method (for the approximative indicators of effort,
namely the number of dumps and the number of remaining candi-
date locations) are close to the distributions obtained when real users
perform the same localisation task with the same automated support.
The experiment was limited to SuperTux, to the number of greedy
strategies, and to static versions of the obfuscations, i.e., where the used
masks, offsets, and moduli do not change dynamically.

6.1. Memhunt

Because CheatEngine does not provide out-of-the-box support for
the different pruning strategies that target the different data obfusca-
tion strategies we evaluated in the previous section, we created our
own CheatEngine-like tool in Python, called memhunt. It provides
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functionality to (i) attach to a running game, (ii) take dumps from the
game’s heap and provide the on-screen values for them, (iii) perform
on-demand scans of all already taken dumps using various greedy prun-
ing logics (iv) show the resulting candidate locations of those logics, (v)
overwrite data in memory locations among those candidates, and (vi)
reset the whole dump and scan history. Whenever some pruning logic
is no longer applicable, e.g., because the target resource value does not
increase with constant stride 1 in the taken dumps, the tool emits a
warning.

Importantly, all available pruning logics are executed in parallel: the
attacker does not need to choose which one they execute, but they have
the freedom to choose which logics’ outcomes they rely on or neglect
to decide on their next action, such as when to take the next dump, for
which resource value, and when to execute a new scan. The pruning
is optimised in the sense that later scans only visit candidate locations
remaining after previous scans. This allows for freeing parts of earlier
dumps that are no longer of interest, thus avoiding out-of-memory
issues. Moreover, it speeds up subsequent scans, thus making frequent
scanning a perfectly viable option, rather than forcing attackers to take
multiple dumps in between scans to optimise their time usage.

For the sake of our experiment, the memhunt tool was instrumented
to produce logs for post-experiment analysis. The game was also in-
strumented such that it logged the ground-truth location(s) of the coin
value, enabling memhunt to compute and log the recall of each pruning
strategy after each scan. Participants were instructed not to inspect
those logs, and not to use any other static or dynamic analysis tools,
such as debuggers. This way, we placed them in the role of rational
attackers who try to minimise their effort while relying only on the
information normally available during the localisation phase.

The pruning logics implemented by memhunt and enabled during
the experiments were the following: base, +, ®, +&®, &+, and RNC.

6.2. Participants, treatment, and assignment

Seven participants took part voluntarily in the experiment. All were
students enrolled in a PhD programme in cybersecurity at one of our
institutions, and as such employees of our institutions. No personal
identifiable information was logged.

Each participant worked on eleven binaries: one unobfuscated ver-
sion and two versions for each of the five obfuscation families +, &,
+@, @+, and RNC. The two binaries of each obfuscation family used
different protection parameters, such as different addition offsets, XOR
masks, or RNC moduli; the concrete values are reported in Appendix
D. Participants were instructed to analyse the binaries in a precise
order, but a different order was assigned to each participant, to reduce
ordering effects due to participants becoming more familiar with the
tool or with the game over time.

To avoid results from being biased by participants gradually learn-
ing basic properties of SuperTux or of the tool, participants were given
the same general background information for all binaries. In particular,
they were informed that SuperTux often stores the number of coins
twice, as explained in Section 5.1. They were also told that only
the actual gameplay value may be obfuscated, whereas the duplicate
remains unobfuscated, and that the relevant values are aligned four-
byte integers. This mirrors a scenario in which attackers have already
analysed earlier versions of the same game and have learned general
information about its memory layout, but not the exact layout, and not
the concrete target location in a new execution.

In the empirical experiment, participants were asked to complete
the localisation task rather than to stop after a predefined number of
dumps, scans, or remaining candidate locations. They therefore decided
autonomously when the candidate locations were sufficiently pruned
to start testing candidate locations. In practice, this meant that they
first used memhunt to reduce the candidate set, and then overwrote
selected candidate locations with a new coin value to check whether
the change was reflected on screen. The observed stopping points hence
reflect participants’ own assessment of when further pruning was no
longer worth the additional effort relative to direct validation.
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Table 3
Hellinger distance computed on the distributions of the number of remaining
candidate locations at each step.

Obfuscation Location pruning logic

strategy Base + &) +& D+ RNC

Base 0.000000 0.071694 0.027393 0.006506 0.046119 0.125275
+ 0.000000 0.015251 0.029551 0.020168 0.028360 0.158577
() 0.000000 0.060104 0.042025 0.007645 0.086759 0.288250
+& 0.000000 0.048150 0.045966 0.022095 0.192141 0.240640
D+ 0.000000 0.048117 0.035204 0.008383 0.082623 0.324555
RNC 0.117094 0.105341 0.093394 0.024827 0.149309 0.193407

6.3. Data analysis

We compared the empirical distributions obtained from the partic-
ipants’ logs with the corresponding simulated distributions. As in the
previous sections, we focus on two quantities: the number of remaining
candidate locations, which estimates the effort left for the subsequent
validation phase of the attack, and recall, which indicates whether
the ground-truth location is still among the candidates. Since both
quantities evolve with the number of dumps, we compare empirical
and simulated distributions step by step, rather than only at the final
step.

To summarise the difference between empirical and simulated dis-
tributions in a compact way, we use the Hellinger distance (Beran,
1977). Given two discrete distributions P and Q, this distance is defined
as

H(P,Q):% ,Z(\/Fi—\/@)z'

It ranges from O to 1, where 0 means that the two distributions are
identical and larger values indicate increasing disagreement.

6.4. Results

Table 3 reports the Hellinger distances for the distributions of the
number of remaining candidate locations. Overall, the distances are
small. The average value over the 36 protection-attack combinations is
0.076, the median is 0.046, and 26 out of 36 values are below 0.1. This
indicates that, in most cases, the empirical candidate-count distribu-
tions are close to the simulated ones. The agreement is especially strong
for the base, +, @, and +@ pruning logics, whose column averages
are 0.02, 0.058, 0.046, and 0.015, respectively. The values in the
base column are zero for all non-RNC obfuscations, meaning that the
model accurately predicts the candidate-count behaviour of the base
matcher in those cases. The diagonal of Table 3 is particularly relevant,
as it compares each obfuscation with the attack logic tailored to it.
These distances are low for all matched pairs except RNC. Thus, for
five of the six matched protection—-attack combinations, the empirical
distributions are very close to the simulated ones. The RNC/RNC case
shows a larger discrepancy, but it is still below the largest off-diagonal
values and remains compatible with the qualitative trend predicted by
the model. The largest deviations in Table 3 are concentrated in the
RNC attack column, whose average distance is 0.222. The largest indi-
vidual distances are obtained when applying the RNC pruning logic to
®-, d+-, and +@-protected binaries. This suggests that the candidate-
count behaviour of the RNC matcher is harder to predict than that of
the other matchers. This is plausible, because RNC matching depends
on arithmetic relations between the observed resource values and the
selected moduli, so small differences in the concrete parameterisation
or in the dump sequence can noticeably affect the remaining candidate
set.

Fig. 11 visualises the comparison for the six matched protection—
attack combinations. The blue regions represent the interquartile ranges
obtained from the simulations, the green regions the interquartile
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Fig. 11. Outcomes of six pruning logics, each applied greedily to the game version protected with the exactly matching protection. The green region indicates the
area between the p25 and the p75 values obtained by participants, while the blue one indicates the area between the same values computed on our simulation.
The region in red represents the intersection of the regions. The axes are the same of Fig. 4. (For interpretation of the references to color in this figure legend,

the reader is referred to the web version of this article.)

Table 4
Hellinger distance computed on the distributions of the recalls at each step.

Obfuscation  Location pruning logic

strategy Base + (5] +& D+ RNC
Base 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000
+ 0.000000 0.000000 0.113508 0.000000 0.000000 0.000000
@ 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000
+® 0.000000 0.409817 0.318250 0.000000 0.391900 0.000000
O+ 0.000000 0.000000 0.323467 0.564626 0.000000 0.000000
RNC 0.000000 0.436279 0.338559 0.436279 0.456725 0.000000

ranges obtained from the participants, and the red regions their in-
tersections. The plots confirm the interpretation of Table 3. For base,
+, @, +@, and @+, the simulated and empirical interquartile ranges
largely overlap. In all these cases, both the model and the participants
exhibit a rapid decrease in the number of candidate locations after the
first useful dumps, followed by convergence to a small candidate set.
The RNC plot shows the largest difference, but still captures the same
qualitative behaviour: candidate reduction is slower than for most other
matched attacks, and more dumps are needed before the candidate set
approaches its final range.

The interpretation of the RNC results should take into account the
parameter sensitivity already discussed in Section 5.5.2. In the simula-
tion experiments presented there, the specific moduli used in the RNC-
protected SuperTux binary and the observed coin values caused the
residues not to wrap around the moduli. Consequently, +-compatible
pruning logics could also succeed on that RNC-protected binary. In the
empirical experiment, however, the two RNC-protected binaries used
different moduli, which did not induce the same behaviour. The larger
RNC-related distances therefore do not indicate a generic failure of
the modelling approach. Rather, they reinforce the observation that
RNC effectiveness depends on the concrete moduli and on the resource
values sampled by the attacker.

Tables 4 and 5 report the corresponding validation results for recall.
Table 4 contains Hellinger distances computed on the step-wise recall
distributions. Since recall is binary, these values measure whether the
model and the empirical observations agree on the probability that the
true location is retained after each number of dumps. The results are
strong: 26 out of 36 values are exactly zero, and all diagonal values are
zero. Thus, for every matched protection-attack combination, the sim-
ulated and empirical recall distributions coincide. This is an important
result, because it means that for the attacks most relevant to evaluating
each protection, the model correctly predicts not only the size of
the candidate set reasonably well, but also whether the ground-truth
location remains among the candidates. The non-zero values in Table 4
are concentrated in mismatched protection—attack combinations, where
the pruning logic makes assumptions that are not guaranteed by the
deployed encoding. The largest discrepancy is observed for the @+-
protected binaries attacked with the +@ logic, with a distance of 0.565.
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Table 5

Percentage of samples that had recall equal to our expected recall for the
chosen attack-obfuscation combination at the last step. As we discussed, the
only case where this does not occur is the RNC protected files when attacked
with an ADD compatible pruning logic. This is because the SuperTux version
considered in the previous experiments used coprimes and coin values that
made so that the moduli were monotonically increasing. This is not the case
for the other binaries used in the empirical experiment.

Obfuscation strategy Location pruning logic

Base + 53] +& D+ RNC
Base 100% 100% 100% 100% 100% 100%
+ 100% 100% 100% 100% 100% 100%
&) 100% 100% 100% 100% 100% 100%
+@® 100% 100% 100% 100% 100% 100%
&+ 100% 100% 100% 100% 100% 100%
RNC 100% 0% 100% 0% 0% 100%

Other non-zero values occur for +@-protected binaries attacked with
+, @, or &+ logic, and for RNC-protected binaries attacked with +-
compatible or @-compatible logics. Table 5 complements this step-wise
analysis by considering the final recall outcome. It reports the percent-
age of samples for which the empirical final recall matches the expected
final recall for the corresponding protection-attack combination. The
results show that final recall is correctly predicted in all cases except for
RNC-protected binaries attacked with ADD-compatible pruning logics.
This exception is again explained by the different RNC moduli used in
the empirical experiment with respect to those used when producing
the statistical models.

6.5. Threats to validity

We assess the threats to validity of the empirical experiment us-
ing the framework by Wohlin et al. (2000), distinguishing between
internal, external, construct, and conclusion validity.

Internal validity. Several design choices were made to reduce internal
validity threats. Participants were assigned different task orders to
reduce ordering effects caused by increasing familiarity with the tool
or with SuperTux over time. They were also given the same back-
ground information about the game: the duplicated coin value, the
fact that only the gameplay value may be obfuscated, and the four-
byte alignment of relevant values. Finally, participants were instructed
not to inspect the generated logs and not to use additional static or
dynamic analysis tools such as debuggers. These restrictions ensured
that all participants operated under comparable information conditions
and that their actions could be compared with the simulated pruning
procedures.

Some residual internal-validity threats remain. First, participants
used memhunt, which implements the same pruning logics as those
modelled by our simulator. This is appropriate for checking whether
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the simulator reproduces the behaviour of users following those logics,
but it may inflate the agreement between empirical and simulated
distributions compared to a setting in which participants use different
tools or implement their own pruning procedures. Second, the tool
executes all enabled pruning logics in parallel, whereas real attackers
may explore, combine, or abandon strategies differently. Third, the
RNC comparison is affected by a confounding factor: the RNC-protected
binaries employed in the empirical experiment used different moduli
from the SuperTux RNC instance employed to compute the statistical
models, which did not induce the same wrapping behaviour.

External validity. The empirical study was intentionally small and con-
trolled. It involved seven Ph.D. students in cybersecurity, one game,
static obfuscation instances, and greedy pruning strategies supported
by memhunt. It does not establish that the same level of agreement
will hold for professional cheat developers, for less experienced users,
for other games, for different game mechanics, for dynamic protections,
for statistical attack strategies, or for reverse-engineering tasks outside
game resource localisation. In particular, the dynamic encodings and
statistical strategies evaluated through simulation in Section 5 were
not included in the human experiment. The study should therefore
be interpreted as evidence that the simulated distributions can match
empirical behaviour in the specific controlled setting studied, not as
a general validation of the method across all game settings or MATE
attack scenarios.

Construct validity. The experiment compares simulated and empirical
distributions in terms of outcomes observed during resource data loca-
tion pruning, i.e., step 1 of the attack process described in Section 2.2.
These outcomes include candidate count evolution (or candidate rank-
ing evolution in statistical strategies) and recall over an increasing
number of considered dumps. These quantities directly capture how
effectively the pruning process reduces the search space while retaining
the true resource location, and are therefore suitable indicators for
assessing step 1 of the attack process. Furthermore, those quantities
also provide indirect information about the subsequent resource data
location validation step, i.e., step 2 of the attack process: for example,
the number of remaining candidate locations influences the extent of
validation work the attacker needs to perform after pruning. However,
these measures are only approximations of effort. They do not directly
measure actual attacker effort in person-hours, nor do they capture all
sources of human effort involved in a real attack, such as understanding
the tool, choosing among competing strategies, interpreting ambiguous
results, validating candidate locations, performing subsequent code
analysis, or turning a located resource into a persistent cheat. Thus,
the experiment assesses the modelled localisation outcomes and effort
proxies, but not the full end-to-end human effort of building a complete
cheat.

Conclusion validity. The conclusions drawn from the empirical study
should also be interpreted cautiously. The comparison between sim-
ulated and empirical distributions is descriptive: we use Hellinger
distances and visual overlap of interquartile ranges to assess agree-
ment, but we do not perform formal statistical hypothesis tests or
equivalence tests. Moreover, the number of participants is small, and
multiple observations are obtained from the same participants, game,
tool, and families of binaries, so the resulting samples should not be
treated as fully independent evidence. The thresholds used to inter-
pret distances as small or large are therefore qualitative rather than
statistically calibrated. Consequently, the empirical results support the
conclusion that the simulated and observed distributions are close for
the localisation indicators studied in the controlled cases considered.
They do not provide a general statistical guarantee that the simulator
will match human behaviour across other settings, nor that the reported
proxy indicators can be translated directly into actual attacker effort in
person-hours.
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6.6. Conclusions

Overall, the empirical evaluation supports the external validity of
the statistical models. The candidate-count distributions produced by
the simulations are close to those obtained from human participants
for most protection—-attack combinations, and the matched protection—
attack cases are particularly well predicted. Recall is even more robust:
all matched protection—attack combinations have identical simulated
and empirical recall distributions, and the final recall behaviour is
correctly predicted except in the RNC cases affected by deliberate
parameter variation. The observed discrepancies therefore do not con-
tradict the modelling approach. Instead, they confirm one of the main
observations of the previous sections: localisation outcomes can de-
pend on subtle interactions between protection parameters, resource-
value ranges, and dump-selection behaviour. The value of the simu-
lation method is precisely that it makes such interactions visible and
measurable.

7. Discussion

The evaluation in Section 5 and the validation in Section 6 demon-
strated the simulation method’s utility for defenders mitigating mod-
elled resource localisation attacks, but it also has limitations and dis-
advantages.

First, as discussed previously, the outcomes can be highly sensi-
tive to interactions between program properties, attack parameters,
and protection parameters, such as dump frequency versus XOR-mask
change frequency, and resource values versus RNC-encoding moduli.
The method hence requires cautious deployment.

Furthermore, the method could be sensitive to the internal be-
haviour of games not controlled by an attacker or defender, e.g., when
the layouts and structures of data in memory can vary from one ex-
ecution to another because of address-sensitive behaviour (Schelfhout
et al., 2025). We did not observe such sensitivity during in our eval-
uation and validation, but their limited nature cannot rule out that
other games, defences, or attacks might feature such sensitivity. We
hence do not want to claim that we have in general validated the
representativeness of a single gameplay trace, or the feasibility to model
all relevant attack execution with a single gameplay.

The most important limitation is that simulating multiple varying
localisation attack executions based on a single game execution is
limited to attack steps requiring only a single execution by attackers,
and to scenarios where defenders can execute required interactions far
more frequently than attackers without altering game state enough to
impede further interactions or change outcomes. In the meta-model
(Section 2.3), the modelled execute function must be amenable to ex-
ecuting multiple step variations rather than implementing exact attack
steps as attackers would devise for optimising their productivity.

This may not hold for other attack strategies or steps. For example,
step 2 of complete resource cheating attacks (Section 2.2) validates
remaining candidate locations by overwriting values (e.g. with a de-
bugger) and observing effects. A defender likely cannot perform such
overwriting multiple times within one game execution, as overwriting
wrong data likely destroys the game state. While it might not destroy
attacker-relevant state, and workarounds like check-pointing to roll
back state may exist (Feldman and Brown, 1988), modelling such steps
with our method becomes much more complex, if feasible at all.

Although applicability is hence limited to certain attack step cat-
egories, we consider the method widely applicable. While we experi-
mented with open-source games potentially differing from commercial
games in architecture, design, and implementation, and ran them on
Linux (unpopular among commercial game players), our method is
applicable to commercial games. Indeed, the game hacking strategy
from Section 2.2, whose step 1 we modelled, is used by cheat creators
on commercial games (Cano, 2016), and CheatEngine (Cheat Engine,
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2024) implements memory dump/scan functionality we simulate be-
cause cheat creators use it in commercial games. We did not study
commercial games only because (i) as defenders we need ground truth,
and (ii) commercial game licences prohibit “attacking” those games.

Moreover, we conjecture broader applicability than game cheats.
The general attack meta-model (Section 2.3) applies to all localisation
strategies pruning search spaces for assets or iteratively navigating
search spaces, not only those comparing memory-stored values with
on-screen values. As Schrittwieser et al. (2016) noted, code and data
localisation are two of the four prime reverse engineering goals when
attacking protected software assets.

Game resource localisation is one instance of this pattern, and the
one analysed in this paper. The hidden asset is the memory location
storing the resource value, while the observable signal is the value
shown on screen. Each newly collected dump adds a constraint on
candidate locations, so that the candidate set is gradually pruned.

Closely related mechanisms appear in other domains. In dynamic
cryptographic key extraction (Faingnaert et al., 2024a), repeated run-
time evidence is used to narrow candidate key-related code blocks,
operands, and buffers, until the memory locations holding those arte-
facts are identified. In malware unpacking (Willems et al., 2012),
repeated dynamic observations of memory regions are used to iden-
tify the unpacked code body before further reverse engineering can
proceed. In protocol reverse engineering (Huang et al., 2022; Tang
et al., 2023), network traces are compared iteratively to progressively
constrain candidate field boundaries and message structure.

These examples suggest that the modelling approach may be trans-
ferable to other scenarios in which attackers iteratively collect obser-
vations and use them to prune or rank candidate assets. However, we
have not instantiated, evaluated, or validated our simulation procedure
for those domains. Our empirical evidence is therefore limited to game
resource localisation attacks. Future work should instantiate the model
for such attack classes and evaluate whether the same kind of statistical
effort estimates can be obtained in practice.

8. Related work

MATE software protection effectiveness has been assessed through
two main approaches: evaluating the impact on software metrics of
protected applications, and empirically assessing attack delays via con-
trolled studies with students or professional hackers.

8.1. Software metrics as a measure of software protection strength

Collberg et al. (1997) first advocated using software metrics to
assess protection effectiveness, introducing potency—correlating in-
creases in software engineering metrics (e.g. Cyclomatic Complexity,
Halstead Length) from applied protections with attack resistance. An-
ckaert et al. (2007) compared obfuscation techniques by potency.
Other works assessed obfuscated code complexity as effectiveness mea-
sures: Goto et al. (2000) used compiler syntax analysis; Visaggio et al.
(2013) proposed code entropy.

However, De Sutter et al. (2024) indicate that software engineering
metrics may not reliably indicate protection strength, can be difficult to
compute on obfuscated binaries even with commercial disassemblers,
and note that no consensus exists on appropriate metrics for evaluating
protection potency. Additionally, metric-based approaches ignore pro-
tected asset characteristics such as run-time behaviour. By simulating
attacks on specific protected applications, our method may obtain more
realistic results given the modelled attacks are realistic.

Collberg et al. (1997) also introduced resilience as an effective-
ness metric. Talukder et al. (2019) conjecture attacker effort strongly
correlates with resilience, as resilience indicates how well obfusca-
tions withstand automatic deobfuscation. They measure obfuscated
program resilience using program slicing. Since program slicing identi-
fies statements contributing to computing certain values, Talukderet al.
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compare this to human attacker program analysis approaches. Compar-
ing slices for obfuscated versus unobfuscated program versions enables
comparing different obfuscations and parameters.

Like our approach, Talukderet al. quantify attacker effort to deter-
mine optimal obfuscation configurations. Analogous to our memory
scanning attack target, their program slicing attack narrows down
candidate data requiring inspection. However, our work differs in
three aspects. First, we compare different obfuscations and different
attack strategies against them, while Talukderet al. consider only a
single attack type with one configuration. Second, unlike program
slicing, memory scanning attacks are typically manual and interactive.
Consequently, we quantify both post-attack work (remaining candidate
locations) and manual effort required to reach that point (pruning
steps needed). Lastly, we generate distributions accounting for attacker
action randomness rather than single scores.

8.2. Empirical assessment of software protections

Multiple controlled experiments with human subjects have assessed
software protection effectiveness. Participants typically perform reverse
engineering attacks on target applications, with some attacking vanilla
versions while others attack protected versions. Protection efficacy is
assessed by comparing participant results—both attack success (i.e.
participants succeeding) and attack time (i.e. completion time for suc-
cessful participants). Different studies followed this format, introduced
by Sutherland et al. (2006). Ceccato et al. (2009) performed two
experiments assessing obfuscation impact on understanding and modi-
fication tasks comparing vanilla and obfuscated decompiled Java code,
with subsequent studies extending to other obfuscation techniques.
Other studies with university students include Viticchié et al. (2016b)
on data obfuscation and Viticchié et al. (2020) on code obfuscation.
Ceccato et al. (2017) involved professional hackers to assess protections
in realistic attack scenarios and understand hacker attack techniques.
The same authors extended this via a public challenge validating initial
experiment findings (Ceccato et al., 2019).

Such empirical studies provide useful insights into protection effec-
tiveness. However, they are typically limited in scale and frequency,
being difficult to organise and conduct. They cannot provide adequate
models for all relevant protection and attack strategy combinations.
The simulation approach we validated helps fill these gaps.

9. Conclusions and future work

In this work, we presented the first end-to-end instantiation, for-
malisation, implementation, and validation of the existing meta-model
and methodology , that were previously pitched by Faingnaertet al. for
statistically modelling attacker effort in MATE attack scenarios. In par-
ticular, we deployed this methodology for game resource localisation
attacks, demonstrating that generating statistical models of attacker
effort in an automated fashion is feasible at least for approximative,
easily countable indicators of effort. These models can be useful for
defenders to understand the impact of MATE protection techniques
on attacker effort. This is valuable decision support information for
defenders seeking to choose the protection techniques that should
be deployed to safeguard the assets in their application. We further
complemented the simulation-based evaluation with an empirical vali-
dation involving human participants performing the same localisation
task. The empirical results show that, in most cases, the simulated
distributions closely match the distributions observed in practice.

In future work, we plan to extend our work to assess more pro-
tection techniques, attack strategies, and other types of data assets,
including game resources as well as data in other application domains,
such as digital rights management frameworks and software licence
managers.
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post-experiment analysis. The collected data were restricted to task
results and task-related metadata necessary to evaluate the attack out-
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Appendix A. Experiment encoding details

See Table 6.
Appendix B. Experiment attack details

See Tables 7 and 8.

Appendix C. Performed experiments

Table 6

Overview of the parameters of the encodings used in the experiments.
Encoding Parameters

SuperTux AssaultCube

Base - -
+ 0=24 0=24
(23] M = 0xABCD123 M = 0xABCD123
+& M = 0xABCD123; O = 17 M = 0xABCD123; O = 17
D+ M = 0xABCD123; O =17 M = 0xABCD123; O =17
RNC m, =89; my = 97; my = 93 m =2 m=3m=5
Dynamic @ - UoR P, =300 Py = 1500
Dynamic @ - UoW Pusw =2 Puw =2

Table 7
Overview of the dump collection, dump selection, and location pruning strategies
for the first set of experiments we performed.

Attack Dump Dump Attack type Pruning
strategy collection selection logic
Base Paced Binned Greedy Base

+ Paced Binned Greedy +

® Paced Binned Greedy @

+@ Paced Incremental Greedy +@

D+ Paced Incremental Greedy D+

RNC Paced Binned Greedy RNC
Increase/ Paced Fully random Greedy Increase/
Decrease Decrease
Change/No Paced Fully random Greedy Change/
change No change
Change Paced Fully random Greedy Change
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Table 8
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Overview of the dump collection, dump selection, and location pruning strategies for the second set

of experiments we performed.

Attack Dump Dump selection Attack type Pruning
strategy collection logic
Change/ No Fast Fully random Greedy Change/
change No change
Change Fast Fully random Greedy Change
Statistical @ Fast Rapid? Statistical ®

2 When simulating attacks on versions of the games with the dynamic @& UoR encoding, we used a
maximum allowed interval between subsequent dumps ¢ of 5 s, while we used t = 12 s for the UoW

variant.

Table 9

Overview of the experiments we performed on SuperTux protected with static encodings. A filled dot (-) indicates the
experiment result is discussed in this paper. A hollow dot (o) indicates that we performed the experiment, but that we

do not discuss them in this paper.

Atk Obfuscation Base o e ot RNG
Base . o o ° .
+ . [ o o .
) . . ° ° .
+-® . ° . . .
@D+ . o . . .
RNC . ° o o .
Increase/Decrease o o o o o
Change/No change o ° ° ° °
Change ° ° ° ° °

Table 10

Overview of the experiments we performed on AssaultCube protected with static encodings. A filled dot () indicates the
experiment result is discussed in this paper. A hollow dot (o) indicates that we performed the experiment, but that we

do not discuss them in this paper.

Atk Obfuscation Base o o ot RNC
Base . o o ° .
+ . o o o .
® . B ° ° .
0 . ° . . .
@_+ . o . . .
RNC . o o o .
Increase/Decrease o o o ) o
Change/No change . . . . .
Change ° ° ° ° o
Table 11 Table 12
Overview of the experiments we performed on SuperTux Overview of the experiments we performed on AssaultCube
protected with dynamic encodings. A filled dot (e) indicates protected with dynamic encodings. A filled dot («) indicates
the experiment result is discussed in this paper. A hollow the experiment result is discussed in this paper. A hollow
dot (o) indicates that we performed the experiment, but that dot (o) indicates that we performed the experiment, but that
we do not discuss them in this paper. we do not discuss them in this paper.
Obfuscation Dynamic @ Dynamic @ Obfuscation Dynamic @ Dynamic @
Attack UoW UoR Attack UoW UoR
Change/No change . . Change/No change o o
Change . . Change ° °
Statistical @ . . Statistical @ o o
C.1. Overview of experiments with static encodings Table 13
Overview of the parameters of the encodings used in the empirical
See Tables 9 and 10. experiments.
Encoding Parameters
SuperTux (version 1) SuperTux (version 2)
C.2. Overview of experiments with dynamic encodings — -
+ 0=18 0=8
See Tables 11 and 12. ® M = 2682338889 M = 2266022666
+&® M = 312889390; O = 95 M = 2918063068; O = 30
D+ M = 3694758281; O = 95 M = 3980900406; O = 37
Appendix D. Empirical experiment encoding details RNC my =37, my = 107; my =5 my = 1015 my =75 my =103

See Table 13.
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Data availability

We have shared the link to our data in the attach step. The link to a
Github with all the code is available in the Artifact Availability section
in the paper.

Data and Results (Original data) (Figshare)
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