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Abstract—The impact of voice disorders is becoming more
widely acknowledged as a public health issue. Several machine
learning-based classifiers with the potential to identify disorders
have been used in recent studies to differentiate between normal
and pathological voices and sounds. In this paper, we focus
on analyzing the vulnerabilities of these systems by exploring
the possibility of attacks that can reverse classification and
compromise their reliability. Given the critical nature of personal
health information, understanding which types of attacks are
effective is a necessary first step toward improving the security
of such systems. Starting from the original audios, we implement
various attack methods, including adversarial, evasion, and
pitching techniques, and evaluate how state-of-the-art disorder
detection models respond to them. Our findings identify the most
effective attack strategies, underscoring the need to address these
vulnerabilities in machine-learning systems used in the healthcare
domain.

Index Terms—adversarial, audio, voice disorder, detection

I. INTRODUCTION

Voice disorders manifest as variations from normal voice
quality, pitch, and loudness concerning an individual’s age,
gender, and cultural background [1]. These disorders impact
a substantial portion of the population, with estimates sug-
gesting that up to 20% of people may encounter a voice
disorder during their lifetime [2]. Conditions can vary from
minor discomfort to severe dysphonia and span functional
to malignant categories. The diagnosis of voice disorders
usually encompasses a comprehensive clinical examination,
including interviews, auditory-perceptual judgments, acoustic
analysis, and laryngoscopy, with biopsy required in cases
suspecting malignancy [3]. Given these disorders’ wide range
and prevalence, the requisite in-depth diagnostic procedures
demand considerable time from patients and clinicians and
lead to significant economic burdens on healthcare systems [4].
Moreover, the complexity and time-intensiveness of these pro-
cesses can result in delayed diagnoses, potentially exacerbating
the patient’s condition and further complicating treatment [5].

In this context, machine learning (ML), particularly through
deep neural networks, offers a promising advancement in this
area by potentially enhancing both the speed and accuracy
of diagnosis. The application of ML in healthcare has led to
significant developments in computer-aided diagnosis systems,
which assist doctors in making diagnoses through computer-
generated outputs [6]. In particular, such models are used in
medicine to interpret imaging data (like MRI and CT scans) for
detecting cancers, fractures, and other abnormalities, to mon-
itor real-time patients, predicting critical events like sepsis or

heart failure [7] and in many other areas. Among these diverse
applications, voice disorder detectors have shown remarkable
potential, leveraging acoustic features extracted from voice
recordings to categorize them into normal or pathological
[8]. However, the integration of such technology introduces
new vulnerabilities. Particularly concerning is the potential for
adversarial manipulation, a concept well-documented in other
ML domains, such as image and speech recognition [9].

Adpversarial attacks involve deliberately altering input data
to deceive the model into erroneous predictions [10]. These
manipulations are often imperceptible or seemingly benign
to human listeners, yet they can drastically alter the model’s
output. An especially concerning application of such attacks
could be the creation of manipulated audio recordings de-
signed to falsely suggest the presence of a medical condition
in a target individual. Such deceptive practices could have
profound implications: a person might be unjustly disqualified
from employment opportunities or be subjected to inflated
health insurance rates based on fabricated evidence of illness,
and a public figure could suffer damage to their reputation.
For instance, fake pathological recordings could be used in
cyberbullying or harassment campaigns to manipulate public
perception of individuals. This situation is reminiscent of the
challenges posed by deepfake technologies [11], where the
authenticity of visual and audio content can be convincingly
altered, leading to the spread of misinformation and potential
harm before any form of expert validation can occur.

In this context, our paper explores adversarial attacks and
audio manipulations within the context of voice disorder
detection (VDD). By identifying and analyzing the potential
threats posed by adversarial or manual manipulations, we
aim to highlight the critical need for robust countermeasures.
Ensuring the security and integrity of disorder detection sys-
tems against manipulations is paramount in safeguarding the
diagnoses’ accuracy and trust in these diagnostic tools.

The paper is organized as follows. Section II reviews the
current literature on VDD and audio adversarial attacks and
manipulations. Section III describes the attacks implemented
to assess the robustness of voice disorder detection systems.
Section IV describes the protocol used to conduct our eval-
uation, while section V reports the obtained results. Finally,
conclusions are drawn in Section VI.



II. RELATED WORKS
A. Voice Disorder Detection

In recent years, the field of voice disorder detection has
made significant progress, with the development of various
methodologies aimed at more accurately distinguishing be-
tween healthy and pathological voices. Central to these ad-
vancements is applying ML algorithms to vocal data analysis.
These algorithms utilize a range of classifiers and leverage
key acoustic features, such as Mel-Frequency Cepstral Co-
efficients (MFCC) [12] or Multidimensional Voice Program
(MDVP) [13] to enhance diagnostic precision. Among the
ML techniques, SVM has seen widespread use due to its
effectiveness in classifying pathological and healthy voices.
Studies employing SVM with MFCC have reported significant
accuracies, though often limited by small datasets [14]. For
instance, Al-Dhief et al. [15] utilized SVM with MFCC
methodology, achieving an 91.17% accuracy using voice sig-
nals from the Saarbriicken voice database (SVD)!. Souissi et
al. [16] enhanced the SVM training process by integrating
MFCC with Linear Discriminant Analysis (LDA) for more
efficient dimensionality reduction, leading to an 86.44% accu-
racy rate in detecting voice pathologies within a subset of the
SVD. Other common classifiers used in the literature include
artificial neural networks [17], hidden Markov models [18],
and Gaussian mixture models [19].

Parallel to these efforts, advancements in end-to-end ML
and deep learning techniques have further expanded the pos-
sibilities for VDD. Studies utilizing deep learning have mainly
considered Convolutional Neural Network (CNN) models to
extract acoustic features from spectrogram-based voice data
automatically [20], [21] or in combination with hand-crafted
features [22]. Nevertheless, the efficacy of these models can
be compromised by limited dataset sizes, which often lead to
overfitting and diminished performance on broader datasets.

B. Audio Adversarial attacks

Similar to the image domain [23], adversarial attacks have
also exposed considerable vulnerabilities in audio-based ML
systems such as Automatic Speech Recognition (ASR) and
Automatic Speaker Verification (ASV). These attacks cleverly
embed perturbations into audio signals to deceive detection
models, ensuring the alterations remain imperceptible to hu-
man listeners. Techniques involving the manipulation of wave-
forms, spectrograms, or MFCC features have proven effective
in causing ASR systems to interpret spoken language erro-
neously [9]. Similarly, adversarial examples have been crafted
to mislead ASV systems into falsely identifying a voice as
belonging to a particular individual [24]. In general, adversar-
ial attacks can be broadly categorized based on the attacker’s
knowledge of the target model. In a white-box attack scenario,
the attacker possesses complete knowledge of the model’s
architecture and parameters, enabling precise and potent adver-
sarial example crafting [25]. In this scenario, gradient-based
methods, such as the Fast Gradient Sign Method (FGSM)
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Fig. 1. High-level diagram of attacks for voice disorder detection systems.

and Projected Gradient Descent (PGD), leverage the model’s
gradient information to create perturbations that maximize
prediction error while remaining imperceptible to human ears
[26]. In contrast, black-box attacks assume that the attacker
has no direct access to the target model information but can
observe its output given specific inputs, making these attacks
more reflective of real-world scenarios [27]. Several works
exploit this strategy to fool audio-based systems [28], [29].
Despite the extensive exploration of adversarial attacks
within the broader audio domain, the application of such
attacks on voice disorder detection systems has, to the best
of our knowledge, not yet been reported. Given the critical
nature of healthcare applications, the potential implications of
such adversarial interventions are manifold and particularly
concerning. Firstly, introducing adversarial perturbations could
lead to erroneous diagnosis, either by masking the presence of
a disorder or by falsely indicating one, thereby undermining
the reliability of these systems in clinical settings. Further-
more, the integrity of patient data could be compromised, lead-
ing to privacy violations and loss of trust in digital healthcare
solutions. The robustness of voice disorder detection models
must be severely tested, exposing vulnerabilities that could be
exploited to degrade system performance over time.

III. ADVERSARIAL ATTACKS FOR DISORDER DETECTORS

Integrating ML into the diagnostic process offers an in-
novative solution that optimizes diagnostic times and preci-
sion. Computer-aided diagnosis systems have already shown
promise in image processing for disease prediction [30] and
can thus be applied to voice disorder detection, providing new
methods to analyze acoustic data. However, the advancement
of these technologies introduces potential risks that need
careful examination. To address these concerns, this study ex-
amines the vulnerabilities of voice disorder detection systems
to targeted manipulations used for side-channel attacks (Fig.
1). We investigate how such attacks can deliberately alter the
system’s output, causing it to erroneously classify ’normal’
voice samples as “pathological’. To assess different levels of
vulnerability, we implement both simple attacks involving tone
and pitch manipulation and more complex attacks, such as
adversarial ones.

For this purpose, we utilize a comprehensive approach
encompassing white-box and black-box attack scenarios. The
white-box attacks are conducted by leveraging two adversarial



techniques based on gradients, exploiting complete visibility
of the model’s architecture and parameters. In parallel, black-
box attacks are emulated by altering the pitch or adding
an extraneous but imperceptible tone to the audio samples.
This approach allows for a more realistic attack scenario,
where the adversary lacks direct knowledge of the model’s
inner workings and relies solely on its output to provoke
misclassification. The proposed two-faceted approach ensures
accurate and thorough investigations into the robustness of
VDD systems against various adversarial tactics.

1) White-box attacks: In this study, we applied two well-
known gradient-based techniques, namely Fast Gradient Sign
Method (FGSM) and Projected Gradient Descent (PGD), to
explore the vulnerability of ML models to white-box adver-
sarial attacks. The FGSM approach manipulates the input data
by calculating the loss gradient with respect to the input
features, identifying the direction in which slight changes
can most effectively mislead the model. This gradient sign
is then scaled by a value called epsilon (¢), which controls
the intensity of the perturbation added to the original input.
The PGD approach can be considered an extension of the
FGSM technique: it iteratively applies multiple small gradient
updates to perturb the input data. Again the perturbation is
adjusted within a predefined ¢ boundary, but iteratively to find
the optimal direction and magnitude.

Since the architectures and parameters of the models must be
known by the attacker for precise calculation of gradients, we
define such attacks as white-box.

2) Black-box attacks: These attacks are based on the princi-

ple that the attacker has no knowledge of the model’s internal
workings, including its architecture, weights, or the specific
algorithms it employs. Instead, the attacker only has access to
the model’s input-output behavior. In this study, we applied
two particular black-box evasion attacks: tone evasion attack
and audio pitching.
The first is based on inserting a specific tone into an audio
sample. In this regard, it is possible to modify the tone param-
eters to be inserted (e.g., in terms of amplitude, frequency, and
phase) to balance the perturbation induced on the audio sample
with the auditory perception of the disturbance. In our analysis,
we selected several sine waves with varying frequencies and
amplitudes. Specifically, we chose frequencies of 50, 75, 100,
125, and 150 Hz. For each frequency, we considered five
different amplitudes to evaluate their auditory influence on the
original audio: from causing a slight effect (0.2, 0.3, 0.4) to
inducing a significant auditory disturbance (0.8, 0.9). Notably,
higher amplitude values increase both the perturbation on the
audio samples and the auditory perception of the disturbance.
A second attack proposed in this work is based on the
substantial modification of the pitch of the audio samples. This
experiment aims to determine if a voice disorder detection sys-
tem is resilient enough to pitch modification on test samples.
In this case, all the experiments were carried out by a pitch
down of 5 steps (on a total of 12 per octave). This particular
value is chosen to slightly modify the samples but leave all
auditory properties as close to the original audio.

IV. EXPERIMENTAL PROTOCOL
A. Datasets

For the experimental analysis, we used two different
datasets, the HUPA dataset [31] and the Saarbruecken Voice
Database (SVD). The HUPA dataset recorded by Universidad
Politécnica de Madrid and Principe de Asturias Hospital of
Alcald de Henares is composed of two types of audio: 100
normal samples are related to users who do not have vocal
difficulties, while 100 pathol samples are related to users
with voice disorders (vocal fold polyps, nodules, edema, vocal
leukoplakia, etc.). All these audios have a length between 1
and 3 seconds and a 25 kHz sampling rate. The SVD database
is an exhaustive collection of voice recordings by more than
2000 persons. It was collected at the Institute of Phonetics
and Phoniatry, Caritas Clinic St. Theresia, Saarbriicken. The
dataset comprises audio samples of the sustained vowel sounds
/al, fi/, and /u/ uttered at different intensities: normal, high,
and low, along with variations in a rising and falling pitch
pattern. Each sample was recorded at a frequency of 50 kHz.
For the purposes of this study and for the sake of space, we
focused exclusively on the vowels /a/ uttered at normal pitch.
We then selected three prevalent voice disorders: vocal fold
cyst, vocal fold polyp, and unilateral vocal fold paralysis, to
ensure a comparable sample size with the HUPA datasets.
After this process, we obtained a subset of 520 recordings
from individuals aged 16 and older, balanced with 260 normal
and 260 pathological samples.

B. Voice disorder detectors

For the implementation of voice disorder detectors, two
different types of features were analyzed: (i) a low-level acous-
tic, mel-spectrogram feature, calculated as one spectrogram at
mel-frequency from the Fourier spectrum using a nonlinear
transformation at the frequency axis and normalized between
0 and 1; (ii) the Mel Frequency Cepstral Coeficients (MFCC)
feature, obtained by applying Discrete Cosine Transform
(DCT) to convert log Mel spectrum in the time domain.

Four different classifiers were subsequently used:

e The simple CNN proposed in [32], composed by two
transposed 2D convolutional layers, a pooling layer, and
multiple fully-connected layers.

¢ A CNN feature-extractor followed by an SVM classifier
(linear kernel), as proposed in [32].

o MobileNetV3Small [33], [34], a deep but at the same
time fast network with low computational complexity.
In particular, we used a model pre-trained on natural
images. To adapt the network and carry out fine-tuning,
we replaced the last layer with a dense two-neuron layer
and modified the first layer to manage a single-channel
input. We used stochastic gradient descent as optimizer.

o MobileNetV3Small followed by an SVM classifier: in
this case, the last dense layer of the MobileNet has been
replaced with a Radial Basis Function SVM kernel.

From the combination of these feature extractors and classi-
fiers, we obtained six different voice detectors that we used to



evaluate the danger of the attacks created. To select the models
on which to carry out the attack, each dataset was divided into
training, validation and test (70%, 10 %, 20 %), and after a
5-fold cross-validation, the best model was selected.

Before extracting the features, each sample was subjected
to a pre-processing phase to adapt to the input of the specific
network. For MobileNet-based detectors, each audio file is
divided into multiple 200 ms snippets with an overlap of
160 ms (sampled at 25 kHz). For CNN-based detectors, each
audio file is divided into multiple 1 s snippets with an overlap
of 900 ms (sampled at 16 kHz).

Since each snippet represents a sample for the implemented
models, the experimental evaluation produced both an ac-
curacy on the snippets and on the entire audio file. The
classification of the entire audio file was achieved by majority
voting on the snippet predictions. In particular, in the white-
box scenario, since the attacker has knowledge of the entire
architecture, he/she can attack the single correctly classified
snippet. In the black box case, in order to obtain comparable
results with the white box, we distinguish two scenarios: the
attacker is completely uninformed, so he/she attacks the entire
audio file, or the attacker is aware of the division into snippets
and can thus attack a single snippet. Since the attacks were
only carried out on correctly classified healthy samples, results
are reported in terms of True Positive Rate (TPR).

V. EXPERIMENTAL RESULTS
A. Black-box evaluation

The results of the black-box evaluation for tone and pitch
evasion attacks are reported in Fig.s 2 and 3, respectively. Eval-
uations were carried out using tones at different frequencies
and scales. The tone-based evasion attack results (Fig. 2) show
that adding a tone generally reduces the accuracy of the model
evaluated. In particular, it can be seen that the deterioration
in accuracy is mainly related to the amplitude scale used for
the attack. Higher tone scales result in more significant errors
in classification: in particular, this manipulation causes the
TPR, which originally ranges between 70% and 90%, to drop
to values below 40%. This is reasonable since higher-scale
tones introduce more noise into the samples, leading to greater
classification errors. On the other hand, by fixing the scale and
varying the frequency from 50 to 150 Hz, less influence of the
latter was seen in terms of classifier accuracy. Additionally, the
results also show that overall the MFCC feature is more robust
to this kind of manipulation.

Fig. 3 shows the results of the pitch-based evasion attacks.
Changing the pitch in all cases leads to a decrease in TPR.
However, it is also evident that the drop in performance is
not as high as that seen in the case of tone-based attacks.
Furthermore, except for using a step of —1, the drop in perfor-
mance generally seems uncorrelated with the pitch step values
used. The findings generally highlight the non-robustness of
the models analyzed to normal variations in tone and pitch,
which may also occur not necessarily for attacks. In fact,
although the mel-spectrogram features are more sensitive to
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Fig. 3. Results of the pitch-based evasion attacks.

these variations, all the combinations of classifiers/features
analyzed report a significant decrease in TPR.

B. White-box evaluation

In the white-box scenario (Fig. 4), both PGD and FGSM ad-
versarial attacks demonstrated their effectiveness in deceiving
the classifiers even with minimal perturbations (¢ = 0.001),
especially when using a MobileNet architecture. This vulnera-
bility is even more evident at higher epsilon values (e = 0.1),
where the perturbation noise is severe enough to flatten the
classifier’s scores, either on the normal classification (FGSM)
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Fig. 4. Results of PGD and FGSM attacks, using different ¢ values.



or on the pathological classification (PGD). On the other
hand, CNNs show greater robustness against such attacks,
maintaining better performance and stability across various
perturbation levels.

It is interesting to note the effectiveness of the FGSM attack,
which, being much faster than PGD, can be used in real-time,
deceiving the system without causing any slowdown.

As a final analysis, we computed the boxplots in Fig. 5
to illustrate the distribution of classifier scores for snippets
of correctly classified files before and after attacks. For the
sake of space, only the results of the classifiers based on
the mel-spectrogram features on the HUPA dataset have been
reported. However, they are representative of the overall trends
observed. Each boxplot displays several key statistics: the
median, the interquartile range (IQR, the box length which rep-
resents the spread of the middle 50% of the data), and potential
outliers (points beyond the whiskers, which extend to 1.5 times
the IQR from the quartiles). Overall, the original snippets
exhibit lower median scores and narrower IQRs, indicating
consistent and reliable classifier performance on clean data.
In contrast, the attacked snippets show higher median scores
and wider IQRs, highlighting the significant impact of pertur-
bations on classification accuracy. Additionally, the presence
of outliers in the attacked data suggests that the perturbations
are causing extreme variations in the classifier’s scores, further
emphasizing the systems’ vulnerability to adversarial attacks.

VI. DISCUSSION AND CONCLUSION

In this paper, we analyzed the robustness of voice disorder
detection systems to changes in input signals by evaluating
both black-box and white-box attacks. Our results highlight a
critical susceptibility of these systems to adversarial perturba-
tions. To understand the extent of these perturbations on the
original signals, we reported in Fig. 6 an example of original
and manipulated signal for all attacks performed. While pitch
and tone attacks introduce noticeable but specific alterations
to the waveform, FGSM and PGD attacks, particularly at
higher epsilon values, cause significant noise, demonstrating
how these adversarial methods can distort the input signals
and potentially compromise the detection systems.

The susceptibility of voice disorder detection systems to
adversarial attacks poses a significant challenge to their relia-
bility and effectiveness. Our future work will focus on devel-
oping robust defense mechanisms to enhance the resilience of
these systems against such perturbations. A risk model will be
associated with evaluating the concrete impact of neglecting
true positives or caring for false positives with further medical
treatments. In addition, the erroneous classification of normal
audio as pathological can have significant ramifications outside
clinical settings, as the case of cyberbullying or harassment
campaigns.
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