
Contents lists available at ScienceDirect

Blockchain: Research and Applications  

journal homepage: www.journals.elsevier.com/blockchain-research-and-applications

Research Article

Smart listeners: A hybrid-optimistic inter-blockchain communication 

protocol

Alessandro Bigiotti a, ,∗, Leonardo Mostarda b, , Alfredo Navarra b, , Andrea Pinna c, , 

Roberto Tonelli c, , Matteo Vaccargiu c,

a Division of Computer Science, University of Camerino, Via Madonna delle Carceri, 9, Camerino 62032, Italy
b Department of Mathematics and Computer Science, University of Perugia, Via Vanvitelli, 1, Perugia 06123, Italy
c Department of Mathematics and Computer Science, University of Cagliari, Via Ospedale, 72, Cagliari 09124, Italy

A R T I C L E I N F O A B S T R A C T 

Keywords:

Blockchain

Consensus algorithm

Interoperability

Cross-chain

Inter-chain protocol

In recent years, blockchain technology has seen significant practical growth, yet it has not seen the same 
advancement from a theoretical perspective. This has led to the creation of numerous blockchains that are 
very different from each other and behave like isolated worlds. The research and development of theoretical 
frameworks, which define the fundamental properties of blockchains and define standards to follow for a more 
homogeneous implementation approach, have become extremely important. A theoretical model can help not 
only to design blockchains in the future but also to define a set of minimum requirements to be met for the 
creation of interoperability protocols between existing blockchains. In this work, we propose a theoretical model 
of blockchain that describes its most significant properties. Starting from our theoretical model, we present 
Smart listeners, a blockchain interoperability protocol that finalises an inter-chain transaction with just two 
transactions: one on the source blockchain and one on the destination blockchain. The protocol is optimistic 
since changes on the source blockchain occur as if inter-chain transactions were successful. It is a hybrid since it 
combines some properties of watchtowers and oracles in the off-chain components. We provide a benchmark 
on the performance of the proposed protocol in terms of latency and transactions per second. Finally, we 
define the minimum requirements that a blockchain should satisfy to allow the application of general-purpose 
interoperability protocols.

1. Introduction

Blockchain, at its core, is a peer-to-peer network of untrusted nodes. 
By relying on cryptography and distributed algorithms, the network 
participants are able to exchange transactions that are validated by 
the network itself. Cryptography has a dual function in blockchains; 
asymmetric digital signatures are used to authenticate participating 
nodes, whilst hash functions are used to ensure tamper-proof trans

action data. The nodes of the network reach an agreement on the 
transactions that have occurred using distributed algorithms, which 
are called consensus algorithms. The transactions are kept in a dis

tributed ledger as a linked list of signed blocks. At the dawn of 
this technology, we find Bitcoin, which offers a distributed payment 
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system implementing cryptocurrency [1]. More recent blockchains, 
such as Ethereum [2] and Algorand [3], in addition to cryptocur

rency exchanges, also allow the development of smart contracts, 
digital contracts that are executed within the blockchain [4]. Each 
blockchain implements its own cryptographic scheme, a dedicated 
consensus algorithm and allows the development of smart contracts 
with specific programming languages. These features make blockchains 
isolated and self-su�icient worlds. This means the blockchains are 
unable to communicate with each other. Other differences can be 
found in governance [5], and we can distinguish between permis

sionless blockchains, where anyone can participate, and permissioned 
blockchains, where only a predefined set of nodes can interact with the 
network.
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In recent years, interest in this technology has grown consider

ably, and dozens of blockchains with very different characteristics have 
emerged. Thus, the search for interoperability protocols that allow 
generic interactions has become essential for the applicability and sur

vival of this technology.

Numerous solutions have been proposed in the literature to make 
blockchains communicate, mainly with the aim of carrying out cryp

tocurrency exchanges [6--11] or increasing scalability and extending 
features with sidechains [12--15]. Standards have also recently emerged 
that aim at leading interoperability between blockchains, such as inter

blockchain communication [16] and cross-chain message passing [17] 
adopted by Cosmos [18] and Polkadot [19], respectively. Also, interop

erability based on off-chain Oracles has been proposed as the cross-chain 
interoperability protocol by Chainlink [20,21] and Gravity [22].

However, the proposed solutions lack solid theoretical foundations 
to guarantee the safety and liveness properties of the implemented pro

tocols. Moreover, the above-mentioned solutions are designated for pub

lic blockchains, where the privacy requirement is not a central factor. 
Nowadays, the demand for the integration of blockchains in business 
contexts, such as Industry 4.0 [23,24], also requires that blockchain 
data is somehow preserved and not disclosed. The authors in Ref. [25] 
also highlighted how the problem of interoperability between different 
blockchains is a field to be explored. Despite the proposal of various 
techniques, there is still a gap in the development of secure and effi

cient strategies that avoid any bottlenecks in the so-called cross-chain 
transactions, especially for consortium-based blockchains.

This paper proposes a theoretical contribution, formalising the 
blockchain by emphasising the main characteristics that make inter

operability very complicated. In particular, as outlined by the authors 
in Ref. [26], the main issues we need to consider concern the hetero

geneous models implemented in different blockchains. The first aspect 
involves very different consensus protocols; thus, close attention must 
be paid to the finality of the consensus protocols (deterministic or non

deterministic), as well as the latency and block production time. Again, 
in accordance with Ref. [26], the second aspect involves the use of very 
different cryptographic primitives, and this could concern the lack of 
efficient protocols for interoperability between blockchains.

Keeping these properties in mind, we define an interoperability pro

tocol between different blockchains that is of general purpose and that 
somehow preserves the privacy of the blockchains involved (i.e., only 
the data object of the inter-chain transaction must be accessible from 
the other blockchain). The protocol is mainly intended for private or 
consortium permissioned blockchains. In particular, in our theoretical 
framework, we want to define the technical interoperability [27] that 
the protocol must follow. Finally, we will answer the open questions 
highlighted by the authors in Ref. [27]: Q.1: What are the technical re

quirements that a blockchain should meet to enable general-purpose 
interoperability protocols? Q.2: What are the technical requirements an 
inter-chain protocol must provide to assure safety and liveness proper

ties?

1.1. Paper structure

The paper is structured as follows: in Section 2, some works that 
include theoretical approaches to blockchains are provided and the 
motivations that led us to this work are given. In Section 3, our for

malisation of blockchain is given, emphasising the differences in the 
cryptography and the consensus algorithms, and a formal definition of 
an inter-chain transaction is given. In Section 4, the properties of the 
third party responsible for implementing inter-chain transactions are 
defined. In Section 5, an overview of the operations of the protocol is 
presented, showing the behaviour in different failure cases, including 
Byzantine faults. In Section 6, the procedures performed by the inter

chain protocol during the various steps are detailed, and discussions 
about safety and liveness properties are provided. In Section 7, we pro

vide a series of examples demonstrating the applicability of the proposed 

protocol, along with a performance benchmark measuring transaction 
latency and throughput. In Section 8, some considerations are made 
about the protocol and the answers to questions Q.1 and Q.2 are given. 
In Section 9, the results and open points that we wanted to address are 
highlighted, and a series of useful observations are provided for future 
work.

2. Background and motivations

Although blockchain technology has already found ample confir

mation from an applied point of view, the same cannot be said from 
a theoretical perspective. There are not many works in the literature 
that try to formalise the blockchain with the aim of defining a series of 
properties or minimum requirements useful for guiding the design and 
development of future blockchains in order to simplify the interoper

ability processes between them. In this section, we show some works in 
the literature that have tried to formalise the blockchain.

One of the earliest theoretical works on formalising distributed 
ledgers was presented in Ref. [28], where the operations and features 
that a distributed ledger should support are provided, along with an ap

propriate formulation of a distributed ledger itself. The authors define 
the formal structure, ledgers, required properties and procedures that 
can be executed. Being one of the first works attempting to formalise 
blockchain, it still lacks many details and case histories. As the authors 
conclude, they do not address potential Byzantine behaviours and ac

knowledge that they have only just begun to explore the topic. They 
emphasise the need for further research to fully understand and prop

erly formalise blockchain technology.

One of the first works that tries to formalise the interoperability be

tween blockchains can be found in Ref. [29]. The authors provide a 
formal blockchain model on the basis of which they give a definition of 
interoperability between different blockchains. In their basic definition 
of blockchain, they demonstrate that interoperability is not viable. By 
relaxing some constraints on their assumptions, they conclude that inter

operability between blockchains is possible, but the blockchains would 
degenerate into a single blockchain with two distinct ledgers, what they 
call a ``2-in-1'' blockchain.

The authors in Ref. [26] propose a formalisation of the blockchain 
focusing on the properties of the fair exchange problem. In their theoret

ical model, they summarise the general properties that every blockchain 
interoperability protocol should have. The first conclusion they draw 
about what they call a correct cross-chain communication (CCC) pro

tocol is the recommended presence of a trusted third party who is re

sponsible for managing communications. With this in mind, they create 
a framework for creating new CCC protocols and evaluating existing 
ones. The same authors propose a series of guidelines for the design of 
protocols for asset exchange and data migration. The authors themselves 
leave a series of open points that inspired the present work. In particular, 
in our model, we explore the properties that an inter-chain communica

tion protocol should satisfy for blockchains that present profoundly dif

ferent characteristics, both in the consensus algorithm adopted, which 
drastically affects transaction throughput and in the cryptographic prim

itives used to manage authentication and data integrity.

2.1. Interoperability among blockchains: fair exchange problem or 
distributed transactions?

Interoperability between blockchains is a problem that requires the 
transfer of information from one blockchain to another. In the literature, 
we can find numerous works that have described and addressed similar 
problems. In this section, we want to show the similarities between the 
problem of interoperability between blockchains and the fair exchange 
problem, as well as the problem of distributed transactions.

The first problem that presents similar characteristics is the fair ex

change problem. In the fair exchange problem, we have two parties 𝑃
and 𝑄 that have certain information 𝑖𝑃 and 𝑖𝑄, respectively. The aim is 
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to ensure that 𝑃 and 𝑄 exchange information and the possible results 
can be: success, in which case both 𝑃 and 𝑄 possess the reciprocal in

formation; abort, in which case neither 𝑃 nor 𝑄 possesses the reciprocal 
information. The two parties 𝑃 and 𝑄 must reach an agreement on the 
information 𝑖𝑃 and 𝑖𝑄 to be exchanged. Generally, the respective infor

mation is associated with a description 𝑑𝑖𝑃 and 𝑑𝑖𝑄 used to guide the 
exchange and verify that the parties are behaving honestly. The content 
and definition of the specific information are strictly linked to the spe

cific use case. For instance, users can exchange goods [30] for which 
they know the information in advance, e.g., cryptocurrencies between 
different blockchains, tokens, or the sale of a certain good in exchange 
for money. In other cases, users do not know the information about the 
goods they are exchanging, e.g., the purchase of a file [31] where the 
information is divided into smaller portions which are exchanged incre

mentally.

Any solution to the fair exchange problem must guarantee the fol

lowing properties [32,33]:

Effectiveness: If both parties 𝑃 and 𝑄 behave correctly and do not want 
to abandon the exchange, when the protocol has been completed 𝑃
has 𝑖𝑄 and 𝑄 has 𝑖𝑃 ;

Timeliness: An honest party will eventually reach a termination state, 
either success or abort;

(Strong) Fairness: There is no outcome of the protocol in which 𝑃 re

ceives 𝑖𝑄 and 𝑄 does not receive 𝑖𝑃 (and vice versa).

The authors in Ref. [32] provide a reduction of the consensus prob

lem to the fair exchange problem, showing that the fair exchange prob

lem is a particular case of the decision problem. In the decision, or 
consensus, problem, we have a set of participants 𝒫 := {𝑝1,… , 𝑝𝑛} that 
fulfil a set of possible tasks Υ := {𝜐1, 𝜐2,… , 𝜐𝑘}. The tasks performed by 
the participants end in a set of possible valid states 𝑇 :={𝑡1, 𝑡2,… , 𝑡𝑝}. 
The participants can be honest or malicious, leading to Byzantine faults 
[34,35]. Two fundamental properties must be guaranteed in distributed 
protocols: the safety property guarantees the correctness of the proto

col, and the liveness property guarantees the termination of the protocol 
[36--39]:

Agreement: is a safety property ensuring that all the honest parties 𝑝𝑖
agree on the same value or decision 𝜐(𝑝𝑖). In other words, it cannot 
happen that two different honest parties reach a conflict:

𝜐𝑖(𝑝𝑖) = 𝜐𝑖(𝑝𝑗 ), ∀𝜐𝑖 ∈Υ, ∀𝑝𝑖, 𝑝𝑗 ∈ 𝒫

Validity: is a safety property ensuring that the value or decision pro

vided by the system is a valid one. It guarantees that the system 
does not get stuck in an incorrect state:

𝜐𝑖(𝑝𝑗 ) ∈ 𝑇 , ∀𝜐𝑖 ∈Υ, 𝑝𝑗 ∈ 𝒫

Termination: is a liveness property ensuring that the protocol eventu

ally produces a result or decision, even in the presence of Byzantine 
faults. It prevents the system from entering an indefinite or non

terminating state:

𝜐𝑖(𝑝𝑗 ) ≠∅, ∀𝜐𝑖 ∈Υ, 𝑝𝑗 ∈ 𝒫

The authors in Ref. [26], exploiting the characteristics of the fair 
exchange problem, propose a reduction of the interoperability problem 
to the fair exchange problem. Thus, they propose a CCC protocol that, 
satisfying the properties of Effectiveness, Timeliness and (Strong) Fairness, 
solves the interoperability problem among blockchains. In particular, 
these properties must be satisfied by a protocol that allows the effective 
exchange of information.

Blockchains are distributed ledgers that maintain data; hence, we 
also find similarities with the problem of distributed transactions [40]. 
The criteria and requirements adopted for the study of distributed 

transaction systems are inherited in interoperability systems between 
blockchains since they share analogous issues.

Transactions must comply with the following four (ACID) properties 
[41]:

Atomicity: The transaction is indivisible. It must ensure that all the op

erations of a transaction are completed (success) or none of them 
are executed (abort), it must not happen that some of them are com

pleted and others not;

Consistency: The transaction does not violate system invariants. It al

lows the preservation of data integrity within the system;

Isolation: Concurrent transactions do not interfere with each other;

Durability: Once a transaction is finalised, the changes are permanent. 
More precisely, it ensures that the data alteration is irreversible and 
that data will not be lost even in the event of a system failure.

In order to ensure the ACID properties, several protocols have been 
proposed in the literature for distributed transaction management. Some 
methods, such as two-phase commit [42] and the try, confirm and can

cel [43], prepare the transaction and then seek consensus among the 
network to commit or rollback. Other mechanisms involve messaging to 
perform a transaction: local messaging [44] and transactional messaging 
[45]. In these approaches, the initial notifier ensures that the message 
is sent and received at the receiving end. In other words, the reliabil

ity of the message is ensured by the notifier. Depending on the result 
of the messages exchanged, either a commit or a rollback takes place. 
Another approach is called best effort notification [46], in which par

ties can make queries about notifications. With this model, the initiating 
notifier does its best to notify the recipient of the business processing 
result, but the message may still not be received. As a result, the receiv

ing side must actively call the initiator notifier interface to query the 
business processing result, which means that the reliability of the no

tification relies on the receiving side. Finally, another type of solution 
for managing distributed transactions is the one proposed by the au

thors in Ref. [47], in which they introduce the concept of ``saga''. This 
requires dividing a transaction into many smaller transactions, each of 
which must be executed atomically. If one of the transactions fails, a 
reverse-order execution is performed to restore data consistency.

Our approach was influenced by keeping in mind both the safety 
and liveness properties of the consensus problem, and also by keep

ing in mind the properties of distributed transactions. In particular, the 
properties of the protocols that solve the fair exchange problem and the 
consensus problem will be used to prove the safety and liveness of the 
interoperability protocol that we will present in the paper. Additionally, 
the properties of distributed transactions help verify the correctness of 
the operations carried out by the protocol and the state consistency of 
the involved blockchains.

2.2. Contribution

1. Present a theoretical model that emphasises the properties and con

straints of the blockchain resulting from consensus algorithms and 
cryptographic primitives.

2. Define an inter-chain transaction and its properties. Present Smart 
listener, an interoperability protocol that aims at preserving the 
privacy of the involved blockchains. In the protocol, off-chain com

ponents do not communicate with each other, and only two transac

tions are required to finalise an inter-chain transaction. Therefore, 
we show a performance benchmark of the proposed solution.

3. Answer the questions: Q.1: What are the technical requirements 
that a blockchain should meet to enable general-purpose inter

operability protocols? Q.2: What are the technical requirements 
an inter-chain protocol must provide to assure safety and liveness 
properties?
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3. Notation and terminology

In this section, a formalisation of the blockchain is provided, 
and a series of terminologies will be introduced that will help us to 
present an interoperability protocol that is independent of the particu

lar blockchain. To this end, this section introduces a formalisation of the 
blockchain that focuses mainly on the aspects of cryptography and dis

tributed algorithms, which, in our opinion, are the cornerstones of the 
blockchain structure. Exploiting the properties of the theoretical model, 
we will define an interoperability protocol between blockchains.

In what follows, we provide a formalisation of the blockchain that 
manages to capture the greatest number of its characteristics and prop

erties. To do so, we will define the basic elements of the blockchain, and 
then we will define a blockchain in general terms. The list of all symbols 
is reported in Tables A.1 and A.2 in Appendix A.

3.1. Digital signature and hash functions

One of the central aspects of blockchain concerns cryptography. 
Cryptography allows to guarantee authenticity between blockchain par

ticipants and the integrity of the data maintained in the distributed 
ledger. To guarantee authenticity, digital signatures are used [48]. 
A cryptographic digital signature scheme can be defined as, [49,50]:

Definition 1 (Digital signature). A Digital signature scheme is a tuple of 
algorithms Σ := <𝐺, 𝑆 , 𝑉 >, where:

𝐺(𝜅) → (𝑝𝑘, 𝑠𝑘) is the key generation algorithm that, given a security 
parameter 𝜅, generates a pair of keys (𝑝𝑘, 𝑠𝑘); 𝑝𝑘 is called public 
key and 𝑠𝑘 is called private key or secret key;

𝑆(𝑚,𝑠𝑘) → 𝜎(𝑚) is the signing algorithm that, given a generic message 
𝑚 and a private key 𝑠𝑘, generates a signature 𝜎(𝑚) associated to the 
message 𝑚;

𝑉 (𝑚,𝜎(𝑚), 𝑝𝑘) → {0,1} is the verification function that, given a mes

sage 𝑚, its signature 𝜎(𝑚) and a public key 𝑝𝑘, outputs 1 if the 
signature is valid, 0 otherwise.

The concept of a signature scheme can be extended to contexts in 
which multiple parties cooperate. The parties must act as a single entity. 
To this end, a scheme called threshold signature has been proposed, 
which is defined as follows, [51]:

Definition 2 (Threshold signature). A (𝑡, 𝑛)-Threshold signature scheme 
is a tuple of algorithms Σ(𝑡,𝑛) := <𝐺𝑛,𝑆,𝑉 >, where:

𝐺𝑛(𝜅) → < 𝑝𝑘, 𝑣𝑘, [𝑠𝑘1, 𝑠𝑘2,… , 𝑠𝑘𝑛] > is the key generation algorithm 
that, given a security parameter 𝜅, generates a public key 𝑝𝑘, a veri

fication key 𝑣𝑘 and a list of secret keys or private keys [𝑠𝑘1,… , 𝑠𝑘𝑛] 
owned by the single participants. All participants know the public 
key 𝑝𝑘 and the verification key 𝑣𝑘;

𝑆(𝑚,𝑣𝑘,< 𝜎1, 𝜎2,… , 𝜎𝑡 >) → 𝜎(𝑚) is the signing algorithm that, given 
a generic message 𝑚, the verification key 𝑣𝑘 and the partial signa

tures 𝜎𝑖 for 𝑚, generates a signature 𝜎(𝑚) associated to the message 
𝑚. The verification key 𝑣𝑘 is used to verify the correctness of the 
individual signature 𝜎𝑖. If the minimum number of signature 𝑡 is 
reached, the signer will output the global signature 𝜎(𝑚);

𝑉 (𝑚,𝜎(𝑚), 𝑝𝑘) → {0,1} is the verification function that, given a mes

sage 𝑚, its signature 𝜎(𝑚) and the public 𝑝𝑘, outputs 1 if the signa

ture is valid, 0 otherwise.

The (𝑡, 𝑛)-threshold signature allows signing a message 𝑚 only if at 
least a minimum number 𝑡 of the total participants 𝑛 signs the message. 
One of the main peculiarities of the threshold signature is that its veri

fication is carried out as if it were a normal signature.

Hash functions are used to guarantee integrity [52,53]. A hash func

tion, in its most general form, can be defined as:

Definition 3 (Hash Function). A hash function is a function defined as:

𝐻 ∶=𝐷→𝑅

where the domain 𝐷 := {0,1}∗ and the co-domain 𝑅 := {0,1}𝑛, for 
some fixed 𝑛 ≥ 1.

According to Ref. [54], a hash function 𝐻 should satisfy some re

quirements in order to be applied for security purposes, i.e.,:

I. 𝐻 can be applied to data of any bounded length;

II. Given any input 𝑚, it is polynomial to compute 𝐻(𝑚) (also referred 
to as the digest message);

III. Given 𝐻 and 𝐻(𝑚), it is computationally hard to find 𝑚;

IV. Given 𝐻 and 𝑚, it is computationally hard to find 𝑚′ such that 
𝐻(𝑚) = 𝐻(𝑚′);

V. Given 𝐻 , it is computationally hard to find 𝑚 and 𝑚′ such that 
𝐻(𝑚) = 𝐻(𝑚′).

The requirements I and II are for a practical perspective, making the 
hash functions applicable and efficient. The requirement III, also known 
as pre-image resistant or one-way property, states that given a message 
digest 𝐻(𝑚) it is hard to reconstruct the original message 𝑚. The re

quirement IV, also known as second pre-image resistant, guarantees that 
an alternative message hashing to the same code as a given message 
cannot be found. Finally, the requirement V, also known as collision re
sistant, guarantees that it should be computationally infeasible to find 
any two distinct messages with the same digest.

Hash functions are used within the blockchain as proof of the in

tegrity of the blocks composing the blockchain itself. In the blockchain, 
each transaction and each block are marked with its hash.

Blockchains use different cryptographic primitives for the authenti

cation of the nodes participating in the network and for the integrity 
of the data exchanged between the nodes. Just as an example, Bitcoin 
[1] uses the elliptic curve digital signature algorithm (ECDSA) based 
on asymmetric cryptography [55] to authenticate the nodes, while it 
uses Secure Hash Algorithm (SHA)-256 for data integrity. Ethereum [2] 
uses ECDSA like Bitcoin to authenticate the nodes, while it uses SHA-3, 
also known as keccak-256 [56], for data integrity. The use of different 
cryptographic schemes constitutes a barrier to building interoperability 
protocols. In fact, even if Bitcoin uses the same cryptographic scheme 
as Ethereum to authenticate the nodes (both use ECDSA and make use 
of the same elliptic curve, that is, the secp-256k1), interoperability re

mains difficult since each scheme has a different instance on the two 
blockchains and the participants cannot be shared between the two 
blockchains. The integrity interoperability is even more complicated, 
as the schemes are completely different; therefore, the generation and 
verification of hashes is not compatible between the two blockchains. 
A generic blockchain interoperability protocol should take these differ

ences into consideration and should be able to manage them at their 
best.

3.2. Distributed protocols and consensus algorithm

Another cornerstone of the blockchain concerns the use of dis

tributed protocols for maintaining events that have occurred between 
the participants of the blockchains themselves. In general, a distributed 
protocol meets the property of correctness and termination if and only 
if both the property of safety and liveness are verified. Mainly, the dis

tributed protocols within the blockchain are needed to implement the 
so-called consensus algorithm, an algorithm that allows network partic

ipants to agree on what happens within a given period of time. Theo

retically, this type of protocol finds its foundations in the problem of 
the Byzantine generals [35]. One of the first consensus protocols was 
the practical Byzantine fault-tolerant algorithm (PBFT) [34], a proto

col for state machine replication. The protocol proceeds in rounds, each 
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round is composed of three steps, in which the parties must agree on 
the correctness of the computations and the correctness of the states. 
Nowadays, several variations of the PBFT protocols are proposed; one of 
the most recent is the Istanbul Byzantine fault-tolerant algorithm (IBFT) 
[57]. These kinds of protocols are sometimes referred to as proof of au

thority (PoA) ones [58], and are mostly used in private blockchains. 
A widely used consensus algorithm for public blockchains is the proof 
of work (PoW) [59] where computational power is required to resolve 
a complex cryptographic puzzle. Another well-known algorithm is the 
so-called proof of stake (PoS) [60], where a set of participants have to 
share a minimum amount of staking (i.e., some amount of cryptocurren

cies). Each consensus protocol is profoundly different from the others, 
and the ways in which it meets the properties of agreement, validity and 
termination are quite different. Just to give an example, the agreement 
and validity in BFT are guaranteed by assuming a maximum number of 
tolerated Byzantine nodes in the network equal to 1/3 of the total nodes. 
In PoW, they are guaranteed, assuming that the number of honest nodes 
is greater than 50% of the total nodes. The termination property is also 
very different, and it drastically affects the time needed to produce the 
correct value or decision. For example, in the IBFT protocol, termination 
is guaranteed by the pre-established time for each round available to the 
network nodes, while in PoW, it requires finding the solution to a cryp

tographic puzzle. The difference between the consensus algorithms of 
the various blockchains constitutes another barrier in the development 
of interoperability protocols.

3.3. Formalisation of the blockchain

To interact with the blockchain, each participant must be registered 
in the blockchain and be authorised to operate on it. We define a par

ticipant as follows:

Definition 4 (Participant). A participant is a tuple

𝑝 := < 𝑎,𝑣𝑎, 𝑝𝑘𝑎, 𝑠𝑘𝑎 >, where:

𝑎 : is the identifier of a participant, which we call ``address'';

𝑣𝑎 : it is the value that can be spent by the participant;

𝑝𝑘𝑎 : is the participant’s public key;

𝑠𝑘𝑎 : is the participant’s private key.

The private key 𝑠𝑘𝑎 is used by the participant identified by 𝑎 to con

duct some operations. Each pair (𝑝𝑘𝑎, 𝑠𝑘𝑎) is generated with a precise 
cryptographic scheme Σ.

Modern blockchains also provide the possibility of developing what 
are called smart contracts, i.e., digital contracts that can be executed 
within the blockchain. We formalise smart contracts as follows:

Definition 5 (Smart contract). A smart contract is a tuple

𝒞 := < ℱ ,ℰ, ℎ, 𝑞, 𝑣 > where:

ℱ : is a set of functions, can be empty;

ℰ : is a set of events, or log system, generated after the execution of 
the functions. It can be empty;

ℎ : is a unique identifier (i.e., a hash);

𝑞 : is the state, it can be empty;

𝑣 : is a value that models the currency assigned to 𝒞 for its execution.

The set of all smart contracts that can be represented on a blockchain 
is generated by a set of primitives Γ𝒞.

Let ℱ = {𝑓1, 𝑓2,… , 𝑓𝑛} be a set of functions within a smart contract 
𝒞. A function 𝑓𝑖 ∈ ℱ is independent if it operates autonomously and 
does not rely on the execution, state or output of any other functions 
or contracts. Its operations depend on its internal logic, its storage and 
direct inputs. We denote the set of independent functions as ℱ𝑖𝑛𝑑 and 
the set of dependent functions as ℱ𝑑𝑒𝑝 = ℱ ∖ℱ𝑖𝑛𝑑 .

Each blockchain has a global state that tracks the presence of partic

ipants and smart contracts within the blockchain itself. The global state 
of a blockchain is mutable over time. We define the global state of a 
blockchain as follows:

Definition 6 (Global state). The global state Ω is a tuple (𝒫,𝒞) where 𝒫
is the set of all participants and 𝒞 is the set of all smart contracts.

In the following, we define the concept of operations. These can 
change the global state of the blockchain.

We first define the operation that moves currency from a participant 
to another one.

Definition 7 (P2P operation). Let 𝑝1 := < 𝑎1, 𝑣𝑎1 , 𝑝𝑘𝑎1 , 𝑠𝑘𝑎1 > and 𝑝2
:= < 𝑎2, 𝑣𝑎2 , 𝑝𝑘𝑎2 , 𝑠𝑘𝑎2 > be two participants in 𝒫. A P2P operation is a 
function 𝑃2𝑃 (𝑝1, 𝑝2, 𝑣) that transfers the value 𝑣 (with 𝑣 ≤ 𝑣𝑎1

) from 𝑝1
to 𝑝2. After the application of 𝑃2𝑃 (𝑝1, 𝑝2, 𝑣), 𝑣𝑎1 and 𝑣𝑎2 take the values 
𝑣𝑎1

− 𝑣 and 𝑣𝑎2 + 𝑣.

In the following, we refer to 𝑝1 and 𝑝2 as the sender and the re

cipient of the operation. It is worth mentioning that a 𝑃2𝑃 operation 
can be generalised to allow many recipients, that is, the operation 
𝑃2𝑃 (𝑝1, 𝑝2, 𝑣2, 𝑝3, 𝑣3,… , 𝑝𝑡, 𝑣𝑡) can be defined. This multiparty opera

tion would transfer from 𝑣𝑎1 the values 𝑣2, … 𝑣𝑡 to 𝑣𝑎2 , …, 𝑣𝑎𝑡 , re

spectively. For the sake of simplicity, we avoid using these multiparty 
operations by considering that, without loss of generality, a multiparty 
operation can be modelled as a sequence of 𝑃2𝑃 one-to-one operations. 
In the following, we define the operation that models a participant that 
executes a smart contract function.

Definition 8 (P2C operation). Let 𝑝 := < 𝑎,𝑣𝑎, 𝑝𝑘𝑎, 𝑠𝑘𝑎 > and 𝒞 ∶=<
ℱ ,ℰ, ℎ𝑐 , 𝑞𝑐 , 𝑣𝑐 > be a participant and a smart contract, respectively. 
A P2C operation is a function 𝑃2𝐶(𝑝,𝒞, 𝑓 , 𝑣) that models the execu

tion of the function 𝑓 ∈ ℱ where 𝑣 is a value that 𝑝 assigns to 𝑣𝑐 for the 
execution of 𝑓 . After the operation, the value 𝑣𝑎 and 𝑣𝑐 are updated to 
𝑣𝑎−𝑣 and 0, respectively, whereas 𝑞𝑐 is updated to 𝑞′

𝑐
. As a consequence 

of the function execution the set ℰ could be updated in ℰ′.

In the following, we refer to 𝑝1 and 𝒞 as the sender and the recipient 
of the operation. A smart contract can call another smart contract. This 
is modelled by the following operation:

Definition 9 (C2C operation). Let 𝒞1 ∶=< ℱ1,ℰ1, ℎ1, 𝑞1, 𝑣1 > and 𝒞2
∶=< ℱ2,ℰ2, ℎ2, 𝑞2, 𝑣2 > be two smart contracts. A C2C operation is a 
function 𝐶2𝐶(𝒞1,𝒞2, 𝑓 , 𝑣) that models the execution of the function 
𝑓 ∈ ℱ2 where 𝑣 is the value that 𝒞1 spends for the execution of 𝑓 . Af

ter the operation, the value 𝑣1 is updated to 𝑣1 − 𝑣, 𝑞1 is updated to 𝑞′1, 
and 𝑞2 is updated to 𝑞′2. As a consequence of the function execution the 
sets ℰ1 and ℰ2 could be updated in ℰ′1 and ℰ′2.

It is worth mentioning that a C2C operation can be generalised to 
allow a smart contract to call many smart contracts. As we already 
discussed for the P2P operations we avoid using these multiparty op

erations by considering that, without loss of generality, a multiparty 
operation can be modelled as a sequence of C2C operations. We can 
finally define a smart contract to participant operations:

Definition 10 (C2P operation). Let 𝑝 := < 𝑎,𝑣𝑎, 𝑝𝑘𝑎, 𝑠𝑘𝑎 > and 𝒞 ∶=<
ℱ ,ℰ, ℎ𝑐 , 𝑞𝑐 , 𝑣𝑐 > be a participant and a smart contract, respectively. 
A function 𝐶2𝑃 (𝑝,𝒞, 𝑓 , 𝑣) models the transfer of a value 𝑣 from 𝒞 to 𝑝. 
After the operation, the value 𝑣𝑐 and 𝑣𝑎 are updated to 𝑣𝑐 −𝑣 and 𝑣𝑎+𝑣, 
respectively, while 𝑞 is updated to 𝑞′.

For the sake of simplicity, in the following, we can use the nota

tion 𝑜𝑖,𝑗 to denote an operation from a participant 𝑝𝑖 (or smart contract 
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𝐶𝑖) to a participant 𝑝𝑗 (or a smart contract 𝐶𝑗 ). We can now define a 
transaction as a sequence of operations.

Definition 11 (Transaction). A transaction 𝑡𝑥 performed by a partici

pant 𝑝 is a sequence of operations 𝑜𝑝,1, 𝑜2,3… , 𝑜𝑖,𝑖+1… , 𝑜𝑡,𝑡+1 (with 𝑡 > 0)
where:

(Starting call) 𝑜𝑝,1 is equal to 𝑃2𝐶(𝑝,𝐶1, 𝑓 , 𝑣) or 𝑃2𝑃 (𝑝, 𝑝1, 𝑣);
(Cascade call) 𝑜𝑖,𝑖+1 can be equal to 𝑃2𝑃 (𝑝𝑖, 𝑝𝑖+1, 𝑣); or equal to 
𝐶2𝐶(𝐶𝑖,𝐶𝑖+1, 𝑓 , 𝑣) or 𝐶2𝑃 (𝐶𝑖, 𝑝𝑖+1, 𝑓 , 𝑣) with 𝐶𝑖 being the recipi

ent of a previous operation 𝑜𝑗,𝑖 with 𝑗 < 𝑖.

This definition implies that a transaction is always initiated by a 
participant (starting call) and can generate various operations (cascade 
call). Once a transaction is invoked, it is maintained in a waiting pool 
which we denote by 𝒲. Transactions in the waiting list are pending and 
have to be validated. Transactions that are already validated are part of 
the ledger ℒ. This is a sequence of blocks 𝑙1,… , 𝑙𝑡 and each block 𝑙𝑖 is 
a tuple < 𝑇𝑥𝑖, ℎ(𝑙𝑖−1),ℐ > where 𝑇𝑥𝑖 is a transaction set, ℎ(𝑙𝑖−1) is the 
hash of the previous block, and ℐ represents any other information spe

cific of the considered blockchain. For the sake of readability, we ignore 
ℐ and we abuse the notation 𝒲

⋃
ℒ to indicate the set 𝒲

⋃𝑡

𝑖=1 𝑇𝑥𝑖. As a 
consequence, 𝒲

⋂
ℒ =𝒲

⋂𝑡

𝑖=1 𝑇𝑥𝑖 = ∅, that means a transaction can

not stay in the waiting pool and in the ledger at the same time. We also 
define the operation ℒ||𝑙 that appends a block 𝑙 to a ledger ℒ = 𝑙1,… , 𝑙𝑡
that is ℒ||𝑙 = 𝑙1,… , 𝑙𝑡, 𝑙.

In different blockchains, the definitions given above can be spe

cialised in different ways. For example, in the Ethereum [2] and Algo

rand [3] blockchains, which are account-based blockchains, each partic

ipant has an account associated with a balance that can change through 
the transactions. So, the global state of an account-based blockchain 
reflects the balance of an account at a certain time and determines the 
amount that can be spent at that time. In the unspent transaction output

based blockchains (UTXO), such as Cardano [61], there is no concept 
of account and the global state reflects UTXO ownership in a certain 
moment and who can spend a certain UTXO at that moment [62].

Transactions will remain in the waiting pool until they are verified 
and collected into a new block to be added to the ledger of validated 
transactions ℒ. The verification and validation process for transactions 
is done by a consensus algorithm. This is implemented by a set of dis

tributed processes that have the task of validating transactions and cre

ating blocks. Transactions are taken from the waiting pool, collected 
into a block that is appended to the blockchain. We formalise the con

sensus algorithm as follows:

Definition 12 (Consensus algorithm). Let 𝒲, ℒ and Ω be the waiting 
pool, the ledger 𝑙1,… , 𝑙𝑡 and the global state, respectively. A consensus 
algorithm 𝒜 is a function 𝒜(𝒲,ℒ,Ω) that extracts a set of transactions 
𝑇𝑥 = {𝑡𝑥1,… , 𝑡𝑥𝑛} from 𝒲 (i.e., 𝒲′ =𝒲 ⧵ 𝑇𝑥), adds 𝑇𝑥 in ℒ (i.e., 
ℒ′ = ℒ|| < 𝑇𝑥,ℎ(𝑙𝑡) >)), and updates Ω into Ω′ with the application of 
all the transactions in 𝑇𝑥.

The last block appended to the blockchain determines the height of 
the blockchain (i.e., 𝑡+1 with respect to the above definition). The con

sensus algorithm is responsible for moving the global state Ω to a new 
global state Ω′. All the changes executed by the validated transactions 
must be consistent with respect to the global state Ω, and Ω′ is ob

tained by sequencing the execution of transactions 𝑇𝑥. The process of 
moving transactions from 𝒲 to ℒ takes a finite number of steps 𝜆. In 
our definition of a consensus algorithm, a unique block 𝑙 is created and 
immediately added into the ledger ℒ (i.e., the block selected is final). 
In practice, not all consensus algorithms have this immediate finality, 
that is, a consensus can go into states where various valid blocks (e.g., 𝑙1
and 𝑙2) are produced and added into the ledger ℒ. This will produce two 
valid ledger ℒ1 = ℒ||𝑙1 and ℒ2 = ℒ||𝑙2. For example, it is known that 

Proof of Work consensus algorithms do not satisfy immediate finality, 
as they are non-deterministic consensus protocols. In non-deterministic 
consensus protocols, it may happen that, during the validation of trans

actions, two valid blocks are produced that contain different transac

tions. This phenomenon is called fork. The fork problem, which arises 
from the probabilistic finality of blockchains like Bitcoin and Ethereum, 
significantly increases the likelihood of a fork during inter-chain trans

actions, as differences in block confirmation times and potential chain 
reorganizations can lead to temporary or conflicting states across net

works, violating the durability property of distributed transactions. It is 
essential to account for the confirmation time on each chain to ensure 
the probability of a fork becomes negligible, as waiting for multiple con

firmations reduces the risk of a fork.

In general, the presence of forks is not the only aspect that could in

fluence interoperability between ledgers, but attention must also be paid 
to the transaction selection priorities by the consensus protocol. How 
long a transaction will remain in the waiting pool is an important fac

tor for building inter-chain protocols. In general, consensus algorithms’ 
transaction selection rules can vary, and different strategies can be em

ployed. However, we have divided the transaction selection strategies of 
consensus algorithms into three general categories: (𝑖) transaction and 
waiting pool dependent; (𝑖𝑖) transaction dependent; (𝑖𝑖𝑖) waiting pool 
dependant. Based on these three categories, we will try to associate 
each transaction with a certain priority. The priority of a transaction 
determines its right of preemption over other transactions during its se

lection by the consensus algorithm.

Definition 13 (Transaction priority). Let 𝑡𝑥∈𝒲 be a transaction in the 
waiting pool and 𝒜 be a consensus algorithm. A priority 𝑝 is a function 
that can be defined in one of the following ways:

(i) Dependent on 𝑡𝑥 and 𝒲:

𝑝(𝒜, 𝑡𝑥,𝒲) = 𝑟;

(ii) Dependent only on 𝑡𝑥:

𝑝(𝒜, 𝑡𝑥) = 𝑟;

(iii) Dependent only on 𝒲:

𝑝(𝒜,𝒲) = 𝑟,

where 𝑟 ∈ℝ+ determines the transaction priority.

Typically, in the model expressed by Definition 13. (i) predicting 
the validation time for transactions in the waiting pool is a challenge. 
This difficulty arises because, while the priority of transactions can be 
managed, the selection process also depends on the current state of the 
waiting pool. Usually, proof of work consensus algorithms fall under this 
selection strategy, such as Bitcoin [1], where transactions are prioritised 
based on the age of the UTXO that is being spent in their inputs. Some 
PoS consensus algorithms fall under Definition 13. (ii) such as Ethereum 
[2], where the selection strategy depends exclusively on the priority fees 
associated with a transaction. The PoA consensus algorithms generally 
fall under Definition 13. (iii) such as IBFT 2.0 [57], where the transac

tions are selected using a deterministic rule.

According to the previous definitions, we give a formalisation of the 
blockchain:

Definition 14 (Blockchain). A Blockchain is a tuple

ℬ := < Σ, ℎ, Γ𝒞, 𝒲, ℒ, 𝒜, Ω > where:

Σ : is a cryptographic scheme responsible for generating all key pairs 
(𝑝𝑘𝑎, 𝑠𝑘𝑎) associated with the addresses of the participants 𝒫;

ℎ : is a hash function;
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Γ𝒞 : is a finite set of primitives that allow the generation of all smart 
contracts 𝒞 that can be represented in the blockchain;

𝒲 : is a set of pending transactions;

ℒ : is a set of validated transactions. The validated transactions are 
maintained as an append-only linked list of signed blocks;

𝒜 : is the consensus algorithm;

Ω : is the global state of the blockchain.

Each blockchain has its own set of pending transactions 𝒲 and 
validated transactions in ℒ that are governed by a specific consensus 
algorithm 𝒜; has a specific cryptographic scheme Σ responsible for gen

erating all the valid public and private keys used by participants 𝒫, a 
specific hash function ℎ is responsible for guaranteeing the integrity 
of the data and a precise set of primitives Γ𝒞 responsible for repre

senting all smart contracts 𝒞. It also has its own global state Ω that 
determines the operations that can be carried out by individual par

ticipants and the smart contracts present. These characteristics make 
blockchains isolated, self-su�icient and self-secure environments. The 
research for interoperability protocols is very important to extend the 
functionality of blockchains and increase their applicability.

3.4. Formalisation of inter-chain transaction

In this section, we formalise an inter-chain transaction following the 
formalism we are adopting. An inter-chain transaction should respect 
the following:

Definition 15 (Inter-chain transaction (v.1)). Let ℬ𝐴 = < Σ𝐴, ℎ𝐴, Γ𝒞𝐴 , 
𝒲𝐴, ℒ𝐴, 𝒜𝐴, Ω𝐴 > and ℬ𝐵 = < Σ𝐵 , ℎ𝐵 , Γ𝒞𝐵 , 𝒲𝐵 , ℒ𝐵 , 𝒜𝐵 , Ω𝐵 >

be two different blockchains. An inter-chain transaction 𝑡𝑥𝐴→𝐵 is a pair 
(𝑡𝑥𝐴, 𝑡𝑥𝐵) where 𝑡𝑥𝐴 is a transaction that has been validated in ℒ𝐴 and 
𝑡𝑥𝐵 is a transaction that has been validated in ℒ𝐵 .

If we consider the definitions listed so far, it remains difficult for us to 
believe that the blockchains defined in this way can interoperate with 
each other. In fact, we note that from Definition 14, each blockchain 
among ℬ𝐴 and ℬ𝐵 has its own set of transactions 𝒲𝐴∪ℒ𝐴 and 𝒲𝐵∪ℒ𝐵
which are managed through the consensus algorithms 𝒜𝐴 and 𝒜𝐵 , re

spectively, as expressed by Definition 12. From Definition 15, then, there 
must exist a transaction 𝑡𝑥𝐴 ∈𝒲𝐴 and there must exist a transaction 
𝑡𝑥𝐵 ∈𝒲𝐵 . According to our Definition 14, since blockchains work on 
disjoint sets of transactions and adopt different consensus algorithms, 
creating an inter-chain transaction like the one expressed by Defini

tion 15 is infeasible without enhancing the blockchain ℬ𝐴 with the 
ability to at least read the transactions from the blockchain ℬ𝐵 . It is 
trivial to note that ℬ𝐵 has no way to verify the global state of ℬ𝐴 and 
therefore has no way of verifying the existence of the transaction 𝑡𝑥𝐴 . 
This is in line with the result obtained by the authors in Ref. [26].

Therefore, to guarantee interoperability as asserted in Definition 15, 
it is necessary to extend the definition of the blockchains and ensure 
that they can verify the presence of events that occur in the other 
blockchains.

3.5. Formalisation of off-chain Listener

To enable seamless interoperability between different blockchains, 
aiming to cover general-purpose applications, it is desired to introduce 
a trusted third party in charge of conducting inter-chain transactions.

Although there are numerous works in the literature that model the 
trusted third party on which to build protocols to enable communication 
between different blockchains, here we want to propose our idea of a 
trusted third party, formalising its functionalities and properties. The 
peculiarity we want to introduce is the absence of direct communication 
between the off-chain parties, with the aim of maximising the privacy of 
the blockchains involved. We call Listener the third off-chain part. This 
is formalised as follows:

Definition 16 (Listener). Let (𝑡𝑥𝐴, 𝑡𝑥𝐵) be an interchain transaction be

tween two blockchains ℬ𝐴 and ℬ𝐵 . A listener Λ𝑋 tied to ℬ𝑋 , 𝑋 ∈ {𝐴,𝐵}, 
is a tuple < 𝑃𝑋,Σ(𝑡,𝑛), 𝑆𝑒𝑛𝑑𝑒𝑟𝑋,𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝑋 >, where 𝑃𝑋 is a set of pro

cesses, Σ(𝑡,𝑛) is a (𝑡, 𝑛)-threshold signature associated with 𝑃𝑋 , whereas 
𝑆𝑒𝑛𝑑𝑒𝑟𝑋 and 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝑋 are two smart contracts in Γ𝒞𝑋 , such that 
𝑆𝑒𝑛𝑑𝑒𝑟𝐴 and 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 contain the transactions 𝑡𝑥𝐴 and 𝑡𝑥𝐵 , respec

tively.

The Listener Λ𝐴, tied to a blockchain ℬ𝐴, is not a participant on 
the target blockchain ℬ𝐵 , has no knowledge about the entire ledger 
of validated transactions ℒ𝐵 , but is able to verify a particular subset of 
transactions 𝑇𝑥Λ𝐴

𝐵
∈ℒ𝐵 that are directed to the 𝑆𝑒𝑛𝑑𝑒𝑟𝐵 and 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵

smart contracts (and vice versa for Λ𝐵 through the blockchain ℬ𝐴). 
The subset of transactions 𝑇𝑥Λ𝐴

𝐵
(resp. 𝑇𝑥Λ𝐵

𝐴
) must satisfy the following 

properties:

𝑖. All transactions in 𝑇𝑥Λ𝐴

𝐵
must be directed to 𝑆𝑒𝑛𝑑𝑒𝑟𝐵 and 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 ;

𝑖𝑖. All 𝑆𝑒𝑛𝑑𝑒𝑟𝐵 and 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 smart contract executions must emit 
particular events or a log system ℰΛ𝐵

that can be read by Λ𝐴.

A participant 𝑝 of ℬ𝐴 submits a transaction 𝑡𝑥𝐴 in the smart con

tract 𝑆𝑒𝑛𝑑𝑒𝑟𝐴. The listener Λ𝐵 has read access to the event of 𝑆𝑒𝑛𝑑𝑒𝑟𝐴
and can complete the interchain transaction by submitting 𝜎(𝑡𝑥𝐵 ) on the 
smart contract 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 . We recall that 𝜎(𝑡𝑥𝐵) is the transaction 𝑡𝑥𝐵
signed by 𝑡 processes in 𝑃𝐵 . When 𝑡𝑥𝐵 is successfully completed, no fur

ther steps are required. Depending on the use case, there may be a need 
to roll back to the source blockchain in case the inter-chain transaction 
fails. In such cases, the listener Λ𝐴 rolls back 𝑡𝑥𝐴, invoking a transaction 
𝑡𝑥−1

𝐴
, when 𝑡𝑥𝐵 fails.

Therefore, listeners allow to partially read the contents of other 
blockchains. Now, we can finally extend the definition of blockchain 
by introducing a listener as part of the system:

Definition 17 (Extended blockchain). An extended blockchain is a 
blockchain (cf. Definition 14) with a further parameter Λ being a Lis

tener.

From now ongoing, we refer to a blockchain as an extended 
blockchain. The definition of an extended blockchain is slightly differ

ent than the definition of a basic one, as the Listener has the possibility 
of influencing the evolution of the blockchain to which it is linked by 
considering the events that happen in other blockchains.

Having changed the definition of blockchain, it is also necessary to 
change the definition of inter-chain transactions, as the blockchains now 
have their respective Listeners with which they are able to understand 
what has happened on the blockchains with which they want to com

municate.

Definition 18 (Inter-chain transaction (v.2)). Given two extended block

chains ℬ𝐴 = < Σ𝐴, 𝐻𝐴, Γ𝒞𝐴 , 𝒲𝐴, ℒ𝐴, 𝒜𝐴, Ω𝐴, Λ𝐴 > and ℬ𝐵 = 
< Σ𝐵,𝐻𝐵,Γ𝒞𝐵 ,𝒲𝐵,ℒ𝐵,𝒜𝐵,Ω𝐵,Λ𝐵 >, the Listener Λ𝐴 can read a sub

set of transactions 𝑇𝑥Λ𝐴

𝐵
∈ ℒ𝐵 and the Listener Λ𝐵 can read a subset 

of transactions 𝑇𝑥Λ𝐵

𝐴
∈ ℒ𝐴. An inter-chain transaction 𝑡𝑥𝐴→𝐵 is a pair 

(𝑡𝑥𝐴, 𝑡𝑥𝐵) such that the following property holds:

∃𝑡𝑥𝐴 ∈ℒ𝐴 ⇒ ∃𝑡𝑥𝐵 ∈ℒ𝐵 | 𝑡𝑥𝐴 ∈ 𝑇𝑥
Λ𝐵

𝐴
∧ 𝑡𝑥𝐵 ∈ 𝑇𝑥

Λ𝐴

𝐵
.

Theorem 1. Let ℬ𝐴 and ℬ𝐵 be two extended blockchains. An inter-chain 
transaction 𝑡𝑥𝐴→𝐵 is possible.

Proof. From Definition 17, each blockchain among ℬ𝐴 and ℬ𝐵 has 
its own set of transactions 𝒲𝐴 ∪ ℒ𝐴 and 𝒲𝐵 ∪ ℒ𝐵 which are man

aged through the consensus algorithms 𝒜𝐴 and 𝒜𝐵 , respectively, as 
expressed by Definition 12. Each blockchain ℬ𝐴 and ℬ𝐵 has its own 
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Listener Λ𝐴 and Λ𝐵 . Λ𝐴 can read a subset of transactions validated on 
ℬ𝐵 (this is denoted with 𝑇𝑥Λ𝐴

𝐵
). Λ𝐵 can read a subset of transactions 

validated on ℬ𝐴 (this is denoted with 𝑇𝑥Λ𝐵

𝐴
). If the blockchain ℬ𝐴 ini

tiates an inter-chain transaction 𝑡𝑥𝐴→𝐵 then the consensus algorithm 
𝒜𝐴 selects a subset 𝑇𝑥𝐴 ⊆𝒲𝐴 that contains a 𝑡𝑥𝐴 ∈ 𝑇𝑥

Λ𝐵

𝐴
, creates a 

block 𝑙𝑖 =< 𝑇𝑥𝐴,ℎ(𝑙𝑖−1) > and updates its ledger with the new block, 
i.e., ℒ𝐴 = ℒ𝐴||𝑙𝑖. It means that the ledger ℒ𝐴 contains the transaction 
𝑡𝑥𝐴. By assumption, the transaction 𝑡𝑥𝐴 belongs to the subset of transac

tions that can be read by the Listener Λ𝐵 , i.e., 𝑡𝑥𝐴 ∈ 𝑇𝑥
Λ𝐵

𝐴
. Transactions 

in 𝑇𝑥Λ𝐵

𝐴
are directed towards 𝑆𝑒𝑛𝑑𝑒𝑟𝐴 and their functions ℱ𝑆𝑒𝑛𝑑𝑒𝑟𝐴 emit 

specific events ℰ𝑆𝑒𝑛𝑑𝑒𝑟𝐴 (see Definition 16). The events ℰ𝑆𝑒𝑛𝑑𝑒𝑟𝐴 can 
guide the Listener Λ𝐵 to perform the corresponding transaction 𝑡𝑥𝐵 on 
the destination blockchain ℬ𝐵 . Thanks to Listener Λ𝐵 , the blockchain 
ℬ𝐵 is aware that an inter-chain transaction is started and, using the 
events in ℰ𝑆𝑒𝑛𝑑𝑒𝑟𝐴 , can prepare a transaction 𝑡𝑥𝐵 ∈𝒲𝐵 . The consensus 
algorithm 𝒜𝐵 selects a subset 𝑇𝑥𝐵 ⊆𝒲𝐵 that contains 𝑡𝑥𝐵 ∈ 𝑇𝑥

Λ𝐵

𝐴
, 

creates a block 𝑙𝑖 =< 𝑇𝑥𝐵,ℎ(𝑙𝑖−1) > and updates its ledger with the new 
block, i.e., ℒ𝐵 = ℒ𝐵||𝑙𝑖. Again, by Definition 18, the transaction 𝑡𝑥𝐵
belongs to the subset of the transactions that can be read by the Lis

tener Λ𝐴, i.e., 𝑡𝑥𝐵 ∈ 𝑇𝑥
Λ𝐴

𝐵
. From Definition 16, transactions in 𝑇𝑥Λ𝐴

𝐵

are directed towards 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 and their functions ℱ𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 emit pre

cise events ℰ𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 . The events ℰ𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 can be read by the Listener 
Λ𝐴, which can verify the effective completion of the inter-chain transac

tion. A similar argument can be provided for the interchain transaction 
𝑡𝑥𝐵→𝐴. 

Consensus algorithms play a crucial role in ensuring the integrity and 
consistency of the underlying ledger. These algorithms can be broadly 
categorised into those that provide deterministic finality and those that 
provide probabilistic finality. The differences between these types of 
consensus mechanisms affect the feasibility and reliability of cross-chain 
transactions. Deterministic finality means that once a transaction is con

firmed, it is final and cannot be reversed. In consensus algorithms with 
deterministic finality, such as IBFT [57], most widely adopted in private 
or permissioned blockchains, or Tendermint adopted by Cosmos [18], 
transactions are final as soon as they are confirmed. Probabilistic final

ity means that the finality of a transaction increases over time as more 
blocks are added to the blockchain. In other words, the likelihood of a 
transaction being reversed decreases as more subsequent blocks are con

firmed. In consensus algorithms with probabilistic finality, such as proof 
of work adopted by Bitcoin [1], or proof of stake adopted by Ethereum 
[2], the probability of a transaction being removed from the ledger de

creases as new blocks are validated.

Building interoperability protocols between blockchains implement

ing probabilistic consensus algorithms is more challenging, as care must 
be taken not to violate the durability property of distributed transac

tions.

Using our blockchain formalisation, we will define a generic inter

chain communication protocol that finalises an inter-chain transaction 
using only two transactions, one on the source blockchain and one on 
the target blockchain.

4. Inter-chain properties and components

Here, we want to present the ideas on which our interoperability 
protocol is inspired. The protocol is primarily designed for communica

tion between private blockchains. Its purpose is to maintain security and 
privacy properties while making communication as efficient as possible. 
The interoperability solution we propose is at the application level (i.e., 
via smart contracts). The protocol we want to propose is based on a hy

brid approach that wants to combine some properties of watchtowers 
[63--65] and oracles [20--22]. Our protocol allows the implementation 
of correct and secure inter-chain transactions. The peculiarity we in

troduce is the fact that we propose dedicated off-chain components for 

each blockchain and no direct communication takes place between these 
off-chain parties. Moreover, no dispute can occur during the off-chain 
computations. The reasons why we avoided direct communications be

tween off-chain parties are multiple. First, it improves the security of 
the system, as all the processes of the off-chain component have access 
to the same information that is the output of another blockchain. Sec

ond, it improves efficiency, as it allows avoiding consensus protocols 
in the off-chain process, which is necessary when direct communica

tions are used to avoid possible fraudulent behaviour in the processes 
of the communicating listeners. Finally, it also reduces latency, as the 
off-chain components can access the data as soon as it is available, avoid

ing any communications. Summarising, our protocol requires that each 
blockchain implements its own off-chain component that can write to it 
and can only read the inter-chain object portion of data from the com

municating blockchains.

Watchtowers are basically third-party services introduced to monitor 
activities in off-chain payment channels, such as the Lightning Network 
[66], in order to mitigate disputes arising due to a party involved in 
the transaction going offline. In our approach, the watchtower does not 
monitor off-chain activities, but monitors on-chain activities. The idea 
is to use the watchtower to monitor particular events or log systems 
related to particular smart contracts deployed on both a source and a 
target blockchain.

Oracles are services initially designed to bring data from the outside 
world into the blockchain via smart contracts. Then they also started 
to be used for the construction of interoperability protocols between 
blockchains. However, oracles, in their basic definition, require read 
and write access to the blockchains being communicated. This is an in

convenience if we are in the context of private blockchains, where data 
would not want to be disclosed to third parties. Furthermore, having 
read and write access to both blockchains could open up the possibility 
of forcing the execution of an inter-chain transaction that benefits one 
of the two blockchains. Inspired by some properties of watchtowers and 
oracles, we propose a listener-based approach that will be presented in 
detail in the next subsection.

4.1. Listeners

Listeners are a distributed off-chain network of nodes tied to each 
blockchain, as expressed by Definition 16. The choice to make the 
Listener distributed (or at least decentralised) was made to avoid cen

tralising communications, undermining the distributed or decentralised 
nature of the blockchain. These nodes can be the blockchain’s validator 
nodes, or they can be on independent machines. To manage transac

tions, Listeners use a (𝑡,𝑛)-threshold signature scheme. Each node holds 
a signing key with which it produces its partial signature. Once at least 
𝑡 partial signatures have been generated, they are combined to gen

erate the threshold signature. The threshold signature scheme aims at 
increasing privacy between participants in the signing process while en

suring that only authorised entities can send transactions. In fact, to 
verify the threshold signature, it is necessary to know only the pub

lic key, which keeps secret both the number of nodes making up the 
Listener and the minimum threshold required for the validity of the 
signature. Some advances in the research of threshold signature-based 
cryptographic schemes have made them efficient and versatile. In recent 
years, research into threshold signature schemes has been very lively, 
resulting in numerous variations being proposed. The most recent works 
are aimed at proposing threshold variants of schemes based on elliptic 
curve [67,68], or schemes based on Boneh–Lynn--Shacham (BLS) [69]. 
Applying an ECDSA-based threshold signature has also been explored 
by the authors of Ref. [70] to increase security and efficiency in supply 
chain finance, as well as by the authors of Ref. [71] for the manage

ment of inter-chain transactions. The main contributions in the research 
of threshold signature schemes concern greater efficiency and security 
in key distributions; improve the dynamism of the schemes, allowing 
to vary the number of nodes in the system and the minimum threshold 
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for signature generation. This last point is extremely important as it al

lows to extend and reduce the number of nodes making up the Listeners 
without having to reconfigure all keys.

The Listeners of each chain do not communicate directly with each 
other, but become aware of the events that are present on the tar

get blockchain. To do so, they make use of a technique similar to the 
best-effort notification [46], i.e., the Listeners can query only particu

lar events emitted by the target blockchains. This is a characteristic for 
which a Listener acts like a watchtower and differs from the basic oracle 
properties. Listeners must be able to access the events or log system re

lated to specific smart contracts deployed in the target blockchain and 
write the data relating to the events on their own blockchain. In this 
way, a Listener acts like an oracle, making decisions based on the data 
read from other blockchains.

For the protocol to function properly, there must be at least 𝑡 honest 
processes, where 𝑡 is the threshold required to generate the signature. 
The minimum number of processes needed to configure the threshold is 
𝑛∕2+1, where 𝑛 is the number of processes in the off-chain component.

Moreover, it is essential to establish a time limit on the validity of 
events. This enables Listeners to determine if the inter-chain transaction 
time has expired, necessitating a rollback of any state changes. To this 
end, there must exist a time interval Δ𝐴 monitored by the Listener Λ𝐴

and a time interval Δ𝐵 monitored by the Listener Λ𝐵 . In general, if 
we want to move a transaction from a blockchain ℬ𝐴 to a blockchain 
ℬ𝐵 , we must also consider the block generation time of the destination 
chain, as it could affect the necessary validity time of the transaction. 
Suppose that the maximum block generation time on blockchain ℬ𝐵 is 
𝜆𝐵 , then the following constraint must exist:

Δ𝐴 >Δ𝐵 + 𝑐𝜆𝐵 (1)

where:

Δ𝐴 : is the time that the Listener Λ𝐴 of the source blockchain ℬ𝐴 is 
willing to wait for the generation of the event in the destination 
blockchain that completes the inter-chain transaction. If such an 
event is issued before the time Δ𝐴 expires when the transaction is 
completed, otherwise it is rolled back;

Δ𝐵 : is the time that the Listener Λ𝐵 of the target blockchain ℬ𝐵 must 
wait to verify that the transaction it sent to its blockchain is vali

dated;

𝑐𝜆𝐵 : is an extra time in which the Listener Λ𝐵 of the target blockchain 
ℬ𝐵 is willing to wait before deleting the inter-chain transaction. In 
particular, 𝑐 is a multiplication factor and 𝜆𝐵 is the maximum time 
needed to generate a new block on ℬ𝐵 . If the transaction is not 
validated within Δ𝐵 + 𝑐𝜆𝐵 time, the transaction will be cancelled.

The constraint expressed by Eq. (1) guarantees the correctness in 
case of malfunctions during inter-chain transactions, which will be ex

plained in detail in Section 5. The multiplication factor 𝑐 ≥ 1 must be 
carefully selected, as it plays a crucial role in the protocol. Further de

tails on this aspect will be provided in Section 7.

The nodes composing the Listener work in rounds, i.e., each node is 
selected as leader in each turn and has an operability time of 𝛿. Once 𝛿
has expired another leader will be selected.

4.2. Smart contracts: sender & receiver

Interoperability is exclusively based on smart contracts. The smart 
contracts must be capable of emitting events or log systems that are 
read by the Listeners to carry out some operations. The semantics of in

teroperability [27] must be defined in events or log systems related to 
these smart contracts. Our work has been inspired by the restful pat

tern [72,73] in which the events (or log system) are in well-structured 
formats and can be interpreted by the respective Listeners to correctly 
prepare the transactions to be submitted to their own blockchains. An 
example of the semantics that could be used within the protocol can be 

found in Ref. [74] where the authors show a feasible interoperability 
protocol between EVM-based blockchains.

The main features of these smart contracts are:

Sender: is the smart contract responsible for managing the initiation 
of inter-chain transactions on the source blockchain. The initia

tion of an inter-chain transaction occurs by invoking the functions 
present on this smart contract, which, once executed, emits the 
events that initiate the inter-chain transactions. The main tasks of 
this smart contract are: (i) performing the transaction on the source 
blockchain; (ii) emitting events that will enable the Listener on the 
destination blockchain to build the transaction on the destination 
blockchain; (iii) check whether or not the transaction was success

ful at the destination blockchain; (iv) roll back the transaction at 
the source blockchain when the destination transaction failed; (v) 
other functions could be provided that have the purpose of sending 
internal transactions directed to other smart contracts and/or other 
addresses;

Receiver: The receiver smart contract has the following tasks: (i) com

plete the inter-chain transaction on the destination blockchain. (this 
requires the Listener leader to invoke the function that finalises 
an inter-chain transaction); (ii) verify the threshold signature of 
the Listener; (iii) emit events that finalises an inter-chain transac

tion (this can be successful or to be aborted); (iv) possibly other 
functions could be provided that have the purpose of sending in

ternal transactions directed to other smart contracts and/or other 
addresses.

The main subject for operating inter-chain transactions lies in the 
events ℰ generated by smart contracts Sender and Receiver. The main 
events are as follows: 

Inter-chain transaction request. This event is emitted by the Sender 
smart contract on a source blockchain ℬ𝐴 with the intent of ini

tiating an inter-chain transaction. This event is read by the Listener 
Λ𝐵 of the destination blockchain ℬ𝐵 . The Listener Λ𝐵 will use the 
data contained in the event to prepare a transaction directed to the 
Receiver smart contract of the destination chain ℬ𝐵 ;

Inter-chain transaction completed. This event is raised from the Re

ceiver smart contract on the destination blockchain ℬ𝐵 if the inter

chain transaction is successful. This event is read by the Listener 
Λ𝐴 of the source blockchain ℬ𝐴 that will be certain about the inter

chain transaction occurred correctly;

Inter-chain transaction rolled back. This event occurs when the Lis

tener that starts the inter-chain transaction goes in time out. In this 
case, the Listener is responsible to roll back the state of the source 
blockchain. This event is present in the Sender smart contract and 
will be emitted after a roll back function is invoked.

Regarding rollbacks, here we assume that the Sender smart contract, 
under Definition 5, has for each function 𝑓𝑖 ∈ ℱ𝑆𝑒𝑛𝑑𝑒𝑟 an inverse func

tion 𝑓−1
𝑖

∈ ℱ𝑆𝑒𝑛𝑑𝑒𝑟 to restore the state of the blockchain. Referring to 
Definition 18, an inter-chain transaction that fails on the destination 
blockchain is characterised by a pair (𝑡𝑥𝐴 , 𝑡𝑥−1

𝐴
). The transaction 𝑡𝑥𝐴 is 

characterised by a starting call of type 𝑃2𝐶(𝑝, 𝑆𝑒𝑛𝑑𝑒𝑟, 𝑓𝑖 , 𝑣) and 𝑡𝑥−1
𝐴

is characterised by a starting call of type 𝑃2𝐶(𝑝, 𝑆𝑒𝑛𝑑𝑒𝑟, 𝑓−1
𝑖

, 𝑣). To 
clarify this point, let’s consider the use case of transferring fungible or 
non-fungible tokens [75--77]. The basic operations of the token transfer 
use case involve the execution of two functions, which are called mint 
and burn. The mint function is intended to generate a certain amount of 
tokens, while the burn function is intended to burn a certain amount of 
tokens. In case an inter-chain transaction for token transfer fails, then 
the pair (𝑡𝑥𝐴, 𝑡𝑥−1

𝐴
) is characterised by the operations 𝑃2𝐶(𝑝, 𝑆𝑒𝑛𝑑𝑒𝑟, 

𝑏𝑢𝑟𝑛, 𝑣) and 𝑃2𝐶(𝑝, 𝑆𝑒𝑛𝑑𝑒𝑟, 𝑚𝑖𝑛𝑡, 𝑣). This concept can be extended to 
different use cases, assuming that the Sender smart contract, and other 
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Fig. 1. The figure shows the various parts of the inter-chain protocol and how they are connected. Each blockchain (ℬ𝐴 and ℬ𝐵) has an associated Listener (Λ𝐴 and 
Λ𝐵) that can send transactions (𝜎(𝑡𝑥𝐴) and 𝜎(𝑡𝑥𝐵), where 𝜎 is a threshold signature) to the blockchain to which it is connected and read the events (ℰ𝐴 and ℰ𝐵) 
emitted by the transactions (𝑇𝑥Λ𝐴

𝐵
and 𝑇𝑥Λ𝐵

𝐴
) that reside on the smart contracts Sender (ℎ𝑆 ) and Receiver (ℎ𝑅) of the target blockchains.

smart contracts queried in the cascade call phase, admit inverse func

tions of the inter-chain object functions.

Fig. 1 shows the components provided by the inter-chain protocol 
and how they are interconnected with each other.

There must be a temporal relationship between the events Inter-chain 
transaction request and Inter-chain transaction completed. The operability 
interval is defined by Eq. (1).

Our approach is optimistic in the sense that changes on the source 
blockchain after an inter-chain transaction has been initiated are made 
as if the transaction were successful. This allows to perform an inter

chain transaction with just two transactions. At the same time, the Lis

tener must be allowed to roll back the state of the source chain in case 
the transaction responsible for finalising the inter-chain transaction in 
the destination blockchain fails. In the next section, the hypotheses un

der which the protocol works will be provided, and the functioning of 
the protocol will be presented in detail.

5. Overview of the Smart listener protocol

This section presents the high-level steps of the protocol. During 
the discussion, we assume that an inter-chain transaction occurs from a 
source blockchain ℬ𝐴 to a destination blockchain ℬ𝐵 . The steps of the 
protocol are provided in case of correct execution and in case of faults.

5.1. Behaviour in case of correct execution

In case of correct execution, the protocol involves the following 
steps:

1. Start of inter-chain transaction on ℬ𝐴 (Listener Λ𝐴)

(a) A participant 𝑝𝑘 that wants to perform an inter-chain transac

tion 𝑡𝑥𝑖
𝐴→𝐵

= (𝑡𝑥𝑖
𝐴

, 𝑡𝑥𝑖
𝐵

) must request to the Listener Λ𝐴 a proof 
that certifies the ability to operate the transaction, where 𝑡𝑥𝑖

𝐴
= 

𝑃2𝐶(𝑝𝑘, 𝑆𝑒𝑛𝑑𝑒𝑟𝐴, 𝑓𝑖, 𝑣𝑖). The leader of the Listener will pro

vide proof using the threshold signature. The proof is provided 
only if one of the following conditions holds:

𝑐.1: 𝑓𝑖 is an independent function (𝑓𝑖 ∈ ℱ𝑖𝑛𝑑 ) and there is no 
other pending inter-chain transaction involving 𝑓𝑖 from the 
same participant 𝑝𝑘;

𝑐.2: 𝑓𝑖 is a dependent function (𝑓𝑖 ∈ ℱ𝑑𝑒𝑝) and there are no 
other pending inter-chain transactions involving 𝑓𝑖 from 
any participants.

The 𝑐.1 constraint allows for regulating the activity of indi

vidual participants, preventing them from repeatedly opening 
other inter-chain transactions that insist on the same indepen

dent function. This helps to maintain a more balanced load 
between connected blockchains, especially if they have very dif

ferent block production time. At the same time, the constraint 
𝑐.1 does not prevent other participants from operating on the 
function 𝑓𝑖. The 𝑐.2 constraint allows for keeping the global 
state of the interconnected blockchains consistent in the case 
the function 𝑓𝑖 is dependent, preventing other participants from 
interacting with the function 𝑓𝑖 if there are pending transactions 
on it.

(b) The participant 𝑝𝑘, using the proof of Listener Λ𝐴, starts an 
inter-chain transaction through the Sender𝐴 smart contract on 
the blockchain ℬ𝐴, adding the transaction 𝑡𝑥𝑖

𝐴
to the waiting 

pool. The starting call of 𝑡𝑥𝑖
𝐴

has the form 𝑃2𝐶(𝑝𝑘, 𝑆𝑒𝑛𝑑𝑒𝑟𝐴, 
𝑓𝑖, 𝑣𝑖). The Sender𝐴 smart contract on the blockchain ℬ𝐴 may 
interact with other smart contracts or other participants on the 
source blockchain ℬ𝐴, as expressed by Definition 11;

(c) The transaction 𝑡𝑥𝑖
𝐴

is processed by the consensus algorithm 
𝒜𝐴 of the source blockchain, and, if it is valid, it will be added 
to the validated ledger ℒ𝐴 within 𝜆𝐴, contributing to modify 
the global state Ω𝐴 of the source blockchain ℬ𝐴, as expressed 
by Definition 11. If so, there exists an Inter-chain Transaction 
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Fig. 2. The figure shows the timeline in case of correct execution of the protocol 
(Section 5.1).

Request event containing the data needed to the leader of the 
Listener Λ𝐵 on blockchain ℬ𝐵 , i.e., 𝑡𝑥𝑖

𝐴
∈ 𝑇𝑥

Λ𝐵

𝐴
;

(d) After the transaction is validated, the leader of the Listener 
Λ𝐴 starts the counter Δ𝐴 for the inter-chain transaction valid

ity. At this point, the state on the source blockchain doesn’t 
need further updates. After the emission of the event related to 
the inter-chain transaction we are in the following condition: 
∃𝑡𝑥𝑖

𝐴
∈ℒ𝐴 ∧ ∄𝑡𝑥𝑖

𝐵
∈𝒲𝐵 .

2. Completion of an inter-chain transaction on ℬ𝐵 (Listener Λ𝐵)

(a) The leader of the Listener Λ𝐵 on blockchain ℬ𝐵 reads the event 
Inter-chain transaction request emitted by the blockchain ℬ𝐴, i.e., 
becomes aware about 𝑡𝑥𝑖

𝐴
∈ 𝑇𝑥

Λ𝐵

𝐴
;

(b) The leader of the Listener Λ𝐵 on blockchain ℬ𝐵 prepares a 
transaction using the data in the event and signs it with the 
threshold signature 𝜎(𝑡𝑥𝑖

𝐵
), for which the starting call is of the 

form 𝑃2𝐶(𝑝Λ𝐵
, 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 , 𝑓𝑖, 𝑣𝑖). Then, the leader of Λ𝐵 sends 

the transaction to the Receiver smart contract on blockchain ℬ𝐵 , 
adding the transaction 𝑡𝑥𝑖

𝐵
to the waiting pool. Then Λ𝐵 starts 

a counter Δ𝐵 + 𝑐𝜆𝐵 for the inter-chain transaction validity. The 
leader Listener Λ𝐵 has to verify that the transaction 𝑡𝑥𝑖

𝐵
is ex

ecuted within the interval Δ𝐵 + 𝑐𝜆𝐵 .

(c) If the transaction is correct, and if the changes were made after 
the transaction execution are consistent with the global state 
Ω𝐵 of the destination blockchain, then the transaction should 
be validated by the consensus algorithm 𝒜𝐵 within 𝑐𝜆𝐵 , i.e., 
𝑡𝑥𝑖

𝐵
∈ ℒ𝐵 . If so, there exists an event Inter-chain transaction com

pleted needed by the leader of the Listener Λ𝐴 to prevent the roll 
back on blockchain ℬ𝐴, i.e., 𝑡𝑥𝑖

𝐵
∈ 𝑇𝑥

Λ𝐴

𝐵
. After the emission of 

the event related to the completion of the transaction we are in 
the condition ∃𝑡𝑥𝑖

𝐴
∈ℒ𝐴 ∧ ∃𝑡𝑥𝑖

𝐵
∈ℒ𝐵 .

3. Ack of completion on ℬ𝐴 (Listener Λ𝐴)

(a) The leader of the Listener Λ𝐴 reads the event Inter-chain trans

action completed from the blockchain ℬ𝐵 and becomes aware 
of the completion of the inter-chain transaction, i.e., becomes 
aware of 𝑡𝑥𝑖

𝐵
∈ 𝑇𝑥

Λ𝐴

𝐵
. No other operations are needed since the 

global state Ω𝐴 on blockchain ℬ𝐴 was already updated.

Fig. 2 shows the timeline diagram of the protocol in case of correct 
behaviour.

The meaning is as follows: the dotted arrows indicate listeners read

ing events generated by blockchains. The lines indicate the actions of 
listeners writing to their own blockchains. The red lines indicate the 
validity time of inter-chain transactions. The same goes for the next fig

ures.

5.2. Behaviour in case of timeout

In the case of a timeout, the Listener will have to verify that the 
consistency of the related blockchain is not compromised. The leader 
of the Listener Λ𝐴 will have to create a transaction that rolls back the 
changes on the source blockchain. The leader of the Listener Λ𝐵 has 
to verify that the transaction of the destination blockchain will not be 
executed.

Given the constraint expressed by Eq. (1), the Listener Λ𝐵 of the 
destination chain will always time out first. Furthermore, from how the 
protocol is defined, we can have two scenarios: the first is that the Lis

tener Λ𝐵 times out (Δ𝐵) without having sent the transaction 𝑡𝑥𝑖
𝐵
∉𝒲𝐵

(it happens if the step 2. (b) in the previous section takes too long), 
the second case is that the Listener Λ𝐵 times out, and the transaction 
remains in the destination blockchain’s waiting pool 𝑡𝑥𝑖

𝐵
∈𝒲𝐵 .

1. Timeout of Listener A: In this case the leader of the Listener Λ𝐴

will create a rollback transaction that brings the blockchain ℬ𝒜 to 
a consistent global state prior to the execution of the inter-chain 
transaction.

2. Timeout of Listener B without having sent the transaction: In 
this case, blockchain ℬ𝐵 has not undergone any changes since no 
transaction has been sent. In this case, the leader of the Listener Λ𝐵

is aware that no event will be generated, and when the Δ𝐴 interval 
expires, the leader of the Listener Λ𝐴 will carry out a transaction 
that will roll back any changes on the blockchain ℬ𝐴 . This will bring 
blockchain ℬ𝐴 to a consistent global state and blockchain ℬ𝐵 has 
not undergone any changes.

3. Timeout of Listener B with the inter-chain transaction in the 
waiting pool: In this case, the situation is slightly delicate, as we 
have to distinguish between two scenarios: the first is that the trans

action is in the waiting pool but will be validated within some next 
blocks (𝑐𝜆𝐵) and the second is that the transaction is in the waiting 
pool but will not be validated within some next blocks (𝑐𝜆𝐵).

case 1: validated within some next blocks. If the time Δ𝐵 has 
expired on Listener Λ𝐵 , then the latter must check whether the 
transaction is validated within some next blocks. If the trans

action is validated within 𝑐𝜆𝐵 , then the leader of the Listener 
Λ𝐵 does not have to do anything as the Receiver smart contract 
of blockchain ℬ𝐵 will emit an Inter-chain transaction completed 
event which will be read by Listener Λ𝐴 . This will complete the 
inter-chain transaction.

case 2: not validated within some next blocks. If the transac

tion is not validated within some next blocks 𝑐𝜆𝐵 , then the 
leader of the Listener Λ𝐵 must replace the transaction with an 
empty one before it is executed. This is essential as there is 
a risk that the transaction will be validated after Listener Λ𝐴

times out and rolls back to blockchain ℬ𝐴.

This behaviour is not necessary if interconnected blockchains 
allow for validity times to be associated with pending trans

actions. For example, Stellar [78] allows specifying the max

imum time a transaction can remain in the waiting pool di

rectly within transactions, after which the transaction expires. 
Ethereum [79], on the other hand, does not have a mechanism 
to expire transactions, but a similar logic could be implemented 
via smart contracts.

The timeline diagram of the case where blockchains don’t imple

ment an expire time over the transactions is shown in Fig. 3.

5.3. Behaviour in case of transaction failure

In the case of transaction failure, the behaviour of the protocol is 
quite simple. Since the inter-chain protocol involves exactly one trans

action on blockchain ℬ𝐴 and one transaction on blockchain ℬ𝐵 , we can 
distinguish two cases:
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Fig. 3. The figure shows the timeline in the case expressed by the Section 5.2, 
scenario 3, case 2.

Failure on the source blockchain ℬ𝐴 : This case is trivial. If the 
transaction 𝑡𝑥𝑖

𝐴
fails on blockchain ℬ𝐴, no event is emitted, 

and the inter-chain transaction will not take place. This means 
that the transaction 𝑡𝑥𝑖

𝐴
∉𝒲𝐴 ∪ℒ𝐴.

Failure on the destination blockchain ℬ𝐵 : If the transaction 𝑡𝑥𝑖
𝐵

fails on blockchain ℬ𝐵 , Listener Λ𝐵 will not have to do any

thing. This means that the transaction 𝑡𝑥𝑖
𝐵
∉𝒲𝐵 ∪ ℒ𝐵 . The 

Listener Λ𝐴 will not see any Inter-chain transaction completed 
event and at the expiration of Δ𝐴 the Listener Λ𝐴 will roll 
back on blockchain ℬ𝐴.

5.4. Behaviour in case of off-line

The behaviour of the protocol must also foresee the different cases 
in which the Listeners go off-line (i.e., the number of active nodes is 
less than the threshold 𝑡 needed to produce the threshold signature). To 
cover all cases, we must consider the following scenarios:

1. Λ𝐴 is off-line and no event was emitted: This case is trivial, no 
inter-chain transaction can be performed as the Listener Λ𝐴 cannot 
provide the proof;

2. Λ𝐴 is off-line and an event Inter-chain transaction completed 
was issued: In this case the situation is quite trivial. If Λ𝐴 goes 
off-line and an event Inter-chain transaction completed is emitted on 
the blockchain ℬ𝐵 it means that the inter-chain transaction was per

formed correctly, i.e., we meet the condition: ∃𝑡𝑥𝑖
𝐴
∈ℒ𝐴 ⇒ ∃𝑡𝑥𝑖

𝐵
∈

ℒ𝐵 | 𝑡𝑥𝑖
𝐴
∈ 𝑇𝑥

Λ𝐵

𝐴
∧ 𝑡𝑥𝑖

𝐵
∈ 𝑇𝑥

Λ𝐴

𝐵
expressed by Definition 18. When 

the Listener Λ𝐴 becomes active, it simply checks for past events and 
will be aware of the correct completion.

3. Λ𝐴 is off-line and an event Inter-chain transaction completed 
was not issued: It means that the inter-chain transaction failed, 
i.e., we are in the condition where ∃𝑡𝑥𝑖

𝐴
∈ ℒ𝐴, but ∄𝑡𝑥𝑖

𝐵
∈ ℒ𝐵 . De

pending on the inter-chain nature, some assets of the participant 
on the blockchain ℬ𝐴 are frozen and will remain frozen until the 
Listener Λ𝐴 awakens and, becoming aware of the failure of the 
inter-chain transaction, will roll back on the blockchain ℬ𝐴. This 
is a bad scenario that could happen, since, depending on the nature 
of the inter-chain transaction, the asset of some participant could 
be frozen on the blockchain ℬ𝐴. (See Fig. 4.)

4. Λ𝐵 is off-line and an event Inter-chain transaction request was 
issued: In this case we have a transaction 𝑡𝑥𝑖

𝐴
∈ ℒ𝐴. Since the Lis

tener Λ𝐵 is off-line the event Inter-chain transaction request cannot 

Fig. 4. The figure shows the timeline in the case expressed by the Section 5.4, 
scenario 3.

be detected. So, after the validity time Δ𝐴 has expired, the Listener 
Λ𝐴 will perform a rollback on the blockchain ℬ𝐴;

5. Λ𝐵 is off-line after reading an event Inter-chain transaction re

quest: In this case there are two possible scenarios:

(a) Λ𝐵 didn’t send 𝑡𝑥𝑖
𝐵

: This case is trivial; Λ𝐵 has nothing to do 
since the Listener Λ𝐴 will expire and roll back on the source 
blockchain ℬ𝐴;

(b) Λ𝐵 sent 𝑡𝑥𝑖
𝐵

before off-line: This is the worst case in the pro

tocol. Since the number of nodes composing the Listener Λ𝐵 is 
less than the threshold 𝑡, the Listener Λ𝐵 is not able to act on 
the pending transactions. Therefore, in this case, the protocol 
always works if the destination blockchain allows associating 
the validity time with the transactions within the waiting pool. 
Otherwise, the protocol works only if the selection of transac

tions made by the consensus algorithm is deterministic or can 
be prioritised, that is, if we take Definition 13 we have the fol

lowing cases:

(𝑖) The protocol may not work. In this case, we have no way to 
influence the priority of the transaction that has to finalise 
the inter-chain transaction. In practice, we cannot predict 
how long the transaction will remain in the waiting pool. 
Therefore, there is a risk that the Listener Λ𝐴 of the source 
blockchain will rollback before the transaction is validated 
in the destination blockchain. This is because the Listener 
Λ𝐵 cannot act as it is unable to generate the threshold sig

nature, so the transaction in the destination blockchain will 
not be rolled back;

(𝑖𝑖) The protocol works by maximising priority. In fact, even if 
Listener Λ𝐵 is frozen, we are sure that the transaction will 
be validated within 𝑐𝜆𝐵 , i.e., before Listener Λ𝐴 rolls back, 
and this completes the inter-chain transaction;

(𝑖𝑖𝑖) The protocol works by properly setting Δ𝐴 and Δ𝐵 . In this 
case, the selection of transactions is deterministic. There

fore, it is possible to predict the number of blocks neces

sary to validate the transaction responsible for finalising the 
inter-chain transaction. In this case, it must be ensured that 
the transaction submitted by Listener Λ𝐵 is validated before 
Listener Λ𝐴 times out.

Fig. 5 shows the worst case expressed by scenario 5.(b), case 𝑖, for 
which the protocol may not work.
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Fig. 5. The figure shows the timeline expressed by the Section 5.4, scenario 
5.(b), case (𝑖).

5.5. Behaviour in case of Byzantine faults

We need to handle malicious behaviour in case some Listener nodes 
are compromised. Since the initiation of a transaction occurs only 
through the presence of events or log systems in the source blockchain, 
Byzantine behaviours can only occur in the Listener that must finalise 
the transaction (since we assume that the consensus algorithm of the 
blockchains involved is not compromised). In general, the protocol 
should include the following cases:

The leader of the Listener Λ𝐵 attempts to cheat on a transaction: 
This can happen if the leader of the Listener Λ𝐵 , responsible 
for finalising an inter-chain transaction, reading an inter

chain request event, tries to alter the content of the data read 
from the event to generate a transaction that causes an advan

tage or damage in the destination blockchain. This behaviour 
is prevented by the presence of the threshold signature. In 
fact, to send a transaction to the smart contract 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟, the 
leader of the Listener Λ𝐵 must reach the minimum thresh

old 𝑡 required by the signature. Each node composing the 
Listener Λ𝐵 can check whether the leader’s request is cor

rect or fraudulent and decide not to produce the signature. 
Therefore, correct execution is guaranteed depending on the 
configuration of the (𝑡, 𝑛)-threshold signature. For the system 
to work, the minimum threshold required for signature gen

eration is at least 𝑛/2 + 1; otherwise, there is the risk that the 
Listener Λ𝐵 will be able to correctly sign fraudulent trans

actions. Other configurations are possible, balancing security 
and efficiency. For example, the threshold can be unanimous, 
i.e., 𝑡 = 𝑛, which maximises security, but sacrifices fault tol

erance. In general, the system works for an arbitrary number 
of faulty nodes in the interval [0, 𝑛/2 - 1].

The Listener Λ𝐵 doesn’t send the transaction: Means that the leader 
of the Listener Λ𝐵 doesn’t operate correctly. In this case, 
the next leader has to manage the past events that were not 
handled. The main problem with this behaviour is that the 
validity interval Δ𝐵 becomes smaller, and it should be man

aged adequately. For example, if the window Δ𝐵 becomes too 
small the leader of the Listener Λ𝐵 may decide not to send 
the transaction and make the Listener Λ𝐴 expire.

In general, to prevent Byzantine faults, some mechanism of re

ward/punishment must be implemented and foreseen by the protocol. 
Here, we want to remain as generic as possible. However, as an exam

ple, a countermeasure that could be taken concerns the introduction of 
a reputation-based mechanism among the nodes composing the Listener 
[80].

6. Smart listener protocol

This section explains the protocol that Listeners follow. The Listener 
initialisation procedure and main routine are shown. During the descrip

tion, we assume that the source blockchain is ℬ𝐴 and the destination 
blockchain is ℬ𝐵 . The Listener Λ𝐴 is tied to the source blockchain, and 
the Listener Λ𝐵 is tied to the destination blockchain.

Procedure 1 shows the initialisation phase of a Listener. Each node 
has a unique identifier (line 1) and a triple of keys generated by the 
distributed key generation of the (𝑡, 𝑛)-threshold signature (line 2): the 
private key 𝑠𝑘𝑖𝑑 is owned by the node identified by 𝑖𝑑, 𝑣𝑘 and 𝑝𝑘 are 
the verification key and the public key, respectively, shared among all 
nodes of a Listener. The verification key 𝑣𝑘 will be used by the nodes 
to verify the partial signature collected to compute the threshold sig

nature. The pair (ℎ𝑆, ℎ𝑅)𝐴 identifies the smart contracts Sender and 
Receiver stored on the source blockchain ℬ𝐴 (line 3). The pair (ℎ𝑆, ℎ𝑅)𝐵
identifies the smart contracts Sender and Receiver stored on the target 
blockchain ℬ𝐵 (line 4). Each node composing the Listener holds a list 𝐿
of all the other nodes in the network (line 5). The initialisation must be 
done for the Listener Λ𝐴 on the source blockchain and for the Listener 
Λ𝐵 on the target blockchain. The initialisation phase must be executed 
until the Listener is composed of at least 𝑛 = 𝑡+ 𝑘 nodes, where 𝑡 is the 
minimum number required to compute the threshold signature, while 𝑘
depends on the configuration of the threshold signature; it can be every 
integer value in the interval [0, 𝑛∕2-1] (for example possible configura

tions are unanimity: 𝑘=0 and 𝑡=𝑛; or simple majority: 𝑘=1/2𝑛-1 and 
𝑡=1/2𝑛+ 1).

Procedure 1: Initialisation phase.

1 𝑖𝑑 ← Unique identifier of the node in the Listener 
2 (𝑠𝑘𝑖𝑑 , 𝑣𝑘, 𝑝𝑘) ← Distributed Key Generation 
3 (ℎ𝑆, ℎ𝑅)𝐴 ← hashes of Sender and Receiver smart contracts of ℬ𝐴
4 (ℎ𝑆, ℎ𝑅)𝐵 ← hashes of Sender and Receiver smart contracts of ℬ𝐵
5 𝐿 ← list of all nodes composing a Listener 

Procedure 2 shows the main routine executed by each Listener. 

Procedure 2: Main routine.

1 𝑙 ← Leader Election 
2 𝛿 ← Time of current round 
3 if 𝑙 == 𝑖𝑑 then

4 if ℰ𝐴 ≠ ∅ then

5 Recover(ℰ𝐴) 
6 end 
7 while 𝛿 not expired do

8 Listen() 
9 end 

10 Broadcast(new Leader Election) 
11 else

12 while 𝛿 not expired do

13 Wait for ThresholdSignatureRequests 
14 if leader goes off-line then

15 Broadcast(new Leader Election) 
16 end 
17 end 
18 Broadcast(new Leader Election) 
19 end

Blockchain: Research and Applications 7 (2026) 100339 

13 



A. Bigiotti, L. Mostarda, A. Navarra et al. 

Fig. 6. The figure shows the flow diagram followed by the Listeners during the 
initialisation phase and during the main routine.

Once the initialisation phase is finished, the Listeners begin the main 
routine. Listener nodes work in rounds; each round starts with a leader 
election and has a certain duration. At the beginning, a leader election is 
performed, which will select one node of the Listener as the leader (line 
1). The selected node will have a finite amount of time 𝛿 (line 2), after 
which, a new leader election will take place. The if check (line 3) dif

ferentiates the tasks of the leader versus non-leader nodes. If a node is a 
leader, the first operation it must do is check whether there are events 
that have not yet been terminated (line 4) and if so, it must recover and 
manage them (line 5). At this point, the Listener remains listening un

til its turn ends (lines 7-9). This phase involves the management of a 
series of events, which will be presented in the next subsections. When 
the time 𝛿 has expired, the leader node broadcasts a new leader elec

tion (line 10). Nodes that are not leaders wait for requests, the partial 
threshold signature performed by the leader (line 13). Non-leader nodes 
must also check the activity of the selected leader. If the leader is offline, 
non-leader nodes broadcast a new leader election (line 14-16). After the 
expiration of the 𝛿 time the nodes broadcast a new leader election (line 
18).

Fig. 6 shows the flowchart of the Procedures 1 and 2 for initialisa

tion and the main routine respectively. The cell Event management refers 
to the management of events that occur within the protocol performed 
by the individual Listeners and will be presented in detail in the next 
subsections. The 𝑛 ≥ 𝑡 check ensures that the number of nodes to ini

tialise is greater than or equal to the threshold required by the threshold 
signature.

6.1. Procedures on sender Listener Λ𝐴

This section shows the events that the Listener Λ𝐴 will have to man

age on the side of the source blockchain ℬ𝐴, i.e., the blockchain that 
initiates inter-chain transactions. Inter-chain transactions can be initi

ated by independent participants 𝑝𝑘 simply interacting with the smart 
contract Sender𝐴. A participant 𝑝𝑘 must prepare a transaction 𝑡𝑥𝐴 = 

𝑃2𝐶(𝑝𝑘, 𝑆𝑒𝑛𝑑𝑒𝑟𝐴, 𝑓𝑖, 𝑣𝑖) and send it to the blockchain. If the transac

tion 𝑡𝑥𝐴 is valid, it will be processed by the consensus algorithm of the 
source blockchain, and at the end of its execution, an event will be is
sued 𝑒𝑖. Procedure 3 shows the steps needed to create the cryptographic 
proof.

Procedure 3: On Proof Request.

Input: An inter-chain transaction 𝑡𝑥𝑖
𝐴→𝐵

= (𝑡𝑥𝑖
𝐴

, 𝑡𝑥𝑖
𝐵

)

Output: Threshold Signature of Λ𝐴 for 𝑡𝑥𝑖
𝐴

1 Function CreateProof(𝑝𝑘, 𝑛𝑜𝑛𝑐𝑒, 𝑡𝑥𝑖
𝐴

, 𝜎𝑠𝑘𝑝𝑘 (𝑡𝑥
𝑖
𝐴
)) is

2 𝑝𝑘 ← public key of participant 𝑝𝑘
3 𝑛𝑜𝑛𝑐𝑒 ← current 𝑛𝑜𝑛𝑐𝑒 registered in the smart contract 𝑆𝑒𝑛𝑑𝑒𝑟
4 𝑡𝑥𝑖

𝐴
= 𝑃2𝐶(𝑝𝑘, 𝑆𝑒𝑛𝑑𝑒𝑟𝐴, 𝑓𝑖, 𝑣𝑖) ← is the transaction 

5 𝜎𝑠𝑘𝑝𝑘
(𝑡𝑥𝑖

𝐴
) ← is the signature of the participant 𝑝𝑘

6 if find(𝑛𝑜𝑛𝑐𝑒, 𝑝𝑘, 𝑓𝑖, ℰ𝐴) is not empty then

7 return ∅
8 end 
9 if find(𝑝𝑘, 𝑓𝑖, ℰ𝐴) is not empty ∧ 𝑓𝑖 ∈ ℱ𝑖𝑛𝑑 then

10 return ∅
11 end 
12 if find(𝑓𝑖, ℰ𝐴) is not empty ∧ 𝑓𝑖 ∈ ℱ𝑑𝑒𝑝 then

13 return ∅
14 end 
15 < 𝜎1, 𝜎2,… , 𝜎𝑡 > ← RequestThresholdSignature(𝑝𝑘, 𝑛𝑜𝑛𝑐𝑒, 𝑡𝑥𝑖

𝐴
, 

𝜎𝑠𝑘𝑝𝑘
(𝑡𝑥𝑖

𝐴
)) 

16 if 𝑣𝑘(𝜎𝑖) == 1; ∀𝜎𝑖 then

17 𝜎(𝑡𝑥𝑖
𝐴
)← ComputeThresholdSignature({𝜎1, 𝜎2,… , 𝜎𝑡}) 

18 return 𝜎(𝑡𝑥𝑖
𝐴

) 
19 end 
20 return ∅
21 end

The Listener Λ𝐴 executes the CreateProof function that prepares 
and outputs the cryptographic proof 𝜎(𝑡𝑥𝑖

𝐴
). A participant 𝑝𝑘 that wants 

to initiate an inter-chain transaction 𝑡𝑥𝐴→𝐵 = (𝑡𝑥𝑖
𝐴

, 𝑡𝑥𝑖
𝐵

) must provide 
the transaction 𝑡𝑥𝑖

𝐴
, the virtual nonce of the smart contract 𝑆𝑒𝑛𝑑𝑒𝑟𝐴 re

quired by it and the signature to authenticate the participant 𝑝𝑘 (lines 
2-5). Here, the nonce refers to a progressive number registered within 
the smart contract 𝑆𝑒𝑛𝑑𝑒𝑟𝐴, and each participant 𝑝𝑘 has a specific nonce 
tied to it. The leader node must check for the validity of the nonce pro

vided, and the existence of possible transactions in the event set ℰ𝐴 , in 
which case the leader returns an empty value (lines 6-14). In particular, 
the If (lines 6-8) verifies the correctness of the nonce, preventing replay 
attacks. The If (lines 9-11) verifies that participant 𝑝𝑘 has no pending 
inter-chain transactions in the case the function 𝑓𝑖 is independent, which 
allows to regulate user activities and better manage the flow of transac

tions between interconnected blockchains. Finally, the If (lines 12-14) 
prevents dependent functions 𝑓𝑖 from executing if there are pending 
transactions on them. This helps maintain a consistent blockchain state 
and ensures isolation in interchain transactions. After the checks, the 
leader node broadcasts a RequestThresholdSignature to the non-leader 
nodes. Each non-leader node has to verify the correctness of the data 
for the inter-chain transaction and has to compute the partial threshold 
signature (line 15). The leader has to collect at least 𝑡 partial signatures 
from the non-leader nodes. After collecting the partial signatures, the 
leader must verify the correctness of the received signatures; if the ver

ification is successful, the leader will prepare the cryptographic proof 
and output it (line 16-19), otherwise, output nothing (line 20).

Procedure 4 shows the operations that the Listener Λ𝐴 has to follow 
when an inter-chain transaction request event 𝑒𝑖 is issued by the source 
blockchain ℬ𝐴.

This means that a participant 𝑝𝑘 invoked an inter-chain transaction 
request from the Sender𝐴 smart contract. The Listener Λ𝐴, reading the 
𝑒𝑖 event, will trigger the Inter-chainRequestEmitted function where 
the Listener must associate the waiting time for the event and add it to 
the set of events to handle. To calculate the waiting time for the validity 
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Procedure 4: On Inter-Chain Transaction Request.

Input: Inter-Chain Transaction Request Event 𝑒𝑖
Output: Update the event set ℰ𝐴 adding 𝑒𝑖 and Δ𝐴(𝑒𝑖)

1 Function Inter-chainRequestEmitted(𝑒𝑖)is

2 𝑏𝑙𝑜𝑐𝑘 ← block(𝑒𝑖)
3 𝑡𝑖𝑚𝑒 ← time(𝑒𝑖)
4 Δ𝐴(𝑒𝑖) ← start counter for (𝑒𝑖)
5 return ℰ𝐴 ← ℰ𝐴 ∪ (𝑒𝑖,Δ𝐴(𝑒𝑖))
6 end

of the event, the Listener must use the block that generates the event and 
the time of the block generation (lines 2-3). At this point, the Listener 
must set the validity time Δ𝐴(𝑒𝑖) for the event 𝑒𝑖 (line 4). The procedure 
ends adding the new event with its validity time to the event list ℰ𝐴
(line 5).

Procedure 5 shows the behaviour of the Listeners in case an 
inter-chain transaction completed event is emitted by the destination 
blockchain.

Procedure 5: On Inter-Chain Transaction Completed.

Input: Inter-Chain Transaction Completed Event 𝑒𝑗
Output: Stop Δ𝐴(𝑒𝑖) and remove 𝑒𝑖

1 Function Inter-chainCompletedRead(𝑒𝑗)is

2 𝑛𝑜𝑛𝑐𝑒 ← nonce(𝑒𝑗 ) 
3 𝑝𝑘 ← participant(𝑒𝑗 ) 
4 𝑒𝑖 ← find(𝑛𝑜𝑛𝑐𝑒, 𝑝𝑘, ℰ𝐴) 
5 return ℰ𝐴 ← ℰ𝐴∖𝑒𝑖
6 end

In this case, it means that the inter-chain transaction was success

ful and the Listener has to execute the Inter-chainCompletedRead 
function. The leader node extracts, from the inter-chain transaction com

pleted event 𝑒𝑗 emitted by the destination blockchain, the participant 
𝑝𝑘 that started the inter-chain transaction and the 𝑛𝑜𝑛𝑐𝑒 related to the 
inter-chain transaction (lines 2-3). Using this information, the leader 
node will select the event 𝑒𝑖 from the event set ℰ𝐴 (line 4) and has only 
to remove the event 𝑒𝑖 that was waiting for completion from the set of 
events ℰ𝐴 and return the updated set (line 5).

Procedure 6 shows the behaviour of the protocol if the validity time 
for an inter-chain transaction has expired.

Procedure 6: On Time Out Δ𝐴.

Input: An event 𝑒𝑖 expired

Output: Update the event state with In rollback

1 Function TimedOutΔ𝐴()is

2 𝑒𝑖 ← 𝑒𝑖 ∈ ℰ𝐴 𝑠.𝑡. Δ𝐴(𝑒𝑖) expired 
3 𝑡𝑥−1

𝐴
← roll back transaction for 𝑒𝑖

4 {𝜎1, 𝜎2,… , 𝜎𝑡} ← RequestThresholdSignature(𝑡𝑥−1
𝐴

, 𝑒𝑖) 
5 if 𝑣𝑘(𝜎𝑖) == 1;∀𝜎𝑖 then

6 𝜎(𝑡𝑥−1
𝐴
)← ComputeThresholdSignature(< 𝜎1, 𝜎2,… , 𝜎𝑡 >) 

7 ℰ𝐴 ← ℰ𝐴∖𝑒𝑖
8 𝒲𝐴 ←𝒲𝐴 ∪ 𝜎(𝑡𝑥−1

𝐴
)

9 (𝑒𝑖,╱Δ𝐴(𝑒𝑖),𝐻(𝑡𝑥−1
𝐴
)) ← update event with roll back transaction 

hash 
10 end 
11 return ℰ𝐴 ← ℰ𝐴 ∪ (𝑒𝑖,╱Δ𝐴(𝑒𝑖),𝐻(𝑡𝑥−1

𝐴→𝐵
))

12 end

In this case, the procedure must include the roll back on the source 
blockchain. The function that takes care of this task is TimedOutΔ𝐴

and has to recover the event 𝑒𝑖 that timed out (line 2). We indicate an 
event that has an expired delta with the symbol ⟋Δ. The leader node (𝑝𝑙) 
of the Listener Λ𝐴 will have to prepare a transaction 𝑡𝑥−1

𝐴
= 𝑃2𝐶(𝑝𝑙 , 

𝑆𝑒𝑛𝑑𝑒𝑟𝐴, 𝑓−1, 𝑣) that reverses the changes that have occurred on the 

Fig. 7. The figure shows the state transition of an inter-chain transaction on the 
source blockchain side.

source blockchain (line 3). Once the transaction has been prepared, the 
leader has to broadcast the RequestThresholdSignature and wait for at 
least 𝑡 valid partial signatures (line 4). The leader has to verify the valid

ity of the partial signatures and prepare the threshold signature of the 
transaction (line 5-6). At this point the leader will remove the event 𝑒𝑖
from the event set ℰ𝐴 (line 7), will submit the inter-chain transaction 
roll back (line 8) and will update the event 𝑒𝑖 with the hash of the roll 
back transaction (line 9). At the end of the procedure, the leader will 
output the event set ℰ𝐴 updated with the event tagged with the hash of 
the roll back transaction (line 11).

Procedure 7 illustrates the operations that the Listener Λ𝐴 must per

form when an inter-chain transaction rolled back event is generated. 
The leader node 𝑝𝑙 has only to remove the event 𝑒𝑖 from the event set 
ℰ𝐴 as the global state of the source blockchain ℬ𝐴 has been restored. 

Procedure 7: On Transaction Rolled Back Event.

Input: Transaction Rolled Back Event 𝑒𝑘
Output: remove the event from the set ℰ𝐴

1 Function RollbackCompleted()is

2 𝐻(𝑡𝑥−1
𝐴
) ← transaction hash of 𝑒𝑘

3 𝑒𝑖 ← 𝑒𝑖 ∈ ℰ𝐴 𝑠.𝑡. ∃(𝑒𝑖,╱Δ𝐴(𝑒𝑖),𝐻(𝑡𝑥−1
𝐴
))

4 return ℰ𝐴 ← ℰ𝐴∖𝑒𝑖
5 end

Fig. 7 shows the state diagram of inter-chain transactions on 
the source blockchain. The procedures illustrated so far (i.e., Proce

dures 3--7) have the task of monitoring the state of the inter-chain 
transaction and leading it to the terminal states, transaction completed 
(success) or transaction rolled back (abort).

6.2. Procedures on receiver Listener Λ𝐵

This section shows the events that a Listener Λ𝐵 will need to handle 
on the side of the target blockchain ℬ𝐵 , i.e., the blockchain that has to 
complete the inter-chain transaction.

Procedure 8 shows the steps the protocol must follow when an inter

chain transaction is initiated. In this case, the Listener Λ𝐵 reads the 
inter-chain transaction request event 𝑒𝑖 from the source blockchain ℬ𝐴
and must prepare and send the final transaction on the destination 
blockchain ℬ𝐵 . The Inter-chainRequestRead routine shows the nec

essary steps. Using the data present in the event, the leader maintains 
the block block(𝑒𝑖) of blockchain ℬ𝐴 that generated the inter-chain trans

action request event, the generation time time(𝑒𝑖) of the event which 
will be used to calculate the Δ𝐴 of the source blockchain (lines 2-4). 
Starting from the data data(𝑒𝑖), the leader must prepare the transaction 
𝑡𝑥𝐵 = 𝑃2𝐶(𝑝𝑞 , 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑟𝐵 , 𝑓𝑖, 𝑣) which will complete the inter-chain 
transaction generated by the event 𝑒𝑖 (lines 5-6). Once the transaction 
is prepared, the leader 𝑝𝑞 must request the threshold signature (line 
7) of at least 𝑡 non-leader nodes to validate the transaction so that it 
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can be sent to the target blockchain ℬ𝐵 . If the leader receives at least 𝑡
valid partial signatures, it can compute the threshold signature and can 
submit the transaction to the blockchain (lines 9-10). At this point, the 
leader must start the timer Δ𝐵(𝑒𝑖), related to the event 𝑒𝑖 (line 11). At 
the end of the procedure, the leader updates the set of events with the 
new event added (line 13).

Procedure 8: On Inter-Chain Transaction Request.

Input: Inter-Chain Request Event 𝑒𝑖
Output: Updated set of events ℰ𝐵

1 Function Inter-chainRequestRead(𝑒𝑖) is

2 𝑏𝑙𝑜𝑐𝑘𝐴 ← block(𝑒𝑖)
3 𝑡𝑖𝑚𝑒𝐴 ← time(𝑒𝑖)
4 Δ𝐴(𝑒𝑖) ← calculate counter for 𝑒𝑖
5 𝑑𝑎𝑡𝑎 ← data(𝑒𝑖)
6 𝑡𝑥𝐵 ← PrepareTransaction(𝑑𝑎𝑡𝑎) 
7 {𝜎1, 𝜎2,… , 𝜎𝑡} ← RequestThresholdSignature(𝑡𝑥𝐵 , 𝑒𝑖) 
8 if 𝑣𝑘(𝜎𝑖) == 1;∀𝜎𝑖 then

9 𝜎(𝑡𝑥𝐵)← ComputeThresholdSignature(< 𝜎1, 𝜎2,… , 𝜎𝑡 >) 
10 𝒲𝐵 ←𝒲𝐵 ∪ 𝜎(𝑡𝑥𝐵)
11 Δ𝐵(𝑒𝑖)←Δ𝐴(𝑒𝑖) − 𝑐𝜆𝐵

12 end 
13 return ℰ𝐵 ← ℰ𝐵 ∪ (𝑒𝑖,Δ𝐵(𝑒𝑖))
14 end

Procedure 9 shows the behaviour of the protocol in the case where 
the inter-chain transaction was successfully executed on the destination 
blockchain ℬ𝐵 . In this case, the behaviour of the Λ𝐵 Listener is quite 
simple. The Inter-chainCompletedEmitted function shows the steps 
the leader has to follow. The leader node 𝑝𝑞 , using the 𝑛𝑜𝑛𝑐𝑒 and the 
participant 𝑝𝑘 read from the event 𝑒𝑗 , search for the inter-chain trans

action request in the event set ℰ𝐵 (lines 2-4). At this point, the only 
operation that must be performed is to remove the event from the set of 
events to be managed (line 5).

Procedure 9: On Inter-Chain Transaction Completed.

Input: Inter-Chain Transaction Completed Event 𝑒𝑗
Output: Updated set of events ℰ𝐵

1 Function Inter-chainCompletedEmitted(𝑒𝑗) is

2 𝑛𝑜𝑛𝑐𝑒 ← nonce(𝑒𝑗 ) 
3 𝑝𝑘 ← participant(𝑒𝑗 ) 
4 𝑒𝑖 ← find(𝑛𝑜𝑛𝑐𝑒, 𝑝𝑘, ℰ𝐵) 
5 return ℰ𝐵 ← ℰ𝐵∖𝑒𝑖
6 end

Procedure 10 shows the steps performed by the protocol in case of 
timeout in the Λ𝐵 Listener of the destination blockchain. The symbol 
⟋Δ𝐵(𝑒𝑖) means the event 𝑒𝑖 has expired. In this case, it means that the 
transaction was not validated within the Δ𝐵 time and the Listener only 
needs to monitor the 𝑐𝜆𝐵 interval. 

Procedure 10: On Time Out Δ𝐵 .

Output: Updated set of events ℰ𝐵
1 Function TimedOutΔ𝐵() is

2 𝑒𝑖 ← 𝑒𝑖 ∈ ℰ𝐵 𝑠.𝑡. Δ𝐵(𝑒𝑖) expired 
3 ℰ𝐵 ← ℰ𝐵∖𝑒𝑖
4 (𝑒𝑖, ╱Δ𝐵(𝑒𝑖), 𝑐𝜆

𝑒𝑖
𝐵

) ← monitor block time 𝑐𝜆𝑒𝑖
𝐵

5 return ℰ𝐵 ← ℰ𝐵∪(𝑒𝑖, ╱Δ𝐵(𝑒𝑖), 𝑐𝜆
𝑒𝑖
𝐵

) 
6 end

Procedure 11 shows the behaviour of the protocol while the Listener 
has to monitor 𝑐𝜆𝐵 . In this case, the protocol must manage two possi

ble scenarios: 1. the transaction is validated within the 𝜆𝐵 time; 2. the 
transaction is not validated within the 𝜆𝐵 time. Case 1 is handled by 

Procedure 11: Monitoring time 𝑐𝜆𝐵 .

Output: Updated set of events ℰ𝐵
1 Function CheckTimedOut𝜆𝐵() is

2 𝑒𝑖 ← 𝑒𝑖 ∈ ℰ𝐵 𝑠.𝑡. 𝑐𝜆𝐵(𝑒𝑖) expired 
3 𝑡𝑥𝐵 ← 𝑡𝑥𝐵 ∈𝒲𝐵

4 𝑡𝑥∅
𝐵
← DeleteTransaction(𝑡𝑥𝐵)

5 {𝜎1, 𝜎2,… , 𝜎𝑡} ← RequestThresholdSignature(𝑡𝑥∅
𝐵

, 𝑒𝑖) 
6 if 𝑣𝑘(𝜎𝑖) == 1;∀𝜎𝑖 then

7 𝜎(𝑡𝑥∅
𝐵
)← ComputeThresholdSignature(< 𝜎1, 𝜎2,… , 𝜎𝑡 >) 

8 end 
9 𝒲𝐵 ←𝒲𝐵 ∪ 𝜎(𝑡𝑥∅

𝐵
)

10 return ℰ𝐵 ← ℰ𝐵∖𝑒𝑖
11 end

Fig. 8. The figure shows the state transition of an inter-chain transaction on the 
destination blockchain side.

Procedure 9. Case 2 is different for blockchains that have mechanisms 
to associate validity times with transactions in the waiting pool and 
for blockchains that do not allow this. In particular, blockchains that do 
not allow pending transactions to expire must run the CheckTimedOut 
procedure. The Listener Λ𝐵 must check whether the extra time 𝑐𝜆𝐵 ex

pected for the transaction has expired (line 2). If 𝑐𝜆𝐵 has expired, the 
Listener must retrieve the transaction from the waiting pool (line 3) and 
prepare a transaction that replaces the pending transaction with a null 
transaction (line 4). The new transaction will not change the state of the 
blockchain and will not emit any events. The Listener proceeds by re

questing the threshold signature from the non-leader nodes (line 5). If 
all partial signatures are valid, the leader node will prepare the trans

action that will delete the pending transaction (lines 6-7). At this point, 
the Listener must send the transaction to the target blockchain (line 9) 
and update the event set, removing the event 𝑒𝑖 (line 10). Otherwise, the 
procedure will simply remove the transaction from the event set (i.e., 
only lines 2, 9 and 10 must be executed).

Fig. 8 shows the state diagram of inter-chain transactions on the 
destination blockchain. The procedures illustrated so far (i.e., Proce

dures 8--11) have the task of monitoring the state of the inter-chain 
transaction and leading it to the terminal states, transaction completed 
(success) and the transaction aborted (abort).

6.3. Correctness of Smart listener protocol

The correctness of the protocol lies in the safety and liveness proper

ties. Given the purpose of the protocol, safety is a property that guaran

tees that an inter-chain transaction either occurs correctly or does not 
occur at all. From the Definition 18 of inter-chain transaction we have 
to guarantee:
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success: At the end of the protocol we have:

𝑡𝑥𝐴 ∈ℒ𝐴 ∧ 𝑡𝑥𝐵 ∈ℒ𝐵
abort: At the end of the protocol we have:

𝑡𝑥𝐴 ∉ℒ𝐴 ∧ 𝑡𝑥𝐵 ∉ℒ𝐵

The protocol must avoid the following situation:

(𝑡𝑥𝐴 ∈ℒ𝐴 ∧ 𝑡𝑥𝐵 ∉ℒ𝐵) ∨ (𝑡𝑥𝐴 ∉ℒ𝐴 ∧ 𝑡𝑥𝐵 ∈ℒ𝐵) (2)

As regards liveness, we need to guarantee that the conditions of suc

cess or abort are reached within a finite amount of time, which in the 
protocol is expressed by Δ𝐴.

In what follows, we discuss all the properties that the protocol should 
have, that are agreement, validity, termination, atomicity, consistency, 
isolation and durability. These properties hold under the hypothesis that 
the number of non-faulty nodes composing the Listeners is at least 𝑡, 
where 𝑡 is the minimum number of nodes needed by the threshold sig

nature and the transaction priority of the consensus algorithms adopted 
by the involved blockchains falls under the type 𝑖𝑖. or 𝑖𝑖𝑖. as expressed 
by Definition 13.

Agreement and validity: To prove the properties of agreement and 
validity, we have to prove that Λ𝐴 and Λ𝐵 agree on the trans

actions 𝑡𝑥𝐴 and 𝑡𝑥𝐵 responsible for the updates of the global 
states Ω𝐴 and Ω𝐵 , and that are stored on the ledger ℒ𝐴 and 
ℒ𝐵 , respectively. We also need to prove that the transactions 
𝑡𝑥𝐴 and 𝑡𝑥𝐵 are valid and that the 𝑡𝑥𝐵 transaction finalises 
the 𝑡𝑥𝐴 transaction in the destination blockchain.

We note that for the transaction 𝑡𝑥𝐴, to be sent to the 
waiting pool 𝒲𝐴 of the source blockchain, the latter must 
be approved by the Listener Λ𝐴 using a cryptographic proof 
based on a threshold signature. It means that the nodes of 
the Listener Λ𝐴 must agree on the validity of the transaction 
𝑡𝑥𝐴 performed by a certain participant 𝑝 (Procedure 3). If the 
transaction 𝑡𝑥𝐴 is valid, it can be sent to the blockchain, i.e., 
𝑡𝑥𝐴 ∈𝒲𝐴. If all the changes foreseen by 𝑡𝑥𝐴 are valid, 𝑡𝑥𝐴
will be added to the validated transaction ledger ℒ𝐴 in the 
source blockchain ℬ𝐴. After that, 𝑡𝑥𝐴 has a certain validity 
period Δ𝐴. At this point, we are in the condition 𝑡𝑥𝐴 ∈ ℒ𝐴 ∧
𝑡𝑥𝐵 ∉𝒲𝐵 . Both Listeners agree on the presence of the trans

action 𝑡𝑥𝐴 on ℒ𝐴 (Procedure 4 for Λ𝐴 and Procedure 8 for 
Λ𝐵), as it relies on the consensus 𝒜𝐴 of the source blockchain 
ℬ𝐴.

Now the Listener Λ𝐵 must produce the 𝑡𝑥𝐵 transaction 
which finalises the inter-chain transaction on the destination 
blockchain ℬ𝐵 (Procedure 8). To do so, the nodes of the Lis

tener Λ𝐵 must agree on the transaction data and produce 
the threshold signature. All nodes can verify the transaction 
data, moreover, they are certified by the consensus of the 
source blockchain. If the data is correct and the processes 
are in agreement, they will produce the threshold signature. 
The transaction 𝑡𝑥𝐵 can be built only using the data con

tained in the event generated by the consensus algorithm of 
the source blockchain relating to the transaction 𝑡𝑥𝐴 (i.e., the 
data needed to finalise the inter-chain transaction). If 𝑡𝑥𝐵 is 
valid, it will be signed by all nodes composing the Listener Λ𝐵

and will be sent to the destination blockchain, i.e., 𝑡𝑥𝐵 ∈𝒲𝐵 . 
Now we are in the situation 𝑡𝑥𝐴 ∈ℒ𝐴 ∧ 𝑡𝑥𝐵 ∈𝒲𝐵 .

The Listener Λ𝐵 is aware of this condition, while the Lis

tener Λ𝐴 is waiting for the completion of the inter-chain trans

action (i.e., it is willing to wait Δ𝐴). Currently, the control is 
under the consensus algorithm of the destination blockchain 
ℬ𝐵 , and depending on the transaction selection provided by 
the consensus algorithm 𝒜𝐵 can happen: 1. the transaction 

𝑡𝑥𝐵 is validated within Δ𝐵 + 𝑐𝜆𝐵 . In this situation both Lis

tener Λ𝐴 and Λ𝐵 agree on the completion of the transaction 
(Procedure 5 for Λ𝐴 and Procedures 9 and 10 for Λ𝐵), as 
they became aware of the event produced by the destination 
blockchain that enforces its validity on the consensus algo

rithm of the destination blockchain. This ends in the correct 
condition success: 𝑡𝑥𝐴 ∈ ℒ𝐴 ∧ 𝑡𝑥𝐵 ∈ ℒ𝐵 ; 2. The transaction 
𝑡𝑥𝐵 is not validated within Δ𝐵 + 𝑐𝜆𝐵 , in this case the Listen

ers agree on the expiration of the transaction validity (Pro

cedures 6 and 7 for Λ𝐴 and Procedures 10 and 11 for Λ𝐵). 
The Listener Λ𝐴 will roll back the global state changes on the 
source blockchain and the Listener Λ𝐵 will prevent the state 
update on the destination blockchain by deleting the pending 
transaction 𝑡𝑥𝐵 , or by expiring the validity of the transaction, 
this ends in the correct state abort: 𝑡𝑥𝐴 ∉ℒ𝐴 ∧ 𝑡𝑥𝐵 ∉ℒ𝐵 .

In summary, in the Smart listener protocol, the conditions 
of agreement and validity are achieved by combining the 
threshold signature implemented by the Listeners Λ𝐴 and Λ𝐵

with the consensus algorithm of the source and destination 
blockchains.

Termination: The termination of the protocol is guaranteed by the 
Eq. (1). In particular, within the operability interval Δ𝐴 (i.e., 
the event that triggers an inter-chain transaction), the pro

tocol always arrives in a terminal state, whether success or 
abort. It does not happen that the protocol encounters a bad 
state expressed by the propositional Eq. (2).

Atomicity: This property is reached by combining the functioning of 
the protocol with the characteristics of the blockchain. In fact, 
we notice that the protocol foresees only two transactions: 
one that finalises the inter-chain transaction on the destina

tion blockchain and one that make a roll back on the source 
blockchain (the transaction that initiates the inter-chain trans

action is performed by independent participants). The trans

actions sent by the Listeners (line 8 of Procedure 6 and line 
10 of Procedure 8) are single transactions. In the event that 
transactions involve cascade calls, as expressed by the Defini

tion 11, the latter are automatically managed by the relevant 
blockchains that will execute them in an atomic fashion. This 
ensures that transactions are atomic.

Consistency: To preserve consistency, the inter-chain transaction must 
preserve the data within the system. In the context of an inter

chain transaction, data integrity concerns the global state of 
blockchain ℬ𝐴 and blockchain ℬ𝐵 . This property is preserved 
because the protocol does not meet the state expressed by the 
propositional Eq. (2).

Isolation: This property is ensured by the protocol by preventing par

ticipants from invoking multiple inter-chain transactions that 
involve dependent functions. This rule is guaranteed by the 
constraint 𝑐.2, as illustrated in Section 5.1 scenario 1.(a) (see 
also lines 12 - 14 of the Procedure 3).

Durability: To ensure the durability property, special attention must 
be given to the configurations of Δ𝐴 and Δ𝐵 . If the proto

col interconnects blockchains that implement deterministic 
consensus algorithms, the selection of Δ𝐴 and Δ𝐵 becomes 
simpler. This is because once a transaction is included in 
a block, it is irrevocable. In the case where interconnected 
blockchains are based on probabilistic consensus algorithms, 
the configurations of Δ𝐴 and Δ𝐵 are more complicated. Once 
a transaction is added to a block, its persistence is not imme

diately guaranteed, since probabilistic consensus algorithms 
allow forks. Therefore, the generated events should be con

sidered valid only after the probability of a fork becomes 
negligible.
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7. Application and experimental result

The protocol presented aims to be blockchain-agnostic. The differ

ence in the cryptographic primitives adopted by particular blockchains 
is mitigated by the fact that the protocol requires write access only 
in the blockchain to which it is connected, where compatibility is re

quired for both signature and hash generation. While for the destination 
blockchain, only read access is required on specific events or system 
logs, for which there are no particular constraints in the cryptographic 
primitives adopted. In case the destination blockchain has a much longer 
block production time than the source blockchain (i.e., 𝜆𝐵 > 𝜆𝐴), the 
initiation of many inter-chain transactions could saturate the destina

tion blockchain or create bottlenecks. Differences in block generation 
times (𝜆𝐴 and 𝜆𝐵) are managed by preventing inter-chain transactions 
from starting if there are inter-chain transactions pending towards a spe

cific user. This is a fundamental point as, on the one hand, it prevents 
saturation of the slower blockchain, and on the other, it favours the syn

chronisation of interconnected blockchains.

By construction, the connection between a private blockchain and 
a public blockchain does not require the presence of two Listeners, but 
only one managed by the private blockchain is needed. This is due to 
the fact that public blockchains have no access control mechanisms, so a 
single Listener is able to read and write to both blockchains. In this case, 
the Listener, being an off-chain component, can use different interfaces 
for communication with the different interconnected blockchains.

The case of interconnection between private blockchains is more 
complex, in which privacy is an indispensable requirement. To date, 
there are two well-known frameworks mostly adopted in private con

texts, which are Hyperledger Fabric [81] and Hyperledger Besu [82]. 
Both frameworks allow the construction of blockchains with different 
characteristics, both in the consensus algorithms and in the languages 
adopted for smart contracts. Fabric allows the development of smart 
contracts in Java, Go, and Javascript, while Besu is based on Solid

ity. One of the difficulties concerns the lack of well-defined standards 
for the representation of data on the different blockchains. For exam

ple, Solidity adopts the ERC-20 [83] and ERC-721 [84] standards for 
the representation of so-called fungible tokens and non-fungible tokens. 
In the case of inter-chain transactions between Fabric and Besu, spe

cial attention must be paid to the correct translation of these objects in 
the respective blockchains. The limitations of different consensus algo

rithms will be presented in the next subsection.

7.1. Experimental result

This section shows the results of the experiments conducted to under

stand the capabilities of the protocol in terms of latency and transactions 
per second (TPS). During testing, Listeners were simulated using multi

threading processes developed in Python, version 3.11. The blockchain 
adopted is Hyperledger Besu, version 23.1.0-RC1. The blockchain is im

plemented using Docker, version 27.0.3 and docker-compose, version 
1.29.2. The tests were performed on a machine with a Linux pop-os op

erating system, version 6.9.3, Intel Core i7 CPU, 2.20 GHz, 32 GB RAM, 
NVIDIA RTX 3070 GPU, 8 GB RAM.

The performance of the Listener in requests for inter-chain transac

tions from users and event management (see Procedure 3, Procedure 6
and Procedure 8) are shown in Table 1. During testing, the Listeners 
adopt a (𝑡-of-𝑛) threshold signature scheme (Σ𝑛) based on ECDSA and 
the leader has an operability time (𝛿) of 10 s. During the tests, the num

ber of listener nodes 𝑛 and the minimum threshold 𝑡 for generating a 
valid signature were varied. Table 1 shows the average latency and TPS 
of the Listener.

The protocol is entirely event-based. This means the Listener per

forms inter-chain transactions in batches. The number of events con

tained within a block is dependent on the throughput of the source 
blockchain. For the purpose of testing, the source blockchain (ℬ𝐴) is 
implemented using Hyperledger Besu, and is configured with a block 

Table 1
Latency and TPS of the Listeners to produce the 
threshold signature in Procedure 3, Procedure 6
and Procedure 8.

Nodes (𝑛) Threshold (𝑡) Latency TPS 
3 2 0.0010 s >1000 
5 3 0.0014 s >700 
10 6 0.0027 s >375 
15 8 0.0038 s >260 
20 11 0.0050 s >190 
30 16 0.0068 s >140 

Fig. 9. Average and maximum latency during the interactions with the smart 
contract Sender (ℎ𝑆 ).

generation time (𝜆𝐴) of 4 s, adopts a deterministic consensus algorithm 
based on IBFT 2.0 [57] and is composed of 5 validator nodes. During 
the experiments, several transactions were submitted at different rates 
(from 10 to 1000 per second). The statistics shown in Fig. 9 were calcu

lated over 50 iterations for each transaction rate.

During interactions with the Sender smart contract, the blockchain 
recorded an average TPS of 119, and a maximum TPS of 159, produc

ing blocks with an average of 476 events. The largest block recorded 
639 events. Once the events are generated, the Listeners must read them 
and set the Δ𝐴 and Δ𝐵 parameters for the validity of inter-chain transac

tions. These parameters are entirely dependent on the target blockchain, 
as they are set only after the transactions are validated by the source 
blockchain.

There are several works in the literature that evaluate the perfor

mance of modern blockchains. Shalaby et al. [85] showed the perfor

mance of Hyperledger Fabric. Capocasale et al. [86] showed a perfor

mance comparison among different blockchain frameworks. Here, we 
recall the main outcomes of the authors on different blockchain net

works. From the results obtained by the authors, the performance of 
blockchains based on Hyperledger Fabric shows a TPS that varies be

tween 150 and 250 TPS and an average latency that varies between 2 
and 4 s. Concerning Hyperledger Besu, the performances are shown in 
the Figs. 9 and 10, obtaining an average latency of about 6.64 s when 
the blockchain is stressed. The tests refer to blockchains configured with 
consensus algorithms with deterministic finality; therefore, once a trans

action is included in a block, the latter is crystallised and can no longer 
be removed. Regarding the configuration of Δ𝐴 and Δ𝐵 , performance 
metrics can be evaluated. The decision of these parameters is easier on 
blockchains with deterministic finality since it is sufficient to consider 
the block generation time and the latency. For example, Fig. 9 shows 
the maximum latency recorded for validating a transaction is 25 s (i.e., 
approximately 6.25 blocks under the configuration adopted). We could 
configure Δ𝐵 + 𝑐𝜆𝐵 as seven times the time required to produce a block 
on the destination blockchain. The configuration of Δ𝐴 could be set 
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Fig. 10. Latency rate per single transaction during interactions with the Sender (ℎ𝑆 ) smart contract. 

to nine times the time required to produce a block on the destination 
blockchain. In general, the larger the Δ𝐴 and Δ𝐵 + 𝑐𝜆𝐵 parameters are 
selected, the less likely it is to encounter a timeout.

The selection of the parameters Δ𝐴 and Δ𝐵 + 𝑐𝜆𝐵 is more difficult 
to estimate in blockchains that implement consensus algorithms with 
probabilistic finality, since in such blockchains, there is a risk of possible 
forks. For example, if considering a Hyperledger Besu blockchain config

ured with Ethash as the consensus algorithm, the parameters Δ𝐴 and Δ𝐵

should be configured taking into account the time needed to make the 
transactions, responsible for generating events, final and irreversible. It 
is known that the Ethash protocol requires ``12 confirmations'' to make 
the probability of a fork negligible. This means a transaction can be con

sidered final after 12 blocks from its validation. In this case, a possible 
configuration of Δ𝐴 and Δ𝐵 could be as follows: Δ𝐵 stores the number 
of confirmations needed to make the transaction final, 𝑐𝜆𝐵 stores some 

extra blocks to further decrease the probability of a fork, then Δ𝐴 can 
be configured arbitrarily larger than Δ𝐵 + 𝑐𝜆𝐵 .

8. Discussion

In this section, we summarise the basic concepts that characterise the 
proposed protocol and we answer the questions posed in the introduc

tion. As already underlined in the paper, the main obstacles to the design 
of interoperability protocols concern the heterogeneity of the techniques 
adopted for the consensus algorithms and the cryptographic primitives.

Consensus algorithms determine the persistence of the data of the rel

evant blockchains, influenced by the finality of the underlying protocol 
(deterministic or probabilistic). However, one of the points that could be 
problematic also concerns the throughput of the relevant blockchains. 
Making two blockchains that have profoundly different throughput in
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teroperate is very complicated. Depending on the behaviour of the pro

tocol, there is the risk that the faster blockchain ends up saturating the 
slower blockchain before completing the inter-chain transaction, there

fore attention must be paid both to the number of transactions that the 
protocol provides but also to the methods of submission of transactions. 
From this point of view, our protocol is optimal, as it employs the min

imum number of necessary transactions, that is, one transaction in the 
source blockchain and one transaction in the destination blockchain. 
Furthermore, the protocol does not allow sending inter-chain transac

tions from the same participant if there are pending inter-chain trans

actions for that participant. Moreover, the throughput of the off-chain 
component is exclusively characterised by the throughput of the slowest 
blockchain.

Regarding the use of cryptographic primitives, our protocol requires 
that Listeners are compatible only with blockchains to which they 
have write access. Furthermore, by using events generated by target 
blockchains, the protocol exploits the properties of the consensus algo

rithms of the blockchains involved. In fact, events or log systems are 
generated only in the case in which a transaction is validated, and if 
this happens, it means that the transaction is accepted by the consensus 
algorithm of the particular blockchain.

At the same time, the strengths of our protocol are based on fairly 
strong assumptions about the blockchains involved. In fact, it is desired 
that blockchains support development languages that are Turing com

plete, that smart contracts are able to generate events or log systems 
and, preferably, that the consensus protocols implemented allow the 
priority of a transaction to be influenced. Furthermore, there are still no 
standards to follow to define the messages contained in the events, and 
again, there are no semantics that can define how the data must be in

terpreted by the various Listeners. The authors in Ref. [74] propose a 
possible interoperability semantics, but other solutions can be explored.

Finally, we want to answer the questions posed in the introduction, 
which are:

Q.1: What are the technical requirements that a blockchain should meet to 
enable general-purpose interoperability protocols?

Our response is based on the belief that a blockchain should en

able the applicability of a general-purpose inter-chain protocol. So, 
the protocol should cover all necessary use cases. Therefore, in our 
opinion, a blockchain should meet the following requirements:

R.1-Required: The main requirement that a blockchain should meet 
to allow the applicability of general-purpose interoperability proto

cols is the presence of an off-chain component that is able to verify 
particular global state changes of the destination blockchains, and 
so be compliant with the Definition 17. This is a fundamental re

quirement. Otherwise generic interoperability is impossible, as also 
demonstrated by the authors in Ref. [26]. Each existing blockchain 
could extend its functionality by implementing its own Listener 
(Definition 16) or a different off-chain component.

R.2-Desired: The blockchain supports smart contracts based on a 
Turing-complete programming language. This is mandatory within 
our protocol, as it allows the verification of the threshold signa

ture provided by the off-chain Listeners. More in general, the pres

ence of smart contracts developed with Turing-complete languages 
provides versatility that allows extending the functionality of the 
blockchain. This allows the representation of complex objects and 
data structures needed to cover different use cases, simplifying the 
interaction between different blockchains. Furthermore, this allows 
for the implementation of complex operations, such as the verifica

tion of cryptographic schemes not integrated into the blockchain 
itself. This not only concerns signatures for authentication, but also 
any digests to verify data integrity.

R.3-Desired: Blockchains allow for the generation of system events 
or logs. This is mandatory in our protocol, but not mandatory in 
general. Since blockchains cannot communicate with the outside, 
the presence of events or log systems could increase their expres

siveness. As shown in our protocol, events could be requested ex

ternally and allow for the construction of more versatile inter-chain 
protocols. Semantics for defining generic interoperability standards 
could be built on top of such events, as shown by the authors in Ref. 
[74]. Furthermore, the use of events could allow off-chain compo

nents to access only the necessary portion of data while preserving 
the privacy of the target blockchain.

R.4-Desired: The transaction selection of the consensus algorithm 
implemented in the blockchain allows transactions to be prioritized 
or to predict the average duration of a transaction in the waiting 
pool. This point is preferable in our protocol, but it is not in gen

eral. Working with consensus protocols that are deterministic or 
that allow to increase the priority of a transaction may help in the 
development of inter-chain protocols.

R.5-Desired: The blockchain allows waiting pool transactions to be 
associated with an expiration time or allows to replace pending 
transactions. This property is mandatory in our protocol, as it al

lows listeners to manage the timing of inter-chain transactions. This 
is generally desirable as it allows for the timing of inter-chain trans

actions to be limited, preventing any state of the source blockchain 
from being stuck for too long in the event of transaction completion 
delays in the destination blockchain.

Q.2: What are the technical requirements an inter-chain protocol should pro

vide to assure safety and liveness properties?

The answer to this question is more complicated, as design choices 
can vary depending on needs, use cases and other parameters that 
are difficult to convey. Remaining as generic as possible, an inter

chain protocol should consider every possible use case, and an inter

chain transaction should be characterised by the Definition 18. Un

der these assumptions, a safety property must avoid the condition 
expressed by the propositional Eq. (2) and the liveness property 
must ensure that the protocol terminates in a correct state (success 
or abort) within a finite period of time.

In our protocol, safety is guaranteed by the presence of the 
(𝑡, 𝑛)-threshold signature adopted by the Listeners and the robust

ness of the consensus algorithms implemented by the involved 
blockchains. Depending on the configuration adopted for the (𝑡, 𝑛)

threshold signature, the protocol guarantees agreement and va

lidity, tolerating up to 𝑓 = 𝑛∕2 − 1 faulty nodes. In general, any 
configuration of 𝑡 such that 𝑡 ≥ 𝑛∕2 + 1 is possible. Moreover, the 
liveness is guaranteed by the operability interval expressed by in

equality (1), within which the protocol ends in a success or abort 
state.

However, protocols adopting different assumptions might meet the 
safety and liveness properties in different ways.

9. Conclusion and future works

In this paper, we propose a formalisation of blockchain that high

lights its fundamental components: consensus algorithms and crypto

graphic primitives. Using the proposed formalisation, we designed an 
interoperability protocol capable of finalising an inter-chain transaction 
using only two transactions, one on the source blockchain and one on 
the destination blockchain. We provided a benchmark on the perfor

mance of the proposed protocol, then we discussed its correctness, both 
considering the safety and liveness properties, but also considering the 
ACID properties of distributed transactions. From the evidence obtained, 
we answered questions Q.1: What are the technical requirements that a 
blockchain should meet to enable general-purpose interoperability pro

tocols? and Q.2: What are the technical requirements an inter-chain 
protocol should provide to assure safety and liveness properties?

However, nowadays, the proposal of protocols for interoperability 
remains an open challenge, since satisfying all the needs of hetero

geneity in blockchain properties and implementation is very compli

cated. Our theoretical contribution aims to provide a starting point 
for greater design homogeneity in the future and, at the same time, 
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to understand which blockchains can implement general interoperabil

ity protocols today. An interesting step following this work consists in 
identifying which, among the existing blockchains, satisfy the require

ments expressed in the answer to question Q.1. This would give an 
estimate of how ready current blockchains are for the implementation 
of blockchain-agnostic interoperability protocols.

Another aspect that could help in the development of interoperability 
protocols concerns the research and design of standards that can sim

plify communication between blockchains. In this context, one should 
try to abstract as much as possible from the particularity of blockchains, 
and facilitate communication with semantics and data formats. A possi

ble future work involves defining event semantics adopted by the pro

tocol that can define the data that should be expected in each event to 
satisfy any intended interoperability use case.
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Appendix A. Notations and abbreviations description

Notations and abbreviations descriptions are given in Tables A.1 and 
A.2.
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