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Abstract

The rapid growth of online services has heightened concerns about
user protection from cyber threats, particularly phishing, which
poses significant risks to cyber-social security. To this end, we pro-
pose a novel tool for phishing detection called U-Proor. Our tool
uses both state-of-the-art LLMs and traditional ML models to detect
phishing websites. In particular, we evaluate the phishing detection
capabilities of different LLMs and compare them with several ML
models to analyze the impact of different model architectures on
the identification of phishing websites. For a comprehensive ex-
perimental evaluation, we use a combination of public and custom
datasets. These include active phishing websites from September
2024, as well as URLs from banks and postal services. Furthermore,
the tool includes explanations to enhance user awareness of phish-
ing tactics, supporting broader educational efforts to reduce risks.

CCS Concepts

« Security and privacy — Web application security; Human
and societal aspects of security and privacy; « Computing method-
ologies — Natural language processing.
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1 Introduction

Motivation. Traditional phishing detection methods, mainly based
on rule-based systems or conventional machine learning models,
have only partially mitigated phishing attacks [7]. These approaches
typically focus on known patterns, such as suspicious URLs, domain
anomalies, or email characteristics [11], but struggle to keep pace
with evolving phishing techniques. Modern attacks increasingly
exploit data from social networks and non-anonymized sensitive
information to craft targeted campaigns [4, 5]. The dynamic and
adaptive nature of phishing attacks requires more flexible and in-
telligent solutions to known threats and emerging sophisticated
phishing strategies. In response to this, attention has shifted to-
ward technologies relying on generative Als, particularly Large
Language Models (LLMs). The latter showed their ability to un-
derstand human-like text, offering new possibilities for detecting
phishing attacks by analyzing content at a semantic level, which
could provide deeper insights into the context of potential attacks.

Contributions. Our study introduces U-PROOF, a novel tool that
combines the strengths of LLMs with traditional machine learning
(ML) models to identify phishing attacks. In particular, by inte-
grating these two approaches, U-PrROOF aims to detect phishing
websites with improved speed, accuracy, and adaptability. LLMs,
known for their contextual understanding and ability to process
complex language patterns, can complement traditional ML models
that, on the other hand, work on structural features, providing a
more comprehensive solution for phishing detection. Through this
combined approach, we explore the potential of LLMs not only as
core components capable of improving the identification of phish-
ing sites through semantic and contextual analysis. To guide the
design of the U-ProoF, we try to answer the following two RQs
with an extensive evaluation on real phishing domains: RQ1: Can
we trust LLMs to detect phishing sites? RQ2: How do traditional ML
models compare to LLMs for phishing detection?

Related Work. Several studies have evaluated ML-based phish-
ing detection from URL content. Random Forest often outperforms
more complex models, achieving accuracies around 97% [12], while
ensemble methods such as XGBoost and LightGBM reach about 96%
on large-scale datasets [9]. Frameworks combining URL, HTML,
and derived features, as well as optimized stacking and voting en-
sembles, consistently exceed 97% accuracy and can reach up to
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99.79% [6, 10]. More advanced DL approaches, including CNNs and
RNN/LSTMs, report up to 94% accuracy for phishing detection [3],
while models applied to email phishing, including BERT-based ar-
chitectures, achieve up to 99.61% [1]. Overall, ML and DL methods
are effective for security [2] and phishing detection, but require
large, continuously updated datasets and may suffer from limited
generalization under biased or scarce data.

2 Identifying Malicious Domains Combining
LLMs with Traditional Predictive Models

The problem of identifying phishing domains can thus be seen as
a classification task, where the goal is to predict whether a given
domain is malicious or not. More formally, let us consider a set of
U = {v1,vy,...,un}, where each v; represents domains presented
on the web. The problem of identifying a malicious domain requires
associating with each URL v a type h € {0, 1}, where 1 represents
the value for a malicious domain and 0 otherwise. Starting from this,
we can define the set ' = {(v,h) | v € U, h € {0, 1}} containing all
the domains to which an h value is associated. The set T’ contains
all the legitimism and phishing domains, i.e., I' = I'y U I'p with
I ={(v,h) |vel,h=0}andIp = {(v,h) |[veT,h=1}.

Starting from this, we aim to define an intelligent tool specifically
tailored to discern malicious domains within online platforms, based
on a response obtained by a machine learning classifier ¥, and two
generative models denoted as A1 and Ay, which are combined
through an ensemble decision mechanism.

Given a domain v € U, the ML classifier ¥ produces a binary
prediction ¥ (v) € {0, 1} based on URL-level and page-level features,
while each generative model A;, independently analyzes the same
input and returns a classification outcome A;(v) € {0, 1}, derived
from its output. Since each LLM typically returns a textual response,
it is forced via the prompt to return a structured answer that con-
tains the decision about the URL, the motivation, and a probability
score associated with the decision. The structured answer is then an-
alyzed to extract the decision of each LLM. The final decision func-
tion ®(v) is defined according to a majority voting strategy over the
three models, such that ®(v) = 1iff ¥ (v)+A1 (v)+A2(v) > 2,0 other-
wise. Accordingly, a URL is classified as phishing if at least two of the
three models agree on the malicious label, and legitimate otherwise.

3 Dataset Overview

The PhiUSIIL Phishing URL Dataset [10] provides critical insights

into distinguishing phishing URLs from legitimate ones through its

comprehensive features, such as URL length and domain charac-

teristics. It contains 134,847 phishing URLs and 99,722 legitimate

URLs, each with 56 associated categorical and numeric features.
Figure 1 shows the distributions of the URL and the domain

length for the URL in the dataset. As we can see, phishing URLs
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Figure 1: Characteristics of phishing and legitimate URLs.
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exhibit a greater length compared to legitimate URLSs. This observa-
tion suggests that attackers use longer URLs to obscure malicious
content to mimic legitimate domains more effectively.

This characteristic might be exploited as a distinguishing feature
for detecting phishing URLs, since the increased length often results
from additional subdomains, directories, or parameters that make
the address appear more complex or authentic. In addition to URL
structure, phishing domains themselves also tend to be longer, as
attackers frequently add random characters or imitate legitimate
brand names to obfuscate the malicious nature of the site further.

4 Can we trust LLMs in detecting phishing sites?

To address RQ1, we evaluate the ability of several LLMs to identify
phishing websites using the prompt described in Section 6.3. Ta-
ble 2 reports the classification results obtained by performing three
executions for each URL. To ensure a fair assessment, we use local
models without Internet access (Mistral 7B and Llama 3.1 7B) and
models released before the PhiUSIIL Phishing URL dataset (Llama 2
7B and Llama 2 13B), reducing the chance they were trained on it.

As we can see, the best classification results are obtained by
GPT-40 and Copilot, which reach a score of 1 across all metrics
considered, i.e., accuracy, precision, recall, and F1-score. On the
other hand, Google Gemini is the model that obtains the worst
classification results, with a score of 0.80 across all utility metrics
considered, i.e., accuracy, precision, recall, and F1-score. Yet, Google
Gemini is followed, in terms of classification results, by Mistral 7B
and Claude 3 Sonnet that slightly deviate from Google Gemini by
reaching a score of 0.85 in accuracy, 1 in precision, 0.70 in recall,
and 0.82 in F1-score, respectively. Moreover, Table 2 highlights that
GPT 40 mini and Claude 3 Haiku are the second-best classifiers that
slightly deviate from the best ones by reaching a score of 0.95 in
accuracy, 1 in precision, 0.90 in recall, and 0.95 in F1-score, respec-
tively. Llama 3.1 8B obtains a score of 0.90 across all utility metrics
considered, i.e., accuracy, precision, recall, and F1-score, respec-
tively, by highlighting that it generally offers promising results in
terms of phishing classification. Finally, both Llama 2 7B and Llama
2 13B achieve an accuracy of 0.85, while differing in the remaining
metrics: Llama 2 7B achieved a score of 0.78 for precision, 0.80 for
the recall, and 0.75 for the F1-score, whereas Llama 2 13B achieves
0.84 in precision, 0.84 in recall, and 0.79 in F1-score.

5 How do traditional ML models compare to
LLM:s for phishing detection?

In the previous section, we assessed various LLMs in identifying
phishing websites. Now, we evaluate different machine learning
models on the same task to compare their classification effective-
ness. Table 1 reports the classification results for different ML mod-
els by performing three executions for each URL. Additional details
on the training and testing procedures, including the dataset split
strategy, are provided in the project repository!. As we can see,
KNN and Decision Tree excelled with a score of 0.98 across accu-
racy, precision, recall, and F1-score, while Bernoulli Naive Bayes
(BNB) performed the worst at 0.88, and Logistic Regression followed
with a score of 0.92. The SVM model, with a score of 0.97, was the
second-best, while both Random Forest and AdaBoost scored 0.95.
To enhance performance, we utilized the Stacking Classifier, which

!https://github.com/carmine-ambrosino/u-proof.git
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Model A Py Ry F19 Py R; F1,

Logistic Regression +092 £090 +£092 £091 +094 £0.93 +093
KNN +098 +1.00 +£097 +£098 +£097 +£100 +0.98
Decision Tree +£095 £091 +£097 +094 +£098 £093 £0.95
Bernoulli Naive Bayes +0.88 +1.00 +0.72 +0.84 +0.83 +1.00 =+091
SVM +0.95 £093 +£096 +094 +097 +094 £0.96
Random Forest +09 +£097 £097 097 +098 +£097 £097
AdaBoost +095 +£091 £097 094 +098 +093 +£0.95
Stacking Classifier +095 +093 +096 +094 +£097 +£094 +0.96

Table 1: Results of phishing URL detection using ML models.

also achieved a score of 0.98 across all metrics. Comparing LLMs and
ML approaches, KNN and Decision Tree models deviate slightly
from the best LLMs (GPT 40 and Copilot) by 0.02. BNB outper-
formed Google Gemini by 0.08, showing that weaker ML models
can sometimes beat LLMs. Overall, ML models usually achieve
slightly higher accuracy than most LLMs, but not the top ones.

6 The U-Proor tool

U-Proor is a phishing-domain detection tool for both individual
users and organizations. As shown in Figure 2, it exposes an nginx
container as a reverse proxy to external clients, forwarding requests
to a Flask container running the application logic, which combines
a stacking-based ML model with two open-source LLMs, Llama 3.1
8B and Mistral 7B. The source code and screenshots of U-ProoF
are available in the associated GitHub repository!.

6.1 Functionalities

The U-Proor tool provides several key functionalities aimed at
supporting both individual users and organizations in defending
against phishing threats.

On-the-fly Detection through LLMs and ML. U-PROOF analyzes
URLs and domain-level features in real time, classifying them as
legitimate or phishing using a hybrid architecture that combines
machine learning and large language models. ML classifiers use
structural features such as URL length and domain entropy, while
LLMs provide contextual semantic analysis based on linguistic pat-
terns and expert-like reasoning. A majority-voting strategy aggre-
gates predictions from multiple models and assigns the final label
to the class with the most votes, improving robustness, reducing
false positives, and enhancing decision stability.

LLM-based Explanations for Phishing URL Detection. The main
functionality of U-Proor is the ability to provide explanations
alongside predictions. Rather than returning a binary output, the
tool generates detailed justifications of its decisions, highlighting
suspicious indicators such as URL length and abnormal subdomain
usage. These explanations, produced by the LLMs, reproduce the

Model A Py Ry F1g Py R; F1,;

GPT 40 +1.00 +1.00 £1.00 +1.00 +£1.00 +£1.00 +1.00
GPT 40 mini +0.95 +1.00 +0.90 +0.90 +0.95 +1.00 +0.97
Claude 3 Sonnet +0.85 +1.00 +0.70 +0.82 +0.85 +1.00 +0.92
Claude 3 Haiku +0.95 + 1.00 +0.90 +0.90 +0.95 +1.00 +0.97
Copilot +1.00 +1.00 +1.00 +1.00 +1.00 +1.00 +1.00
Gemini +0.80 +0.80 +0.80 +0.80 +0.80 +0.80 +0.80
Llama 3.1 8B +0.90 +0.90 +0.90 +0.90 +0.90 +0.90 +0.90
Mistral 7B +0.85 +1.00 +0.70 +0.82 +0.85 +1.00 +0.92
Llama 2 7B! +0.85 +0.76 +0.82 +0.79 +0.82 +0.72 +0.77
Llama 2 13B! +0.85 +0.80 +0.85 +0.82 +0.86 +0.76 +0.81

Class 0 denotes legitimate URLSs; Class 1 denotes all others. True Positives (TP): phishing URLs
correctly detected; True Negatives (TN): legitimate URLs correctly detected; False Positives (FP):
misclassified legitimate URLs; False Negatives (FN): misclassified phishing URLs.! Released before
the dataset [10]. Closed-source LLM, Open-source LLM.

Table 2: Results of phishing URL detection using LLMs.
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Figure 2: Overview of the modules underlying U-PrRoOOF.

reasoning process of a cybersecurity expert, thereby fostering user
trust and supporting transparency in the detection process. The
explanatory component also plays an educational role, since it can
be employed to raise awareness about phishing strategies and to
strengthen organizational training activities.

6.2 Classification with ML Models

The ML-based phishing detector uses supervised learning trained
on the labeled dataset in Section 3. We evaluate seven ML classifiers
under identical experimental conditions, including the same data
splits, preprocessing pipeline, scoring metric, and hyperparameter
tuning strategy based on grid search, to ensure fair comparison.
We also train a stacking ensemble, fitting a Logistic Regression
meta-learner on out-of-fold predictions from the best base models
and evaluating it on a held-out test set.

The dataset is split according to an 80/20 hold-out strategy, and
all experiments use a fixed random seed (42) for reproducibility. Hy-
perparameter optimization is performed exclusively on the training
set using 2-fold cross-validation with shuffling enabled. The task is
formulated as a binary classification problem, where label 1 denotes
phishing URLs and 0 legitimate ones. All models are trained on
a shared set of phishing-related features, which are also used at
inference when analyzing unknown URLs. URL features are ob-
tained by direct parsing; page-level features come from controlled
HTTP requests and shallow HTML inspection, without loading
external resources or executing scripts. If a page cannot be accessed
or parsed, the model handles missing features consistently. Full im-
plementation and experimental details are in the official repository.

6.3 Interacting with LLMs

Using LLMs for specialized tasks requires carefully designed prompt
engineering templates to ensure reliable behavior. We define an ad
hoc prompt that simulates a cybersecurity expert assessing whether
a URL is a phishing site. All LLM interactions are run locally in
LMStudio, using the released models without extra training or fine-
tuning. For reproducibility, the official model cards of the deployed
LLMs are linked in the tool repository!. Each LLM is evaluated on
a balanced subset of 200 randomly selected URLs from the dataset
in Section 3 (100 phishing, 100 legitimate), ensuring a fair and con-
trolled evaluation. The template is developed using the Manual
Template Engineering approach, which uses human intuition to
design effective prompts [8]. To this end, we have defined a prompt-
ing function fURry -evaluations (*) that aims to complete the sentence
x to achieve the prompt sentence x” = fiRr1 -evaluations (X):

Template of fijrr. (v)

You are a cybersecurity expert. Analyze the following URL to determine whether it might be a
phishing site or a legitimate one: [Y]. Evaluate whether to visit the site based on the provided URL
and identify any suspicious or legitimate signals. Clearly explain your decision in detail by using
the signals you considered. If you cannot access the site, justify. If the site does not exist, clearly
state that it is unreachable and assess whether the URL still suggests a phishing attempt. In the
role of a cybersecurity expert, using the website URL provided, evaluate whether the site could be
a phishing or legitimate site. [T]
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where [Y] is the slot containing the URL and [T] is the slot related
to the response of the LLM containing the textual response.

7 Discussion, Limitations, and Trade-offs

The proposed hybrid architecture, which combines traditional bi-
nary ML classifiers with LLMs through majority voting, improves
robustness and interpretability but introduces challenges that may
affect practical deployment. Although experimental results show
that conventional ML models can achieve performance comparable
to LLM-based approaches, LLMs offer broader evaluative capabil-
ities by leveraging reasoning, contextual understanding, and ex-
ternal knowledge, thus improving resilience to novel and evolving
phishing strategies. However, this comes with trade-offs in scala-
bility and cost. Traditional ML models are lightweight and fit for
large-scale, high-throughput scenarios, while LLM inference has
higher latency and cost, especially with proprietary APIs. These
limitations are further amplified by the majority voting, which
requires multiple model invocations per URL.

From a security perspective, the hybrid design increases resis-
tance to evasion by combining heterogeneous detection mecha-
nisms, but also introduces new risks, such as prompt injection, re-
liance on external services, and privacy or reproducibility concerns
due to evolving third-party models. Overall, while LLM integration
enhances generalization and enables human-readable explanations,
it increases latency, reduces scalability, and raises operational costs.
Practical deployments may therefore benefit from adaptive strate-
gies, such as invoking LLMs only for ambiguous cases, to better
balance robustness, efficiency, and resource constraints.

8 Demonstration Plan

Our demonstration highlights how U-Proor helps users identify
potentially dangerous websites that threaten data privacy and per-
sonal information. It blocks access to phishing domains, safeguard-
ing sensitive data for both individuals and organizations. We utilize
a combination of public and custom datasets for thorough evalua-
tion, showcasing U-PROOF’s phishing detection capabilities in two
scenarios: utilizing LLMs and ML.

Scenario 1. Phishing detection by using U-PrRooF with ML and
LLMs. Let us suppose that a security analyst in an organization is
responsible for monitoring web traffic to prevent employees from
accessing malicious websites. The analyst can use the U-ProoF
to automatically process a batch of URLs extracted from emails
and browsing logs. U-Proor evaluates each URL through its hy-
brid architecture, where machine learning models contribute with
structural feature analysis, while LLMs provide contextual semantic
reasoning and explanations. By combining the two approaches in a
majority-voting strategy, U-PRooF delivers both a reliable classifica-
tion and a human-readable justification. This allows the analyst to
identify phishing URLs with high accuracy and efficiently provide
a security report for employees. The combination of ML and LLM
models within U-PRoOF proves particularly effective for large-scale
monitoring and organizational defense against phishing threats.

Scenario 2. Explanation of phishing detection using U-PROOF. Let
us suppose that a user browses the internet for their daily activi-
ties, such as looking for news websites, sending emails, reading a
book, and so on. Such a user can use U-PROOF to examine URLs
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visited, and thanks to a new ad-hoc prompt template defined to
mimic a cybersecurity expert in evaluating a URL, they can easily
identify phishing sites. The prompt template is developed using
the Manual Template Engineering approach, which leverages hu-
man intuition to design effective prompts. In this scenario, the user
can exploit LLMs’ capabilities within the U-PROOF to receive an
in-depth explanation that enhances awareness of phishing tactics.

9 Conclusion and Future Works

We introduced U-PRrooF, a phishing detection tool that integrates
LLMs’ contextual reasoning with traditional ML pattern recogni-
tion. Experiments on a public phishing dataset show that LLMs
are particularly effective at capturing content- and context-based
phishing cues, while ML models reliably detect known patterns.
Their combination in U-PRoor improves detection accuracy and
reduces false positives, especially for phishing sites that closely
mimic legitimate ones.

In the future, we aim to enhance the U-Proor tool with advanced
techniques for phishing detection, such as anomaly detection and
reinforcement learning. Additionally, we plan to investigate the
ethical and privacy implications of utilizing LLMs in security, par-
ticularly in relation to personal data and regulatory compliance.
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