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Introduction

Scope

Over the past decade, the rapid expansion of the Internet of Things (loT) has profoundly re-
shaped the digital landscape, connecting billions of devices capable of sensing, processing,
and interacting with their environments. Within this ecosystem, Location-Based Services (LBS)
have emerged as a cornerstone technology, enabling context-aware applications in domains as
diverse as industrial automation, healthcare, smart cities, and precision agriculture. In these
scenarios, the ability to determine the precise location of a device is no longer merely an added
feature but a fundamental requirement for operational efficiency and decision-making. Conse-
guently, the scope of this research is specifically centered on enabling robust and trustworthy
positioning in resource-constrained loT environments, focusing on methodologies that operate

independently of satellite infrastructures.

Challenges

Despite the ubiquity of IoT, delivering LBS that are at once energy-efficient, accurate, and trust-
worthy remains an open challenge, particularly in dynamic and resource-constrained environ-
ments. Conventional positioning systems, such as the Global Positioning System (GPS), provide
high accuracy under open-sky conditions but fall short in 1oT deployments due to their high
energy demands, unreliable indoor performance, and vulnerability to interference. These lim-
itations have stimulated extensive research on GPS-free localization techniques that exploit
existing wireless infrastructures, including WiFi, Bluetooth Low Energy (BLE), and Long-Range

(LoRa). Among these, Received Signal Strength (RSS)-based approaches stand out for their sim-
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plicity, cost-effectiveness, and compatibility with commodity hardware. However, their reliance
on signal intensity makes them inherently fragile: their performance is strongly affected by en-
vironmental variability, multipath propagation, and shadowing. Furthermore, the openness of
the wireless medium exposes these systems to malicious threats, such as jamming and signal

spoofing, which can severely compromise the integrity of the location data.

Motivation

The motivation behind this research stems from the critical gap between the theoretical po-
tential of RSS-based positioning and its practical reliability in hostile or cluttered environments.
While low-cost and energy-efficient, current GPS-free solutions often lack the robustness re-
quired for mission-critical applications where a wrong position estimate can lead to economic
loss or safety risks. There is a pressing need to move beyond simple proximity detection toward
a holistic localization framework that not only estimates position but also quantifies the trust-
worthiness of that estimate, resiliently handling both natural signal degradation and intentional

adversarial attacks.

Objectives

The primary objective of this doctoral thesis is to design, implement, and validate a compre-
hensive framework for energy-efficient and trustworthy GPS-free localization in loT scenarios.

To achieve this, the research pursues the following specific goals:

e Todevelop hybrid positioning algorithms that mitigate the individual weaknesses of stan-

dard range-based and range-free techniques.

e To enhance robust accuracy through multi-interface data fusion, leveraging the diversity

of heterogeneous wireless technologies.

¢ To define a novel metric capable of dynamically assessing the reliability of position esti-

mates based on geometric and environmental factors.



e To design security mechanisms that ensure system availability and integrity even in the

presence of jamming or byzantine attacks.

¢ To demonstrate the practical viability of these solutions through rigorous validation and

a real-world case study in a strategic sector.

Main Contributions

In fulfillment of these objectives, the thesis makes the following key scientific and technical

contributions:

¢ Hybrid GPS-free localization algorithms that combine range-free fingerprinting and range-

based multilateration to improve accuracy and resilience when anchor availability varies.

e Multi-interface data-fusion methods that exploit simultaneous RSS measurements from

different wireless technologies, increasing robustness to interference and fading.

¢ Areliability index that quantifies the trustworthiness of each location estimate by jointly

considering geometry, channel conditions, and malicious activity.

e Security mechanisms featuring an enhanced Secure Weighted Least Squares (SWLS)-
based algorithm with adaptive thresholding. This mechanism discriminates between
heavily jammed anchors and partially affected ones, preserving system availability and

accuracy even under strong interference.

¢ Experimental validation of each solution through extensive simulations and, where ap-
plicable, field tests, validating the proposed solutions in terms of accuracy and robust-

ness.

e Application to Smart Agriculture, showing how the trustworthy LBS framework can cre-
ate tangible value in a strategic sector where sustainability, tradition, and technological
innovation converge, demonstrating the potential impact of advanced loT-based LBS be-

yond purely academic contexts.



Thesis Organization

The remainder of this thesis is organized as follows:

o Chapter 1 reviews the state of the art in GPS-free localization, covering range-based and

range-free methods, data-fusion approaches, and security issues.

e Chapter 2 introduces the reference scenario and the designed architecture, defining the
system model, anchor-target interactions, and reliability challenges in adversarial loT

environments.

e Chapter 3 presents the proposed contributions. It includes hybrid algorithms based on
multi-interface data fusion, joint multilateration-fingerprinting techniques, the reliability
index for quantifying trust in localization, and security mechanisms to detect and mitigate

byzantine and jamming attacks.

e Chapter 4 describes the methodology adopted for performance evaluation, including
simulation and real-world experiments. The results demonstrate the accuracy, robust-
ness, and security of the proposed methods and benchmark them against conventional

approaches.

e Chapter 5 provides a case study in smart agriculture, showcasing the added value of the

trustworthy LBS framework in a real-world strategic domain.

e Chapter 6 concludes the thesis by summarizing the main findings and contributions, and

outlines open challenges and future research directions.

This structure follows a logical progression from background and system definition, through
methodological contributions and their validation, to a concrete real-world application, ensur-

ing a comprehensive and systematic presentation of the work.



Chapter 1

Background and Related Work

1.1 Location-Based Services in the Internet of Things Era

The loT has rapidly transformed the way humans interact with their environment and reshaped
many aspects of daily life. Its influence spans a wide spectrum of domains, from smart homes
and healthcare to industrial automation and transportation, where loT solutions increasingly
serve as critical enablers of efficiency and innovation [1]. To appreciate the scale of this trans-
formation, consider that there are currently an estimated 15 billion connected devices world-
wide, a figure expected to rise steadily in the coming years [2]. The growing promise of loT in
specific applications such as home automation, smart agriculture, and Industry 4.0 is largely
attributed to the advances in Machine-to-Machine (M2M) communication [3]. This paradigm
shift, moving away from the traditional Machine-to-Human (M2H) interactions that character-
ized the early Internet, allows networks of heterogeneous devices to operate autonomously
with minimal human involvement.

In this evolving landscape, where devices increasingly require less human interaction, the
significance of context awareness becomes paramount. The term context awareness, which
originated more than two decades ago, can be defined in the context of 10T as the ability of de-
vices to collect and use data about their surroundings, enabling them to make more informed
and context-relevant decisions [4]. The data collected, referred to as contextual information,
encompasses a wide range of categories, including location, timestamp, user behaviors, prox-

imity to other devices, battery level, and various other factors.



Among these, one of the most critical and valuable forms of contextual information is lo-
cation, which has given rise to a distinct class of services known as LBS [5]. By leveraging the
precise position of devices, users, or assets, LBS enables context-aware applications that dy-
namically adapt to spatial and temporal factors. In the loT domain, numerous use cases have
been explored in the literature: from navigation guidance for warehouse robots [6], to location-
based marketing [7], and services for safeguarding elderly people through precise activity and
movement tracking in their homes [8].

The impact of LBS, however, extends well beyond these examples. They are increasingly es-
sential across sectors such as smart cities, smart industries, healthcare, agriculture, and trans-
portation. In logistics and mobility, LBS optimizes routes, manages fleets, and tracks vehicles
and shipments in real time, improving efficiency, reducing fuel consumption, and enhancing
delivery times. In healthcare, they support patient and staff tracking, resource allocation, and
faster emergency responses. Retailers use them for inventory management, location-based
promotions, and personalized customer experiences. Industrial contexts benefit from asset
tracking, warehouse automation, and improved supply chain management. In smart cities, LBS
optimizes parking, waste collection, energy monitoring, and traffic management, relying on
loT sensors to enable data-driven services that improve citizens’ quality of life while reducing
environmental impact [9].

Yet, as the use of LBS grows, so do the associated security and privacy challenges [10]. Lo-
cation information is inherently sensitive, as it not only reveals the presence and movement
of users or assets but also exposes the underlying infrastructure to threats such as spoofing,
jamming, and data manipulation. In loT scenarios, where devices are resource-constrained, of-
ten deployed in unprotected environments, and rely on shared wireless channels, the risks are
even more pronounced. For these reasons, a secure-by-design approach has become impera-
tive in the development of loT systems and trustworthy LBS. This thesis is motivated precisely
by these challenges: it seeks to investigate how localization methods can be made not only

more accurate and energy-efficient, but also resilient against adversarial behaviors.



1.2 Overview of GPS-Free Positioning Methods

The GPS has long been the most widely used technology for positioning and navigation, offer-
ing global coverage and reliable accuracy in outdoor environments. Its pervasiveness has made
it the reference solution for a wide range of applications, from consumer navigation to logis-
tics and emergency services. However, despite its strengths, GPS presents several drawbacks
that limit its suitability in loT scenarios [11]. Among the most critical issues are its relatively
high energy consumption, the need for constant satellite communication, and reduced perfor-
mance in challenging environments such as indoors, urban canyons, or dense industrial facil-
ities [12,13)]. These limitations are particularly problematic in loT contexts, where devices are
typically resource-constrained and designed to operate under strict energy and sustainability
requirements.

To address these challenges, research efforts have increasingly turned toward GPS-free po-
sitioning systems, which utilize alternative localization approaches that leverage local wireless
signals, environmental characteristics, and sensor data to provide accurate, energy-efficient,
and context-aware location information, even in scenarios where satellite-based solutions are
impractical or unreliable. In the context of loT, these techniques are generally classified into
three main groups, as reported in Figure 1.1 (page 11): radio range-free methods, radio range-
based methods, and hybrid approaches [14]. The following subsections introduce these cate-
gories, outlining their underlying principles and discussing their applicability within loT envi-

ronments.

1.2.1 Radio Range-Free Techniques

Fingerprinting—Fingerprinting represents the most widely adopted radio range-free localiza-
tion technique, as evidenced by the extensive body of work available in the literature. As
depicted in Figure 1.2 (page 12), the method is typically divided into two phases. During the
offline phase, Channel State Information (CSI) and/or RSS measurements are collected at pre-
determined reference points throughout the environment to construct a fingerprint database.
In the subsequent online phase, the target device acquires new RSS measurements while mov-

ing within the scenario; these measurements are then matched against the database entries
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Figure 1.1: Taxonomy of |oT localization techniques [14].

to infer the most probable location of the device [15].

This method eliminates the need for complex position estimation calculations. However,
its reliance on the offline phase limits its suitability for dynamic environments, as significant
environmental changes necessitate repeating the process. In [16], the authors present a WiFi
fingerprinting-based approach for indoor scenarios. Their method addresses offline phase chal-
lenges by implementing a dynamic radio map update system, which removes the need for costly
and time-consuming manual surveys.

This localization technique increasingly relies on Machine Learning (ML) to achieve accu-
rate position estimation. Models such as Random Forest (RF), k-Nearest Neighbors (kNN), Long
Short-Term Memory (LSTM), and Convolutional Neural Networks (CNN) are widely applied,
each offering distinct advantages. Building on these methods, [17] employs Particle Swarm Op-
timization (PSO) for fingerprinting, achieving higher accuracy than RF. In the same vein, [18]
proposes Edgeloc, a WiFi system that leverages Capsule Neural Networks (CapsNet) and an
edge-loT framework to mitigate hardware variability and multipath effects, enabling reliable
real-time localization. Heterogeneous infrastructures are addressed in [19], where the DELTA
ML model integrates Raspberry Pi, Arduino, ZigBee, BLE, and 5G into a multi-layer radiomap,

refining both two-dimensional (2D) and three-dimensional (3D) positioning through recursive
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Figure 1.2: Fingerprinting-based localization.

predictions. Finally, [20, 21] demonstrate the effectiveness of Deep Learning (DL) approaches,
including Artificial Neural Networks (ANN), LSTM, and CNN, consistently outperforming tradi-
tional algorithms across open datasets and real-world deployments.

Connectivity Information—Range-free localization algorithms based on connectivity infor-
mation are attractive for loT due to their low complexity and cost-effectiveness. However, they
provide coarse granularity, since position estimates depend on hop counts rather than physi-
cal distance. Unlike fingerprinting, where granularity depends on the density of the radio map,
connectivity-based methods generally achieve lower accuracy [22]. A widely adopted approach
is Distance Vector-Hop (DV-Hop), which propagates location information by incrementing hop
counts from anchor nodes. Each node records the minimum hop count to anchors, which then
estimates the average hop distance and broadcasts it. Target nodes use these values to refine

their position estimates [23]. A representative topology is shown in Figure 1.3 (page 13).
Recent research has focused on improving DV-Hop performance. In [24], error correction

metrics are integrated to reduce distance estimation errors. Energy efficiency is addressed
in [25] through a three-step method combining improved MAC discovery, node categorization,
and error correction. In [26], DV-Hop is enhanced with PSO, yielding higher accuracy than the
baseline. Similarly, [27] integrates DV-Hop with Chicken Swarm Optimization (CSO), further
improving efficiency and accuracy over PSO-based solutions. Finally, [28] proposes a centralized
algorithm optimizing accuracy via connectivity constraints, and a distributed, low-complexity

variant based on two-hop neighborhoods.
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Figure 1.3: DV-Hop localization topology.

1.2.2 Radio Range-Based Techniques

Proximity—This approach determines whether two devices are within a predefined range or
directly connected, rather than computing exact distances. The target’s location is typically
inferred from the coordinates of the closest anchor node, as depicted in Figure 1.4 (page 14).
Due to its conceptual simplicity and low demands on energy and computation, proximity-based
localization is widely adopted in the literature [29], making it well-suited to loT deployments
where fine-grained positioning is not critical.

Several studies have explored different technologies to implement this approach. In [30],
BLE beacons are assessed for indoor localization by comparing popular devices and evaluating
their power consumption and proximity accuracy. The same technology is applied in [31] to
enhance visitor experience in a museum environment. Sigfox-based solutions are presented
in [32], starting with a simple method that estimates position from the strongest base sta-
tion and evolving to cluster-based algorithms that improve accuracy. Finally, [33] evaluates a
proximity-based algorithm over a public Narrowband loT (NB-lIoT) network in a large-scale ur-
ban setting, benchmarking its accuracy against other radio range-based and range-free meth-
ods.

Received Signal Strength (RSS)—A widely used loT localization method is RSS-based multi-
lateration. As shown in Figure 1.5 (page 14), the target collects RSS measurements from nearby
anchors, converts them into distance estimates, and applies multilateration, typically via Least

Squares (LS) optimization, to determine its position. This approach is cost-effective and prac-
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Figure 1.5: Multilateration-based localization principle using signal measurements to estimate

distances between the target and anchors.

tical, exploiting built-in radio transceivers, requiring no dedicated ranging hardware, and inte-
grating seamlessly with existing networks. Its low computational and energy demands make it
ideal for large-scale or battery-powered deployments while maintaining sufficient accuracy for
many loT services [34].

These advantages have driven extensive research on range-based methods, leading to nu-
merous enhancements and technology-specific implementations. In [35], Dempster-Shafer
theory, non-Gaussian probability density functions, and realistic RSS modeling are combined to
handle measurement imperfections and anchor unreliability, achieving excellent performance
in residential and laboratory loT environments. Focusing on indoor contexts, [36] proposes a
multilateration algorithm using Non-linear Least Squares (NLS) that outperforms existing solu-

tions in accuracy. Complementing these, [37] compares WiFi and Long-Term Evolution (LTE) for
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RSS-based localization, selecting the technology according to indoor or outdoor deployment.
The potential of LoRa for RSS-based positioning is demonstrated in [38, 39], which validates its
accuracy and robustness in both indoor and outdoor scenarios. Finally, [40] explores more chal-
lenging environments, applying RSS-based techniques to underwater and underground wire-
less sensor networks and highlighting the need to address directionality issues in such settings.

Time of Flight (ToF) and Time of Arrival (ToA)—These methods estimate target-anchor dis-
tances from signal propagation time and then apply multilateration, as illustrated in Figure 1.5
(page 14). Despite their technical appeal, they are limited by sensitivity to clock-synchronization
errors and by signal deflection from obstacles, which complicates indoor deployment [41].

Several studies have sought to overcome these constraints. In [42], a ToF algorithm com-
bines joint clock synchronization, LS estimation of emission and arrival times, and Maximum
Likelihood Estimation (MLE) with a Gaussian noise model, outperforming conventional ap-
proaches. To further mitigate synchronization issues, [43] presents a BLE system for continuous
time alignment, achieving microsecond-level accuracy and proving effective for ToF-based po-
sitioning. Similarly, [44] introduces an embedded optimization scheme using nonlinear LS and
two-way ToA measurements on an Ultra-WideBand (UWB) network, attaining sub-decimeter
accuracy for high-precision applications.

Time Difference of Arrival (TDoA)—Considering the limitations of ToA and ToF, recent studies
have investigated alternative techniques with comparable principles, among which TDoA has
gained particular attention. This approach reduces implementation complexity by requiring
clock synchronization only among anchor nodes [45]. The target’s position is then inferred by
deriving distances from the differences in signal arrival times at multiple anchors and applying
multilateration, as illustrated in Figure 1.5 (page 14).

Another major limitation inherited from ToA and ToF is vulnerability to Non-Line-of-Sight
(NLOS) propagation, which distorts true distance estimation. In [46], this issue is mitigated
by two formulations: one jointly estimates source position and NLOS error to tighten error
bounds, while the other introduces a balancing parameter and a modified measurement model
to handle the triangle-inequality violations common in robust LS. Similarly, [47] employs Semi-
Definite Programming (SDP) to further reduce NLOS-induced errors.

Beyond NLOS, TDoA systems also face multipath interference in indoor environments. To
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address this, [48] proposes broadband signal generation on low-power narrowband transceivers,
validated with Software-Defined Radio (SDR) measurements, achieving excellent performance
within the 2.4 GHz ISM band. Anchor geometry can also compromise accuracy when anchors
are placed too closely or symmetrically. The work in [49] tackles this by selecting and fusing
subsets of anchors, an approach later extended in [50] for mobile target tracking. Finally, TDoA
has proven effective with low-power, low-cost technologies such as LoRa: [51] demonstrates
reliable indoor/outdoor localization for vulnerable people (e.g., search and rescue), while [52]
validates five LoRa-based TDoA algorithms through simulations and field trials.

Angle of Arrival (AoA)—In AoA localization, the target position is determined as the centroid
of the intersection area formed by the sight triangles between the target and anchor nodes
(Figure 1.6, page 16). This geometry-based method can achieve high accuracy, but its practical
deployment in 10T is constrained by the need for specialized hardware such as antenna arrays
and advanced signal processing [53]. Moreover, AoA typically requires an unobstructed Line-
of-Sight (LOS) and is sensitive to environmental factors, which can further limit its robustness
in real-world scenarios.

Despite these constraints, several studies advance this promising approach. In [54], a two-
step iterative algorithm combines AoA estimation with multilateration, achieving superior re-
sults on a BLE network. Similarly, [55] applies a CNN to BLE signals to mitigate noise, multipath
effects, and path loss. To improve reliability in WiFi-based AoA, [56] proposes a confidence-

aware system that assigns decision weights according to measurement certainty. UWB solu-
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tions include AngulLoc [57], which addresses duplex ambiguity and clock skew to enhance ac-
curacy and reduce packet exchanges, and the framework in [58], which integrates NLS, Kalman
filtering, and Gaussian filtering to counter interference in 5G and IoT networks. Finally, [59]
tackles hardware integration, proposing a Multiple-Input Multiple-Output (MIMO) antenna de-

sign that lowers the complexity of embedding AoA methods into compact loT devices.

1.2.3 Hybrid Approaches

Recent research shows growing interest in hybrid approaches for loT localization because of
their ability to overcome the limitations of individual techniques [14]. By intelligently combining
different positioning strategies, for example, integrating proximity-based detection with multi-
lateration, or by fusing heterogeneous data sources such as WiFi, Bluetooth, and other radio
technologies, these methods exploit the complementary strengths of each component. Such
cross-layer and multi-technology integration enables localization systems to achieve higher ac-
curacy, greater adaptability to diverse environments, and improved resilience against interfer-
ence and environmental dynamics, ultimately providing more reliable and energy-efficient loT
location services.

Joint Techniques—Several studies highlight the benefits of combining complementary tech-
niques to improve localization accuracy and scalability. In [60], Round-Trip Time (RTT) is fused
with WiFi RSS to enhance both precision and system scalability. Hybrid RSS-AoA methods are
explored in [61], which achieves robust 3D positioning while mitigating nonconvexity and com-
putational complexity, and in [62], which targets harsh outdoor IoT environments with a scal-
able algorithm. Other works integrate time-based approaches: [63] combines ToF and TDoA
to couple the accuracy of ToF with the energy efficiency of TDoA, while [64] fuses TDoA and
Phase Difference of Arrival (PDoA) with PSO to significantly boost localization performance over
standard TDoA-only methods.

Data Fusion—Shifting the focus to hybrid algorithms that combine different transmission
technologies, a clear trend emerges: the prevalent adoption of WiFi, owing to its wide inte-
gration in most loT infrastructures. In [65], the fusion of a WiFi architecture, characterized by

shaded coverage regions, with BLE beacons significantly improved indoor localization accuracy.
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To leverage complementary strengths, [66,67] propose hybrid schemes that integrate a WiFi
backbone with strategically placed UWB beacons, achieving highly accurate positioning while
mitigating the limitations of each technology. Concluding this line of research, [68] presents a
multi-protocol system unifying WiFi, Bluetooth, ZigBee, and UWB, which was validated in real-
istic operational environments and demonstrated superior performance across all evaluation

metrics.

1.3 Trustworthiness and Security in Localization Systems

A wide range of attacks can compromise loT localization systems by targeting different stages of
their operation. Such attacks may disrupt the localization system, undermining its availability,
or manipulate measurements to produce false positions, threatening authenticity. The follow-
ing analysis examines the main threat models associated with each localization technique and

presents the most effective countermeasures proposed in the literature [14].

1.3.1 Availability

Attacks targeting availability are designed to prevent the system from determining the position
of the target. Among these, Denial-of-Service (DoS) attacks are particularly significant, with
jamming representing the most frequently documented case in the literature [69]. Jamming
consists of deliberately saturating or obstructing the communication channel so that legitimate
nodes are unable to exchange data. None of the localization techniques discussed in this work
is completely resistant to this type of attack [70].

Consider, for instance, RSS-based localization. In this approach, the estimation of target-anchor
distances depends on RSS measurements and on calculations derived from the signal propaga-
tion model [71]. When a jamming attack occurs, the Signal-to-Noise Ratio (SNR) at the receiver
drops sharply. As a result, the target, unaware of the interference, overestimates its distance
from the anchors, which can cause significant localization errors or, in the worst case, make
position estimation unfeasible [72].

A substantial body of research has addressed the problem of jamming in the broader con-
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text of loT and Wireless Sensor Networks (WSNs), proposing numerous detection and mit-
igation strategies [73-77]. Narrowing the focus to loT localization systems, [78] introduces
AS-DILOC, a consensus-based iterative distributed algorithm equipped with an abandonment
mechanism to cope with packet loss in communication links during DoS attacks, thereby ensur-

ing accurate sensor localization regardless of the attacker’s behavior.

1.3.2 Authenticity

Among the major security risks faced by loT localization systems, authenticity stands out as
critical. Attacks often target these systems by compromising anchors or infiltrating the net-
work under a trusted identity, then corrupting distance estimates through falsified reference
positions or by altering transmission parameters such as signal power [79]. Attacks of this na-
ture can be classified into four main categories based on their execution method: spoofing,
sybil, byzantine, and wormhole attacks [14].

Spoofing—In a spoofing attack, a malicious node impersonates a legitimate anchor, often by
duplicating its MAC address, thereby disrupting the localization process in multiple ways. Sev-
eral studies propose countermeasures, including prototyping platforms designed to evaluate
secure indoor localization and to analyze spoofing behavior, demonstrating their effectiveness
for assessing defense strategies [80]. Other works, focusing on fingerprint-based localization,
introduce detection schemes capable of identifying falsified fingerprints both during database
updates and online inference, achieving high localization accuracy while neutralizing spoofing
attempts [81].

Sybil—The sybil attack is a particularly severe threat to IoT localization systems that rely
on connectivity information. By creating multiple false identities, an attacker can distort the
perceived network topology and compromise localization accuracy [82]. To counter this, sev-
eral defenses have been proposed. For example, [83] presents a secure variant of DV-Hop that
detects and mitigates sybil nodes while maintaining estimation accuracy. Likewise, [84] intro-
duces a method for RSS-based localization that combines approximate point-in-triangulation
checks with differential privacy techniques to protect node identity and increase robustness

against such attacks.
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Byzantine—Among the various threats to 10T localization, byzantine attacks rank among
the most frequently addressed in the literature due to their disruptive potential. A byzantine
attack occurs when an adversary gains control of one or more network nodes and deliberately
disrupts the localization process by supplying false data or altering transmission parameters,
thereby degrading position accuracy [85].

Several countermeasures have been proposed. In [86], four techniques, Weighted Least
Squares (WLS), Secure Weighted Least Squares (SWLS), and two L1-based methods (LN-1 and
LN-1E), are evaluated for detecting and mitigating both uncoordinated and coordinated mali-
cious nodes. Another WLS-based approach in [87] targets adversaries that manipulate anchor
transmission power. Probabilistic strategies include [88], which frames the attack as a maxi-
mum a posteriori problem and uses an iterative algorithm to approximate the posterior while
jointly estimating position and velocity and identifying compromised nodes, and [89], which
proposes a two-step feature selector integrating an access-point trust model with Manifold
Learning to improve resilience against byzantine behavior.

Wormhole—In a wormhole attack, an adversary deploys two colluding nodes and links them
with a dedicated low-latency channel. This hidden connection misleads neighboring nodes into
believing they are only one hop away from distant nodes, corrupting the perceived network
topology [90]. Such attacks can severely disrupt DV-Hop-based localization, prompting exten-
sive research on detection and mitigation.

In [91], a secure DV-Hop algorithm delegates data transmission to neighbor nodes and ap-
plies a trust-based strategy, significantly improving detection rates, reducing localization er-
rors, and lowering energy consumption. Building on centralized localization, [92] integrates
malicious-node identification via a single-class Support Vector Machine and a recovery phase
to develop a Secure Optimized Localization algorithm effective against wormhole attacks. Simi-
larly, [93] strengthens resilience by leveraging Farkas’ lemma to identify and counter wormhole
behavior with higher accuracy than several existing approaches.

Multi-Threat Solutions—Some studies propose integrated defenses capable of countering
multiple types of attacks described above.

In [94], a blockchain-based secure localization algorithm protects both the declared anchor

positions and the authenticity of exchanged data, effectively mitigating diverse attack vectors.
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Table 1.1: Comparison of localization techniques.

Complexity and

. Implementation Coverage and
Technique Accuracy Energy
Cost Scalability
Consumption

Fingerprinting Medium/High Medium/High Low/Medium High

Connection Information Low Medium/High Medium High
Proximity Low Low Low Low/Medium
Multilateration-based  Medium/High High High Medium/High

Along the same line, [95] presents a blockchain-enabled fingerprinting scheme that maintains
a tamper-proof, real-time database of electromagnetic fingerprints and demonstrates strong
resilience to spoofing and sybil attacks through simulation.

Within fingerprint-based localization, [96] introduces a semi-supervised learning technique
that continuously adapts to environmental changes, providing robustness against several attack
types. A similar rationale is applied in [97], where a hybrid machine-learning model detects
routing-based threats such as wormhole and sybil attacks by optimizing distance, location, and
data communication features. Finally, [98] explores the same classes of threats, proposing
detection algorithms built on the concept of the highest-rank common ancestor and validating

their effectiveness experimentally.

1.4 Comparative Analysis and Identified Research Gaps

From a comparative perspective, each GPS-free localization technique discussed in the previous
section exhibits a specific balance of strengths and limitations, highlighted in Table 1.1.

Fingerprinting achieves a favorable trade-off between accuracy, complexity, and energy effi-

ciency, which explains its popularity, though its deployment cost grows with coverage. Connectivity-

based approaches offer similar cost and scalability profiles but suffer from lower positioning
accuracy.

Within the radio range-based family, multilateration based on RSS, AoA, ToF, and ToA de-
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livers high accuracy and scalability but at the price of higher implementation cost and energy
consumption, whereas proximity methods remain attractive only when coarse positioning suf-
fices. These findings are consistent with the statistical evidence that the majority of published
works favor range-based techniques, which combine relatively straightforward implementation
with strong accuracy and adaptability to diverse environments.

An increasingly important trend is the adoption of hybrid approaches that blend differ-
ent algorithms and fuse heterogeneous radio technologies such as WiFi, Bluetooth, UWB, and
LoRa. By leveraging complementary strengths, hybrids improve accuracy beyond that of sin-
gle techniques and, crucially, enhance robustness and reliability. This makes them particularly
promising for small to large-scale loT deployments where energy efficiency and adaptability
are critical.

Security and trustworthiness considerations further sharpen this picture. The radar dia-
gram in Figure 1.7 (page 23) summarizes the main security threats to loT localization. Each
vertex represents a specific attack type, and the closer a data point lies to a vertex, the greater
the vulnerability reported in the literature. Byzantine attacks, in which compromised anchors
inject false data, are the most critical and well-documented risk for range-based methods. By
contrast, jamming-based DoS attacks, though less explored in GPS-free positioning studies, are
widely recognized as potentially highly disruptive, threatening the availability of loT localiza-
tion services. Connectivity-driven schemes are additionally vulnerable to wormhole and sybil
attacks, while fingerprinting faces a combination of spoofing and database manipulation risks.

Although the literature proposes various countermeasures, most focus narrowly on accu-
racy improvements or single-attack detection, leaving the broader challenges of resilience and
continuous reliability evaluation, which are key requirements for real-world loT services, only
partially addressed. Closing this gap is critical because trustworthy positioning is fundamental
for safe, LBS-driven operations in smart agriculture, smart cities, industrial automation, and
other loT-enabled infrastructures.

This challenge forms the core motivation of the present doctoral research. Throughout my
work, particular emphasis has been placed on hybrid GPS-free localization and on mechanisms
to strengthen not only accuracy but, above all, trustworthiness in adversarial environments.

The work explores methods to detect and characterize vulnerabilities, introduces metrics to
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Figure 1.7: Impact of major attacks across different localization techniques.

qguantify their impact, and develops strategies to mitigate and counteract potential attacks, ulti-
mately applying these technologies and techniques in real-world scenarios. All these advances
converge into a unified architecture for trustworthy and energy-efficient loT localization, which

will be presented and analyzed in the following chapters.
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Chapter 2

System Model

Building on the background and challenges outlined in the previous chapters, this part of the
thesis introduces the core scientific and technical contributions of the research. It defines the
reference scenario and the proposed architecture, an integrated framework designed to deliver
sustainable and trustworthy GPS-free localization for |oT LBS.

This chapter details the proposed hybrid range-based and range-free algorithms, the re-
liability index for continuous quality assessment, and the security mechanisms to detect and
mitigate malicious activities. Together, these elements form the methodological backbone of
the thesis, enabling accurate, energy-efficient, and resilient loT positioning even in dynamic or

adversarial environments.

2.1 Reference Scenario and Proposed Architecture

The reference scenario, shown in the physical layer of Figure 2.1 (page 25), consists of N wire-
less devices acting as anchors with known fixed positions and a target whose location must
be estimated. It represents dynamic indoor or outdoor environments, such as smart buildings
or parking areas, where moving obstacles and structural changes can significantly affect signal
propagation and, consequently, localization accuracy.

Each i-th anchor deployed in the environment (i = {1,2,...,N,}), is located at fixed coor-
dinates a; = [a¥,a’]”, while the target is assumed stationary at t = [t*, t¥]T, with T' denot-

ing transposition. Although the current analysis is confined to a two-dimensional plane, the
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Figure 2.1: Reference scenario and conceptual integration into the POSIDONIA architecture.

methodology can be readily extended to 3D.

The Euclidean distance between the target and anchor i is expressed as

d = \/(af — )2 + (a! — )2 (2.1

During operation, anchors transmit packets to the target, which derives RSS measurements
used for localization. Depending on the configuration, computations are performed either
directly on the device (device-based localization) or offloaded to the Fog/Edge layer (device-
assisted localization). The estimated position is then supplied to higher-level LBS.

Because many loT environments already deploy WiFi or Bluetooth connectivity, leverag-
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ing this infrastructure is more cost-effective than installing additional hardware. Access Points
(APs) and connected devices can thus serve as anchors, while the target needs only a standard
wireless interface to collect RSS data.

However, the dynamic and potentially adversarial nature of this scenario introduces signif-
icant challenges. Moving obstacles or malicious nodes can degrade signal quality and threaten
the accuracy and trustworthiness of range-based techniques such as multilateration and fin-
gerprinting.

To address these issues, the next chapters propose hybrid GPS-free localization strategies
that fuse measurements from different wireless interfaces or combine complementary meth-
ods (e.g., fingerprinting and multilateration). This approach aims to enhance localization ef-
ficiency and resilience, laying the foundation for reliable and accurate LBS in real-world loT
environments.

This scenario forms the foundation of the proposed POSition Information with Digital twin
Offloading in trustworthy Next-generation Internet Applications (POSIDONIA) architecture. Build-
ing on it, POSIDONIA is designed not only to deliver reliable, energy-efficient, and secure GPS-
free localization for LBS but also to continuously assess the trustworthiness of its outputs. Be-
yond pure positioning, the architecture incorporates parallel processes across the Fog, Edge,
and Cloud (FEC) continuum. On one side, it evaluates the geometric conditions between an-
chors and the target, together with dynamic variations of the wireless channel, to derive a
reliability index that quantifies the confidence level of each estimated position. On the other,
it integrates mechanisms for detecting and mitigating malicious activities that could compro-
mise data integrity or disrupt the localization process. Through this dual strategy, POSIDONIA
ensures that the positioning information delivered to LBS is accurate, energy-efficient, and re-

silient against both environmental uncertainties and adversarial threats.

2.2 Range-Based Localization

This section introduces the range-based component of the proposed localization framework,
which estimates the target position by first inferring its distances to surrounding anchors and

then solving a multilateration problem. The first subsection details how RSS measurements are
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Figure 2.2: General scheme of the distance-based localization method.

collected and processed, using noise averaging to improve measurement reliability, while the
second focuses on the multilateration procedure, highlighting the WLS algorithm that under-

pins the range-based hybrid localization strategies developed in this thesis.

2.2.1 RSS-Based Target-Anchors Distances Estimation

To enable localization, the anchors deployed in the scenario, as illustrated in Section 2.1, period-
ically transmit signals that are collected by the target to estimate its distance from each anchor.
During every localization act, the target acquires a set of RSS samples from each wireless inter-
face j (j = 1,..., u;) of every anchor i, as shown in the first block of Figure 2.2 (page 27).

Each of the K RSS measurements, denoted p;j;, for sample k (k = 1,. .., K), follows the
standard path-loss model [99]:

Pije = po — 10nlogq d; + €y (2.2)

where p is the received power at a reference distance of 1m, n is the path-loss exponent
(typically 2-4 [100]), and &, ~ N(0, aj?) is an additive noise term representing propagation
effects such as shadowing or reflections. These noise terms are assumed to be independent
and identically distributed across anchors and samples, with variance dependent on the specific
wireless technology.

In the second block of Figure 2.2 (page 27), the K samples are averaged to mitigate noise,

yielding the mean RSS
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K

o
Pi; = ? ;pijk =po— 10n loglo d; + €ij (2.3)

where ¢;; ~ N(0, a?/K) [101]. Averaging thus reduces the impact of random fluctuations
and improves measurement reliability [102].

Finally, the third block performs maximume-likelihood distance estimation for each interface
J of anchor ¢, assuming that the residual noise ¢;; is sufficiently small [101]. The estimated
distance cZij is therefore computed as

A Pij—Po

d;;j ~ 10" 1on (2.4)

Once the distances cfij from all anchors have been obtained, the target position ¢ is calcu-
lated using a multilateration-based algorithm [103], which combines the estimated distances

to infer the most likely location of the device.

2.2.2 Multi-Interface Multilateration-Based Localization

Multilateration is a fundamental technique for estimating the position of a target from its mea-
sured distances to multiple anchors. By solving a system of geometric equations that relate
anchor coordinates and target-anchor distances, multilateration determines the most prob-
able target location and is widely adopted in loT localization for its balance of accuracy and
computational efficiency [103].

Among multilateration algorithms, the LS method is one of the most established, estimating
the target position by minimizing the sum of squared residuals between measured and calcu-
lated distances. Building on this principle, the WLS algorithm [86] introduces a key refinement
by assigning reliability weights to each measurement. These weights reflect factors such as ob-
stacles, target-anchor distance, and wireless channel conditions, enabling more accurate and
robust estimates than methods that treat all data equally. While the standard WLS formulation
assumes single-interface devices, this work extends it to multi-interface anchors, allowing the
fusion of multiple RSS measurements further to enhance accuracy and reliability in dynamic

loT environments.
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Suppose that anchor ¢ provides RSS measurements on M; < pu; interfaces, meaning that
not all installed interfaces necessarily deliver data. In particular, M; = 0 represents an anchor

with no usable measurements. The total number of active interfaces is therefore

N N
L=<y (25)
i=1 i=1

Following the mathematical formulation detailed in [86], the WLS algorithm solves a system

of equations of the form Ap = b, where the unknown vector is

t
p= ) (2.6)
|12]]
with ¢ the 2D target position and ||¢||? its squared Euclidean norm, which stands for the
distance of the vector with respect to the origin.
The multi-interface WLS solution introduced in this work uses a matrix A and vector b that

are built from the anchors’ coordinates and the estimated target-anchor distances. For each

row ¢ of A and corresponding element of b,

A=|-2ar 1] b= |d - |lai] (27)

where the row index ¢ is given by

J fori=1
(= (2.8)

i—1
> My, +j fori>1

m=1

A diagonal weight matrix W of size L x L assigns a weight w, to each RSS measurement, re-
flecting its reliability. Derived as the inverse variance of the squared distance estimate (Var(cZQ)‘l)

under the assumption of Log-Normal signal propagation, w, is computed as

wy = 4 dbex Ulz%sj ex J%zssj -1 R (2.9)
S R R W STy P\ 1715n2 ‘

Having these elements available, the final WLS estimate of p is therefore

p=(ATWA) " ATWb, (2.10)
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from which the target position is obtained as

t=[p1,po]" (2.11)

2.3 RSS-Based Range-Free Fingerprinting

RSS-based fingerprinting localization is typically organized into two fundamental phases: offline
training and online inference, as discussed in Section 1.2.1.

During the offline phase, a detailed radio map is constructed by collecting RSS measure-
ments from multiple anchors at a dense grid of Reference Points (RPs) across the area of inter-
est. The selection of these RPs typically follows a uniform grid topology, with a spatial resolution
determined by the dimensions of the environment and the required positioning granularity.
The density of these RPs strongly influences the achievable accuracy; a higher density captures
fine-grained signal fluctuations caused by multipath fading and shadowing, thereby improving
the distinguishability of adjacent locations. However, increasing RP density yields diminishing
returns and significantly increases the labor cost. Consequently, the chosen grid spacing repre-
sents a trade-off between the desired localization error bound and the time required to survey
the site. The collected fingerprints then serve as the training set for ML models such as kNN,
RF, or CNN.

Once the models are trained, the process moves to the online phase. Here, the target node
acquires new RSS samples and feeds them to the trained models, which compare the incoming
measurements against the stored radio map to infer the most probable location. This separa-
tion of training and inference not only enables real-time operation during deployment but also
facilitates periodic updates of the radio map and the ML models to cope with environmental

changes such as moving obstacles or evolving network layouts.

2.4 Threat Models

Reliable loT localization must be accurate and trustworthy, even in adversarial conditions. How-

ever, GPS-free wireless positioning systems are vulnerable to security threats that can corrupt
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measurements, degrade accuracy, or disable the service. Among these, jamming and byzantine
attacks are particularly disruptive, as they directly target RSS-based localization.

Jamming Attacks—By intentionally obstructing or interfering with data transmission and re-
ception, jamming disrupts communication channels and prevents nodes from functioning cor-
rectly. Given the reliance of RSS-based localization on precise signal strength measurements,
such interference can severely distort the received signal, leading to inaccurate distance esti-
mates and, ultimately, to large positioning errors or complete failure of the localization process.

To simulate this type of attack, the jammer’s interference signal power (J?) is modeled as a
ratio « of the average transmission power of the anchors (in linear form). While the parameter
« establishes the nominal intensity of the attack, a Uniform distribution is adopted to model
the stochastic fluctuations of the jamming signal amplitude. This approach captures the unpre-
dictability of the interference by allowing the instantaneous power to vary randomly within a
bounded range around the baseline level defined by «, rather than assuming a static value.

Following the jamming model described in [72], the power of the interfering jammer at

anchor ¢ is given by

I; = J? — 10nlog,, 9; (2.12)

Here, the parameter n denotes the path loss exponent defined earlier, and ¢; is the dis-
tance between the jammer and the i-th anchor. Anchors operate on different communication
channels, which may change over time. To address this, the jammer is modeled to target spe-
cific communication channels, selectively interfering with anchors operating on those frequen-
cies. This interaction alters the power measured by the target as described in Equation (2.3),
resulting in inaccurate target-anchor distance estimations and negatively affecting position es-
timation. Additionally, the amplitude of the interference signal is modeled to vary over time,
introducing further variability and increasing the complexity of the localization process.

This study considers two distinct jammer behaviors: constructive-destructive interference,
in which the jammer either increases or decreases the power level of communication between
the target and the anchors without fully disrupting it, and Denial-of-Service (DoS) interference,
in which the jammer renders one or more anchors completely unavailable for the localization

process. Figure 2.3 (page 32) illustrates these jamming behaviours by plotting the average RSS
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Figure 2.3: p, for the three key scenarios for a given anchor: regular anchor not under attack,

under DoS jamming, and under constructive and destructive jamming interference.

observed by the target over measurement bursts for three representative conditions: the an-
chor operating normally, the anchor under DoS jamming where the measured RSS collapses
to the receiver sensitivity level (~ —150dBm), and the anchor affected by constructive/de-
structive interference jamming. The figure shows how DoS jamming effectively silences the
link by driving signal power to the sensitivity floor, while interference-type jamming produces
large, rapidly varying RSS deviations. Both mechanisms reduce the usable signal power at the
target, either by making the signal fall below the reception threshold or by corrupting its wave-
form, thereby disrupting localization while remaining difficult to detect by simple monitoring
systems.

Byzantine Attacks—As introduced in Section 2.2.1, the standard path-loss model in Equa-
tion 2.2 is used to estimate anchor-target distances, which then feed multilateration-based
localization algorithms. A malicious node can exploit this dependency by manipulating the
RSS, thereby causing systematic overestimation or underestimation of these distances and ul-
timately leading to significant position-estimation errors. In a byzantine attack, the transmitted
power of a compromised anchor is deliberately perturbed by adding a random noise term, so

that
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]Dt:c = Pbenev +0 (2-13)

Where Py, corresponds to the transmitted power under normal conditions when no ma-
licious manipulation occurs. The term 6 ~ U(—o.,0.) represents the noise injected by the
malicious node [86]. This manipulation effectively alters the RSS values that the target node
receives, leading to either an overestimation or underestimation of the distance between the

anchor and the target.
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Chapter 3

Proposed Solutions: Hybrid Localization and

Reliability Assessment

3.1 Data Fusion-Based Hybrid Approach

The multi-interface WLS described in Section 2.2.2 forms the foundation for hybrid localiza-
tion approaches that fuse data from multiple wireless technologies. Such data fusion mit-
igates interference effects, enhancing accuracy while increasing system robustness and re-
silience [104]. Two strategies are considered: Redundant Anchors Positioning System (RAPS),
which exploits all available measurements in the WLS formulation of Equation (2.10), and Multi-
Interface Adaptive Positioning System (MAPS), which opportunistically selects the best technol-
ogy per anchor before applying WLS [105].

The overall workflow of these methods is illustrated in Figure 3.1 (page 35) and detailed

below.

3.1.1 Redundant Anchors Positioning System (RAPS)

The RAPS method is rooted in the concept of redundancy, proving to be conceptually simple
but very effective. In an attempt to improve the robustness and accuracy of the system, RAPS
virtually combines the number of available anchors of the two technologies, considering them

as stand-alone entities. Specifically, Equation (2.7) is constructed with L as in Equation (2.5),
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Figure 3.1: Flowchart of the RAPS and MAPS algorithms.
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introducing M; equations for estimating the distance corresponding to each anchor. This ap-
proach mitigates the impact of interference that may occur on one of the technologies.

As an illustrative example, suppose that the localization algorithm is based on 10 anchors,
each equipped with 2 wireless interfaces, e.g., WiFi and BLT. RAPS solves the multi-interface
WLS with a system of 20 equations. This extends the established localization schemes, where
single-interface devices are used; in this case, the mathematical derivations would lead to a
system with 10 equations associated with the same anchors’ positions.

The RAPS redundancy becomes especially valuable in scenarios where the knowledge of

channel conditions and the behavior of different technologies at different times is incomplete.




3.1.2 Multi-Interface Adaptive Positioning System (MAPS)

As in RAPS, the MAPS method tries to mitigate the potential impact of interference on different
wireless technologies in distinct time intervals. Unlike RAPS, which directly uses the multi-
interface WLS described in Section 2.2.2, this method dynamically selects one of the available
technologies on each anchor based on its reliability, to be input to a standard single-interface
WLS. This leads to a different computational complexity, as will be detailed in Section 3.1.3.

As shown in Figure 3.1 (page 35), in a preliminary stage, MAPS computes the standard de-

viation of the burst of data received on the available M wireless interfaces for anchor 7 as

1 K-1

1 > ik — ) (3.1)

k=1

Uij =

The best technology for anchor ¢ estimates the distance to the anchor with the minimum
error possible. Therefore, MAPS selects the technology that provides the minimum estimated
standard deviation. In fact, this statistical measure provides information on RSS signal fluctua-
tion over the burst time interval, thus offering relative knowledge on the impact of noise. The

set of estimated standard deviations is defined as

Ei = [6i1,...,6iMi]T (32)

and the minimum is extracted, i.e., 6;, = min{X;}. Therefore, technology r is chosen for
anchor 1.

At this point, the WLS system in Equation (2.7) is formulated using the selected information
from the N anchors as described above. Using the same illustrative example in RAPS, if 10
anchors are equipped with 2 wireless interfaces, MAPS solves the single-interface WLS with a
system of 10 equations. However, each equation associated with a specific anchor may come
from data of a different wireless interface, e.g., half of the equations are associated with WiFi
data and half with BLT.

This modification makes WLS-based position estimation more computationally efficient than

RAPS, as will be detailed in Section 3.1.3.
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3.1.3 Discussion on Computational Complexity

Both RAPS and MAPS build on the WLS framework but differ in the dimensions of the matrices
and vectors in Equation (2.7). In addition, MAPS introduces a preliminary step to select the
optimal technology for each anchor.

For a system with ) equations and V" variables, building the system requires O((Q)) opera-
tions. Solving it with the WLS algorithm entails a computational cost of O(V Q?* + V2Q) [106],
which therefore represents the dominant overall complexity.

In RAPS, the system comprises () = L = Zi M; equations as in Equation (2.5), with V' = 3,
resulting in a computational complexity of O(3L? + 9L). In MAPS, the system instead involves
() = N < L equations and requires an additional technology-selection step. This selection
has a cost of O(N), which is negligible compared to the WLS solution itself, whose complexity
is O(3N? + 9N).

The overall complexity of the two algorithms is therefore

O(3L* +9L) for RAPS
C = (3.3)

O(BN?+9N)  for MAPS
Figure 3.2 (page 38) illustrates the complexity C as N varies from 3 to 10 for both RAPS
and MAPS. All anchors are assumed to have the same number M of wireless interfaces, each
providing data. As expected, MAPS is unaffected by M since its complexity depends only on V;
notably, the MAPS curve coincides with that of RAPS when M = 1. In contrast, the complexity

of RAPS grows with M, while preserving the same overall trend.

3.2 Joint Techniques-Based Hybrid Approach

The literature presents a range of loT localization strategies, each with its own distinct strengths
and limitations. Fingerprint-based localization is widely adopted due to its scalability and high
accuracy [107], but it relies heavily on an offline training phase and is sensitive to environmental
dynamics. Changes in the propagation environment, such as moving obstacles or fluctuating
channel conditions, cause variations in the RSS, which can degrade positioning accuracy and

make frequent retraining costly.
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Figure 3.2: Computational complexity as a function of M and N for RAPS and MAPS algorithms.

To enhance robustness, one of the solutions proposed is combining RSS-based fingerprint-
ing with multilateration, leveraging available anchor measurements to compensate for environ-
mental dynamics and potential system attacks [108]. However, multilateration’s computational
complexity grows with the number of anchors (Equation 2.7). To balance accuracy and effi-
ciency, the WLS component is restricted to a subset of N = 4 anchors, satisfying the minimum
requirement of N > 3 for 2D multilateration.

Building on the reference scenario of Figure 2.1 (page 25), suppose that a subset of anchors
Nnur € N becomes unavailable due to blockage or interference, possibly caused by jamming
or byzantine, as discussed in later sections, thereby preventing reliable communication with
the target. The ML fingerprinting model is pre-trained and remains fixed during operation.

The logical flow of the proposed algorithm is shown in Figure 3.3 (page 39). During each
localization act, the target acquires K RSS samples from every active anchor, computes their
mean, and uses these averages as input to estimate its position. Simultaneously, the system
determines the number of unavailable anchors NV, If all anchors are available (N, = 0), the
system executes standard ML-based fingerprinting, and the hybrid estimate ¢ coincides with

the fingerprinting output iML.
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Figure 3.3: Flowchart of the proposed hybrid algorithm.

If one or more anchors are unavailable (N, > 0), two parallel estimations are performed:
a multilateration-based estimate #y;; 5 using the WLS algorithm, and an ML-based fingerprint-
ing estimate ¢,,,.. These are then fused through a weighted combination that accounts for the

reduced anchor availability:

.t 1+w)+t 1—w
i wis( )2 i ) (3.4)

where w is a weighting factor proportional to N,. Empirically, setting w = 0.2 x Ny
provides a good balance between the two estimates. This hybrid design adapts to dynamic
environments by retaining fingerprinting efficiency under full coverage, while integrating mul-

tilateration during anchor outages to preserve accuracy and reliability.
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3.3 Localization Reliability Index

In localization and navigation, reliability expresses the confidence in the accuracy of a posi-
tion estimate at a given time and location [109]. This confidence depends on several factors,
including the geometric configuration of anchors and target, the quality of received signals, en-
vironmental dynamics, and possible malicious activity. To address this, this work [110] defines

a composite reliability index as:

Tio=aYr+ (1 —a)Tyy (3.5)

where Y7 € [0, 1] represents the scenario-based component and Y,y € [0, 1] the threat-
based component of the index, while the weight o € [0, 1] balances their contributions in the
weighted average.

Scenario-based component— Y 1 quantifies the impact of anchor geometry and radio prop-
agation conditions on the overall localization reliability. In the WLS algorithm, the weight matrix
W defined in Equation (2.10) adjusts the influence of each anchor according to its proximity to
the target, assigning higher weights to closer anchors. A detailed analysis showed that the trace
of this matrix, tr(W) = ZZ]\LI w;, is the most effective indicator for representing this compo-
nent of the reliability index. It is worth noting that, while T+ aims to reflect geometry and
propagation effects, the weights w; may also vary with the intensity of potential attacks rather
than simply with the number of malicious anchors.

The results show that the weight matrix W is highly sensitive to variations in o, with tr(W)
decreasing sharply as o, increases, as illustrated in Figure 3.4 (page 41). This monotonic, non-
increasing trend with growing attack intensity confirms that tr(W) is a meaningful and reliable
indicator of localization confidence.

To ensure Y7 remains within the range [0, 1], the matrix trace is normalized as:

tr(W) — max{tr(W (™))}

Tr = max{tr(W (omin))} — min{trqu(aglax))} (3.6)

where:

o max{tr(W (o))} is the maximum trace of W computed for the smallest value of o,;

w

e min{tr(W(o**))}: the minimum trace of W computed for the largest value of o,,.

w
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Figure 3.4: Log periodic curve tr(W) as a function of o,,.

Threat-related component—7T ;7 quantifies the impact of malicious anchors on the local-
ization process, particularly those acting as byzantine attackers. As demonstrated in [86] and
discussed in Section 2.4, the standard deviation of the RSS measurements between the i-th
anchor and the target, o, is strongly correlated with the presence of malicious behavior. To
guantify this effect, the overall average of the standard deviation values across the entire sys-

tem is considered:

1 oa
o= I ZUZ' (3.7)
i=1

To quantify the influence of malicious anchors on Y 77, the measured & is compared with
the theoretical average 7, expressed as a weighted combination of the standard deviation

contributed by malicious anchors ¢,,,,; and by honest anchors ;,,,:

Otp = ﬁamal + (1 - 5) Ohon (38)

where 5 = Ny /N4 is the ratio of malicious anchors to the total number of anchors, and

Y ) 2 _
Omal = o°+0Z Ohon = O.

Figure 3.5 (page 43) illustrates the theoretical behavior of G, for different levels of malicious

interference, considering a scenario with a maximum ratio 5 = 3/7. The approach can be
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readily generalized to configurations with more anchors and, consequently, a higher fraction
of malicious nodes. A heuristic analysis of these curves for varying 3 and o, shows that the
threat-related component is jointly influenced by the proportion of malicious nodes 3 and the
normalized attack intensity &,,, defined as

. max
Gw = 0y,/00

where the normalization is performed with respect to the maximum attack intensity o%,
so that both &, and j3 lie in the range [0, 1].

Accordingly, the threat-related component T, is defined as

0w+

TMUzl_ 5

(3.9)

In other words, stronger attacks or a larger proportion of malicious nodes lead to a lower
value of the threat-related component of the reliability index. Since neither of these quantities
can be directly measured, they must be estimated.

As noted earlier, a high standard deviation of the RSS measurements between an anchor
and the target (o;) is a strong indicator of malicious behavior [86]. Accordingly, the i-th an-
chor is classified as malicious when o; exceeds the nominal value o by more than a predefined
threshold (:

o; > (o.

where 1(-) denotes the indicator function, which equals 1 when the condition is satisfied
and 0 otherwise.

Accordingly, the estimated attack intensity 6, can be obtained by comparing the computed
standard deviation in Equation (3.7) with the theoretical average in Equation (3.8). After simple

algebraic rearrangement, &, is given by:

2
%c} — (% - 1) a} —o? (3.10)

42



T T T T

—A— 6=0

— B=1/7

51 B =2/7

g =3/7
|é§47
3,

2
0o 1 2 3 4 5 6 7 8 9 10

Figure 3.5: Theoretical average standard deviation 7, as a function of o, for different (.

3.4 Jamming Detection and Mitigation Approach

Jamming attacks, modeled as described in Section 2.4, can severely compromise RSS-based
multilateration by either corrupting the received power through constructive/destructive inter-
ference or by rendering anchors entirely unavailable through DoS. To preserve localization ac-
curacy under such conditions, this work introduces a detection-and-mitigation strategy specif-
ically tailored for RSS-based WLS positioning.

The first step is to identify anchors affected by jamming. The detector exploits the statisti-
cal dispersion of the RSS samples collected from each anchor — a simple yet effective criterion
whose intuition is visualized in Figure 2.3 (page 32). Let o; denote the standard deviation of
the i-th anchor’s RSS burst (see Equation (3.7)). Anchors subject to jamming typically exhibit
anomalously large variability compared to nominal channel conditions, which makes ¢; a prac-
tical indicator of interference.

A classical approach is the SWLS method [86], which classifies anchor 7 as under attack,

whether by constructive/destructive jamming or by a byzantine adversary, whenever

o, >C-0 (3.11)

where o is the expected standard deviation under normal conditions and ( is a sensitiv-
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ity threshold. Once jammed anchors are detected, their measurements are excluded from the
multilateration process. The remaining anchors, assumed trustworthy, are then processed with
the SWLS algorithm [86], a robust variant of WLS that maintains the same mathematical formu-
lation of Equation (2.10) but operates on the pruned set of equations. By filtering out unreliable
data, SWLS significantly limits the propagation of corrupted RSS values into the position esti-
mate. A limitation of SWLS, however, emerges in sparse deployments or under strong jamming:
by discarding suspicious anchors, it may reduce the number of valid measurements to the point
where the WLS solver becomes inaccurate or even infeasible, since at least three anchors are
required to ensure a consistent 2D localization.

To improve robustness in highly dynamic loT environments, this work adopts an adaptive
refinement of Equation (3.11). Instead of comparing o, only to a fixed multiple of o, the thresh-

old is set relative to the statistical distribution of all anchors’ standard deviations:
0; > g + (-0, (3.12)

Here, 1, and o, denote the mean and standard deviation of the set {¢; } across all anchors,
respectively. This adaptive rule, with ( empirically determined as discussed in Section 4.4, high-
lights outliers by jointly considering the overall noise level and its variability among anchors.
Building on this statistical detection, the proposed method integrates SWLS-based mitigation
to preserve localization accuracy even under strong and dynamic jamming conditions. In doing
so, it overcomes a key limitation of standard SWLS, where the exclusion of several anchors can
leave too few measurements for accurate or even feasible WLS, by ensuring that a sufficient

set of reliable anchors remains available for consistent 2D localization.
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Chapter 4

Simulation and Experimental Results

This chapter presents a comprehensive validation of the methods proposed in this thesis. For
each contribution, the simulation setup and corresponding results are first detailed to evaluate
performance under controlled and reproducible conditions. Where applicable, the experimen-
tal setup and field-test outcomes are subsequently reported to assess real-world feasibility and
confirm the findings obtained through simulation. This structure ensures that every proposed
solution is rigorously examined from implementation to quantitative evaluation, enabling a
thorough and systematic analysis of its accuracy, robustness, and security.

Across all analyses, localization accuracy is consistently quantified by the Root Mean Square
Error (RMSE), expressed in meters, which measures the dispersion of position estimates with

respect to the true location. Formally, it is defined as

1y, g2
0= E;Ht—th (4.1)

where B is the number of collected bursts (i.e., trials) and %, is the estimated position at
the b-th burst. This common metric provides a consistent basis for comparing the accuracy of

all proposed algorithms under both simulated and experimental conditions.
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Figure 4.1: lllustrative scenario considered in a given random trial.
4.1 Validation of the Data Fusion-Based Hybrid Approach

4.1.1 Simulation Setup

Python was selected as the primary programming language for the simulation campaigns, en-
suring straightforward code reuse in subsequent field experiments. To guarantee consistency
between simulated tests and real-world validations, a geometrically simple environment was
modeled, allowing direct replication in the physical deployment. As depicted in Figure 4.1
(page 46), the simulated area is a 50 x 60m? rectangle with N = 10 anchors, a quantity se-
lected to ensure sufficient redundancy and geometric stability against potential node failures
or attacks. To robustly validate performance across diverse topologies, anchor locations are
randomized in each trial rather than fixed. This configuration offers a representative trade-off
between coverage and computational complexity [111], although the proposed methodology is
general and can be adapted to different values of V.

The target is allowed to move within an inner subsection of 30 x 40 m?, a design choice that
mitigates potential issues related to anchor proximity. Each anchor is assumed to be equipped
with M = 2 wireless interfaces, representing two distinct technologies, hereafter denoted as

T1 and TQ.
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Each localization instance, referred to as a trial B, consists of randomly placing the anchors
along the scenario perimeter while keeping the target at a fixed position. Preliminary tests with
varying B showed that increasing the count beyond 10* produces negligible improvements in
the statistical reliability of the results. Based on this analysis, B is set to 10%, which is suffi-
cient to capture the variability introduced by measurement noise and different anchor-target
configurations, thereby ensuring a robust and statistically sound evaluation of the proposed
algorithms.

The measured RSS was simulated based on the actual distance between the anchors and the
target, incorporating additive noise according to Equation (2.2). The transmission and channel
parameters (py = —40 dBm and n = 4) were derived from empirical measurements collected
in outdoor and indoor parking facilities [104]. The selected parameters reflect the severe sig-
nal attenuation caused by typical obstacles in these environments, such as vehicles occupying
parking slots, pedestrians, and structural pillars, thereby ensuring a faithful reproduction of a
realistic, complex loT environment. Measurements from each anchor have been gathered in
bursts of K = 10 consecutive samples, as the default value. However, the impact of K (to 50
packets) is also investigated in the remainder of this Section. In terms of channel noise associ-
ated with shadowing and mirroring, the noise standard deviations have been set to op ; = 2
for Ty and or 2 = (1 + a)og 1 for Ts, with a ranging from 0 to 1 in steps of 0.25; Additionally,
for robustness tests, a fading component o ranging from 1 to 5 dB in steps of 1 dB is included;

The parameters used for the simulations are summarized in Table 4.1.

4.1.2 Simulation Results

The simulation results in this section validate the hybrid localization approaches introduced in
Section 3.1, assessing their positioning accuracy and robustness under the channel conditions
described in Section 4.1.1. Rather than comparing absolute RMSE values of different RSS-based
techniques, the focus is on the relative behavior of the proposed hybrid algorithms (MAPS
and RAPS) as simulation parameters and channel conditions vary, benchmarked against the
conventional WLS operating in single-technology mode as commonly adopted in the literature.

It is important to note that MAPS and RAPS are designed for general range-based position-
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Table 4.1: Simulation parameters.

Parameter Value

Anchors’ area 50 x 60 m?

Targetarea 30 x 40 m?

B 10*

N 10

K [10, 50]

o [0,1]

Do —40 dBm
n 4
OR,1 2dB
OR.2 (1+ a)ora
ol [0,5] dB

ing. Indeed, parallel validation using ToF approaches yielded results in line with those pre-
sented here, confirming the general applicability of the solutions [105]. However, to maintain
consistency with other solutions analyzed in this paper, this section details only the RSS-based
simulation results.

Accuracy Performance—First, the accuracy of the two hybrid algorithms is evaluated. As
illustrated in Figure 4.2 (page 49), for a scenario in which the two technologies (77 and 75)
exhibit identical standard deviations (or1 = og2, i.e., & = 0), the single-technology method
provides accuracy comparable to that of the hybrid MAPS algorithm. In contrast, the hybrid
RAPS algorithm, which concurrently exploits measurements from both technologies, attains
superior accuracy under the same conditions.

However, as « increases, indicating a growing disparity between T} and 715, both hybrid al-
gorithms exhibit performance that progressively falls between that of the two single-technology
approaches. This trend reflects the limiting effect of the less reliable technology. In particular,
the RAPS method is more strongly influenced by the degradation of 75: while the RMSE of 715
roughly doubles as « grows from 0 to 1, the RMSE of RAPS rises by about 64%.
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Figure 4.2: Simulated localization accuracy in terms of © as « varies, affecting the transmitting

channel.

Conversely, MAPS increasingly favors the better-performing technology 7; as the perfor-
mance gap widens. When 715 suffers degradation, MAPS tends to select 7T for most anchors,
thereby reducing the impact of 75 on the final estimate. Even when accounting for statistical
fluctuations within each burst interval, the RMSE of MAPS remains largely stable, confirming
the robustness of this selective strategy in filtering out weaker technologies.

Subsequently, with « fixed at 0.25, the impact of increasing the burst size K from 10 to
50 is examined. The upper limit of K = 50 is motivated by practical constraints of real-time
experimental deployment: with a sampling interval of 100 ms, acquiring 50 packets per burst
requires 5 s, a duration that may be impractical for many loT applications.

As shown in Figure 4.3 (page 50), increasing the burst size K" enhances the value of ©, as
larger bursts better average out Gaussian noise due to shadowing and reflections. However,
the gain progressively saturates beyond a certain K, while further increases also incur longer
acquisition delays for each burst.

Robustness Performance—In addition to accuracy, it is crucial to evaluate the robustness of
the proposed hybrid approaches under non-ideal propagation conditions. Real-world wireless
channels are affected not only by Gaussian noise but also by phenomena such as multipath

fading and temporal fluctuations. To capture these effects, the robustness tests extend the
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Figure 4.3: Simulated localization accuracy in terms of © as K varies, while keeping o constant.

channel model in (2.2) by introducing a Rayleigh fading component into the received power:

DPijr = Pijk + Bijk (4.2)
where S, = o'\ /=2 In u;j, being u;;, independent and identically uniformly distributed
numbers in the interval [0, 1]. The o/ parameter characterizes the fading intensity [112].

This model is particularly significant in environments where signals are subject to reflec-
tions, diffraction, and scattering, which are typical of dynamic and heterogeneous scenarios,
such as those in the 10T case under consideration [100].

For these robustness simulations, and based on the previous accuracy analysis, the noise
parameters were set to or ; = 2 dB and o 2 = 4 dB, with a burst size of K’ = 10.

As shown in Figure 4.4 (page 51), the RMSE of all schemes increases with the fading intensity
o¥, confirming that stronger multipath effects degrade localization performance.

Notably, the trends observed in the absence of fading remain valid under these harsher
conditions, a finding that will be further examined in real-world experiments and highlights
the importance of mitigating this class of noise.

Subsequently, with the fading intensity fixed at o = 2 dB, additional tests were performed
by varying the burst size K from 10 to 50, with the upper bound again chosen to balance accu-

racy and the sampling time required for each acquisition.
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Figure 4.4: Simulated localization robustness results in terms of © as o' varies, affecting the

transmitting channel.

As shown in Figure 4.5 (page 52), larger burst sizes yield improved localization accuracy;
however, unlike the results in Figure 4.3 (page 50), the RMSE exhibits only marginal reduc-
tions as K increases. This indicates that, under fading conditions, the detrimental impact of
multipath noise dominates, limiting the benefits of averaging a larger number of samples for

target-anchor distance estimation.

4.41.3 Proof of Concept and Experimental Setup

To complement the simulation study, a real-world experimental campaign was conducted to
validate MAPS and RAPS under realistic operating conditions. The objective is to confirm that
the accuracy trends and robustness improvements observed in simulations are preserved in
practice when using standard loT wireless technologies.

The Proof of Concept (PoC) targets two widely deployed IoT interfaces, WiFi and BLE. To
minimize implementation complexity and communication overhead, the system leverages na-
tive discovery mechanisms, including WiFi Probe Requests and BLE Inquiry packets, without
introducing additional signaling. These messages, normally exchanged to detect nearby de-
vices, provide the RSS measurements required for localization, enabling seamless integration

with existing traffic.
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The experimental platform consists of Raspberry Pi boards. The target is a Raspberry Pi
4 Model B equipped with its internal BLE interface and an external Realtek RTL8812BU USB
WiFi adapter, providing sufficient computational capability for measurement and position es-
timation. Each anchor is implemented on a cost-effective Raspberry Pi Zero W with integrated
WiFi and BLE, tasked only with transmitting discovery packets at a constant rate. All devices
are mounted on tripods at a height of 1.5 m, identified as optimal through preliminary tests to
minimize ground reflections and ensure stable reception. During data acquisition, the target
remains stationary while collecting RSS samples from every anchor for 15 minutes per run.

Custom Python scripts manage data collection. On the target, the PyShark library captures
WiFi probe requests [113], while Bluepy is used for BLE [114]. Packets are filtered by MAC address
to retain only anchor-originating data. On each anchor, a lightweight script continuously scans
for nearby networks and devices, thereby generating the required discovery packets.

Experiments were carried out in the parking area of the Faculty of Engineering, University

of Cagliari, using three main scenarios (Figure 4.6) (page 54):

e Scenario A: an outdoor 21 x 30 m? rectangle with six anchors in LOS and the target fixed

at [0, 0]7;
e Scenario B: an extended 32 x 30 m? outdoor area with seven anchors—five in LOS and
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two in NLOS—and the target fixed at [4.6, 0]%;

e Scenario C: an indoor configuration replicating Scenario A with minor adjustments to

account for pillars and parked vehicles;

e Scenario 0: a preliminary setup used to characterize propagation patterns, where the
target remains stationary while a single anchor moves along a straight path from 5 m to

25 m away.

These modular scenarios are representative of larger deployments and are suitable for ex-
tending the framework to more complex environments while preserving the observed perfor-

mance trends [115]. The datasets collected in these experiments are openly available [116].

4.1.4 Experimental Results

This section evaluates the performance of the hybrid approaches presented in Section 3.1, with
particular attention to localization accuracy and resilience to environmental noise. Their effec-
tiveness is benchmarked against a conventional single-technology solution, using the experi-
mental methodology detailed in Section 4.1.3.

To ensure consistency with the simulation study, measurements were collected in bursts of
K = 10 consecutive samples within a representative experimental scenario. Using the propa-
gation data obtained from Scenario 0, the parameters of Equation (2.4) were set to po = —40
dBm and n = 4. Consistent with the simulation settings, the WLS weight matrix was gener-
ated with o; = 2 dB for both interfaces. Although these parameter values primarily capture
the effects of shadowing, the experimental environment also induces fading phenomena. As
a result, the reported findings inherently account for the robustness of the hybrid approaches
under realistic channel conditions.

Preliminary Statistical Analysis—As a first step, a statistical analysis of the collected RSS
data was performed to gain a comprehensive understanding of its behavior across different
technologies, in this case, WiFi and BLE. The analysis was carried out by separately examining

each anchor and each scenario. In particular, Figure 4.7 (page 55) shows, for Scenario A’, the

'Similar considerations apply to the other scenarios.
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Figure 4.7: Mean RSS, as a function of time, in Scenario A for both WiFi and BLT technologies.

mean RSS as a function of time for both WiFi and BLE. In the plot, each curve tracks the temporal
RSS variation for a specific anchor, with distinct color coding used to differentiate between
the WiFi and BLE technologies. The results highlight that WiFi provides, on average, a higher
received power than BLE, which is expected given the higher transmission power specified by
the WiFi standard. However, due to stronger interference in the considered environment (e.g.,
concurrent WiFi connections within the university), BLE exhibits more stable measurements
with lower temporal fluctuations, resulting in a more consistent RSS profile.

To gain a comprehensive understanding of the RSS data, a statistical analysis was performed
by examining each anchor and scenario individually. Figure 4.8 (page 56) reports, for every
scenario and anchor, the average standard deviation of the RSS measurements computed over
time.

It is worth noting that, under fixed conditions, BLT consistently exhibits greater stability
than WiFi across all the analyzed scenarios, confirming the trend already observed in Figure 4.7
(page 55).

Localization Performance—The localization performance of the proposed hybrid approaches,
compared with conventional single-technology methods, is shown in Figure 4.9 (page 57) and
quantified in terms of RMSE as defined in Equation (4.1). Specifically, the figure presents point
clouds of the estimated positions for each method, while the corresponding RMSE values are

summarized in Table 4.2.
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Figure 4.8: Average standard deviation (over time) of the RSS measurement for each scenario
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Table 4.2: Localization performance of the considered algorithms, expressed as O in meters.

Scenario WIiFi©® BLT® MAPS©O RAPSO©O

A 2.10 1.42 1.95 1.89
B 5.13 7.32 5.33 5.52
C 2.36 2.54 2.49 2.39

The experimental findings closely align with the simulation outcomes reported in Section 4.1.2,
confirming that the proposed hybrid approaches preserve both accuracy and robustness in real-
world conditions. Across all scenarios, the hybrids consistently yield RMSE values lying between
those of the individual technologies, reflecting the same trends observed in simulation, espe-
cially when the performance gap between the two technologies is significant. For example,
while WiFi outperforms BLE in Scenario B, the opposite occurs in Scenarios A and C. These re-
sults demonstrate that, on average, the hybrid methods offer greater overall effectiveness and
resilience, which is particularly advantageous when the better-performing technology cannot
be predetermined. Furthermore, when considering only the hybrid solutions, their accuracy
remains essentially stable across all tested scenarios.

To ensure consistency between the simulated and experimental analyses, the influence of
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Figure 4.9: Localization performance of the considered algorithms in the investigated experi-

mental scenarios.

the burst size K on the performance of the proposed algorithms was examined. For this pur-
pose, K was varied in the range of 10 to 30.

The results shown in Figure 4.10 (page 58) reveal that increasing the burst size K provides
only marginal RMSE improvements, within the range of statistical fluctuations. At the same
time, larger K values introduce higher data acquisition latency, which can be critical for time-
sensitive 10T localization services. These findings are consistent with the robustness analysis
in Section 4.1.2, further confirming the significant influence of Rayleigh fading in real deploy-
ments.

Overall, the comparison between experimental and simulation outcomes demonstrates
that the proposed hybrid approaches not only replicate the trends observed in controlled tests

but also maintain stable accuracy and robustness in realistic loT environments.
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Figure 4.11: Simulated scenario considered for RSS dataset generation.

4.2 Validation of the Joint Techniques-Based Hybrid Approach

4.2.1 Simulation Setup

To evaluate the Joint Techniques-Based hybrid approach described in Section 3.2, simulations
were carried out using the scenario depicted in Figure 4.11 (page 58). The simulator was im-
plemented in Python, chosen to facilitate reproducibility and ensure seamless integration with

subsequent experimental analyses.
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A geometrically simple scenario was designed to ensure consistency between the simulated
tests and the subsequent experimental phase. The environment consists of a rectangular area
of 90 x 60 m?, with 12 anchors uniformly placed along the perimeter at known coordinates.
To avoid potential issues related to anchor proximity in multilateration, the target is allowed
to move within a smaller subregion of 60 x 30 m?. Reference Points (RPs) are arranged on
a 1 m grid starting from (0, 0), yielding a total of 1.891 RPs across the area of interest. The
noise parameters, including both Gaussian and non-Gaussian components, follow the modeling
described in Section 2.2.1.

Finally, the considered ML models have the hyperparameters summarized below.

e RF: number of trees in the forest n_estimators = 100; maximum depth of the tree
max_depth = 15; minimum number of samples required to split an internal node

man_samples_split = 10.

e DT: maximum depth of the tree max_depth = 15; minimum number of samples required

to split an internal node min_samples_split = 10.

e kNN: number of neighbouring data points that are considered when making predictions
for a new data point n_neighbors = 15; weight function used in prediction weights =

unt form.

4.2.2 Simulated Dataset

The first dataset serves as the input for training the ML models that form the basis of the fin-
gerprinting algorithm. It is generated using the scenario described above, where the path-loss
model in Equation (2.2) is applied to simulate the RSS values for each RP as a function of the
distance between the target and every anchor. For each RP, the target performs 102 acquisition
acts; during each act, a burst of X' = 10 RSS measurements is collected.

The resulting dataset, stored in CSV format, contains 14 columns, two specifying the RP
coordinates and the remaining twelve providing the RSS values of the corresponding anchors,

and a total of 1.891 x 107 rows.
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A second group of datasets is created for performance analysis, following the same princi-
ples as the training dataset but incorporating controlled dynamics to reproduce environmental
variability. To emulate anchor unavailability, a subset of anchors N, € {1,2,...,5} is de-
liberately prevented from transmitting packets to the target, resulting in null RSS values in the
corresponding fields. This procedure produces five additional datasets, each with 14 columns
and 1.891 x 107 rows, reflecting different levels of anchor unavailability and enabling the eval-

uation of system performance under progressively more challenging operating conditions.

4.2.3 Position Accuracy Benchmark

The Cramér-Rao Lower Bound (CRLB) provides a theoretical lower bound on the variance of any
unbiased estimator, thereby defining its best achievable performance. In the context of RSS-
based localization, the CRLB specifies the minimum possible positioning error attainable by any
estimator at a given location, taking into account environmental conditions and measurement
noise [117]. Given its role as a standard benchmark for evaluating localization techniques, the
CRLB is adopted in this work as a reference for assessing the proposed methods [118].
The CRLB is defined as
CRLB = trace (F") (4.3)

where F'is the Fisher Information Matrix and trace refers to the sum of its diagonal elements.

As defined in [86], F' can be computed as

F = [facac fxy; fya: fyy] (4-4)

where each element can be calculated as follows

100 x K xn Z (aie — t) (ajm — t™)
~ In*(10) x o2 d}

ff,m

i€Ng
with ¢,m € {z,y}.

The Fisher Information Matrix (/') captures how the scenario’s geometry, the number and
placement of anchors, and variations in RSS measurements caused by environmental noise
jointly influence the estimation of key parameters such as the target’s coordinates. Analyzing F’
provides valuable insight into the achievable accuracy of the localization algorithm and enables

the derivation of theoretical performance limits, including the CRLB adopted in this work.
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4.2.4 Simulation Results

The performance of the proposed algorithm is assessed primarily through the RMSE, the key
evaluation metric formally defined in Equation (4.1). In addition, the CRLB, defined in Equa-
tion (4.3), is employed as a fundamental benchmark to quantify the theoretical minimum lo-
calization error. This dual evaluation allows us to compare the achieved RMSE against the best
possible accuracy predicted by estimation theory, providing a rigorous reference for assessing
the effectiveness of the proposed approach.

Figure 4.12a (page 62) illustrates that, under ideal conditions where all anchors are avail-
able, fingerprinting algorithms achieve meter-level accuracy (low T), in line with the CRLB,
demonstrating the advantage of their simple architectural requirements in terms of anchor
availability. By contrast, the WLS algorithm delivers noticeably lower accuracy in this fully ac-
cessible scenario. As the number of unavailable anchors NV, grows from 1 to 5, however, the
performance of fingerprinting methods deteriorates rapidly, reflecting their dependence on the
static radio map built during the offline training phase. In comparison, the WLS algorithm de-
grades much more gradually, showing greater resilience to anchor unavailability. These results
indicate that while fingerprinting offers superior accuracy in stable, well-instrumented environ-
ments, multilateration-based localization provides a more robust solution when the network
configuration is dynamic or partially impaired.

Building on the previously observed behavior of both techniques as N, increases, the
hybrid method is now evaluated under the same simulation setup. As shown in Figure 4.12b
(page 62), integrating multilateration with fingerprinting yields a marked accuracy improve-
ment over standalone fingerprinting. In particular, for N, values between 1 and 5, the hybrid
results closely follow the WLS trend, confirming that the multilateration component plays a
key role in sustaining overall performance as anchor availability decreases. These tests also
consider cases where N, reaches up to 40% of the total anchors, a configuration useful for
understanding extreme behaviors, though unlikely in carefully controlled environments. The
hybrid approach proves especially effective for N, < 2, where multilateration naturally out-
performs fingerprinting and strengthens the combined estimator. For NV, > 2, multilateration

increasingly dominates the hybrid response, helping maintain robustness under more dynamic
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Figure 4.12: Simulated results comparing (a) standard and (b) hybrid approaches.

conditions. Finally, when comparing the two hybrid variants to one another, they mirror the
relative performance hierarchy of their fingerprinting bases, while consistently benefiting from
the added resilience provided by the multilateration component.

A detailed performance evaluation of the proposed algorithms is now presented for N,y
values ranging from 0 to 2, focusing on the Cumulative Distribution Function (CDF) of the po-
sitioning error ¢. Initially, only the standard algorithms are considered, since for N,y = 0

the hybrid method coincides with the fingerprinting estimates. As illustrated in Figure 4.13a
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(page 64), fingerprinting algorithms based on NN and RF deliver the best accuracy, achieving
probabilities of about 65% and 40%, respectively, for ¢ < 2 m. When N, increases to 1, Fig-
ure 4.13b (page 64) reveals a clear change in trend: the hybrid approach combining RF with
multilateration surpasses the others, reaching nearly 80% probability for ¢ < 4 m. Notably,
multilateration alone outperforms each standalone fingerprinting algorithm, demonstrating
strong resilience when some anchors are unavailable. This pattern persists as N, grows, as
shown in Figure 4.13c (page 64), where multilateration remains the most effective technique

and the hybrid solutions progressively converge toward its performance.

4.3 Validation of the Localization Reliability Index

4.3.1 Simulation Setup

The validation of the proposed index is carried out entirely through simulations, which offer a
flexible and controlled framework for analyzing the system’s behavior at this stage of the study.
MATLAB is employed as the computational environment to model the experimental scenario,
encompassing target-anchor communications, malicious anchor activity, the localization pro-
cess, and the computation of the reliability index.

The simulation configuration is illustrated in Figure 4.14 (page 65). In this setup, Ny = 7
anchors are deployed along the perimeter of a rectangular area measuring 100 x 50 m to eval-
uate the system’s performance in a controlled yet realistic environment. The target is placed
at 1000 randomly chosen locations within the red-shaded region, and for each location 1000
independent localization attempts are performed to ensure robust statistical analysis.

The anchors are positioned at fixed and known coordinates to guarantee reproducibility of
the experiments. Specifically, their (x, y) locations, expressed in meters, are as follows:

This layout ensures a balanced geometric configuration around the area of interest, provid-
ing both sufficient coverage and diversity in anchor geometry to accurately assess the perfor-
mance of the proposed reliability index.

Consistent with the thesis’s broader methodology, a log-normal shadowing model is adopted

with n = 4 and ¢ = 2 dB. The high path loss exponent (n = 4) reflects a complex environ-
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Figure 4.13: Empirical CDF of ¢ [m] for the algorithms under analysis: (a) Ny = 0, (b) Noun = 1,
and (¢) Ny = 2.

ment where dense obstacles cause rapid signal decay, while the standard deviation (c = 2
dB) captures stochastic fluctuations due to diffraction and scattering. These parameters collec-
tively define a challenging and cluttered communication scenario, in line with standard litera-
ture [100].

To emulate malicious behavior, specifically a byzantine attack following the threat model in

2.4, the attack-related parameters are varied as follows: o, ranges from 1 to 10, the number of
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Table 4.3: Anchor coordinates used in the simulated scenario.

Anchor z[m] y[m]

a; 50 —20
as 50 20
as 0 25
ay4 —30 25
as —50 0
ag —-30 =25
ay 30 —25
(a*, a4) (a*y, a”,)

& 7]

(a*3,a”3)

(a*7, @77)

Area in which the target can
7 .
be positioned

(@ @¥y)

s

(a%s, a%) (a*s, @%s)

Figure 4.14: Simulated scenario for conducting the investigation.

malicious anchors N,y ranges from 1 to 3, and the detection threshold is fixed at ( = 1.5. This
choice of ( provides a reasonable margin, as (o serves as the limit beyond which an anchor is
declared malicious.

For each configuration, the simulator outputs the actual target position, the estimated po-
sition, and the corresponding reliability index for every localization act. To balance the two
components of the reliability index in Equation (3.5), the scenario-based and the threat-related

terms, a value of a = 0.5 is adopted, assigning equal importance to both. Future investigations
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Figure 4.15: T,,; as a function of o,

will explore different values of a and the integration of additional parameters to further refine

the proposed index. Similar considerations apply to alternative deployment scenarios.

4.3.2 Simulation Results

The results, shown in Figure 4.15 (page 66), illustrate the behavior of Y., as a function of o,
with N, varying from 1 to 3.

It can be observed that consistent trends emerge across all cases, confirming that the pro-
posed composite reliability index effectively captures both the operating scenario conditions
and the presence of malicious anchors. As anticipated, increasing the influence of malicious
nodes, whether through a larger number of compromised anchors or higher attack intensity,
leads to a corresponding decrease in the reliability index.

To validate the effectiveness of the proposed indey, it is now compared with the localization
accuracy expressed in terms of the RMSE, defined as in Equation (4.1).

In particular, for each configuration, the CDF of the normalized RMSE (©), scaled to the
maximum observed value, is generated together with the CDF of the corresponding 1';,; com-

puted for every position estimate. As shown in Figure 4.16 (page 67), which reports the case of

Nyv = 3 and o, varying from 1 to 10, the two CDFs exhibit almost identical trends, yielding a
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Figure 4.16: Comparison of CDFs for © and Y., with Ny = 3

Table 4.4: Correlation coefficient p between the normalized RMSE and the proposed reliability

index, for Ny € [1, 3].

Nuu P
1 0.9872
2 0.9966
3 0.9931

Pearson correlation coefficient p = 0.9931.

A similar analysis performed across different V,,;; configurations confirms this strong rela-
tionship (see Table 4.4), with p consistently ranging between 0.9872 and 0.9966.

These high correlation values demonstrate that the proposed reliability index reliably mir-
rors the actual localization accuracy: higher reliability directly corresponds to improved posi-

tioning performance, thereby validating the effectiveness of the presented approach.
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4.4 Validation of Jamming Detection and Mitigation

4.4 Simulation Setup

For this validation step, the focus is on assessing the impact of jamming attacks on localiza-
tion accuracy through simulations in a flexible, controlled setup. Using MATLAB, the scenario
is modeled to reproduce target-anchor interactions, generate jamming signals, and apply WLS
and SWLS for position estimation. WLS minimizes a weighted sum of squared residuals, priori-
tizing measurements from closer anchors, while SWLS improves upon this by incorporating the
statistical distribution of measurement errors. The adaptable simulation framework enables
systematic variation of jamming conditions, offering a solid basis to investigate their influence
on localization and to evaluate the effectiveness of mitigation strategies.

The reference simulation scenario, both in terms of geometry and anchor deployment, is
consistent with the one described in Section 4.3 and shown in Figure 4.14 (page 65). In this
setup, communications between target, anchors, and jammer are modeled using the funda-
mental equations in (2.2) and (2.12). The parameters are configured as py = —40 dBm, n = 4,
and o = 2, which represent standard values in wireless communication [100]. The interference
coefficient is fixed at a = 0.2, while the jammer is allowed to be positioned arbitrarily within
the scenario area.

This reference scenario is further detailed into two distinct configurations, defined by the
relative placement of the target and the jammer.

Setup #1: In this configuration, the target and jammer share the same position at (—25, —5).
For the constructive-destructive interference case, the number of affected anchors NV, is var-
ied from 1 to 7, progressively analyzing the impact from the closest to the farthest anchor. In
the DoS attack scenario, N, ranges from 1 to 4, assessing how localization degrades when
specific anchors are disabled by jamming. Each localization attempt is repeated over 1000 in-
dependent trials (B) to ensure statistical reliability.

Setup #2: Here, the target explores the entire red area depicted in Figure 4.14 (page 65),
covering all possible positions with a spatial resolution of 1 m. This broader setup enables
a comprehensive evaluation of localization performance across the scenario rather than at

a fixed target-jammer location. For each position, different malicious anchor configurations
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(Nyp = 1to 7) are tested, with T = 1000 per combination. This extensive analysis strength-
ens statistical robustness and provides an in-depth understanding of jamming effects across

the entire rectangular area.

4.4.2 Simulation Results

This section reports the main results of these experiments. First, Setup #1 is used to highlight
how each jamming strategy disrupts the position estimation process, providing qualitative evi-
dence of the distortions introduced by malicious users. Then, Setup #2 is employed to quantify
the performance degradation using the RMSE metric, while also evaluating the effectiveness
of the SWLS algorithm in mitigating interference.

The results presented in the following figures and tables serve to clearly illustrate the dif-
ferences between the two attack types, as well as the advantages and limitations of statistical-
based mitigation strategies.

Impact of Jamming on Position Estimation—Setup #1 is adopted in this part to provide a
gualitative assessment of how different jamming strategies alter the localization process. The
focus is on distinguishing between constructive-destructive interference and DoS attacks.

When interference is present, the corrupted signals from jammed anchors introduce a bias
that repels the estimated positions away from the affected anchor. This repulsion effect is es-
pecially visible for Ny, = 1, as shown in Figure 4.17 (page 70), where the estimates cluster in
displaced regions depending on which anchor is compromised. Although the analysis has been
extended to all values of N,y from 0 to 7, only the representative cases Ny = (1, 3,5) are
plotted for clarity.

In the DoS case, the disruption mechanism differs: jammed anchors are completely re-
moved from the localization process, and the system must rely on the remaining ones. As
reported in Figure 4.18 (page 70), the absence of information enlarges the uncertainty area
around the true target, leading to a wider and less dense cloud of estimates. This trade-off
contrasts with the interference case, where all anchors contribute but with degraded quality.
These results confirm that DoS attacks primarily reduce the quantity of usable data, while in-

terference attacks degrade the quality of the data itself.
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Figure 4.17: WLS position estimation under constructive-destructive jamming interference for

Ny equals 1, 3, and 5.
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Figure 4.18: WLS position estimation under jamming DoS for N,,;; equals 1, 2, 3, and 4.
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Figure 4.19: Comparison of © for WLS and SWLS as [N, varies

Performance Evaluation and Mitigation Strategy—Setup #2 is then used to analyze the im-
pact of constructive-destructive interference in more detail and to test a mitigation approach.
This type of attack is considered the most critical, as the anchors remain active but the reliability
of their measurements is compromised.

The analysis relies on the RMSE to quantify the deviation between estimated and actual
positions, as defined in Equation (4.1). Figure 4.19 (page 71) shows that with the WLS algorithm,
© grows rapidly with the number of malicious users, reaching about 11.8 m for Ny;;; = 7. In
contrast, SWLS achieves lower errors, rising only up to around 4.8 m under the same conditions,
thus demonstrating its effectiveness in reducing the impact of interference.

Nevertheless, SWLS faces limitations when too many anchors are jammed. By discarding
anchors with anomalous RSS variance, the algorithm may end up with fewer than three an-
chors, making multilateration impossible. To address this, the malicious-anchor detection rule
is refined, replacing the fixed-threshold condition in Equation (3.11) with the adaptive formula-
tion in Equation (3.12). This makes the detection sensitive to the system’s average noise level
and the variability across anchors, improving robustness. An empirical choice of ( = 0.2 was
found to balance detection accuracy and reliability.

Table 4.5 summarizes these outcomes. For high jamming levels (N, = 4-7), SWLS mostly

underestimates the number of malicious anchors, but missed multilateration attempts remain
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Table 4.5: Performance of SWLS in identifying jammed anchors and multilateration failures.

Ny Nuyvu Nyvu Missed
Nuyu
Underest. (%) Overest. (%) Exact Identif. (%) Multilat. (%)

7 100 o} o] 0.9134
6 99.99 o} 0.0021 0.6220
5 99.72 0.00003 0.2803 0.2803
4 96.94 0.0008 3.06 0.0007
3 85.82 0.23 13.96 0.0102
2 54.36 5.23 40.41 0.0675
1 30.86 30.86 69.14 0.2899

below 1%. For lighter jamming conditions, exact identification improves (up to 69.14% for
Ny = 1), showing that the modified SWLS approach enhances detection and maintains lo-

calization accuracy under interference.
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Chapter 5

From Research to Impact: a Smart

Agriculture Case Study

Over the three years of technological research and development presented in this thesis, the
focus has gradually moved beyond purely academic investigation toward the creation of con-
crete added value. This chapter does not aim to re-discuss the technical details of the methods
introduced earlier, but rather to demonstrate their practical significance by showing how LBS
can prove crucial even in real-world scenarios.

In this perspective, the chapter presents Agricultural Geolocation and Resource Optimiza-
tion System (AGROS), an entrepreneurial idea that builds upon the trustworthy LBS framework
and localization techniques developed in this thesis, while extending them into a broader loT-
based platform for smart agriculture. The integration of these technologies within AGROS
serves as a PoC: it validates the idea that LBS are not only a theoretical construct, but also
a key enabler of innovation and sustainability in practice.

The choice of smart agriculture as a case study is not accidental. Sardinia, my homeland, is
an island where agriculture represents far more than an economic activity: it is a cornerstone
of cultural identity, local traditions, and territorial heritage. By embedding the trustworthy LBS
framework into an loT ecosystem tailored for agriculture, this work illustrates how rigorous
scientific research can evolve into entrepreneurial innovation, supporting both environmental

stewardship and economic growth.
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5.1 Agricultural Geolocation and Resource Optimization System

(AGROS)

Traditional agriculture faces multiple challenges, such as water scarcity, rising energy costs,
and the need for sustainable practices that limit waste while ensuring high productivity. Ex-
isting solutions for precision agriculture often rely on GPS-based services, which, despite their
widespread adoption, suffer from limitations in rural and semi-indoor environments: poor ac-
curacy under vegetation or hilly terrain, high dependency on costly high-precision receivers,
and incompatibility with low-power IoT devices.

AGROS addresses these challenges by introducing localization technologies independent
of GPS, enabling cost-effective, energy-efficient, and resilient solutions adaptable to hetero-
geneous agricultural contexts. By providing granular, real-time awareness of soil conditions,
crops, and agricultural assets, the system supports data-driven decision-making, ensuring op-
timized use of resources such as water, fertilizers, and energy.

AGROS is built upon the POSIDONIA framework, extending its trustworthy LBS architecture
to the agricultural domain. The system is designed as a modular, multi-layered platform that

integrates:

e |oT-based sensing: geolocated, low-cost sensors are deployed across the field to moni-
tor key parameters such as soil humidity, temperature, and luminosity. Associating each
measurement with a precise position enables high-granularity monitoring and forms the

foundation of the context-aware services envisioned in POSIDONIA.

e Mobile robotics: autonomous Unmanned Aerial Vehicles (UAVs, i.e., drones) and Un-
manned Ground Vehicles (UGVs, e.g., robotic rovers) extend monitoring capabilities by

collecting geo-referenced data even in GPS-denied areas (see Figure 5.1, page 75).

o GPS-free positioning and reliability: the localization algorithms and trust mechanisms de-
veloped in this thesis are embedded into both static sensors and mobile robots, ensuring
accurate geo-referenced data collection and autonomous navigation even in GPS-denied

environments, thus overcoming the limitations of satellite-based systems.
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(a) Prototype UAV used in AGROS (b) Prototype UGV used in AGROS

Figure 5.1: Mobile robotic platforms integrated in the AGROS system: (a) UAV and (b) UGV.

e Fdge and cloud processing: consistent with POSIDONIA's layered design, data is first pre-
processed at edge nodes and then forwarded via Low-Power Wide-Area Network (LP-
WAN) (e.g., LoRa) or mobile networks to the cloud. This hybrid edge-cloud chain reduces

latency, improves scalability, and enhances system resilience.

e Decision support and digital twin: leveraging the trust and reliability concepts of POSI-
DONIA, AGROS provides farmers with interactive dashboards, anomaly alerts, and pre-
dictive insights through a digital twin of the field. This enables proactive and data-driven

management of resources such as water, fertilizers, and energy.

5.2 Field Validation and Impact

The first validation of AGROS was carried out in two experimental testbeds in Sardinia. In the

first site, a small olive grove in Dorgali (Figure 5.2a, page 76), the localized deployment of sen-
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(a) Olive grove testbed in Dorgali (b) Vineyard testbed in Sardara

Figure 5.2: Experimental testbeds for AGROS validation.

sors highlighted significant micro-variations in temperature, UV exposure, and soil humidity
even within a limited area. The second site, a larger vineyard in Sardara (Figure 5.2b, page 76),
provided a more complex environment characterized by heterogeneous terrain and multiple
crops, which was used to test the integrated monitoring system combining fixed sensors and
autonomous robots.

The results demonstrated that even within relatively small agricultural plots, significant
micro-climatic differences can substantially influence crop health and productivity. Variations
in soil humidity, temperature, and UV exposure were observed across neighboring areas, un-
derscoring the importance of high-granularity monitoring. Such fine-grained visibility trans-
lates directly into actionable insights; the platform’s dashboard, shown in Figure 5.3 (page 78),
provides operators with the tools for this granular land monitoring and data-driven decision
support. For instance, the ability to precisely identify water-stressed zones facilitated targeted

irrigation, reducing unnecessary water usage while optimizing both resource efficiency and op-
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erational costs. Beyond irrigation, these findings suggest that localized monitoring can support
precision interventions in fertilization and pest control, ultimately enhancing sustainability, im-

proving yields, and reducing the environmental footprint of agricultural practices.

Alignment with the POSIDONIA Framework

This field validation serves as a concrete instantiation of the architectural principles envisioned
in the POSIDONIA project. Specifically, the deployment mirrors the heterogeneous loT scenario
discussed in previous chapters, where a diverse set of static and mobile nodes operates within
a distributed architecture via the Fog-Edge-Cloud continuum. In the context of AGROS, the

abstract layers of POSIDONIA are mapped to physical components as follows:

e Heterogeneous loT Network (Physical Layer): Composed of the low-power environmen-
tal sensors and the mobile robotic units (UGVs/UAVs). These represent the heteroge-
neous data sources that generate raw telemetry and position data, adhering to the green

design by maintaining minimal power consumption.

o Edge/Fog Layer: Constituted by the Raspberry Pi-based aggregation nodes and gateways.
These devices act as the intelligent middle layer responsible for data collection, prelim-
inary local processing (e.g., filtering and protocol translation), and secure forwarding to
the internet. This layer implements the local intelligence required to manage the con-

nectivity between the resource-constrained field devices and the global infrastructure.

¢ Cloud Layer and Digital Twin: Represented by the centralized AGROS platform and back-
end analytics. Here, the computationally intensive operations, such as historical time-
series analysis, global anomaly detection, and the DT visualization, are offloaded from

the edge, ensuring system scalability and interoperability.

Furthermore, this setup validates the necessity of the trustworthy LBS mechanisms pro-
posed in the thesis. In such a resource-constrained scenario, the reliability of the position and
data source, originating from the heterogeneous network and processed at the edge, is critical.

Untrusted data could lead to incorrect automated decisions (e.g., erroneous irrigation com-
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Mappa Grafici

Seleziona zona: Dorgali v

sensor_03
23/10/2025, 09:04:14
? Posizione: (40.232067, 9.524250)
% Temperatura: 23.92 °C
) Umidita: 100 %
~ Umidita suolo: 1016
. Luminosita: 524287
Indice UV: 0.96
Q@ Stato alimentazione: < In ricarica

(a) Map view for spatial monitoring.

Mappa Grafici

Seleziona zona: Dorgali v Da: [01/09/2025 | A: [e1/09/2025 0|

Andamento temperatura percepita (°C) %

I sensor 03 [ sensor 01 [ sensor_04 sensor_02

D URIR SRS SRR, VR SRR S SR S PR S-S SR, VR S S SR SR VR SR, SN SR SR PR - S Y PR S
LGN IR Sl LR S Y oG N SRl L SO Al LG NV Sl LA S N o UG\
S KSR S 2R R IR RN SR SR R S N I A IR S SR SR SRR

Timestamp

(b) Chart view for time-series data analysis.

Figure 5.3: The AGROS platform dashboard. (a) The map view provides tools for granular spatial

monitoring, while (b) the chart view shows time-series analysis.
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mands triggered by the cloud), mirroring the threat mitigation logic central to the POSIDONIA
vision.

It is important to note that the testbeds have been active only for a few months, and the
current focus is primarily on validating the LBS concept and the feasibility of precise monitor-
ing in smart agriculture. The integration of UAVs and UGVs is, at this stage, being tested in
laboratory environments, with particular emphasis on autonomous navigation and GPS-free
positioning techniques. These include vision-based and LiDAR-based guidance, complemented
by the support of RSS-based localization methods developed in this thesis.

AGROS thus represents the natural evolution of the POSIDONIA framework, transforming
rigorous academic research into a real-world platform that bridges loT, trustworthy localization,
and sustainable agriculture. This case study confirms that the LBS principles discussed in this
thesis extend beyond theoretical analysis, enabling tangible value in strategic domains where

reliability, resilience, and sustainability are essential drivers of innovation.
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Chapter 6

Conclusions and Future Work

This thesis has presented a comprehensive framework for trustworthy and GPS-free localization
in loT environments, addressing the full research pipeline from theoretical design to simulation,
experimental validation, and real-world deployment. The proposed contributions have tackled
fundamental challenges of LBS in terms of accuracy, robustness, and security, introducing hy-
brid algorithms, a novel reliability index, and enhanced mitigation strategies against adversarial
threats such as jamming.

By integrating the proposed solutions into a unified framework, this research advances
the state of the art in loT localization, showing that reliable and energy-efficient LBS can be
achieved using commodity devices and standard wireless technologies. The presented case
study in smart agriculture confirms the practical relevance of LBS and the proposed methods
by demonstrating how scientific innovation can be transformed into tangible value through
real-world deployments. In doing so, this thesis highlights the potential of trustworthy GPS-
free localization to deliver accurate, resilient, and reliable LBS across diverse sectors, where
they serve as key enablers of innovation and sustainability.

Overall, this work lays the groundwork for the next generation of trustworthy LBS in loT,
combining methodological innovation with practical applicability and paving the way for future

research and industrial adoption.
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6.1 Summary of Contributions

This thesis presented a comprehensive framework for trustworthy, GPS-free 10T localization,
from theoretical design to experimental validation and real-world application. The main sci-
entific and technical contributions, along with the key results achieved, are summarized as

follows:

e Data Fusion-Based Hybrid Approach—MAPS and RAPS are proposed to leverage simul-
taneous RSS measurements from heterogeneous wireless technologies. MAPS dynami-
cally selects the most reliable technology per anchor, while RAPS fuses all measurements
via multi-interface WLS. On average, both hybrid approaches improve RMSE over single-
technology baselines, proving particularly valuable when the most reliable technology
is unknown a priori. Specifically, RAPS achieves the highest accuracy when technologies
have comparable reliability (at higher complexity), whereas MAPS is more efficient when
one clearly dominates. From a security perspective, MAPS further enhances robustness

by discarding tampered or unreliable measurements.

e Joint Techniques-Based Hybrid Approach—A novel approach is presented that combines
range-free fingerprinting with range-based multilateration to improve accuracy and ro-
bustness under varying anchor availability. Simulations show that the method matches
standard fingerprinting when N,,,,; = 0, while outperforming multilateration. As N,,..;
increases, the hybrid approach surpasses traditional fingerprinting, effectively handling
anchor unavailability and obstacles, and enhancing localization reliability in dynamic en-

vironments.

e Reliability Index—A composite index was introduced to quantify the trustworthiness of
each location estimate by combining scenario geometry, channel conditions, and mali-
cious activity. The index showed a very high correlation with the normalized RMSE (Pear-
son coefficient p > 0.98), proving its ability to predict positioning accuracy and to signal

the presence of compromised anchors.

e Security mechanisms against Jamming—An enhanced SWLS method was proposed, in-

corporating an adaptive statistical threshold to identify and exclude jammed anchors
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without compromising localization feasibility. The improved SWLS reduced the localiza-
tion error by more than 50% compared to standard WLS under constructive-destructive
interference, and maintained localization feasibility even when multiple anchors were

jammed.

e Extensive experimental validation—All proposed hybrid algorithms, the reliability index,
and the jamming detection and mitigation mechanism were evaluated through inten-
sive simulations. Additionally, the data fusion-based hybrid approach, central to this
research, was validated in real-world field experiments using WiFi and BLE technologies.
Results from both simulations and experiments consistently confirm the promise and ef-

fectiveness of these solutions.

e Application to Smart Agriculture—The trustworthy LBS framework was applied to a real-
world smart agriculture case study, integrating advanced loT sensing and localization
techniques. The deployment demonstrated how LBS can support precision farming and
resource optimization, highlighting their potential to create tangible value in sectors where

sustainability, tradition, and technological innovation converge.

Overall, the research provides a unified, experimentally validated framework that advances
the state of the art in energy-efficient and trustworthy GPS-free localization, enabling reliable

loT LBS in both academic and industrial contexts.

6.2 Directions for Future Research

While this thesis provides a comprehensive framework for trustworthy GPS-free localization in
loT environments, several open challenges remain and point to promising directions for future

work:

e Enhanced hybrid algorithms—Extend the proposed approaches by combining RSS with
additional signal features such as AoA, or CSI, to improve accuracy and resilience in multipath-

rich or highly dynamic scenarios.
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Learning-based adaptation—Investigate the integration of lightweight machine learning
methods, including reinforcement and federated learning, to enable localization systems
that dynamically adapt to changing environments while maintaining privacy and energy

efficiency.

Refinement of the Reliability Index—Expand the index to incorporate further aspects such
as temporal stability, user mobility, or cross-technology correlations, and validate its ap-

plicability across other wireless standards (e.g., LoRa, UWB, 5G loT).

Broader security coverage—Extend the current defense mechanisms beyond byzantine
and jamming attacks to include threats such as spoofing, replay, sybil, and coordinated at-

tacks, developing proactive anomaly detection and collaborative trust-based approaches.

Experimental evaluation of real-world adversarial behavior—Future work will extend the
validation of the proposed algorithms by testing real-world adversarial scenarios (e.g.,
jamming and byzantine anchors) in controlled environments. This will complement the

current simulation-based analysis and provide practical insights into system resilience.

Experimental Validation—Some of the proposed solutions have been assessed exclu-
sively through simulations. Future work will focus on extending their validation to real-
world deployments, to confirm their effectiveness under practical operating conditions,
and to complement the experimental results already obtained for the hybrid data-fusion

approaches.

Scalability and large-scale validation—Evaluate the proposed framework in larger de-
ployments with heterogeneous anchors and realistic loT traffic, addressing challenges of

interoperability and scalability in dense environments.
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List of Acronyms

Table 6.1: List of used acronyms (in alphabetical order).

Acronym Definition

Agricultural Geolocation and Resource Opti-

AGROS

mization System
ANN Artificial Neural Network
AoA Angle of Arrival
AP Access Point
BLE Bluetooth Low Energy
CDF Cumulative Distribution Function
CNN Convolutional Neural Network
CRLB Cramér-Rao Lower Bound
csl Channel State Information
CSO Chicken Swarm Optimization
DL Deep Learning
DoS Denial-of-Service
DV-Hop Distance Vector-Hop

Continued on next page

98



Table 6.1 (continued)

Acronym Definition

FEC Fog, Edge, and Cloud

GPS Global Positioning System

loT Internet of Things

kNN k-Nearest Neighbors

LBS Location-Based Services

LoRa Long-Range

LOS Line of Sight

LPWAN Low-Power Wide-Area Network
LS Least Squares

LSTM Long Short-Term Memory

LTE Long-Term Evolution

M2H Machine-to-Human

M2M Machine-to-Machine

MAPS Multi-Interface Adaptive Positioning System
MIMO Multiple-Input Multiple-Output
ML Machine Learning

MLE Maximum Likelihood Estimation
NB-loT Narrowband loT

NLOS Non Line of Sight

NLS Non-Linear Least Squares

PDoA Phase Difference of Arrival

Continued on next page
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Table 6.1 (continued)

Acronym Definition

PoC Proof of Concept
POSition Information with Digital twin Offload-

POSIDONIA ing in trustworthy Next-generation Internet Ap-
plications

PSO Particle Swarm Optimization

RAPS Redundant Anchors Positioning System

RF Random Forest

RMSE Root Mean Square Error

RPs Reference Points

RSS Received Signal Strength

RTT Round-Trip Time

SDP Semi-Definite Programming

SDR Software-Defined Radio

SNR Signal-to-Noise Ratio

SWLS Secure Weighted Least Squares

TDoA Time Difference of Arrival

ToA Time of Arrival

ToF Time of Flight

UAV Unmanned Aerial Vehicles

UGv Unmanned Ground Vehicles

UWB Ultra-Wideband

Continued on next page
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Table 6.1 (continued)

Acronym Definition
WLS Weighted Least Squares
WSN Wireless Sensor Network
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