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Abstract

In this paper, we propose a novel IoT-based smart parking (SP) solution which
has been designed to provide information on the status of parking spots offered
in on-street parking areas. We mostly focused on the following issues of the state
of the art solutions: scalability, interoperability to address the heterogeneity of
IoT devices, low energy consumption, and timely prediction of the availability of
the parking spots. To this we leverage the Social IoT (SIoT) Lysis environment
to create virtual entities of the real world objects involved in the SP system
for on-street parking areas. The usage of the social virtual entities allows for
addressing the interoperability issues among different types of IoT devices used
by separate solutions deployed in adjacent areas. Magnetometer sensors are used
to automatically detect the presence of a vehicle in each parking spot and the
sensors data are collected through concentrators that cover the whole parking
areas through low-energy Wi-Fi. Additionally, a control dashboard has been
designed and developed to manage the monitored parking areas and provide
responsive data analytics regarding the occupancy of parking areas in the city,
which can be accessed through an Android App. Finally, a smart payment
service allows the users to automatically pay for the used services making use
of Bluetooth beacons. Experiments have been performed with the developed

test-bed to show the performance of the system to timely detect the presence
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of a vehicle and identify the owner ID to trigger the payment procedure.

Keywords: Internet of Things, Vehicle detection, Smart Parking.

1. Introduction

Finding parking spots for private vehicles in public areas is a well-known
issue whose importance increased in the last years due to the rapid increment
of population living in urban environments. Studies show that, on average, 30
percent of the traffic is spent by drivers cruising for parking, and the average
time to find a curb space ranges between 3.5 and 14 minutes [1]. The increment
of traffic congestion due to the drivers looking for a free parking spot in the
city has also a huge impact on the quality of life (QoL) of the citizens (e.g.,
frustration due to the waste of time, accidents) and, most importantly, on the
environment, in terms of fuel consumption and air quality. For example, recent
estimates observed up to 8.9 million excess deaths per year due to outdoor air
pollution, which is in part caused by toxicity of vehicle exhaust [2].

Therefore, there are important reasons to study and implement novel so-
lutions for Smart Mobility aimed to improve the QoL of the citizens. Besides
strengthening the public transportation services to minimize the need for cit-
izens to take their own cars, many solutions related to Smart Parking (SP)
systems have been proposed in the last years, which are aimed to support the
citizens in finding free sparking spots in a short timeframe by minimizing the
fuel consumption and avoid to drive towards occupied parking areas [3].

Emerging ICT technologies, such as Internet of Things (IoT) and Cloud
Computing, have given an important push to the implementation of SP solutions
in the last years [4, 5]. With IoT-based solutions, different kinds of sensor can
be used to detect the occupancy of a parking spot, such as magnetometers
[6], infrared sensors [7], or ultrasonic sensors [8]. Alternative solutions rely on
cameras and deep learning algorithms for image recognition [9, 10]. Wireless
networks are then used to collect and transmit the data regarding the occupancy

of the monitored parking spots to a cloud IoT platform, where data storage and



data processing services are implemented. The elaborated information is then
made available to administrators and citizens through end-user applications.

Most of the SP systems already proposed in the literature concern the off-
street parking scenario, which focuses on the improvement of parking efficiency
at closed parking lots. Being closed, these parking areas are generally easier to
be monitored as it is sufficient to apply entrance counters to count the number
of occupied spots and then to use cameras or sensors to detect the occupation
of specific parking spots [11, 12]. This control facilitates the implementation of
SP applications that allow the drivers to reserve a parking lot in advance for the
needed time [13]. Also, common issues of on-street parking, such as environment
conditions and vandalism, are avoided. On the other hand, the monitoring of
on-street parking areas is more challenging and the literature available is more
scarce. For this scenario, there are still several open research issues that need
to be addressed, such as timely prediction of the availability of the on-street
parking spots in the city, utilization of low-power consumption devices and
communication protocols, provision of system scalability needed to cope with
big data, provision of system interoperability to address the heterogeneity of IoT
devices, and integration of Machine Learning (ML) to provide smart advanced
functionalities and services to the citizens [4].

To deal with the aforementioned open research issues, in this paper we lever-
age the Social IoT (SIoT) paradigm to design a SIoT-based platform for the de-
ployment of a full-stack SP system for on-street parking areas. Specifically, the
proposed solution relies on the SIoT-based Lysis environment [14], which creates
a virtual entity for each real world object, which then establishes social rela-
tionships with other peers on the basis of their activities and characteristics. In
particular, the proposed SP system is easily expandable with different kinds of
hardware devices (e.g., sensors, low-cost electronic boards), which can cooperate
in the system’s logic because of virtualization entities, which are able to build
social relationships with each other with the aim to guarantee interoperability,
flexibility, trustworthiness and privacy [15, 16]. Moreover, easy upgradability is

achieved thanks to the complete virtualization of the physical devices. Further-



more, the fact that the virtual entities can create social relationships allows for
high system scalability because of the creation of a distributed system based on a
social network that can be explored through the social connections between the
various virtual entities. Finally, virtual super entities support the implementa-
tion of data aggregation and data analysis operations, which can run ML-based
algorithms to process the data acquired by the sensors and extract information
useful for the SP management.

In particular, the following are the main functionalities and novelties pro-

vided by the proposed SP system:

e Vehicle detection and identification: we leverage the magnetometer sensor
for the board aimed at automatic detection of a vehicle entering or leav-
ing the parking spot. We conducted vehicle detection experiments with
15 different vehicles by considering three different magnetometer positions
under the vehicle to find the best sensor placement achieving the greatest
detection rate. To recognize the vehicle, we based on Bluetooth Beacons
to uniquely identify different vehicles and their respective owners. Finally,
social relationships among the parking spot’s virtual entity, the car’s vir-
tual entity and the virtual entity of the driver’s smartphone were leveraged
to achieve timely prediction of availability of the free parking spots in the

city.

e Data transmission: energy-saving routines were designed for the data
transmission board, which performs the vehicle identification process and
the data transmission only when notified by the vehicle detection board.
Low-power Bluetooth and Wi-Fi modules were utilized. Concentrators
covered the parking areas to transmit the collected data to the Cloud

platform.

e Cloud platform: the SloT-based Lysis environment enables for the cre-
ation and management of virtual entities that collect the data acquired
by vehicle detection boards, and virtual super entities that perform data

analysis tasks using ML-based algorithms. These virtual entities fully



implement the SIoT paradigm and therefore can establish social relation-
ships between each other by providing system interoperability, scalability,
flexibility, trustworthiness, and privacy. We also demonstrate the poten-
tialities of a Data Analysis service implemented in a super virtual entity,
which predicts the occupancy state of the parking spots when trained on

a parking dataset.

e Control dashboard: at the highest layer of the Cloud platform we devel-
oped a dashboard where administrators can manage the monitored parking
areas and control data analytics and statistics regarding the occupancy of
parking areas in the city. This high-level end-user application is totally
based on the data collected and managed by the virtual entities and virtual

super entities running on the Cloud platform.

e Android App: we developed an Android App where the citizens have
a real-time view of the state of occupancy of parking areas in the city.
This App communicates with the Cloud platform through ad hoc APIs to

provide real-time updated information to the citizens.

e Smart payment service: is an e-wallet service that allows citizens to pay
the actual parking time through the Android App. The actual parking
time is measured thanks to the proposed vehicle detection and identifica-

tion services.

The paper is structured as follows. Section 2 discusses the major related
works in this area. Section 3 presents the proposed smart parking system. In
Section 4, we discuss the results of the vehicle detection and identification pro-
cesses as well as privacy and security issues. In Section 5, the Control Dashboard
and the Android App are presented whereas Section 6 demonstrates the poten-
tialities of the data analysis module implemented by the proposed platform.

Finally, Section 7 concludes the paper.



2. Background

There are many studies proposing SP systems based on IoT in the literature.
A comprehensive survey of SP solutions is provided in [3, 4, 5, 17, 18]. In partic-
ular, a classification of SP systems is proposed in [4, 5, 17]; with respect to this
classification, our SP system belongs to the Parking Guidance and Information
Systems (PGIS) category, whose main objective is to show and guide the user to
available parking slots so as to reduce the time spent searching for free spaces.
A PGI system typically consists of four main components: parking monitor-
ing mechanism, parking space information dissemination, telecommunications
network, and control center. In the following, we discuss for each of these com-
ponents the limitations of state-of-the-art solutions and the novelties introduced
by the proposed SP system, which is particularly focused on on-street parking

areas. Table 1 summarizes some of the limitations of literature solutions.

2.1. Parking monitoring

The main objective of the parking monitoring component is to detect when
a vehicle arrives at or leaves a parking slot. To this aim, many types of vehicle
detection sensors can be used. Paidi et al. discuss the strengths and drawbacks
of these sensors by considering the diverse characteristics of indoor and out-
door parking areas [13]. The authors identified some kinds of sensors sensitive
to environment as most suitable for indoor parking areas (e.g., RFID, infrared
and ultrasonic sensors) whereas others are suitable for both indoor and outdoor
parking areas, such as magnetometer and microwave radar. For example, RFID
readers are used in [7] to control the entry and exit gates of an indoor parking,
while infrared sensors are used to detect the occupancy state of single parking
spots. Two ultrasonic sensors are used in [8] to measure the free space in both
the front and back sides of the vehicle. If the measured space is lower then
a specific threshold, the spot is set as occupied otherwise is set as free. An
additional drawback of these sensors is that they need a wall near the spot (or

some structure above the spot) where to be placed to sense the presence of the



car based on the change of measured energy [19, 20, 12]. The solutions based
on this kind of sensors are then not suitable for on-street parking. Roman et
al. [11] utilized an ultrasonic rangefinder installed on the passenger side of a
vehicle, which served as the mobile sensing system to detect vehicles and spaces
on the streets. Although this system can identify parked cars or empty spaces
accurately, it requires a vehicle continuously cruising on the streets. Alterna-
tive to sensors, cameras are used to monitor on-street parking spots together
with deep learning algorithms [9, 10]. Visual cameras can be used for vehicle
detection and identification (e.g., license plate recognition [12]) using machine
vision. However, these solutions need an open view and their performance can
be significantly impaired by weather conditions [4]. Also, the cost of cameras
is not negligible, in particular when compared with sensors.  For these rea-
sons, we decided to utilize the magnetometer sensor to detect the presence of
vehicles, which is a cheap solution that can be used to monitor both indoor
and outdoor parking areas. In [21], a sensor node with magnetometer sensor is
placed between two adjacent parking spots on the ground to detect which spot
is free/occupied. The vehicle detection rate of this module is said to be 98%
but no details about the conducted experiments are provided. In [22], an array
of 5 tri-axial magnetic sensors was placed on the roadside to detect the presence
of a vehicle. The sensor placed in front of the single vehicle can clearly detect
it both in the parking spot and during the parking approach. However, when
in presence of other cars, a signal processing cleaning process was needed to
be able to detect the vehicle. Another limit of this study is that only two cars
were used for experiments. A vehicle detection algorithm based on the magnetic
variations induced by a car while parking in a spot is provided in [23], which
achieves an accuracy of about 98.5%. However, it is not clear if the experiments
were performed with different vehicles or with the same vehicle. The magnetic
signal is combined with the signatures of Ultra Wide Band channel in [6] to
improve the accuracy of detection results. Authors found that the maximum
magnetic strength appears in the vicinity of the front axles or rear axles of the

measured vehicle. On the contrary, the magnitude of measured magnetic varia-



tion is very weak between these axles. The detection accuracy of this method is
98.81%. Even though the aforementioned studies have already presented vehicle
detection systems based on a magnetometer, comprehensive results are not still
clearly provided regarding the detection performance of this sensor. Therefore,
to overcome the limitations of these studies, we conducted vehicle detection ex-
periments with 15 different vehicles by considering three different magnetometer
positions under the vehicle to find the best sensor placement that optimizes the

vehicle detection rate. The results are discussed in Section 4.1.

2.2. Parking space information

This component aims to provide information regarding the availability of
parking slots. Besides the different techniques that can be used to disseminate
the information, such as mobile/web applications [24] and even SMS [25], the
main open challenge is the timely prediction of the availability of the on-street
parking spots in the city. As discussed in Section 4.3, the proposed SP system
leverages social relationships, established among the virtual counterparts of the
parking spot, the vehicle, and the user’s smartphone, to identify possible free
parking spots by detecting in advance when the driver is returning to his car
and he is likely to free the spot. These possible free parking slots are then shown
on the parking map of the mobile App so that the citizens looking for parking
can drive in that direction minimizing the time spent cruising for parking. This
technique is combined with the vehicle identification implemented at each park-
ing spot through identification of Bluetooth Beacons on board of the vehicles
used to uniquely identify the vehicle and the respective owner, as discussed in
Section 4.2.

The flexibility of the proposed SP solution in providing real-time informa-
tion regarding available parking spots in the city enhances the static reserva-
tion solutions offered by most of literature studies [19, 26]. Again, this kind of
reservation-based solution is more suitable for controlled indoor parking areas
and not on-street as it does not allow for a dynamic utilization of the parking

areas in the city because reserved spots remain unused until the user who re-



served the spot occupies that spot. Furthermore, in some cases the users need
to physically check-in using short-range communications, such as NFC, or via
traditional cash and credit cards [20, 26]. The count of the actual parking time
is another limitation due to parking reservation [20, 26]. Indeed, this solution
require the user to reserve in advance the amount of time during which the ve-
hicle will be parked. However, it may happen that the actual parking time will
result to be shorter (waste of money) or longer (requiring the user to remove
the car in case the next hours are already reserved by another person) then the
reserved one. Besides detecting the parked vehicle autonomously and counting
the actual parking time, our SP system also enables the e-wallet payment via

mobile App.

2.8. Telecommunications network

This component consists of the telecommunications network that enables the
communication between all system layers. The main classification regards the
utilization of long-range low power wide area networks (LPWAN) or short-range
wireless networks. LPWAN can be used to cover wide ranges with low power
consumption. For example, in [27], a Narrowband Internet of Things (NB-IoT)
module is used to transmit the data acquired by the sensor node to the cloud
server. The drawback of LPWAN standards is that they have not yet been
widely adopted in many areas and regions and for this reason their application
is limited [4]. On the other hand, short-range communication technologies such
as Bluetooth, Wi-Fi, and ZigBee have been widely used and tested to establish
short distances communication. For this reason, these standards are widely
adopted for SP solutions. For instance, Bluetooth low energy (BLE) beacons
are used in [28] to uniquely identify registered parking spots. However, users
need to use the Bluetooth interface of their smartphone to scan the closest
Beacon related to a free spot. The Wi-Fi is typically used in SP system to
provide Internet connectivity to the sensing nodes to transmit the collected
data to the cloud server [29, 30]. In the proposed SP system, we based on

low-power Bluetooth to implement vehicle identification and low-power Wi-Fi



to implement short-range communications between the electronic board at the
parking spot and the Concentrator device, which, in turn, employs cellular

communication technologies to transmit the data to the cloud platform.

2.4. Control center

The control center is the core of the SP system and aims at processing the
data received from parking facilities and controlling the display of availability
information to the users. Many SP systems from the literature based on the
layered IoT architecture to propose their own control center. The architecture
proposed by Rico et al. [26] is composed of 3 elements: Smart Server, Smart Ob-
ject, and Smart Mobile. The Smart Object acts as a bridge between the vehicle
detection sensors and the Smart Server and between the parking spot and the
Smart Mobile (for the check-in). The Smart Server accounts for data collection
and processing and provides the Smart Mobile with the parking status. Finally,
the Smart Mobile enables the citizen to check for parking availability and to
check-in through the Smart Object once the vehicle is parked. However, the im-
plementation of the vehicle detection system is not discussed and users have to
check-in with short-range communications. In [31], a fog computing architecture
is proposed to reduce the communication latency between the sensor nodes and
the control center. However, the authors provide a theoretical discussion with
no implementation or experimental results. The UParking system is discussed
in [32], which leverages the IoT paradigm to provide several functionalities for
the citizen, such as, listing of available parking slots, booking, payment, statis-
tics, and controlling parking access. However, the proposed implementation is
only suitable for indoor parking, such as most of the solutions proposed in the
literature. To the best of the authors’ knowledge, the proposed solution is the

first leveraging Social IoT to provide smart and advanced services for SP.

3. Smart Parking system

The proposed Smart Parking (SP) system has been developed with the ob-

jective to provide the following main functionalities:
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Table 1: Limitations of state-of-the-art SP systems.

Limitation References Proposed SP solution
Vehicle detection system not implemented [26] Magnetometer-based vehicle detection system
Ultrasonic/infrared /light sensor [19, 20, 12 Magnetometer-based vehicle detection system
Costly cameras 19, 10, 33, 34] | Magnetometer-based vehicle detection system
Need to reserve the PS [19, 26, 33] No need to reserve the PS
No count of the actual parking time [19, 26, 27, 33] Count of the actual parking time
Need to pay the reserved parking time [19, 26, 33] Payment of the actual parking time
Need to physically check-in 20, 26] Parking confirmation via mobile App
Payment not implemented (12, 34] E-wallet payment via mobile App
Mobile sensing approach [11] Fixed vehicle detection sensors

1. Autonomous and automatic timely detection and identification of the oc-

cupancy of the parking spots in a city in an on-road scenario.

2. Autonomous measurement of the actual parking time of a vehicle.

3. Automatic payment of the actual parking time through a smart payment

service.

4. Real-time mapping of the state of occupancy of the parking areas in a city.

5. Control Dashboard for administrators and Smart Parking App for the

citizens.

6. Data analytics and statistics regarding the occupancy of parking areas in

a city.

The architecture of the proposed SP system is shown in Fig. 1 and it is

based on the Lysis architecture [14] as the IoT environment since it provides

some advantages, such as high scalability due to the exploitation of the social

IoT paradigm, high flexibility and easy upgradability thanks to the complete

virtualization of the physical devices. The proposed SP system includes all levels

of common SP architectures [4]. In particular, the architecture is divided in 4

levels: the Hardware level includes the physical sensing devices that acquire data

from the real world for detecting the presence/absence of the vehicles. It also
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Figure 1: Architecture of the proposed Smart Parking system.

includes the transmission of the data through the network towards the cloud
platform. The Virtualization and Aggregation layers act as the middleware,
where the data is stored and processed to be suitable for the upper layer, i.e., the
Application layer. At this level, software platforms and services are developed
in the cloud, which allow to manage and visualize the data as well as to interface
the smart parking services with the administrators and the end-users.

In the following we provide a detailed description of each level of the archi-

tecture.

3.1. Hardware level

The Hardware level includes all sensors and devices that acquire information
regarding the occupancy of the parking spots as well as the data transmission
devices. In particular, the following physical devices belong to the Hardware

level:

e Vehicle detection board: detects the presence of a vehicle parked in the

12



spot to determine whether the spot is free or occupied. It is composed
of a magnetometer sensor to detect the presence of the vehicle and of an
electronic board for data processing and transmission. When a change on
the state of the parking spot is detected, a Wake up signal (interrupt) is

sent to the Data transmission board.

e Bluetooth (BT) Beacon: is used to uniquely identify the vehicle. It has

to be placed into the vehicle.

e Data transmission board: is an electronic board that has to be equipped
with two wireless interfaces (BT and Wi-Fi). When the Vehicle detection
board detects the presence of a vehicle in the spot, it sends a Wake up
signal to the Data transmission board, which activates the BT interface
to scan the BT devices in the proximity and identify the BT Beacon of
the vehicle that occupies the parking spot. When the data is collected,
the Data transmission board activates the Wi-Fi interface to transmit the

data to the Concentrator device.

e Concentrator: makes use of short-range wireless communication technol-
ogy (i.e., Wi-Fi) to collect the data from all Data transmission boards
installed in a parking area. Cellular communication technology (i.e., 4G)
is then used to transmit the collected data to the Virtualization layer of

the cloud platform.

3.2. Virtualization level

At the Virtualization level, a Social Virtual Object (SVO) Parking Unit
is created for each parking spot that must be monitored. Each SVO is an
autonomous web service that acts as a virtualization of the physical device
with which it interfaces directly with REST APIs and represents it with all
its features and functionalities. The SVO Parking Unit receives from the Data
transmission boards installed in the parking areas the information regarding:
vehicle ID (BT beacon ID), parking spot ID, parking spot state (free, occupied,

or possible free), state of charge of the battery of the Data transmission board,

13



and timestamp. The SVO stores this data and make them available to the upper
levels.

This level fully implements the SIoT paradigm through device virtualiza-
tion. The fact that the SVOs can create social relationships allows us to create
a distributed system based on a social network that can be explored through the
social connections between the various SVOs. A SIoT social network consists of
well-defined types of relationship between objects. If the objects belong to the
same owner they can create an Ownership Object Relationship (OOR). A Co-
location Object Relationship (CLOR) can be formed if the objects are fixed and
positioned in the same location. Objects of the same model or production line
can create a relationship called Parental Object Relationship (POR). Objects
that meet in their owners’ workplaces and that can collaborate in this context
can create a Co-work Object Relationship (CWOR). Finally, a Social Object Re-
lationship (SOR) is formed as a result of numerous encounters between things,
such as those that occur between customers’ phones and the shop’s equipment
(scales, barcode readers, etc.) [15]. The relations are then exploited to search
for data for statistical analysis on parking areas. Using virtual counterparts al-
lows us to implement much of the logic outside of the physical devices so to save
on battery. It also allows the easy integration of other elements in the architec-
ture, which are therefore able to connect through other social relationships and
immediately usable by the higher levels thanks to the hardware abstraction. We
leverage social relationships to identify possible free parking spots by detecting
in advance when the driver is returning to his car and he is likely to free the
spot (see Section 4.3). The fact that all SVOs expose uniform APIs to higher
levels makes it possible to modify the application that uses their data or add

new ones without having to change the software on the devices.

3.8. Aggregation level

At the Aggregation level, super entities called Micro Engines (MEs) are
implemented, which are a composition of more than one SVO. The ME has the

capability to inherit and increase the functionalities and capabilities of the SVOs
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of which it is composed. Furthermore, ML algorithms can be implemented in
MEs to perform data aggregation and data processing operations on of SVOs’
data. An example of operation that can be performed by MEs is the provision of
statistical analysis of aggregated data collected by SVOs regarding the parking
spot occupation of a specific parking area. This information may concern, for
example, the average number of free/occupied parking spots in the monitored
parking areas of the city, average parking time, the most used parking areas,
etc. The analysis of this data can be utilised by the city administrators to
improvement the parking areas and services of the city. In Section 6, we present

a practical example of the potentialities of the Data Analysis ME.

8.4. Application level

Finally, at the Application level, the Management Platform supports the
Control Dashboard for the management of the SP system and the Android
App developed for the citizens. The Management Platform includes all back-
end services needed to manage the data collected by the lower layers, e.g., the
database, whereas the Control Dashboard acts as the front-end application for
administrators for managing the SP service.

The Control Dashboard allows to add different parking areas of the city to
be monitored and provides a real-time mapping of the occupied parking spots.
Also, thanks to the monitored data and citizen registrations, it provides further
services, such as the ability to classify the parking spots (for example, those
reserved to disabled or resident) and then to establish the occupation of an
unauthorized spot and reporting to the competent authorities (e.g., the occu-
pation of a spot for disabled /residents by a non-disabled /non-resident citizen).

With regard to the support of the Android App, the Management Platform
performs the following actions: sends the parking notification which confirms
to the citizen that its parking has been registered; computes the actual parking
time once the occupant vehicle has released the spot; sends the payment notifi-
cation by automatically calculating the parking cost based on the actual parking

time and the rates applied for that parking area. Besides these functions, with
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the Android App the citizens have the possibility to visualize a real-time map-
ping of the occupancy of city parking areas, so as they can know where it is
more likely to find free parking, avoiding having to go around empty in the
city and therefore wasting fuel with a consequent reduction of pollution and of
wasted time. Furthermore, through the Android App the citizens have the pos-
sibility of associating an electronic payment account so that the cost of parking
is deducted without the need for further payment actions.

In Section 5, we present the details of the Control Dashboard and the An-
droid App.

4. Vehicle detection and identification

In this section, we present the experimental results obtained with the pro-
posed Vehicle detection board (Section 4.1), we describe the vehicle identifica-
tion process (Section 4.2), we leverage social relationships to identify possible
free parking space in advance (Section 4.3), we discuss privacy and security

issues (Section 4.4), and we estimate implementation costs (section 4.5).

4.1. Vehicle detection

The Vehicle detection board has the task to detect the presence of the vehicle
in the parking spot and then determine its occupancy state. For the implemen-
tation, we used the tri-axial magnetometer sensor (QMC5883L) as the vehicle
detection sensor and the Arduino Pro Mini as the board to collect and process
the sensed data. The magnetometer is a sensor that measures the changes of the
geomagnetic strengths caused by the presence of ferromagnetic metal objects,
such as the vehicles. The magnetometer outputs are the magnetic strengths
measured in 2-, y-, and z-direction (G, G, and G, respectively) and the
magnetic vector magnitude G (we will refer to it only as the magnitude in the

following), which is computed as

G=,/G2+G2+G2 (1)
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From preliminary experiments, we found that the measured magnetic strengths
and magnitude are influenced by the bearing, because of the influence of geo-
magnetic strengths. Therefore, we decided to place each magnetometer oriented
to the North in order to set the same bearing reference for each measurement
and avoid bias due to the bearing influence. Also, we noted that the magnetic
strengths are quite variable over the time whereas the magnitude is more sta-
ble. Therefore, we decided to only consider the magnitude measures for vehicle
detection experiments.

Moreover, we investigated the influence of the position of the magnetometer
sensor under the vehicle because the distribution of ferromagnetic materials in
the vehicle induces magnetic variations [6]. For this reason, we considered three
different positions under the vehicle where to place the magnetometer, namely,
sensor under the front axle (P1), sensor under the center of the vehicle (P2),
and sensor under the rear axle (P3). As an example, we show in Fig. 2 the
variations of the measured magnitude for a Nissan Micra as a function of the
sensor position. When the parking spot is free, the magnitude value is about
21 puT. When the vehicle is parked, the measured magnitude is always greater
than 21 pT'. In particular, magnitude values of about 39 uT', 25 pT', and 29 pT’
are measured when the sensor is place in position P1, P2, and P3, respectively.
This difference between the magnitude measured when the parking spot is free
and when the vehicle is parked can be used to determine the presence of the
vehicle in the parking spot. Clearly, the greater this difference the greater the
reliability of the vehicle detection. For instance, for the specific case of the
Nissan Micra in Fig. 2, the best choice would be to place the sensor under the
front axle of the vehicle as the measured magnitude is doubled when compared
to the magnitude measured when the spot is free.

However, different vehicles have different distribution of ferromagnetic ma-
terials and can induce different magnetic variations. Therefore, we extended the
study regarding the vehicle detection and the optimal position of the sensor by
considering 12 different vehicles. In the same parking spot we placed a magne-

tometer sensor and we measured the magnitude when the parking spot was free
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Figure 2: Magnitude measured for a Nissan Micra with the sensor placed in three different
positions under the vehicle. P1: sensor under the front axle; P2: sensor under the center of

the vehicle; P3: sensor under the rear axle.

Table 2: Magnitude (pT") measured for 12 different vehicles and 3 sensor positions. PS:
parking spot.

Vehiclo PS free PS occupied Magnitude variance
(Reference) P1 P2 P3 P1 P2 P3
Toyota Aygo 21.77 45.98 | 47.86 | 27.98 | 24.21 | 26.09 | 6.21
Nissan Micra 21.21 39.11 | 24.92 | 29.29 | 17.90 | 3.71 8.08
Citroen C3 21.71 25.05 | 34.48 | 24.82 | 3.33 | 12.76 | 3.11
FIAT Grande Punto 21.79 41.29 | 20.03 | 33.98 | 19.50 | -1.76 | 12.19
Ford Focus 21.64 33.98 | 21.30 | 33.67 | 12.34 | -0.34 | 12.03
Alfa Romeo 147 serie 1 21.85 31.40 | 25.65 | 24.13 | 9.56 3.80 2.28
Peugeot 308 21.66 121.29 | 35.23 | 28.93 | 99.64 | 13.58 | 7.27
Alfa Romeo 147 serie 2 21.68 31.12 | 25.34 | 1548 | 9.44 3.66 | -6.20
KIA RIO 22.28 11.40 | 36.89 | 43.32 | -10.88 | 14.61 | 21.04
Citroen C2 21.36 29.70 | 37.70 | 30.44 | 8.34 | 16.33 | 9.08
Lancia Ypsilon 21.68 29.90 | 35.26 | 31.61 | 8.23 | 13.58 | 9.94
Citroen Cl1 21.98 47.02 | 17.53 | 31.91 | 25.04 | -4.44 | 9.93

(Reference value) and when the vehicle was parked. Also, the magnitude was
measured with the magnetometer sensor placed in the 3 different positions P1,
P2, and P3.

The collected magnitude values measured for the 12 different vehicles are
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summarized in Table 2. Each value in the table is the mean value of about
36 measures since the Vehicle detection board was set to acquire data with a
time step of 5 s for a total of 3 minutes. First, it can be seen as the reference
magnitude value measured when the parking spot is free is quite the same
before parking each vehicle. The total magnitude mean (computed considering
all measurements) is 21.72 pT with a standard deviation of 0.26 pT. In the
middle part of the table (PS occupied) the magnitude values measured when
the parking spot is occupied by the vehicle for the 3 sensor positions are shown.
It can be observed as different vehicles cause very different variations in the
measured magnitude, even when the sensor is placed in the same position. In
general, the magnitude measured when the car is parked is greater than the
Reference value. However, this is not always true (5 times out of 36: 1 for
P1, 3 for P2 and 1 for P3). The right part of the table (Magnitude variance)
shows the difference between the magnitude measured in the absence and in
the presence of the vehicle for the 3 considered sensor positions. The smallest
values are highlighted in bold for each of the 3 sensor positions, i.e., 3.33 uT
for P1 (Citroen C3), -0.34 uT for P2 (Ford Focus), and 2.28 uT for P3 (Alfa
Romeo 147 serie 1).

From the collected magnitude results, we can conclude that the optimal
position for the magnetometer sensor for the detection of the parked vehicle
is under the front or the rear axle of the vehicle. In particular, by setting a
threshold of 2 uT', the Vehicle detection board would always be able to detect
all vehicles considered in this study. We do not consider the position under the
center of the vehicle because the minimum measured magnitude variance is too
small (-0.34 pT) to be reliably detected. For validation tests, the sensor was
then placed at about one meter of distance from the start of the parking spot.
In this way, when the vehicle parks on the spot the sensor will be under the rear
or the front axle, depending on the parking direction decided by the driver. For
validation tests, we parked 3 vehicles different from those used to collect the
data in Table 2, i.e., a Ford Kuga, a Renault Clio and a Renault Zoe. All the

3 vehicles were detected by the Vehicle detection board for both the parking
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directions, meaning that the measured magnitude difference was greater than
the set threshold, which then results reliable for vehicle detection.

We have also conducted a second experiment to investigate whether it is
possible to detect, with a single sensor, the occupancy of the 2 parking spots
adjacent to the parking spot where the magnetometer is placed. To this, we
measured the magnitude when the vehicle is parked in the central spot (where
the magnetometer is placed) and the magnitude when a first and then a second
vehicle are parked in the adjacent spots. However, the measured magnitude
values did not provide relevant variations that may be helpful in the detection
of the occupancy of the adjacent spots. Therefore, for the proposed SP system
each parking spot must be equipped with a Vehicle detection board.

4.2. Vehicle identification

When the Vehicle detection board detects the presence of a vehicle in the
monitored parking spot, it sends a Wake up signal to the Data transmission
board. We implemented the Data transmission board with the Telit cs2060a
device, which is a battery-powered module equipped with low-power BT and
Wi-Fi interfaces. This board then performs the scan of the BT devices detected
in the proximity of the board with the objective to identify a BT beacon whose
ID is registered to the SP service. We used the BlueUp BlueBeacon Mini as the
BT beacons in this case. The first part of the read IDs is identical for each BT
beacon used for the SP service so that the board is able to recognize them and
discard other BT devices. The last part of the IDs is different for each user and
identifies them (and their vehicle).

If just one BT beacon is found after the scan, the following data is immedi-
ately sent to the Concentrator (implemented with the Telit ¢s2091 device): BT
beacon ID (vehicle/user ID), parking spot ID, parking spot state (occupied),
state of charge of the battery of the Telit device, and timestamp. When the
parking spot is released, the same data is sent but with the parking spot state
set to free. If more than one BT beacons are found, e.g., in case more vehicles

park at the same time in adjacent spots, the Data transmission board selects
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the 3 BT beacons detected with the greatest signal power (RSSI). Indeed, we
have found from experimental results that each Vehicle detection board can
cover up to 3 adjacent parking spots by placing it at the central spot. When
the user parks the car and the SP system detects the parked car and identifies
the vehicle/user, a notification is sent to the App of the user confirming that
the car is parked. The count of the parking time is then started. When the
parking slot is released, the SP system sends a notification to the App of the
user containing the actual parking time and the parking tariff to be paid.
Finally, if a parked vehicle is detected but no BT beacon is found by the
board, the parking spot is set as occupied by the system (and it also appears
as occupied in the map). Indeed, it is assumed that also citizens that are not
registered to the proposed SP service can park in the monitored parking area,

by paying the parking with traditional services.

4.3. Notices on availability of free parking spaces

The proposed system provides for the signaling of vehicles that are about to

leave the parking lot thanks to the social interaction of the SVOs.
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Figure 3: The alerting process through the social relations of the SVOs.
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As shown in the figure, the parking SVO (P-SVO) creates a SOR relationship
with the car’s SVO (C-SVO) after five minutes of presence. The latter has
an OOR relationship with the driver’s smartphone SVO (SM-SVO) since they
belong to the same user. When the car parks, the C-SVO sends a message to the
SM-SVO with the parking position so that a control is generated on a geo fence
around the parking lot. When the driver is returning to his car, upon entering
the geo fence the SM-SVO sends an alert to the C-SVO, which forwards the
message to the P-SVO. The latter sends a message to the platform to report a
possible free parking. The car park is thus marked in orange on the map so that
those looking for parking can drive in that direction. This functionality, totally
based on the social relationships established among the SVOs of the proposed
SP system, enables to timely predict the availability of free parking spots in the
city. As a consequence, citizens are promptly notified about these possible free

spots, which allows them to minimize the time spent cruising for parking.

4.4. Privacy and security

With the proposed SP system, the privacy and security of the citizens is
preserved. The user has to register with the SP service provider before being
able to utilize the SP service. Once registered, the user is provided with a
BT beacon, whose ID is associated with the user in the database of the cloud
platform. Therefore, when the vehicle of the user is detected in the parking
spot, only the ID of the BT beacon is read by the Vehicle detection board and
sent to the cloud platform. No personal user information is exchanged. In the
platform, the software checks whether the received ID beacon is associated to a
registered user. In the positive case, a verification message is sent to the App of
the user, where the user is asked to confirm whether his vehicle has been parked
in that moment. If the user confirms, the parking time count starts.

This process allows to avoid attackers to park their car in the parking spot
and then simulate the presence of a BT beacon with the ID of a BT beacon
owned by a registered user and previously obtained by means of sniffing and

spoofing attacks. Indeed, it is well known that BT beacons broadcast their data
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and whoever can read it. But the control procedure at the cloud platform and
the confirmation request needed from the registered user overcome this prob-
lem. Moreover, the communications between the Concentrator and the cloud
platform and between the cloud platform and the Android App are encrypted,

which makes it harder for attackers to capture the data.

4.5. Implementation costs

In this section, we provide an estimation of the costs needed to implement
the proposed solution for a parking area composed of 100 parking spots. Each
parking spot needs an Arduino Pro Mini (5 $) and a QMC5883L magnetometer
sensor (1.5 §). A Telit cs2060a (2 $) is needed to collect data from 3 parking
spots. Therefore, 33 of these devices are needed for 100 parking spots. Finally, it
is reasonable to assume that two Telit cs2091 (5 $) devices cover adequately the
total parking area. However, the coverage of the Concentrator devices strictly
depends on the spatial distribution of the parking spots and may vary. The
total cost is about 725 $. However, this cost can be lowered buying significant
quantities of devices that reduce the cost for equipping each single spot. A
realistic cost estimation of the implementation costs for 100 parking spots can
then hover around 500 $. Costs of the cloud services need to be considered as
well; on the basis of the traffic generated and the amount of data that need to
be stored for this size of parking area covered, the relevant costs are around 150
$ per month.

The cost of the BlueUp BlueBeacon Mini is about 10 $ and is included in

the service cost paid by the citizen to benefit the SP service.

5. Dashboard and Android App

In this section, we present the Control Dashboard (Section 5.1) and the
Android App (Section 5.2).
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5.1. Control Dashboard

The Control Dashboard has been implemented for administrators for the
management of the SP system as it allows to add and manage different parking
areas of the city to be monitored and provides a real-time mapping of the
occupied parking spots. The Control Dashboard is developed in Python Flask
and it is hosted on the Google Cloud. Concerning the Views, the dashboard uses
Jinja2, JavaScript, HTML and CSS to connect the back-end with the front-end
and to display the data. The dashboard follows the rules given by the Model
View Control (MVC) pattern.

The Views are structured as follows:

e Parking Areas: it shows the list of the parking areas already added to the
system, as illustrated in Fig. 4, and allows the administrators to manage
the existing parking areas and to add new ones. Indeed, the sub-menu
includes the ”Parking Management” section, the ” Add Area” section and
the ”Parking Areas List”. By clicking on the specific parking area tab, it
is possible to display the details of the free/occupied/possible free parking
lots, their position in terms of latitude and longitude, and the map of the

parking area. An example is shown in Fig. 5.

e Users: it shows the list of all users subscribed to the SP service. This

section allows the administrators to add and manage the users.

e Rates: it shows the list of all parking areas rates. This section allows the

administrators to add and manage the parking tariffs.

e Analytics: it shows the analytics of all parking areas. For example, Fig.
6 shows the occupancy rate of the 2 parking areas in the system, namely,

Ingegneria and Telit, in March.

5.2. Android App
The Android App has been developed for the citizens for three main objec-
tives: allow controlling in real-time the occupancy state of the monitored park-

ing areas; receive the notification of the parked vehicle autonomously detected
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Figure 4: Control Dashboard: parking areas.
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Figure 5: Control Dashboard: details of the Ingegneria parking area.

by the SP system; receive the payment notification and perform the payment
operation. Due to the very early stage of the system development, the first ver-
sion of the smartphone App has been released only for Android-based devices.
The used SDK is optimized for Android versions 11 and 10. Anyway, the older
versions will be supported in the future new versions of the application.

The citizen who wants to utilize the SP system has to install the App and
to register to the service. There are two ways to access the SP service. The
first one is provided by the seller, i.e., the service provider. In this case, the
citizen does the first access using its email and the Beacon ID (provided by
the seller). After the first log-in step, the user can insert its private password,

which becomes the only way to access its application profile. The second way
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to access the service is by registering from the application registration form.
Anyway, the SP service requires its private BT beacon device, so the user will
be unable to use the service until receiving the personal BT beacon, whose ID
must be inserted into the profile information.

After the log-in, the users can check their credit, the history of the parking,
and the profile info via the application’s menu (Fig. 7(d)). The main window
shows the vehicle state, such as parked or not. When the vehicle is parked, its
position is also shown on the map (Figs. 7(a) and 7(b)). The list of the moni-
tored parking areas is shown according to the user’s position acquired from the
device’s GPS. By opening one parking area tab, the position and the occupancy

state of each parking lot is shown, as in Fig. 7(c).

6. Data Analysis ME

In Section 3, we presented the architecture of the proposed SP system. At
the Aggregation level, virtual super entities, called Micro Engines (MEs), can
perform aggregation and processing functions of the data stored by the SVOs.
In particular, we implemented a Data Analysis ME, which is aimed at provid-
ing statistical analysis and prediction models regarding the occupancy of the
monitored parking areas in the city.

To demonstrate the potentialities of the proposed Data Analysis ME, we used
the CNR parking dataset provided in [35] to train ML-based models aimed at
predicting the occupancy state of the parking spots. Indeed, due to the diffi-
culties in obtaining the authorisation for installing our boards in a city parking
place, the preliminary data we have collected from the monitored parking areas
were not sufficient to train a prediction model. The CNR dataset is collected
in 23 days and contains occupancy information related to a parking area of 164
parking spots. The parking area is divided, in turn, into different 11 sections. In
particular, the occupancy state (free or occupied) of the parking spots is known
for each of the monitored day and hour.

There are several studies from the literature proposing models for predicting
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Prediction outcome

F (0]
86.7% 13.3%
F
Actual
value
4.3% 95.7%
(0]

Table 3: Confusion matrix for the decision tree prediction model. F: free parking spot. O:

occupied parking spot.

parking space availability. For example, the study in [36] highlights that a low
complexity model, such as the decision tree model, can obtain better results
than a Multilayer Perceptron (MLP) neural network for predicting the parking
occupancy state during the day. However, a particular kind of neural network,
i.e., the Recurrent Neural Network (RNN), can also be used to predict the
parking occupancy state during the day. For instance, in [37], the authors used
a Long-Short Term Memory (LSTM) RNN to forecast the occupancy rate of
certain regions of the parking area.

For these reasons, we implemented two different prediction models: a deci-
sion tree model and an LSTM RNN model. The aim of these prediction models
is to predict the occupancy state of a specific parking spot based on the par-
ticular day and hour. The decision tree model was trained with the maximum
deviance reduction split criterion and the maximum number of splits of 1982.
The weekday and hour data were set as the features, and the dataset was split
with a 70%/30% training/validation combination and 5-fold cross-validation
to avoid overfitting. The tree prediction model obtained a mean accuracy of
91.6%. The LSTM RNN comprises one sequence input layer, 1 LSTM layer,

one fully connected layer, and the softmax layer. Also, the neural network used
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Prediction outcome

F (@)
98.9% 1.1%
F
Actual
value
6.4% 93.6%
O

Table 4: Confusion matrix for the LSTM RNN prediction model. F: free parking spot. O:

occupied parking spot.

the Adam optimiser and was trained for 100 epochs. The 5-fold-cross-validation
was adopted to avoid overfitting. The LSTM RNN was trained with a different
number of hidden units, respectively 50, 100, 150, and 200. A mean accuracy of
96.69% was obtained training with 100 hidden units. Indeed, the neural network
was affected by overfitting training with 150 and 200 hidden units, whereas with
only 50 hidden units it could not reach relevant results.

Table 3 shows the confusion matrix for the decision tree prediction model. It
can be seen that when an occupied parking spot is predicted, the True Positive
Rate (TPR) is 95.7% and the False Negative Rate (FNR) is 4.3%. On the
other hand, when a free parking spot is predicted, the TPR is 86.7% whereas
the FNR is 13.3%. Therefore, the prediction model is more accurate when it
predicts that the parking spot is occupied while the prediction of a free parking
spot is more uncertain. This is reasonable as the monitored parking spots were
generally more occupied than free. However, the prediction value is almost
90% so it is an important information for the driver who wants to have some
information regarding the possibility to find a free parking spot in that parking
area for a specific day and hour. Table 4 shows the confusion matrix for the

LSTM RNN, whose performance outperform those obtained by the decision tree
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model. Indeed, the LSTM achieves TPR values greater than 90% for both cases,
i.e., 98.9% when a free parking slot is predicted and 93.6% when an occupied
parking slot is predicted. Therefore, the LSTM is more accurate in predicting
the free parking slots than the decision tree model, which makes the LSTM

more suitable and reliable for a real SP scenario.

7. Conclusions

In this paper, we have presented a novel solution for smart parking which ex-
ploits a four-layer SIoT platform that enables to create virtual entities that can
establish social relationships among each other to provide advanced functional-
ities for the SP system. The major features are: the automatic detection of the
parking spot status; the timely prediction of the availability of free parking spots
in the city; the automatic payment of the parking service by identifying each
vehicle through Bluetooth beacons; the possibility to implement super virtual
entities that can run ML-based algorithm and perform analysis such as models
for predicting the occupancy status of parking lots.

Experimental activity has focused on the analysis of the magnetometer capa-
bility to detect the presence of the vehicles changing the vehicles characteristics
and the position of the sensor under the vehicle. From the collected results,
we concluded that the optimal position for the magnetometer sensor for the
detection of the parked vehicle is under the front or the rear axle of the vehicle.
With this position, by setting a threshold of 2 uT', the vehicle detection board
would always be able to detect all the types of vehicles considered in this study.

Finally, to demonstrate the potentialities of the proposed Data Analysis ME,
we have trained a tree decision model and an LSTM RNN to predict the status
of the parking lots in a given area based on past data. The LSTM achieved an
average accuracy of 96.69%, outperforming the performance of the decision tree
(91.61%). Moreover, the LSTM resulted more accurate in predicting the free
parking slots than the decision tree model (98.9% vs. 86.7%), which makes the

LSTM more suitable and reliable for a real SP scenario.
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