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ABSTRACT
We present a learning path on cryptography for primary school
students (Grade 5), which we designed and tested. The project aims
to raise initial awareness of the core ideas of modern cryptography,
which are fundamental concepts for becoming informed and active
citizens in modern digital society. For this reason, we designed a
progression of unplugged activities (sometimes integrated with
task-specific, block-based programming environments) to expose
students to different cryptographic techniques, where each new
activity is motivated by an analysis of the criticalities encountered
previously. We used unplugged activities to show that Computer
Science (CS) does not necessarily imply the use of digital devices
and to allow students to focus on its general scientific principles.
We describe the designed learning module, discuss the main hinges
in the experiment, and reflect on the lessons learned. The final eval-
uation showed excellent learning outcomes and high satisfaction
with the activities. As cryptography uses mathematical tools (e.g.,
modular arithmetic, statistics), some parts of which are within reach
of primary school children but rarely taught to them, it was possible
to dwell on these aspects, making them experience mathematical
objects in a non-standard context, and also stimulating a greater
awareness of the impact of mathematics and CS in everyday life.
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1 INTRODUCTION
The digital revolution we are experiencing significantly impacts
most aspects of our lives. Education must provide students with the
tools to understand a rapidly changing world. For this reason, many
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nations are integrating CS into the curriculum [16, 17]. Among the
topics, cybersecurity is present in many curricula as early as pri-
mary school [17, p. 12], as the availability of digital communication
tools exposes children to risks of which they must be aware. Al-
though cryptography is not explicitly listed among the relevant
topics for primary school, it is possible to introduce primary stu-
dents to its big ideas through age-appropriate activities, as with
other sciences. Moreover, cryptography is recognized by educators
and students as interesting, fun, and engaging [12, 25]. CS is not
(yet) a separate discipline in Italy but, according to laws, curric-
ula, and guidelines, should be integrated into other disciplines as a
transversal topic [27, 28, 31]. Cryptography can provide many links
with mathematics, history, and language. Furthermore, it allows
the study of aspects of CS that, instead, are explicitly listed for pri-
mary education (e.g., programming, data analysis, algorithms). We
propose a learning path to teach cryptographic methods relevant to
highlighting aspects of modern techniques to protect digital com-
munication tools, which students unconsciously use daily. Given
the target audience’s age, we mainly designed unplugged activi-
ties (kinesthetic and fun activities to teach CS concepts without
computers [6, 7]). In addition, we heavily readjusted some tools
we have developed for similar courses aimed at upper secondary
school students [26].

The first objective of this paper is to present the learning path
we designed and describe the implemented activities. Then, we
introduce the instruments and the results of our evaluation. Finally,
we discuss our findings, making suggestions for improvement to
enable effective adoption of the pathway.

2 BACKGROUND AND RELATED WORK
Cybersecurity is one of the fundamental concepts in the CSTA K-12
standards [14]. Regarding cryptography, they suggest starting from
steganography (hiding messages inside pictures or other media)
and from letter substitution methods like Caesar ciphers, moving
towards modern methods, “such as public key encryption, through
unplugged activities” [14, 2-NI-06].

A review of cybersecurity education in SIGCSE conferences [37]
shows that only seven out of seventy papers are targeted (also) to
K-12 (middle and, in particular, high school; most of the others to
undergraduates). Only two of these seven contain cryptography
elements, always inside more general cybersecurity activities. A
review [32] on cryptography education in middle school found
fifteen works, most of which present cryptography elements inside
more extensive programs. Only two research groups focused on
modern cryptography, not just historical ciphers [26, 33–35].

Some authors designed unplugged activities where students ex-
periment with encryption and decryption algorithms, protocols, and
attacks. Konak [23] proposed simple unplugged activities to explain
classical and modern cryptosystems to middle school students with
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paper, pen, scissors, boxes, and padlocks. Fees and colleagues [18]
made concrete the color metaphor used for Diffie-Hellman’s key
exchange by having students mix food dyes to generate a shared
secret key. Hands-on and inquiry-based cybersecurity/cryptography
activities can improve students’ self-efficacy and problem-solving
skills [24]. Activities for older students have also been proposed
(see reviews in [1, 26]).

Almost all the activities presented in the literature are one-offs.
Lodi and colleagues proposed a learning path to teach high school
students the big ideas of classical and modern cryptography through
task-specific Snap! environments, unplugged activities, and visual-
izations [26].

We are unaware of any similar curriculum for primary school.

3 THE PATH
3.1 Context
The intervention was conducted in a primary school in Sardinia
and involved 19 students (8 boys and 11 girls) in Grade 5 (the last
year of primary school in Italy). Students had almost no experience
with CS (in primary school, they only followed a couple of “Hour
of Code” activities in Code.org) and had unstructured experience
with digital devices based mainly on their personal use. There were
4 children with disabilities (2 of them quite severe: by law, they
attend regular lessons with support teachers) and 1 with special
educational needs.

Lessons were conducted during curricular hours: students par-
ticipated in all activities (except for 2, due to absences). The inter-
vention lasted 5 lessons (10 hours): 8 hours of activities and the last
2 for evaluation (satisfaction questionnaire and final assessment).

Lessons were conducted by one of the authors, a math university
professor with long experience in K-12 CS teaching. The school
teachers asked for 1 CS lesson, and she managed to conduct 5.

The teachers gave us an overview of students’ prior knowledge
of CS, math, and problem-solving skills so that we could design
appropriate activities. It was ensured that children possessed the
following knowledge and abilities: arithmetic operations between
natural numbers and properties of the remainder of integer division,
analogy between addition or subtraction and forward or backward
movements in space, cyclicity of events (e.g., in measuring time),
frequency of an event and its representation on histograms. In
addition, some problem-solving skills (e.g., hypothesis formulation
and analysis) had already been practiced.

3.2 Big ideas and relevant systems
In analogy with [26], we have chosen a progression from classical
to modern cryptography systems, allowing one to experiment with
more robust systems than their predecessors, thus making students
experience some relevant ideas of cryptography.

After an introduction and examples of steganography, we
started with an Italian variant of Pig Latin [41], usually well known
by students, as a simple way to make them recognize—within a
familiar context—the basic elements of a cryptosystem (key, en-
cryption and decryption algorithms, plaintext, ciphertext). After
that, we moved to the Caesar cipher, using it as a simple example
of monoalphabetic substitution, as a way to introduce the cyclicity

of modular arithmetic, a mathematical background of many cryp-
tosystems, and as a way to show basic cryptanalysis techniques
(brute-force, frequency analysis, and person-in-the-middle attacks).
Alberti cipher was then used as a simple example of polyalpha-
betic substitution, useful to show how frequency attacks can fail
and to introduce One-time pad as its extreme form. We then used
Substitution-Permutation networks as an example of a modern
symmetric block cryptosystem and to easily show avalanche effects
(diffusion and confusion). Finally, we used Diffie-Hellman as an
example of a key-generation protocol (also seminal for asymmetric
cryptography) solving the key-distribution problem. Its weakness
to the person-in-the-middle attack was left as an open problem.

This path allows students to encounter fundamental cryptogra-
phy concepts such as the invertibility of a process and its ease or
difficulty, the need to hide the relation between plaintext/key and
ciphertext, the security (information-theoretic vs. computational)
of a cryptographic method, and the relationship between security
and the tools (technology or available information) at hand.

3.3 Teaching methodologies
Considering the participants’ age and minimal experience with
computers and CS, we built a mainly unplugged path. Computa-
tional tools were helpful to stimulate the need to be precise and
formalize an algorithm with a limited set of unambiguous instruc-
tions. Moreover, they helped speed up generalization processes,
allowing us to do repetitive tasks or to test the algorithms on longer
data quickly. While maintaining an accessible register, necessary to
speak with Grade 5 students, we used fundamental cryptography
terminology.

3.4 Activities and tools
Introduction and steganography. We started with a brief introduc-

tion to CS as a science that acts, in various ways, on information.
We then discussed the concept of communication with the students
and the problems related to security in transmitting data. We then
showed simple examples of steganography (Herodotus’ wax table,
servant’s head shaving, vinegar writing on a boiled egg shell).

Pig Latin and Caesar cipher. As a first, simple example of en-
cryption, we choose a variant of the “Farfallino alphabet” [40], a
language game that encrypts by inserting an ‘f’ before each syllable
of the word. To engage students, we showed a brief extract from
“The Simpsons” in which the main character uses this argot. They
immediately recognized the language and were able to formalize
the rule. Using some variations on the argot, we introduced the
idea of security of a cryptosystem.

The Caesar Cipher was then introduced, again focusing on iden-
tifying the key and the encryption/decryption algorithms. Various
encrypting and decrypting exercises were carried out: collective,
individual, and in pairs, including ones using keys other than the
classical one (number 3). The pair exercise aimed to simulate real
communication with all its elements. One of the teachers acted as
the person-in-the-middle, either eavesdropping on the couple’s key
or building trust to make the parties give them the key on demand.

Students were then asked to encrypt a word where “moving to
the right” in the alphabet list would overflow (e.g., the Italian word
CAVO with key 3) to make them generalize the encryption algorithm
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for any key and to introduce the mathematical tool for solving the
problem of unavailability of characters beyond the letter ‘Z’. Some
students spontaneously found the solution of “starting over”. For
the benefit of all, the following unplugged activity was used. Each
student (plus teachers, to cover all 21 letters of the Italian alphabet)
was given a sheet with a letter to stick to their chest; they were then
arranged in a row and asked how to have letters available even in the
event of an overflow. Quite quickly, the students came to position
themselves in a circle. One child was asked to impersonate an arrow:
after positioning himself at the center of the circle and pointing at
the letter to be encrypted, he rotated 3 positions (children) to find
the corresponding ciphered letter. Students were then guided in
identifying, among the arithmetic operations they already knew,
one that would allow them to “return to the same values”. Analyzing
different options, they arrived at integer division and its remainder.
They were already aware that the remainder was always smaller
than the divisor, and, through examples with small numbers, they
realized that it repeats cyclically. Students were suggested to match
each letter with a number (starting with A=0) to apply the remainder
method to the alphabet.

By this time, students were ready to formalize the encryption
algorithm using mathematical operators. They collectively con-
structed the solution, giving instructions to the teacher, who was
using, on the interactive whiteboard, a Snap! task-specific language
we purposely built [11]. It provides very high-level blocks that, prop-
erly combined, allow the description of the intended algorithm (see
Figure 1). The Snap! stepper also allowed a step-by-step execution
of the program, monitoring the state of the machine represented
in the Snap! stage (Figure 1, right). This phase was intended to
show students the importance of being precise in giving instruc-
tions to a non-human executor, and to enable them to discover (or
re-discover) fundamental programming constructs of selection and
iteration (reflecting on the need to repeat the same operations on
each letter). Moreover, using a programming environment helped
test the algorithm quickly and on longer words and phrases.

Figure 1: Snap! task-specific programming environment

Attacks on the Caesar cipher. We introduced cryptanalysis meth-
ods. Brute force was presented via an unplugged activity inspired
by [21], allowing students to reflect on computing power by observ-
ing that it was easy to decipher the message, but only by using
many children—and therefore many attempts. It was highlighted
that, given the availability of powerful computers (often with many
processors), the computational time required to attack a cryptosys-
tem is a crucial element in its security.

As for the frequency attack, we used another purpose-built Snap!
environment [11] to speed up the frequency calculation, thus be-
ing able to operate on longer texts—a more realistic situation and
more appropriate to see concretely the different frequency distri-
bution of letters. We used the Snap! environment (see Fig. 2) to
guide brainstorming on the interactive whiteboard. We created
the histogram of letter frequencies in an assigned ciphertext and,
comparing it with the corresponding histogram of letter frequency
in the Italian language, students made hypotheses about the cor-
responding plaintext character of the most recurrent character in
the ciphertext, showing a great ability in analyzing and comparing
histograms. The children, together with the instructor, tested the
different hypotheses until they reached a meaningful deciphered
text. They observed that this attack required far fewer attempts
than the brute-force one.

Figure 2: Snap! environment for Caesar frequency attack

SP-networks. To introduce the substitution–permutation (SP)
networks, we designed an activity, inspired by the famous CS Un-
plugged sorting networks [13], to make students simulate one round
of a simple SP-network drawn on the floor (Fig. 3).

Figure 3: Unplugged Substitution-Permutation network

To represent a 4-character word, we converted each letter into
a 2-digit decimal number. Therefore, we involved 8 children to
represent a word, each holding a sheet with one of the 8 digits
on it. Similarly, 8 other students represented the key, a 4-letter
word converted to numbers. Students representing the text moved
through the network from top to bottom, performing the operations
they encountered, i.e., updating the digit on their sheet or their
position on the network. First, they add (module 10) their own digit
with the corresponding key digit (held by a child who also checked
the correctness of the addition). Then, they go through the S-boxes,
simulated by a child outside the network who makes a substitution
of the digit based on a substitution table. Then, they followed the
diagonal lines drawn on the floor to perform a permutation of the
order of the digits. Finally, each 2-digit decimal number (mod 21)
was converted back into letters to obtain the ciphertext. It was
possible to observe that the encrypted message obtained differed
significantly both from the original one and the key.
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After performing this physical simulation, we moved on to using
a digital tool: a spreadsheet [11] (a highly simplified version of the
one we used in [26]) that simulates the network, first with one and
then with multiple rounds of substitution, permutation, and key
permutation, resembling the operation of modern symmetric block
ciphers. This second part of the activity is not necessary to convey
the main operation of an SP-network, but it is helpful in performing
multiple rounds in a reasonable time and showing students that
small changes in the message or the key cause significant effects
on the ciphertext (“avalanche effect”, confusion, and diffusion).

Diffie-Hellman key exchange. Given the students’ young age,
we decided to introduce the Diffie-Hellman (DH) key generation
protocol using the classic metaphor of mixing colors but paying
much more attention to setting up a scenario coherent with its
core elements. We created (Fig. 4) a setting in which two students,
whom we will call Alice and Bob (the two students at the bottom,
left and right, of the picture), each had a box with 6 tempera colors,
and some graduated glasses in which to dose and mix the colors.
The box represents each student’s private area: no one except the
child operating in it could see inside. The remaining part of the
table represents the public channel. The two students performed
the algorithm, choosing a shared color by speaking aloud, mixing
it with a secret color of their own, exchanging the mixing results
via the “public table” and finally mixing the exchanged color again
with the secret color. Students were very surprised to get the exact
same color after the last mix, especially since the experience was
repeated several times with different color choices.

In the same scenario, a third student (Fig. 4 on top) performed a
person-in-the-middle to attack, by performing two key exchanges
separately with Alice and with Bob, impersonating the other actor
of the exchange for both.

After that, we used an animation to show the protocol’s actual
mathematical steps. The students had just studied exponentiation,
so they were involved in calculating an actual DH key generation
with very small numbers.

We also discussed the feasibility of a brute-force attack: easy
with only 6 colors but very time-consuming in a realistic scenario,
involving large numbers.

Figure 4: Diffie-Hellman key generation with tempera

Invertibility. During the experience, we stressed, on the one hand,
the importance of being able to reverse the encryption procedure
to recover the plaintext from the ciphertext and, on the other hand,
the fact that the difficulty of reversing an algorithm when some
secret information is missing (in the case of the DH activity, un-
mixing without knowing the original colors) is the basis of modern
(asymmetric) algorithms. We carried out a series of small hands-on
activities to reinforce this concept. For example, students noted that

it is easy to recover a drawing made on a deflated balloon (which
becomes unintelligible if you inflate it), while it is impossible to
recover a drawing made on plasticine once it has been deformed.
Moreover, we mixed salt with iron filings to show that a process
that seems impossible to invert can be inverted simply by using a
proper instrument (a magnet).

4 EXPERIENCE EVALUATION
To evaluate the cryptography course, we used two instruments.
The first is a satisfaction questionnaire about liking, difficulty, and
personal feelings during the activities. The second is a test to assess
learning outcomes in terms of acquiring discipline-specific language
and understanding the main ideas and methods of cryptography.

Both instruments were anonymous. The satisfaction question-
naire was proposed first to prevent any difficulty in solving exercises
from affecting the result.

16 out of 19 students completed the questionnaire and test, as
one was absent, and the two students with severe disabilities were
unable to do so.

4.1 Satisfaction
We asked students about the learning experience, focusing in partic-
ular on how they felt during the activities, how much they enjoyed
them, and how difficult they perceived them. We proposed a 4-point
Likert scale from ‘Very much’ to ‘Not at all’, with each level also
visualized by means of a smiling or frowning face.

The global satisfaction is high as all students found the activities
‘Very much’ or ‘Rather much’ interesting and easy. Moreover, most
of them found the activities very useful in understanding better
what CS is about and why Math is useful (Fig. 5, top chart).

Interest in specific activities is generally very high (Fig. 5, middle
chart), with only slightly less interest in attacks on cryptosystems
and SP-networks expressed by a few students. The same activities,
together with the DH with colors (that was really appreciated,
though), were also perceived as difficult by a few students (Fig. 5,
bottom chart).

We also asked students to write what they learned and a com-
ment about the activities. Most of them wrote that they learned
“to encrypt and decrypt”, were “sad that the lessons finished”, and
desired to “repeat the experience again”.

4.2 Assessment
To assess different aspects, including knowledge, skills, and compe-
tencies (i.e., the integration of knowledge, skills, and dispositions
to solve a problem in a new, authentic context [19]), we proposed
a test with different kinds of exercises: a fill-in-the-blanks text on
the most important concepts covered in the course, with the blanks
in place of the 13 most relevant keywords and the 13 solutions in
random order; four exercises covering the following topics: sub-
stitution cipher, transposition cipher with a permutation network,
polyalphabetic cipher, and DH protocol. The English translation of
the test is available at [11].

Fill-in-the-blank results are excellent, with a range of correct
fillings between 9 and 13 over 13 (mean 11.8, median 12).

The subsequent exercises differed from our activities during
lessons, to make students apply the knowledge acquired in new
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interesting
easy

helpful to understand how cryptography works
helpful to understand what CS is

helpful to understand usefulness of Math
0 16number of students

Cryptography activities were...

Caesar cipher
Alberti cipher

Brute force & frequency attacks
Substitution and Permutation network

Key exchange with colors
0 16number of students

Did you �nd the activities interesting?No answer
Not at all
A little
Rather much
Very much

Caesar cipher
Alberti cipher

Brute force & frequency attacks
Substitution and Permutation network

Key exchange with colors
0 16number of students

Did you �nd the activities easy?

Figure 5: Results of the satisfaction questionnaire

contexts. For this reason, and also to compare with national results,
two exercises come from the Bebras challenge [9, 15].

The first exercise [2] has been proposed as is, since it is recom-
mended for the same age range (8-10). 81% of our students solved it
correctly, compared to the 40% in Bebras “solo” and 60% in Bebras
“double” of the Italian competitions [3].

Instead, the second exercise we chose [4] was recommended for
the age range 12-13. We simplified the terminology in the text while
retaining the same request (encrypt a word—chosen with a length
of 3 instead of the original 5 letters). Only one student solved the
exercise correctly and completely, compared to 80% success [5] in
Bebras. We discuss this in sec. 5.

The third exercise was a simple permutation (drawn like one of
the P-box in [38]), and was solved correctly by all the students.

The fourth exercise was about the color-mixing metaphor for
the Diffie-Hellman key exchange. We gave students a Wikipedia
picture [39], without the labels (but with a legend with the names
of the colors) and asked them to pair each color with its role in
the metaphor (e.g. “Alice’s secret color” or “Shared secret color”)
and explain the meaning of the arrows (solution: exchange) and the
plus sign (solution: color mixing). Over 8 maximum points, results
show a mean score of 5.2 and a median of 5.5.

5 OBSERVATIONS AND FINDINGS
The activities generally went very well, both in terms of learning
and satisfaction, showing that it is possible to integrate classical and
modern cryptography activities as early as primary school, even
without (at least initially) the need for digital skills from students. In
the following, we detail our observations regarding specific aspects.
We discuss what worked and what can be improved to help CS
educators adopt and adapt our activities.

Traditional vs. innovative teaching. In general, a traditional trans-
missive approach is still dominant in Italian schools. This class is
no exception: according to the teachers themselves, the activities
we implemented were much more open-ended and kinesthetic than
what the children were used to.

As they are accustomed to notional learning, it was easy for most
children to remember and correctly complete the definitions in the

fill-in-the-blank exercise. Conversely, during the lessons, they were
displaced by—and enjoyed a little less— the more open-ended (albeit
highly scaffolded) activities, as discussed in 4.1. Children showed
insecurity about what to do, asking for very specific directions (e.g.,
where to lean, where exactly to write on the sheet, and so on).

Math and CS misconceptions. Even in these simple activities, we
identified some misconceptions well-known in the literature.

Even though the results are satisfactory, it is interesting to ana-
lyze the assessment’s DH colors exercise (see 4.2). A first observa-
tion is that students confused two similar colors (pesca and arancio
in our legend) and may also have been disoriented by the non-
standard (like CMYK) mixing depicted in the figure [39]. More
interestingly, some students grasped the meaning of the “+” opera-
tor, but in their answers, they confused the operator (i.e., an action
on some object) with the result obtained (i.e., an object), stating,
for example, that the plus sign stands for “the color obtained after
the mixing”. This is an example of procept, well known in Math
education [22, 36], and it refers to symbols and terms that are used
for both a process and a concept, creating confusion in the students
that, sometimes, cannot even recognize the presence of an opera-
tion. In CS it is also possible to find many examples of processes
manipulated as objects: research on this topic is advocated [30].

Sometimes, the misconceptions had apparent effects; other times,
since the introductory level of our intervention, they did not harm.
For example, confinement within a well-defined domain (i.e., the
Italian alphabet) in the Caesar unplugged activity necessarily led
children to find a way to remain in the same domain. In this case,
this confinement was functional in determining the solving strategy
(“starting over”). In general, however, teachers have to pay attention
to erroneous generalization of methods that work only in a specific
context that may create misconceptions [20, 42] to recognize them
and guide students towards the correct generalization, avoiding
entrenched errors that can manifest much later in the learning path.

Overgeneralization misconception is also known in program-
ming teaching as early as from the work of Du Boulay [8]. CSEd
research should also focus on misconceptions in introductory ac-
tivities, to avoid possible undesired effects in the future.
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Interdisciplinarity. The positive interaction with the primary
teacher who proposed the project was fundamental for the activ-
ity’s success. During the first lesson, she provided examples and
often referred to other activities already done by children in the
present or previous years. For example, she cited what she had
already explained about communication—allowing us to detail and
generalize to non-human communication—or about the different
representations of numbers (Arabic and Roman numeral systems)
and other types of information (iconic and literal representation).
Steganography, which we used to show other methods of protect-
ing information, also allowed us to connect with what children are
studying, for example, in the history classes (the Spartans). More-
over, the servant’s head shaving has been a compelling ante litteram
example of “time dependence” of the security of a cryptosystem.

More technically, the fact that they just studied exponentiation al-
lowed us to show how such an important and groundbreaking cryp-
tographic method like the Diffie-Hellman key generation worked
mainly with fundamental operations they already knew (i.e., expo-
nentiation and the remainder of integer division).

Cryptography is a field developing at the interface between CS
and Math [29]. The educational opportunities and challenges of
using its boundary concepts have been studied in CS education for
high school teacher training [1], and should be studied even more
for primary school, where discipline separation is much less rigid.

Finally, as highlighted in [10], some steganography and cryp-
tography activities, such as Alberti’s cipher disk, can be used to
strengthen important language skills.

Attention to the level of difficulty. As for the pairwise activity on
Caesar’s cipher, we suggest directly assigning plaintext and key:
in some cases, the decoding step expressed as subtraction could
lead to negative results, which is beyond the knowledge of primary
school students. On the other hand, this could be an opportunity in
Grades 6-7: encountering this situation and the consequent need to
calculate the remainder of the division between two signed numbers
could motivate students toward the study of this operation, which is
often overlooked and whose practical utility is often not understood.

Regarding the difficulties in the assessment exercise on the
polyalphabetic cipher (see 4.2 and [4]), we note that its complete
and correct resolution requires the execution of 2 fundamental
tasks: 1) recognizing the position of a letter in its group of letters; 2)
counting how many steps are performed to reach the proper group:
a) starting the count from the first group (the original position
of the arrow) for the first letter, or b) starting the count from the
previous position (not from the first one). For the first letter, 50% of
the students succeeded (tasks 1 and 2a). For the following letters,
69% of them succeeded in task 1 but not in task 2b, implying that
the problem was related to counting how many steps to do in a
circular path (sometimes it is clear they always started from the
initial position instead of the previous one, other times they used
an unclear approach). Some may have tried to draw specific infor-
mation from the example, but this approach is incorrect, unlike the
previous exercise. We underestimated the difficulty of this exercise,
attributing it only to the more complex and technical language—
that we simplified without considering the presence of other hidden
difficulties. We also noted that this test exercise is quite different

from Alberti’s cipher disk one: an activity in which the key is the
number of rotations instead of a word could reduce this gap.

Scientifically correct design for the unplugged activities. We strived
to simplify without trivializing the fundamental concepts. We al-
ways chose metaphors that maintained consistency with the basic
principles: for example, in the SP-networks letters are represented
with numbers (decimal instead of binary), and the sheet contain-
ing a letter is divided into two parts to contain the two digits of
the corresponding number, showing that the network works on
a digital representation of information. In the DH activity, as a
novel added value to previous proposals (e.g., [18]), much attention
was paid to the setting, focusing on which information is public
(exchanged loudly or on the table, thus audible/visible to all) and
which is private (clearly demarcated with large boxes), to the role
of the two sides of the communication (freely choosing their own
secret color) and to the autonomy of the students involved in the
experiment. We also allowed the protocol to be run several times
to check its operation.

Students with disabilities. Although one of the students with se-
vere disabilities carried out some of the activities (e.g., implementing
the S-box), we suggest intense interaction with the support teachers
and the continuous presence of the same teachers during all lessons
to guarantee greater participation.

Use of programming. We would have liked to make the students
program, having them explore the Snap! tools we built more deeply
so that they could apply and reinforce (also through metacognitive
reflection) the concepts they had learned. Unfortunately, this was
impossible, given the almost total absence of prior programming
knowledge (only a few Code.org activities were done collectively on
the interactive whiteboard in previous years when the main teacher
was absent) combined with limited time. In our activities with
Snap!, we informally observed that students grasped fundamental
programming constructs. However, we cannot speculate on the
depth of understanding or learning in such a short time.

In introducing CS in school (as a discipline or, at least initially,
in a cross-curricular form), it is essential to envisage a 5-year long
path that includes learning programming.

Finally, we noticed some difficulty for students during unplugged
activities in executing sequences of instructions longer than a few
steps: learning programming could help improve this skill, too.
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