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Abstract—Coast erosion is the process that degrades a coastal
profile and is mainly due to natural factors (e.g., related to
climate change) and overcrowding (e.g., urbanization and massive
tourism). While the first cause can be considered a slow process,
the growing presence of humans is leading to a rapid aging of
coasts. The Mediterranean Sea authorities are focusing on the
necessity for a systematic and comprehensive approach to the
management of littoral areas. In this context, Italy is searching
a promising solution to safeguard coasts but, at the same time,
to manage in an intelligent and “green” way the big amount
of tourists. Research community all over the world indicated
Internet of Things (IoT) as a valid technology to develop solutions
in order to try solving or mitigating the coastal erosion problem.
IoT-based techniques allow to manage heterogeneous and massive
data for real-time monitoring and decision making and can be
used for coastal environment and crowd level monitoring. This
paper presents a monitoring system based on the Social IoT
(SIoT), a new paradigm which defines a network where every
node is an object capable of establishing social relationships
with other things in an autonomous way according to specific
rules. Thanks to social relationships, all involved devices in the
monitoring system (i.e., sensors, cameras, and smartphones) are
able to collect and exchange information. The proposed system,
developed and installed in Cagliari (Italy), is able to evaluate
the occupational state of a beach considering environmental and
crowding data collected by devices and feedback sent by users.

Index Terms—Social Internet of Things, Cloud Platform,
Environment Monitoring, Crowd Detection, Eco-Tourism, Sensor
Networks.

I. INTRODUCTION

Coast erosion is the process of wearing away material from
a coastal profile due to imbalance in the supply and export
of material from a certain section. Climate changes can be
considered as one of the main responsible. The relative rise
of sea level is the most important change as it implies an
increase in sediment demand which, if not supplied, results in
coastal retreat. Current predicted changes in sea level estimate
a rise of up to 0.6 m by 2100 [1]. Higher sea levels allow
waves to break nearer to the coast and transmit more wave
energy to the shoreline. This phenomenon promotes erosion
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and coastal retreat at sediment starved locations. Sea-level rise
is therefore likely to cause an inland migration of beaches
and the loss of up to 20% of coastal wetlands [2]. While the
erosion of coasts and beaches due to natural factors may be a
slow process, the presence of the humans can be a cause of
alarm. Urbanization and commercial activities along the coasts
or in proximity of the coastal zones are the main responsible
for large-scale erosion and dwindling of the beaches and
coasts. In the last years, the mass tourism has also had a
strong complex relationship with coastal erosion [3]. As a
consequence, a growing amount of sand is taken away by
bathers, both accidentally and voluntarily.

Considering the Mediterranean Sea, both local and national
authorities recognise the importance of the coastal erosion
problem and its implications for tourism, as well as the
necessity for a systematic and comprehensive approaches to
the management of littoral areas. In 1974, the United Nations
Environment Programme (UNEP) established its Regional
Seas Program (RSP) with the scope of coordinating activities
aimed at the protection of the marine environment through
a regional approach. The Mediterranean Action Plan (MAP)
was the first UNEP initiative developed under the RSP and
became the model for other seas across the globe [4]. In
1975, the Mediterranean States and the European Community
approved the MAP as the institutional framework for coop-
eration in addressing common challenges of marine environ-
mental degradation. The Mid-Term Strategy (MTS) has been
conceived to protect both the sea environment and the coasts
of the Mediterranean and to allow eco-friendly initiatives for
the 2016-2021 period.

Also Italy is interested to find a solution suitable both to
limit the erosion of coasts and to manage the big amount
of hosted tourists. With its 1840 km of coast, against the
5616 km of the rest of Italy, Sardinia includes sea and coastal
environments of high naturalistic value, recognized through
the establishment of protected natural areas. In this paper, we
illustrate a system architecture that allows cooperative moni-
toring of Sardinian beaches, in order to save the environment
and to increase the quality of experience for bathers.

Internet of Things (IoT) devices and applications can help
to solve or to mitigate the erosion problem, also considering
that cloud big data analytic and learning systems are playing
an important role to provide intelligent new services [5]. In
literature, several works showed how the use of IoT-based
techniques allows to manage heterogeneous and massive data
for real-time monitoring and decision making in different
sectors and environments, as for example industrial process
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management [6], air pollution monitoring [7], or security
[8]. Many IoT systems were also proposed in the last years
for coastal environment and crowd level monitoring, which
are shortly presented and compared in section II. However,
none of these previous works exploits the combined use of
both environment and crowd level information to prevent or
mitigate the erosion problem.

Furthermore, IoT involves an evolution also from a legal
point of view, because the objects, identifiable and localizable,
raise issues relating to the processing of personal data and to
the protection of the persons to whom the information refers.
From the objects it is possible to go back to the people and, in
particular, to their position. It is a real tracking of individuals:
that object goes beyond a sensor that detects it and, therefore,
knows that the object (i.e., a person) is in a certain place. If,
for example, a sensor detects the presence of a person’s cell
phone (i.e., already possible when the Bluetooth is on and the
cell phone is “visible”), it is possible to know the precise time
its owner was present in that particular place; later, using other
sensors, it might be possible to know that the same person got
on the bus, then headed for the supermarket, and so on. In
this paper, a brief discussion on the rules taken into account
to protect privacy of peoples and to preserve collected data
from malicious use is also discussed.

To address the above mentioned issues, this paper presents
a system that leverages the Social Internet of Things (SIoT)
paradigm [9], according to which objects are capable of
establishing social relationships in an autonomous way [10].
Thanks to the resulting social network, sensors, cameras,
smartphones, and other devices located in the beach area can
discover, exchange and collect information to assess beach
overcrowding. The idea is to involve people in the conscious
choice of the beach to reach, both to limit the overcrowding
and to improve the quality of experience (QoE) for the bathers.
The contributions of this paper are the following.

1) We define how the SIoT social network can be used
to find the objects that can contribute to populating
the training set of the crowd level classifier and can
collaborate in the exchange of information about the wave
height, water temperature and other relevant monitored
values related to the beaches.

2) Through demonstrating how this system runs in the
Lysis framework applying the SIoT model, we present
a description of the implementation. In particular, we
propose a new element in the platform to distribute the
trained classifier model to the ground stations on the
beaches.

3) We propose a new algorithm to evaluate the occupational
state of a beach considering the collected data. The sys-
tem exploits users’ feedback to help in creating training
sets needed by the crowd level classifier. Moreover, the
proposed system acquires local data such as temperature,
wind direction, and ultraviolet (UV) intensity.

4) We illustrate some experiments of a real system deploy-
ment on several Sardinian beaches.

The paper is structured as follows: in Section II, an overview
of previous beach monitoring and crowd detection methods

is presented. The cloud SIoT architecture is illustrated in
Section III while the proposed monitoring system is described
in Section IV, where also a short discussion on the privacy
management of data is presented. Implementation details of the
prototype are provided in Section V whereas the experimental
set-up to evaluate the performance of the carried out prototype
and the obtained results are discussed in Section VI. Finally,
the conclusions are drawn in Section VII.

II. BACKGROUND

The coastal environment monitoring and the crowd detec-
tion are two topics that allowed the production of lots of
research articles in the last years. In this section, a short
overview of methods and solutions is presented. Then, a
comparison between the proposed system and the previous
solutions is proposed in terms of key aspects identified during
the analysis.

A. Beach Monitoring

There are several approaches in literature proposing coastal
environment monitoring systems. In [11], the authors com-
bined different software engines to fully exploit the COSMO-
SkyMed images using geological and remote sensing data,
related materials collection in research area, and historical
statistical information to construct environment quality eval-
uation index system in nature reserve of Panjin red beach.
In [12], several indexes were extracted using image process-
ing to evaluate the stress for an ecosystem, extracting data
about shorelines. The main disadvantage of this proposed
system is the incapability to reach detailed information about
environmental parameters. A strategic measurement setup to
monitor coastal erosion presenting a case study at a micro-
tidal sandy beach located in Tamil Nadu has been discussed
in [13]. Near-shore sediment regime, shore face, and surf zone
hydrodynamics were considered. In [14], Papakonstantinou et
al., deal with a method to obtain coastline processing high-
resolution orthophotos derived by unmanned aerial vehicles
(UAV). The photogrammetric UAV-based remote sensing ap-
proach reveals high-resolution digital surface models of coast.
The methodology integrates UAV data, GIS, remote sens-
ing, and 3D visualization. To evaluate it, authors performed
measurements in Eressos beach, Greece. In [15], the authors
proposed a coastal erosion monitoring system based on low-
cost Structure-from-Motion (SfM) photogrammetric imaging
and multi-view stereo (MVS) to obtain 3D models of coasts
in order to individuate changes in their morphology. Shoreline
position and subaerial beach volume are derived from the 3D
models and used to quantify changes between surveys.

All the presented works do not take into account the
possibility to estimate the crowd of a beach. In our paper,
real time collected data on environmental parameter and the
crowding level, together with users’ information (e.g., position,
desired activities, number of people) are processed to suggest
where to go in order to maximize their experience.
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TABLE I: Related Works - Comparison.

Key Aspects [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] Proposed Work

Geo Sensing     
Historical Statistics   
Remote Sensing    
Image Processing            
Crowd Evaluation           
Motion Detection    
Traffic Evaluation      
Density Estimation   
Machine Learning   
Internet of Things     
Privacy By Design  

B. Crowd Detection

Crowd analysis allows to collect information of a specific
physical area, such as density estimation, motion detection,
tracking, and behavior recognition [25]. The most used tech-
nique for achieving it are based on computer vision, although
it can also be done with the help of other sensing systems like
smartphone concentration [26] or RFID detection [27]. In this
paper, we focus on crowd detection through image analysis,
since it is the most suitable for our scope.

Image analysis directly depends on the considered location
where information are collected. In particular, outdoor analysis
shows more challenging problems related to noise generating
phenomena like rain, shadows, fog, or sunlight. Moreover, the
image processing can be performed considering a single image
or sequences. In the second case, flow analysis, tracking, and
other methods can be used to extrapolate additional informa-
tion, as in [16] and [17]. None of the two papers considered
the possibility to collect and use also information related to the
coastal erosion. In [18], a method to estimate the crowd density
by a frame-to-frame approach is presented. In this article,
this method has been improved, carrying out a faster and
light-weight process that assure less computational operations,
taking into account single snapshots of the monitored beaches.
In [19], a system that monitor and check the congestion traffic
and evaluate how to improve the mobility to reach easily-
accessible beaches is described. The evaluation of traffic flow
does not allow, if considered alone, to obtain an effective
evaluation of the real time occupational status of a specific
beach. IoT and big data opened a new way to gather devices
and data for new crowd management mechanisms [20] [21].
In [22], a novel visual IoT architecture based on smart video
analysis, economic transmission, and crowd coordination is
presented. In [23], the authors presented a density observation
system able to evaluate people crowd measuring power of
cellular communications and processing them using machine
learning techniques. The prediction of a crowd formation is
another challenging topic. In [24], a feedback system that
collects current crowd density is presented, which can process
these data to suggest preventive correction (e.g., redirecting
people in less crowded places).

Differing from these previous methods, our proposed system
also collects data on the coast and, exploiting the advantages
of IoT systems and machine learning techniques, is able to

react in real time involving users.

Compared with all described previous works, the proposed
monitoring system is focused on increasing tourist experience
and preserving the coastal ecosystem exploiting both environ-
ment, crowd level, and collected users data. Our system relates
results obtained by a double “procedure” where natural and
social collected data are processed to evaluate how to intervene
in real time. Table I summarizes the main differences among
previous works and the proposed in terms of the following
main key aspects:

• Geo Sensing: capability to collect geological information;
• Remote Sensing: capability to collect data on the sur-

rounding environment;
• Image Processing: information obtained managing and

elaborating collected images;
• Crowd Evaluation: capability to estimate the crowding

level of a monitored area;
• Motion Detection: ability to take into account and ac-

quire additional information by considering the motion
of people, vehicles, or devices;

• Traffic Evaluation: capability to use collected data to
evaluate and/or improve traffic flow in real time;

• Density Estimation: capability to perform a crowd density
evaluation;

• Machine Learning: ability to learn and to react by con-
tinuously acquiring new information;

• Internet of Things: use of IoT architectures to reach
desired tasks;

• Privacy By Design: analysis and management of data
treatment.

As shown in the table, our proposed system encloses all
the considered aspects, being able to react in real-time by
processing all the collected data, protecting sensible data, and
also involving users.

Moreover, the use of the innovative SIoT platform allows:

• to integrate the proposed system with other smart city
services useful to improve the way of living a city (e.g.,
in terms of traffic of vehicles);

• scalability in order to foresee new devices and technolo-
gies useful to improve the performance of the beach
monitoring system.
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Fig. 1: Lysis architecture.

III. SOCIAL IOT ARCHITECTURE

A social-oriented approach within the IoT paradigm to
manage huge numbers of heterogeneous devices has been re-
cently proposed to support services and applications dedicated
to distributed objects and networks [28]. The SIoT concept,
which is intended as a social network where every node is an
object capable of autonomously establishing relationships with
other things [29], was formalized in [9], with the definition of
a set of rules to establish relationships between objects.

The SIoT contemplates five types of social relations:
• Ownership Object Relationship (OOR): created between

objects owned by same owner;
• Co-location Object Relationship (CLOR): created be-

tween devices located in the same place;
• Parental Object Relationship (POR): created between

objects built by the same manufacturer, identified by the
same model, vendor, and production batch;

• Co-work Object Relationship (CWOR): created between
objects that share experiences in the same workplace;

• Social Object Relationship (SOR): created as a con-
sequence of frequent encountering between objects, as
it happens for humans (e.g., between smartphones of
students attending the same class).

These relationships are created and updated on the basis of
objects features (e.g., type, computational power, mobility
capabilities, or brand) and activities. The model proposed in
this paper relies on a cloud-based SIoT platform, named Lysis
[30]. The main functionalities of the Lysis platform are shortly
described in the following subsection.

A. Lysis Platform

In [31], the Virtual Object (VO) concept was presented for
the first time, defined as the digital counterpart of a physical
object in order to provide to users all its potentialities, allow-
ing to collect, process, and exchange information with other
objects using the Internet. Lysis is a four-layer architecture
SIoT platform based on VOs, as depicted in Fig. 1:

• Real World layer: is the lowest layer and includes Real
World Objects (RWOs), that are real physical objects
capable to collect and to send information. The RWOs are
able to access the platform via direct links to the Internet,
while other resource-constrained objects can not do this
directly but must rely on Gateways (GWs).

• Virtualization layer: directly interfaces with the Real
World layer and is populated by the digital counterpart of
the RWOs, i.e., Social Virtual Objects (SVOs), which are
VOs with socialization capabilities. The heterogeneous
nature of real entities leads to a differentiation of RWOs
in terms of a semantic description of capabilities and
resources. A Hardware Abstraction Layer (HAL) between
an RWO and its SVO is in charge to create a secure point-
to-point communication (encrypted). A social identity is
added to the SVOs on the Lysis platform. Indeed, all the
social relations and the related functionalities defined by
the SIoT paradigm are implemented and maintained in
this layer.

• Aggregation layer: combines several SVOs thanks to ex-
tended capabilities called Micro Engines (MEs). The ME
is a mash-up of one or more SVOs and other MEs that
implements part of the logic application performed at the
upper layer. In each ME, the output for a request coming
from an application can be reused to serve requests from
different applications that require the same information
or service to save bandwidth and CPU. Information from
multiple SVOs on the basis of patterns can be used to
ensure a high re-usability level.

• Application layer: is in charge of providing user-oriented
macro services. Deployment and execution of applica-
tions makes use of one or more MEs.

Socialization algorithms implemented at the Virtualization
layer, which are based on interactions among RWOs, allow for
the creation of social relations between SVOs. The resulting
social graph can be exploited to find the required resources by
means of a special SVO, called SVO-Root (SVO-R), which is
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in charge of forwarding the query to its friends as well as
friends of friends as shown in Fig. 1. To find the required
resources, the application sends a query with the semantic
description of the needed resources to the ME Controller
(MEC). The MEC is in charge of forwarding the query to the
social graph of SVOs to get a reply with a list of resources
and their access keys. After the acquisition of the required
resources, the MEC returns them to the application or allocates
them to the ME specified by the application. As it will
be discussed in the next section, the possibility to establish
social relations among objects is fundamental to implement the
different functionalities and services provided by the proposed
coastal monitoring system.

IV. THE COASTAL MONITORING SYSTEM

Fig. 2 shows the framework of the coastal monitoring
system, which is completely based on the Lysis platform
presented in Section III-A. The main components are:

• Beach unit (BU): it is a device installed at the beach,
which takes pictures of the beach for crowd detection and
measures the relevant beach environmental parameters,
i.e., air temperature and humidity, wind direction and
strength, and UV radiation.

• Sea unit (SU): it is a device installed inside a buoy which
floats in the sea in front of the beach. The SU measures
the relevant water parameters, i.e., temperature, limpidity,
pH, and the motion of the waves.

• Social Virtual Objects: the BU SVO and SU SVO are the
virtual counterpart of the BU and SU, respectively. These
SVOs are created and managed by the Virtualization
layer of Lysis. By means of the SVOs, Lysis allows
the communication between the BU and SU with the
Management portal.

• Crowd Trainer Classifier Micro Engine (CTC-ME): a ME
in charge to train the classifier model for crowd detection.
There is one CTC-ME instance for each different beach.
The configuration of a new CTC-ME instance is started
by the Management portal, which sends the resource
request to the MEC. The training of the classifier model
is implemented using both beach pictures and voluntary
feedback provided by people at the beach. The latter
are considered as the ground-truth due to the subjective
nature of the perception of the beach crowd density.

• Management portal (MP): it is the Lysis application that
provides a user interface to the developers to implement
the following actions: i) visualize the data collected by the
BUs and SUs with graphical dashboards; ii) manage the
sampling frequency of BU and SU for data acquisition;
iii) manage the CTC-ME and request a new training for
the classifier model.

• Mobile App (MA): it is a mobile application that allows
mobile users to access to a list of beaches and to
visualize real-time beach information collected by the
coastal monitoring system. The MA is presented in detail
in Section VI-C.

The actions among the coastal monitoring system compo-
nents, illustrated in Fig. 2, are described in the following:

Fig. 2: Framework of the coastal monitoring system. Dashed
lines refer to the training period of the classifier model.

1) The BU sends the beach environmental data and the result
of the beach crowd evaluation to the BU SVO.

2) The BU receives updates regarding the crowd classifier
model and the sampling frequency to be set for environ-
mental measurements.

3) The SU sends the sea water parameters to the SU SVO.
4) The SU receives updates regarding the sampling fre-

quency to be set for water parameter measurements.
5) The data collected by the BU SVO and SU SVO is sent

to the MP.
6) Updates regarding the crowd classifier model and the

sampling frequency to be set for environmental and water
measurements are sent to the BU and SU SVOs.

7) Pictures of the beach are sent to the CTC-ME (only
during the training period).

8) Updates regarding the crowd classifier model are sent to
the MP.

9) Feedback provided by people at the beach regarding
beach crowd evaluation are sent to the CTC-ME as
ground-truth values (only during the training period).

10) Beach and sea information are sent to the MA.
11) Feedback provided by people at the beach regarding

beach crowd evaluation are sent to the MP (only during
the training period).

The crowd classifier model trained by the CTC-ME is finally
installed on the BUs, which can run it to evaluate the beach
crowd density based on the taken beach pictures. During the
classifier training period, selected people are asked to send
feedback regarding the beach crowd evaluation when they
are detected at a beach monitored by the proposed system.
However, this requires the closeness event between the user’s
smartphone and the BU to be satisfied as better explained later.



6

Fig. 3: Establishment of the SOR relationship between the
smartphone SVOs and the BU SVO.

A. SIoT Based Actions

When the user installs the Mobile App into its smartphone,
a smartphone SVO is created at the Lysis Virtualization layer.
The smartphone SVOs (as all the SVOs) provide the social-
ization functionalities foreseen in the Lysis architecture and
needed to create social relations. Therefore, each BU searches
for the smartphones in the surrounding to establish a SOR
relationship. Indeed, as explained in Section III, the SOR is
created as consequence of frequent encountering between ob-
jects, which in this case are the BU and the user’s smartphone.
The established SOR between the BU and the smartphone
allows different actions between these components:

• Feedback about beach crowd evaluation: when the BU
takes a picture of the beach, this is sent to the CTC-ME
through the BU SVO. Then, the CTC-ME asks the users
owners of the smartphones being part of the social net-
work to provide a feedback regarding the level of beach
crowd perceived in that moment. This information will be
used by the CTC-ME as a ground-truth value for training
the classifier model. Fig. 3 illustrates the establishment of
the SOR relationship between the smartphones SVOs (SP
SVOs) and the BU SVO, which is due to the detection of
the closeness event between the BU and the smartphones.

• Alerts and information to users: the SOR relationship
established between the BU SVO and the SP SVO is
configured so as to provide alerts and information to the
nearby friends smartphones. For example, it can warn
users about high intensity of UV radiation or about a
dangerous wind intensity.

• List of near beaches ordered by crowd density level: the
MA exploits the searching process through the social
graph of SVOs (starting from the user SP SVO) so as to
find the position of the listed beaches. The MEC executes
the SVO search process through the SVO-R of the user
who started the MA. The achieved resources are sent back
to the MA. The search query provides the description
of the required resources. Since it is required by Lysis,
the query is passed to the MEC in JSON format and it

includes:
– the key to verify the access permissions (if different

from the public);
– the maximum number of requested resources (limit);
– the depth of search in the social graph (hop);
– the geographic area and a description of the resources

in text format in the description parameter;
– the type of relationship which can be exploited by the

SVO search process, specified in the relationship field.

B. Privacy by Design

Objects raise issues relating to the processing of personal
data and to the protection of the persons to whom the informa-
tion refers. From objects it is possible track people. The risk
is very high because with IoT the behavioral patterns of each
human person could be concentrated in largest databases, from
which information can be obtained, even very confidential,
about the lives of people to be used for illicit purposes.
The rules to protect personal data from unlawful use are
today contained in the EU Reg. 2016/679 [32], General Data
Protection Regulation (GDPR), which is characterized by the
attention that is placed on the accountability of data controller
and processor date.

In this regard, the art. 25 of the GDPR establishes the
rule “data protection by design and by default”. According
to this rule, before starting a processing of personal data it is
necessary to carry out a context analysis (i.e., of the state of
the art and risks for the rights and freedoms of natural persons)
and adopt appropriate technical and organizational measures
aimed at the concrete protection of personal data. With GDPR,
privacy becomes a design constraint and, as a result, protection
measures must be implemented by default [33]. The system
outlined by the European legislator is based on the assessment
of risks (i.e., for the rights and freedoms of natural persons)
deriving from the specific activities of processing personal
data; consequently the GDPR impacts on the IoT theme at least
in two principal aspects: risk analysis and impact assessment.

The art. 32 of the GDPR indicates the parameters to be used
for the assessments of risks, which are “the state of the art,
the costs of implementation and the nature, scope, context
and purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural
persons”. Besides these parameters, the data minimisation
principle should also be taken into account to select the
appropriate technical measures to limit the assessed risks. The
data minimisation principle establishes that “only such data
shall be processed as are adequate, relevant and not excessive
in relation to the purpose for which they are collected and/or
further processed”. The data controller must comply with
these criteria in all the processing phases: in the development,
design, collection, selection, and use of personal data and
always in the light of a careful analysis of the specific
reference context.

With regard to the proposed coastal monitoring system, a
privacy by design and privacy by default analysis has been
evaluated. The “purpose” of data treatment (beach images
in this case) is to evaluate and monitor the crowd level of
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the beach. Therefore, on the basis of the data minimisation
principle, the following are the implementation actions that
have been taken: i) the resolution of the pictures of the beach
has been automatically decreased in order to make people
unidentifiable; ii) the pictures of the beach were solely used
to train/refine the classifier model and then deleted from
the server after 24 hours; iii) an anonymization procedure
has been implemented to disconnect the acquired information
from humans. In other cases, a pseudonymization could be
sufficient because people are in a context in which it may be
necessary, in the aftermath, to associate the personal identity
to information. The data controller must always minimise the
processing of personal data, give maximum transparency on
the purposes and methods of processing personal data, allow
the data subject to control the processing by making the rights
provided by the Regulation easily and effectively exercizable.

The legal aspects of IoT are extended far beyond personal
data, because it belongs to the world of new technologies
whose development is based on data of all types and not
just personal ones. In this regard, on 4 October 2018, the EU
Regulation 2018/1807 [34] was approved, which uniformly
regulates the free circulation of non-personal data within the
European Union (EU) and represents the first concrete step
towards the elimination of territorial barriers that hinder the
development of data-based technologies such as IoT. The new
Regulation defines its scope of application with regard to non-
personal (i.e., electronic) data, expressly leaving aside all the
provisions of the GDPR.

For reasons of consistency with other EU regulations, non-
personal data is defined as “data other than those defined by
art. 4 of the EU regulation 2016/679”: consider, for example,
data relating to business-to-business (B2B) economic transac-
tions or data generated by sensors that monitor the operation
of industrial machinery. The EU Regulation 2018/1807 intro-
duces the general principle, of free circulation of non-personal
data between Member States, with which companies (i.e.,
public and private) are guaranteed to be able to freely choose
the place to process or store data and legitimize restrictions
only if adopted in accordance with public and national security
requirements. From a practical application point of view, the
coordination between the two European Regulations on the
circulation of data will not always be easy. As already stated,
the application distinction of one or the other is given by
the correct identification of the information being processed.
Therefore, some cases could arise, such as those concerning
pseudonymised or anonymized data, need a particular level of
attention for their correct classification.

V. IMPLEMENTATION DETAILS

In this section, we provide the implementation details for
the Beach Unit and the Sea Unit presented in Section IV.

A. The Beach Unit

The BU is mainly based on a Raspberry Pi 3 electronic
board. Table II details the main hardware and sensors that
compose the BU. Pictures of the BU prototype and of its
installation at the monitored beach are shown in Fig. 4. We

Fig. 4: The BU prototype: the internal view (a) and the BU
installed in the monitored Poetto beach (b).

used a camera box as a container for the whole system, that
comprises a Raspberry Pi, a vent, a temperature and humidity
sensor (DHT), a camera, a 4G LTE USB stick, and the power
supply. The vent was used to prevent the glass to be fogged.
The camera captures images of the beach, that are processed
by the Raspberry running Raspbian OS and Python Open CV.
The 4G LTE USB stick provides Internet access to the system,
so that the BU can communicate with its SVO. A battery was
not needed, since the pole on which we installed the BU was
already provided with power source. However, there is space
for a small battery within the BU’s box. Outside the camera
box, we installed a wind speed and direction sensor as well.

B. The Sea Unit

This unit consists of a buoy, anchored 50 m from the sea
shore, equipped with Arduino MKRFOX1200. Table III details
the main sensors used in the SU, which is shown in Fig.
6. The 3D MEMS LSM303AGR accelerometer is used to
monitor the height and period of the wave. For the direction of
the wave we used the gyroscope 3D MEMS LSM6DSL and
a particular “fin” to allow an accurate measurement. Water
turbidity (DFRobot Turbidity Sensor v1.0) and temperature
(DS18B20) are monitored as well; these sensors ares shown
in Fig. 7.

The main purpose of the SU is to collect data from the
sensors and send this data to the cloud, with minimal energy
consumption. Therefore, the design choice fell on a Low
Power Wireless Area Network (LPWAN) technology that
offered coverage in the considered area, i.e., Sigfox. Sigfox
offers a software-based communications solution, where all
the network and computing complexity is managed in the
cloud, rather than on the devices, and it drastically reduces
energy consumption and costs of connected devices [35]. Fur-
thermore, as shown in Fig. 5, SigFox offers excellent coverage
in the region of interest1. More specifically, the Sardinia island
is represented in purple whereas in cyan it is defined whether
a point is covered or not. Coverage information is issued by
Sigfox Global Communications Service Provider. Sigfox pro-
vides a Link Quality Indicator (LQI) based on received signal
strength indicator (RSSI), number of stations that received a
message (i.e., receiver redundancy), and RC zone due to the

1https://www.sigfox.com/en/coverage
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TABLE II: Beach Unit - Hardware and sensors.

HARDWARE FUNCTIONALITY

Camera box Contains the camera, board, and sensors of the beach unit
Raspberry Pi 3 model B+ Single-board computer 1.4 GHz 64-bit quad-core processor
Power supply 15W 5V 3A Supplies electric power to Raspberry and sensors
MicroSDHC 16 GB Storage for OS, libraries, and user programs
Raspberry Pi 8Mp camera Image sensor custom designed add-on board for Raspberry Pi
Weather station (WSTX20) Wind direction and wind speed sensor
Temperature and umidity sensor (DHT11) Measures the atmospheric humidity (%) and temperature (Celsius)
UV Light Sensor (VEML6075) Senses UVA and UVB light
USB 4G key Provides data connection to send the real-time data sensor

Fig. 5: Cagliari area Sigfox coverage.

difference between the Radio Configurations (RCs). The LQI
limits are equal to RSSI ≤-135dBm and RSSI ≤-135dBm for
RC1-RC3-RC5 and RC2-RC4, respectively [36]. This aspect
has proved to be fundamental in the choice of the wireless
communication standard used in the communication of data
transmitted by the SU. A second aspect not less important
than the previous one, is that Sigfox is part of the LPWAN, a
particular type of wireless wide area network designed to allow
long range communications at a low bit rate sensors operating
on a battery. The low power and low bit rate distinguish
this type of network from a classic wireless WAN designed
to connect users, and carry more data, using more power.
Commonly, the LPWAN data rate ranges from 0.3 kbit/s to
50 kbit/s per channel [37]. As shown in Fig. 8, three BUs
and a SU were installed in the first three areas on a 7 km
beach in the city of Cagliari, named Poetto, which collected
data from late summer 2017. The buoy is fixed with anchor
at coordinates 39◦11’44.24” N 9◦9’42.63” E.

VI. EXPERIMENTAL RESULTS

The experimental evaluation of the coastal monitoring
system concerned the testing of the whole system and, in
particular, the evaluation of the performance of the crowd
classifier model, which is provided in Section VI-A. Moreover,
the data collected with the system allows for performing data
analysis to extract valuable knowledge, as discussed in Section
VI-B. Finally, in Section VI-C, we present the mobile App
developed for citizens and tourists.

A. Crowd Evaluation
The crowd classifier model introduced in Section IV has the

objective to evaluate the crowd density of the beach during the

Fig. 6: The Sea Unit.

Fig. 7: The Sea Unit with water turbidity in Nephelometric
Turbidity Unit (NTU) and temperature sensors.

day. It is mainly based on a machine learning classifier which
estimates the crowd density of the beach based on a picture
of the beach. Therefore, to train the algorithm, we collected a
dataset of pictures of the Poetto beach in Cagliari, Italy, which
were taken by the camera of the BU installed at that beach.
The camera took a photo of the beach each half hour from 8
a.m. to 8 p.m. during the months of June, July, August, and
September, which are the most frequented by people, for a
total of about 1600 pictures per year.

We considered three levels of crowd density:
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TABLE III: Sea Unit - Hardware and sensors.

HARDWARE FUNCTIONALITY

Board Arduino MKRFOX1200 Combines the functionality of the Arduino Zero and Sigfox connectivity
Adapter MKR/Arduino UNO Turns the Arduino UNO form factor based project into a MKR based one
Power supply 2 x Li-ion 18650 model battery
Magnetometer 3D MEMS LSM303AGR Measures the magnetic field dynamic range of ± 50 gauss
Accelerometer 3D Linear acceleration full scales ±2g ±4g ±8g ±16g
Gyroscope 3D MEMS LSM6DSL Measures the direction in degrees
Water temperature sensor DS18B20 Temperature range -55◦C to 125◦C with accuracy of ± 5◦C
Gravity Analog Turbidity Sensor Detects water quality by measuring level of turbidity in Nephelometric Turbidity Unit (NTU)
Analog pH Sensor/Meter Kit V2 Measures the pH of the solution and reflects the acidity or alkalinity

Fig. 8: Cagliari-Poetto shoreline area with 3 BUs and 1 SU.

• Low crowd density (LCD): some people are in the beach
but most of the beach is free.

• Medium crowd density (MCD): many parts of the beach
are occupied but there is still some free space.

• High crowd density (HCD): most of the beach is occu-
pied.

To assign the labels to the collected pictures, we asked 20
people to classify the pictures using the 3 aforementioned
classes. Then, we assigned the mode class (i.e., the most
selected class by the people) to each picture as the ground-
truth value.

The proposed crowd classifier model implements the fol-
lowing steps:

1) a mask is applied to the picture of the beach to remove
the parts which are not of interest for classification;

2) Local Binary Patterns (LBP) features are extracted from
the picture, which are commonly used as visual descrip-
tors for classification in computer vision [38];

3) a Support Vector Machine (SVM) classifier based on the
“one-against-one” classification strategy for multi-class
problems is used for picture classification.

The training/validation experiments followed a 5-fold cross-
validation configuration where 70% of the dataset was used
for training whereas the remaining 30% for validation. The
training set was equally composed by pictures from the 3
considered classes (i.e., 33% from LCD and HCD, 34%
from MCD). The performance of the crowd classifier model,

which are summarized in Table IV, are evaluated in terms of
accuracy, precision, and specificity.

From the results, it can be noticed that the crowd classifier
model performs better for LCD and HCD classes, with an
accuracy of 94.30% and 87.32% respectively. On the other
hand, the recognition of the MCD is more difficult, with an
accuracy of 82.94% which is still a good result. This difference
may be due to the fact that it is more easy to recognize
extreme situations such as LCD and HCD than an intermediate
situation (MCD). By comparing LCD and HCD, the former
achieves best result probably because a free beach is more easy
to be recognized than a full occupied beach, which may be
confused with a half occupied beach. Precision and specificity
metrics achieved similar results performing better for LCD
and HCD than MCD, with HCD achieving best performance
in these cases. However, it must be highlighted that the crowd
density of a beach is not an objective measure but can vary
from subject to subject depending on the different personal
perceptions of the people. Therefore, even if the achieved
results could be improved by implementing an online training
or by enhancing parameters tuning, the achieved performance
are already good enough to provide an indication of the crowd
density occupation of the beach to people who want to reach
it.

Finally, we want to highlight that in the current version
of the system we only considered three levels of crowd
density for the following main reasons: i) the main objective
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TABLE IV: Performance of the crowd classifier model.

Metric LCD MCD HCD

Accuracy 94.30% 82.94% 87.32%
Precision 89.62% 70.59% 93.24%
Specificity 93.29% 82.41% 97.28%
Overall accuracy 82.94%

of the crowd evaluation process is to avoid beaches to be
overcrowded for environmental, sustainability, mobility and
safety reasons. Three levels were then considered enough to
warn people not to reach the beaches evaluated as highly
crowded. ii) beach crowd evaluation is not straightforward
as there are not standard metrics to measure it. Also, the
perceived crowd level may change from subject to subject, in
particular when middle crowd levels must be evaluated (people
may have different perception of medium-low and medium-
high crowd occupation that may create confusion). Therefore,
based on the aforementioned crowd evaluation objectives,
we minimised the selectable crowd levels to simplify the
subjective evaluation. iii) in the current version of the system,
we implemented the image classifier with an SVM, which
is a simple classifier based on finding a splitting boundary
from image points. However, this provides good results even
with a limited number of images. But this current choice does
not prevent future upgrade of the crowd classifier, which can
be replaced with a deep learning system, for example, which
provides complete solution to complex problems such as object
recognition, object segmentation, image classification. Using
such a system could even allow to accurately classify more
than 3 crowd levels. However, deep learning models require a
huge number of images to be trained, which means increased
time for the system to work. This is an important future
upgrade for the presented system but not the main aim of
the proposed manuscript.

B. Data analysis

The proposed system was installed in the middle of 2017
at the Poetto beach and from that day it monitored the crowd
density of the beach as well as some beach environmental
parameters, such as temperature, humidity and wind speed.
Therefore, thanks to this dataset it is possible to perform data
analysis techniques to extract valuable knowledge that may
help the city administration to take strategic decisions. For
example, by monitoring the crowd density of the beach it
is possible to understand which are the days, the hours, and
the beach areas preferred by people and then enhance public
transport for the identified times/locations to mitigate traffic
congestion. As an example of knowledge extracted from data,
Fig. 9 shows the average daily crowd density monitored at the
Poetto beach during the months of July and August 2018.
It can be seen that, on average, from 10 a.m. to 18 p.m.
the beach tends to be quite occupied, and particularly highly
occupied from 12 a.m. to 16 a.m., which is the peak time.
As a consequence, the public transport services during these
times should be enhanced.

Fig. 9: Average daily crowd density monitored at the Poetto
beach during the months of July and August 2018.

Fig. 10: Daily temperature monitored at the Poetto beach on
the 4th of July 2019.

As a further example, Fig. 10 shows the daily temperature
monitored at the Poetto beach the 4th of July 2019. By mon-
itoring each day the temperature, statistics can be computed
that can suggest which are the hottest hours to be avoided by
people or which require people to be more careful.

C. The Mobile Application

The MA is a Lysis-type App, which runs on Google App
Engine and is available on the Lysis market. People can install
the MA on Android devices.

The development of the MA needed the development of
different applications that have been carried out with different
programming languages:

• the back-end part was developed in Python with the use
of the webapp2 framework;

• interfaces were carried out with the Lysis platform
through its API for reading data from the sensors;

• the front-end is developed using HTML, CSS, and
JavaScript on top of the Bootstrap framework;

• applications are cloud web-services;
• the graphic interface of the MA is rendered on the

smartphone through the Lysis App, which is a software
container for mobile devices.

At the start, the splashscreen is presented while the MA
initializes, finds the current location of the smartphone via
GPS, and retrieves the five most popular beaches in the vicinity
(Fig. 11(a)), i.e., those that have had the highest average crowd
value in the last month. The first screen shows the logo at the
top of the toolbar, a sidebar type menu at the top right and
two cards:
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(a) Home screen: list of the nearby
popular beaches and their crowding
status

(b) Map of the nearby monitored
beaches

Fig. 11: The MA: beaches overview.

• a card with the slogan of the system and the button to
start searching for monitored beaches nearby;

• the second one with a list of the most popular beaches.
For each is shown the representative image, the name and
an icon that indicates the current crowding level.

Clicking on the “Search” button, the App requests the list
of beaches from the platform and displays them on the map
(Fig. 11(b)). Each marker is combined with a pop-up window
which opens the descriptive screen of the relative beach. The
map is provided through the Mapbox service which requires
a registration to obtain the API key for access to the service.

The beach description screen has a representative image
dynamically loaded from the central platform and two columns
of sensor data (Fig. 12(a)). In the left column, the values
sampled by the sensors present in the ground station are
shown, which for this prototype include:

• crowd sensor
• air temperature
• humidity
• average wind speed
• wind direction

In the right column the values of the sensors sampled from
the buoy are shown:

• water temperature
• water turbidity
• wave height
• wave period
• wave direction
The button at the bottom of the screen activates a pop-

up for choosing the navigation application from among those
installed to reach the selected beach (Fig. 12(b)). The MA,
through push notifications, is able to provide a crowd assess-

(a) Beach description screen with sen-
sor data

(b) The “GO TO” button activates the
navigator

Fig. 12: The MA: beach details.

ment functionality to the user in order to make the labeling of
the images as transparent as possible.

VII. CONCLUSIONS

In this paper, a coastal monitoring system based on the
Social Internet of Things (SIoT) is presented. Thanks to
social relationships, sensors, cameras, smartphones, and other
devices located in the beach area are able to cooperate in
order to estimate beach overcrowding and to acquire local
environmental information (e.g., temperature, wind intensity
and direction, or ultraviolet (UV) intensity). Users’ feedback
are also considered to help in creating training sets to allow
the new developed algorithm in monitoring procedure.

The proposed system was installed at the Poetto beach of
Cagliari (Italy) monitoring the crowd density of the beach and
environmental parameters from 2017. Training and validation
tests were carried out on the crowd classifier model, evaluating
its performance in terms of accuracy, precision, and specificity.
Results showed how the classifier model performs better for
low and high crowd density condition, with an accuracy of
94.30% and 87.32% respectively.

Moreover, the authors developed a mobile application to
make all the collected information available and useful for
different type of users. Thanks to the collected data, time and
location preferences can be evaluated helping police and public
transport to better supervise traffic congestion, but also tourists
and citizens to select the best option both in terms of travel
duration and crowding level of beaches.
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