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The food industry is undergoing a rapid transformation driven by the integration of advanced sensor technologies
and Industry 4.0 digital enablers. Ensuring food quality, safety, sustainability, and traceability across increas-
ingly complex supply chains requires real-time, scalable, data-driven monitoring solutions. This paper presents a
comprehensive analysis of the scientific literature on sensor technologies applied to the food industry within the
Industry 4.0 framework, using both bibliometric and content-based analyses. The former aims to examine
publication trends, geographical distribution, and keyword co-occurrence patterns, identifying dominant
research themes and technological directions. The latter concentrates on the principal sensor classifications
employed in food systems, including chemical, biological, optical, physical, and nano-enabled sensors. The study
further investigates how these sensing technologies are integrated with key digital enablers such as the Internet
of Things, artificial intelligence, machine learning, cloud computing, blockchain, and additive manufacturing.
The focus is on the role of sensors at each step of the food supply chain, from growing and processing to storage,
transport, sales, and consumption. The results indicate that sensor-based solutions are becoming more mature
and have the potential to improve food safety, operational efficiency, sustainability, and traceability. At the same
time, the paper identifies the main challenges that still limit their large-scale adoption and outlines future
research directions toward fully integrated smart food systems.

1. Introduction

The food industry is undergoing an important transformation driven
by the pressing need to meet increasing global demand while ensuring
safety and sustainability. The world population is projected to double by
2050. The issue is not only to increase production but also to ensure the
nutritional quality of the products while minimizing environmental
impacts (Apetrei et al., 2023; Rojas et al., 2022).

To ensure product safety, food production involves key activities.
These activities include sourcing safe, high-quality raw materials,
transforming them into consumable products, packaging products under
controlled conditions, storing them under controlled conditions, and
making them available to consumers. To ensure the safety of the prod-
ucts, we must perform all activities while ensuring risk management
(Konfo et al., 2024).

Food hazards are of different natures. Some of the common hazards
include microbiological contamination, which is the presence of harmful
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microorganisms; chemical contamination; adulteration (the act of add-
ing inferior substances to products); misbranding (labeling products
inaccurately); improper use of additives; GMOs (genetically modified
organisms); and expiration dates. Among the common microbiological
hazards is contamination caused by unsanitary practices during pro-
cessing or poor-quality raw materials (Paliwal et al., 2025; Veerapandi
etal., 2025). Chemical hazards (such as pesticide residues, disinfectants,
and packaging-related substances) often arise from weak control sys-
tems, particularly in poorly regulated contexts (Amalraj et al., 2025;
Wabhid et al., 2025). Adulteration, the intentional modification of food
for economic gain, threatens public health and market integrity (Apetrei
et al., 2018; Ragavan & Neethirajan, 2018). Mislabeling, whether
intentional or not, can mislead consumers and hinder traceability
(Hussain et al., 2016; Sachchan & Sabharwal, 2024). Food additives play
a central role in preservation and fortification; misuse or excessive
application can cause adverse health effects, including long-term com-
plications (Scognamiglio et al., 2016; Wei et al., 2024). GMOs raise
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concerns related to allergenicity and traceability, and their health im-
plications remain under scientific examination (Patel et al., 2020, pp.
355-368; Wang et al., 2022). Consumption of expired products, often
linked to poor inventory and storage practices, contributes significantly
to foodborne illness and waste (Cai et al., 2021; Melesse et al., 2022;
Pandey et al., 2024).

While regulatory schemes and assurances of quality rules are in place
to mitigate such risks, traditional methods of ascertaining food quality,
e.g., laboratory analyses of chemical and microbiological attributes, are
usually destructive, time-consuming, and resource-intensive, which can
delay the availability of safe food products to consumers. As a result,
there is a significant need for more efficient, accurate, and scalable
methods. Conventional techniques, such as HPLC, GC-MS, ELISA, and
PCR, are mainstays of food safety analysis owing to their high precision,
which is coupled with the availability of validated procedures. However,
most labs restrict these techniques due to their complex sampling pro-
cedures, sophisticated instrumentation, and longer analysis times. On
the other hand, sensor-based methods are renowned for their portability
and speed. These characteristics enable real-time, on-site food analysis
and continuous monitoring across the food chain. The merging of
different digital technologies, like the Internet of Things (IoT), Artificial
Intelligence (AI), Big Data analytics, Blockchain, and Digital Twin (DT)
technologies, has led to a shift towards predictive, real-time, and
decentralized systems for monitoring food quality (Ador et al., 2024).
This phenomenon has led to the development of Food Quality 4.0, which
is a term that encapsulates the way Industry 4.0 technologies can be
utilized for the rapid, objective, and automated analysis of food products
(Garcia-Hernandez et al., 2025; Konig, 2022). The German Federal
Government introduced Industry 4.0 in 2011 as a strategic initiative to
usher in the fourth industrial revolution. Industry 4.0 is about “inte-
grating digital technologies into smart, connected, and flexible value
chains along the entire product lifecycle” (Oztemel & Gursev, 2020).
Industry 4.0 is not only about technology but also about the broader
transformation of the way value is created in industries, including
changes to the way we organize, the business models we adopt, the way
we are competitive, or our environment (Alcacer & Cruz-Machado,
2019). Through improved traceability and encouraging proactive
quality control and process optimization, Food Quality 4.0 may offer a
competitive advantage to food manufacturers in pursuing efficiency,
resilience, and compliance with regulations in increasingly complex
markets (Ador et al., 2024; Flores-Rangel et al., 2024).

The core of this evolution is the integration of three interrelated el-
ements: food science, quality assurance, and digital technologies. Food
science involves basic elements of safety, processing, and sensory
analysis. Quality assurance involves the application of monitoring and
control measures in both traditional environments and digitally
augmented environments. Technologies typical of Industry 4.0 provide
the basis for intelligent automation, data integration, and real-time de-
cision-making (Bhatt et al., 2023). Their combined application supports
holistic, flexible systems better equipped to manage the complexity of
contemporary food systems with greater accuracy and reliability.

This paper examines the recent adoption of sensor technologies,
combined with digital enablers, to enhance quality and safety standards
in the food industry. It systematically discusses the limitations of con-
ventional monitoring practices and the growing need for real-time data.
It explores the classification and working principles of the various sen-
sors deployed in food systems. It provides a thorough examination of the
surrounding digital technologies and their interfacing with sensing
platforms. The study further examines the contribution of smart sensors
across the key stages of the food supply chain, outlining their implica-
tions for safety, operational performance, sustainability, and trace-
ability. These insights lead to a discussion of research avenues and
implementation models applicable worldwide The paper is structured as
follows: Section 1 (this section) serves as an introduction to the paper by
presenting the general topic and outlining its structure. Section 2 de-
scribes the bibliometric methodology and presents the results of the
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literature review, including publication trends, geographical distribu-
tion, and keyword co-occurrence. Section 3 provides a content-based
analysis of sensor technologies and Industry 4.0 enablers, discussing
sensor typologies, stand-alone and integrated approaches, and repre-
sentative applications. Section 4 examines the role of smart sensors
across the main stages of the food supply chain, while Section 5 discusses
challenges, limitations, and future research directions. Finally, the
conclusions are presented in Section 6.

2. Bibliometric analysis
2.1. Methodology

The methodology adopted in this study follows the Systematic
Literature Network Analysis (SLNA) approach, a quantitative method
that combines the Systematic Literature Review (SLR) structured
approach with bibliographic network analysis to identify research ad-
vancements, current trends, and the evolution of knowledge within a
research domain (Tranfield et al., 2003). Our study aims to investigate
the latest advancements in Industry 4.0 technologies and sensors, which,
when combined, significantly influence the modern food industry. We
conducted a bibliometric analysis (in November 2025) by examining the
trend of publications over time, the countries in which they were pro-
duced, and the co-occurrence clusters of keywords. The analysis of the
latter served as the basis for narrowing the scope and focusing the study
exclusively on sensors and Industry 4.0 technologies of current rele-
vance. We selected the Scopus database since it provides extensive
coverage of scientific, technical, and social science literature (Marty &
Ruel, 2024). Therefore, Fig. 1 illustrates the methodological approach
that guided our literature analysis, specifically focusing on the following
research question: What sensors and Industry 4.0 technologies impact
the modern food industry?

To address this question, an initial search was conducted in the Title,
Abstract, and Keyword fields using the following strings: “Sensor*" and
“food” and “industry*" and (“quality” or “detection” or “safety” or
“contaminant*"), which yielded 10,863 documents.

Subsequently, the collected documents were screened in accordance
with the following inclusion criteria:

o Publication year: only documents published between 2016 and 2026

were considered (8330 results).

Subject area: only documents in Agricultural and Biological Sciences,

Engineering, Chemistry, Biochemistry, Genetics and Molecular

Biology, Chemical Engineering, Materials Science, Environmental

Science, Computer Science, Multidisciplinary, Energy, Mathematics,

and Decision Sciences were included (7937 results).

Document type: only journal articles (original research or review

articles), book chapters, and books were considered (7283 results),

while conference papers, technical reports, etc., were excluded.

e Language: only documents written in English were considered (6923
results).

Based on this dataset, bibliometric analyses were conducted to
examine the temporal evolution of the research field and to map the
geographical distribution of countries showing significant interest in the
topic. A keyword co-occurrence analysis was then performed using
VOSviewer to identify the main current and emerging research streams.
Drawing on the results of the cluster analysis, the relevant types of
sensors in the modern food industry were identified. Using these sensors
as a new search string, 852 papers were retrieved. This technique
resulted in a broad set of publications. However, reporting the complete
list of retrieved records was neither practical nor meaningful for this
study. Therefore, a structured screening process based on relevance,
quality, and scope alignment was applied, and only the studies selected
for the final analysis (177 papers) are presented. The full list of retrieved
records is available upon request.
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END

Fig. 1. Methodological approach: flow diagram illustrating the study selection process across the different phases of the systematic review.

2.2. Publication trends
21.96 20.96
Fig. 2 shows the evolution of the percentage of articles published on
the topic each year since 2016. It is evident that up to 2020, the number
of publications remained stable, showing no significant growth, 16
although it was already being recognized that there is a need for more
sensors in the food sector (Mustafa & Andreescu, 2018). A clear shift

occurred in 2021, after which the number of published papers increased 12
each year, as supported by the development of new kinds of sensors and

an increased interest (Ador et al., 2024; Mukherjee et al., 2021). By 8
2024, the number of publications was three times higher than in 2020,

following and anticipating the market growth (Franca & Oliveira, 2021).

This marked increase in scientific interest can be interpreted considering 4 1
the growing consumer awareness of food quality, safety, and sustain-

ability, which has progressively influenced both market dynamics and 0

policy agendas. At the European level, this attention has been formalized
through initiatives such as the Farm to Fork (F2F) strategy (European
Commission Farm to fork strategy), a key pillar of the European Green L.
Deal. The F2F strategy's goal is to “ensure that everyone has access to @ Total Publication (%)
sufficient, safe, nutritious, and sustainable food” (European Commis-
sion) and to promote public health. In this context, the adoption of

2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026

Fig. 2. Number of papers published per year.
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advanced sensing technologies and Industry 4.0 solutions plays a crucial
role in enhancing transparency, traceability, and process control across
the food supply chain, thereby supporting the observed growth in
research outputs.

Furthermore, food industries are facing growing global competition
driven by rising consumption, population growth, and changing life-
styles, which heighten consumer demands for both food quantity and
quality. To address this, researchers have developed advanced tools such
as thermometers, pH meters, microscopes, spectrophotometers, and
biosensors, which are gaining increasing scientific attention (Dirpan
et al., 2023). Gas and colorimetric sensors (Xiao-Wei et al., 2016),
nanozymes (Lou-Franco et al., 2023), 3D printing (Skowronkova et al.,
2024), and nanotechnologies (Fathima et al., 2022) applied to sensors
are gaining a lot of interest and showing promising results in monitoring
food safety and spoilage (Veerapandi et al., 2025). Recently, the food
industry has been using new technologies to improve quality control and
safety monitoring. These technologies include integrated data-driven
modelling and computational techniques, encompassing kinetic
modeling, modeling, artificial neural networks (ANNs), hyperspectral
imaging, modeling, artificial neural networks (ANNs), hyperspectral
imaging, delling, artificial neural networks (ANNs), hyperspectral im-
aging, and computer vision (Ghaffari, 2024; Patil & Meshram, 2023). At
the same time, the COVID-19 pandemic has exposed vulnerabilities in
food production and packaging chains, especially in cold-chain envi-
ronments, where low temperatures can prolong viral persistence on
surfaces and packaging materials. Such an event has emphasized the
importance of implementing stricter hygiene measures and sanitation
protocols, as well as the need to develop more efficient and sustainable
decontamination technologies (Ghaffari, 2024; Patil & Meshram, 2023).
In this scenario, advanced sensing and digital monitoring systems play a
crucial role in ensuring food safety, real-time traceability, and process
resilience across the entire food supply chain.

2.3. Global patterns

Fig. 3 shows the most influential countries based on the distribution
of published articles. Asia (4529) and Europe (2939) clearly dominate
global publications. Several national and international initiatives have
been proposed and developed recently to improve various aspects of the
agri-food sector through the digitalization of distinct stages of the supply
chain. In Europe, as said, the F2F strategy (European Commission)
provides a common policy framework that supports research and
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innovation in the agri-food sector, indirectly fostering the adoption of
digital and sensing technologies along the food supply chain. This
policy-driven environment has contributed to the prominent role of
European countries in advancing sensor-based, data-driven, and
traceability-oriented solutions for food quality and safety.

This process resulted in the development and adoption of sensors like
CoolVu in Freshpoint-Switzerland, which changes, and the Swiss sensor
FOOD sniffer for fish freshness assessment (Mustafa & Andreescu,
2018). These innovations align with the F2F objectives by promoting
responsible consumption, reducing food waste, and supporting the
transition toward smarter and more resilient food systems.

In China (1499 articles), India (1182 articles), and Brazil (429 arti-
cles), research is largely driven by high population demand for enhanced
food security (Zhu et al., 2022). In contrast, in the USA (549 articles), the
focus is primarily on treatment and food safety. The country's significant
agricultural production underpins this emphasis, particularly because
the Environmental Protection Agency (EPA) regulates pesticide use
(Akhavan-Mahdavi et al., 2024) and the Food and Drug Administration
(FDA) sets maximum allowable levels for various compounds in food
(Mustafa & Andreescu, 2018), which points to the need for greater
control through proper sensor-based technologies. Annually, 40% of
food is wasted, resulting in a $165 billion loss, and 48 million people are
infected every year, pushing the USA to innovate in this direction
(Mustafa & Andreescu, 2018). It is worth mentioning that the USA is a
major producer of sensors, such as MonitorMark™ by 3M™, which
monitors the thermal exposure of food during transport; a Radio Fre-
quency Identification (RFID) sensor by Flex Alert to detect Escherichia
coli and Salmonella in packaged food; and a gluten detection sensor
developed within the American Chemical Society. The WHO and the
outbreaks of foodborne diseases further reinforce this need (Kaur et al.,
2025).

Zhu et al. (Zhu et al., 2022) reported that the implementation of
IoT-based sensors has contributed to a significant reduction in food loss
across several regions, including China, the Nordic European countries
(particularly Sweden and Finland), and Australia, especially related to
animal products, as well as commodities such as honey, coffee beans,
and cocoa. In the Asia-Pacific, beyond China and India, an example
worth mentioning is RipeSense®, developed in New Zealand, which
functions as a smart ripeness-indicator label designed to assess fruit
freshness (Mustafa & Andreescu, 2018). The reported geographical
distribution is influenced by another key factor: in recent decades, there
has been increasing attention to the growing concern over food allergies.

1,499

Fig. 3. Distribution of articles by country.
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Although the issue is widespread globally, Western countries have
driven the development of specialized detection tools, such as the pea-
nut allergen detector by NIMA (USA) and the LactoSens® by Directsens
(Austria) (Mustafa & Andreescu, 2018). specialized detection tools, such
as the peanut allergen detector by NIMA (USA) and the LactoSens® of
Directsens (Austria) (Mustafa & Andreescu, 2018).

It is important to emphasize how crucial it is to ensure that devel-
oping countries have access to these types of technological solutions, as
otherwise existing inequalities in food systems and supply chain effi-
ciency could be exacerbated. To achieve this goal, policymakers, edu-
cators, investors, and developers of sustainable technologies must
coordinate their efforts. Thus, by fostering collaboration across these
sectors, it becomes possible to support technology transfer, capacity
building, and the adoption of green and smart solutions in regions where
resources and infrastructure may be limited to promote a more equitable
and resilient global food system.

2.4. Keyword co-occurrence analysis

To improve the completeness of the bibliometric analysis, the co-
occurrence keywords analysis has been conducted using VOSViewer
(Version 1.6.20). Keywords capture the main themes of research articles,

- Type of sensors (370)

- Food quality and evaluation (274)

- Food storage and control (228)
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and analyzing co-occurrence helps identify key research hotspots and
trends within a field. This approach not only provides a clear overview
of the knowledge structure but also helps uncover potential connections
between topics and identify thematic clusters within the research
domain. All keywords have been analyzed with a full count (Aisa et al.,
2023). Aiming to consider only the most relevant ones, the minimum
number of occurrences was set to 10, considering only the 1000 items
with the greatest total link strength. The keyword co-occurrence
network map revealed five clusters. Grouped keywords are repre-
sented by distinct colors, and centered keywords are each represented by
a distinct color and centered around specific leading keywords, as shown
in Fig. 4. Although the red cluster appears to be the most extensive in
terms of the number of interconnected terms (370 elements), the
keyword “chemistry” emerged as the most frequently used across the
entire dataset. This prevalence reflects the nature of sensor-based
research in the food sector, which largely focuses on detecting chemi-
cal phenomena related to food quality, safety, and contamination. Such
applications typically involve the measurement of volatile compounds,
pH variations, chemical contaminants, or biochemical reactions. Many
sensing technologies in this domain originate from analytical and food
chemistry disciplines, which explains the central role of “chemistry” in
the keyword co-occurrence analysis.

Smart packaging for food quality control (85)
- Food safety through 4.0 technologies (43)

Bdeiptinl food safe

[ infrared devices

(Lchemomerrics

——]_Sensors

iuaui and safeties [ electronic nose |

food supply ] electronic tongue |

machine learning

digital storage l e-nose

lapissatans

Fig. 4. Keyword co-occurrence analysis.
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2.4.1. Cluster 1. Type of sensors (red)

The first cluster, which is the largest, is primarily associated with
several types of sensors and their underlying technological principles. It
encompasses research on chemical sensors (R. Ali and Saleh, 2024;
Saputra et al., 2025; Singh, Maurya, & Malviya, 2025), Singh, Pandey,
et al., 2025iosensors (Fdez-Sanroman et al., 2025; Ma et al., 2025;
Nanda Kumar et al., 2025), optical sensors (Guliy et al., 2025; Selva
Sharma et al., 2024; Zhang, He, et al., 2025), physical sensors (Raheel
et al., 2021; Sanni et al., 2023), and nanosensors (Dos Santos et al.,
2025; Kulkarni et al., 2025; Paliwal et al., 2025), which represent the
core technologies driving research and applications in this field. Studies
within this cluster mainly aim to enhance sensor performance in terms of
sensitivity (Alam et al., 2025; Nasiri et al., 2026), selectivity (Arana &
Tao, 2025; Wang, Liu, et al., 2025), Wang, Lan, et al., 2025nd portability
(Dos Santos et al., 2025; Huang et al., 2024) for detecting contaminants
(Rawat et al., 2024; Zhou et al., 2023), pathogens (Bonyadi et al., 2024;
Kizilkurtlu et al., 2023), and adulterants (Anweshan et al., 2023; Garg
et al., 2022) in food. The frequent occurrence of the keyword “limit of
detection” (Alagumuthu et al., 2025; Hong et al., 2024; Wang et al.,
2024) highlights a central technical priority in sensor development for
food quality and safety monitoring. Achieving low detection limits is
essential, as many hazardous substances, such as pesticide residues,
mycotoxins, heavy metals, and microbial metabolites, are present at
trace levels and regulated by stringent legal thresholds. Consequently,
enhancing analytical performance is critical to ensure regulatory
compliance, early risk identification, and consumer protection. At the
same time, the bibliometric evidence reveals a persistent gap between
laboratory-scale results and real-world implementation. Although
increasingly low detection limits are reported under controlled experi-
mental conditions, translating these advances into robust, cost-effective,
and scalable solutions suitable for complex and variable food matrices
remains challenging. In practice, detection performance is strongly
influenced by matrix interference, sensor stability, reproducibility, and
integration into packaging and supply chain systems. While the inte-
gration of Industry 4.0 technologies has accelerated progress through
real-time monitoring and enhanced analytics, significant barriers to full
implementation persist. These include challenges in achieving stan-
dardization, high accuracy, and economic viability, as well as the lack of
interoperability between different systems and the high costs of
upgrading legacy equipment. These elements collectively highlight both
the rapid technological advancement of the field and the multidisci-
plinary effort still required to transform promising laboratory in-
novations into reliable and scalable solutions for the food industry.

2.4.2. Cluster 2. Food quality and evaluation (green)

This cluster relates to the evaluation of food quality, addressing the
role of sensors in detecting microbiological and chemical contamina-
tion, allergens, and other food safety risks. The focus is to safeguard
consumer health and prevent foodborne illnesses through early detec-
tion and continuous monitoring. Biosensing technologies, immunoas-
says, and lab-on-chip systems strongly connect to the subject, enabling
rapid, on-site detection of hazardous substances. Zhang et al. (Zhang
et al., 2024) proposed the use of sensors for glucose concentration
detection to support advancements in the food industry related to dia-
betes management. Furthermore, Ahuactzi et al. (Saldana-Ahuactzi
et al., 2025) investigated recent advancements in electrochemical (EC)
and optical biosensing techniques for detecting bacteria and viruses. In
fact, an elevated risk comes from bacteria, which can grow in food in
both aerobic and anaerobic environments (Mehrzad & Verdian-Doghaei,
2024).

2.4.3. Cluster 3. “Food storage and control” (blue)

This cluster focuses on food storage and control, emphasizing how
sensors are employed within supply chain and cold-chain environments.
This is especially important for foods that go sour quickly, like meat,
dairy, fruit, and vegetables. This kind of product, because of its
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characteristics, requires regular control to avoid the generation of
harmful substances, especially when heat is involved. Here, the use of
IoT-enabled devices, RFID tags, and real-time monitoring systems is
applied to control and optimize temperature and humidity conditions,
extending product shelf life and ensuring quality (Ramezanzadeh et al.,
2019) and during transport (Matindoust et al., 2016). Research in this
area moves beyond laboratory studies, highlighting the practical inte-
gration of sensors in logistics (Annanouch et al., 2021) and preservation
systems (Soltani Firouz et al., 2021). In this context, Pant et al. (Pant
etal., 2024) and Zhang et al. (Zhang et al., 2023) reported that checking
food texture and gas production represent effective strategies to reduce
hazards and improve food security.

2.4.4. Cluster 4. Smart packaging for food quality control (yellow)

This cluster deals with smart packaging for food quality control,
integrating active and intelligent materials that can detect changes in
product freshness, temperature, or gas composition. Technologies such
as colorimetric indicators (Weston et al., 2020) and time-temperature
sensors (Full et al., 2021; Upadhyay et al., 2024) are employed to
monitor the condition of food since they can give information to both
producers and consumers regarding the quality and the safety of the
packaged food during transportation and storage (Mistewicz & Nowak,
2016; Paliwal et al., 2025).

2.4.5. Cluster 5. Food safety through 4.0 technologies (violet)

This group looks at the digital and technological side of food safety,
focusing on how sensors work with advanced 14.0 technologies.
Research in this area focuses on transforming traditional monitoring
systems into intelligent, data-driven infrastructures capable of predic-
tive control, real-time decision-making, and improved traceability
throughout the supply chain. In this context, keywords such as “deep
learning” (He et al., 2024), “artificial neural network” (Al-Hilphy et al.,
2022), and “machine learning” (Guo et al., 2025) appear as effective
tools applied to pursue the food safety goal. Instruments to detect smells
and tastes are especially useful, as they mimic human senses and enable
a quick detection of spoiled food (Gabrieli et al., 2023). Al forecasting
capabilities can be exploited to find patterns and schemes, associating
certain parameter values with risk of spoilage and hazards. For instance,
He et al. (He et al., 2024) reported that machine learning (ML) can be
employed to predict the quality of gypsum tofu, assess the quality and
geographical origin of ginger powder, rapidly identify adulteration in
sour jujube products, evaluate the edibility of wild porcini mushrooms,
and forecast the shelf life of catfish fillets. Deng et al. (Deng et al., 2025)
analyzed the integration of Al algorithms, ML, and deep learning (DL)
techniques to overcome challenges in sensitivity, accuracy, and adapt-
ability related to biosensing technologies.

The five clusters together show the research area focused on sensors
and detection methods used in the food industry. They also provide a full
picture of how sensor technologies, which are being driven by digital
transformation, are making food systems smarter, safer, and more
resilient. The analysis of these clusters has been instrumental in iden-
tifying and classifying the main categories of sensors currently used in
the food industry. Therefore, the following section presents a detailed
examination of these sensor typologies, discussing their working prin-
ciples, advantages, limitations, and the application domains in which
they are most effective. This categorization provides a structured un-
derstanding of the research advancements, emerging methodologies,
current trends, and perspectives. From Fig. 4, it emerges that the inte-
gration of 4.0 technologies in the food sector is still a new field, although
some papers already discuss potential applications. For instance, Koenig
(Konig, 2022) suggests employing ML to create soft sensors for ongoing,
non-intrusive surveillance of hive infestation and health status. Simi-
larly, Niyigaba et al. (Niyigaba et al., 2025) propose using blockchain
technology to enhance traceability, transparency, and consumer trust in
the fermented food supply chain through decentralized applications and
smart contracts that ensure secure, real-time, and tamper-proof tracking
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of products. For this reason, in the following sections of the paper, we
will include a paragraph that examines this topic in detail. Through this
approach, the study aims to provide a deeper and more systematic
insight into the technological diversity and practical relevance of
sensor-based solutions in modern food systems.

3. Sensor and digital technologies in the food industry

This section deals with the interpretation of the results emerging
from the cluster analysis, with the aim of providing an overall picture of
the sensors and digital technologies that are most widely applied today
in the food industry. It presents an extensive description of the main
sensor technologies used in food applications and of the digital plat-
forms enabling their integration into the Food Industry 4.0 strategy.

Generally, conventional techniques adopted to monitor food fresh-
ness and quality are mainly based on manual inspection and laboratory-
based analyses, including sensory evaluation, microbial testing, high-
performance liquid chromatography (HPLC), gas chromatography-
mass spectrometry (GC-MS), and hyperspectral imaging (Kumar, Kar-
thika, et al., 2024). Although accurate, these approaches are often
time-consuming and costly and require dedicated instruments and
trained personnel, with limited on-site applicability (Mani et al., 2025).
This disadvantage makes them unsuitable for rapid or real-time analysis,
particularly within industrial food quality monitoring (Li et al., 2020).
However, current technological and industrial advances have driven the
development of intelligent sensors capable of overcoming these limita-
tions. These smart sensing systems have many benefits over traditional
methods, such as high accuracy and precision, the ability to process data
in real time, and advanced analytical capabilities. Their effectiveness
depends on how well advanced sensor technologies work with digital
platforms (Ador et al., 2024). The sensors continuously generate
real-time data on the physical, chemical, and biological parameters that
determine food quality and safety, while the digital platforms enable the
processing, transmission, and consolidation of this information across
the entire value chain (Kumar, Kannampilly, & Joy, 2024). Together,
they enable a transition to data-driven and automated monitoring sys-
tems that enhance efficiency and sustainability in food production.

The cluster analysis in the previous section showed that the food
industry uses various sensors to meet its different monitoring needs.
Every sensor is based on different detection principles and designed for a
specific target and operating environment. However, five main cate-
gories can be identified: chemical sensors, optical sensors, physical
sensors, nano-enabled sensors, and biosensors. The effective optimiza-
tion of these sensor systems requires their integration into a proper
digital ecosystem supporting data generation, processing, and applica-
tion. To achieve this, the IoT may provide the functional foundation of
such an ecosystem by interconnecting sensor nodes with decentralized
as well as centralized data storage systems (Kaushal et al., 2023). In this
respect, it is worth mentioning that IoT technology is being applied in
food systems at all tiers of production, processing, distribution, and
retailing for real-time monitoring of both product conditions and envi-
ronmental parameters (Rafi et al., 2025). This procedure facilitates
real-time alerting, process optimization, and timely response to events,
thereby enhancing overall efficiency and safety within the food system
(Bhuiyan et al., 2024).

3.1. Sensor technologies

A sensor can be broadly defined as a device or system that detects
and quantifies the chemical or physical characteristics of a substance or
its environment, aiming to provide essential data for the monitoring of
food quality and safety (Kress-Rogers and Brimelow, 2010). These de-
vices can either directly measure specific key food attributes (e.g.,
freshness indicators), such as gases or pH variations, or indirectly
monitor environmental and temporal changes that reflect product con-
dition and integrity. Depending on their design, sensors may operate
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through direct contact, like gas or pH sensors, or through non-contact
mechanisms, including time-temperature indicators (TTI), humidity
sensors, and RFID-based systems (Mustafa & Andreescu, 2018).

3.1.1. Physical sensors

Physical sensors are commonly used to measure various mechanical
and environmental parameters, such as temperature, humidity, vibra-
tion, pressure, and mechanical stress, which are essential for maintain-
ing optimal conditions in food storage and transportation operations
(Satpati et al., 2017). They represent the backbone of cold chain logis-
tics, ensuring effective environmental control to prevent spoilage and to
meet regulatory compliance (Flores-Rangel et al., 2024; Pandey et al.,
2024). Image-based physical sensors like X-ray technology (as shown in
the cluster analysis) permit foreign object detection and non-destructive
assessment of internal product quality (Popov et al., 2021). These sys-
tems play a key role in detecting contamination by foreign bodies, such
as glass, metal, or plastic fragments, that may result from mechanical
failures or improper handling during the food processing process
(Raheel et al., 2021). Other innovations include flexible sensors devel-
oped for real-time monitoring and smart packaging solutions incorpo-
rating built-in physical sensors (Konfo et al., 2024; Rafi et al., 2025).
These technologies allow for constant monitoring during production,
storage, and distribution, which helps track products better, ensures
safety, and greatly lowers the chances of contamination.

3.1.2. Chemical sensors

Chemical sensors are designed to detect poisonous or unwanted
chemicals, such as pesticide residues, toxins, and heavy metals. These
analytical devices convert chemical information, ranging from the
concentration of individual analytes to the overall composition of
samples, into measurable signals (Dodevska, 2025; Lenik, 2017). The
sensors typically consist of two key components: a receptor that selec-
tively interacts with the analyte and a transducer that converts this
interaction into a measurable output. The significant selectivity is
attributed to the receptor, while the transducer ensures reliable and
reproducible signal generation. Such sensors often adopt EC, colori-
metric, or fluorometric principles to generate quantitative signals
(Beladona et al., 2025; Yang et al., 2025).

Fluorometric chemical sensors that are overly sensitive can detect
changes in wavelength, intensity, or fluorescence lifetime caused by the
presence of compounds (Yang et al., 2025). Among practical applica-
tions, pH sensors are widely employed in packaged food systems to
evaluate the freshness of protein-rich foods like meat and fish because
spoilage processes are related to rising pH values (Kadian et al., 2024).
In the same way, molecularly and ionically imprinted polymers (MIPs
and IIPs) mimic the recognition process of nature through the creation of
binding sites that are specific to target molecules. This approach im-
proves the selective rebinding of the target molecules (Arana & Tao,
2025; Sun et al., 2025). When it comes to the monitoring of foods,
MIPs/IIPs have been used to identify contaminants such as pesticides,
antibiotics, heavy metals, and mycotoxins. This approach provides high
selectivity along with improved chemical stability. Gas-phase chemical
sensors are used to detect volatile spoilage markers, such as ammonia
(NHj3) and hydrogen sulfide (HsS), generated by microbial breakdown
(Bhuiyan et al., 2024). Materials such as polyaniline, metal oxides,
graphene, and carbon nanotubes (CTNs) are often used due to their
excellent sensitivity, stability, and flexibility (Popov et al., 2021; Sri-
vastava et al., 2018). Chemical sensors are used to detect hydrogen
peroxide (Hy05), an important disinfectant widely adopted in food
processing, due to the possible health risks posed by residual concen-
tration on food surfaces (Karimi et al., 2025). Recently, there has been
growing interest in the development of intelligent packaging systems
that integrate sensors for real-time freshness monitoring. (Rafi et al.,
2025). Advancements have extended to robotic systems equipped with
artificial sensory capabilities, such as humanoid fingers combined with
EC sensors capable of distinguishing taste attributes like sourness,
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sweetness, and spiciness, effectively mimicking human sensory percep-
tion (Ali et al., 2022; Mustafa & Andreescu, 2020).

3.1.3. Optical sensors

Optical sensors exploit light-sensitive methods, such as absorbance,
fluorescence, and surface plasmon resonance (SPR), to sense changes in
the optical properties of food and the environment (Sourkouhi et al.,
2025; Tarannum et al., 2023). They provide a label-free and contactless
means of detecting spoilage, chemical alterations, and microbial
contamination. The high-speed detection capability and easy integration
into imaging systems are extremely attractive for making
high-throughput quality measurements in food processing and pack-
aging operations. These sensors typically operate by utilizing the basic
principles of colorimetry, fluorescence, or spectroscopy to detect vari-
ations in analyte concentration or environmental conditions (Ibraheem
Shelash Al-Hawary et al., 2023; Peveler, 2024; Sanchez et al., 2025).
Among these mechanisms, colorimetric sensors are most widely used,
especially for the detection of food spoilage since visible color changes
often indicate variations in pH levels or gas emissions (Kadian et al.,
2024). Fluorescence and SPR-based sensors exhibit exceptional detec-
tion sensitivities, rendering them effective for identifying pesticide res-
idues and quantifying mycotoxin levels (Gopal et al., 2023; Santos et al.,
2019). Sensors that incorporate optical techniques (fiber optics, Raman,
fluorescence, and luminescence) into polymerase chain reaction (PCR)
are used for detecting chemical and microbial contaminants (Balbinot
et al., 2021). Recent advances have incorporated nanostructured ma-
terials into metal-organic frameworks (MOFs), aiming to enhance the
sensitivity, specificity, and cost-effectiveness of optical sensing devices
(Singh, Kumar, et al., 2024). The surface area of MOFs is also advan-
tageous; the face area of MOFs is also advantageous since it improves
adhesion to the surface. The area of MOFs is also advantageous since it
improves adhesion to the surface. Also, being able to change the pore
structure makes signals stronger. The structure also improves the
amplification of signals. This improves the sensitivity of the sensors to
detect contaminants such as volatile organic compounds, pesticide res-
idues, and heavy metals in the food chain. The technology can also be
used to develop smart packaging materials for tracking temperatures,
gas levels, or the degree of ripeness of products. The materials can be
designed to change color to indicate freshness or spoilage (Weston et al.,
2020).

3.1.4. Biosensors

Biosensors achieve high selectivity through the incorporation of
biological recognition components, such as enzymes, antibodies, or
nucleic acid probes, that exhibit specific recognition of target analytes
(Banerjee et al.,, 2021). These biosensing systems are employed for
detecting various food constituents, from microbial pathogens and
toxins to allergens, heavy metals, pesticide residues, and volatile organic
compounds linked with food spoilage. Biosensing systems are especially
appreciated for their ability to detect microbial pathogens, allergens,
and toxins, thanks to their high levels of sensitivity and speed of
response (Banerjee et al., 2021; Kushwaha et al., 2022). Portability and
flexibility are characteristics that make them suitable for in-line mea-
surement and mobile field testing, enabling timely risk assessment and
effective quality control. Functionally, biosensors operate by coupling
biological recognition with signal transduction. When the biological
element interacts with a target analyte, a physicochemical trans-
formation occurs, which is converted into an optical or electrical signal
(B. Chen and Stephen Inbaraj, 2016).

EC biosensors are widely adopted since they are highly efficient and
cost-effective, and they can provide fast and accurate results (Dodevska,
2025).

Recent advancements include biomimetic MIP-based and micro-
electromechanical systems (MEMS)-based biosensors, both of which
can quantify molecular interactions through changes in mass or surface
deformation (Dias et al., 2024; Rodriguez-Saona et al., 2020).
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Biosensors have found broad applications across the food industry,
including the detection of sweeteners and glutamate concentration, the
identification of pathogenic microorganisms, and the measurement of
the level of toxins, and they are integrated into intelligent packaging and
environmental monitoring systems (Deng et al., 2025; Rainbow et al.,
2025). Microbial enzymes, often immobilized on inorganic supports
such as clay, are increasingly used in biosensing and waste treatment
applications, offering advantages such as substrate binding specificity,
biodegradability, and enhanced catalytic efficiency (Hong et al., 2024).

3.1.5. Nanotechnology-enabled sensors

Nanotechnology-enabled sensors can detect trace levels of contami-
nants and biochemical markers with high precision and are increasingly
being applied in smart packaging, real-time quality monitoring, and
multiplexed analytical systems (Jafarizadeh-Malmiri et al., 2019; Patel
et al., 2020, pp. 355-368; Sharma et al., 2019). The adoption of nano-
materials has significantly enhanced the performance of food sensors,
improving parameters such as sensitivity, selectivity, and miniaturiza-
tion (Beladona et al., 2025; Gulia et al., 2025). A wide range of nano-
materials, such as gold and silver nanoparticles (AuNPs and AgNPs),
CTNs, quantum dots (QDs), and MOFs, have been incorporated into
sensing devices to enhance signal transduction, surface reactivity, and
overall analytical performance (Benedetto & Mirica, 2024; Sukha-
vattanakul et al., 2025).

AuNPs and AgNPs are commonly employed to enhance both colori-
metric and EC signals, whereas graphene and carbon nanotubes (CNTs)
augment electrical conductivity, facilitating the expedited and precise
detection of food contaminants (Fan et al., 2017; Rahman et al., 2025).
Similarly, QDs and cerium oxide nanoparticles (nanoceria) improve
optical sensors due to their remarkable photostability and luminescence
properties (Sharma, Gupta, et al., 2025), while magnetic nanoparticles
(MNPs) help in selective analyte isolation and provide simultaneous
pathogen and toxin detection (Nasiri et al., 2024). Applications of these
technologies include the measurement of heavy metal content, anti-
biotic  residues, mycotoxins, and pesticide contaminants
(Abedi-Firoozjah et al., 2024; Bhardwaj et al., 2023; Chen et al., 2023).
Advances in electronic sensor technology, especially sensors called
electronic noses and tongues that mimic human sensory responses (for
instance, those associated with olfaction and gustation), are increasingly
being employed for the quality analysis of most food commodities, such
as olive oil and cereals (Cheli et al., 2018; Graboski et al., 2021).

3.2. Single-sensor and multi-sensor technological approaches

To identify potential gaps and prevailing trends in the current

@ Chemical Sensor
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328 (22.8%)

191 (13.3%) 465 (32.3%)

Fig. 5. Number of papers according to the type of sensor addressed.
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literature, the analyzed papers were classified according to the type of
sensor addressed in each study. The results are summarized in Fig. 5.

It should be noted that the total number of papers does not sum to
852, as a single study may address more than one sensor type, reflecting
the increasingly interdisciplinary and integrated nature of food-sensing
technologies. Accordingly, Fig. 6 provides a clearer representation of
this distribution. The analysis indicates that more than half of the studies
adopt an interdisciplinary approach, integrating two or more sensor
technologies.

Furthermore, Fig. 7 provides an overview of studies focusing on a
single sensor category. The results show that when treated as stand-
alone solutions, biosensors (109 papers) and nanosensors (111 papers)
dominate the literature. age, contaminants, pathogens, and biochemical
changes in food matrices (Paliwal et al., 2025; Singh, Pandey, et al.,
2025). In contrast, chemical sensors (33) appear less frequently as
stand-alone topics. This aligns with the broader trend observed in the
literature, where chemical sensing mechanisms are often combined with
biological recognition elements or nanomaterials, making purely
chemical approaches increasingly uncommon in modern food-sensor
research. A similar pattern is observed for optical sensors (28 papers).
While optical techniques are effective for detection and analysis, they
are typically coupled with biochemical or chemical sensing mechanisms,
such as fluorescence-based biosensing or spectroscopic chemical detec-
tion, resulting in relatively few studies addressing optical sensors in
isolation (Archana et al., 2025; Radha et al., 2022). Physical sensors (16
papers) are the least common stand-alone solutions. Parameters such as
temperature, humidity, or pressure are crucial for monitoring storage
and transport conditions but do not directly detect spoilage or con-
taminants. As a result, physical sensors are rarely the primary focus of a
study and are more commonly employed as complementary tools within
broader monitoring systems.

Table 1 extends this analysis by illustrating how different sensor
categories are combined within the same studies. Overall, a high number
of papers address biosensors (465) and chemical sensors (328), and
nanosensors (383) are frequently used to enhance sensitivity, selectivity,
and detection limits through nanomaterial integration (Kendre et al.,
2024, pp. 119-144; Sharma et al., 2024). The strongest co-occurrence is
observed between chemical sensors and biosensors (232 papers). This
coincidence is expected, as many biosensing mechanisms rely on
chemical transduction principles, and food contaminants or spoilage
markers often exhibit both chemical and biochemical characteristics
(Hu et al., 2016; Tsegay et al., 2024). Similarly, the substantial overlap
between biosensors and nanosensors (200 papers) reflects the extensive
use of nanomaterials to improve biosensor performance in terms of
sensitivity, specificity, and limits of detection (Daimary et al., 2025;
Sharma, Agrawal, et al., 2025). Nanosensors frequently co-occur with
chemical sensors (146 papers), as nanostructured materials significantly
enhance chemical detection capabilities (Pavase et al., 2018; Sukha-
vattanakul et al., 2025).

One sensor 46.01%
Two sensors
Three sensors

Four sensors

Five sensors

0.00% 10.00% 20.00% 30.00% 40.00%

Fig. 6. Distribution of studies by number of sensors addressed.
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Fig. 7. Number of papers focused on a single sensor category.

Combinations involving optical sensors, such as biosensor-optical
(92 papers) and chemical-optical (90 papers), highlight the role of op-
tical readout techniques, including fluorescence, colorimetry, and
spectroscopy, in amplifying or visualizing chemical and biochemical
reactions (Ashrafi & Mohanty, 2025; Kaur et al., 2024). These ap-
proaches improve detection accuracy and interpretability but are typi-
cally integrated within broader sensing systems rather than used
independently. Co-occurrences involving physical sensors are consis-
tently lower across all categories. This effect reflects their indirect role in
assessing food conditions: while physical parameters are essential for
contextual monitoring, they rarely serve as primary indicators of
contamination or spoilage. Their limited overlap with nanosensors (25
papers) suggests that some nanomaterial-based devices incorporate
physical sensing elements (Nazir & Kwon, 2022; Zhang et al., 2023),
though the topic remains a relatively minor research direction.

A visual overview supporting the data in Fig. 8. This figure presents a
normalized (percentage-based) representation of sensor distribution
across studies addressing one, two, three, or four sensor categories, to
make potential structural trends more visible. The predominance of
biosensors remains stable regardless of the degree of technological
integration, confirming their foundational analytical role. It emerges
that nanosensors are pivotal, particularly in multi-sensor configurations,
reinforcing their role as performance-enhancing elements embedded
within broader sensing platforms. Conversely, physical sensors consis-
tently exhibit a lower relative representation in the analyzed literature.
This trend should not be interpreted as a reduction in their operational
relevance within storage and logistics contexts. Rather, it indicates that
physical parameters are not often the primary analytical target in food
safety research. Still, they are typically adopted as complementary ele-
ments, providing essential environmental and contextual information
that supports and enhances the interpretation of chemical and biological
detection results. These findings suggest that this research stream is
increasingly shifting toward application-driven integration strategies, as
real-world food supply chains require simultaneous monitoring of
multiple parameters under variable environmental conditions. Thus,
this emerging paradigm is not focused on optimizing isolated sensing
principles but on designing interoperable, multi-layered architectures
aligned with Industry 4.0 goals, where biological specificity,
nanomaterial-enhanced sensitivity, and digital connectivity converge to
enable robust, real-time, and scalable food monitoring systems.

The results presented in Figs. 5 and 7, and Table 1, and summarized
in Fig. 8, provide more than a descriptive overview of sensor fre-
quencies, but they reveal a structural pattern in the evolution of food
sensing research within the Industry 4.0 framework. Particularly, the
significant predominance of biosensors across single-sensor and multi-
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Table 1
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Heat map with the number of papers focused on the multi-sensor approach.
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sensor studies reflects a clear trend toward the detection of biologically
and chemically relevant hazards. Since most food safety risks are asso-
ciated with pathogens, toxins, allergens, and biochemical degradation
products, sensing strategies based on biological recognition elements
intrinsically play a pivotal role. Their high selectivity and adaptability to
different food matrices make them suitable not only as stand-alone
analytical tools but also as core components within integrated moni-
toring systems. Besides, the strong co-occurrence of biosensors with
nanosensors and with chemical or optical sensors indicates a progressive
technological convergence, showing nanosensors, as well as biosensors
and chemical or optical sensors, indicates a progressive technological
convergence, demonstrating that sensor technologies are no longer
developed as isolated devices but as integrated hybrid architectures.
Nanomaterials are frequently incorporated to enhance sensitivity,
improve signal stability, and reduce detection limits, while optical and
EC transduction mechanisms are employed to strengthen signal read-
ability and quantitative accuracy. Thus, this convergence reflects a
broader transition from discipline-specific sensor development toward
performance-driven integration, which addresses the intrinsic
complexity and variability of food systems by combining complemen-
tary detection principles and strategies.

As shown in Table 2, every sensing technology has its own advan-
tages and limitations, which are dependent on the underlying principle

10

of operation and the target analyte of interest. As such, current research
efforts are focusing more on the development of hybrid sensing tech-
niques, where more than one sensing modality is employed to enhance
the accuracy of the sensing technology, particularly in applications
where single modalities may fall short in sensitivity or specificity.

3.3. Examples of applications of sensors and industry 4.0 technologies in
the food industry

In the conventional food industry, proper control of operational
variables, including temperature, humidity, and gas concentration, is
often considered critical, especially in processes like fermentation and
drying. To address this challenge, integrating sensors with Industry 4.0
technologies, such as the IoT, Al, blockchain, cloud computing, big data
analytics, and DT, enables sustainable, data-driven, and real-time pro-
duction systems aimed at enhancing productivity and manufacturing
efficiency.

Table 3 offers an in-depth assessment of the main digital technolo-
gies that support and enhance the functionality of sensor systems within
the food industry. Each technology plays a distinct yet complementary
role in enabling data-driven, intelligent, and connected food systems.
The table outlines their primary functions, key applications, and the
benefits they bring to sensor-based monitoring and control.



M. Braggio et al.

Table 2
Summary of sensor technologies used for food quality and safety monitoring.
Sensor Advantages Limitations Target References
Technology Analytes
Chemical High Interference Heavy metals, (Saputraetal.,
Sensors sensitivity; from complex pesticides, 2025;
fast food matrices; toxins, Skowronkova
detection; limited spoilage gases et al., 2024;
simple selectivity Wei et al.,
design 2024)
Biosensors High Limited Bacteria, (Tsegay et al.,
specificity; stability of toxins, 2024;
rapid biological allergens, Vallinayagam
pathogen elements; metabolites et al., 2022;
detection sensitive to Wang et al.,
environmental 2022)
conditions
Optical Non- Affected by VOCs, (Santos et al.,
Sensors destructive; light mycotoxins, 2019; Sun
real-time interference pesticide et al., 2025;
detection; and sample residues, Zhang et al.,
high turbidity spoilage 2023)
sensitivity indicators
Physical Robust; Cannot detect Temperature, (Melesse,
Sensors simple specific humidity, 2026; Satpati
operation; chemical or pressure et al., 2017;
widely used biological Soltani Firouz
in contaminants et al., 2021)
monitoring
Nanosensors ~ Very high Complex Pathogens, (Singh,
sensitivity; fabrication; heavy metals, Kumar, et al.,
trace-level stability issues pesticides, 2024;
detection toxins Srivastava
et al., 2018;
Zhou et al.,
2023)

The implementation of these technologies may improve food quality,
safety, and efficiency across the entire value chain, from production and
processing to distribution and consumption. IoT-based sensors play a
central role in transforming the conventional food industry to smart food
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factories, as, when integrated with microcontrollers and cloud-based
interfaces, they can provide decentralized and automated quality
assessment, rapid spoilage detection, and continuous, wireless moni-
toring of environmental and process parameters across the food supply
chain (Konfo et al., 2024). Kumar et al. (Kumar, Kannampilly, & Joy,
2024) proposed the use of edible electronic sensors to monitor food in
real time and prevent spoilage, discussing different types of such sensors
and their applications in detecting spoilage in both liquid and solid
foods. On the other hand, Konfo et al. (Konfo et al., 2024) investigated
how integrating IoT with RFID and Near Field Communication (NFC)
technologies has transformed food quality monitoring by enabling
real-time tracking, data analysis, and proactive actions to reduce waste
and ensure freshness.

Al and ML have made food manufacturing systems even better at
analyzing and optimizing. These technologies can process large datasets
produced by IoT-enabled sensors to classify food properties and quality,
detect anomalies, predict shelf life, and forecast contamination risks
(Guliy et al., 2025). Integration of computer vision, electronic noses, and
electronic tongues using Al enhances objectivity and efficiency in
quality control operations, hence reducing manual inspection demands
significantly (Peveler, 2024). The combination of IoT and ML technol-
ogies supports automation, self-regulation, and real-time alerts during
processing, reducing manual intervention and operational failures
(Alam et al., 2025). Kadian et al. (Kadian et al., 2024) proposed a
low-cost, ML-enabled, microneedle-based colorimetric pH sensing patch
for monitoring food freshness and wound health, combining 3D print-
ing, autonomous fluid sampling, and smartphone integration for accu-
rate and user-friendly pH detection. Grasso et al. (Grasso et al., 2025)
investigated coffee samples’ EC fingerprints using ML to reveal patterns
and classifications within complex chemical data.

DL is a sophisticated subset of ML that uses multi-layered neural
network architectures, often referred to as Deep Neural Networks
(DNNs), to process and interpret data (Alam et al., 2025). The core
characteristic that distinguishes DL models from traditional ML models
is their ability to automatically extract and learn complex, hierarchical
feature representations directly from raw data, without requiring
explicit programming for feature engineering (Deng et al., 2025). This

Table 3
Digital enabling technologies supporting the sensor ecosystem.
Digital Functionality Use Cases Advantages Limitations
Enabler
IoT Wireless sensor network, remote Storage/transport monitoring, Scalable, mobile-accessible (Wang, Lan, Bandwidth, energy, and security (de
diagnostics (Kolupula et al., 2024) alerts (Griesche & Baeumner, 2020; et al., 2025; Wei et al., 2025) Souza Carvalho et al., 2025; Garg et al.,
Singh et al., 2017) 2024)
ML Predictive analysis, pattern Shelf-life, quality prediction (Bala Fast, adaptive decisions (Bala et al., Data dependency, model drift (Patil &
recognition (Cosme et al., 2025; et al., 2023; de Souza Carvalho 2023; Parakh et al., 2025) Meshram, 2023; Peveler, 2024)
Parakh et al., 2025) et al., 2025)
DL Auto extract complex hierarchical Image recognition, complex Superior accuracy, robust, auto feature Requires large data, high compute, black

3D Printing

Cloud

Blockchain

Big Data

DT

features (Deng et al., 2025; He et al.,
2024)

Layer-by-layer formation, Computer-
Aided Design (CAD), and automated
deposition of materials (Koukouviti
et al., 2026; Paul et al., 2024)

Storage, computation, and analysis
platform (Lazaro et al., 2023; Singh
et al., 2017)

Real-time tracking of products,
enhanced transparency, automated
data collection, and ensured
accountability (Radogna et al., 2022)
Data integration and analysis, real-
time traceability, and chemical/
biological Sensing (Ghaffari, 2024;
Singh et al., 2017)

classification, real-time diagnostics
(Bhuiyan et al., 2024; Deng et al.,
2025)

Creates affordable, customised
sensors for rapid analysis at point-
of-need (Koukouviti et al., 2026)

IoT, environmental monitoring and
public safety, smart agriculture and
diagnosis (Lazaro et al., 2023; Singh
et al., 2017)

Tracking the supply chain and
ensuring Hazard Analysis and
Critical Control Points (HACCP)
compliance (Niyigaba et al., 2025)
Food safety and quality, supply
chain management (SCM), anti-
counterfeiting, and public health (
Ghaffari, 2024; Singh et al., 2017)

extraction, scalable (He et al., 2024;
Parakh et al., 2025)

Cost-Effectiveness, on-site/point-of-
need fabrication and use of rapid
prototyping, reduced material waste (
Rivas-Macho et al., 2023; Skowronkova
et al., 2024)

Facilitates advanced analysis, supports
high-efficiency/large-scale processing (
Wei et al., 2025)

Enhanced safety and traceability, fraud
Prevention, economic efficiency, and
consumer confidence (Niyigaba et al.,
2025; Radogna et al., 2022)

Increased efficiency, economic growth,
enhanced safety, and low cost (chipless
passive RFID tags) (Ghaffari, 2024;
Singh et al., 2017)

box interpretability (He et al., 2024;
Parakh et al., 2025)

Requirement of post-processing, slow
printing speeds, material constraints,
and vulnerability to contamination (Paul
et al., 2024; Rivas-Macho et al., 2023)

Security, interoperability issues,
regulatory complexity, and operational
costs (Garg et al., 2024)

Health and safety concerns (radio
frequency radiation), energy
requirements, and data security (
Ghaffari, 2024; Singh et al., 2017)
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intrinsic capability allows DL systems to handle massive volumes of
complex data and identify hidden, non-linear relationships that tradi-
tional analysis might miss (Alam et al., 2025). Architectures commonly
associated with DL include Convolutional Neural Networks (CNNs),
Recurrent Neural Networks (RNNs), and ANNs with multiple layers
(Deng et al., 2025). For example, Bhuiyan et al. (Bhuiyan et al., 2024)
proposed a custom CNN integrated into an IoT system to classify both
meat species and freshness using high-resolution images of beef and
mutton. This DL approach outperformed traditional ML models, such as
Support Vector Machines (SVM) and k-Nearest Neighbors (k-NN),
demonstrating superior capability in managing complex image-based
analyses. Similarly, Han et al. (Han et al., 2025) applied DL to an
e-nose to monitor and predict egg liquid spoilage by detecting volatile
gases. Results showed that egg solution stored at room temperature
became unsuitable for consumption once HyS levels exceeded 1 ppm,
demonstrating the system's effectiveness for food safety monitoring.

Recent advancements in Industry 4.0 technologies have revolution-
ized the field of food technology by enabling new methods of custom-
ization, precision, and environmental friendliness. The integration of
smart sensors within 3D-printed food systems and packaging materials
enables continuous, real-time monitoring and adaptive process control.
Advanced techniques such as fused deposition modelling and direct ink
writing are being adopted to develop functional structures embedded
with biosensors, colorimetric indicators, and humidity- or temperature-
responsive elements (Paul et al., 2024). Rivas-Macho et al. (Rivas-Macho
et al., 2023) proposed the design and 3D printed a microfluidic EC
biosensor for rapid, sensitive, and specific on-site detection of Listeria
monocytogenes in food samples. Skowronkova et al. (Skowronkova et al.,
2024) investigated the use of 3D printing to develop a low-cost gas
detection system, optimizing a 3D-printed chromatographic column to
distinguish between ethanol and methanol.

Cloud computing is a key technology integral to the IoT that provides
a robust platform for data management and advanced processing (Singh
et al., 2017). It involves the centralized storage of data across the globe
and facilitates easy access and sophisticated analysis. Data is transmitted
to cloud-based platforms or cloud systems where advanced computa-
tional processes, often utilizing sophisticated algorithms and Al, analyze
the information to generate valuable insights (Lazaro et al., 2023). The
mobile device (like a smartphone) frequently acts as the user interface
for transmitting data to and retrieving information from these cloud
services (Singh et al., 2017). Singh et al. (Singh et al., 2017) proposed a
cloud-based framework for food quality monitoring and supply chain
traceability, highlighting the role of cloud computing in managing the
large volume of data generated by food industry sensors. Tools such as
RFID and NFC tag sensors monitor spoilage, transmitting data. This in-
formation, together with product identification and traceability data, is
sent through the IoT infrastructure to cloud platforms, which store
global-scale datasets and run advanced analytical algorithms. The sys-
tem integrates field-level production data into the broader supply chain,
enabling real-time insights on product integrity, logistics, and inventory
in e-grocery networks.

Therefore, the integration of sensor and digital technologies forms a
comprehensive framework for predictive, automated, and verifiable
food monitoring, transforming passive data collection into intelligent
decision-support systems capable of anticipating risks, ensuring regu-
latory compliance, and improving operational efficiency across the food
value chain, ultimately enabling a more sustainable, efficient, and
consumer-oriented model of food manufacturing and distribution. To
make sure that the implementation goes well, several problems need to
be solved, such as data interoperability, cybersecurity, infrastructure
investment, and workforce training (Dey & Ahmed, 2025). These bar-
riers are critical for small and medium-sized enterprises (SMEs), which
often lack the technical expertise and financial resources required to
adopt advanced digital solutions (Rawat et al., 2024; Singh, Sharma, &
Rawat, 2024).

As can be described from Table 3, Technologies such as blockchain,
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big data, and DT are included because the authors consider them rele-
vant; however, only a few papers address these topics. Based on the
author's experience, implementing these technologies in the food in-
dustry remains challenging due to several structural and technological
factors. The food sector is characterized by fragmented supply chains
involving many heterogeneous actors, often with low levels of digitali-
zation, especially in primary production. This situation limits the
availability, quality, and standardization of data required for advanced
digital solutions. Implementing these technologies requires significant
investments in digital infrastructure and data management systems,
which may be difficult for many small and medium-sized enterprises in
the sector to sustain. Additional challenges arise from the natural vari-
ability of biological processes and from organizational barriers related to
data sharing and governance. These limitations largely reflect the cur-
rent level of technological maturity of the sector; future improvements
in digital infrastructure, standardization, and collaboration across the
supply chain may progressively facilitate the adoption of these
technologies.

Notably, the analysis shows that only Niyigaba et al. (Niyigaba et al.,
2025) and Radogna et al. (Radogna et al., 2022) discuss blockchain. This
technology provides an extra layer of security and transparency by
enabling sensor-verified data to be stored on decentralized systems and
in irreversible ledgers. More in detail, Radogna et al. (Radogna et al.,
2022) investigated the contribution of blockchain in ensuring trace-
ability, transparency, and security in the supply chains of wine and
kimchi by providing immutable and verifiable records that guarantee
compliance with HACCP principles and enhance trust throughout pro-
duction, logistics, and storage processes.

Only Singh et al. (Singh et al., 2017) and Ghaffari (Ghaffari, 2024)
specifically address Big Data and other Industry 4.0 technologies that
enable the integration, correlation, and visualization of data from
various sources, including sensors, equipment, external databases, and
customer feedback. In food systems, Big Data approaches help identify
inefficiencies, maximize business processes, and enable data-driven
policy-making and strategic decision-making. Coupled with AI and IoT
platforms, big data analytics is key to advanced forecasting, demand
planning, and individualized nutrition services. Ghaffari (Ghaffari,
2024) investigated the use of big data in supporting ML and DL ap-
proaches for efficient, accurate, and non-destructive seed quality
assessment and variety classification.

Among the analyzed papers, no studies were identified that explicitly
focus on the application of DT technologies integrated with sensor sys-
tems in the food industry. This can be explained by the intrinsic
complexity of DT implementation in food systems, which are charac-
terized by high variability of raw materials, biological and chemical
dynamics, short product lifecycles, and strict regulatory constraints.
While manufacturing sectors usually employ highly standardized and
repeatable processes, the food industry faces major difficulties with the
development of accurate, real-time virtual replicas continuously syn-
chronized with sensor data. The adoption of DT technologies typically
requires mature digital infrastructures, high data availability, and
advanced modeling capabilities that are not yet widely established
across food supply chains, particularly among SMEs. Current research
efforts appear to prioritize enabling technologies, such as IoT, ML, or
cloud computing, that represent necessary precursors to full DT imple-
mentation. This finding suggests that DTs remain in an emerging and
largely unexplored research area within the context of sensor-based food
systems, representing a promising direction for future research.

4. Benefits of sensor technologies in the food sector

The implementation of smart sensor technologies across the food
supply chain has become a cornerstone of the modern agri-food in-
dustry. Their integration with 14.0 technologies such as IoT, Al, and
cloud computing should not be considered just a technical capability
improvement but also a strategic facilitator of intelligent, data-based
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food processes since they enable initiative-taking decision-making,
predictive control, and a higher level of traceability. By allowing
continuous monitoring, real-time data acquisition, and advanced ana-
lytics, they are transforming traditional processes into intelligent,
adaptive, and transparent ecosystems that aim to improve food quality,
safety, and efficiency while advancing sustainability goals and
empowering consumers. Thus, Fig. 9 conceptually illustrates this inte-
gration by positioning sensors as core elements of this ecosystem. Sen-
sors are distributed across all stages of the food supply chain, including
production, processing, packaging, transportation, and storage. At each
stage, they are designed to capture critical parameters related to food
quality, safety, and environmental conditions, such as chemical con-
taminants, spoilage indicators, temperature, humidity, light exposure,
and other quality-related attributes. These sensing devices continuously
generate real-time data, forming the primary data flow that feeds the
digital ecosystem. Through IoT connectivity, sensor data are transmitted
to decentralized and centralized data infrastructures, where they are
aggregated, filtered, and contextualized. This data stream constitutes a
critical input for monitoring, analysis, and decision-making processes,
enabling the timely detection of anomalies, degradation patterns, or
unsafe conditions along the supply chain. On top of this data flow, In-
dustry 4.0 technologies, including advanced data analytics, ML, cyber-
security, and visualization tools, support the transformation of raw
sensor data into actionable information. The integration of these digital
enablers allows predictive insights, automation of control actions, and
end-to-end traceability of food products. The sensor-driven architecture
depicted in Fig. 9 enables the development of a smart food system
capable of real-time monitoring, adaptive control, and seamless
communication across the entire value chain.

This section does not aim to provide an exhaustive or highly detailed
analysis of every sensor application across the various processes of the
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food supply chain. It offers a general yet comprehensive overview of
how smart sensors impact the main stages of the food supply chain. The
discussion highlights their role and beneficial effects in improving
safety, efficiency, sustainability, and traceability from cultivation to
consumption.

4.1. Primary production

At the production stage, sensors are essential for optimizing pro-
duction efficiency and minimizing environmental impact. IoT-based soil
and environmental monitoring systems continuously monitor key pa-
rameters such as soil moisture, nutrient levels, light intensity, temper-
ature, and humidity (Konfo et al., 2024). This real-time data properly
supports farmers in the decision-making process regarding irrigation,
fertilization, and pesticide application. For instance, precision agricul-
ture, supported by these sensors, reduces water and chemical use while
maximizing yield and resource efficiency (Rahman et al., 2025). Bio-
sensors and gas sensors are increasingly used to detect pesticide resi-
dues, heavy metals, or microbial contamination at the field level,
ensuring that raw materials meet safety standards before entering the
supply chain (Feroci et al., 2025; Salomon-Flores et al., 2025). Another
intriguing application is related to early detection of plant diseases or
pest infestations through image-based and chemical sensors that enable
rapid interventions, reducing losses and improving crop resilience.
(Wang et al., 2022). Thus, the implementation of smart sensors con-
tributes to more sustainable and data-driven farming practices that
preserve natural resources while maintaining consistent product quality.

4.2. Processing and manufacturing

In food processing and manufacturing, sensor systems are central to
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Fig. 9. Conceptual food sensor integration in the Industry 4.0 framework.
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maintaining control over operations subject to strict regulations. Pa-
rameters such as temperature, pressure, vibration, and humidity are
monitored to ensure that production lines operate within optimal and
compliant conditions (Cai et al., 2021; Nirgund et al., 2022). Biosensors
and chemical sensors are adopted to detect pathogens, allergens, toxins,
or unwanted chemical residues in real time, providing immediate
feedback for corrective actions, while their integration into IoT-based
platforms is mainly being used for automated quality monitoring and
predictive maintenance (Konfo et al., 2024). In this scenario, the
adoption of Al and ML algorithms may provide additional benefits. They
enable real-time analysis of sensor data, support health monitoring of
equipment, detect process deviations, and help prevent potential fail-
ures before they occur. This data-driven approach may improve
compliance with food safety regulations, ensure consistent product
quality, and reduce downtime (Bhatt et al., 2023; Gharibzahedi &
Altintas, 2024). Smart sensors are increasingly applied to process opti-
mization and energy management, particularly through thermal and
flow sensors in pasteurization or sterilization units that regulate heat
and airflow conditions to improve energy efficiency (Cho et al., 2022;
Machado et al., 2025).

4.3. Storage and transportation

Storage and transportation are crucial stages of the food supply
chain, as they require maintaining products in optimal conditions to
preserve quality and prevent spoilage. chain, as they require maintain-
ing the products in optimal conditions, aiming at preserving food quality
and preventing spoilage. Smart sensors in cold chain logistics are
adopted to monitor temperature, humidity, and gas composition to
ensure the integrity of perishable goods such as meat, seafood, fruits,
and dairy (Bhatt et al., 2023; Fathima et al., 2022). Here, real-time data
transmission from wireless sensor networks is adopted to trigger alerts
when deviations occur, allowing immediate corrective actions before
any adverse effect on the quality of the product (Srivastava et al., 2018;
Vallinayagam et al., 2022). The resulting benefits include reduced food
waste, improved inventory management, and enhanced accountability
across the supply chain. In transportation, geolocation and environ-
mental data are incorporated into IoT-based tracking systems to provide
end-to-end traceability and transparency (Paliwal et al., 2025; Soltani
Firouz et al., 2021). Al-driven predictive analytics also support energy
optimization in refrigerated transport and storage, contributing to lower
emissions and more sustainable distribution systems (Dey & Ahmed,
2025).

4.4. Retail and consumption

Sensor technologies facilitate product transparency at the retail and
consumer levels and enable customers to make informed decisions. In
this stage of the food supply chain, advancements are related to smart
packaging equipped with embedded sensors or indicators that provide
real-time information on product freshness, gas exchange, and storage
conditions (Annanouch et al., 2021; Singh, Kumar, et al., 2024). An
intriguing and easy-to-use solution is colorimetric or pH-sensitive labels
that change color when spoilage occurs, providing visual confirmation
of food quality and helping avoid the inadvertent consumption of unsafe
food (Cho et al., 2022; Shaibani et al., 2018). RFID tags and NFC sensors
enable digital traceability of products. They allow retailers and con-
sumers to access information about origin, production, and handling
conditions via smartphones. This capability can reduce reliance on
conservative expiration dates, extend shelf life, and decrease unnec-
essary food disposal. When integrated into traceability platforms like
blockchain, sensor-verified data enables rapid contamination source
identification, batch-level separation, and focused recalls (Gharibzahedi
& Altintas, 2024). In this context, it is worth mentioning that recent
research has begun to explore the potential of sensor-based Digital
Product Passports (DPPs) for food systems, since they can be beneficial
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for addressing traceability issues or zero-km initiatives
(Lekawska-Andrinopoulou et al., 2024; Lopes & Barata, 2024). How-
ever, although food products are currently excluded from the ongoing
EU regulatory framework on DPPs (at present, food assets fall outside
the scope of the Ecodesign for The Sustainable Products Regulation
(European Commission, 2022) suggests (European Commission, 2022),
preliminary studies suggest that integrating smart sensors within digital
passport architectures could provide significant advantages. Sensors can
constantly collect information about the source, processing, storage
conditions, and environmental factors. Producers, regulators, and con-
sumers can all access this information to create a dynamic digital
passport (Pracucci & Giovanardi, 2025). dynamic digital passport that
producers, regulators, and consumers can all access (Pracucci & Gio-
vanardi, 2025). continuously capture data on origin, processing, storage
conditions, and environmental parameters, which can then feed into a
dynamic digital passport accessible to producers, regulators, and con-
sumers (Pracucci & Giovanardi, 2025). This would enhance traceability,
auditability, and transparency while supporting more informed and
sustainable decision-making.

Standardization of sensor design regarding contact materials used in
packaging is critical to ensure consumer safety. Advances in food-grade
and biodegradable materials enable safe direct-contact application that
meets regulatory standards while maintaining functionality (Dumitru
et al., 2016). The use of low-cost materials and processes improves ac-
cess to sensor-enabled safety devices. Advances in paper-based sensors,
printable biosensors, and low-cost nanomaterial platforms are leading to
increased cost reductions for safety monitoring, making these benefits
accessible to resource-limited manufacturers and communities. In this
scenario, developing sensors that are reusable, modular, and biode-
gradable promotes sustainable manufacturing practices and aligns with
the principles of the circular economy. Recent breakthroughs using
additive manufacturing and 3D printing technologies have made the
affordable fabrication of sustainable sensors using paper substrates,
biopolymers, and plant-based pigments possible. (Paul et al., 2024;
Rivas-Macho et al., 2023). This development is especially relevant to
SMEs, where complexity and cost have traditionally prevented uptake.

At the household level, IoT-enabled smart appliances, such as re-
frigerators and storage units, can monitor food conditions, alert users of
forthcoming expiration, and optimize temperature settings. (Kaushal
et al., 2023).

5. Challenges, opportunities, and future perspectives

The integration of sensor-based smart monitoring systems is a
breakthrough in the evolution of the food industry toward Industry 4.0.
As the systems continue to develop and become more digitally inte-
grated, their impact extends beyond technological efficiency. They also
influence wider systemic concerns, inform theoretical models, guide
practical applications, and highlight potential research areas that affect
scalability and operational effectiveness. However, despite significant
advances, numerous barriers hinder the widespread adoption of such
technologies. The high initial cost requirements and ongoing opera-
tional expenses, particularly those associated with nanomaterial-based
sensor systems that possess multifunctionality and multiplexing prop-
erties, significantly limit their availability in a sector primarily
composed of SMEs (Rawat et al., 2024; Singh, Sharma, & Rawat, 2024;
Srivastava et al., 2018). While cost-reductive alternatives, paper-based,
inkjet-printed, and biodegradable sensors arise (Dumitru et al., 2016;
Zhang et al., 2017). Such platforms routinely suffer from mechanical
durability, calibration stability, and large-scale manufacturability con-
straints. Another critical challenge lies in interoperability. The lack of
standardized data exchange protocols and harmonized interface archi-
tectures prevents seamless integration between heterogeneous sensor
platforms and enterprise systems, such as Enterprise Resource Planning
(ERP) and SCM. This fragmentation hinders full automation, end-to-end
traceability, and the realization of truly smart and connected food
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networks. (Bhuiyan et al., 2024; Eleftheriadou et al., 2017; Hussain
et al., 2016).

Furthermore, regulatory uncertainty complicates the deployment of
sensors in applications such as embedded sensing in food packaging,
nanomaterials interacting with consumables, and cross-border legal
compliance (Fathima et al., 2022). Concurrently, ethical issues such as
data privacy, cybersecurity, algorithmic accountability, and informed
consumer consent are becoming increasingly complex due to the
pervasive presence of IoT- and Al-based monitoring systems
(Gharibzahedi & Altintas, 2024; Rafi et al., 2025). They involve multi-
faceted challenges that necessitate coordination among various stake-
holders, such as regulatory harmonization, investment in digital
infrastructures by the public and private sectors, and the implementa-
tion of internationally agreed sensor validation and certification mech-
anisms. It is worth mentioning that sensor technologies are driving a
reorganization of theoretical paradigms concerning digital trans-
formation in agri-food systems. Decentralized, real-time, and anticipa-
tory monitoring sensors drive the shift from static, linear food supply
chains to dynamic, cyber-physical ecosystems. Quality assurance is
proactive and integrated, rather than a retrospective, batch-oriented
procedure (Awlqgadr et al., 2025). This transition reshapes the value of
production and distribution processes. Information, previously seen
only as a secondary by-product, now becomes a strategic resource that
promotes transparency, efficiency in operations, and trust in networked
food systems. Therefore, the traditional theoretical approaches must be
re-examined to account for data-driven value creation, algorithmic
decision-making, and the distributed modes of governance that typify
highly networked agri-food spaces (Zhang, Alizadeh Sani, et al., 2025).

For enterprises, especially SMEs, organizational agility and digital
preparedness are emerging as the imperatives for competitive success
(Bhatt et al., 2023). Businesses should carefully assess their capability to
integrate sensor networks into their infrastructure, operations, and in-
formation systems. Adopting modular, interoperable sensor architec-
tures allows for scalable, incremental implementation with lower
financial and operational risk (Dey & Ahmed, 2025; Mousavi et al.,
2024). In this context, policymakers can play a crucial role in enabling
the integration of technologies by creating strict validation protocols,
safety measures, and standardization systems that enhance the deploy-
ment of sensors. This role is especially important in applications like
intelligent packaging, ecological monitoring, and interaction with food
products. At the same time, fiscal instruments and incentive models,
from subsidies and tax rebates to public-private partnerships, are used to
reduce entry barriers for SMEs.

From a technological point of view, future innovations should be
cheap, easy to use, and able to adapt to different situations. Advances in
additive manufacturing, biodegradable substrates, wireless communi-
cation, and Al-enabled plug-and-play modules are promising for small
producers and rural settings with limited resources. (Gulia et al., 2025;
Singh, Kumar, et al., 2024). Localized deployment strategies should
consider the local digital infrastructure, the availability of labor skills,
regulatory environments, and clients' needs. Here, the use of readiness
assessment instruments that analyze technical, institutional, and policy
aspects can improve implementation effectiveness in a range of different
socio-economic situations. (Flauzino et al., 2022; Radogna et al., 2022).

Research gaps remain. Despite progress in different sensor pro-
totypes and early systems, there is still limited information on their
performance in real-field operational conditions that cover inherent
complexities. Factors like product heterogeneity, environmental inter-
ference, matrix effects, and microbial cross-contamination need further
investigation to ensure the reliability, specificity, and reproducibility of
sensors through extensive deployment (Cho et al, 2025;
Lasarte-Aragonés et al., 2023). Emerging technologies like wearable
food-sensing devices, ingestible sensors, and Al-powered edge
computing devices are creating new possibilities but require interdisci-
plinary research between materials science, human-machine interfaces,
embedded systems, and food analytics. Likewise, understanding

15

Food Control 187 (2026) 112183

consumer attitudes toward smart labels, data ownership, data sharing
preferences, and algorithmic mediation in food choice remains vital for
guaranteeing public trust and equitable access to digitalized food sys-
tems (Flores-Rangel et al., 2024; Konfo et al., 2024). Therefore, future
research streams should focus on the development of affordable,
modular sensor kits tailored directly to the needs of SMEs and decen-
tralized food systems. There is an urgent need to focus on integrating Al
and sensor technology. This integration would enhance collaboration
between policymakers, technologists, and industry actors. It is also
essential for creating transparent, resilient, and inclusive food systems
that fully harness the potential of digital transformation.

6. Conclusions

Sensor technologies radically transform the technological, opera-
tional, and thinking paradigms of current food industry practices. When
embedded in digital infrastructures, they play crucial roles as enablers of
Food Industry 4.0 by allowing real-time, non-intrusive, and highly ac-
curate monitoring of key quality and safety parameters. Such systems
improve predictive management, process optimization, and trans-
parency, thus contributing to the reduction of inefficiencies along the
value chain. With this background, the present paper conducted both a
bibliometric and a content-based analysis to examine the current
research landscape of 14.0-driven sensor technologies in the food in-
dustry. The former aims to provide a broad overview of the investigated
topic by analyzing existing literature, exploring the temporal evolution
of research outputs, and examining the geographical distribution of
scientific contributions. Keyword co-occurrence analysis was employed
to identify the main thematic clusters that characterize ongoing research
trends. Then, the content-based analysis interprets the insights emerging
from these clusters, providing a comprehensive understanding of the
main sensor technologies used in food applications, the digital platforms
that enable their integration within the Food Industry 4.0 framework,
and the associated benefits and challenges throughout the entire food
supply chain. This integration within the Food Industry 4.0 framework,
along with its associated benefits throughout the entire food supply
chain and the challenges related to practical implementation, is essen-
tial. This paper discusses the role of IoT within the Food Industry 4.0
framework, the associated benefits along the entire food supply chain,
and the benefits and challenges related to its practical implementation.
The results achieved show that the research on sensor technologies in
the food industry has significantly increased over the past five years.
This growth reflects the rising global interest in digital transformation
and data-driven food quality monitoring, boosted by the specific na-
tional and international policies, such as the European F2F strategy. The
bibliometric analysis highlighted that Asia and Europe are the most
active regions in this field, with China, India, and several EU countries
emerging as leading contributors. These regions have prioritized inno-
vation in smart and sustainable food systems, supported by public
research programs and industrial initiatives promoting digital integra-
tion across the entire supply chains. The keyword co-occurrence analysis
revealed five major thematic clusters: (1) sensor typologies and detec-
tion principles; (2) food storage and control; (3) human health hazards;
(4) food safety through digital technologies; and (5) smart packaging for
food quality control. The general overview that emerged from these
clusters delineates a multidimensional research landscape where tech-
nological innovation, safety assurance, and process optimization
converge under the Industry 4.0 paradigm. The content-based analysis
confirmed that chemical, biosensor, optical, physical, and nano-enabled
sensors are the most frequently studied technologies. Their integration
with digital enablers such as IoT, Al, blockchain, big data, 3D printing,
and cloud computing supports the development of intelligent and pre-
dictive monitoring. ecosystems. These solutions enhance process trans-
parency, energy efficiency, and real-time traceability while supporting
sustainability and regulatory compliance. The analysis revealed that
most technological applications and research efforts are concentrated in



M. Braggio et al.

large-scale industrial contexts, whereas SMEs, which dominate the agri-
food sector, still face substantial barriers to adoption due to costs,
technical expertise, and infrastructural gaps. There are still systemic
barriers, such as the need for economic scalability, interoperability,
regulatory consistency, and ethical data management. There are still
systemic barriers, such as the need for economic scalability, interoper-
ability, regulatory consistency, and ethical data management. Barriers
remain in economic scalability, interoperability, regulatory consistency,
and ethical data management. The theoretical results of this research
support the idea that the digital transformation of food systems repre-
sents not only a trend toward automation but, more importantly, a
necessary evolution towards decentralized, data-driven, and collabora-
tive networks.

Successful implementation of smart monitoring systems requires
coordinated strategies that address technological maturity, institutional
capacity, and inclusive policy frameworks. Such strategies are of critical
importance for the involvement of small and medium-sized enterprises,
as well as other stakeholders, in the economies of the developing world.
From a research perspective, the following can be expected for the near
future: closing the gap between ideas and practice by testing the sensor's
performance under real, ever-changing, risky environments. In sum-
mary, sensor technology plays a significant role in driving the digital
revolution of the food industry, providing benefits for monitoring,
contamination detection, traceability, and decision-making using In-
dustry 4.0 technologies, the Internet of Things, and artificial intelli-
gence. A combined effort involving Al integration, user-centered design
principles, ethical data stewardship, and global regulatory
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harmonization will be essential in the development of sustainable, in-
clusive, and dependable smart food systems. The readiness of the food
sector for smart regulation depends not only on technological ad-
vancements but also on the overall ability to balance innovation and the
needs of society, ethical considerations, and global sustainability goals.
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