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Abstract: We are living in the era of the fourth industrial revolution, namely Industry 4.0. This paper
presents the main aspects related to Industry 4.0, the technologies that will enable this revolution, and the
main application domains that will be affected by it. The effects that the introduction of Internet of Things
(IoT), Cyber-Physical Systems (CPS), crowdsensing, crowdsourcing, cloud computing and big data will
have on industrial processes will be discussed. The main objectives will be represented by improvements
in: production efficiency, quality and cost-effectiveness; workplace health and safety, as well as quality
of working conditions; products’ quality and availability, according to mass customisation requirements.
The paper will further discuss the common denominator of these enhancements, i.e., data collection and
analysis. As data and information will be crucial for Industry 4.0, crowdsensing and crowdsourcing will
introduce new advantages and challenges, which will make most of the industrial processes easier with
respect to traditional technologies.
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1. Introduction

In the last decade, Internet of Things (IoT) and Cyber Physical Systems (CPS) have become pervasive
and made an impact on many aspects of everyday life [1,2]: concepts such as Smart Home, Smart Car
and Smart City have become familiar also to non-technical users. The integration of embedded systems,
ubiquitous Internet access and Machine-to-Machine (M2M) communications have paved the way for IoT
and CPS to be introduced also in industrial environments [3], under the forms of Industrial Internet of
Things (IIoT or I2oT) [4,5] and Cyber-Physical Production Systems (CPPS) [6]. As a consequence, the
fourth industrial revolution, namely Industry 4.0 [7], is rapidly reshaping traditional industrial processes.

The first three industrial revolutions were characterised by technical innovations that aimed to
improve production efficiency: the first industrial revolution was triggered by water and steam power;
electricity and assembly lines enabled mass production in the second industrial revolution; in the third
industrial revolution, the introduction of control automation and Programmable Logic Controllers
(PLCs) gave a boost to factory production [8,9]. The fourth industrial revolution is mainly enabled by
three innovation elements [3]: ubiquitous Internet access, M2M communications and advanced data
analysis. The objective is not only improving production efficiency but also enabling the so-called mass
customization [10], i.e., the mass production of personalised products by making use of modularised
product design and flexible processes.

One of the keys to customer satisfaction is providing services and products with a high level of
customisation. This is enabled by production processes that are increasingly corresponding to customers’
expectations and needs, both in terms of timeliness and quality [11]. In order to fulfill these requirements,
industry-related processes, from production to delivery, from warehousing to stock replenishment,
need to be adequately designed so that resource usage is optimised, and faults and system downtimes
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are minimised. Furthermore, workplace health and safety, as well as the quality of working conditions,
need to be ensured to improve work-life balance and, therefore, workers’ happiness, according to the
assumption that happier workers are more productive.

In this paper, all of these aspects will be analysed by considering how the use of new technologies
related to IIoT and CPPS can enhance industrial processes. Since the main difference of this industrial
revolution with respect to the previous ones is the focus on humans and how their perceptions affect
industrial processes, this aspect will be thoroughly analysed. In Industry 4.0, workers and customers are
an integral part and the core of most of the decision processes, both in terms of objective measurements
of their activities and subjective feedback gathering. In this context, the use of crowdsensing and
crowdsourcing introduces many advantages [12]. In crowdsensing and crowdsourcing, data are collected
collaboratively by exploiting the pervasive presence of Internet-connected geolocated devices. This enables
the collection of impressive amounts of data and the opportunity of analysing them to perform more
advanced processes and applications.

The remainder of the paper is organised as follows. In Section 2, the background of the main
enabling technologies that enabled the fourth industrial revolution are examined. Section 3 describes
the applications that are expected to characterise Industry 4.0, subdivided into five application domains.
Section 4 provides a discussion about the challenges that current technologies will have to face for
being effectively integrated into industrial processes, despite their stringent requirements. The section
ends with an overview of the opportunities that will be created. Section 5 focuses on the use of
crowdsensing and crowdsourcing to enable the applications that characterise Industry 4.0. Finally,
Section 6 draws final conclusions.

2. Industry 4.0 Background

The birth of the fourth industrial revolution, namely Industry 4.0, is assumed to coincide with the
Industrie 4.0 initiative [13]. Industrie 4.0 is a strategic initiative included by the German government
as part of its High-Tech Strategy 2020 Action Plan, according to which the Internet-based technologies
are used to improve all industrial processes, from manufacturing to distribution, from sales to
post-sales. In the same period, similar initiatives were undertaken by other countries, such as Internet
+ in China [11] and Industrial Internet in the USA [3]. All of them moved from the consideration
that new paradigms such as Internet of Things (IoT), Cyber-Physical Systems (CPS), crowdsensing,
crowdsourcing, cloud computing and big data, which were already being used to turn “normal”
environments into smart environments (e.g., Smart Homes, Smart Cities), could be integrated with
industry-related processes to enhance their performance.

Intelligence had been already introduced in industries thanks to embedded systems, i.e., systems
made of devices where sensors and actuators are embedded and connected to a control unit via
field buses [8]. However, traditional embedded systems are conceived as stand-alone systems.
The technologies introduced by Industry 4.0 enable communication and cooperation among devices
and stand-alone systems, so that a higher level of intelligence can be provided to industrial
processes [8,14]. More specifically, there are two ways in which communication can provide intelligence
to objects: (i) less capable objects can leverage the resources of smarter objects, whether they are located
nearby or remotely (e.g., cloud computing). Accordingly, less powerful objects typical of the industrial
scenario, such as sensors and RFID (Radio Frequency Identification) tags, can cooperate with other
more powerful objects to perform smarter applications; (ii) communication can be used by objects
that are already smart, such as smartphones, to “augment” their intelligence thanks to information
collected by distributed objects, whether it is objective, coming from measures collected by sensors, or
subjective, provided by humans. This is the concept on the basis of crowdsensing and crowdsourcing,
where big amounts of data gathered by multiple nodes are processed to get more complex information.

According to these considerations, seamless ubiquitous Internet access, communication between
intelligent machines and advanced analytics methods are to be considered the pillars of Industry 4.0
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revolution [3], fostered by the IIoT [4,5] and CPPS [6] paradigms. These components will be analysed
in the following.

2.1. Ubiquitous Internet Access

Industrial environments have been characterised by devices connected through wired communication
media working over industrial protocols [15]. Indeed, considering the stringent requirements related to the
control of industrial processes, cables are the most straightforward options in terms of reliability, security,
latency and resilience to interferences. Nevertheless, wireless networks offer significant advantages with
respect to wired ones [16,17]:

• Since they are not limited by a cable, they are quick and easy to deploy, even for hard to reach and
remote locations.

• They offer more flexibility and easily adapt to changes in the network configuration, thus
improving scalability.

• They enable device mobility, providing real-time Internet access anywhere and anytime.
• They are available in personal smart devices such as smartphones, tablets, and smartwatches,

which are equipped with a large number of sensors. Therefore, they can provide relevant information
about the owner, enabling applications related to, for example, employee monitoring or customer
feedback collection.

For these reasons, and in order to meet the requirements that are typical of industrial environments,
specific Industrial Wireless Network (IWN) solutions have been developed. Compared to traditional
wireless networks, IWNs have to address the following issues [17]:

• Interference and path loss: industrial environments are characterised by challenging conditions,
due to the presence of dust, vibrations, heat, obstacles, critical temperatures and humidity
levels. Furthermore, the presence of motors, metal obstacles and other wireless communications
introduces severe signal interference.

• Latency: industrial processes are typically required to have real-time or quasi-real-time
performance, hence latency has to be kept low. Nevertheless, higher energy amounts and costs
are needed to reduce latency, and this might affect nodes’ lifetime.

• Changing location: industrial processes may be location-dependent, meaning that node location
may be a parameter for the process to be carried out. Therefore, node location should be always
known, even when they are mobile. Accordingly, localization and tracing mechanisms need to
be introduced.

• Security and privacy: since wireless signals can be easily intercepted, they are much more
susceptible to security and privacy attacks (e.g., jamming, spoofing, packet sniffing) with respect
to wired signals. For this reason, specific security and privacy-preservation technologies have
been developed, so that industrial processes and employee/customer data are not threatened.

The evolution of wireless solutions to meet these requirements enables ubiquitous Internet access
even for harsh scenarios and demanding processes such as the industrial ones. Therefore, everyone
and everything will be connected: people to people, people to objects, people to services, and objects
to objects [11]. A further evolution would be the introduction of hardware and software handover
mechanisms, which would make seamless communication possible.

2.2. Machine-to-Machine Communication

The Industry 4.0 paradigm is based on machines, devices, logistics and humans connected to
each other to exchange data, process them and make decisions based upon them, while appropriately
coordinating in a ubiquitous and ad hoc manner thanks to M2M communications [15]. According to
this vision, objects are equipped with communication capabilities that enable them to be autonomous
and self-organizing [18]. As discussed in the previous subsection, Internet access is going to be
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ubiquitously available in industrial environments, thus providing connectivity to all the involved
objects. Nevertheless, not only smart objects are going to be part of Industry 4.0. Thanks to the
evolution of Micro-Electro-Mechanical Systems (MEMS) technology, tiny low-cost low-power sensors
with communication interfaces have started to be embedded into the most various objects. Some examples
are: RFID tags that are placed on products for supply chain management and energy harvesting sensors
supplied by machinery vibration, used to monitor manufacturing processes. Since they are developed to
energy-efficiently transmit data, they are not provided with high computational capabilities, thus relying
on other objects’ intelligence for their cooperation- and organization-related tasks. For this reason, M2M
communication is ensured not only among physical objects but also among their digital counterparts
residing in the cloud [19]. Data are then stored and/or processed in the cloud, which provides to the
system the resources that it needs. In this case, since data cannot be immediately associated with the
object that produced them, and their location and time, appropriate mechanisms have to be applied to
ensure that integrity and consistency are maintained [17].

The choice of using local or remote resources basically depends on the application that has to be
performed by the system and the location of the required resources, i.e., sensing and/or processing
capabilities, and storage capacity [20]. If the required resources can be provided by objects that
are located close to each other, objects can be able to form a connected group, preferably relying
on short-range communication technologies. In this case, the management of resources should be
carried out as close as possible to the point where they are used. On the other hand, if the objects that
are involved in the application execution cannot directly contact local objects that can provide the
required resources, other remote objects can be contacted. Depending on the position of these remote
objects with respect to the core network, we can refer to fog/edge computing [21] or cloud computing
technologies.

2.3. Advanced Analytics

As introduced in the previous subsections, ubiquitous Internet access, IoT, M2M communication, and
cloud computing are among the enabling technologies of Industry 4.0. They are used to collect and handle
huge amounts of data (big data) that can be used to achieve in-depth understanding, gain insights and
perform discoveries for accurate decision-making that will guide industrial processes [7]. Wide ranges of
data can be integrated for this purpose, both structured and unstructured, from historical to real-time,
coming from the most diverse sources, e.g., sensors, machines, products, workers, and customers.
In particular, people will be among the most valuable data sources in Industry 4.0, for example: feedback
from customers will be used to improve mass customization [22] and data gathered from worker devices
will be used for network collaboration [7]. In this context, crowdsensing and crowdsourcing, often referred
to as mobile crowdsensing and mobile crowdsourcing, provide a new way to collect data collaboratively,
by exploiting the pervasive presence of Internet-connected geolocated smart user devices, such as
smartphones, smartwatches and tablets [12]. In crowdsensing [23], these devices serve as moving sensors
to collect data from different places. In crowdsourcing [24], the objective is for users to complete a task,
usually consisting of providing feedback. In the following, when no further differentiation is needed,
MCS will be used to refer to both mobile crowdsensing and mobile crowdsourcing. Although these two
novel paradigms are very powerful, as they enable the collection of massive amounts of useful local data
and information in a cost-effective and scalable way, they have not been widely used in industries yet,
due to the strict requirements that characterize this environment [12].

3. Application Domains

As emerged from the previous section, Industry 4.0 will address several issues that are typical of
industrial environments. In fact, the main objective of Industry 4.0 is to improve the perceived quality
of products according to customers’ feedback, while optimizing the related industrial processes by
increasing their flexibility, speed, productivity and quality [25]. Accordingly, the following application
domains are the levers that will drive the development of Industry 4.0 [9,12,26]. Figure 1 shows
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the enabling technologies of Industry 4.0 and their related application domains. The subdivision of
Industry 4.0 applications into application domains is depicted in Figure 2.

Figure 1. Enabling technologies and application domains in Industry 4.0.
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Figure 2. Application domains and related applications in Industry 4.0.

3.1. Asset Utilization

Thanks to ubiquitous Internet access and M2M communication, it will be possible to know
anytime and anywhere the state of industrial assets. This is related not only to their current condition
but also to their location. Some embedded sensors, such as RFID tags, will be used to locate assets
that can be moved from one place to another, thus improving asset tracking and reducing inventory
management costs and mistakes [27]. Furthermore, data gathered from sensors embedded into assets or
workers’ personal devices will be used for environmental monitoring, to ensure that working conditions
are good [28]. Smart meters will be used to collect information on energy consumption, which can
be later analysed to find optimal energy utilization patterns [10]. Analysis of data coming from
asset monitoring will be used for fault detection and predictive maintenance purposes [29]. Based on
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the acquired information and also taking advantage of M2M communication, assets will be remotely
controlled to improve industrial processes [30] .

3.2. Quality Control in Manufacturing

As introduced above, data collected during asset utilization monitoring can be analysed to
improve the quality of industrial processes, e.g., through fault detection, predictive maintenance
and energy consumption monitoring. Accordingly, critical conditions will be detected and real-time
yield optimization solutions will be identified [31]. Statistical Process Control (SPC), Advanced Process
Control (APC) and Six Sigma strategies can be used on such data to enhance process control [32].
Big data will play a key role, as advanced analysis techniques will be used to compare and interpolate
data collected from sensors with related information that is made available on the cloud, so that more
efficient solutions can be elaborated [33]. For example, data collected while monitoring some unusual
behaviour of a machine can be analysed with data on the cloud to find similar patterns that suggest
possible solutions already implemented by others in similar situations.

3.3. Supply Chain Management

Embedded sensor data will be used not only inside industries during manufacturing processes but
also outside of them, in order to improve supply chain performance. Combining the RFID technology
with ubiquitous Internet access, real-time monitoring of location and condition of products during their transit
will be made possible [34]. Accordingly, logistic tracking will be made easier and less prone to mistakes [35].
Data about products, destinations, drivers and warehouse requirements will be analysed and processed
along with data about traffic and weather conditions for optimal route planning [36]. Sensors will be also
used to perform real-time quality checking [37], i.e., to monitor the condition of products, their packaging,
and their location. This will be particularly useful to ensure that products with particular requirements,
e.g., temperature for frozen food, are conveyed in the best possible conditions.

3.4. Product Monitoring

Directly connected to supply chain management is product monitoring, which refers to the
activities that are associated with the product from the moment it actually becomes a product within
the manufacturer’s premises, to the one it is purchased and used by customers. This includes real-time
monitoring of location and condition, logistic tracking and quality checking, which are explained above
in the previous subsection. Besides the objective parameters related to the product quality, mainly
regarding defect tracking, product monitoring also refers to the subjective assessment of their quality.
To this end, customer feedback and market analysis are required [38,39]. Thanks to modern smart devices,
these activities are performed in an easier, more efficient and cost-effective way: feedback will be
gathered using the mobile crowdsourcing paradigm, data coming from customers will be integrated
with market-related data and, based on them, advanced analysis techniques will be used to generate
relevant KPIs (Key Performance Indicators). Furthermore, thanks to the integration of customer
feedback with product tracking, data-driven demand prediction will be enabled [40]. Therefore, it will be
possible to optimize production and supply chain processes.

3.5. Workplace Safety

Another important issue in the industrial environment is related to workers’ safety. Indeed, workplace
hazards and faults can be easily and promptly detected thanks to personal monitoring and environmental
monitoring [41]. In Industry 4.0, enabling technologies for workplace safety are embedded sensors placed on
assets and workers’ personal devices that, thanks to M2M communications, can be used to raise an alarm
as soon as a possible hazard is detected. For example, smart helmets [42,43] can be used and integrated
with information coming from static sensors, in order to monitor CO2, SO2, SH4, wind speed, humidity
and temperature.
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4. Industry-Related Challenges and Opportunities

In order for the application domains analysed in Section 3 to work properly, there are crucial
requirements that characterise Industry 4.0 that need to be satisfied. As identified by the IEEE Time
Sensitive Networks (TSN) Working Group (WG), the main challenges that need to be faced before the
Industry 4.0 vision becomes a reality are [7,44,45]:

• reduce latencies and ensure accuracy independently from the physical medium: the majority
of industrial applications require real-time and deterministic responsiveness. This is already
ensured by typical communication standards used in industrial scenarios (e.g., PROFINET, HART),
but with the introduction of wireless communication standards and devices with heterogeneous
characteristics, this performance might degrade. Indeed, existing communication standards
that are not conceived for industrial applications need to be adapted in order to take these
requirements into account, particularly introducing mechanisms for prioritization, time slot
allocation and synchronization. Furthermore, the use of different communication standards needs
to be performed seamlessly. These requirements need to be fulfilled even considering an increase
in demand;

• perform fault tolerance without additional hardware: reliability of data flows needs to be
ensured even in the event of faults and failures, without installing additional hardware that
would nullify the benefit of using the existing hardware to perform the applications. To this aim,
the IEEE TSN WG (Time-Sensitive Networking Working Group) is defining mechanisms that
allow replication and redundant transmission of data over several disjunctive paths;

• support higher security, safety and privacy: with the introduction of heterogeneous communication
media and protocols that are not conceived to work in an industrial environment, particularly
wireless, it is necessary to study new mechanisms that ensure safety and security. It should be
ensured that the production facilities and product itself do not threaten people and the environment.
Product misuse and unauthorized access to production facilities need to be prevented. Furthermore,
the acquisition of personal data about customers and workers introduces privacy issues that need to
be taken into account when designing and implementing an Industry 4.0 application [46];

• provide interoperability of solutions from different manufacturers: existing industrial hardware
mainly uses proprietary solutions to work and communicate with other devices. Indeed, one of
the major known issues related to the use of heterogeneous devices is interoperability between
newly installed devices and existing devices, particularly when existing devices are extremely
efficient, reliable and expensive, and their replacement would be difficult. Therefore, a set of uniform
standards needs to be developed so that a network between different factories and companies can be
connected and integrated.

When all these challenges will be satisfactorily met, the following objectives are envisioned to
represent the opportunities that will foster the spread of Industry 4.0 applications [7,13,47]:

• the improvement of industrial process management will lead to an improvement in the whole
production, mainly given by the reduction in production time. The increased level of integration
and data exchange will lead to an increase in the complexity of business processes and in the level of
automation ensured. Flexibility will be improved, as processes will be made more agile. Dynamic
and adaptive optimized decision-taking will improve productivity and efficiency: the lowest amount
of resources will be used to produce the highest volume of products, while minimizing emissions
due to production processes;

• improved working conditions will be ensured, both taking into account an improvement in security
and safety, and in working time, work organisation, and work-life balance. Indeed, thanks to the
improvements provided by the previous objective and to new technologies such as MCS and big data
analysis, new innovative services will be provided. This will not only create new value opportunities
but also enable diverse and flexible career paths that will allow people to work and remain productive
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for longer. Furthermore, this new flexibility will enable more flexible work organisation models,
which will gradually meet the growing need of employees to strike a better balance between their
work and private lives;

• new technologies, particularly with reference to MCS and advanced analysis, will be key not
only to improve production and working conditions but also for an improvement in customer
satisfaction. First off, optimized production processes and supply chain management will lead to
a supply that perfectly fits the demand. Furthermore, individual, customer-specific criteria will be
included in the design, configuration, ordering, planning, manufacturing and operation phases,
also incorporating last-minute changes, indeed enabling mass customization to be implemented.

5. Using MCS in Industry 4.0 Scenarios

5.1. Role of MCS in Industry 4.0

One of the key concepts that recur when talking about Industry 4.0 is the management, transmission,
analysis and storage of big amounts of data. Most of the complex processes described in the application
domains of Section 3, as well as the three objectives of improving production, working conditions and
customer satisfaction (see Section 4), are based on the processing and aggregation of data coming from
several different sources. It is evident that data handling will be pivotal for the implementation of the
industry-related complex processes.

From the previous Sections, three main data sources can be identified:

• assets and environmental monitoring. It is based on objective measurements performed by sensors,
mainly static or with a limited mobility range;

• products and workers monitoring. It is based on objective measurements performed by sensors,
mainly mobile and geolocated;

• workers and customers’ feedback. It is based on the acquisition of subjective feedback, mainly
mobile and geolocated.

Most of the applications described in Section 3 require a multitude of data to be enabled, data that are
later processed according to big data principles, with specific engines such as those described in [48–50].
In order to collect these different types of unstructured data coming from such heterogeneous sources,
the MCS paradigm can be used. As introduced in Section 2.3, MCS includes both mobile crowdsensing
and mobile crowdsourcing. Mobile crowdsensing makes use of mobile sensors to collect data from a
crowd of different sources. In mobile crowdsourcing, users are required to complete a task, usually
consisting of providing feedback [12]. As shown in Figure 3, MCS introduces a number of advantages in
industrial applications with respect to traditional sensor networks [12,51]: they make use of ubiquitous
Internet access to provide mobile and scalable measures; they do not need additional dedicated devices to extend
the existing industrial sensing system, as they use data coming from any device, especially personal
devices; they enable the acquisition of subjective assessments, in addition to objective measurements;
they can integrate human wisdom into machine intelligence; finally, industrial applications can benefit the
information-sharing and decision-making processes of the whole industrial society.

Taking into account the type of data acquisition required for each industrial application analysed
in Section 3, Table 1 compares MCS to traditional Industrial Sensor Networks (ISNs). MCS is based
on mobile data acquisition, whether through objective acquisition made by sensors and subjective
acquisition provided by users’ personal devices. Therefore, while it is not always the best solution in
asset utilization-related applications, it is particularly efficient, with respect to traditional ISNs, in the
other applications, which are improved by mobile acquired data and subjective data. Furthermore,
it enables the cost-effective acquisition of large amounts of data. This makes it not only the most
efficient solution in quality control, supply chain management and workplace safety applications
but also the only possible solution in some product monitoring applications, for which traditional
solutions would be too complicated, expensive and slow to be implemented.
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Figure 3. The advantages of using mobile crowdsensing and mobile crowdsourcing in Industry 4.0.

5.2. MCS Architecture for Industry 4.0

Based on the considerations of the previous sections, in order for MCS to be enabled in Industry 4.0
applications, there are some components that need to be included in traditional industrial communication
systems [12,52–54]. Figure 4 shows an explanatory MCS-enabled Industry 4.0 architecture. The main
components are explained in the following:

• MCS-enabled end device: it is a mobile device that is provided with communication interfaces
and enough computation capabilities to run the services that enable MCS in them. In particular,
specific interfaces to communicate with the components residing in the cloud are needed.
Furthermore, context-aware functionalities need to be implemented, so that data are collected
depending on whenever the context (e.g., position, time) is relevant.

• MCS-enabled gateway: since not all the end devices can be MCS-enabled, the MCS-enabled gateway
needs to provide the MCS functionalities to common nodes that do not have them. Hence, this gateway
provides interfaces so that common nodes can communicate with the MCS components in the cloud,
and augment data coming from these nodes with context-aware information.

• Semantic information manager: it is responsible for the management of the semantic data model
thanks to which a common semantic description language is used to provide context-awareness
to network nodes.

• Big data analysis manager: it receives the data collected by MCS-enabled nodes and gateways
and analyses them in order to provide relevant information for the application that needs to be
performed by the system.

• Security manager: provides security and privacy functionalities so that system nodes can
communicate without any threat, and personal information is kept safe from malicious attacks.
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Table 1. Industrial applications using MCS (mobile crowdsensing and mobile crowdsourcing) and traditional ISNs (Industrial Sensor Networks).

Application Acquisition Type Data Amount MCS Traditional ISN

Asset utilization

Asset tracking Mobile sensors on assets Medium Easy thanks to mobility Possible

Environmental monitoring Static and mobile sensors on walls
and assets Medium Easy thanks to mobility Easy using static sensors

Energy consumption Static sensors on assets Low Not possible Easy thanks to static sensors

Fault detection and predictive maintenance Static sensors on assets; mobile
sensors on workers’ equipment Medium Easy thanks to mobility Easy using static sensors

Quality control

Real-time optimization Static and mobile sensors on assets
and workers’ equipment Medium to large Easy thanks to mobility

and scalability Possible thanks to static sensors

Advanced analytics
Static and mobile sensors on assets,
workers’ equipment and workers’
personal devices

Large
Easy thanks to mobility,
scalability and use of
personal devices

Limited to static sensors

Supply chain management

Real-time monitoring Mobile sensors on products and
vehicles; workers’ personal devices Medium to large Easy thanks to mobility and

use of personal devices Limited to workers in charge of this task

Logistic tracking Mobile sensors on products and
vehicles; workers’ personal devices Medium to large Easy thanks to mobility and

use of personal devices Limited to workers in charge of this task

Route planning
Static sensors for roads’ condition;
mobile sensors and personal devices
on vehicles

Medium to large Easy thanks to mobility and
use of personal devices Limited to static sensors

Quality checking Mobile sensors on products and
vehicles Medium to large Easy thanks to mobility Limited to workers in charge of this task

Product monitoring

Real-time monitoring Mobile sensors on products and
vehicles; workers’ personal devices Medium to large Easy thanks to mobility and

use of personal devices Limited to workers in charge of this task

Logistic tracking Mobile sensors on products and
vehicles; workers’ personal devices Medium to large Easy thanks to mobility and

use of personal devices Limited to workers in charge of this task

Quality checking Mobile sensors on products Medium to large Easy thanks to mobility Limited to workers in charge of this task

Customer feedback Customers’ mobile personal devices Medium to large Easy thanks to mobility and
use of personal devices Difficult and expensive

Market analysis Customers’ mobile personal devices Large Easy thanks to mobility and
use of personal devices Difficult, expensive and slow

Data-driven demand prediction Customers’ mobile personal devices Large Easy thanks to mobility and
use of personal devices Difficult and slow

Workplace safety

Personal monitoring Mobile workers’ personal devices
and equipment Medium Easy thanks to mobility Difficult

Environmental monitoring Static and mobile sensors on walls
and assets Medium Easy thanks to mobility Easy using static sensors
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Figure 4. Example MCS-enabled architecture for Industry 4.0.

5.3. Challenges and Open Issues

Although Industry 4.0 could greatly benefit from the use of MCS, as proved by the number of
industrial applications that would be easily enabled according to Table 1, there are still some open
issues that need to be addressed.

The use of personal data coming from personal devices introduces security and privacy issues,
particularly with reference to workers’ and customers’ location. It is extremely important that personal
data are secured and leakages are prevented. Nevertheless, this issue tends to fade once data are
aggregated.

Although traditional ISNs are usually more expensive and less scalable, they are also more
robust and reliable: in ISNs, once sensors are installed, the covered area is guaranteed to be monitored,
provided that there are no failures. With MCS, the covered area cannot be known a priori nor
guaranteed. Furthermore, the quality of measurement is usually lower.

Handling big amounts of data that need to be transmitted, processed and stored, resource allocation
becomes a crucial aspect to be considered, especially considering that battery-powered devices are
used. Task assignment techniques need to be implemented [55], so that mobile devices, particularly
personal devices, are not overloaded.

Finally, considering only mobile crowdsourcing, recruiting and retaining mechanisms for workers
and customers that can provide relevant feedback need to be studied, along with techniques to
incentivize them when they complete a task [56]. The drawback that cannot be overlooked is that,
when incentives are given, people tend to complete as many tasks as possible, even giving inaccurate
information or reducing workers’ efficiency.

6. Conclusions

In this paper, a comprehensive study of the main technologies that are expected to enable the
fourth industrial revolution is presented. The main elements that will foster the spread of Industry 4.0
applications, i.e., ubiquitous Internet access, M2M communication and advanced analytics, are first
investigated. Then, the main applications that are expected to be enabled by Industry 4.0 are surveyed.
Five application domains have been identified: asset utilization, quality control in manufacturing,
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supply chain management, product monitoring, and workplace safety. Based on the previous analysis,
the challenges that are expected before Industry 4.0 can actually see the light, and the opportunities
that will be made available are analysed.

From the previous considerations, it has become evident that the impressive amount of data
coming from the crowd of sensors and personal devices that characterise the industrial environment
can be used to achieve in-depth understanding, gain insights and perform discoveries for accurate
decision-making. Therefore, the use of crowdsensing and crowdsourcing represents a benefit for
Industry 4.0. The introduced advantages are significant: mobile and scalable measures are provided;
new areas can be monitored without the need for additional dedicated devices to be installed; subjective
assessments can be easily and cost-effectively collected; human wisdom can be straightforwardly
integrated into machine intelligence; information and decision-making processes can be shared among
the whole industrial community. Nevertheless, as discussed in the final part of the paper, there are still
some open issues that need to be addressed before MCS can be effectively integrated into Industry 4.0.
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