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Abstract

One of the major driving forces of the service and network’s provider market is the
user’s perceived service quality and expectations, which are referred to as user’s Quality
of Experience (QoE). It is evident that QoE is particularly critical for network providers,
who are challenged with the multimedia engineering problems (e.g. processing, com-
pression) typical of traditional networks. They need to have the right QoE monitoring
and management mechanisms to have a significant impact on their budget (e.g. by
reducing the users‘ churn). Moreover, due to the rapid growth of mobile networks and
multimedia services, it is crucial for Internet Service Providers (ISPs) to accurately
monitor and manage the QoE for the delivered services and at the same time keep the
computational resources and the power consumption at low levels.

The objective of this thesis is to investigate the issue of QoE monitoring and
management for future networks. This research, developed during the PhD programme,
aims to describe the State-of-the-Art and the concept of Virtual Probes (vProbes). Then,
I proposed a QoE monitoring and management solution, two Agent-based solutions for
QoE monitoring in LTE-Advanced networks, a QoE monitoring solution for multimedia
services in 5G networks and an SDN-based approach for QoE management of multimedia
services.
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Chapter 1

Introduction

1.1 Motivation

Recent reports on the usage of data services [1] present a significant increment in data
traffic by 60% from 2015 to 2016. This increment is due to the increment of the mobile
subscriptions and the increased data traffic per subscriber, which is mostly triggered by
the evolution of the applications and the Internet of Things (IoT). Moreover, cellular
connectivity becomes a vital access methodology due to the increase of pervasiveness
of mobile broadband. Until then, ETSI released an improved version of LTE which is
considered as “4.5G”, called “LTE-Advanced Pro” (3GPP Release 13) [2], and co-exists
with the existing LTE networks. LTE-Advanced Pro (LTE-A Pro) has increased the data
rates and the spectral efficiency compared to LTE. Moreover, it has become a significant
trend on the networks domain, and a high QoE will come with excellent 5G experience by
LTE-A Pro networks. In 5G networks, operators will employ efficient and cost-effective
solutions in order to preserve CAPEX and impact users’ QoE. Furthermore, 5G will
be designed to utilize the scarce spectrum more efficiently. New management schemes
and resource allocation techniques will be applied for this improvement. Moreover, the
5G networks focus on a more personalized communication experience using network
adaptation and spectrum choice to user requirements and experience.

Future networks will rely on heterogeneous infrastructure that includes physical
and virtual resources and a significant amount of multimedia traffic. The expected
explosion of traffic will lead to inefficient utilization of resources which necessitates
future network resources to be unified and dynamically pooled, as well as offered as-a-
Service to multiple end-users. Furthermore, issues such as lack of flexibility and agility
are going to be observed, especially in the case of new multimedia services such as
telemedicine. In today’s competitive environment, users have the option to choose from
a variety of Service Providers because their expectations have increased. Therefore,
service availability is not enough anymore. Now, they need to consider as key metrics,
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the end-user experience levels by measuring the efficiency and effectiveness of the service,
and the service levels for availability, as contributing factors to the end-user experience.

Thus, Service Providers must deliver their services in such a way that users will
thoroughly enjoy a rich experience at a logical price with an improved Quality of
Experience (QoE).

The European COST Action IC1003 “ QualiNet” defines QoE as [3]: “Quality of
Experience (QoE) is the degree of delight or annoyance of the user of an application
or service. It results from the fulfilment of his or her expectations with respect to
the utility and or enjoyment of the application or service in the light of the user’s
personality and current state.” Thus, QoE is defined as the measure of how well
a system or an application meets the user‘s expectations. QoE is different from
Quality of Service (QoS), which focuses on measuring performance from a network
perspective. With no doubt, QoE is directly related to QoS. In the case of multimedia
engineering problems (e.g. processing, compression) in traditional networks, there is
a challenge for Service Providers. They need to have the right QoE monitoring and
management mechanisms to have a significant impact on their balance sheets (e.g. by
reducing the users‘ churn). According to Qualinet [3], the QoE is influenced by many
factors which can be categorized into three groups namely, Human (e.g., related to
demographic characteristics), System (e.g., related to technical quality characteristics of
an application/service) and Context (e.g., related to user‘s environment). Considering
the bandwidth increase that is expected in future networks, such as 5G networks, and
the rapid expansion of multimedia services, it is evident that, the end-users demand for
even higher quality media content will also be increased.

Moreover, due to the rapid growth of mobile networks and multimedia services, it
is crucial for Internet Service Providers (ISPs) to accurately monitor and manage the
QoE for the delivered services and at the same time keep the computational resources
and the power consumption at low levels. Moreover, during the last years, ISPs are
trying to provide the best service that the network allows and to estimate perceived
QoE of end-users. For QoE estimation and optimization, the operators monitor QoE at
the application level. Also, they monitor the network performance to identify network-
related QoE performance issues, retrieve application-aware and location-aware QoE
data, complemented by network Key Performance Indicators (KPIs). Many factors
influence the QoE of a user such as the time, the kind of application, user’s device,
user’s location. So, there is a need for flexible monitoring and management systems
that take into account these influence factors, without increasing the cost and avoiding
customer churn. They should adopt a QoE monitoring solution that fulfils the following
requirements [4]; (a) monitor parameters related to applications, network, user and
context, (b) implement techniques to acquire user’s preferences or expectations for a
service and (c) make available the monitoring results to use them for the network and
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QoE management.
The objective of this thesis is to propose QoE monitoring and management ap-

proaches for future networks such as the QoE-Agent and the virtual Probes.

1.2 Thesis structure

In Chapter 2, I describe the State-of-the-Art and the main concepts used in this
thesis. At first, I describe the 4th Generation of networks and more precisely about the
LTE-Advanced networks, their architecture and its components. Similarly, I describe
the characteristics of 5G networks with emphasis on their flexibility that leads us
to the softwarization concepts. With these in mind, I identify the advantages and
disadvantages of virtualization technology. At the same time, I describe the SDN
and the NVF concepts, Cloud computing and Mobile Edge Computing concepts, and
I mentioned the advantages and disadvantages of them. I continue with the QoE
definitions and the QoE assessment methods (e.g. objective and subjective). I mention
the stages of a monitoring process and the methodologies (e.g. active and passive).
Then, I describe the QoE monitoring process, with an emphasis on 5G networks, and I
describe the methodologies that used (e.g. offline and online). QoE influence factors
are described afterwards. Moreover, I describe the ARCU model and the QoE Agents
that used during this thesis. In the end, I describe the procedure of troubleshooting,
the concept of Big Data and Social IoT that are used in my QoE monitoring solutions.

In Chapter 3, I describe the State-of-the-Art regarding the concept of Virtual Probes
(vProbes). The network virtualization allows the development of new monitoring tools
such as the vProbes in the form of VNFs and they can be used to monitor the traffic
between network elements. The vProbes deployed in any time and place and they have
common features with the physical probes. However, they can be deployed in virtual
and physical environments. In 3 based on the literature review, I present a taxonomy
of the applications domains that a passive vProbe can be applied. I have identified
four application domains: network monitoring, QoE monitoring, troubleshooting and
other cases such as trace information leaks and malware behaviour. In each domain,
the authors follow a “software-based” approach or a “hybrid” approach.

In Chapter 4, I describe the QoE estimations models that were used during this
thesis. In most of the cases, the application was a video streaming service. Thus I used
the same model or variants of it. First, I describe the “eMOS” model that is a QoE
psychometric model. Then, I describe the Task, Network and Task Assignment model
that I proposed and used in Chapter 6. Afterwards, I describe the QoE estimation
model that was used by the QoE-Agents in Chapter 7. Then, I describe a model that
extends the model, as mentioned earlier by considering accuracy. In the end, I describe
a QoE estimation model which is a combination of Task Assignment model and the
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QoE estimation model used by QoE Agents.
In Chapter 5, I describe the concept of vProbes. The network virtualization allows

the development of new monitoring tools such as the virtual probes (vProbes) in the
form of Virtual Network Functions (VNFs). The vProbes deployed in any time and
place that the network provider needs them [5]. They have common features (are
described in Section 5.2.1) with the physical probes, but they can be deployed in virtual
and physical environments.

vProbes in the form of VNFs are used in many cases for the following reasons [6]:

1. OPEX/CAPEX reduction, through reduced equipment costs and reduced
power consumption. The reduction of power consumption comes from the fact
that VNFs can be turned off automatically when they are not needed. From the
operator’s perspective, vProbe removes the need for private probe appliances such
as network taps.

2. Scalability/Flexibility. The operators can rapidly increase network analytics
capacity when needed, by adding a vProbe instance on additional VMs on the
same hardware, keeping CAPEX/OPEX under control. The vProbes are scalable
and they can automatically “scale-up or scale-down” as needed with the other
NFV infrastructure being monitored, offering network elasticity.

3. Support of virtualization. Many network operators are moving to virtualiza-
tion. Thus, the problem with legacy physical probes is that they do not have
access to internal VM-to-VM communication between network elements hosted
on the same server because they are hardware-based and they do not have any
knowledge on the virtualized network.

The main objectives of this research were to investigate the role of vProbes, to
explore the literature, and observe the applications domains where a vProbe can be used.
Based on this analysis, in this work, I provided a comprehensive definition of vProbe.
I investigated the vProbes, their differences and similarities with the physical probes,
their requirements, their functionalities, their challenges and I proposed an NFV-based
architecture in order to describe how a vProbe can be used in a real scenario. Moreover,
I used the concept of vProbes in the QoE monitoring and management solution in
Chapter 6.

In Chapter 6, I describe a QoE monitoring and management solution. Given the
fact that the estimation and modelling of QoE have gained considerable attention
among service providers and network operators in the last years, properly designing a
QoE monitoring and management infrastructure is necessary [7]. Indeed, providers are
interested in QoE because the competition has grown and they need new aggregated-
value solutions to decrease the number of clients who are churning because of quality
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dissatisfaction. Thus, a new flexible framework is proposed to address the need of
network providers to improve user satisfaction and decrease churn. Therefore, in Chapter
6, I presented my solution that includes a framework, an SDN-based architecture and a
platform. The proposed framework considers many functional requirements (in terms
of QoE Influence Factors (IFs) and a QoE-related parameter (user satisfaction). Then I
applied my proposed framework to an SDN-based architecture, and then the architecture
is deployed in the proposed QoE Monitoring and Management Platform, called “QoE
Mo-Ma”.

The advantage of this solution is that it is flexible and can be used in a multi-
application multi-context scenario. Using the proposed strategy, the operator can
plug’n’play the QoE models that choose in order to estimate the user‘s satisfaction.
When demonstrating the efficacy, I targeted to evaluate the QoE level of an adaptive
video streaming service. In order to do that, I answered three questions: (i) item Which
information needs to be collected?, (ii) From where I retrieve information?, and (iii)
How will I do that?. The “Which information” is determined by the selected QoE
parameter (in my case is the satisfaction). “Where” and “How” depended from the
approach that I had implemented (e.g. SDN-based approach).

In Chapter 7, I describe two Agent-based solutions for QoE monitoring. I employ
distributed monitoring agents, called “QoE Agents”, in the form of Virtual Network
Functions (VNFs) that monitor different QoE influence parameters.

The objective of the first solution [8] was to propose a strategy applied in an LTE-A
Pro network, in order to estimate user’s QoE in real-time using QoE-Agents based on
a QoE-layered model. Our strategy considers the accuracy of the measurements, the
network load, as well as the application and network parameters. The contribution
of this work is that it presents the flexibility of the QoE-layered model, since it is not
restricted to a specific estimation model, but it can also include many models depending
on the needs of the network provider. Also, it shows if the QoE-Agents are an efficient
solution for a network provider in order to monitor the QoE level. The novelty in the
technical part of the proposed solution is the implementation of the evaluation system,
which identifies the most suitable monitoring frequency.

In the second solution [9], the primary target was to estimate user’s QoE by
considering different Influence Factors (IFs) such as those related to the application,
context and network and propose a monitoring algorithm. At the same time, this QoE
monitoring solution satisfies the following two requirements: i) the desired level of
accuracy in the monitoring results and ii) desired limit in the required resources for the
monitoring. The proposed monitoring procedure measures network load, computational
resources as well as network latency and then dynamically adjusts the monitoring
frequency. The aim was to reach the desired level of accuracy of the QoE estimations
avoiding an unnecessary increase in the usage of computational resources and network
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load caused by the monitoring procedures themselves. The proposed solution and
algorithm applied to an LTE-Advanced Pro network since most of its components can
be virtualized and extended based on ISP’s needs. The advantage of the proposed
approach is its capability to adjust the monitoring frequency while considering the
accuracy of the QoE estimations.

In Chapter 8, I propose an SDN-approach for QoE management of multimedia
services using resource allocation. I based on the concept of “network softwarization”
that uses Software-Defined Networks and Network Function Virtualization (NFV)
to execute any network functions and networked services as applications on Virtual
Machines (VMs) which are allocated dynamically on general-purpose hardware. SDN
and NFV are considered as key enabling technologies and an appealing solution for
5G networks. Motivated by the opportunities provided by these technologies, this
work presented an SDN-based approach for QoE management of future multimedia
services through QoE-driven network path assignment. I applied task-level scheduling
intending to assign tasks related to a multimedia application to network elements. To
achieve this goal, I developed a QoE-driven dynamic task allocation scheme for adaptive
video streaming over SDN/NFV enabled networks. After all, I wanted to deploy new
applications, services and infrastructures in order to meet future changing business
goals while succeeding high level of end-users’ QoE.

In Chapter 9, I propose a QoE monitoring solution for multimedia services in
5G networks that includes QoE agents [8] in the form of Virtual Network Functions
(VNFs) in order to monitor user’s satisfaction while decreasing the user traffic and
the complexity during the QoE monitoring. The QoE agents are deployed in different
network locations, and they can collect QoE related parameters and based on them to
estimate the QoE level using the most suitable QoE models. The QoE agent’s relocation
from their conventional places to other places can provide economic benefits and can
improve flexibility and scalability. The QoE agents can be deployed in the Network
Edge using the Mobile Edge Computing (MEC) paradigm, in a Data Center using
Cloud Computing paradigm, in the Core Network, in user’s premises or they can be
distributed. Thus, in this work, I proposed a QoE agent placement solution in order
to monitor the QoE level for a variety of services. In this work, I proposed a model
to optimize the QoE agent’s performance. Their performance can be improved by the
proposed algorithm, which efficiently selects the lowest number of monitoring locations
that reduce the complexity and the traffic during a QoE monitoring. I formulate
the problem of QoE agent placement problem in a “QoE-monitoring” scenario for an
adaptive video streaming service. Preliminary results show that the most cost-effective
and efficient approach is to follow a distributed approach and deploy the QoE agents in
NFV-capable network devices and the Cloud. By following this approach, I can leverage
from the real-time insights.
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In Chapter 10, I describe our conclusions and mention our future work.
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Chapter 2

State-of-the-Art and Main Concepts

2.1 4G Networks

3GPP Long Term Evolution (LTE) standard is part of the 4th generation of networks and
became the fastest and more consistent technology compared to competing technologies
such as WiMAX. It was designed to provide broadband high-speed data service with
very low latency, and it is capable of supporting innovative new services, providing a
high quality of experience.

Last years 5G networks brought an adequate answer to the exponential increase of
mobile Internet traffic. LTE-Advanced Pro improves the users’ experience because both
bandwidth and spectral efficiency have increased, whereas the latency is reduced [10].
An LTE-based architecture includes the Evolved-UTRAN (E-UTRAN) and Evolved
Packet Core (EPC) network, as shown in Figure 2.1.1. LTE-A includes the Evolved-
UTRAN (E-UTRAN) and Evolved Packet Core (EPC) network. The E-UTRAN is
responsible for all radio-related functions, and it is composed by eNodeBs (eNBs) which
are interconnected with each other and to the EPC as presented in Figure 2.1.1. The
EPC includes the following logical nodes [2]: (1) Packet Data Network Gateway (PGW)
performs IP address allocation for the users and QoE enforcement, (2) Serving Gateway
(SGW) is a local mobility anchor for data bearers when the user is moving between
eNBs, (3) Mobility Management Entity (MME) is responsible for bearer management
and connection management, (4) Home Subscriber Server (HSS) is a repository of
all subscriber and service-specific information and contains user subscription data,
(5) Policy Control and Charging Rules Function (PCRF) is responsible for policy
control decision-making and controls the flow-based charging functionalities, (6) Traffic
Detection Function (TDF) provides information about the detected traffic at the
user plane, detecting the application ID and its description, (7) Subscription Profile
Repository (SPR) is a database storing information related to network usage policies
of a user such as charging related information and (10) Application Function (AF)
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provides information about the session characteristics such as media type.

Figure 2.1.1: Overall LTE network architecture

2.2 5G Networks

5G is an evolving standard which was introduced by 3GPP and ITU. It is a successor
to the current 4G cellular standards (LTE or LTE-A) to address the increase of traffic
volume, the inflexibility of the hardware-based architectures at these networks. The
vision of 5G services has been developed based on three scenarios [11], i.e. Enhanced
Mobile Broadband, Ultra-reliable and low latency communications, and massive machine-
type communications. The 5G specification includes technologies such as high-frequency
mmWave base stations, beamforming and massive-input and multiple-output (MIMO),
and changes related to infrastructure network slicing and data encoding. The evolution
toward 5G mobile networks is characterized by an increasing number of wireless devices,
increasing device and service complexity, and the requirement to access mobile services
ubiquitously. Moreover, the 5G standard proposes better performance “Key Performance
Indicators (KPIs)” [11], some of these are traffic volume density, experienced end-user
throughput, latency, reliability, availability, retainability, energy consumption and cost.

Moreover, one of the main features of 5G is end-to-end flexibility. This flexibility
will come from the concept of “network softwarization”, the ability to create highly
specialized network slices using advanced Software-Defined Networking (SDN), Network
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Function Virtualization (NFV) and cloud computing capabilities. Virtual Network
Infrastructures can be built faster and on-demand along with their VNFs. Meanwhile,
there is a trend for decentralization of the cloud architecture, in the format of federated
networked cloud (e.g. edge computing), which allows the placement of VNFs near to
the end-users. By this decentralization, the end-to-end communication path can be
reduced between the corresponding servers and the users, which can improve the user’s
QoE [12].

2.3 Softwarization concepts

The last years we are closer to the implementation of 5G networks that support virtual-
ization of network functions and flexible placement, flexible deployment and management
of resources, network programmability and multi-domain control management and or-
chestration and multi-tenancy support. The 5G networks are based on a comprehensive
software system using all the available physical or virtual resources in a network. The
network functions are becoming software only. Thus the network infrastructure is more
flexible, and parallel deployments of multiple dedicated networks are enabled. The
network functions can be installed in the Edge Network in computing nodes in order to
provide differentiated services and resilience [13].

The ISPs can benefit from the NFV because they can increase their service value
and their revenue streams. Also, they can have lower implementation costs and lower
networking costs because the NFV can be placed in any NVF-able network device.
Distributed Network Function Virtualization (DNFV) [14] approach for ISPs delivers
new revenue opportunities via service agility, a quick introduction of new services,
significant reduction of OPEX/CAPEX, better user experience and thus lower churn
due to the fast and efficient delivery of services.

In Table 2.3.1, I have identify and present a few advantages and disadvantages of
Virtualization technology.

Table 2.3.1: Virtualization technology

Advantages Disadvantages
By virtualizing Core-Network Functions
and Radio-Access network functions, I are
able to reduce deployment cost and op-
erating cost [15].

Not all the services and applications can
be virtualized.

Operators deal with network traffic dy-
namically and in real-time [16].

It requires service chaining that must work
efficiently.

VNFs are more bandwidth-intensive
and compute-intesive [17].

It doesn’t have the same performance as
the physical resources.

More flexible service deployment due
to easier service innovation [17].

VNF management is a challenging task.
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Mobile networks evolved toward a software-defined infrastructure and apply virtual-
ization concept at the network edge. This evolution leads us to reconsider the mobile
network infrastructure and organization of the Radio Access Network (RAN) and the
Core Network (CN) by introducing new use cases for network monetization in order to
improve content delivery and user’s experience [18].

The limitations of the traditional network technologies, such as lack of scalability,
vendor dependency and network complexity, lead to the research of new technologies
such as SDN and NFV. Nevertheless, the concept of changing the network’s behaviour,
to meet the application’s requirements with efficient resource utilization, to improve
user’s satisfaction is not new [19][20] [21][4]. Thus, network providers need to deploy a
service with the optimal set of network resources and, to do that, the concepts of SDN
and NFV are introduced [22][23].

2.3.1 Software-Defined-Networks (SDN)

Moreover, the significant problems of current networking technologies are related to
the limitations in scalability, the fact that is often vendor dependent and that do not
support well dynamic service deployment [24]. The Software-Defined Networks (SDN)
approach is considered as a possible solution to overcome most of these issues. Note that,
one of the most popular deployed networks in the industry is Google’s OpenFlow-based
WAN, which is used as production network [25] presented at Open Network Summit
2012.

In traditional networks, the configuration of the control plane should be done in each
network device, and this is time-consuming because multiple devices should be configured
manually, and errors may occur. Nevertheless, traditional networks are static and do
not support the dynamic, scalable computing and storage, which is needed by modern
computing environments such as data centers [26]. These limitations lead to SDN that
are the future network architectures to create flexible programmable networks
through software applications that run on top of the SDN Controller and because
the control plane decoupled from the data plane. The SDN Controller is a logically
centralized entity that maintains a global state of the network. Thus, SDN supports
the centralization and abstraction because they allow network administrators to
divide and configure the network according to their needs without any knowledge of
the underlying network.

An SDN is divided into three parts, (i) the southbound part provides the necessary
interface between the SDN Controller and the SDN-based infrastructure (usually it uses
the OpenFlow protocol [27][28]), (ii) the SDN Controller runs the Network Operating
System (NOS) and includes the network and the control functions, (iii) the northbound
part provides an interface between the SDN applications and the SDN Controller [29]
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Figure 2.3.1: SDN-based architecture

[28]. Figure 2.3.1 describes the main components of SDN architecture.

2.3.2 Network Function Virtualization (NFV)

NFV aims at “Virtualizing Network Element or certain function of a network element
in service provider network by using commodity machines” [30]. The motivation
behind NFV is to use standard servers and commodity switches, to reduce the
costs to innovate services quickly, reduce power and space usage by using
commodity servers and standardized and open interfaces. The main parts of
an NFV architecture are the “Network Function Virtualization Infrastructure (NFVI)”,
the “VNFs”, the “Management and Orchestration” as shown in Figure 2.3.2. The NFVI
[31] the software or hardware environment where the VNFs are deployed, and it includes
the physical and virtual resources and the virtualization layer. The “Management and
Orchestration” entity is responsible for creating of end-to-end services between VNFs
and for resource management.

Both SDN and NFV focus on a software-centric network and try to leverage
virtualization and automation. From one side, the SDN separates the data plane
from the control plane, from the other hand, NFV decouples network functions from
specific hardware elements. Moreover, SDN requires a new network construction, NFV
can work on existing network resources, because it resides on servers and interacts with
specific traffic sent to them. NFV does not need SDN for its implementation (and vice
versa), but they can be implemented together [5][32][6].
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Figure 2.3.2: NFV Architecture

2.3.3 Mobile Edge Computing (MEC) and Cloud Computing

(CC)

The SDN and VNF paradigms[18] help the network operators to manage softwarized
network functions dynamically and transform their infrastructure using virtualization.
Based on these concepts, ETSI Mobile Edge Computing (MEC) paradigm specifies a
virtual platform at the mobile network edge that is called “MEC server” in order to
host third-party players’ applications. The MEC servers can be located at the Base
Stations such as eNodeBs or aggregation points. The virtualized edge platforms are
going to create new opportunities for network operators by leveraging the advantages
of virtualization, including automation, flexibility. MEC paradigm will lead network
operators to rethink the location of the network functions and will open the road for
the collaboration between network operators and service providers.

In Table 2.3.2, I have identify and present a few advantages and disadvantages of
MEC technology.

Edge Computing (EC) helps to ensure that the right processing takes place at the
right time and place achieving lower latency and realizing real-time analytics. However,
Data Centers achieve higher latency but are closer to business intelligence[38]. Further-
more, the Mobile Edge Computing (MEC) intends to improve the user’s experience
since it is close to end-users [39]. MEC is a layer between the Cloud servers and
the mobile devices, as shown in Figure 2.3.3. Thus, the infrastructure is shown as
a three-layer hierarchy [40]. The MEC servers collaborate with the Cloud servers to
support and improve the performance of the end devices. As the bottom layer “Mobile
devices” included the sensors, mobile devices, and social platforms which are in the
Core Network through the Edge Network (i.e. MEC, RAN) and the Core Network is
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Table 2.3.2: Mobile Edge Computing

Advantages Disadvantages
Reduce end-to-end delay by moving the
resources to the network edge [33] [34].

The cost of cloudlet provider depends
on the amount and the location of the
Cloudlets and their services [34].

Reduce task execution time and energy
consumption by offloading tasks to cen-
tralized Data Centers (Cloudlets) [35].

It is resources constrained. It has limited
computational resources because edge
devices have smaller processors and limited
power budget [36].

Support Big Data analysis in real-time
[34]

It can be accessed by different radio access
technologies. It needs to deal with the issue
of network switch management.

More flexible because it allows the use
of available computing and network re-
sources and it has a impact on QoE and
cost-efficiency [37].

It needs to deal with authentication, ap-
plication and data protection and data in-
tegrity.

Less network hops thus it can have reduced
latency.

connected to the Cloud Network. Due to the LTE RAN evolution, it is more feasible to
deploy MEC, which brings cloud services near to the mobile users. Thus, each edge
platform represents an edge cloud with applications and services to a specific mobile
environment.

Figure 2.3.3: The three layer architecture of MEC

In Table 2.3.3, I have identify and present a few advantages and disadvantages of
Cloud technology.

Based on the advantages and disadvantages of the MEC paradigm and Cloud
Computing, I noticed that the ideal solution is a combination of these two for the
following reasons:

• It supports location and context-aware services to improve QoE.

• It ensures scalability and load balancing to improve QoE.
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Table 2.3.3: Cloud Computing

Advantages Disadvantages
VNFs in Data Centers can help to facilitate
the dynamic service chaining required
to support the service and traffic demands
of the network [17].

Large end-to-end delays [33].

VNFs in Data Centers can offer more dy-
namic NFV deployment and more effi-
cient utilization of the network resources
[17].

Increased latency and limited bandwidth
prevent the use of real-time applications.
It can hold the data but not react on real-
time.

Store and manipulate huge amount of data. High intercommunication latency between
devices and Data Centers. This is solved
by the Fog Paradigm [41].

Multi-level authentication to resolve se-
curity issues.

There is location awareness [42].

• It presents low latency and high capacity virtualized services and resources.

2.4 Quality of Experience (QoE)

There are several definitions for the concept of Quality of Experience (QoE); some of
these are the following: International Telecommunication Union (ITU) defines
QoE as “A degree of delight or annoyance of the users of an application or service ”[43].
Later, ITU [44] defined that the QoE is “The overall acceptability of an application
or service, as perceived subjectively by the end-user”. This definition focuses on the
acceptability of service and does not include the expectations or the context of the user.

ETSI defines QoE as “a measure of user performance based on both objective and
subjective psychological measures of using ICT service or product”[45].

Qualinet [46] has introduced another definition about QoE which is “The QoE is
the degree of delight or annoyance with respect to the utility and/or enjoyment of the
application or service in the light of the user’s personality and current state [46].

The QoE assessment has several benefits that can help to prevent users’ churn,
overcome service rejections, optimize services and can be technically expressed by linking
to its QoS parameters[45].

ITU G.1011 recommendation provides estimation models that can be used to conduct
QoE measurements on a variety of telecommunication services. The recommendation
also mentions that the quality is not a unique QoE estimation factor that can be used
to measure services. ITU divides the QoE assessment methods [47], i.e. objective
assessment and subjective assessment. Subjective assessment is time-consuming, more
expensive and requires special assessment facilities to produce reliable and reproducible
results. The assessment is conducted using Mean Opinion Score (MOS). MOS is a
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scale of 1 to 5, which refers to the quality of telecommunication services according
to user perception [48]. However, objective assessment predicts only from physical
characteristics using estimation models which are used to measure QoE by involving
QoS parameters. Both subjective and objective measurements are useful for network
and service providers.

2.5 Monitoring

The monitoring process includes five operations [49] that are collection, representation,
report, analysis and presentation. The “collection” process collects and formats raw
data from the network, to forward them to the “presentation” process which includes
the formatted data that can be used by different management functions such as to
measure the network’s behaviour, identify usage patterns in the network, verify the
accuracy of configuration changes. The “report” process forwards the collected data
from the network devices to other appliances, to be processed by other functions, the
“analysis” process analyzes the data and extracts insights from them, and then, the
“presentation” process presents the data to the network operator in different formats.

The monitoring process can be active or passive. In active monitoring, test
traffic is injected into the network. It’s possible to estimate network performance by
tracking how the probe packets treated in the network. Nevertheless, it adds significant
overhead to the network [50]. In the case of passive monitoring, the network performance
derived from the supervision of the existing user traffic [51]. In comparison with active
monitoring, passive monitoring does not add any overhead to the network and allows
the processing of local traffic states and the behaviour of traffic flows passing through
specific network locations. Nevertheless, it requires full access to network devices, and
this can cause privacy and security issues [50]. There are many metrics to be monitored
in a network, and they depend on the offered traffic, the network characteristics, the
traffic characteristics, the network performance and the node performance.

2.5.1 QoE Monitoring

QoE in a 5G network is the level of user satisfaction that can meet the needs of the
ITU usage scenarios ( i.e. Enhanced Mobile Broadband, Ultra-reliable and low latency
communications, and massive machine-type communications). Thus, it needs to be
monitored using passive or active monitoring.

There are two measurement methodologies to monitor a communication network:
offline and online. The offline methods are mostly used in network diagnostics, and
the online methods are used for live network monitoring. Their main difference is
the computational complexity (higher for offline methods) involved together with the
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resulting accuracy (lower for online methods) [52].

In order to monitor the QoE level, different monitoring techniques can be used, such
as monitoring probes which are used to collect the data required in order to conduct
a better QoE analysis. Monitoring probes can be divided into two types, passive and
active. Passive probes inspect traffic that passes through them without interfering.
Active probes capture a sample from an entire network that includes more detailed
information [53].

The traditional (physical) monitoring techniques such as physical probes, present
several limitations such as hardware dependence, lack of adaptation, an increment of
OPEX and CAPEX and inability to monitor virtual environments. However, using
virtualization technology, these limitations are solved using common device standards,
the software is replacing the hardware, and it is programmable, and virtual network
devices are used [54]. With these in mind, by applying virtualization technology,
the ISP is more flexible because it is possible to instantiate services such as QoE
monitoring, at any time. The shift to virtualization has to lead the ISPs to be more
flexible, hardware-independent and reduce OPEX/CAPEX. Moreover, distributed NFV
(DNFV) [14] approach for ISPs delivers new revenue opportunities via service agility, a
quick introduction of new services, significant reduction of OPEX/CAPEX, better user
experience and thus lower churn due to the fast and efficient delivery of services.

2.5.2 QoE Influence Factors

Regarding the QoE, in [55] proposed the Application-Resource-Context-User (ARCU)
model. In ARCU model, the authors identify and categorize QoE Influence Factors (IFs)
in 4 multi-dimensional spaces as shown in Figure 2.5.1, which are: (i) Resource Space
includes dimensions related to technical system properties and network resources used
for the service, (ii) Application Space includes dimensions related to service/application
configuration factors, such as resolution, (iii) Context Space includes dimensions related
to the situation that the service/ application are used such as time of usage, and (iv)
User Space includes dimensions related to specific user. The factors considered in this
space are related to demographic data, expectations. However, the ARCU Model does
not provide any hierarchy between these spaces. Thus, [56] proposed a QoE-Layered
model that includes six layers; Resource, Application, Interface, Context, Human and
User. Each layer of the ARCU model mapped to one or two layers of the QoE-Layered
model, as presented in Figure 2.5.1 [56]. Each layer in QoE-Layered model includes a
vector and a process. The input of the process is the vector with the internal parameters
which are related to each layer and a vector with external parameters. The process
transforms these parameters into a parameter vector. The process considered as the
objective quality function with external and internal parameters. The output vector of
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a layer becomes the input vector of the next layer in the QoE-layered model. A quality
value can be associated with each layer. Thus, in the QoE-layered model, six layers are
defined in terms of processes, parameters, input and output.

Figure 2.5.1: Mapping the ARCU spaces onto the QoE-layered model

2.5.3 QoE Agents

The authors in [56] have implemented a QoE-Agent based on QoE-Layered model,
which can be integrated into legacy management systems. The objective of this agent
is to obtain useful information about the QoE of any service implementing the model.
Moreover, QoE-Agent does not specify any quality model but allows the user to plug
their own models in any of the six layers. This agent uses passive probes to retrieve the
necessary internal parameters at each layer using new or existing tools dedicated to the
agent. It’s important to mention that there are two approaches for QoE-Agents, the
“Stand-alone Agent” that implements all the components and the “Distributed Agent”
that includes a “Master QoE-Agent” and a “Slave QoE-Agent”, in which the components
are implemented by the Master or Slave agents. Any type of QoE-Agent shall implement
the following components: Communication, Data-acquisition, Controller and Timer. If
the QoE-agent is “Master-Agent” shall also implement the “Persistent-data” component
otherwise it’s called “Slave QoE-Agent”.
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2.6 Troubleshooting

Troubleshooting is a procedure with the target to resolve problems and restore
the network operations in a network. Collective measurements and processes used
to identify, diagnose and resolve problems and issues in a network. Currently, there
are many different applications, network protocols and administrative domains; thus,
the troubleshooting performance became more complex. Thus, network probes can
be installed in network edges, at the ISP’s side or the user’s side. In real networks,
open-source software such as NetProbes [57] can be used for troubleshooting or in case
of SDN-based network-specific tools can be used such as SDN-RADAR [58].

2.7 Big data

The usage of “Big Data” can help the network operators to prevent network problems
and improve the perceived user experience by collecting and analysing the vast and
diverse amount of data [59]. The main characteristics of big data are velocity, variety,
volume, veracity and value. ITU claims that mobile network traffic data have these
characteristics. Thus these data can be used to estimate, model and monitor QoE in
heterogeneous environments.

2.8 Social Internet-of-Things (SIoT)

Considering the user’s context and how it’s possible to retrieve information about it, I
have to mention another concept which is the “Social Internet-of-Things (SIoT)”[60].
The SIoT is a paradigm according to which connected objects to the Internet create
a dynamic social network that is used to route information and service requests,
disseminate data and evaluate the trust level of each member in the network. The
SIoT is based on the interoperability between systems and introduces the idea of social
relationships between different devices without considering if they belong to the same
platform or not and if different organizations [60] manages them. Thus, I benefit from
the social relationships between devices in order to identify a user’s context.
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Chapter 3

State-of-the-Art on virtual Probes

The network virtualization allows the development of new monitoring tools such as
vProbes. For this reason, I conducted a literature review, and I allocated this chapter to
describe the taxonomy of the applications domains that a passive vProbe can be applied
to, which are described in Figure 3.1.1. Based on the literature review, I have identified
four application domains: network monitoring, QoE monitoring, troubleshooting
and other cases such as trace information leaks and malware behaviour. In each domain,
the authors follow a “software-based” approach (“orange bubbles” in Figure 3.1.1)
or a “hybrid” approach (“blue bubbles” in Figure 3.1.1). In the case of software-based
approaches, the authors do not use any traditional (physical) hardware equipment,
but they use only vProbes. On the contrary, in hybrid approaches, the authors use
vProbes and additional hardware monitoring devices. The main advantage of the hybrid
approach is that it can be used in physical and virtual networks, allowing the network
providers to be more flexible, using their existing (physical) infrastructures. Even
though the hybrid approaches use both physical and vProbes, in my current work, I
only focus on vProbes, to narrow the scope of the work. Note that all the surveyed
approaches, except [61], are following a passive-based monitoring process. Indeed, there
are not many approaches in the literature related to active monitoring using vProbes.

3.1 Application Domains

In Figure 3.1.1 for each related work from the literature, I have identified the probe type,
the used technologies and the network type. The type of probe could be software-based
or hybrid-based. The used technologies are SDN, NFV, virtualization such as using
VMs. The network type could be either a physical or a virtual network. The network
type and the probe type are related, meaning that, in case a network provider has a
physical and virtual network infrastructure, the vProbe type used is “hybrid”. Note
that, the references with “*” are commercial products.
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Application
Domain

Network
monitoring

Software-
based

[62],[63],[64],[65],[66],[67],[68],[69],
[70]

Hybrid
[54],[71],[72],[73],

[74]

Troubleshooting

Software-
based[75],[76]

Hybrid
[77], [78]

Other
domains

Software-
based[79]

Hybrid
[61]

QoE
monitoring

Software-
based

[80], [81],
[82],[83] Hybrid

[84],[85]

Figure 3.1.1: The Application Domains and the proposed approaches based on the
literature.

3.1.1 Network Monitoring

Over the last years, many methodologies and tools have developed for network mon-
itoring for physical networks, to estimate the performance of the network and user’s
behaviour [88]. The adoption of virtualization technologies by the network operators
has led the networking community to develop new tools and methodologies to monitor
virtual environments. A vProbe can measure [89]:

• network layer parameters such as jitter, packet loss, delay and packet size

• physical layer parameters such as throughput, bandwidth and bit rate

• additional parameters such as session establishment delay

I should note that there are similar functionalities between physical probes and vProbes,
but the difference is the deployment environment of the probes. The functionalities are
described in details in Section 5.2.1.

With software-based or hybrid approaches, network providers can monitor their
network using a probe that is inside a virtualized environment, leveraging all the
advantages of virtualization technology. On the contrary to software-based approaches,
hybrid approaches also include physical probes that use traditional technologies such
as sFlow [90] NetFlow [91] and RMON [92], to monitor the network. Nevertheless,
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the monitoring solutions that use vProbes are preferred from the network providers
because they can be quickly deployed based on their needs. Moreover, vProbes are
more flexible in comparison with physical probes, because in case a network provider
needs to monitor a specific area of its network, it can instantly run a new vProbe in
any location (e.g. a new VNF) without the need for a dedicated hardware device. Also,
the use of a vProbe has lower costs for network providers than the use of a dedicated
device.

Flexible and adaptable architectures can address the current and future business
needs, deal with the newly offered services and support network adaptability consid-
ering the network condition. These new flexible and adaptable architectures should
be introduced to support rapid service deployment and migration in heterogeneous
network environments without considering the infrastructure type, using advanced mon-
itoring capabilities and deploying vProbes in an ad-hoc manner [66]. Moreover, a new
architecture component can be used to deal with QoE-awareness, which is facilitated
using virtualization [64] or a component to build scalable, secure and reliable SDN
architectures providing monitoring and management abstraction [67].

Software-based approaches

A software-based approach preferred from a hybrid approach in case a network provider
aims to monitor only its virtual network. For network monitoring in an SDN environment,
the vProbes are configured with specific characteristics, to be synchronized, monitor
more interfaces, redirect user’s traffic and collect and aggregate statistics [49]. In an
SDN environment, the vProbe can use the SDN data plane to control the network using
information from virtual switches (e.g. Open Virtual Switch) [63]. Nevertheless, in
an NFV/SDN environment, a vProbe can be deployed inside a vCPE [68] [76]. It can
add and process monitoring metadata, offering the benefits of flexibility, scalability and
elasticity to the network provider, due to the virtualization of the monitoring resources
[76]. In contrast to hybrid approaches, software-based approaches are preferable when
there is no need for a dedicated Virtual Machine (VM) for the deployment of a vProbe
that confirmed by software-based approaches such as [68], which are available on the
market.

Hybrid approaches

In hybrid approaches, the operator can monitor its virtual and physical network.
Nevertheless, the advantage of the hybrid approaches is that the operator can monitor
its physical network by applying physical probes. Thus it needs to deploy the vProbes
in its virtual network. In contrast with software-based approaches, in hybrid approaches
proposed by the market, a dedicated VM is used by [71] and [72] commercial products.
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Since in his two cases, the virtual probe is self-contained, consumes the platform’s
resources and requires some organizational actions. Note that sit’s not mandatory to
use only dedicated VMs in hybrid approaches, but the [71] and [72] follow this approach.
A vProbe is a virtual appliance in a VM and includes an Operating System (OS) and
a virtual software agent [71]. Thus, this VM (with the vProbe functionality) can run
instantly in a physical or virtual environment. Additionally, the network operators
can have extended visibility into their applications and services, contained in a virtual
computing environment. However, a vProbe can also be deployed as VNF in a virtual
environment, can collect data and apply simple analytics [72], and it’s more flexible to
monitor the network performance using traffic protocol inspection and record Packet
Capture (PCAP) files, which include the captured network traffic collected by a packet
sniffing API [73]. In hybrid approaches, VMs must include the monitoring agent and
operating system, to be able to monitor the physical and virtual network infrastructure
effectively. The vProbe is adjusted based on the network type. Moreover, a Software
Defined Monitoring Controller (SDMC) as VNF in 5G core network that deploys virtual
probes in every VNF can be used in addition to the physical probes in physical hardware
components [54]. Therefore, network operators can reduce their hardware costs and the
complexity of their network. Moreover, they can resolve network performance issues
faster, can gain real-time insights to improve the QoE level of end-user and reduce
customer’s churn.

3.1.2 QoE monitoring

In the QoE monitoring application domain, the collected data can be made of network-
related parameters, equipment factors such as codec type, or service-dependent param-
eters such as video resolution and web-page download time [89]. These data can be
used to extract useful insights related to customers’ experience. Nevertheless, the QoE
monitoring domain incorporates network monitoring because network conditions have
an impact on the QoE level. The QoE metrics can be subjective such as Mean Opinion
Score (MOS) or objective such as video resolution. QoE metrics are used to monitor
and estimate the user’s satisfaction for a particular service. QoE metrics such as delay,
or charging policies and costs can be related to a specific application such as video
application or Video-on-Demand [89].

It’s important for QoE monitoring to identify the network traffic type using traffic
identification techniques such as Deep Packet Inspection (DPI), support QoE (objective
or subjective) metrics for standardized protocols and support of Over-The-Top (OTT)
services such as Netflix and Amazon Prime [84]. The network traffic identification helps
the provider to choose the proper QoE estimation model in order to evaluate the user’s
experience. In hybrid approaches, external physical or virtual appliances can be used,
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such as DPI, in collaboration with the vProbe in the virtual environment to identify
the type of traffic and accomplish a better QoE estimation. Moreover, the vProbes
are preferred to physical probes because they can monitor and then estimate the QoE
level of end-users [80],[81] because they are more flexible and can easily be deployed in
different locations in a network. Consequently, hybrid approaches are more suited for
QoE monitoring, because they can retrieve information from physical appliances using,
e.g. agents in the user’s equipment, to accomplish better estimations. But the opposite
is not feasible: physical probes are not able to monitor and retrieve information from
virtual environments. Note that, in both software-based and hybrid approaches, the
vProbe can be implemented in the edge network in order to achieve higher accuracy
[81].

Software-based approaches

A vProbe can be deployed independently as a VM running in an NFV environment, and
it can receive copies of the monitored traffic, to estimate the QoE level. However, it is
essential to support automatic deployment, centralized data collection, and incorporate
a correlation system, to extract useful insights. The data are collected through an
API (such as REST API) by the SDN Controller, and then KPIs are extracted per
call/stream QoE metrics [82]. The vProbe can derive application statistics such as video
start-time, to perform customer-experience analytics on a network service [80]. It can
be used to measure the quality of an application (e.g. video application) and estimate
the QoE at the user’s side. Some examples provided by the commercial approaches [82]
and [83].

Hybrid approaches

The network operators must monitor their virtual or hybrid networks, to be more
flexible. A probe, as the probe in [71], is a self-contained virtual appliance and can
be installed easily in an environment, as a VM, with the ability to monitor virtual or
hybrid networks. In this case, the existence of an NFV infrastructure is not mandatory.
The network operator can apply this hybrid probe using a VM in any location it’s
needed in its network. Each virtual appliance in the virtual environment includes an
OS and vProbe functionalities. Nevertheless, the aim of both types of probes (physical
or virtual) is to monitor QoE-level and use real-time metadata extraction for QoE
estimation. Furthermore, network-related or essential application-related performance
parameters can be collected by a distributed or centrally controlled system of vProbes,
to estimate the QoE level [61] in a physical or virtual environment. Some examples are
provided by the commercial approaches are [71][84] [85].
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3.1.3 Troubleshooting

A vProbe can be used as a troubleshooting tool to monitor and analyze performance
issues in applications and networks in a virtual or physical environment collecting
specific logs. They are activated only when an unpredictable problem occurs [75]. In
troubleshooting cases, the vProbe can detect the problems in the network measuring
packet drops, delays.

Software-based approaches

In case of troubleshooting, a vProbe that follows a software-based approach can be
used in an SDN/NFV environment to detect issues in the SDN data plane, e.g. issues
related to virtual devices like virtual switches [76]. The virtual switches are distributed
in the SDN data plane, and the vProbe can be used to detect unpredictable problems
in it. In this case, the benefit of using a vProbe is that it is programmed dynamically
and it can run when and where an issue is detected in order to resolve it.

Hybrid approaches

A vProbe can be used in virtual or physical environments for troubleshooting and
service assurance cases. It is deployed as VNF for test, measurement or monitoring
purposes by using active monitoring [61] to measure real-world services (in the physical
infrastructure) using on-demand traffic generation [77] or using passive monitoring (in
the physical and virtual infrastructure). Its objective is to gain IP network insights
by the capture and the analysis of the network traffic in order to identify performance
issues [77].

3.1.4 Other cases

The vProbes can be used, also, in other application domains such as to trace information
leaks and malware behaviour using an Intrusion Detection System (IDS) [79] or for
service chain monitoring [78].

Software-based approaches

In the cases mentioned above, vProbes can be used to enhance a system to support fine-
grained and large-scale monitoring, to trace information leaks and malware behaviour
in a virtual environment. The vProbe is placed in a separate VM using Virtual Machine
Monitors (VMMs) and uses virtualization capabilities to discover information leaks.
Besides, a vProbe can identify virtual network topologies, and traffic flows and this
information is kept in the process memory of each vProbe. For example, this can result
in an improvement of the accuracy of an IDS [79] in a virtual environment.
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Hybrid approaches

A hybrid vProbe can be used for network tuning and optimization, or for early network
problem detection. The hybrid approach is the optimal option because it enables the
identification of possible trace information leaks or security attacks both in physical
and virtual networks.

3.1.5 Physical or virtual probes? Software-based or hybrid-

approach?

Based on the considerations presented above, vProbes are preferred in comparison with
physical probes, because they are more flexible, adaptable and cheaper. Instead of
physical probes, vProbes still have to deal with the accuracy of their measurements.
In case of physical probe or vProbe, the time measurement accuracy and the clock
accuracy must be considered, to make more accurate estimations in a virtual or physical
environment. To sum up, the vProbes that used in the literature were presented and
labelled as “software-based” or “hybrid”. As can be seen for the previous subsections, in
all the application domains hybrid approaches currently are the optimal solution
to deploy a vProbe, because most of the network providers are under a “virtualization
technology” adoption phase. Indeed, it’s not feasible to replace all their physical
infrastructures immediately with entirely virtual ones. Thus hybrid approaches give
them the opportunity to support both infrastructures. Furthermore, hybrid approaches
have the advantage that physical probes can be used together with vProbes: the network
traffic gathered by physical probes forwarded to vProbes in the virtualized environment
for further analysis.
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Table 3.1.1: Related Works categorized by Application Domain (*Commercial products)
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Network monitoring Software X X X [64]
Network monitoring Software X X X [65]
Network monitoring Software X X X [66]
Network monitoring Software X X X [67]
Network monitoring Software X X X X [62]
Network monitoring Software X X [63]
Network monitoring Software X X X [86]*
Network monitoring Software X X X [70]*
Network monitoring Software X X X [68]*
Network monitoring Software X X X [69]*
Network monitoring Hybrid X X X X X [54]
Network monitoring Hybrid X X X [71]*
Network monitoring Hybrid X X X X X [72]*
Network monitoring Hybrid X X X X [73]*
Network monitoring Hybrid X X X X [74]*
Network monitoring Hybrid X X X X [87]*
Network monitoring Software X X X [76]
QoE monitoring Software X X X X [80]
QoE monitoring Software X X X X [81]
QoE monitoring Software X X - X [82]*
QoE monitoring Software X X X [83]*
QoE monitoring Hybrid X X X [84]*
QoE monitoring Hybrid X X X X [85]*
Troubleshooting Software X X X [75]
Troubleshooting Software X X X [76]
Troubleshooting Hybrid X X X X [77]*
Troubleshooting Hybrid X X X X [78]
Other cases Software X X [79]
Other cases Hybrid X X X [61]
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QoE models

4.1 eMOS model

The monitored KPIs (e.g. video quality level) can be used to analyze the QoE of video
sessions, and they provide information about the quality perceived and mapped to
QoE using eMOS, which is a QoE psychometric model [93]. Video quality is chosen
because it is a main influence parameter of the video QoE. In order to obtain this
parameter, I monitor the resolution of the video, the rebuffering frequency, the duration
of the rebuffering and the quality switch rates. “QoE-MoMa” platform evaluates the
performance of the proposed QoE monitoring and management strategy applying all
the components of it. Applying the eMOS model [93], I consider how important each
parameter is with respect to the other and apply an appropriate coefficient to it. The
rebuffering frequency and the representation quality switch rate measure the occurrences
per second.

eMOS =
N−1∑
i=0

ai × xi (4.1)

Where

1. {x0...xN−1} are the measured values of the mentioned metrics.

2. {a0...aN−1} are the coefficients used for the eMOS calculation.

4.2 QoE model for resource allocation

4.2.1 Task Model

My task model considers, as an example, a video streaming service which includes four
tasks: caching (source video), encoding, forwarding (it refers to one forwarding action
running on one node) and playing back (client-side). A service can be decomposed
into a set of tasks described as a Directed Acyclic Graph (DAG) of tasks denoted as
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GT = (T,ET ). T = {1, ..., λ, ...,Λ} represents the set of tasks and ET = (evw) is the set
of edges such that each edge evw represents a unidirectional data transfer from task v
to task w. Figure 4.2.1 illustrates an example of a general serial DAG where each node
represents a task.

Figure 4.2.1: Example of a general serial DAG.

A binary vector Xi = [xiλ] for λ ∈ T , can be assigned to each node i in the network.
xiλ is a boolean value representing the current state of the node i corresponding to task
λ. When node i performs a task λ then xiλ = 1. Figure 4.2.2 illustrates the DAG of a
media streaming service task chain. Thus, each task should be executed in order to
deliver the video from the media server to the end-user. Depending on the network and
application parameters, my goal is to improve/optimize the overall QoE by making the
best task assignment to network nodes.

Figure 4.2.2: DAG for adaptive media streaming

4.2.2 Network Model

The network is modelled as a DAG GZ = (Z,EZ). The vertices represent the nodes
Z = {1, ..., i, .., N} and the links are described by the set of edges EZ = (eij). Each
node of the DAG is a Network Element (NE) which can be based on NFV where each
NFV includes many VMs (e.g., for storage and network). Figure 4.2.3 illustrates the
network model which depicts the SDN/NFV overview with the following components:

1. Hardware Resources which consist of Compute, Storage and Network modules.
These are the physical resources related to CPU, memory and network, respectively.

2. Virtualization Layer abstracts the hardware resources and anchors the VNFs
(Virtual Network Functions) to the virtualized infrastructure.

3. Virtual Resources consist of the vCompute, vStorage and vNetwork modules.
The Data Plane includes the VNFs which are controlled by the SDN-Controller
via Southbound API using the OpenFlow protocol. The SDN-Controller commu-
nicates with a “QoE management application ”in the Management Plane via a
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Northbound API, in order to monitor and manage the media flows in the Data
Plane.

Figure 4.2.3: Network Model NFV/SDN view

Different services have different requirements and different parameters. Depending
on user‘s requirements, each service can be divided into smaller tasks that can be
assigned to different NEs (namely different VNFs) in order to deliver the video to the
end-user using an Openflow-based virtual switch from a media server where the original
version of the video is stored.

An optimization problem aims to find the best path of nodes to improve the QoE
level. Although this is an NP-hard problem, which could be time and energy-consuming
[94], I apply a centralized optimization approach trying to make the best task assignment
in order to improve QoE. A centralized optimization problem is defined, where a utility
function unet is assigned to a network for a given strategy vector xi. The goal of the
network is to maximize its own utility. My solution chooses a task assignment strategy
xi that maximizes utility function. Therefore, a strategy x∗i is preferred to a strategy
xi, if and only if unet(x∗i ) > unet(xi).

4.2.3 Overall Utility Function

In order to formalize the correlation between network performance and user-perceived
quality, a utility function is defined. The concept of the utility function is adopted from
economics. It provides the means for reflecting a normalized and transparent way of
various services performance prerequisites, users degree of satisfaction, different types of
networks diverse resources and different QoS provisioning mechanisms and capabilities
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under common utility-based optimization problems [95]. My algorithm decides which
particular NE should execute a given task λ by maximizing network utility function.

The overall utility function consists of both the benefit and the cost for a node i ∈ Z
executing a task λ ∈ T . The objective function is defined as:

unet = max
∑
i∈Z

∑
λ∈T

(α× biλ − β × ciλ)× xiλ (4.2)

where α, β are the weighting factors. xiλ is a boolean variable that can be 0,1 depending
if a node i executes a task λ. biλ is related to the benefit that exists, if a task λ is
executed in node i. ciλ refers to the cost for node i running task λ. It is defined as the
cost for resource consumption of both CPU and memory, i.e. cost = f(CPU,memory)

and can be calculated as follows [96]:

ciλ = γi × CPUiλ + δi ×Memoryiλ,∀i ∈ Z, ∀λ ∈ T (4.3)

where γ, δ are scale factors related to node i which allow us to weight the cost according
to the required CPU and memory for a particular task in node i e.g. a task such as
“encoding” needs more CPU and memory than a “forwarding” task. These weights
depend on node i. Furthermore, the benefit is related to QoS level regarding to delay,
jitter, bandwidth and packet loss. biλ is defined as the execution benefit for running
task λ at node i. A correlation model from [97] is used to map the QoS parameters to
a QoE metric for video streaming service. The model is derived by a normalized QoS
value as follows:

biλ = Qr × (1−QoS(C))
QoS(C)×A

R (4.4)

where A is a constant relating to the video resolution class such as Standard Definition
(SD) (A = 120) or High Definition (HD) (A = 240). If the subscribed service class is
high, the constant A is assigned to a higher value. It means that the QoE level with
the premium service subscriber‘s requests is higher than normal service in the network
condition of the same QoS level. R is a constant which reflects the structure of the video
frames according to the GoP (Group of Picture) length, and it is defined as R = 24. Qr

is a constant factor that determines the overall QoE of video streaming service. Based
on literature [97], the constant Qr is set to = 0.95.

The normalized QoS value (QoS(C)) refers to the network performance and is
calculated using Eq. 4.17. The QoS(C) value can be calculated with the total sum of
the values multiplying the measured QoS parameters in the network layer with the
allocated weights. These weights are selected according to the type of the access network
for the service. The considered QoS parameters are Packet Loss (PL), Packet Jitter
(PJ), Packet Delay (PD) and Bandwidth (BW). The normalized QoS value reflects the

31



CHAPTER 4. QOE MODELS

network condition and is calculated as follows [97]:

QoS(C) = PL×WPL + PJ ×WPJ + PD ×WPD +B ×WBW (4.5)

where C = {1..., i.., N} is a sub-set of Z, a set of nodes involving in video delivery from
the media server to the client. WPL,WPJ ,WPD and WBW are the weights for packet loss,
packet jitter, packet delay and bandwidth, respectively. Note that, the weights of QoS
parameters are assigned according to the quality standard bounds, and their relative
importance degree is given from [97] as follows, PL 58,9%, PJ 15.1%, PD 14,9% and
BW 11,1%. The weight of QoS parameters is assigned based on the quality standard
bounds recommended in the standardization organizations (e.g. ITU-T) and its relative
importance degree. The objective function is subjected to the following constraints.

Constraint 1 Every task λ must be executed in at least one node such that∑
i∈Z

xiλ ≥ 1∀λ ∈ T (4.6)

Constraint 2 Each node can execute only one task at a time

∑
λ∈T

xiλ = 1∀i ∈ Z (4.7)

Constraint 3 If node i is executing task λ then node j that is going to execute task
(λ+ 1) (next task), must have a relation (link) with node i of eij = 1

eij =

{
1 if xi,λ = 1 AND xj,(λ+1) = 1

0 otherwise
∀i, j ∈ Z (4.8)

Constraint 4

Each network element has specific available resources and every task requires specific
amount of resources. Thus, the available resources for each network element cannot be
less than the required amount of resources.
For node i ∈ Z, I define a set of available resources asAvailablei = {CPUi,Memoryi, . . . }
For a task λ ∈ T , I define a set of required resources asRequiredλ = {CPUλ,Memoryλ, . . . }

Requiredλ ≤ Availablei,∀λ ∈ T,∀i ∈ Z (4.9)

4.3 QoE estimation model used by QoE-Agents

Without loss of generality and in order to better present how the proposed strategy works,
herein I consider a video streaming application. Thus, I then have considered some
simple models for this application. However, the proposed strategy is model-agnostic.
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Estimate network performance In order to estimate the network performance, I
considered packet loss, packet jitter, packet delay and bandwidth. The normalized
QoS value (QoS) refers to the network performance, and I propose to compute an
overall QoS level as a weighted average of the QoS level for the major performance
indicators as presented in Eq. 4.18. The QoS value calculated with the total sum of
the values multiplying the measured QoS parameters in the network layer with the
allocated weights. These weights are selected according to the type of the access network
for the service. The considered QoS parameters are Packet Loss (PL), Packet Jitter
(PJ), Packet Delay (PD) and Bandwidth (BW). The normalized QoS value reflects the
network condition and is calculated as follows [97]:

QoS = PL×WPL + PJ ×WPJ + PD ×WPD +B ×WBW (4.10)

The above equation calculates the QoS for each path between users and the Application
Provider. WhereWPL,WPJ ,WPD andWBW are the weights for packet loss, packet jitter,
packet delay and bandwidth, respectively. These weights are assigned according to the
quality standard bounds, and their relative importance degree is given from [97] as
follows, PL 58,9%, PJ 15.1%, PD 14,9% and BW 11,1%. Their measured units were a
percentage for PL, milliseconds for PJ and PD and Mbps for BW.

Estimate QoE A correlation model from [97] is used to map the QoS parameters
to a QoE metric considering application parameters such as the video resolution, the
Group of Picture (GoP) and the estimated video quality. The model is derived from a
normalized QoS value as follows:

Est.QoE = Qr × (1−QoS)
QoS×A

R (4.11)

Where A A is a constant related to the video resolution such as 240p, 360p, 480p or
720p, R is a constant which reflects the structure of the video frames according to the
GoP length, and it is defined as R = 24 and Qr is a constant factor that determines the
overall QoE of video streaming service. Based on [97], the constant Qr is set to 0.90.
To estimate the accuracy of the measurements, I used Mean Squared Error (MSE)
metric which is the deviation of my estimated value from the true one and it is equal to
the variance plus the squared bias. Moreover, if the sampling method and estimating
procedure of the mean square error lead to an unbiased estimator, then the mean square
error is simply the variance of the estimator. In order to estimate the computational
complexity in the agent-based monitoring system, I measured the CPU utilization and
the memory utilization of the devices that I located the agents each time that I conduct
a measurement.
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4.4 QoE estimation model used by QoE agents for the

extended results considering accuracy

To estimate the QoE of the video service, the “eMOS model” [98] was used because it
considers the network parameters (e.g., delay, bandwidth, jitter, loss) and application
parameters (e.g. resolution, frame rate and video quality). Based on the analysis of
video sessions, I can identify the quality perceived by the user and mapped it to QoE
using eMOS, which is a QoE psychometric model. Video quality is chosen as a metric
because it is a main influence parameter of the video QoE. The used video was the
“Elephants Dream”[99] with a 480p resolution by using the H.264 codec, the frame rate
at 24fps and mp4 as a container.

In order to prove the reliability of the algorithm, I calculate the accuracy of the QoE
estimations with the Mean Squared Error (MSE) metric. I assume that the real QoE
values are the QoE values measured every 1 second. In the static approach (without the
usage of the proposed algorithm) the "Time between consecutive samples" was every 3
minutes and in the dynamic approach (using the proposed monitoring algorithm) the
"Time between consecutive samples" is adjusted based on the network load and the
computational complexity. The results with the accuracy using MSE metric when the
algorithm is used (Equation 4.12) or not (Equation 4.13) are shown in Table 7.4.1. N
is the number of samples in each measuring period. The total measuring period was 30
minutes. I observe that using the proposed solution, the MSE is lower. The aim was to
avoid network overload and to consume fewer resources. Thus, the samples frequency is
increased or decreased properly.

MSEwith =

∑
(QoE1sec

i −QoEAdjustedFreq
i )2

N
(4.12)

MSEwithout =

∑
(QoE1sec

i −QoE3minlast
i )2

N
(4.13)

4.5 QoE estimation model for the placement algorithm

4.5.1 Task Model

In the current work, a “QoE monitoring” procedure considered as a service. A service can
be decomposed into a set of tasks and denoted as: GT = (T,ET ), T = {1, ..., λ, ...,Λ}
represents the set of tasks and ET = (eij) is the set of edges such that each edge eij
represents a unidirectional data transfer from task i to task j.

My task model, as shown in Figure 4.5.1, considers a “QoE-monitoring” service which
includes QoE agents; the “Master QoE agent” (MQA) and the “Slave QoE agent” (SQA).
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An MQA is able to collaborate with many SQAs, but an SQA is able to collaborate
only with one MQA. Many SQAs can exist in network infrastructure and collaborate
with only one MQA [56].

Figure 4.5.1: The task model which follows the QoE agent distributed approach for
QoE monitoring

4.5.2 Network Model

The network is modeled as GN = (N,EN). The vertices represent the nodes N =

{1, ..., i, .., N} and the links are described by the set of edges EN = (eij). Each node is
a Network Element (NE) which can be based on NFV where each NFV includes many
VMs. The network model is presented in Figure 9.2.1.

The set of node types is described as LT = {1, ..., δ, ...∆}. Each node i ∈ N belongs
to a set of locations based on its type, and I define that it can be on of the following,
(i) Network Element, (b) MEC Element or (c) Cloud Element. I denote a node i ∈ N
with type d ∈ LT .

A task (a Master or Slave agent) λ ∈ T is executed in a node i ∈ N and the type of
the node is δ ∈ LT . Thus, I denoted a node as iλδ .

A binary vector Xi = [xiλ] for λ ∈ T , can be assigned to each NFV-able node i in the
network. xiλ is a boolean value which represents the state of the node i corresponding
to task λ. When node i executes task λ ∈ T then xiλ = 1. Both of the tasks should
be executed at least in one node in order to monitor the QoE level. Depending on the
network parameters, the application type and the QoE estimation model, my goal is to
decrease the complexity in terms of CPU and memory utilization, and the overhead by
making the most appropriate placement of the QoE agents to network nodes.

The aim is to propose a lighter approach for QoE monitoring, considering the
deployment location of the QoE agents. This is an NP-hard problem, which could be
time and energy-consuming [94] if I have many services and huge traffic. I apply a
centralized optimization approach to make the most efficient QoE agent placement in
order to avoid the overhead increment during the QoE monitoring. Thus, I defined a
utility function accnet is assigned to a network for a given vector Xi. The goal of the
network is to maximize its own utility. My solution chooses a QoE agent placement
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solution Xi that maximizes utility function. A strategy X∗i is preferred to a strategy
Xi if accnet(X∗i ) > accnet(Xi).

4.5.3 Problem formulation

In order to formalize the correlation between the QoE agent performance, the network
performance and user-perceived quality, a utility function is defined. My algorithm
decides which particular NE should execute task λ ∈ T by maximizing network utility
function. The overall utility function consists of the cost of agent implementation
in term of memory and CPU utilization and the QoE estimation for a node i ∈ N

executing a task λ ∈ T .
The objective function is defined as:

accnet = max
∑
i∈N

∑
λ∈T

(α× ciδλ − β × biδλ)× xiλ (4.14)

where α, β are the weighting factors. xiλ is a boolean variable that can be 0,1 depending
if a node i executes a task (MQA, SQA) λ ∈ T . ciδλ refers to the execution cost for
node i to run a task λ and its node type is δ. It is defined as the cost for resource
consumption of both CPU and memory and can be calculated as follows:

ciδλ = γi × CPUiδλ + δi ×Memiδ
λ ,∀i ∈ N, ∀λ ∈ T,∀δinLT (4.15)

where γ, δ are scale factors related to node i which allow us to weight the cost according
to the required CPU and memory for a particular task in node i e.g. a task such as
“Master QoE-Agent” needs more CPU and Mem (memory) than a “Slave QoE-Agent”
task because it’s going to conduct the QoE estimation using an estimation model. These
weights depend on node type iδ.

biδλ is related to the execution benefit, if a task λ ∈ T is executed in node i ∈ N and
its type is δ ∈ LT . In the benefit biδλ function, different QoE estimation models can
be considered. However, in this work, I use a correlation model from [100] to map the
QoS parameters to a QoE metric and a correlation model from [101], which correlates
QoE and QoS metrics. Both of them are QoE estimation models for an adaptive video
streaming service. I chose to use two models of the same type for the same service in
order to observe if there is any impact on computational complexity during the QoE
estimation.

A correlation model from [100] is used to map the QoS parameters to a QoE metric
considering application parameters such as the video resolution, the Group of Picture
(GoP) and the estimated video quality. This model is related to the QoS level considering
the delay, jitter, bandwidth and packet loss.
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The correlation model is derived by a normalized QoS value as follows:

biδλ = Qr × (1−QoS(C))
QoS(C)×A

R , δ∀ ∈ LT, λ∀T (4.16)

where A is a constant related to the video resolution class such as Standard Definition
(SD) (A = 120) or High Definition (HD) (A = 240). R is a constant which reflects the
structure of the video frames according to the GoP (Group of Picture) length, and it is
defined as R = 24. Qr is a constant factor that determines the overall QoE of video
streaming service. Based on literature [100], the constant Qr is set to = 0.95.

The normalized QoS value (QoS(C)) refers to the network performance and is
calculated using Eq. 4.17. The QoS(C) value can be calculated with the total sum of
the values multiplying the measured QoS parameters in the network layer with the
allocated weights. These weights are selected according to the type of the access network
for the service. The considered QoS parameters are Packet Loss (PL), Packet Jitter
(PJ), Packet Delay (PD) and Bandwidth (BW). The normalized QoS value reflects the
network condition and is calculated as follows [100]:

QoS(C) = PL×WPL + PJ ×WPJ + PD ×WPD +B ×WBW (4.17)

where C = {1..., i.., N} is a sub-set of Z, a set of nodes involving in video delivery from
the media server to the client. WPL,WPJ ,WPD and WBW are the weights for packet
loss, packet jitter, packet delay and bandwidth, respectively. Note that, the weights
of QoS parameters are assigned according to the quality standard bounds, and their
relative importance degree is given from [100] as follows, PL 58,9%, PJ 15.1%, PD
14,9% and BW 11,1%. The weight of QoS parameters is assigned based on the quality
standard bounds recommended in the standardization organizations (e.g. ITU-T) and
its relative importance degree.

An exponential mapping function is used to correlate the QoE metrics and QoS
metrics [101].

QoS = K ∗ {(W ∗BW} (4.18)

QoE = a ∗ e−β∗QoS + γ (4.19)

Where BW is the bandwidth, K is the constant network factor (it depends on the
network type) and W is a weight factor which defines the importance degree of QoS
metric based on the application type (adaptive video streaming the the most important).
α, β are network related parameters and γ is a video codec parameter. The result of
the QoE model is a value between 0 and 1, which is normalized to represent user’s
satisfaction MOS (1 to 5). When the value is 0-0.2 the quality is bad and during the
increment it become better. When the QoE is 0.8-1 the quality is excellent.
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The objective function is subjected to the following constraints.
Constraint 1 Every task λ must be executed in at least one node such that∑

i∈N

xiλ ≥ 1∀λ ∈ T (4.20)

Constraint 2 Each QoE agent, depending on the application type requires a
certain number of CPU cores for processing a unit. In case of an NFV-capable node,
computational power is limited, and it will impact the assignment of QoE agent at
that node. Each NE has specific available resources, and every task requires a specific
amount of resources. Thus, the available resources for a NE cannot be less than the
required amount of resources. For node i ∈ N of type δ ∈ LT , I define a set of available
resources as Availablei = {CPUiδ,Memoryiδ}. For a task λ ∈ T , I define a set of
required resources as Requiredλ = {CPUλ,Memoryλ}.

Requiredλ ≤ Availableiδ,∀λ ∈ T,∀i ∈ N,∀δ ∈ LT (4.21)

Constraint 3 The biδλ is subjected to the service. Meaning that different QoE
estimation model will be used based on the service type.
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Chapter 5

Virtual Probes: Application Domains
and Challenges

5.1 Introduction

Network service providers are facing the issue of the continuous increase in the demand
of traffic and quality from their customers, which is mostly caused by the widespread
deployment of multimedia bandwidth-hungry applications, such as video streaming.
To flexibly address this issue, the providers are resorting to the new softwarization
technologies, such as Software Defined Networks (SDN) and Network Function Virtual-
ization (NFV). Thus, they need the Virtual Probes (vProbes) that are based on these
technologies to probe the traffic because the current monitoring tools such as physical
probes are not able to monitor a virtual environment. This work surveys the relevant
techniques and the approaches that have followed towards vProbes’ implementation. I
mainly focus on the application domains and on requirements that they have to address.
As the vProbes rely on the virtualization of functions and services, they inherit its
advantages regarding scalability and flexibility, with a significant benefit concerning
OPEX and CAPEX. Although, there are some open issues for the vProbe’s deployment
from the network providers such as the coexistence with the legacy networks and
accuracy of the measurements.

5.2 vProbe description

Based on the approaches found in the literature, I define a vProbe as “A network
function in a virtualized environment with the ability to monitor intrusively
or non-intrusively the traffic between physical or virtual network elements.
It runs on a VM (as VNF), analyzes traffic, extracts useful insights and
measures Key Performance Indicators (KPIs) that can be used to perform
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functionalities such as: providing visibility for network performance, user‘s
QoE and detecting network problems.” .

In the following, I describe the requirements of a vProbe and the functionalities
that a vProbe has to provide. I start by analyzing which requirements are related to
physical probes (indicated with a blue star in Figure 5.2.1), and which are typical only
of vProbes (indicated with a red star in Figure 5.2.1).

Figure 5.2.1: Requirements of vProbes and their related Functionalities

In each of the identified application domains, the vProbes are preferred to
physical probes, because they are more flexible, adaptable, distributed, portable
and available. The vProbes are more flexible and versatile than the physical probes
because they can run instantly (e.g. as a VNF) in any location of the virtual network,
to measure network parameters, to detect a network failure, or to monitor the level
of satisfaction of user for a specific service [80]. The vProbes can be distributed in
a virtual network depending on the needs of the provider and can act as centralized
entities. Nevertheless, vProbe’s components may be distributed in the network to
perform different functions. For example, a component of a distributed vProbe can be
responsible for making network measurements in one part of the network and another
component in another part of the network, or if the vProbe had identified multiple
network failures, one component might resolve a specific type of failure, and another
component may determine a different kind of failure. Another essential characteristic of
the vProbes is the portability because they can be moved from one virtual environment
to another [102] [103]. Furthermore, in case a network administrator needs to update
or extend the functionalities of a vProbe, this can be done on-the-fly without the need
to shut down the vProbe [104]. Thus the vProbe remains available.
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Regardless of all the advantages of the vProbes, there is still an important re-
quirement that they cannot fulfil successfully, and this is the accuracy. The accuracy
is related to network measurements, to detect a network failure or monitor and estimate
user’s satisfaction. The network measurements must be accurate, to estimate the
network status with success and the failure of the detection must be accurate, to resolve
any network issue with success. The problem with accuracy in virtual environments
has attracted the attention of research and academic community. The virtualization
technologies have an impact on several performance metrics of the protocol stack, and
many factors might impact the accuracy of the results from monitoring /troubleshooting
when virtual elements are involved. Moreover, clock accuracy is essential in case of
latency measurements (i.e. Round Trip Time) and time measurement accuracy is
important and affected by several factors such as VM scheduling or OS’s rate limiters
such as token bucket shapers [105].

5.2.1 The requirements of a vProbe

In the following, I present the requirements of vProbes, some of which are in common
with the physical probes.

Common requirements with physical probes

Interfaces The input and output interfaces must be defined based on the appli-
cation domain of the vProbe. Also, these interfaces should be open, to be able to
flexibly specify which parameters to monitor in the network and forward the output to
another network entity for further processing [64][66][68] [76] [78]. The existing SDN
and NFV interfaces can be used after modification in order to enable a new Software
Defined Monitoring control interface to transport the metadata and the packet flow data
that are needed by the network monitoring applications. This data will be transported
from the probes to the SDN Controller or from the switches to the SDN Controller [54].

Quality of measurements The quality of measurements is related to some factors
that can influence it, such as the location of the probe or the measurement’s
accuracy. If the vProbe is installed near to the user’s premises, it is possible to have a
view of the performance close to what is experienced by the user. Thus, the quality of
the measurements is considered higher. The vProbe must be placed in a proper location
in the network regarding the measurements type [106], the measurements’ accuracy [81],
the resource consumption and the latency [107]. The optimal allocation of vProbes is
related to many principles such as setup cost, economic profit, resilience, risk exposure,
energy-related considerations, and acceptance rate [108]. Moreover, the accuracy of a
vProbe is an important requirement and a challenge for any application domain because
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it has an impact on its functionalities. Note that, a vProbe is considered accurate when
its measurements are accurate and close to the real values measurements. As an example,
in a troubleshooting activity, if the vProbe is not accurate, this may lead to incorrect
identification of the problem’s cause. Furthermore, when performing measurements in a
virtualized environment, significant errors may have occurred, because of the additional
layers between the application and physical resources (e.g. time-related measurements
impaired by the sharing of physical resources such as CPUs and data, buffers). Any
application domain has its own methods (e.g. monitor the network, estimate QoE), and
the accuracy is related to the performance of them. Some approaches in the literature
refer that high accuracy is offered during measurements; however, they did not provide
detailed information on how they supported it [84].

Insights (Analytics) The vProbe must be able to identify and classify the
network traffic based on the application type. The identification of the network traffic
will assist the network providers to extract useful insights, in order to manage their
network efficiently and take better decisions [109][110][111][112][113].

Backwards compatibility The vProbe must be able to monitor physical and
virtual network elements. In some cases, the network operators only support virtual
networks such as in [65] [76] [67]. or virtual network in combination with physical
networks. To facilitate the legacy mobile operator’s transitioning to new virtual networks,
the vProbes should have compabitiblity with transitional (physical) monitoring systems
[54]. The commercial products that follow this approach are [71] [72] [73], [85] [77].

Legal restrictions A network provider when uses a vProbe must consider the legal
restrictions. These are related to the data placement, where the data are going
to be aggregated and the technologies that are going to be used preserving the
confidentiality and privacy of users’ data [114] [115] [116] [117].

QoE/QoS estimation The vProbe can collect data and extract useful insights, to
estimate the QoS/QoE level [64][84]. Parametric QoE estimation models can be
used for the estimation of the QoE level of service because they are the most appealing
candidates for quantifying QoE levels in an indirect and user-transparent way [118].
Parametric planning models use network planning parameters and measure the values
of specific network metrics. Different parameters are considered that are based on the
service type. The vProbe can measure these parameters and estimate the QoE level.

Massive data manipulation Big data change the nature of data monitoring and
management because it introduces new concerns about the volume and variety of
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corporate data. Thus, a vProbe needs to handle massive data inputs. The vProbe must
have the required computing resources, to manipulate extensive data from input
interfaces and suitable functions[119] [120].

Requirements related only to vProbes

Flexibility vProbe should be designed to allow for dynamic instantiation and
migration automatically in a commodity server in an NFV environment without
the need for new hardware appliance [30]. Thus, the network providers need to be able
to apply a new vProbe instantly on multiple platforms.

Adaptability The virtualization can flexibly adjust VNFs placement depending on
use-case requirements. A vProbe should be designed to be adaptable and to change
its behaviour without being intrusive based on the application type and its
requirements, the domain type and its requirements, computational and network load
[121], and the topology [122]. It should have the ability to tune its monitoring
activities considering the computing and communication resources in order to meet its
goals. Furthermore, vProbes should be designed in such a way to react fast maintaining
their precision. Nevertheless, this is still a challenge. The vProbes should be able to be
configured in real-time depending on the workload, with new monitoring functions
or by changing the existing monitoring methods [122].

Decentralization A vProbe should be deployed as a decentralised entity. This entity
may include many components, and each component has a different monitoring
activity to execute (e.g. to monitor different parts of a network). In a virtualized
environment, these components can be logically distributed in the network (meaning
that they are not in the same physical place, but they are logically connected) and
controlled by a central entity decreasing the workload and increasing the management
flexibility. This central entity is the main function of the vProbe, which is responsible
for managing the different activities and process the data from them [61]. To support
decentralization, the vProbe monitoring system could be container-based or VM-
based. Containers can provide better agility and performance, as in this case, the
VNF can run directly in a virtual environment. The monitoring components separated
from vProbes instances, and the monitoring container/hypervisor can monitor multiple
VNFs which belong to the same or different tenants.

Availability and portability The vProbes should offer availability and portability.
They need to be moved to and deployed in different infrastructures with a minimal
effort, and they need to be able to be kept running in case of maintenance or an
upgrade [102] [103]. It is a significant difference concerning physical probes, which in
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similar situations need to be shut down. In the case of vProbes, it is possible to migrate
them temporarily to another computer and migrate them back when the upgrade or
maintenance completed.

5.2.2 The functionalities of a vProbe

Based on the requirements I mentioned in Section 5.2.1, I describe the main functional-
ities that must be applied, to fulfil them.

Input and output measurements A vProbe consists of two interfaces: the input
interface, which is responsible for capturing the network traffic; the output interface,
which is used to forward the network traffic to an “Aggregation point” for further
processing and analysis using REST APIs.

The input interface typically captures traffic by using the “libpcap” [123] interface
through the libpcap library. It performs PCAP packet capture and retrieval for off-line
analysis using third-party tools such as Wireshark [124] or tcpdump [125]. Note that
the packet analysis depends on the level of encryption that has a significant impact
on the performance of a vProbe. Namely, increasing the level of encryption of service,
the vProbe requires more processing time. The parameters that can be measured
are Source/Dest IP address, port number, timestamp, signature, sequence number,
flow application protocol, number of packets, session duration, delay, jitter, TCP
handshake Round Trip Time and packet loss. Equally, to identify the type of flows, the
vProbe can use the “ntop” [126] tool which is an open-source monitoring application
and characterizes application protocols and identifies user traffic behaviour. Moreover,
ntop used because it can provide a real-time view of the network traffic flowing in
large networks and at the same time, provide useful analytics able to show KPIs and
bottleneck cause analysis. The network flow classification can be conducted using DPI
mechanisms [127]. Regarding the input data measurements, I note that the vProbe
needs to collaborate with other VNFs, to handle massive data flows. To realize that,
one solution is to maximize the scalability using parallelization of queries obtaining a
highly scalable data streaming infrastructure [119]. That technique splits queries into
sub-queries, which are allocated to independent virtual nodes in a cluster in such a
way to minimize the distribution overhead. One solution could be the usage of stream
processing engines [120]. Each stream processing block in the engine includes a single
stream query and can be combined with other blocks to obtain complex elaboration
chains. Stream processing blocks are application-independent and re-used in almost any
processing task. Regarding chains, they are defined based on the application type, and
they enable complex filtering, elaboration and aggregation of data flows. NFVs are used
to deploy the stream processing block. This block is a component that takes one or
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more event streams as input and generates one or more event streams as output. The
output and input streams correlated through a processing function. Thus, the vProbe,
in collaboration with other VNFs, can manipulate massive data flows and monitor the
quality at the same time.

Regarding the output interface, through it, the relevant data are sent to the
“Aggregation Point” such as an Aggregation Server, where the network administrators
correlate them with the other network traffic information. It is possible to export data
from ntop using the log files. Export in log files performed through scripts that can
access the monitoring engine and dump data into log files.

Deployment location The deployment of probes is related to the issue of deciding
where to place them and how many are sufficient to cover the network. The placement
has been the subject of several research works [128][129] [81]. With NFV, vProbes can
be instantiated in any convenient location [130]. Nevertheless, they must be placed
in a proper location considering the measurement’s type. There are three different
perspectives [106] [131][81] related to measurement’s type:

1. when a vProbe is at the ISP’s side in a location such as data-center, it is going to
measure bandwidth utilization, packet loss, round trip time, and other network-
related parameters,

2. when a vProbe is at the vendor’s side, it is used to trace samples and analyze
logs;

3. when a vProbe is at the user’s side, it is going to measure the bandwidth availability,
response time or packet loss.

The VNF placement is important, and it is related to the performance and the
efficiency of a network. Integer Linear Programming with cost constraints for VNF can
be applied to deal with the probe placement issue [132]. The appropriate placement
depends on the operation cost [78], the number of probes and the functional
targets. Moreover, this problem is related to resource consumption (physical or
virtual resources) and end-to-end latencies [107]. Thus vProbe as a VNF inherits this
problem. An option to solve this problem is the deployment of vProbes in a cloud-based
environment owned by a network provider. This may have some advantages such as
cost restriction, flexible updates, dynamic migration and management of the entire
infrastructure. Currently, there are just a few operators that use NFV environment,
so the traffic overhead is not critical for the network. However, an increase in traffic
exchanged between cloud-operators and network operators are expected [108], and this
could be challenging when vProbes deployed in a cloud environment.
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Identification and classification Traffic classification is an important part of net-
work monitoring. Information can be extracted from encrypted or non-encrypted
connections, mainly from the session’s initiation. However, before the analysis and
the classification, the network traffic needs to be identified. Application identification
methods are statistical or behaviour-based [133].

The network traffic can be classified as inflows [134]. The captured network traffic
creates a collection of flows. When network interfaces receive raw packets, there is
a need for inspection of the packet payload. Using the 6-tuple (VLAN, IP source,
IP destination, port source, port destination, protocol), the ntop tool attempts to
detect the real application protocol carried by the flow. ntop discovers the application
protocol using the nDPI [135] library, which recognizes 170 protocols and based on a
protocol-independent engine that implements services common to all protocols, and
protocol-specific dissectors that analyze all the supported protocols. Thus, the vProbe
is responsible for identifying the flow using the ntop tool and forward the results for the
type of application to the “Aggregation server”. However, ntop is not able to identify
the traffic type when it is encrypted. Nowadays, most of the content providers apply
application-level encryption to deliver their services with privacy to the end-users [53].
QoE monitoring or network monitoring using vProbes needs to be evolved and be
independent of the application layer [64]. New methods are needed to calculate the
QoE level efficiently through transport layer inspection. HTTPS is the most used
protocol for secure communications over the Internet, but an issue that arises is the
identification of HTTPS traffic without relying on decryption [136]. Legacy solutions,
such as Port-based and DNS, could be used to solve this issue in legacy networks, but
they do not work in virtual environments. Decryption methods, such as HTTPS proxy
or crack encryption algorithm could be used, but they increase computation complexity
and raise privacy issues raised. Thus, this issue could be solved using a flow-based
statistical method, which applied to encrypted traffic. Nevertheless, the low accuracy
and computation overhead issues still exist. Using an improved flow-based analytical
method that identifies the HTTPS services in service-level without relying on header
fields and without decrypting the encrypted traffic could solve this issue [136].

Support physical and virtual networks A vProbe needs to collaborate with
physical probes in legacy systems [78][77]. The physical probes (in physical devices)
could be attached to an aggregation network which includes the vProbe or close to the
end-user [77] [72]. An orchestration strategy needs to be considered, to close the gap
between legacy services and NFV. It is essential to maintain a migration path; namely,
the route followed while changing from the use of one type of network to the use of
a different one toward NFV while keeping operators’ current network investments in
place [137] In order to support the backwards compatibility, the vProbes should be
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able to analyze the different user and control plane traffic flows using new or existing
interfaces between the SDN and the existing networks [54].

Confidentiality and privacy An essential functionality of vProbes is to handle
data so that legal restrictions are followed. Legal restrictions are related to data
placement: where the data are aggregated and which technologies used, to preserve the
confidentiality and privacy of the user’s data. Thus, secure techniques must be used at
the server’s side, such as cryptography. The network providers need to comply with
the privacy legislation and adopt some data management practices based on privacy
policies to keep their credibility in front of their customers [115]. As I discussed earlier,
confidentiality depends on the collection and processing of information; thus, issues
related to personal data protection are raised. Nevertheless, the most important fact
is that the virtual environment is cloud-based [138]. Privacy implications are present;
thus, there is a need for adequate access control for privacy. Therefore, regardless of the
application domain, a vProbe in a virtual environment must be privacy-aware and
follow a policy-based access control model, to enhance the particular application
domain with privacy-awareness [114].

Autonomy The vProbes can be deployed dynamically and autonomously consid-
ering at the same time that they should use the minimum storage and the minimum
communication overhead [139]. Moreover, based on non-cooperative game theory, the
vProbes’ can negotiate with each other to decide which one is going to execute each
function of a vProbe. Following that approach, a vProbe can have autonomous be-
haviour, decrease the computational complexity and the average energy consumption
[140].

5.3 vProbes in a NFV-based network architecture:

An Example

Based on the considerations of the previous sections, in the current section, I present
a possible NFV-based network architecture using vProbes. The vProbe-based archi-
tecture consists of 3 parts: the physical environment, the virtual environment and
the aggregation server, as shown in Figure 5.3.1. In this Figure, the elements of a
vProbe-based architecture are depicted and associated with one or more

“Physical environment” It includes the physical network, the storage and the
computation power of the infrastructure of the network provider. This is the physical
part of the infrastructure. The virtual resources are instantiated on these physical
resources. Any commodity switches, servers or storage servers belong to this category [6].
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Note that, traditional physical resources, which have no connection with virtualization
technologies, should be able to collaborate with the virtual resources (4. Functionality:
Support physical and virtual networks).

“Virtual environment” The virtualization environment includes the “Virtualization
layer”, which is the Hypervisor. The Hypervisor runs and manages physical resources;
and executes the VMs. Some examples of VM deployments are: Docker [141], VirtualBox
[142]. Through the Hypervisor, the network administrator is able to organize the vProbes
properly. Some examples of Hypervisor deployments are: KVM [143], XEN [144], ESXi
[145].

For every application domain, the vProbe collects the related parameters (namely,
the inputs) and exports the relevant results (namely, the outputs) (1. Functionality:
Input and output measurements). The location of the vProbe is defined by the network
administrator based on networks needs (2. Functionality: Deployment location). The
vProbe can identify and classify the incoming traffic using the appropriate technologies
(3.Functionality: Identification and Classification). Each vProbe can cooperate with
the others presenting an autonomous behaviour (6. Functionality: Autonomy).

I extend the NFV architecture and propose the usage of an external entity called
“Aggregation server”. The “Aggregation server” includes a platform that provides
information to the network provider to better understand the service quality that
the users are experiencing using their network or detecting unpredictable issues. This
network part integrates, associates and processes data from the vProbes, in order to meet
its goal based on the particular application domain. According to the obtained results,
the network provider will be able to improve and optimize its network. Nevertheless,
the network providers could use their platform (if it exists) or use existing open-source
solutions such as ElasticSearch [146], Solr [147], Lumify [148], Joojip [149] or commercial
products by companies such as Huawei [150]. Note that, this platform must have the
ability to store the results considering the privacy and the confidentiality of the users
(5. Functionality: Confidentiality and privacy) and include effective web interfaces to
visualize the results.

5.3.1 Challenges and lessons learned

In the current section and in Figure 5.3.2, I identify some challenges related to the
deployment of vProbes by a network provider and the proposed solutions.

5.3.2 Virtualization

The challenge: A vProbe inherits many issues from virtualization technologies related
to resource isolation, lack of visibility, portability, problem detection, and interoperability.
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Figure 5.3.1: vProbe-based NFV architecture and its related functionalities

Some vProbes as VNFs are executed directly on a bare metal server, which is a single-
tenant physical server, ensuring predictable performance, because the mapping of
software instances to hardware instances is predictable. Nevertheless, this deployment
leads to resource isolation, and it is difficult to secure the software instances because
of multiple software appliances executed as processes on the same Operating System
(OS). This deployment enables each VNF to be performed on its specific OS while
remaining unaware of the underlying OS. Moreover, another issue that is inherited
by the virtualization technology to the vProbes is the possible lack of visibility of
network traffic from network interfaces [83], because these interfaces are virtualized.
The vProbe’s portability across the underlying infrastructure is another issue, and its
configuration should be done automatically and not manually. Moreover, a vProbe needs
to specify if a detected problem came from itself or a collaborative VNF and then
apply the appropriate functions to resolve it. Also, in many cases, the hardware and the
software components are provided by different vendors; thus, there are interoperability
issues.

The solution: The VNF resource isolation ensured because VNFs executed on
independent VMs managed by the hypervisor layer, which guarantees no unexpected
interactions between them [6]. OPNFV[151] can deal with the lack of visibility using
a mechanism to source traffic from/to a physical probe to/from a vProbe, and with
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fault and failure detection in the NFVI, VIM and other components of infrastructure
and recover from them. Moreover, OPNFV forms an open environment for vProbes
based on open standards and open-source software to provide interoperability. Open
Virtualization Format (OVF) [152] can address the portability and deployment of
physical probes and vProbes. It enables the packaging and the secure distribution
of vProbes, while at the same time provides cross-platform portability and simplified
deployment across multiple platforms. The NVF environment of the vProbe should
be based on a cross-platform virtual resource manager to ensure its portability [6].
To address aspects related to the performance and the portability of a vProbe, the
Enhanced Platform Awareness (EPA) [153] principles can be applied as happened
with OpenMANO [154] project [155]. EPA can facilitate better-informed decision making
related to vProbe placement and help drive tangible improvements for NFV tenants
[156]. Furthermore, ETSI has created a document about the “NFV Performance and
Portability” [157] that explains how to apply the best practices related to performance
and portability in a broad VNF deployment.

5.3.3 Security

The challenge: Security threats analyzed in the ETSI recommendation [158] and
most of them considered in the case of the vProbes. As NFV gets deployed and more
essential functions virtualized, I can expect it to attract even more security and privacy
threats. More than ever, there will be threats based on data interception (whether
lawful or otherwise) [6]. If the network provider does not receive any countermeasures
against security threats, it could lose: i) its confidentiality by eavesdropping attacks,
ii) its integrity by traffic/data modification from hackers or iii) its network control by
attackers who can compromise network elements using unauthorized access with the risk
of data leakage. Security must be applied in all the NFV domains in the hypervisor,
in the computing domain, in the application domain and the infrastructure [6]. The
hypervisor domain deals with two security challenges that are unauthorized access and
data leakage. The computing domains deal with the shared computing resources (e.g.
CPU and memory) and their security challenges. The network domain deals with the
divided logical network layers (e.g. the virtual switches) and shared physical network
interface controllers.

The solution: In order to keep the NFV environment and vProbes deployment
secure, some practices that can be applied are: separating the vProbes in different
trust zones like traditional firewall zones, protecting hypervisors using hardening
techniques such as disable unused ports or monitoring integrity critical files
and protecting the network using mechanisms such as DHCP snooping and ARP
inspection [75]. Considering all the domains the solutions that can be followed are: for
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the hypervisor domain is to apply authentication controls only by VMs, for the compute
domain the solution is to encrypt the data and get accessed only by the VNFs and for
the network domain the solution is to adopt secure networking techniques such as SSH
and IPSec [6]. To deal with privacy and confidentiality violation, the countermeasures
that can be utilized is to use cryptographic techniques such as Trusted Platform
Module (TPM) [159]. Moreover, ETSI has created a “Security Guidance” that guides
how security, privacy and trust may be achieved in NFV environments [160].

5.3.4 Computing performance

The challenge: Network providers must deliver their services with high quality to
their subscribers, to reduce users’ churn and increase their profits. Therefore, the
performance of the physical equipment in the virtual environment of a vProbe
has an important impact on vProbe’s performance as well as the vProbe’s design.
In the perspective of the users, the services whether based on functions running on
dedicated equipment or VMs should have the same performance. Thus, a virtualized
environment and a vProbe must achieve the same level of monitoring, like the traditional
network environments and the traditional/physical probes [6], and the service levels
must be granted without degradation during appliance load and relocation [161]. The
vProbe’s availability requirements for NFV should be at least the same with these
for legacy systems for the same service. Concerning the requirements’ fulfilment, the
NFV components need to provide the same or better performance in one or more of the
following aspects: failure rate, detection time, restoration time, the success rate of the
detection and restoration, impact per failure, etc.[162].

The solution: However, the achievement of the same level of monitoring, like the
traditional network environments is complex and is not easy to take place [163] due to
the integration of open-source software, COTS hardware and software components in a
system. The design techniques that deal with the performance issue are under research
and include [6]:multi-threading techniques, independent memory structures
to avoid OS deadlocks, closed network stacks, methods for direct access to
interfaces to increase data throughput and reduce latency. To meet service
availability requirements, the vProbe design needs to take into account factors which
include commodity-grade hardware and the presence of multiple software layers (i.e.
hypervisor and guest Operating System) [162]. The carrier-grade deployment of vProbes
requires a lightweight VM implementation such as ClickOS [164] and the development
of other NFV services, to monitor the performance of the vProbe itself. As I mentioned,
some functions in industry-standard servers may not achieve the required levels of
performance; thus, OpenANFV[165] proposes an OpenStack-based framework, which
uses hardware acceleration to enhance the performance of VNFs. It aims to provide
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automate and elastic provisioning for hardware acceleration to VNFs in OpenStack.

5.3.5 Coexistence with legacy networks

The challenge: Another major issue, for network carriers, is the migration from the
traditional network infrastructure to NFV-based infrastructure, given the massive
scale of the traditional networks and the firm attachment between its components.
Thus, the vProbes should be able to coexist with legacy network equipment and be able
to interact with legacy systems with minimal effects on existing networks. Nevertheless,
they must ensure a secured transition from physical functions to VNFs, without
interrupting the service or impacting on the network performance [166] [162].

The solution: An API could be defined, to interact with legacy systems with
minimal effects on existing networks [6], [167]. The NFV architecture needs to enable
a hybrid network to support physical probes and vProbes, and it should provide a
smooth path of migration from the physical network to an open standard based virtual
network [168].

5.3.6 Accuracy

The challenge: Another major issue that must be handled by the vProbes is the
accuracy of their measurements because with vProbes can occur more delays and higher
possibilities for errors. Some of the approaches from the literature have mentioned
that they deal with this issue, but there is no explanation for how they deal with that
[84] [68].

The solution: Based on [81], the vProbe’s location is an essential characteristic
of it and its geographical placement affects its accuracy. Thus, if the vProbe deployed
at the edge network close to the user, it has higher accuracy. Measurements’ accuracy
is still an obstacle for the adoption of vProbes by network operators.

5.4 Conclusion

In this work, I have surveyed the works on the vProbes as a VNFs, used to monitor
a network, detect unexpected network issues and monitor the QoE level using the
technologies mentioned above. Thus, considering this concept, I have identified and
described vProbe-based approaches, and I have divided them into four application
domains: network monitoring, QoE monitoring, troubleshooting and other cases. I
have observed that vProbes are preferred in comparison with physical probes because
they are more flexible, adaptable and cheaper. Nevertheless, the hybrid approaches
are the optimal solution to deploy a vProbe, because most of the network providers
are under a “virtualization technology” adoption phase and in hybrid approaches the
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Figure 5.3.2: Challenges and possible solutions

physical probes can be used in cooperation with vProbes. I have identified the common
requirements of physical and vProbes and the individual requirements of vProbes
and their corresponding functionalities. Based on these considerations, I propose an
NFV-based network architecture using vProbes, its main components and vProbe’s
functionalities. In conclusion, considering the vProbe’s characteristics and the current
technologies used by network providers, I observe that there are some open challenges
for the vProbe deployment which include: the existing challenges of virtualization
technologies, the security threats, the performance of the deployment environment, the
collaboration with the existing (physical) infrastructures and the accuracy of vProbes’
measurements. The vProbe is still on early stage, and its performance and accuracy
need more research efforts to be commercialized.
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Chapter 6

A QoE monitoring and management
solution

6.1 Introduction

In this work, I illustrate a Software Defined Network (SDN)-based architecture for
Quality of Experience (QoE) management that solves two of the major problems of
current networking technologies which are related to the limitations in scalability and
flexibility. Its advantage is the exploitation of the virtualization features of the network
nodes and devices to flexibly deploy monitoring and control functions in the different
points of the network according to the SDN control functions. As a result, the QoE
monitoring and management is deployed at the application layer on top of the controller.
In order to evaluate the proposed framework and architecture, a platform has been
developed, which is called QoE-MoMa (QoE-Monitoring and Management) platform,
making use of the Opendaylight solution and Mininet emulation environment. To
evaluate QoE-MoMa, I focused on the video streaming service. The final quality has
been evaluated using the estimated MOS (eMOS) model that considers rebuffering events,
duration of the rebuffering, switch quality rates, video resolution, and a quantization
parameter. The results show the efficiency of the proposed approach observing that
higher QoE level is achieved if I consider the application and network parameters. In
conclusion, I consider that QoE-MoMa is useful as a QoE monitoring and management
tool for a variety of services and can be deployed on a real network conveniently.

6.2 Related Works

The main goal of next-generation networks is to use the network resources efficiently
and to optimize the traffic flow in order to succeed in high levels of QoE. To this end,
better insights are required (e.g. real-time data collection), to make better decisions
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based on these insights (e.g. deep learning analytics) and act [169] accordingly. QoE
is essential for telecommunication operators and service providers that are involved
in the service delivery chain. It will be beneficial for operators to know the type of
information, such as the application type, in order to enhance or adjust QoE levels.

A novel architecture component-based on new 5G network technologies is presented
in [170] which solves the issue of QoE-awareness. A heuristic and QoE-aware user
association algorithm are proposed in [171] which maximizes the network operators’
profit and provides high QoE using a QoE-based charging scheme. In [172], the authors
proposed a QoE measurement system, and virtual clients were used in order to generate
traffic loads on different network devices in an independent way. The proposed system is
not able to predict a user‘s behaviour in a real-life scenario. QoE is expected to measure
end-to-end connection and applications running over a different kind of networks. In
[173] the authors propose a high-level context-aware QoE management framework which
consists of an Intelligent QoE entity and proposes the concept of “experience packages”
which are based on user‘s profile and real communication scenarios. The authors in
[174] proposed a QoE measurement framework that does not require user‘s participation
in the process. Their framework can assess the impact of changes in the network in a
video streaming service with accuracy and providing a closed loop. With the capability
of a closed-loop, the QoE-aware service optimization can be done at runtime. The two
QoE metrics that are measured are video quality and video switches.

The main difference with other approaches is that these QoE measurements are
provided as-a-Service to third-party applications or network elements. The authors
in [175] present a new approach based on bandwidth management and their aim to
optimize the overall QoE of multiple video streams. An SDN-based architecture is
presented including a “Video QoE optimization application (VQOA)” in order to monitor
the video quality by collecting and analyzing information from the network. Then, in
order to improve the video quality, it uses a dynamic bandwidth allocation algorithm
based on the service type, the complexity of video content or business policies. The
quality metrics that are used in the proposed framework are Peak Signal to Noise Ratio
(PSNR), Structural Similarity Index (SSIM) and Mean Opinion Score (MOS). The
authors in [176] proposed an SDN Controller for multimedia transmission intending to
meet 5G Key Performance Indicators (KPIs) by maintaining the reliability and integrity
of the network while and reducing latency in order to meet users’ QoE expectations.
The proposed scheme considering QoE metrics such as content type and QoS metrics
explore scalable video encoding and provides dynamic tools for end-to-end multimedia
management. An SDN-assisted QoE control method for DASH over HTTP3 is proposed
in [177]. It comprises a multi-layer collaborative optimization at the use, application
and network levels. Moreover, it combines the newest technologies of quality adaptation.
This proposed method considers end-users categories to manage the video segment’s
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traffic over QUIC, and the result was an overall QoE improvement in terms of media
throughput, number of stalls, and the downshifts of video quality in comparison with
TCP-based approaches. An SDN-based architecture that enhances QoE monitoring
and management by integrating SDN and enhanced Telecom Operations Map (eTOM)
is proposed in[63]. This architecture was deployed in case of a Service-Level Agreement
verification in order to identify SLAs violation. It succeeds, and its mechanisms
can adjust with a dynamic way the network parameters in order to satisfy the SLA
constraints.

6.3 The proposed solution

6.3.1 A Framework for QoE monitoring and management

Currently, there are many services (e.g. video) offered by service providers. Nevertheless,
users’ demand for new and different services continue to increase. Thus, the providers
are trying to meet these demands by continually purchasing, storing and operating new
physical equipment in order to support them. Nonetheless, this is going to increase the
OPEX/CAPEX and eventually, the service price by the service provider, which may,
however, negatively affect the customer churn. In order to avoid this problem, they have
to find another way to build more dynamic networks to reduce OPEX/CAPEX expenses
and at the same time improve the Quality of Service (QoS) and QoE. QoE is introduced
to consider the user’s perception and satisfaction. With QoE-aware monitoring and
management of their network, service providers can achieve their primary goal, namely
to make profits and avoid users’ churn. Using SDN technology, they can achieve that
by changing the limitations of current network infrastructure. Accordingly, network
features and services can be added dynamically under the form of network applications,
which facilitates their deployment. Therefore, motivated by the possibility to offer a
successful multimedia experience to users, service providers are encouraged to consider
the degree of satisfaction achieved by the users who are paying for the service.

While service is begin executed, many subjective factors may influence the QoE level.
In order to keep the user satisfied, the operator should consider user’s requirements
accessibility (access the service anytime), acceptability (the service worthies the paid
money) and reliability (reliable communication). These requirements need to be fulfilled
using any network technology and across any operator domain. Different applications
may have different requirements in terms of QoE. In this solution, the requirements
are linked to Influence Factors (IFs) and considered to be any characteristic of a user,
system, service/application or context whose actual state or setting may influence the
QoE of the user [3]. According to it, in my proposed solution, I retrieved information
related to each IF in order to develop an efficient QoE monitoring and management
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system. Thus, I take into account user’s characteristics (e.g. preferences), content’s
characteristics (e.g. content type), network’s characteristics (e.g. data transmission
over the network) and device’s characteristics (e.g. system specification) and the factors
that describe the user’s environment (e.g. location).

As a first contribution, I aimed to propose a framework to organize the QoE
monitoring and management functions as seen in Figure 6.3.1, and apply this framework
in an SDN-based network architecture. I organized the significant functions in three
layers as described in the following.

The Data Acquisition Layer is responsible for collecting data from the network
and the users with reference to the System IFs, Human IFs and Context IFs through
Probes (System IF), Deep Packet Inspection (DPI) (System IF), External services
(Context IF) and User Profile (Human IF).

1. To retrieve some information about System IFs such as content type, I use the
“Probe” component, which includes passive probes (virtual or physical). These
probes retrieve network-related information. In the case of a virtual environment,
virtual passive probes (vProbes) are used, otherwise traditional passive probes
are used. A vProbe is a software or a function in a virtualized environment,
and it is installed in a Virtual Machine (VM). It retrieves information from the
virtual network and forwards them to the “Network Monitoring” component in
the “Monitoring Layer”. In case of a legacy network, passive physical probes
installed in dedicated hardware devices inside the network, are used to forward the
retrieved data to “Network Monitoring”. I propose the usage of vProbes because
they are more scalable than physical probes. Moreover, in order to install a new
vProbe, I need to add another instance of the VM in the virtualized environment.

To retrieve some other information regarding the System IFs, such as network-
related parameters, the “DPI” component is used. Firstly, I identify and classify
network traffic. However, nowadays in most of the cases, the traffic in a network is
encrypted, thus in order identify the application type I use a “Payload Inspection”
technique [178] and more precisely the DPI method [135]. Using DPI, I can
identify the application type (e.g. browsing), the application protocol (e.g. HTTP
or HTTPs), the application software (e.g. mail client software) and fine-grained
services (e.g. skype voice call). If there is a virtualized environment, the DPI
is installed on a VM; otherwise, it is installed in a dedicated hardware device.
The network administrator can observe the results of DPI using a web interface.
The results from the DPI method are forwarded to the “Traffic Classification”
component in the “Monitoring Layer”.

2. For the identification of Human IFs by the “User Profile” component, I need
to retrieve user preferences which are obtained by the user’s application. The
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user defines his preferences, and I retrieve them using an API, and then I create
the user’s profile with his preferences for the service in question. I store user‘s
preferences to the “User Context” component in the “Monitoring Layer”. This
information is forwarded from the “User Profile” component to the “Context”
component via an API.

3. To identify Context IFs such as user‘s location, the “External services” component
is used which retrieves information about user’s context using an API with the
external service. The results are forwarded to the “User context” component in
the “Monitoring Layer” via an API.

The Monitoring Layer retrieves information regarding network status, service
type and stores information retrieved from “Data acquisition Layer”.

1. The “QoE Aggregation Database” component which is used as database and
includes three sub-components. The “Network monitoring” component includes
the network status using network parameters (e.g. bandwidth) and information
retrieved from the “Probe” component in Data Acquisition Layer. The “Traffic
Classification” component includes information from the “DPI” component. The
“Context” component includes temporal information about the service in question
such as the frequency of usage of a service, economic context (e.g. subscription
type) and information retrieved from the “User Profile” component in the “Data
Acquisition Layer”.

2. The “Content” component includes information about the content type (e.g. 2D
or 3D).

3. The “System” component includes information about the media parameters (e.g.
resolution) of the service in question.

The Management Layer is responsible for QoE evaluation and management. Namely,
it decides which control operations should be executed afterwards to assure the best
QoE to the users based on the information from the “Data Acquisition Layer” and
“Monitoring Layer”.

It includes two sub-components:

1. The “Evaluation” component includes a sub-component called “QoE Model” that
applies the most appropriate QoE model based on the type of the service (e.g.
video). Different QoE models are used because different applications require
different levels of network resources.

2. The “Management” component includes 2 sub-components: The “Control Algo-
rithm” component includes an algorithm that implemented in the network in
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order to improve the QoE level. The “Service Level Agreement (SLA)” component
includes information about the contract between the service provider and the
customer.

Figure 6.3.1: QoE Monitoring and Management Framework

6.3.2 SDN-based architecture

In this section, I propose an SDN-based architecture that implements the QoE moni-
toring and management components as described in Section 6.3.1. The result of this
solution is shown in Figure 6.3.2.

The SDN Data Plane (DP) includes networking devices (e.g. switches) which are
software-based (e.g. virtual switches) and have the capability to forward data packets
and communicate with the SDN Controller[179]. In DP, I monitor the traffic in the
SDN architecture using network monitoring probes. Passive vProbes are used because
they present higher operational efficiency than physical probes, they are dynamically
transferable across the network, and they reduce the cost instead of using passive
physical probes. Furthermore, DPI is used in order to identify and classify network
traffic. Virtual DPI is installed in a VM. It collects traffic and forwards the results to
the “Network monitoring” component. The benefit of vProbes’ usage is the flexibility

59



CHAPTER 6. A QOE MONITORING AND MANAGEMENT SOLUTION

provided by the fact that they can be placed anywhere on the network efficiently (in
a virtualized environment). Note that the network data from the users’ devices are
anonymized due to privacy issues.

Figure 6.3.2: QoE Monitoring and management SDN-based Architecture.

The main component of the Control Plane (CP) is the SDN Controller. This
Controller is software-based and has the responsibility to monitor and control the
underlying network knowing all the available resources and the network topology [179].
In the proposed architecture, an SDN-controller communicates with the network in DP
via Southbound Interface (SBI) using the OpenFlow protocol [27] and communicates
with the above layer via Northbound Interface (NBI) using an information exchange
protocol such as REST.
The MP includes the SDN application which interacts with the underlying network
via SBI through the Controller. This application is executed inside the Controller and
can configure the network devices[179]. In this work, I proposed an application for
“Management” which includes five internal components and two external components.

The internal components are described as follows:

1. The “Evaluation” component retrieves information from the “Content” and “Traffic
classification” components regarding the service type. Based on this, it implements
the appropriate “QoE model” in order to evaluate the QoE level of the service.

2. The “Management” component implements a control algorithm based on the results
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from the “Evaluation” component and “SLAs” component. It takes decisions to
improve the QoE for the considered service.

3. The “QoE aggregation database” includes the following components:

(a) The “Traffic Classification” component is related to traffic identification and
classification. The technology used in this component is characterized by its’
input, output and the technique that is used [178]. The traffic characteristics
that are used for the classification as the input are the traffic flows[180].
Furthermore, the core classification method is related to the applied technique,
and the output describes how the traffic will be mapped to traffic classes. I
use DPI technique and more precisely, the nDPI [135], which is a flow-based
tool that inspects traffic payload (supports encrypted traffic). DPI examines
the first N bytes of the packet based on the syntax of packet’s payload for
each service. The desirable output is the type of application, such as a game,
and the protocol type such as HTTP. Note that, knowing the type of the
application will be easier to choose the most appropriate “QoE model” in the
“ Evaluation” component to estimate the QoE level and the most appropriate
“Control algorithm” in the “QoE Manager” component to improve the QoE.

(b) The “Network Monitoring” component includes information from the “Net-
work state Information” module by the SDN Controller and helps to estimate
the network’s status. Also, it includes information gathered from the vProbes.

(c) The “Context” component stores information related to the “User Preferences”
for the service in question retrieved by the Over-The-Top (OTT) service (if
there is a collaboration between OTT and ISP or preferences submitted by
the client).

4. The “Content” component includes information related to application parameters
for the service in question, e.g. for a video service, and it includes information
about the video type.

5. The “System” component includes information related to the media-related pa-
rameter (e.g. resolution).

The external components are described as follows:

1. The “User Profile” component includes information about user’s preferences for
the service in question. This information can be defined by the user (using an
agent installed in this device) or retrieve information from the content provider
(if there is a collaboration between the content provider and network provider).
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2. The “External Services” component retrieves information from third party services
in order to identify the user’s context such as geo-location services in order to
identify user‘s location [181].

6.3.3 QoE-MoMa platform

In order to evaluate the performance of the proposed strategy, I developed “QoE-MoMa”,
a platform in which I applied my proposed strategy (i.e. the framework and the
architecture) in case of adaptive video streaming application. ISPs or OTTs can use
the proposed strategy and the platform in the future in order to monitor and manage
the QoE levels in a cooperative way. Furthermore, it could be used for different types
of applications, such as video games. In this work, the proposed platform is used only
with one purpose: to monitor the QoE in case of an adaptive video streaming service in
order to estimate user‘s satisfaction.

QoE-MoMa monitors the network QoS parameters using vProbes. The vProbe is
installed in an OpenFlow switch in order to passively monitor KPIs of video streaming
from the network‘s side. QoE-MoMa uses the QoE-Model from Section 4.1.

6.4 Performance evaluation

6.4.1 Experimental Setup

In this Section, the QoE-MoMa performance is evaluated by means of Mininet[182]
and OpenDaylight[183]. A media server is used to stream video in Mininet. Mininet
is an emulation environment which emulates a variety of network elements, including
Layer-2 Switches. The media server and the target host are both inside Mininet and
use VLC player version 3.0 (which is not yet stable but it supports MPEG-DASH
streaming). I use network monitoring tools such as Wireshark [124] and iperf to monitor
the network and then identify bit rate variations, bandwidth, throughput and latency
of the network. Mininet was installed in a Toshiba computer with Intel Core i5 CPU
@ 3.40 GHz, 6GB RAM installed with Linux Ubuntu 14.04, 32bit. Opendaylight
is an open-source controller which includes support for the OpenFlow [27] protocol,
among others. This controller is implemented in software and is not dependent on
particular hardware or operating system. OpenFlow as an open communication protocol
allows the controller to configure the network devices in DP. Figure 6.4.1, shows my
experimentation setup. I deployed DASH-servers and video clients on virtual machines
in a virtualized environment. It includes 2 OpenFlow switches, six hosts and 1 of them
acts as Media Server, which is used for video streaming. I used “Big Buck Bunny”
(BBB)[99] and “Elephants Dream” (ED)[99] video sequences, considering two different
resolutions, high labeled as “H” (720p) and low labeled as “L” (360p). I have created
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a dataset of media parameters for test sequences, as presented in Table 6.4.1. In
these sequences, I are considering the video bitrate (VB), the frame rate (FR) and the
quantization parameter (QP). In some cases, I am changing the QP and in other cases,
the video bit rate, and then I estimate the eMOS according to Equation 4.1. Note
that I consider that rebuffering frequency is more important than the other coefficients.
Thus I set to it a higher value. Accordingly, the coefficients for rebuffering frequency,
quality switch rate and rebuffering duration are set to 0.50, 0.25, 0.25, respectively.

To further evaluate the performance of my framework and how it captures QoE
degradation caused by inadequate network conditions, I introduced packet loss, delay
and various bandwidth on the emulation links during my experimentation. Thus, I have
created three scenarios with different network conditions in order to evaluate the eMOS
of each video sequence. The delay in all scenarios is “1ms”, and the bandwidth is 1Mbps,
5Mbps and 500kbps, respectively in the three scenarios. The Table 6.4.2 presents for
each of the two video sequences the different video resolutions, the QPs, the average of
rebuffering times (ART), the average duration of the rebuffering in seconds (AD) and
the quality switch rate (QSR).

Table 6.4.1: Media parameters for test sequences

Name Resolution VB QP FR
BBB 360p, 720p Variable 12, 23, 36 24
ED 360p, 720p Variable 12, 23, 36 24

Table 6.4.2: Quality Metrics

Resolution QP ART AD QSR
BBB(H) 12 3 5 2
BBB(H) 23 2 2 2
BBB(H) 36 3 3 1
BBB(L) 12 2 3 2
BBB(L) 23 2 2 3
BBB(L) 36 1 5 1

Figure 6.4.1: Network Topology
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Table 6.4.3: Quality Metrics

Resolution QP ART AD QSR
ED(H) 12 3 3 3
ED(H) 23 2 4 2
ED(H) 36 3 4 3
ED(L) 12 2 5 3
ED(L) 23 1 5 2
ED(L) 36 2 2 1

6.4.2 Results

In Figure 6.4.2, I observe that the eMOS is lower in Scenario 1 because, in that scenario,
there are more rebuffering events with more duration because of the low bandwidth.

Figure 6.4.2: eMOS results for the 3 scenarios

In Figure 6.4.3, I observe that eMOS is higher than the other cases because the
network conditions were better (higher bandwidth).

Figure 6.4.3: Evaluated eMOS results considering QP

Moreover, in Figure 6.4.4, I observe that resolution has a significant impact on
the eMOS evaluation. The eMOS value is higher when the video resolution is 360p.
Note that in both cases the QP is 23 (the official DASH QP value). As a result,
I observe higher throughput and lower packet loss rate. Calculating the eMOS, I
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observe the values of eMOS with different network conditions and different application
configurations.

Figure 6.4.4: eMOS results considering video resolution

6.5 Conclusion

In this work, I proposed a strategy that includes a framework and an SDN-based
architecture for QoE monitoring and management. First, I analyze the framework
and its layers (data acquisition, monitoring and management), and then I apply the
components of the framework to an SDN-based architecture. In order to evaluate its
performance in a video streaming scenario, I developed a platform which is based on
Opendaylight and Mininet. In order to evaluate the quality of the video streaming, I
used eMOS model considering rebuffering events, duration of the rebuffering, switch
quality rates, video resolution, quantization parameter and network parameters such
as bandwidth. The results show that eMOS and its parameters are related to network
condition, video resolution and a quantization parameter.
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Chapter 7

An Agent-based solution for QoE
monitoring

7.1 Introduction

The new generation of Long Term Evolution (LTE) networks provides ubiquitous
broadband access to mobile devices matching land communications in quality and
speed. However, to optimize network resource usage in a dynamic environment, network
operators need models and strategies to constantly assess and manage the end-user’s
Quality of Experience (QoE). Given the importance of these activities, in the current
work, I focus on quality monitoring and the usage of QoE-agents in an LTE-Advanced
Pro network. Thus, I have proposed two Agent-based monitoring approaches.

In the first approach, I identify the location and the operation of the QoE-Agents
based on the accuracy of the measurements and the load in the network by considering
the frequency of the measurements and the running applications. Emulations have also
been carried out to evaluate two considered scenarios with different network conditions
as well as with different quality sampling rates and application configurations. The
preliminary results have shown that the proposed strategy results in acceptable errors
from my measurements, low CPU utilization and acceptable memory utilization.

In the second approached, I relied on an approach that considers the computational
complexity and the network load to adjust the frequency of measurements while consid-
ering the estimation accuracy. Accordingly, the proposed system allows the Internet
Service Provider (ISP) to monitor the network QoE level accurately without overloading
the network by considering different Influence Factors (IFs). Some preliminary results
are shown in terms of accuracy of estimations and computational complexity in case of
video streaming service.
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7.2 Related Works

In [184], the authors proposed a multi-agent architecture with an embodied end-
user autonomous agent that represents personal preferences and expectations and
seeks to maximize QoE. Later this approach is evaluated with “Repast”, a multi-
agent simulation platform. The results show that a decentralized multi-agent QoE-
management outperforms a similar centralized approach both in terms of end-user
satisfaction and service acceptability. The authors in [185] proposed a framework for
collecting QoS-based parameters using a Device-Agent and they focus on the Monitored-
Set selection model to collect QoS. Note that, the QoS refers to concepts, and measures
of network performance [186] while the QoE defined as “the overall acceptability of an
application or service, as perceived subjectively by the end-user” [186]. However, none
of the above approaches considered the network load or the computational complexity
of implementing these agents.

Recent research had shown that QoE is highly personal and influenced by multiple
factors, including the user expectations, preferences and cultural background. In the
literature, some existing QoE monitoring and management approaches are centralized.
In order to increase the end-user participation in a QoE-based system, I follow a
decentralized approach using distributed “QoE-Agents”. It is essential for a QoE-
monitoring system to be autonomous and to consider the personal preferences of the
users to improve his satisfaction [184], [187], [188].

Mobile network operators monitor the QoE in their network by deploying monitoring
platforms such as QoE analytics System [189], eMAN [184], QoE-Center [190], or
frameworks [188], or architectures such as middleware architecture [187], data-driven
architectures [4] or extend existing LTE architecture [191]. The process that they need
to follow to monitor and manage QoE includes three main tasks: the data collection,
the data manipulation and then applies the appropriate actions to improve the QoE to
increase users’ satisfaction [189], [191],[187], [190]. Moreover, the monitoring can be
done in real-time [189], [191], [187], or in non-real-time [4].

Since QoE is multi-dimensional, the monitoring tools should consider context-related
parameters such as the user’s location or time of usage, context-related parameters,
network-related parameters such as network QoS such as the delay and user-related
parameters such as the user’s preferences[56]. However, most of the existing approaches
are considering some combinations of these parameters, as the following: (i) only
context-related and network-related parameters [4], (ii) only user-related and context-
related parameters [192] or (iii) only user-related and network-related parameters [188]
[193]. Thus, there is a need for a system which considers all the important QoE-related
parameters.

The data collection for QoE monitoring can be deployed by an additional entity
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such as QoE-Center[190], QoE-Orchestrator [187], QoE analytics system [189]. In some
cases, the network providers need to install an agent in the users’ device/terminal:

• To retrieve user’s satisfaction such as the eMAN[184] which aims to represent the
user’s personal preferences and expectations,

• A mobile agent [4] which collects user’s experience using surveys and feedbacks,
context-related information using user’s location and mobility and network-related
information or

• A “QoE-Agent” [194] which is used to show a survey to the user, in order to be
aware of the user’s experience.

I observe that the main questions/issues are: if I need to follow a centralized or
decentralized approach, if I need to install an agent in user’s device or not and how I
should collect the data. My solution with respect to these approaches is different because
I follow a decentralized approach using distributed agents in the network infrastructure
to avoid the single point of failure in the network and I prevent the extensive interaction
with the user in order to give us feedback, also, in my approach the data collection
realized by the agents and not in an additional entity.

7.3 An agent-based QoE monitoring strategy for LTE

networks

In this sub-Section, I present my QoE-monitoring solution over LTE-A Pro networks
using the QoE-Agents. My target is to apply the QoE-Agents in specific network
entities, in order to estimate the QoE level considering the accuracy and the network
load. In the following section, I present how I apply the QoE-layered model, which
QoE-Agent approach I follow and which models I use to estimate the QoE, the accuracy
and the load in the network.

7.3.1 The proposed architecture

The QoE-Layered model

Since QoE-layered model constitutes 6 layers, so someone might think that I need one
agent for each layer. However, this is not the case since I employ the PCRF logical
entity. For each layer, I retrieve different parameters, execute different processes, define
different inputs and outputs from different network components using the PCRF entity
that can communicate with the appropriate network entities, through different interfaces.
Considering the above, I implement a single “Slave-Agent” in the PCRF entity because
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the PCRF has a direct connection with other useful entities and one “Master-Agent”
in the PGW, which will communicate with the Slave-Agent. I chose to deploy the
“Master-Agent” in the PGW because it has direct a connection with the PCRF and
with the Internet, e.g. other networks and Over-The-Top (OTT) providers.

The layers of the QoE-Layered model and their related factors are the following:

Resource Layer The factors are related to the characteristics and the performance
of the network resources and the technical system which are used to deliver the service.
The network resources are related to network QoS (e.g. delay). The system resources
are related to the process capabilities of the server and end-users’ device capabilities.

Application Layer The configuration factors about the application or the service
and factors related to the content are considered, such as frame rate. In this layer,
several approaches appear. One possible approach is to collaborate with an OTT
content provider [195], such as YouTube so that they can provide us with the needed
application-related information. I am also taking into account information about the
detected traffic and the session characteristics.

Interface Layer It represents the physical equipment of the user, such as the type of
device. Moreover, the interface that the user interacts with the application/service. For
this layer, the network provider does not have any knowledge. Thus, other approaches
need to be followed. In a user-based approach, the user provides this information, for
example, with a series of questions that must be answered, such as a questionnaire.
This approach cannot easily be applied because it cannot be used for automation and
real-time situations. It is also a time consuming and complicated method [196]. In
a probe-based approach, a monitoring probe can be installed to the user’s terminal,
which extracts this information with respect to a user’s privacy [197]. This probe will
communicate with the “Master-Agent” in PGW, and this is the optimal choice if the
user agreed.

Context Layer It includes all the factors that are related to the physical context (e.g.
geographical aspects), the usage context (e.g. mobility/no-mobility) and the economic
context (e.g. cost of a service). Firstly, for the physical context, there are some factors
that a network provider does not have any knowledge, such as ambient light or noise,
and the only way to get any knowledge about these should come from user’s side. There
are different ways to retrieve this kind of information, as discussed before, and in some
cases, even the device cannot export this kind of information. Consequently, the usage
context is related to the mobility/no-mobility factor. The information for usage context
is known for the network provider through the eNBs. The stress/no-stress factor is
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difficult to be measured. I must estimate this factor using the psychology of the user
and estimate its’ psychological situation depending on his actions using the user’s device.
The economic context is related to the network provider. The PCRF entity of the
LTE network includes all the information related to the subscriber. This information is
stored in databases, like the SPR that includes information about the allowed services,
spending limits and all the related information regarding the subscriber’s profile. The
information about the economic context is very critical for the QoE assessment and the
behaviour of the network[198] (e.g. if a subscriber pays a lot for a service then high
quality is expected).

Human Layer It includes psychophysical factors that are related to the perceptual
characteristics of users. These factors are nearly impossible to be measured, and they
are related to the user as a human being. This means that factors such as the sensitivity
to audiovisual stimulus, the personality can be known to the network provider only if
the user provides them.

User Layer It is about user’s perspective for a service/application and includes
factors as level of expertise, patterns, history and social characteristics.

The QoE-Agents

In the proposed solution, I follow the “Distributed” approach and I implement one
“Master QoE-Agent” (MA) and one “Slave QoE-Agents” (SA). The MA in the PGW
and the SA in the PCRF entity. The MA is responsible for communicating with SA
and with external applications, such as QoE-aware application, on the Internet side.
The SA is responsible for retrieving data for the following layers and then using them
as input for its processes:

• Resource (L1). From the TDF entity, the SA retrieves network parameters in
terms of delay, jitter, loss, error rate and throughput.

• Application (L2). From the TDF entity, the SA retrieves information for the
detected Application ID and its description. Also, from AF entity, it retrieves
application parameters such as the media type, the media format and the name
of Application Service Provider.

• Context (L4). The SA retrieves information related to the economic context of
the SPR entity.

The MA is responsible for retrieving data for the following layers and then using them
as input for its processes:
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• Context (L4). The MA retrieves information related to the location of the user
from the BBERF entity.

• Interface (L3). The MA retrieve application-related parameters via the collabo-
ration with Application Provider.

Note that, the Interface Layer (L3), the Human Layer (L5) and the User Layer (L6)
are related to the user, and I can retrieve information using two approaches. I can
install an agent in a user’s device so the user can send feedback or to collaborate with
an Application provider.

7.3.2 Performance Evaluation

Experimental Setup

In this section, I evaluate the performance of the proposed strategy using the Estimation
model from 4.3. I used Mininet network emulation environment [182] in which a media
server is used to stream video to the users who are inside Mininet and use VLC player
version 3.0. I use network monitoring tools to identify the bandwidth and throughput
of the network. Mininet was installed in an Asus computer with Intel Core i7 @3.6
GHz, 4GB RAM installed with Linux Ubuntu 14.04, 64bit.

The experiment is carried out using the experimental setup shown in Figure 7.4.1.
The network includes five hosts, one media server (in the Application Provider) and 11
network devices which are considered as the logical entities of an LTE-A Pro network.
The Master-Agent is installed in the PGW, and the Slave-Agent is installed PCRF.

Figure 7.3.1: Agent-based QoE monitoring in LTE-Advanced Pro network

I have created two scenarios with different network parameters such as delay,
bandwidth, jitter, packet loss, and application parameters such as video resolution
to evaluate the performance of my strategy. My target is to observe if the estimated
QoE level in a video streaming session is affected by the network conditions and by
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the frequency of the measurements as well as the video resolution has an impact on
that. A specific QoS level is provided, and I used Eq.4.18 to estimate that level.
I introduced loss, delay and various bandwidth on the emulation links during my
experimentation. I evaluate the Estimated QoE of each video sequence. The average
end-to-end transmission delay for each path in the network in all scenarios is 4ms. The
available bandwidth fluctuates between 5 Mbps and 10 Mbps, respectively in the two
scenarios. In each scenario, the media server serves at least two clients, and I have added
additional background traffic in order to have real network conditions. Background
traffic is another type of traffic which is used simultaneously along with the primary
traffic of interest (in my case the traffic came from video streaming sessions). Under
ideal network conditions, I have all the necessary network resources and bandwidth so I
cannot prove that my strategy for a video streaming service will work better even in
the worst network conditions. Thus, for that reason, I need to simulate the worst-case
using bottlenecks and traffic overhead. Furthermore, in order to find the ideal frequency
of the measurements, I have executed the four processes every 1 minute, 3 minutes, 5
minutes, 7 minutes and each second for 30 seconds. My target was to observe which is
the ideal frequency of measurements, in order to avoid overloading the network and
consuming many resources in terms of CPU and memory and keeping the QoE at an
acceptable level.

I have developed the following processes which are executed by the agents in the
emulation environment with this order:

1. “QoS level” process is related to Eq.4.18 and calculates the QoS level for the best
path [199] from the user to the App. Provider considering the bandwidth, the
delay, the jitter and the packet loss. The SA executes this process, and it is
related to “Resource Layer” of the QoE-layered model.

2. “Est. QoE” process is related to Eq.4.19 and estimates the QoE level for the best
path [199] from the user to the Application Provider considering the “QoS level”,
the resolution of the video, the GOP and the video quality. The MA executes
this process, and it is related to “Application Layer” of the QoE-layered model.

3. “Utilization” process measures the CPU and Memory utilization when the agents
are used to monitor the network. It is executed in the background in my system,
in order to observe if the utilization if decreased or increased.

In order to measure the exact values of bandwidth, delay, jitter and loss, I used
network analyzing tools such as iperf [200] and qperf[201]. I also used “Big Buck
Bunny” (BBB)[99] video sequences, considering four different resolutions such as 240p,
360p, 480p and 720p and the H.264 codec. Moreover, the frame rate was 24fps, and
the container was mp4. In Figure 7.3.2 is shown the block diagram of the proposed
monitoring strategy.
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Results

In this subsection, I describe the experimental results based on the two scenarios with
different parameters, also considering the video resolution. Note that the values in the
plots are normalized in order to be able to compare the values. All the QoS values are
normalized to be between [0-5]. Consequently, in each scenario, I have the following
frequencies of measurements: 1 minute, 3 minutes, 5 minutes, 7 minutes and a 30seconds
continuing observation. For these, I estimate the QoS, QoE, error (using MSE), the
CPU utilization and memory utilization when the video resolution is 240p, 360p, 480p
and 720p.

In Figure 7.3.3 and Figure 7.3.4, I did measurements in each second during the
video session about the QoS and QoE levels, respectively. Figures 7.3.3 and 7.3.4 show
that in Scenario 1, the QoS and QoE levels during a session have higher variation due
to the network conditions because there are more delays and higher jitter. However,
the results in Scenario 2 seems to be more stable. Thus, I understand that the better
network conditions of Scenario 2 help the QoE level to be higher and more stable.

Figure 7.3.5 illustrates the average estimated QoE values, whereas Figure 7.3.6 shows
the average QoS values during a session for both Scenarios. For Scenario 1 in Figure
7.3.6, I observe that the network parameters are better for 240p because the load is
lower than in the other cases. In order to prove that the frequency of the measurements
has a significant impact on QoE level, I include in Figure 7.3.7 also the estimated QoE
values when the sampling is happening every 1 minute, 3 minutes, 5 minutes and 7
minutes. Thus, I observe that the better network conditions in Scenario 2 and the
different sampling rate has a significant impact on QoE level.

In order to estimate the accuracy of measurements, I used the MSE metric. Results
in Table 7.3.1 show that I achieve higher accuracy in Scenario 2. The memory utilization
seems to be extremely high; however, this is due to the capabilities of the virtual machine
that I used. The CPU utilization is low and has a stable increasing.

Figure 7.3.2: The QoE monitoring process
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Figure 7.3.3: QoS value for each scenario during a video session

Figure 7.3.4: Estimated QoE for each scenario during a video session

7.3.3 Conclusion

QoE monitoring of video services over wireless networks is essential for performance
optimization. In this paper, I developed a QoE monitoring strategy based on a QoE-
Layered model and QoE-Agents. Considering the QoE-Layered model, the QoE-Agents
have been implemented in two logical entities of an LTE-Advanced Pro network, in order
to monitor QoE level during a video streaming application. The QoS parameters were
adjustable to meet the real network conditions. In collaboration with the Application
Provider, I retrieve application parameters. The QoS parameters, the application
parameters, the CPU utilization and memory utilization, are considered, in order to
estimate which is the ideal frequency of measurements in an LTE-Advanced Pro network.
I have considered two scenarios with different network conditions and I did experiments
with different sampling rates and video resolutions. From the preliminary results,
I observe that the sampling rate, the video resolution and the network parameters
are important for the QoS measurement and QoE estimation. Furthermore, I have
acceptable errors from my measurements, low CPU utilization and acceptable memory
utilization. My future work includes utilizing a different QoE estimation model as well
as different application scenarios such as VoIP in order to achieve higher accuracy and
observe the behaviour of the strategy with different network traffic.
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Figure 7.3.5: Estimated QoE value for
each scenario

Figure 7.3.6: QoS value for each Scenario

Figure 7.3.7: Estimated QoE value for every frequency of measurements

7.4 QoE monitoring using an agent-based solution

This Section presents my QoE monitoring solution that relies on the use of “QoE Agents”
in specific network entities of the LTE-Advanced Pro network to estimate the QoE level
while considering the running applications, network load and required computational
resources. design has been driven by the following questions: (1) Where the QoE
agents should be installed? (2) Which are the IFs that I should consider to estimate
QoE level? Furthermore, (3) how should the QoE-monitoring procedure work?

7.4.1 The proposed architecture

The QoE-Agents

The collected data belong to multiple dimensions; thus, it is more efficient to use
distributed agents to collect them. It is a challenge to consider a variety of IFs because
I need to deal with a diversity of collected data and to decide which parameters are
needed to estimate the QoE of service in a mobile context. One benefit of the proposed
architecture lies in the fact that the “QoE Agents” are distributed, and they can retrieve
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Table 7.3.1: Accuracy estimation with MSE, CPU and Memory utilization during a
video session

Scenario - Resolution MSE CPU Util. Mem. Util.
1 - 240p 0.65 15, 11% 95, 49%

1 - 360p 3.61 12, 47% 95, 93%

1 - 480p 1.8 24, 9% 96, 59%

1 - 720p 1.31 26, 76% 96, 89%

2 - 240p 6.48 16, 9% 94, 26%

2 - 360p 6.74 11, 96% 96, 98%

2 - 480p 5.5 18, 94% 96, 86%

2 - 720p 6.3 23, 76% 96, 80%

information related to QoE IFs such as application, context and network IFs. I propose
a “QoE Agent”, that includes 3 agent types; one “Master QoE-Agent” (MQA) and two
“Slave QoE Agents” (SQAs) as shown in Figure 7.4.1.

• The “MQA” is deployed in the PGW because it can communicate with the
rest of the Internet and acquires data from the SQAs and forwards it to the
Cloud platform and to the internal system to store and analyze them using the
standard network management protocols. The ISP can choose to store/analyze
the data in an external Cloud platform or his system locally. Also, it can retrieve
application-related parameters (“Application” IFs) and context-related parameters
(“Context” IFs) if there is a collaboration between the ISP and the Application
Provider[202]. The ISP does not have direct access to application parameters by
inspecting only the network traffic because the last years the Application Providers
encrypt their data. Thus, if there is a collaboration between them, the ISP can
retrieve application parameters from the application provider. Considering this
collaboration, the Application Provider can monitor application parameters and
context parameters through the application software, and forward this information
to the ISP through a standard interface. However, this collaboration is out of
the scope of this paper. Based on the service type, MQA can use different QoE
estimation models.

• The “SQA 1” is deployed in the SGW to retrieve information from the E-UTRAN.
It can retrieve information about the usage context (“Context” IFs) concerning
mobility through the eNBs. I envision a collaborative network of personal devices
as depicted in the SIoT [60] which collaborate for sharing information among
them assuring privacy and that the object share only owner-authorised data.
Thus, context-related and interface-related (“Context” IFs) information can be
retrieved from a SIoT network using the relationships between the SIoT objects.
By utilizing the SIoT concept, I can know the type of user’s device, the model or
the location of the device. Location reporting can be used to support a variety of

76



CHAPTER 7. AN AGENT-BASED SOLUTION FOR QOE MONITORING

applications. SGW includes “User location information (ULI)” [203] feature that
includes location-related data, such as Tracking Area Identity, Mobile Country
Code, Mobile network code and Tracking area code. Thus, ULI feature is another
option to retrieve a user’s location.

• “SQA 2” is deployed in the PCRF to retrieve the network-related parameters such
as throughput through the TDF entity (“Network” IFs), the application-related
parameters such as Application ID and its description through the TDF entity
(“Application” IFs), and the economic-related parameters through the SPR entity
(“Context” IFs). Furthermore, PCRF includes information about the usage context
of the service (“Context” IFs) such as the user’s location and time zone. [31].

Note that, user-related parameters can be retrieved by the installation of an agent
in the user’s device so the user can send feedback to the ISP. Thus, the answer to
the question (1) is that the “QoE Agents” are installed in 3 network components, the
PGW (MQA), SGW (SQA1) and PCRF (SQA2). Note that, considering the size of
the network multiple “QoE Agents” can be deployed. The answer in question (2) is
that the MQA can retrieve application-related and context-related IFs, the SQA1 can
retrieve context-related IFs and the SQA2 can retrieve context-related, network-related
and application-related IFs. The proposed QoE-aware architecture using QoE agents
and their QoE-related IFs is shown in Figure 7.4.1.

Figure 7.4.1: QoE-aware architecture using QoE Agents and the QoE-related Influence
Factors

7.4.2 The monitoring algorithm

To answer the question (3), I present the workflow of the proposed monitoring algorithm
in Figure 7.4.2. This algorithm includes 2 phases, the “Monitoring Phase” (orange
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boxes, steps 1-7) and the “Report Phase” (blue boxes, steps 8-10). The “Monitoring
Phase” includes three tasks which are (i) data collection, (ii) KPIs extraction and (iii)
QoE estimation. The “Report Phase” includes the reporting of the monitoring. The
steps of the algorithm are the following:

1. To start the QoE monitoring process, the network manager defines the QoE
monitoring type through the “Monitoring Application Interface”. The monitoring
type can be one of the following, (i) location-based (e.g. monitor specific part of
the network), (ii) user-based (e.g. monitor a specific user) or (iii) service-based
(e.g. monitor a specific service). The time scale is defined in “Step 1“, e.g. if the
QoE monitoring is on-per session basis.

2. The “QoE Agents” are initially configured to make measurements every 3 minutes
[204].

3. The SQA1 retrieves context-related information such as user’s mobility from
the eNBs, and if there is a SIoT network, it retrieves data for the user’s device
and its location through the relationships of the objects (devices). The SQA2
collects network, context, and application-related parameters using standard
APIs. Context-related information such as location and timezone included in
the PCRF; thus, the SQA2 already knows them, and it can use them. Also,
context-related information such as economic parameters retrieved through the
SPR entity. Through TDF entity, it extracts network-related parameters such
as throughput, delay, bandwidth and application-related parameters such as
application description and application type.

4. Both SQAs forward their data to the MQA. MQA has a direct connection with the
Internet and can forward the data to the Cloud platform using the REST protocol
and to the local storage for storage and analysis. Note that, any Cloud platform
can be chosen by the ISP, if it supports REST APIs, such as ElasticSearch [205].

5. When the Cloud receives the data, it identifies the application type, extracts the
related KPIs such as latency, QoS per application, utilization, network traffic
using data mining techniques such as classification [206]. Then, it forwards the
KPIs to the MQA.

6. Consequently, the MQA includes the QoE models, to estimate the QoE based
on the application type and the identified KPIs. Considering the service type,
different QoE estimation models can be used. Note that, the KPIs are related to
accessibility such as traffic flow, retainability such as throughput and integrity
such as data streaming quality, throughput, delay, jitter [207] so that KPIs may
differ from service to service.
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7. The results from the QoE estimation are stored in the internal database and to
the Cloud storage.

8. During the monitoring and estimation procedure, the “Monitoring Report” function
measures the network load, the network latency and the computational resources
regarding CPU and memory utilization during the QoE monitoring. The results
from the “Monitoring Report” function are saved in JSON format in the local
storage and forwarded to a cloud analytics system via a REST API. The network
administrator can observe and analyze these results by creating his dashboards and
then apply the proper management technique to improve the accuracy of the QoE
estimations [208]. Based on these measurements, the frequency of measurements
is adjusted to enhance the accuracy of the estimations.

9. When the QoE estimation is completed for the first run, the algorithm checks if
the network load during the monitoring procedure was high and then it adjusts
(increases) the frequency of measurements properly by repeating the monitoring
procedure (Step 2).

10. If the network load was not high, then it checks if the computational resources
were high. If they were higher during the monitoring procedure, then it adjusts
(increases) the frequency of measurements properly by repeating the monitoring
procedure, (Step 2) to decrease them.

Thus, the proposed algorithm aims to adjust the frequency of measurements to increase
the accuracy of the QoE estimations while at the same time keeps the computational
resources and the network load at a low level. Thus, based on the data collected from
the SQAs and the extracted KPIs the network administrator will have better insights
about the user’s experience considering QoE IF such as the user’s location, timezone,
mobility, service type, network conditions and service cost.

7.4.3 Performance evaluation

Experimental Setup

In this section, I evaluate the performance of the proposed solution. The Mininet
emulation environment and network monitoring/analyzing tools have been used to
emulate the network. With Mininet, I can identify the network load and the latency,
and estimate the QoE level. Mininet was the most appropriate emulation environment
because it is a favourite emulation tool among the researchers. As a big data platform,
ElasticSearch, Logstash and Kibana (ELK) stack were used [205]. With ELK, the
network administrator can analyze data and create a dashboard. The ElasticSearch is
a database with search capabilities which uses JSON. Logstash is used as a pipeline to
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Figure 7.4.2: Workflow of the proposed agent-based QoE monitoring solution

retrieve data from anywhere. It is called Extract, Transform, Load (ETL) pipeline and
allows the fetching, transforming and storing events into ElasticSearch. The Kibana is
a web-based data analysis and dashboarding tool for ElasticSearch. It visualizes data
in seconds from ElasticSearch.

The network topology considered in this analysis includes four hosts (users) and
five devices considered as the logical entities of an LTE-Advanced Pro network, as
shown in Figure 7.4.1. The logical entities are 1 Service Gateway (SGW), 1 Packet
Gateway (PGW), 1 Policy Control and Rules Function (PCRF) and two eNodeBs
(eNBs). I assumed that the links from the users to the eNBS were wireless. The MQA
was deployed in the PGW and the two SQAs to the SGW and PCRF.

I have created two scenarios. In the first scenario, the sampling frequency during a
video streaming is constant every 3 minutes as proposed in [204], whereas in the second
scenario I used the proposed algorithm to adjust the sampling frequency following
the workflow of Figure 7.4.2. The monitoring frequencies that have been tested were
of one sampling every 1, 2, 3, 4, 5, 8 and 10 minutes. The encrypted traffic has not
been considered as the case of encrypted traffic is out of the scope of this paper. The
average transmission delay for each path in the network was 3 ms, and the available
bandwidth was 5 Mbps [204]. The target was to analyze the variation in the accuracy
of the estimated QoE by adjusting only the monitoring frequency. Using the proposed
QoE agent approach, the aim is to avoid network overload, to consume fewer resources
regarding CPU and memory as well as to keep the QoE at an acceptable level by
changing the monitoring frequency.

In the first scenario, without the proposed QoE monitoring algorithm, the monitoring
frequency was stable. However, in the second scenario, there was a dynamic adjustment
of the frequency.
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Table 7.4.1: QoE estimations accuracy using MSE during a video streaming

Time between
consecutive
samples (min.)

Without the
proposed
algorithm

Time between
consecutive
samples (min.)

With the
proposed
algorithm

3 0.079 3 0.067
3 0.072 2 0.070
3 0.076 5 0.060
3 0.079 4 0.070
3 0.074 8 0.075
3 0.076 3 0.069
3 0.080 2 0.075
3 0.073 3 0.071
3 0.080
3 0.089

Results

The results from the ELK are shown in Figures 7.4.3 and 7.4.4. The network manager
can extract results such as average values of estimated QoE, CPU utilization, throughput,
jitter or loss, and create graphs such as in Figure 7.4.3 after the data analysis. The
QoE level is not low; it is between [0-1] as proposed by the QoE, estimation model.

Figure 7.4.3: Video service results with the algorithm using ELK stack

Moreover, the network manager can observe how many services were realized and
their type during the monitoring session in a specific monitoring network area. In my
case, it exists only a video streaming service and a web browsing service, as shown in
Figure 7.4.4.
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Figure 7.4.4: Identified services during a monitoring session

7.5 Performance Evaluation - Extended results

In this section, I based on my past works [209] [9] and I conducted further experiments
in order to meet my objectives, which are the following:

1. Observe the computational complexity in terms of CPU and Memory utilization,
when “Approach 1” or “Approach 2” are used under different network parameters
and different network topologies.

2. Observe the impact of video containers in terms of computational complexity.

3. I identify an analogy between Agents (Master and Slaves) and the number of
hosts in order to keep the computational complexity in low levels.

7.5.1 Experimental Setup

All the experiments were conducted in the Mininet [210] emulation environment. It was
selected because it can configure many parameters of a communication channel such
as jitter, throughput, delay. To accommodate a large number of networking instances
such as switches and hosts, it uses process-based virtualization in a single OS kernel.
My Mininet emulation environment was in the Linux Ubuntu server 14.04 (64bits) in
Virtualbox environment with 4GB RAM, 10BG Hard drive and Core 2 Duo @2.4GH
CPU resources. The two videos that I used in my experiments were the Big Buck Bunny
and an extreme sports video 60 seconds long video sequence each one. The first video
was considered as the “low motion” video and the second as the ”high motion” video.
The media server was running as a service in one of the Mininet hosts.

In my past two works [209] and [9], I had proposed two approaches related to the
QoE Agents. In the first approach [209], I have proposed one QoE Agent that composed
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by a Master Agent and a Slave Agent. In my second approach [9], I have proposed one
QoE Agent that was composed by a Master Agent and two Slave Agents.

The QoE evaluation is influenced by different parameters such as network and
application. Thus, in these extended results, I am taking into account different network
parameters (e.g. delay, bandwidth, packet loss and jitter) and application parameters
(e.g. video type, resolution and container type). In the simulation setup, in order to
achieve my targets, I applied the following: I used two different network topologies.
One with 30 hosts as shown in Figure 7.5.2 for “Approach 1” and another with 30 hosts
for “Approach 2” as shown in Figure 7.5.3. The second topology includes 60 hosts for
“Approach 1” as shown in Figure 7.5.4 and another topology with 60 hosts for “Approach
2”. I used different network topologies in order to find the analogy between Agents
and hosts. The applications parameters that I considered were the following, (i) the
video type, e.g. low motion and high motion, (ii) the resolution of the video, e.g. 480p
and 720p, and (iii) the type of the container, e.g. MPEG-4 and H.264. The network
parameters that I considered were the bandwidth, the packet loss, the delay and the
jitter. Thus, I created three different scenarios with different network parameters. The
"Scenario 1" is characterized as "Great" because it has the ideal network conditions.
The "Scenarios 2" is characterized as "Good" and the last scenario, "Scenario 3" is the
scenario with the worst network conditions. The values of each network parameters
are shown in Figure 7.5.1. Furthermore, in order to estimate the QoE level, I used two
QoE estimations models, the eMOS model which is based on application and network
related parameters [98] and the PSNR which is the ratio of the peak signal expressed
in dB. I measured PSNR, and then I converted to MOS value [211]. In my experiments,
I used each approach in each topology, under the different application and network
parameters and using the different QoE estimation models.

The main differences between these experiments and my previous experiments are
the following:

1. In all scenarios, the videos sequences were played 30 times (30 runs).

2. I compare the results for both approaches in order to find the best case for each
one.

3. The network topologies are more and bigger. In these experiments, I have two
network topologies. One with 30 hosts and one with 60 hosts.

4. In these experiments, I used 2 QoE estimation models in order to observe if the
computational complexity is increased when the QoE model is different. The
selected QoE models retrieve different parameters in order to estimate the QoE
level of video streaming.
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5. The quality sampling rate is dynamic, and the agent-based QoE monitoring
algorithm from [9] is used.

6. In these experiments, I consider two application parameters, the video resolution
and the video type.

7.5.2 Results

How the network conditions impact the computational complexity in terms
of CPU and memory utilization of the VMs in which the QoE Agents were
installed?

Observations for Figures 7.5.6 and Figure 7.5.7:

• When the network conditions are “Great” and the video resolution is 480p, the
number of hosts and the type of video (low or high motion) has not any impact
on CPU utilization because these network conditions can support any video type
and any number of hosts without any problem.

• When the network conditions are “Good”, the video resolution is 480p, and the
topology has 30 hosts, the video type has an impact on CPU utilization because
the high motion video (Video2) needs more network resources in order to achieve
a good QoE level.

• When the network conditions are “Great” to “Good” and the video resolution is
480p, only with Approach 1 (2 MQAs, 2SQAs), the CPU utilization has a slight
decrease. In all the other cases the increment is more than 10%. The network
load is not increased due to the low motion video; thus, the CPU utilization is not
increased. Moreover, with low motion video and with any approach and number
of hosts, memory utilization is not influenced. The network load is low due to the
low resolution; thus, it is easier the streaming of this video under these conditions.

• When the network conditions are “Good” to “Bad“, the video resolution is 480,
and the video type is low motion, I observe that in case of the topology with the
60 hosts, the CPU utilization is not influenced a lot. The network conditions are
already bad, and the increased network load cannot affect more CPU utilization.

• For every network condition (Great, Good, Bad), when the video has high motion,
and its resolution is 480p or 720p, I observe high memory utilization because
the high motion video demands more network resources in order to achieve an
acceptable QoE level.
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How a video container and the video resolution impact the computational
complexity in terms of CPU and memory utilization?

Observations for Figures 7.5.8 and 7.5.9:

• When the network conditions are “Great”, the topology has 30 hosts, with any
video with resolution 720p and “avi” as container, I observed that the approach
and the video type does not influence the CPU utilization because these network
conditions can support any video type (high or low motion), video with high
resolution and an increased number of QoE Agents.

• When the network conditions are “Great” with Approach1 or “Bad” with Ap-
proach2, the video has low motion, its resolution is 720p, and its container is “avi”,
I observe similar behaviour. The approach, in combination with the container,
influence the CPU utilization. More specifically, the network load (and thus the
CPU utilization) is increased due to the fact that the “avi” video is heavier.

• When the network conditions are “Bad” with Approach1 or ”Good” with Approach2,
in a topology of 60 hosts, the video resolution is 720p, and its container is “avi”,
I observe that the video type influences CPU utilization because when its high
motion with high resolution, more resources are demanded in order to achieve an
acceptable QoE level.

Observations for Figures 7.5.10 and 7.5.11:

• With Approach 1, when the network conditions are “Great” in the topology of
30 hosts, with any video of any resolution with any container, I observe that the
video type and the container do not affect the Memory Utilization and it has the
lowest values.

• When the network conditions are “Bad” in any topology, with any video type of
any resolution with any container, I observe that the approach and the number of
hosts have an impact on the Memory utilization since when the number of hosts
is increased, there is a need for more resources in terms of memory.

• When the network conditions are “Great” or “Good” in the topology of 60hosts,
with any video type of any resolution with any container, I observe that the
approach does not influence the Memory Utilization. The network load is low,
and the system can monitor and estimate the QoE level without problems and
without increase the Memory Utilization.

How the type, the resolution and the container of a video affect the QoE
estimation?

Observations for Figure 7.5.12, Figure 7.5.13, Figure 7.5.14 and Figure 7.5.15:
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• In most of the cases, the values of the PSNR to MOS are higher than eMOS
model. This is related to the models.

• eMOS also considers the network conditions; that’s why its value is lower when
the network conditions are not optimal.

• In case of video2 (high motion) with the “mp4” container, the eMOS and the
PSNR values are higher than video1 (low motion). This is happening even under
“Bad” network conditions. Thus, I observe that the video type, in this case, does
not have big influence under these conditions, e.g. video resolution is 720 and any
network condition.

7.6 Conclusion

This paper proposed a monitoring solution that uses QoE agents and a QoE monitoring
algorithm. My solution first defines the functionalities of the components (QoE agents)
involved in a QoE monitoring process by considering a variety of QoE IFs. Then, I
collect, analyze and store data related to IFs to estimate the QoE of a video service.
My algorithm considers computing resources and network load to adjust the frequency
of measurements targeting to make more accurate QoE estimations. I realized that the
dynamic adjustment of monitoring frequency has a significant impact on the accuracy
of the QoE estimations.
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Figure 7.5.1: Experimental Setup parameters
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Figure 7.5.2: “Approach 1” with 30 hosts

Figure 7.5.3: “Approach 2” with 30 hosts

Figure 7.5.4: “Approach 1” with 60 hosts
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Figure 7.5.5: “Approach 2” with 60 hosts

Figure 7.5.6: Network conditions vs CPU Utilization
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Figure 7.5.7: Network conditions vs Memory Utilization

Figure 7.5.8: Computational complexity in terms of CPU Utilization using different
containers when the resolution is 480p
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Figure 7.5.9: Computational complexity in terms of CPU Utilization using different
containers when the resolution is 720p

Figure 7.5.10: Computational complexity in terms of memory utilization using different
containers when the resolution is 480p
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Figure 7.5.11: Computational complexity in terms of memory utilization using different
containers when the resolution is 720p

Figure 7.5.12: Average MOS estimation for video 1 when the resolution is 480p.
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Figure 7.5.13: Average MOS estimation for video 2 when the resolution is 480p.

Figure 7.5.14: Average MOS estimation for video 1 when the resolution is 720p.
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Figure 7.5.15: Average MOS estimation for video 2 types when the resolution is 720p.
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Chapter 8

An SDN-approach for QoE
management of multimedia services
using resource allocation

8.1 Introduction

New heterogeneous requirements will accompany future networks in terms of end-users
Quality of Experience (QoE) due to the increasing number of application scenarios
being deployed. Network softwarization technologies such as Software Defined Networks
(SDNs) and Network Function Virtualization (NFV) promise to provide these capa-
bilities. In this work, a novel QoE-driven resource allocation mechanism is proposed
to dynamically assign tasks to virtual network nodes in order to achieve an optimized
end-to-end quality. The aim is to find the best combination of network node functions
that can provide an optimized level of QoE to the end-users through node cooperation.
The service in question is divided into tasks, and the neighbour nodes negotiate the
assignment of these considering the final quality. In work, I specifically focus on the
video streaming service. I also show that the agility provided by SDN/NFV is a critical
factor for enhancing video quality, resource allocation and QoE management in future
networks. Preliminary results based on the Mininet network emulator and the Open-
Daylight controller have shown that my approach can significantly improve the quality
of a transmitted video by selecting the best path with normalized QoS values.

8.2 Related Works

The network resource allocation is a significant problem in multimedia communications.
There have been many studies in recent years, tackling this problem. For example,
[212] addressed the issue regarding the optimization of network resource allocation
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for wireless video delivery. With a focus on throughput maximization, a cross-layer
QoE-based optimization framework was proposed in [213] to allocate network resources
efficiently for a video delivery service.

In real-time applications such as video streaming, there are dynamic changes in the
application requirements (e.g. delay, packet loss). Note that, initially, the QoE-based
optimization solutions were proposed for elastic application such as file transfers, which
captures the user‘s satisfaction as a function of data rate using a concave utility function
[214]. A network operator‘s view aims to allow the maximum number of users to join
the system and at the same time to keep a good level of service quality. Their technique
is based on the fact that the user is choosing a charge per unit time, and the network is
determining allocated rates. However, a balanced must exist between them in order to
have an optimized system.

In [215], a framework is proposed which applies dynamic traffic shaping on home
network gateway based on network traffic statistics and monitoring of video flow to
achieve a dynamic allocation of bandwidth for each video flow in real-time. The
authors in [216] present an SDN-testbed along with an SDN-based video streaming
architecture for monitoring the streaming flows in real-time using MPLS protocol to
change the routing paths. However, that approach is designed only from a video service
provider perspective. In [217], the architecture that integrates the SDN and NFV
is described along with the mandatory requirements of adopting new technologies in
mobile networks. Authors demonstrate the feasibility of SDN and NFV technologies for
future networks such as 5G. However, as the authors point out, robustness and reliability
are not provided. In order to proceed with my work, I considered the work from [218].
By leveraging the NFV and SDN in order to solve the challenges of resource, traffic
and mobility management in the current mobile networks such as 4G/LTE networks,
new concepts and opportunities for the Software-Defined Mobile Network (SDMN)
architecture is analyzed theoretically and experimentally in [218] to meet the end user’s
traffic requirements. In [219], authors demonstrate an SDN/NFV enabled network
domain approach towards providing an agile video transcoding process for maintaining
the QoE level of a media service when network congestion occurs. This approach adopts
the encoding characteristics provisioned video stream to implements a self-optimization
and self-adaptation VNF of real-time video streams. The authors in [220] have proposed
a Video Control Plane in order to monitor the QoE delivered by a CDN that belongs
to its pool and select the most appropriate when a new video request is received. Their
solution predicts continuously the CDNs’ performance based on clients’ feedback and
computed using the k-NN algorithm. A resource allocation architecture with automated
QoE assessment is proposed in [221], which is based on affective computing and sensing
and takes into account also a mixed context (licensed and license-exempt technologies).
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8.3 Problem Formulation

At the network level, in the traditional systems, all media flows from the server to
clients follow the same network path while it is the case that, such a path might not
be the optimal one for all types of media flows [222]. Thus, it is required to develop
mechanisms that allow delivering each user media flow over the “best available” path
using the “best service configuration” to maximize the end-users’ QoE. To achieve the
QoE maximization, in my approach, I aim to provide QoE-centric traffic flow control and
routing mechanisms, a concept which is motivated by the Economic Traffic Management
presented in [223]. The QoE-centric traffic flow control and routing mechanisms aim to
enable several network elements to cooperate in measuring and collection of the QoE
influencing factors in the SDN network.

In this work, my target is to optimize the overall QoE in case of adaptive video
streaming application using NFV and SDN technologies. The quality optimization
problem consists of maximizing a quality function. I formulate the problem of dynamic
task allocation in an adaptive video streaming scenario considering QoE influence
factors in order to improve the overall QoE. To achieve this, I proposed a task model, a
network model and a task assignment model, as described in section 4.2.

8.4 Task Assignment Algorithm

Using the network topology, shown in Figure 8.5.1 and the task assignment model
from 4.2.2, my algorithm finds the best path to deliver the video while executing all
the defined tasks. Every NE has specific available resources, and every task requires a
specific amount of resources regarding the amount of CPU and memory. The resource
allocation algorithm employs the following steps:

1. Based on network topology, the algorithm finds all the paths that can be used to
deliver the video from each media server to each client and creates a list of them.

2. Based on the proposed network model and task model and the previous list, it
creates a new list with all possible paths considering all the constraints. Moreover,
every path must starts from a “media serve” node and ends with a “client” node
and must include nodes that execute all the tasks.

3. For every path, it calculates the QoS(C) value of the path based on Eq. 4.17.
Since every link of the path in my topology has different delay and bandwidth,
the algorithm considers the average delay and average bandwidth of the path.

4. For every path, then it calculates the “Benefit of the path” based on Eq. 4.16
by considering the QoS(C) value of a path, Qr (a factor which determines the
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overall QoE of the video streaming), the resolution class A and the structure of
the video frames R.

5. For every path, it calculates the “Cost of a path” by considering the required
amount of CPU and memory of a task λ.

6. The algorithm calculates the unet function, based on Eq.4.14 using the “Benefit of
the path” and the “Cost of a path”.

7. The algorithm will use the path with the highest unet value to deliver the video
to the Client.

8.5 Performance Evaluation

8.5.1 Experimental Setup

In my experimental testbed, I based on a network emulator called Mininet [182] and
an SDN-Controller implemented by OpenDaylight [183]. The testbed consists of 2
video streaming servers, three clients, seven virtual switches and the SDN controller, as
illustrated in Figure 8.5.1. The network access was provided by using a Cisco Linksys
x1000 device compatible with IEEE 802.11b/g/n operating at 2.4GHz bandwidth.
Mininet was installed in a Toshiba computer with Intel R© CoreTM, i7-3770 CPU@ 3.40
GHz, 16 GB of RAM installed with Linux Ubuntu 14.04, 64 bit. The SDN-controller
Ethernet port was fixed to a static IP address to ensure service availability throughout
the experimentation period.

Figure 8.5.1: Experimental Setup

For simplicity, during network path assignment to a particular multimedia traf-
fic/session flow, my approach first specifies the particular network path links and nodes
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by utilizing an automatic optimal path configuration of each traffic/session flows to be
established through the assigned path loss probability and an average end-to-end delay
of the link. During multimedia service flow establishment between a client and a video
server, each of the following components performs the following functions [224]:

1. End-user clients initiate an SDN application request to the video server with their
preferences and requirements such as video and screen resolution as well as the
supported codecs of their devices.

2. Upon receiving a request, the video server (s) communicates these clients’ requests
to an SDN application with the parameter matching function. It also conveyed the
client’s information and requested parameters such as required video resolution,
video bitrates and codecs.

3. An SDN application then determines the required parameters to be delivered to
clients when there is a match received from the video server.

4. The associated multimedia traffic parameters are then sent by the SDN application
to the SDN-Controller. Such parameters include the video codecs and video bit
rates along with the required QoE model.

5. The SDN-Controller through the OpenFlow [27] performs the QoE-centric multi-
media traffic flow control and routing mechanisms to determine the possible path
that will maximize the QoE of the end-users requests.

When scalability and interoperability become the core requirements, I can create a
generic solution using OpenFlow which should work across different service provisioning
scenarios ranging from a multitude of vendors and ISPs.

8.5.2 Results

The objective of my experiments is to evaluate the QoE level provided by the pro-
posed task allocation algorithm with respect to scalability and clients differentiation,
bandwidth fluctuations and end-to-end delay variations. The programmability and the
overall combination of features provided by SDN and NFV, as well as the openness
of OpenFlow [27], enabled us to have a full realization of the real-world networks
throughout my experiments. My experiments employ the VLC media player [225] for
video streaming while for video stream delivery from any of the video server nodes
to clients; the UDP/RTP protocols are used. The total available bandwidth to be
accessible to video streams is set on different links to fluctuate between 20kb/s to
20Mb/s. Such bandwidth limit is motivated by the Wi-Fi routers using the wireless-
A and wireless-G standards which can limit connection speeds with ISPs that offer
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25Mb/s for fast connections. As shown in Table 8.5.1, the resolutions of video streams
to be delivered to clients were selected randomly between 360p, 720p and 1080p at
the beginning of the experiments which was defined with the duration of 10 minutes
and three clients selected randomly to receive a video from video server 1. In order to
evaluate my approach, the reference video file of an animated film called “Big Buck
Bunny” which is widely used by researchers in the area of adaptive content distribution
was selected. The uncompressed YUV video files in 360p, 720p and 1080p resolution
were then encoded using the H.264 codec. Three different tests were carried out to
evaluate the performance of my approach. The first test evaluates the bandwidth
fluctuations and delays variations from a video server to a certain number of receiving
clients. In the second test, I conducted two different experiments to evaluate the effects
of packet loss on video quality at different delay variations. In experiment 1, the delay
was varied in the interval [20ms, 60ms] while in experiment 2, the delay was varied in
the interval [10ms, 30ms]. The available bandwidth in these two experiments was set
to 1000kbps, whereas the average packet loss probability was selected randomly in the
interval [0%, 20%]. The last test evaluates the transmitted video quality as measured
by the normalized QoS using Eq. 4.17.

Table 8.5.1: Resolutions of video streams.

Video resolution Video bitrate (kbps)
1080p 100, 200, 600, 1000, 2000, 4000, 6000, 8000
720p 100, 200, 400, 600, 800, 1000, 1500, 2000
360p 100, 200, 400, 600, 800, 1000

The network QoS parameters (packet loss rate, jitter, delay and bandwidth) which
are also related with video quality were configured using netem [226] which is the well-
known routing and traffic control feature for system monitoring, traffic classification
and traffic manipulation.

Bandwidth and end-to-end delay variations

Figure 8.5.2 shows the relationship between the number of video servers that can serve
a specified number of clients at varying link bandwidth and delay variation values. In
practice, a change in the shared bandwidth will lead to a network resource reallocation
process which is instructed by the resource allocation function. Every change in video
quality is accounted for in the end user’s QoE while the increasing number of quality
fluctuations is believed to be impacted by the number of delay variations and packet
loss rate on the network links.

I observe that, as the number of video delivery nodes increase, the delay variations on
the network links have less effect on the available bandwidth required for transmitting
videos to clients. For example, at 60ms delay variation, 2 or 4 video servers can provide
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Figure 8.5.2: Bandwidth and delay variations with different number of clients and video
servers.

services to 1, 2 or 4 clients at the same bandwidth of 20Mbps. Such observation also
implies delivering high videos quality to clients.

Effects of Packet Loss variations on video quality

As multimedia applications over IP networks continue to gain popularity, resource
allocations with respect to multi-tier topology, user data sharing and cross-domain
policies to be implemented using SDN approach continue to face a challenge as well [227].
Considering the media streaming services in dynamic and heterogeneous applications
in future networks such as 5G, my approach differs from the conventional designs in
the sense that, I model the utility and assignment of tasks to network nodes in order
to improve the overall QoE level. Such design enables several network elements to
cooperate during the process of QoE measurements and collection of the QoE influencing
factors in the SDN platform. In order to do that, I conducted two different experiments
to evaluate the effects of packet loss on video quality at different delay variations. In
experiment 1, the delay was varied in the interval [20ms, 60ms], while in experiment 2,
the delay was varied in the interval [10ms, 30ms]. The average packet loss probability
is selected randomly in the interval [0%, 20%]. The available bandwidth of 1000kbps
was selected based on the fact that 1Mbps was reason enough for my experimentation
taking into account that the aim was to investigate how delay and packet loss affect
the transmitted video quality using my approach. Figure 8.5.3 shows the video quality
of transmitted videos as the function of the packet loss rate.

As expected, I observe from Figure 8.5.3 that, as packet loss decreases, the video
quality increases as indicated by the QoE values from the correlation model described
in [97].
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Figure 8.5.3: QoE values at different variations of packet loss and delay

Figure 8.5.4: Transmitted video QoE with the normalized QoS values.

Transmitted video QoE with the normalized QoS values

Figure 8.5.4 shows the results of the transmitted video QoE without and with my
proposed QoE-driven resource allocation algorithm. In this experiment, the normalized
QoS(C) was calculated based on Eq. 4.17 where the constants A and R in Eq. 4.16 were
assigned to 240 and 24, respectively by considering the used codec, network parameters
set and video resolution. The blue colour bar demonstrates the test experiment without
using my proposed algorithm. The video quality increases as the normalized QoS value
decreases. The video quality and the QoS(C) reflect the QoE metric for video streaming
services and the network parameters/conditions, respectively. They were described in
the second test done in the previous subsection. Using the QoS-to-QoE correlation
model in [97], my proposed approach can significantly improve the video quality at the
normalized QoS values.
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8.6 Conclusion

Although SDN and NFV promise new opportunities, a unified approach for leverag-
ing these network softwarization technologies in the wireless and mobile domain is
lacking. This work presents an SDN-based approach for QoE management through
cooperation and information exchange among network elements which are involved in
the service delivery chain (e.g., from the video delivery nodes to clients). This approach
enables more efficient resource utilization and simplifies network management using the
elasticity of SDN/NFV technologies. I aim to find and provide the best combination
of network nodes that can cooperate during the execution of the defined task and at
the same time to improve the overall QoE level of the end-users. To achieve this, I
developed a QoE-driven dynamic task allocation scheme for adaptive video streaming
over SDN/NFV enabled networks. I have shown that the agility provided by network
softwarization infrastructures using SDN/NFV is a key factor for enhancing video
quality, resource allocation and QoE management, especially in future networks. In the
future, I will replicate this study to achieve an efficient QoE control and management
of network/system resources between multiple players in the network domain (mobile
network operators, content providers and cloud/service providers.
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Chapter 9

A QoE monitoring solution for
multimedia services in 5G networks

Introduction
Network Function Virtualization (NFV) and Software Defined Network (SDN)

paradigms shift towards virtualization [53]. Without the virtualization technology, it is
challenging to monitor a virtual network with a traditional (physical) monitoring probe
since the traffic in the virtual networks is invisible to the physical network [62]. In a
virtualized environment, the traffic is transmitted via virtual functions among Virtual
Machines (VMs). Since these data are not leaving the VM, the traditional (physical)
monitoring probes cannot monitor them. This leads to a significant challenge regarding
the type (traditional or virtual) of the monitoring probes. In contrast, the virtual
monitoring probes, in the form of Virtual Network Functions (VNFs), can communicate
with physical and virtual network devices in order to monitor the QoE level in both
environments.

Furthermore, the placement of the monitoring probes (virtual or physical) by the
ISPs remains as a challenge [104] [228]. Because the monitoring technique that has
been chosen should conduct accurate measurements [228] and at the same time decrease
the energy consumption, the computational complexity and the deployment cost [229].

Another challenging task regarding the QoE monitoring in 5G networks comes from
the fact that there is a diversity of devices and a variety of data considering the
plethora of new emerging services such as HDTV,3DTV, video streaming and Social
TV. Accordingly, the different services have different requirements in terms of QoE
[230] and thus, a flexible QoE monitoring solution is needed in order to support the
diversity of services.

In the current work, I propose a monitoring solution for 5G networks which includes
QoE agents that have been introduced in [8] in the form of Virtual Network Functions
(VNFs) in order to monitor user’s satisfaction without increasing network load and
the complexity during the QoE monitoring. The QoE agents are deployed in different
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network locations, and they can collect QoE related parameters and based on them
to estimate the QoE level using the most appropriate QoE models for each service
type. In this work, I make a step further by relocating the QoE agents from their
conventional places in order to achieve economic benefits and improve the flexibility
and the scalability of the monitoring solution.

I propose a QoE agent placement solution in order to monitor the QoE level for
a variety of services. In this paper, I propose a model to optimize the QoE agent’s
performance. This can be done by the proposed algorithm, which efficiently selects the
lowest number of monitoring locations that do not increase the computational complexity
and the network load during a QoE monitoring. In this work, I focus on an adaptive
video streaming service. The QoE Agents support the diversity of services, and they can
be used for any service using a related QoE estimation model. I formulate the problem
of QoE agent placement problem in a “QoE-monitoring” scenario for an adaptive video
streaming service. Preliminary results show that the most cost-effective and efficient
approach is to follow a distributed approach and deploy the QoE agents in NFV-capable
network devices and the Cloud. Moreover, by following this approach, I can leverage
from the real-time insights. Furthermore, when the QoE agent is deployed in the Cloud,
I observe that I achieved my target because the network load is decreased as much the
computational complexity in terms of CPU utilization and memory utilization.

9.1 Related Works

Most of the past works focused on improving the Virtual Machine (VM) performance,
and availability, scalability, energy consumption and VM live migration cost [231].
Thus, the placement decisions are based on the following, (a) the resource availability
(computational power, storage, bandwidth), (b) the deployment cost and (c) the
flexibility of management and maintenance. Due to a potential high load of the virtual
management systems, a trade-off has to be made between accuracy and cost-effective
deployment. It is critical to base any decisions on accurate QoE monitoring and
management.

In the past, a study [228] has been conducted, but it was application-specific (only
online video service in the network). In [228], the authors design a VNF monitoring
system to measure the video quality and estimate the QoE at the client-side. They
place the VNF in two locations, nearby and far away from the user in order to analyze
the impact of geographical placement of the VNF on its performance. They showed that
the VNF had high accuracy in QoE estimation if it was deployed at the edge network
close to the user and lower accuracy when it was deployed in a Data Center. However,
many advantages can exist when a QoE monitoring VNF is deployed in a Data Center,
such as the storage and analysis capabilities and real-time insights.
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In order to succeed agile network management, the SESAME [232] project develops
and demonstrates an architecture to promote the Cloud-Enabled Small Cells (CESCs)
which supports edge cloud computing in a multi-tenant and multi-service ecosystem
with a target to support enhanced edge cloud services by enriching small cells with
microservers. By the deployment of edge cloud services, it is possible to benefit from
the fact that they are deployed near to the user. Thus more accurate measurements
can be done with fewer delays. The ANYaaS [12] concept is introduced for the 5G
mobile networks and relies on NFV and Cloud computing in order to manage the mobile
services efficiently and optimize the usage of network resources. Using any IaaS, the
mobile operators can manage and orchestrate multiple service instances dynamically
using Docker virtualization approach. Efficient network resources allocation should be
applied in order to decrease energy consumption and costs.

In the context of cloud computing, a set of optimization metrics can be defined [233]
such as energy consumption, latency minimization, QoE maximization and number
of migrations optimization, which are suitable for MEC systems even though they
have lower performance and power consumption due to their limited capabilities (in
comparison with Cloud Data Centers).

In [234] the QoE monitoring as VNF is deployed in provider edge without to consider
the service type or the factors that affect this placement [234]. The ISPs should place
the monitoring probes in the form of VNFs by considering the cost and the effectiveness
of [104]. The decision where to place a service can be based on a variety of criteria,
such as hardware requirements, network latency between the service instance and the
client, deployment and operating costs of the service, The network provider should find
the balance between these objectives when deciding where to deploy their services.

The minimization of resource utilization is an important problem that has been
studied by [235], [236], [237] [15]. The authors in [235] dealt with the VM placement
problem and proposed an efficient online algorithm that can be applied in a dynamic
environment under a variety of traffic loads in order to minimize resource utilization. An
online heuristic algorithm [236] achieves the optimal resource allocation in a Cloud-based
environment in order to minimize resource utilization and reduce the VM migration
overhead. A framework [237] minimizes the end-to-end latency by using a fast algorithm
to implement a random cloud selection (to optimize resource utilization) and heuristics
using the Support Vector Regression machine learning technique to find the optimal
placement. A placement and provisioning optimization strategy [15] in an Edge-Central
Cloud that takes into account the QoS requirements optimizes the resource utilization,
prevents Cloudlet overload and avoids violation of QoS requirements. In congestion with
the work of [15], a trade-off found [238] between the resource utilization and violation
of SLA requirements while improves the user experience and ensures scalability.

About the minimization of network resource consumption several approaches have
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been proposed [16], [17], [239],[240] [241][242].

In a Cloud-based environment, [16] [17] VNF placement approaches are proposed
to minimize it while considering the network traffic and the service requirements. A
trade-off between the minimum traffic and the minimum number of VNF instances
is achieved [239] using a heuristic deployment algorithm. In addition to the network
resource utilization, the minimization of computational resources is also achieved
by three optimization models [241](single and multi-objective) that consider latency
requirements and three heuristic algorithms [242] (online and offline scenarios) that
consider resource and traffic requirements. Furthermore, user experience is considered
by the CDN owners in order to provide better services [243] while minimizing the
operating costs. A trade-off is achieved [37] when active probes are deployed in a widely
distributed heterogeneous Cloud environment before the service deployment.

Several studies have been conducted on the service placement while considering the
deployment cost [244][245][246][34][247]. An Intenet-of-Things (IoT) service is deployed
on FOG environment [247] taking into account QoS requirements and a Cloud-based
framework that applies a Cloudlet placement [246] that uses two models. The one model
considers that the network status is static and the other or that it is dynamic in terms of
load variation and user’s mobility. Also, in a Cloudlet placement, the end-to-end delay
is considered [34] in order to find the optimal locations for Cloudlets while reducing
the number of them and their servers. Moreover, the optimal solution can be found
in a shorter time by supporting service differentiation between the users [245] without
compromising the QoS requirements. By placing the service in the network Edge [248]
can be achieved the optimal allocation with the minimum end-to-end latency between
the users and network functions. By using an heuristic-based allocation mechanism in
a MEC environment [249? ] to dynamically perform resource utilization and execute
a re-optimization algorithm periodically to adjust allocation can avoid the increment
of the operating costs and keep the latency in the minimum level. An optimization
module [235] can be used to take high-quality placement decisions based on current
network conditions while considering the energy consumption.

Thus, I propose a QoE monitoring solution for 5G networks by deploying QoE agents
in strategic locations. The ISPs can reduce the monitoring overhead, and increase their
network scalability and reliability. I propose the deployment of the Slave agents in the
user’s premises in order to keep latency in minimum level and the Master agent should
be deployed in a MEC server or in a Data Center in the Cloud in order to leverage
from their processing capabilities and the real-time insights.
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9.2 The QoE-based placement of the Agents

In [8], the QoE agents applied in specific network entities for QoE estimation by
considering the network load and the estimation accuracy. For each layer, different
parameters are retrieved, different processes are executed, different inputs and outputs
are defined from different network components. The QoE agent in [8] follows the
“Distributed Agent” approach and deployed in an LTE-Advanced Pro network and
implements a “Slave agent” and one “Master agent”. The “Master-Agent” is deployed
in the Packet Gateway (PGW) because it has a direct connection with the Policy
Charging Rules Function (PCRF) entity and with Internet, e.g. Over-The-Top (OTT)
providers and, the “Slave agent” is deployed in the PCRF entity because it has direct
connection with other useful network entities. The “Master agent” communicates with
the “Slave agent” and with the external applications, such as QoE-aware application,
on the Internet side. This approach was described in Section 7.3.1.

In this section, I propose a QoE agent placement model which is based on a
resource allocation approach proposed in the models from 4.2. My target is to reduce
the complexity and the traffic related to the QoE monitoring procedures in a 5G
network by using distributed agents. The optimization problem consists of maximizing
a quality function. I formulate the problem of dynamic QoE agent placement in a
“QoE-monitoring” scenario by conducting a lighter QoE monitoring. To achieve this, I
used the task model from 4.2.2, and I proposed a network model that is described in
4.5.

9.2.1 Placement approaches

I propose that each task (MQA and SQA) should be executed in the NEs by following
one of the below approaches, as shown in Figure 9.2.1.

1. The MQA is deployed in the Core Network, and the SQA deployed in virtual
Customer Premises Equipment (vCPEs). This approach is based on [8], and
it follows the proposed QoE agent placement. The vCPE is a software-defined
CPE that delivers network services, such as routing, and VPN functions and this
approach is especially beneficial for businesses where investments of dedicated
hardware equipment and their costs like power consumption and hardware main-
tenance, could be considered burdening. The ISPs leverage the benefits of vCPEs
due to the fact that they can deploy simple and fast new services, reduce the
management complexity, and reduce OPEX/CAPEX [250]. Also, the ISPs can
benefit from the deployment of the QoE agent in a vCPE because they will have
reliable and consistent visibility into the customer experience.

2. The SQA is executed in the vCPEs and the MQA in a MEC entity. By leveraging
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the benefits of Edge Computing, I deploy the MQA in a MEC server because it
has more processing capabilities. The MQA needs more resources in order to be
able to conduct the QoE estimations.

3. The SQA is executed in the vCPEs and the MQA in the Cloud. Deploying the
MQA in the Cloud, I can take advantage of its storage and real-time analytics
capabilities. The benefit of the MQA deployment in the Cloud is that I can get
real-time insights.

In the above approaches in most of the cases the SQA is executed in a lower level in
the network (e.g. in Customer’s side) due to the fact that it needs less computational
resources in comparison with the MQA which needs more because it includes the QoE
estimation model.

Figure 9.2.1: Network model and placement approaches

The aim is to propose a lighter approach for QoE monitoring, considering the
deployment location of the QoE agents. This problem could be time and energy-
consuming if I have many services and massive traffic. I apply a distributed optimization
approach to make the most efficient QoE agent placement in order to decrease the
overhead of QoE monitoring.

9.2.2 QoE agent placement algorithm

Using the network topology shown in Figure 9.2.1 and the estimation model from
section 4.5, my algorithm finds which is the best location to install the monitoring
agents (MQA, SQA) in order to decrease the complexity and improve the performance
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of the QoE monitoring. The proposed algorithm efficiently selects the lowest number of
monitoring locations (lower costs). Every NE has specific network resources, and every
task (QoE agent) requires a specific amount of resources regarding the amount of CPU
and memory. The location-aware placement algorithm employs the following steps:

1. Based on network topology, the algorithm finds the VNF-able nodes that can be
used to deploy a QA (MQA or SQA) and creates a list of them.

2. In that list identify if a VNF-able node can execute an MQA, an SQA or both. If
it has the available computational resources.

3. Based on the proposed network and task model and the previous list, it creates a
new list with the possible locations considering the constraints. The combinations
of possible locations are described in Figure 9.2.1.

4. For every path with locations which are related with the proposed placement
approaches in Figure 9.2.1, it calculates the ciδλ value by considering the required
amount of CPU and memory of a task λinT . The path includes locations/NEs
that a QA can be deployed.

5. For every path with a set of locations, the algorithm calculates the biδλ .

6. The algorithm calculates the aacnet function using the biδλ and the ciδλ .

7. The algorithm will use the path with the highest accnet value to monitor the
QoE in the network in order to reduce the computational complexity of QoE
monitoring.

9.3 Performance evaluation

9.3.1 Experimental Setup

The proposed solution was implemented on the Mininet emulation environment [251].
An HTTP apache server was used to store the video content. The video streamed
was the “Big Buck Bunny” encoded in 806kpbs. The HAS clients were implemented
on top of the libdash library [252]. Opendaylight [253] controller was used and Open
vSwitches [254] was used to realize the OpenFlow switches. The emulated network is
shown in Figure 9.3.1, where the locations of the QoE agents are illustrated. In order
to provide an extensive evaluation of the proposed solution, I emulate 30 episodes of
the video trace and average the results over the 30 runs for each placement approach.
The average bandwidth in the emulated links was 3 - 10 Mbps, the packet loss was 1 -
5% and the jitter 5 - 20ms [255] [98].
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Figure 9.3.1: Emulated topology

The objective of the performance evaluation was to present for an adaptive video
streaming service which QoE agent placement approach can reduce the complexity and
overhead of the QoE monitoring. I used two different QoE estimation models for an
adaptive video streaming service.

I evaluate my model and the algorithm in 3 cases (3 placement approaches), as
shown in Figure 9.2.1, during an adaptive video streaming service:

1. Approach 1: When the MQA is deployed in the Core Network (as in [8]), and
the SQA is deployed in Customer’s side (in a vCPE).

2. Approach 2: When the MQA is deployed as edge cloud service in a MEC server,
and the SQAs are deployed in the Customer’s side (in a vCPE).

3. Approach 3: When the MQA is deployed in a Data Center in the Cloud, and
the SQAs are deployed in the Customer’s side (in a vCPE).

9.3.2 Results

Network load vs QoE agent placement algorithm

For each placement approach, I observed the network load with and without the QoE
agent placement algorithm. In Figure 9.3.2, I can observe that the network load in case
the QoE Agents are deployed in the Customer’s Premises (Slave agents) and the Master
Agent in the Cloud is lower due to the fact that the Slave agents are placed in strategic
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Figure 9.3.2: Network load for each QoE agent placement approach

locations in the ISPs’ network. Thus, they can forward their information directly to
the Master agent without increasing the network load.

Resource utilization vs QoE agent placement approaches

For each placement approach, I observed resource utilization in the form of CPU and
memory utilization. In Figure 9.3.3, I can observe the CPU and the Memory utilization

Figure 9.3.3: Emulated topology

for every placement approach. It is observed that when the Master QoE agent is
deployed in a Data Center in the Cloud is not consuming many computational resources
as happened in case the Master QoE agent is deployed in the Core Network. The
VNF-able devices in the network do not have as many capabilities as a Data Center.
Also, by the implementation of the Master Agent in the Cloud, I can have real-time
analytics and insights about the QoE level using analytics engines such as Elastic Search
[187].
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9.4 Conclusion

In this work, I present a light QoE monitoring solution for 5G networks. My target
was to identify the optimal locations to deploy the QoE agents in order to decrease the
network load and the computational complexity during the QoE monitoring procedure.
I proposed three placement approaches, and I evaluated them in order to find the most
efficient placement of the QoE agents. A task model and a network model presented in
order to formulate my placement problem. During my experiments, I observed that
each QoE agent deployment had its advantages and disadvantages in cost, latency,
resource usage. The preliminary results show that the more flexible and cost-effective
approach was to deploy the QoE agents in NFV-able network devices in the user’s side
and Data Centers in the Cloud.
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Conclusion and Future Work

10.1 Conclusion

In this thesis, the concepts of Quality of Experience regarding QoE monitoring and
management are studied where new approaches compared to the state-of-the-art were
proposed. In Chapter 2, I described the State-of-the-Art and the main concepts used in
this thesis.

In Chapter 3, I described the State-of-the-Art regarding the concept of Virtual
Probes (vProbes).

In Chapter 4, I described the QoE estimations models that were used during this
thesis.

In Chapter 5, I described the concept of vProbes. I identified and described the
vProbe-based approaches, and I have observed that vProbes are preferred in comparison
with physical probes because they are more flexible, adaptable and cheaper. Nevertheless,
the hybrid approaches are the optimal solution to deploy a vProbe, because most of
the network providers are under a "virtualization technology" adoption phase and
in hybrid approaches the physical probes can be used in cooperation with vProbes.
Considering the vProbe’s characteristics and the current technologies used by network
operators, I observed that exist several challenges regarding their deployment, such as
the performance of the deployment environment and the collaboration with the physical
infrastructures.

In Chapter 6, I described a QoE monitoring and management solution that includes a
framework and an SDN-based architecture. The results from the performance evaluation
had shown that eMOS and its parameters are related to the network conditions, the
video resolution and the quantization parameter.

In Chapter 7, I described two Agent-based solutions for QoE monitoring. I employ
distributed monitoring agents, called “QoE Agents”, in the form of Virtual Network
Functions (VNFs) that monitor different QoE influence parameters. From the perfor-
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mance evaluation, I realized that the dynamic adjustment of monitoring frequency has
a significant impact on the accuracy of the QoE estimations.

In Chapter 8, I described an SDN-approach for QoE management of multimedia
services using resource allocation. I proposed an SDN-based approach for QoE manage-
ment through cooperation and information exchange among network elements which
are involved in the service delivery chain. I have shown that the agility provided by
network softwarization technologies is a key factor for enhancing video quality, resource
allocation and QoE management.

In Chapter 9, I described a QoE monitoring solution for multimedia services in
5G networks. From the performance evaluation, I observed that the more flexible and
cost-effective approach was to deploy the QoE agents in NFV-able network devices in
the user’s premises and Data Centers in the Cloud.

10.2 Future Work

In future work, I aim to propose a solution in order to monitor the QoE level of a
“Social TV” application using sentiment analysis. The basic idea is to create a model
based on Sentiment Analysis in order to retrieve the subjective impression for Social
TV Applications. The main goal is to monitor the feelings of the User. Based on my
knowledge, there is no model in the application layer, which uses Sentiment Analysis to
retrieve subjective impression.

Smart cities have been identified as a strategy to decrease the problems caused by
the explosive population growth in metropolitan areas, and as a consequence, it has
the explosive increment of energy consumption [256]. In this context, smart homes can
provide decision support tools to assist the users to make cost-effective decisions when
utilizing electrical energy [257]. Moreover, Smart home has been identified as one of
the critical applications to improve people’s lifestyles, and it is bringing a great deal
of attention in academia and industry [258]. Technologies that used in a Smart Home
environment for energy saving and management are the smart plugs, the occupancy
sensors [259]. In the context of a Smart Home by monitoring and controlling the
energy consumption, the user’s benefit from the fact that they can decrease their energy
consumption and consequently, their energy cost. Many people have not experienced
the comfort that Smart Homes should have brought into their lives [258]. The customer
comfort can be defined as a set of constraints on appliance usage, a priori set without
profiling among different kind of customers that have different needs[257]. The comfort
perceived by customers when policies are applied outstanding because consumers’
acceptance is needed to improve their Quality of Experience (QoE). My target is to
monitor QoE in terms of comfort in a “Smart house” environment in order to improve
user’s satisfaction
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Furthermore, I am going to present a QoE-based overview on Tactile Internet in
order to identify how I can improve the QoE and avoid cybersickness. Considering the
main QoE challenges which are (i) to keep latency and jitter in required limits demands
for new mechanisms when taking the movement decision and (ii) monitor and manage of
real-time services such as tactile internet, ar/VR, gaming and mission-critical services.
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