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ABSTRACT

ABSTRACT

Cyber physical systems are large-scale and complex intelligent systems with abilities of
computation and communication. The interaction between the cyber and physical worlds
renders such systems susceptible to malicious attacks, and the problem of cyber security has
attracted much attention.

In the framework of supervised discrete event systems, an attacker may corrupt the sensor
channels by transmitting erroneous observations to the supervisor. In particular, the attacker
may erase the output symbols produced by certain events, and may insert observations
corresponding to events that have not occurred (a sensor attack). In addition, the attacker can
corrupt the control commands of the supervisor by enabling events that have been disabled
by the supervisor (an actuator attack). Both the sensor attack and actuator attack may violate
the specification enforced by the supervisor (e.g., safety and liveness). This thesis focuses
on the problem of state estimation under attack, the problem of supervisor synthesis against
sensor and actuator attacks, and the problem of stealthy sensor attacks for plants modeled

by bounded labeled Petri nets. The main results are as follows:

1. In the framework of discrete event systems, most of the existing works investigate
the problem of cyber security at the supervisory control layer, the problem of state
estimation under attack has not been solved. The problem setting is as follows: an
operator observes a plant through a natural projection that hides the occurrence of
certain events. The objective of the operator is to estimate the current state of the
system. The observation may be corrupted by an attacker which can insert and erase
some sensor readings with the aim of altering the state estimation of the operator.
Furthermore, the attacker wants to remain stealthy, i.e., the operator should not realize
that its observation has been corrupted. An automaton, called joint estimator, is
defined to describe the set of all possible attacks. In more details, first, an unbounded
joint estimator is obtained by the concurrent composition of two state observers, the
attacker observer and the operator observer. Then, the joint estimator is refined to
obtain a supremal stealthy joint subestimator. An attack, which is defined by a sensor
attack function, may be selected from the supremal stealthy joint subestimator and it is
said to be harmful when some malicious goal of the attacker is reached, i.e., if the set
of states consistent with the observation produced by the system and that consistent
with the corrupted observation belong to a given relation. The proposed approach can
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be dually used to verify if there exists a harmful attack for a given system: this allows

one to establish if the system is safe under attack.

. In supervised discrete event systems under attack, the goal of the supervisor, who has
a partial observation of the system evolution, is to prevent the system from reaching
a set of unsafe states. An attacker may act in two different ways: it can corrupt the
observation of the supervisor by editing the sensor readings, and it can enable events
that have been disabled by the supervisor. This is done with the aim of leading the
plant to an unsafe state. A special automaton, called attack structure is constructed
as the concurrent composition of two special structures: an attacker observer and a
supervisor under attack. Such an automaton can be used by the attacker to select
proper actions (if any) to lead the plant to reach the unsafe state. From the viewpoint
of defense, a robust supervisor against such attacks can be synthesized by further
restricting the behavior of the supervisor under attack. We modify the structure of the
classic supervisor so that it can detect the presence of an attacker, and disable all the
controllable events after the detection. Finally, we present a real life example to verify

the correctness of our approach.

. In the context of bounded labeled Petri nets, an operator observes the plant to es-
tablish if a set of critical markings has been reached. An attacker, which is defined
as an augmented function, can corrupt the sensor channels that transmit the sensor
readings, making the operator incapable to establish that a critical marking has been
reached. A labeled Petri net called joint monitor, which takes into account the real
plant evolutions observed by the attacker and the corrupted plant evolutions observed
by the operator, is constructed as the concurrent composition of two labeled Petri nets
called an attacker monitor and an operator monitor. The effectiveness of an augmented
function can be verified by checking if the reachability graph of the joint monitor
contains a target marking whose first element is a critical marking and the second
element is a noncritical marking. Under the assumption that the implicit subnet of
the joint monitor is acyclic, one can exploit basis reachability graph to evaluate if
the augmented function is effective. Such an approach can alleviate the problem of
state explosion, and significantly reduce the computational complexity. Starting from
the reachability graph of the joint monitor, an extended reachability graph, which
describes all possible attacks, is defined. The supremal stealthy extended reachability
subgraph, which contains all the stealthy attacks, can be obtained by appropriately
IT
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trimming the extended reachability graph. Finally, one can determine if there exists a

stealthy and effective augmented function on the basis of such a subgraph.

Keywords: Discrete event system, sensor attack, actuator attack, state estimation, supervi-

sory control
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Chapter 1  Introduction

Chapter 1 Introduction

Cyber-physical systems (CPSs) are intelligent interconnected systems that are par-
ticularly exposed to network-based malicious attacks. Their security over the last years
has received much attention in various information and communications technology (ICT)
communities such as automatic control [1, 2], computer science and engineering [3, 4], and

telecommunications [5].

In the domain of automatic control, the security of dynamical systems has been ad-
dressed with two main formalisms. The first one is that of time-driven systems, either in
continuous time [6, 7] or in discrete time [8, 9]. In [6], the issue of reliable control in cyber-
physical system under attack has been investigated. Rabehi ez al. [7] design a secure interval
observer for solving the problem of state estimation. In [8], the issue of reachability analysis
in discrete-time systems under attack has been studied. Zhang et al. [9] propose the problem

of data-driven resilient control against cyber attacks.

The second formalism is that of discrete-event systems, where time driven dynamics
are abstracted and a logical (non numerical) approach based on formal languages is adopted.
The problem of attack detection in the framework of discrete event systems (DESs) is
addressed in [10, 11]. In [12] the focus is on fault diagnosis of DESs under attack. The
problem of opacity enforcement by insertion functions under energy constraints has been
investigated in [13, 14]. The problem of supervisory control of DESs under attack has been

considered in [15-19].

1.1 Cyber Security in the Framework of Automata

In a closed-loop system Sp/G under attack, an attacker may insert (erase) sensor
readings received by the supervisor (sensor attacks) [20-22], and may corrupt the control
actions of the supervisor (actuator attacks) [23, 24]. In such a case, the specification imposed

by the supervisor may be violated.

The problem of sensor attacks has been studied by several authors [25-32]. Thorsley
et al. [25] determine the condition under which the supervisor can detect the presence of an
attacker and prevent the system from generating illegal words. They use a language measure
technique to assess the damage caused by the attacker if the supervisor cannot block the
intrusion, and determine an optimal specification for the supervisor to realize in the presence
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of an attacker.

Su [26] addresses the problem of attack-with-bounded-sensor-reading-alteration (AB-
SRA), where the attacker can intercept the sensor readings from the plant and arbitrarily
alter them but with an upper bound on the length of the altered observation word. In this
way the attacker can cheat the supervisor, which will lead the plant to undesirable states.
The author also develops a supervisor that is robust to ABSRA.

The problem of supervisory control of discrete-event systems under attacks is consid-
ered in [27], where the authors assume that the attacker can corrupt the observations from
the plant to the supervisor, and show that the problem can be solved if the desired language
enforced by the supervisor is controllable (in terms of classical supervisory control theory)
and observable (according to a novel definition of observability).

In [28], the authors propose a novel bipartite transition structure in the framework
of DESs, namely, insertion-deletion attack structure, and present a game-like relationship
between the supervisor and the environment (the plant and the attacker) to determine if the
attacker can lead the plant to a forbidden state without being detected by the supervisor.
Meira-Gées et al. [29] develop a structure called solution-arena A*"P that contains all the
robust supervisors against sensor deception attacks.

Alves et al. [30] consider the problem of sensor attacks in DESs, where an attacker can
corrupt the supervisor observation by inserting or erasing symbols from a specific set, but we
do not know which symbol will be tampered during an attack. They present a new method
to verify if a given language is P-observable in terms of a new observability condition.

In [31], it is assumed that a plant is controlled by two supervisors, and a switching
mechanism, to determine which supervisor is active at a certain time such that different
specifications (e.g., safety, liveness, and maximal permissiveness) could be enforced, is
developed.

The problem of sensor attacks for a system modeled as a probabilistic finite state
automaton has been investigated in [32], where the authors synthesize an optimal attack
policy in the sense that it has the maximal likelihood to reach the unsafe states while
minimizing the cost function (they assume that each action (to insert or erase an event)
of an attacker has a cost).

Examples of actuator attacks are presented in [33—36]. Lin et al. [33] formulate the
actuator attacker synthesis problem as the Ramadge-Wonham supervisor synthesis problem.
The authors of [34] consider actuator enablement attacks, and develop a behavior-preserving
supervisor that is robust against such attacks. Yang et al. [35] transform the attack mitigation
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Chapter 1  Introduction

problem into a tolerant control problem. Finally, in [36] the authors assume that actuator
attacks and control delays may occur simultaneously.

The simultaneous occurrence of sensor and actuator attacks has been considered in
[37—43]. Carvalho et al. [37] use a diagnoser-based approach to detect the attacker. Once it
is detected, the supervisor will disable all the controllable events to keep the system safe.

Lima et al. [38] propose a defense policy that prevents cyber attacks at the sensor and
actuator layers in supervisory control systems. It is assumed that the attacker can alter the
observation of events in a set of events X,;, and modify the enabling of events in a set of
events >.,,. The detectable network attack security and undetectable network attack security
are introduced to prevent the plant from reaching forbidden states.

Lin and Su [39] investigate the problem of synthesizing the covert attackers by con-
sidering sensor replacement attacks, actuator enablement attacks, and actuator disablement
attacks. They transform such a problem into the Ramadge-Wonham supervisor synthesis
problem so that existing techniques can be used.

The notion of network attack security has been introduced in [40]. If the plant is
network attack secure, then the authors present an algorithm to compute a security supervisor
that can prevent the plant from reaching the unsafe state. Lin ef al. [41] develop a constraint-
based approach for the synthesis of resilient supervisors by reducing it to the Quantified
Boolean Formula Problem. Furthermore, they provide a necessary and sufficient condition
for the existence of a resilient supervisor Sp such that L(G,) C L(Sp/G) C L(G;), where
G is the plant, G| and (G5 are two automata.

The problem of supervisory control of DESs under sensor and actuator attacks has
been studied in [42]. They model the supervisor as a finite state transducer, which allows
the supervisor to counter the attacker by modifying the sensor readings received by the
attacker. New controllability conditions are proposed and algorithms to synthesize resilient
supervisors are presented.

In [43], the problem of stealthy attacker synthesis has been addressed, the considered
attacks include the sensor replacement attack and the actuator disablement attack. The
authors assume that the attacker does not know the model of the supervisor, but can record

a finite observation of the closed-loop system.

1.2 Cyber Security in the Framework of Petri Nets

The issue of cyber security has been considered by relatively few authors in the context

of Petri nets.



The problem of supervisory control under sensor replacement attacks is considered
in [44, 45]. In particular, the authors assume that all the transitions are controllable and
observable, and an attacker can replace the occurrence of a transition with the occurrence of
another one so as to mislead the supervisor. Three different robust control policies, which
can prevent the system from reaching the illegal markings, are developed in [44]. A robust
supervisor against such attacks, which can enforce liveness to the system, is computed in
[45].

Wang et al. [46] address the problem of supervisory control of DESs under sensor
insertion, removal, replacement attacks, and actuator attacks in the context of labeled Petri
nets (LPNs). They provide conditions under which there exists a robust supervisor against
sensor attacks (resp., actuator attacks) to enforce a specification.

In [47], the authors consider cyber attacks to a system modeled as output synchronized
Petri nets with the aim of driving the system from a normal state to a forbidden state. They
assume that the attacker can insert and erase the input and output events of the system, and
each insertion or erasure has a certain cost. The proposed approach can be used to evaluate
the cost of attacks.

Lesi et al. [48] focus on the security analysis of distributed automation systems, and
show how the control interpreted Petri nets models can be transformed into the time Petri
nets models. In [49, 50], the authors propose the problem of performance safety enforcement

in the context of timed event graphs and stochastic event graphs, respectively.

1.3 Supervisory Control Theory

In the literature on cyber security in the DES community, many works [26, 29] trans-
form the problem of attacker synthesis or robust supervisor synthesis into the classic super-
visory control problem. In this thesis, we also use supervisory control theory in Chapter 4
to synthesize a robust supervisor against cyber attacks. To this end, here we make a brief
review on supervisory control theory.

The problem of supervisory control of DESs is first considered in [51, 52], where
the supremal controllable sublanguage is computed. Due to the limitation of sensors, the
notion of observability has been proposed in [53, 54], and algorithms are developed to
compute the supremal controllable and normal sublanguage [55-57]. When the normality
condition is relaxed, the maximally permissive controllable and observable sublanguage can
be computed using procedures in [58—62]. In such a case, there may exist several maximally
permissive sublanguages, each of them is incomparable with the others.
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Chapter 1  Introduction

Cai et al. [63] propose the concept of relative observability, which is closed under u-
nion, and is more permissive than normality. Yin and Lafortune [64—66] construct a bipartite
structure that embeds all the maximally permissive supervisors that enforce controllability,
observability, and nonblocking properties on the system.

Several authors consider the problem of supervisory control in decentralized architec-
tures [67-71], timed DESs [72, 73], and probabilistic DESs [74, 75]. The authors of [76, 77]
assume that communication delays may occur to the observation or the control commands of
the supervisor. In [78—-83], the authors assume that each transition of the weighted automaton
has a weight that represents a certain physical meaning, and the supervisor should satisfy the

quantitative conditions except the qualitative conditions (safety and nonblocking).

1.4 Organization of This Thesis

In Chapter 2, preliminaries on automata, Petri nets, and basis reachability graph (BRG)
are recalled.

In Chapter 3, the problem of joint state estimation under sensor attacks is considered.
We first show how to construct two particular observers, called an attacker observer and
an operator observer, defined on an augmented attack alphabet including the observable
events of the plant and the events that describe the action of the attacker. We derive a formal
procedure, based on concurrent composition of these two observers, to design a supremal
stealthy joint subestimator, which is guaranteed to describe all stealthy attacks. Finally, by
inspection of such a structure one can determine a harmful attack, if it exists.

In Chapter 4, the solution proposed to derive an attack policy associated with both
sensor and actuator attacks, is based on the notion of attack structure that simultaneously
takes into account the set of states that are consistent with the real observation generated by
the plant and the state of the supervisor based on the corrupted observation. Such an attack
structure is computed as the concurrent composition of two particular structures, called
attacker observer and supervisor under attack. The attack structure can be used to verify
the effectiveness of an attack, which is defined via an appropriate attack function. Finally,
a robust supervisor against such attacks can be computed by trimming the supervisor under
attack.

In Chapter 5, the problem of stealthy sensor attacks is proposed in the framework of
bounded LPNs at the observation layer, where an attacker is defined as an augmented func-
tion. A Petri net system called joint monitor obtained by doing the concurrent composition
of the attacker monitor and the operator monitor is constructed, and the effectiveness of
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an augmented function can be verified based on the reachability set of the joint monitor.
On the basis of the reachability graph (RG) of the joint monitor, a deterministic finite-state
automaton called extended reachability graph is defined, and the existence of a stealthy and
effective augmented function is discussed based on another automaton called a supremal
stealthy extended reachability subgraph.

We point out that the attack model adopted in Chapter 5 is the same as that of Chapter 3.
While the effectiveness of an augmented function can be verified using the reachability graph
of the joint monitor, the strategy for an attacker to remain stealthy is taken from Chapter 3.

In Chapter 6, conclusions are finally drawn, and our future lines of research in this

framework is also discussed.

1.5 Contributions of This Thesis Compared with Existing Works

As discussed in the previous section, the thesis mainly contains three contributions.

(1) Chapter 3. To the best of our knowledge the problem of state estimation under attack
has not been previously investigated in the DESs literature. Indeed, all the contribu-
tions in the DESs framework dealing with cyber attacks focus on supervisory control
problems under attack. Among the previous mentioned literature, the work in [28]
inspires us most. However, there are three fundamental differences between the two

works.

(a) In terms of problem setting, instead of the problem of supervisory control under
attack, as in [28], we address the problem of state estimation under attack. In
the framework of supervisory control, one assumes that a supervisor has been
designed to enforce a given specification. When the plant is under attack, the goal
is to understand if the action of the attacker may mislead the supervisor so that
the controlled system violates the specification and a supervisor which is robust
under attack is eventually constructed. In the framework of state estimation, one
assumes that an observer has been designed to allow an operator to reconstruct
the state of a monitored plant from its observed outputs. When the plant is under
attack, the goal is to understand how the action of the attacker may mislead the

operator to make a wrong estimation.

(b) In terms of the structures that provide the solution, in [28] a bipartite struc-
ture called insertion-deletion attack structure is used to solve the problem of
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(2)

3)

supervisory control under attack. In our approach, an automaton, called joint
estimator is adopted to solve the problem of state estimation under attack. The

two structures are rather different.

(c) Interms of the synthesis of attack functions, in [28] an attack function that has the
shortest path to reach an unsafe state is synthesized. In this chapter, a harmful
attack function w.r.t. a misleading relation that does not stop at a preempting

state to remain stealthy is selected.

Chapter 4. The supervisor synthesized in this chapter is robust against both sensor
and actuator attacks. Its structure is different from a classic one. We modify the
supervisor by adding a dummy state to it: the supervisor knows that the plant is under
attack when such a state is reached, and assume that the supervisor disables all the
controllable events once an attacker is detected. Such a modification has not been

considered in the previous literature.

Chapter 5. The joint monitor that simultaneously takes into account the evolution of a
plant observed by the attacker and by the operator is built. Under the assumption that
the implicit subnet of the joint monitor is acyclic, one can establish if an augmented
function is effective using efficient tools BRG and generalized mutual exclusion con-
straint (GMEC) without enumerating the whole reachability set of the joint monitor.

As a result, our approach has lower complexity compared with those using the RG.
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In this chapter, we review some basic notions of automata and Petri nets.

2.1 Finite State Automata

Given an alphabet E, let E* denote the set of all words on the alphabet. Given two
words 01,09 € E*, let 010, denote their concatenation. Similarly, given two languages
Ly, Ly C E*, we denote their concatenation L, Ly, and when L; = {o}, write L1 Ly = o Ls.
We use |o| to denote the length of o.

A deterministic finite-state automaton (DFA) is a four-tuple G = (X, E, §, z), where X
is the set of states, E is the set of events (alphabet),  : X x £ — X is the transition function,
and x is the initial state. The transition function can be extended to 0* : X x £* — X such
that 0*(z,¢) = z, and 6*(x,0¢e) = 0(6*(z,0),e) forallz € X, e € F and o0 € E*. The
set of active events at state x of GG is denoted as I'¢(z) = {e € E | §(x, e) is defined}. The
generated language of G is defined as L(G) = {0 € E* | 0*(x0, 0) is defined}.

Example 2.1. The graphical structure of a DFA G = (X, E, 6, o) is sketched in Fig. 2.1,
where the set of states X = {0, 1,2}, the set of events E = {a,b,c}, and the initial state

xo = 0. The transition function ¢ is shown in Table 2.1.

C
b ()

Fig. 2.1 The DFA G = (X, E, §, zp) in Example 2.1.

Table 2.1 Transition function of G in Fig. 2.1.

6 a b ¢
0 1
1 2

2 2

As described in Table 2.1, the intersection of row 0 and column a is 1, meaning that
0(0,a) = 1. The intersection of row 0 and column b is blank, meaning that such a transition
is not defined. Finally, the transition labeled c at state 2 that leads to itself is called a

self-loop. o



Given two alphabets £ and F with E' C FE, the natural projection on E', Pgy : E* —
(E")* is defined as in [84]:
. | Pgi(o)e if eeF,
Ppi(e) :==¢, Pw(oe) = { Pole) if ccENE. 2-1)
Therefore, given a word ¢ € E*, its natural projection on F’ is obtained by erasing events
that do not belong to F'.
Given two automata G1 = (X1, F1, 61, 201) and Gy = (X, Es, 02, x¢2), the concurrent
composition of G1 and G is denoted as G = G || G = (X7 X Xo, E1 U Es, 6, (x01 X Zo2)),

where the transition function ¢ is defined as follows:

O(x1,x2),e] = (af,ah) if  O1(z1,e) = 2] A da(xg,€) = 2,
O(x1,x2),e] = (2], x2) if O1(z1,e) =2 Ne ¢ Es,
O(x1,x2), €] = (x1,2h) if  Oo(z2,e) =24 Ne ¢ Fy,
undefined otherwise.

(2-2)

Note that, if the composition contains states that are not reachable from the initial state,

then such states and the corresponding transitions should be removed.

Example 2.2. Consider the two automata in Figs. 2.1 and 2.2(a). Their concurrent compo-

sition is depicted in Fig. 2.2(b).

—O——~0—"—0
(a) Automaton G’ (b) Concurrent composition of G and G’

Fig. 2.2 (a) An automaton G’; (b) Concurrent composition of G in Fig. 2.1 and G’ in Fig. 2.2(a).

As sketched in Fig. 2.2(b), in the concurrent composition, the common event a can be
executed if the two automata both execute it. On the contrary, the private events b, ¢, and d

can be executed if one of the components can execute them. o

A partially-observed deterministic finite-state automaton is denoted as G = (X, E, 0, (),
where £ = E, U E,,, I, is the set of observable events, and E,,, is the set of unobservable
events. In the following, to keep the notation simple, we denote as P, : E* — L
the natural projection on E,. The inverse projection Pyt . E* — 2F is defined as

o

Pl(s)={oce€ E*: P,(0) =s},wherec € E*,and s € E>.
When a partially-observed DFA generates a word o € L(G), it produces the observa-
tion s = P,(0) € E!. However, in general a given observation may be produced by more
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than one generated word. The set of words consistent with observation s is defined by
S(s) =P, (s) N L(G) = {0 € L(G) | Po(0) = s}

and denotes the set of words generated by the DFA that produce observation s.

Correspondingly, the set of states consistent with observation s is defined by
C(s)={r € X | (3o €S8(s)) 0" (z0,0) =z}
and denotes the set of states in which the DFA can be when observation s had been produced.

Example 2.3. Consider again the DFA G = (X, E, §, x) in Fig. 2.1, assume that the set of
observable events is E, = {a,c}, and the set of unobservable events is E,, = {b}. If the
word o = ab is produced by G, then the observed word is s = P,(ab) = a. The set of words
consistent with observation s is S(s) = P, '(s) N L(G) = {a,ab}, and the set of states

consistent with observation s is C(s) = {1, 2}. o

The set C(s) C X is also called the state estimate corresponding to observation s €
E*. The problem of state estimation of a partially-observed DFA G can be solved, in all
generality, constructing a new structure called its observer (see [85] for details).

Let us first define, for a partially-observed DFA G, the unobservable reach of a state
x € X. This set is denoted by U R(z) and is defined as a set of states 2’ € X reached from
ie, UR(z) ={2'| o € E},, 6*(x,0) =

uo?’

state = generating an unobservable word 0 € E*

uo?

x'}. This definition can be extended to a set of states B C 2% as follows:

UR(B) = | JUR(x).

zeB

The observer Obs(G) of a partially-observed DFA G = (X, F, 0, xy), is a DFA:
Obs(G) = (B, Es, dobs, bo),

where the set of states is B C 2%, the alphabet F, is the set of observable events of G, the

transition function ., : B X E, — B is defined as:

Bons (b, €0) = | JUR({a" | 8(x, e,) = '),

z€b
and the initial state is by := U R(xy).
As shown in [85], given a partially-observed DFA G with observer Obs(G) = (B, E,,
dobs, Do), for any observation s € E* produced by G it holds that C(s) = 0%, (b, s).
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Example 2.4. Consider again the DFA G = (X, E,0,x) in Fig. 2.1, where the set of
observable events is E, = {a,c}, and the set of unobservable events is E,, = {b}. The

observer Obs(G) is sketched in Fig. 2.3.

{0} {1,2} {2}

Fig. 2.3 Observer in Example 2.4 for plant G in Example 2.1.

As shown in Fig. 2.3, each state b of Obs(G) is a subset of states of G; if state b of
Obs(G) is reached by word s € EZ, then b = C(s) is set of states of G consistent with s. For
example, if the plant generates a word o = ab, then the observation s = P,(ab) = a, and

state {1,2} = C(a) is the set of states of G consistent with observation a. o

A partial-observation supervisor Sp = (Y, E, 0s,y) can be finitely represented by a
control function f.: P,[L(G)] — 2%, where P, is the natural projection on E,. Given a
word o € E* generated by the system G = (X, F, 0, xo), the corresponding control pattern
is equal to £ = f.[P,(0)] and coincides with the set of events enabled by the supervisor at
state y = 0%[yo, P,(0)], namely, it is £ = T's,,(y). The control pattern £ = f.[P,(o)] is said
to be admissible at state © = §*(z,,0) if Fy,. NTg(x) C £. In words, the control pattern
is admissible if it does not disable uncontrollable events that are logically enabled at state
x. The resulting closed-loop system is an automaton denoted as Sp/G = Sp || G, with

generated language L(Sp/G). Without loss of generality, we assume that L(Sp) C L(G).

Example 2.5. Consider a plant G = (X, E, 0, xq) as shown in Fig. 2.4(a), where the set
of observable events is E, = {a,b,c,e}, and the set of unobservable events is F,, = {d}.
The set of controllable events is E. = {a,b,c,e}, and the set of uncontrollable events is
E.. = {d}. A supervisor Sp, which is depicted in Fig. 2.4(b), prevents the plant from

reaching the set of unsafe states X, = {3}

<
a
ol oy D@
4D+ N
(a) Plant G (b) Supervisor Sp
Fig. 2.4 (a) Plant G; (b) Supervisor Sp.

Table 2.2 describes the control pattern of the supervisor for each observation s. As an
example, when the word ab is generated by the plant, the observation is s = P,(ab) = ab,
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