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a b s t r a c t

We present secml, an open-source Python library for secure and explainable machine learning. It
implements the most popular attacks against machine learning, including test-time evasion attacks
to generate adversarial examples against deep neural networks and training-time poisoning attacks
against support vector machines and many other algorithms. These attacks enable evaluating the
security of learning algorithms and the corresponding defenses under both white-box and black-box
threat models. To this end, secml provides built-in functions to compute security evaluation curves,
showing how quickly classification performance decreases against increasing adversarial perturbations
of the input data. secml also includes explainability methods to help understand why adversarial
attacks succeed against a given model, by visualizing the most influential features and training
prototypes contributing to each decision. It is distributed under the Apache License 2.0 and hosted
at https://github.com/pralab/secml.

© 2022 The Author(s). Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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Legal Code License Apache License Version 2.0
Code versioning system used Git
Software code languages, tools, and services used Python
Compilation requirements, operating environments &
dependencies

numpy, sci-kit learn, matplotlib, scipy, joblib, Pillow, requests,
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v1 as optional requirements)

If available Link to developer documentation/manual https://secml.readthedocs.io/
Support email for questions maura.pintor@unica.it,
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1. Introduction

Machine learning is vulnerable to well-crafted attacks. At
est time, the attacker can stage evasion attacks (i.e., adversarial
xamples) [1–5], sponge examples [6], model stealing [7], and
embership inference [8] attacks to violate system integrity,
vailability, or even its confidentiality. Similarly, at training time,

∗ Corresponding author at: DIEE, University of Cagliari, Via Marengo, Cagliari,
taly.

E-mail address: battista.biggio@unica.it (Battista Biggio).

the attacker may target either system integrity or availability
via poisoning [9,10] and backdoor attacks [11]. The most studied
attacks, namely evasion and poisoning, firstly explored by Biggio
et al. [2,9], are formalized as constrained optimization prob-
lems, solved through gradient-based or gradient-free algorithms
[10,12], depending on whether the attacker has white- or black-
box access to the target system. Many libraries implement the
former, however, they do not allow developers to assess ma-
chine learning models’ security easily. Hence, we present secml,
an open-source Python library that serves as a complete tool

for evaluating and assessing the performance and robustness of
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nc-nd/4.0/).
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Fig. 1. Features available in secml. On the left, the supported threat models; on the right, the structure of the packages, and the supported strategies.

machine-learning models. To this end, secml implements: (i) a
methodology for the empirical security evaluation of machine-
learning algorithms under different evasion and poisoning attack
scenarios; and (ii) explainable methods to help understand why
and how these attacks are successful. With respect to other
popular libraries that implement attacks almost solely against
Deep Neural Networks (DNNs) [13–15], secml also implements
training-time poisoning attacks and computationally-efficient test-
time evasion attacks against many different algorithms, including
support vector machines (SVMs) and random forests (RFs). It
also incorporates both the feature-based and prototype-based
explanation methods proposed by [16–18].

2. Software description

secml has a modular architecture oriented to code reuse. We
have defined abstract interfaces for all components, including
loss functions, regularizers, optimizers, classifiers, and attacks. By
separating the definition of the optimization problem from the
algorithm used to solve it, one can easily define novel attacks or
classifiers (in terms of constrained optimization problems) and
then use different optimizers to obtain a solution. This is a great
advantage with respect to other libraries like CleverHans [13],
Foolbox [14,19], and ART [15] as, we can switch from white-
box to black-box attacks by just changing the optimizer (from a
gradient-based to a gradient-free solver), without re-defining the
entire optimization problem.

secml integrates different components via well-designed wrap-
per classes. We integrate several attack implementations from
CleverHans and Foolbox, by extending them to also track the
values of the loss function and the intermediate points optimized
during the attack iterations, as well as the number of function
and gradient evaluations. This is useful to debug and compare
different attacks, e.g., by checking their convergence to a local
optimum and properly tuning their hyperparameters (e.g., step
size and number of iterations). secml supports DNNs via a ded-
icated PyTorch wrapper, which can be extended to include other
popular deep-learning frameworks, like TensorFlow and Keras, and
it natively supports scikit-learn classifiers as well. This allows us
to run attacks that are implemented in CleverHans and Foolbox to
niversally run on both PyTorch and scikit-learn models.

Main packages. The library supports different threat models
(Fig. 1(a)), and it is organized in different packages (Fig. 1(b)).
The adv package implements different adversarial attacks and
provides the functionalities to perform security evaluations. It
includes target and untargeted evasion attacks provided by Clev-
erHans and Foolbox as well as our implementations of evasion and
poisoning attacks [10]. These attacks target the feature space of
a model, regardless of its domain of application (e.g. attacking
Android malware detection1). Hence, developers can encode ad-
hoc manipulations that correspond to perturbations in the input

1 https://github.com/pralab/secml/blob/master/tutorials/13-Android-
alware-Detection.ipynb.

space of a targeted domain (e.g. Windows programs [20]), and
then use the algorithms included inside secml to optimize the
attack. All the included attacks are listed in Fig. 1(b).

The ml package imports classifiers from scikit-learn and DNNs
from PyTorch. We have extended scikit-learn classifiers with the
gradients required to run evasion and poisoning attacks, which
have been implemented analytically. Our library also supports
chaining different modules (e.g., scalers and classifiers) and can
automatically compute the corresponding end-to-end gradient
via the chain rule. The explanation package implements the
feature- and prototype-based explanation methods [16–18]. The
optim package provides an implementation of the projected
gradient descent (PGD) algorithm, and a more efficient version of
it that runs a bisect line search along the gradient direction (PGD-
LS) to reduce the number of gradient evaluations [21]. Finally,
data provides data loaders for popular datasets, integrating those
provided by scikit-learn and PyTorch; array provides a higher-
level interface for both dense (numpy) and sparse (scipy) arrays,
enabling the efficient execution of attacks on sparse data rep-
resentations; figure implements some advanced plotting func-
tions based on matplotlib (e.g., to visualize and debug attacks);
and utils provides functionalities for logging and parallel code
execution. We also provide a model zoo, available on GitHub
as well,2 that contains pre-trained models to rapidly test newly
implemented attacks and utilities.

We recap the main functionalities of secml in Table 1, where
we also compare it with other relevant libraries. Notably, our
library is the sole that provides attack loss inspection plots to
choose the appropriate attacks’ hyperparameters, and security
evaluation plots, to ease the complexity of assessing the robust-
ness of machine learning models. Moreover, the features offered
by secml are not only related to attacking machine learning
models, but they are gathered to elevate secml as a complete
tool for attacking, inspecting, and assessing the performances of
machine learning models.
Testing and documentation. We have run extensive tests on
macOS X, Ubuntu 16.04, Debian 9 and 10, through the GitHub
Actions infrastructure,3 with also experimental support on Win-
dows 10 platforms. The user documentation is available at https:
//secml.readthedocs.io/en/v0.15/, along with a basic developer
guide detailing how to extend the ml package with other clas-
sifiers and deep-learning frameworks. The complete set of unit
tests is available in our repository. A comprehensive view of the
functionalities available in secml is included in tutorials available
as Jupyter notebooks.

3. Impact

We now offer two examples extracted from secml to show-
case its impact: evasion attacks against DNNs, and a poisoning
attack against an SVM.

2 https://github.com/pralab/secml-zoo.
3 https://docs.github.com/en/actions/automating-builds-and-tests.
2
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Table 1
Comparison of secml and the other adversarial machine learning libraries. We show whether the library
offer full (✓), partial (∼) or no (x) support of a particular feature.
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secml ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Foolbox ✓ x ✓ x x ∼ x x x ✓ ∼

ART ✓ ✓ ✓ x x x x x x x ✓

CleverHans ✓ x ✓ x x x x x x x x

ig. 2. Adversarial images (CW, PGD, and PGD-patch) representing a race car misclassified as a tiger. For PGD-patch, we also report explanations via integrated
radients.

ig. 3. Attack optimization. Left: loss minimization; Right: confidence of source class (race car, dashed lines) vs confidence of target class (tiger, solid lines), across
terations.

vasion attacks. We show here how to use secml to run dif-
erent evasion attacks against ResNet-18, a DNN pretrained on
mageNet, available from torchvision. This example demonstrates
ow secml enables running CleverHans attacks (implemented
n TensorFlow) against PyTorch models. Our goal is perturbing
he image of a race car to be misclassified as a tiger, using the
2-norm targeted Carlini–Wagner (CW) attack (from CleverHans),
he ℓ2 PGD attack implemented in secml, and PGD-patch, where
he attacker can only change the pixels corresponding to the
icense plate [22].

We run all the attacks for 50 iterations, we set the confidence
arameter of the CW attack κ = 106 to generate high-confidence
isclassifications, and c = 0.4, yielding an ℓ2 perturbation size
= 1.87. We bound PGD to create an adversarial image with

he same perturbation size. For PGD-patch, we do not bound the
erturbation size for the pixels that can be modified.
The resulting adversarial images are shown in Fig. 2. For PGD-

atch, we also highlight the most relevant pixels used by the DNN
o classify this image as a tiger, using the integrated gradients
xplanation method. The most relevant pixels are found around
he perturbed region containing the license plate, unveiling the
resence of potential adversarial manipulations.
We also visualize the performances of the attack in Fig. 3. The

eftmost plot shows how the attack losses (scaled linearly in [0, 1]
o enable comparison) iteration-wise, while the rightmost plot

decreases in favor of the confidence assigned to class tiger (solid
line) for each attack, across different iterations. By inspecting
them, we can understand if these attacks have been correctly
configured. For instance, by looking at the loss curves on the left,
we can understand if the attacks reached convergence or not,
thus facilitating tuning of either the step size or the number of
iterations. Also, by looking at the plot on the right, it is clear that
all the attacks are successful since the confidence of the target
class exceeds the score of the original one.
Poisoning attacks. We also show the effect of a poisoning attack
provided by secml applied to an SVM classifier implemented in
scikit-learn. The experimental setting and code are available in
one of our tutorials on GitHub.4

Results of the successful attack are represented in Fig. 4., high-
lighting the flexibility of secml in applying different strategies to
third-party models as well, without the need of customizing them
on a particular framework.

4. Conclusions and future work

The secml project was born more than five years ago and
we open-sourced it in August 2019. Thanks to an emerging
community of users and developers from our GitHub repository,
we firmly believe that secml will soon become a reference

4 https://github.com/pralab/secml/blob/master/tutorials/05-Poisoning.ipynb.
hows how the confidence assigned to class race car (dashed line)

3
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Fig. 4. Poisoning attacks against an SVM implemented with scikit-learn. The poisoning data (denoted with ⋆ in the right plot) induce the model to learn a worse
decision boundary.

tool to evaluate the security of machine-learning algorithms. We
are constantly working to enrich it with new functionalities, by
adding novel defenses, wrappers for other third-party libraries,
and more pretrained models to the secml zoo.
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