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ARTICLE INFO ABSTRACT

Keywords: Detecting deepfake videos remains a challenging task, especially in scenarios involving unknown manipulation
3D differential modeling methods or unseen data distributions. Most existing video deepfake detection methods rely on high-level
Video deepfake detection semantic features, which often lead to overfitting of facial identity information and poor transferability.

Identity suppression In this work, we explore a novel perspective by modeling videos through 3D differential operations along

temporal and spatial dimensions. To exploit the spatial-temporal variation information of the video content,
the proposed approach decomposes videos into single-axis 1D differential signals, which are then transformed
into 2D representations for efficient learning. This procedure enables the use of lightweight 2D CNNs while
retaining directional forgery cues. Our experiments, aimed at analyzing whether these differential signals
capture discriminative patterns useful for distinguishing real from fake content, show that the proposed method
achieves strong intra-dataset performance and reveals complementary information across dimensions. These
findings suggest that differential signals could potentially support generalization when integrated into broader
detection frameworks.

1. Introduction Several recent studies have explored strategies aimed at enhancing
generalization, including multi-domain feature extraction, spanning

The rapid advancement of deepfake generation technologies [1,2], spatial [16,17], temporal [18], and frequency domains [14], as well
driven by modern generative models such as diffusion-based architec- as data augmentation [19] and ensemble-based methods [20]. Al-
tures [3-5], text-to-image tools [6], and emerging text-to-video systems though these approaches have shown promising performance, they of-
(e.g., Sora [7]), has significantly accelerated the synthesis of highly ten introduce high computational costs and complex data augmentation
realistic yet entirely fabricated audiovisual content, including fake pipelines, limiting their real-world applicability. To overcome these
audio [8,9], video [10,11], and text [12]. While these technologies limitations, we propose a 3D differential decomposition framework
unlock new opportunities in entertainment, animation, and virtual for video-based deepfake detection, designed to amplify manipulation

communication, they simultaneously pose serious challenges for con-
tent authenticity and raise pressing concerns regarding public trust
in digital media. In response to these risks, the research community
has dedicated substantial effort to developing automated deepfake
detection systems [13]. State-of-the-art approaches typically leverage
the representational power of convolutional neural networks to ex-
tract high-level visual features and detect subtle artifacts indicative
of tampering [14]. However, despite their high intra-dataset perfor-
mance, many of these methods suffer from limited generalization to
unseen manipulation techniques or distributions. One recurring issue
is the over-reliance on facial identity-specific features, which tend to
dominate the learned representations and hinder the model’s ability to
capture manipulation-related cues [15].

traces while minimizing the influence of identity-specific information.

Our approach is grounded in prior findings showing that genera-
tive forgeries tend to introduce directional inconsistencies along the
temporal and spatial axes, and that the presence of identity-specific
cues can impair generalization across manipulation types [21,22]. We
hypothesize that such inconsistencies are most prominent along three
orthogonal dimensions, time, height, and width, and can be effec-
tively captured through directional derivatives [23]. By decomposing
each video into one-dimensional differential signals along these axes
and mapping them into compact two-dimensional representations, the
method retains forgery-related information while enabling efficient
training using lightweight 2D CNNs, thereby achieving substantial
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computational savings without compromising the ability to capture
discriminative manipulation patterns. To further reduce identity leak-
age and improve robustness, we introduce a dedicated preprocessing
strategy that removes identity-revealing content and constructs pseudo-
smooth interpolation samples to challenge the model’s discriminative
capability. We also treat the selection of the differential order as an
optimization parameter and explore several fusion schemes to integrate
complementary information across dimensions and differential levels.
In summary, the main contributions of this work are as follows:

» We introduce a novel 3D differential modeling paradigm for video
deepfake detection, which reformulates the task as a problem
of analyzing the smoothness of three one-dimensional signals
derived along the temporal and spatial axes.

+ We design a lightweight preprocessing and transformation pipe-
line that suppresses identity information and maps the differential
signals into a compact 2D representation suitable for standard 2D
CNNs.

» We define an optimization formulation for differential order
selection and explore four fusion strategies to integrate multi-
directional and multi-order signals. Our extensive experiments
demonstrate the effectiveness and flexibility of the proposed
framework.

The rest of the paper is organized as follows. Section 2 reviews re-
lated work on deepfake detection in different feature domains and
modeling strategies. Section 3 introduces our proposed 3D differential
decomposition framework, including its mathematical formulation, pre-
processing techniques, and transformation strategy. Section 4 presents
experimental results and ablation studies in multiple datasets, followed
by discussion. Finally, Section 5 concludes the paper and outlines the
directions for future research.

2. Related work

Deepfake detection has emerged as a critical task due to the increas-
ing sophistication and accessibility of generative technologies capable
of synthesizing hyper-realistic facial content [24]. A large body of work
has focused on identifying artifacts induced by manipulation, which
may occur either at the spatial level of individual frames or across the
temporal dimension of videos. Accordingly, detection methods can be
broadly categorized into frame-based and video-based approaches.

2.1. Frame-based DeepFake detection

Frame-level detection methods analyze individual video frames and
primarily focus on spatial artifacts such as texture irregularities, blend-
ing boundaries, noise residuals, or inconsistencies in color and illumina-
tion. These methods predominantly leverage Convolutional Neural Net-
works (CNNs), which have proven to be powerful tools for spatial fea-
ture extraction across diverse fields. Beyond deepfake detection, CNNs
are widely applied in areas such as medical science, where they aid in
disease detection from medical imagery [25], and in remote sensing,
where they analyze satellite data for environmental monitoring [26]. In
the context of deepfakes, early approaches exploited low-level synthesis
traces and hand-crafted features. For instance, Wang et al. [27] studied
forensic noise patterns extracted from facial and background regions
to differentiate real from synthetic content. Zhao et al. [28] proposed
a multi-attention mechanism coupled with a textural enhancement
module to highlight subtle artifacts. Gao et al. [16] introduced a
dual-stream architecture designed to disentangle artifact-related and
texture-related features, improving robustness across datasets. More
recent works have focused on enhancing generalization through ar-
chitectural or data-level diversity. Chen et al. [29] built a dynamic
forgery configuration pool and employed adversarial training to gen-
erate diverse fake samples. Sun et al. [30] proposed a dual-contrastive
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learning strategy that uses both inter-instance and intra-instance con-
straints to guide representation learning. Yu et al. [31] incorporated
disparity maps and meta-learning to enable zero-shot adaptation, while
Li et al. [32] introduced Face X-ray, a supervised model trained on
images with synthetic blending boundaries to highlight low-level com-
positional traces. Nirkin et al. [33] focused on inconsistencies between
facial identity and context by training dual recognition networks on the
face and non-face regions. Gao et al. [14] explored deepfake detection
under heavy compression by fusing frequency-domain and RGB-based
features through multi-branch networks, addressing degradation from
codec artifacts and post-processing. Tan et al. [34] presented FreqNet, a
frequency-space learning network that operates directly in the Fourier
domain, focusing on high-frequency representations of both images and
intermediate features to improve the robustness of the cross-domain
with a lightweight architecture. More recently, Yermakov et al. [35]
used the CLIP ViT-L/14 encoder with parameter-efficient fine-tuning
(LN-tuning) and hyperspherical regularization, showing that minimal
adaptation of large vision-language models can yield strong generaliza-
tion across unseen forgery techniques. Although frame-based methods
have demonstrated strong performance in detecting intra-frame ar-
tifacts, they inherently fail to leverage temporal information, which
plays a critical role in detecting sequential manipulations. Moreover,
their reliance on spatially learned semantics makes them particularly
vulnerable to manipulations with high visual fidelity [36] and limits
their ability to generalize under distribution shifts, compression, or
subtle forgery pipelines [36,37].

2.2. Video-based DeepFake detection

Temporal-based approaches aim to capture temporal inconsistencies
caused by frame-wise manipulations lacking inter-frame coherence.
Zheng et al. [38] proposed a temporal-only convolutional model with
1 x 1 spatial kernels, later extended with transformer-based modules
for long-range dependencies. Gu et al. [39] introduced a framework
that models horizontal and vertical temporal discrepancies through
differential analysis and further expanded this idea into a hierarchical
contrastive framework [40] that combines global and local views.
The same authors also designed intra-snippet and inter-snippet mod-
ules to isolate inconsistencies between frame segments [41]. Similarly,
Zhao et al. [37] proposed a transformer with decomposed attention
and self-subtraction to highlight artifacts, while Lu et al. [42] com-
bined long-range attention with a spatial-temporal encoder to model
global variations. Chen et al. [43] proposed a method based on 3D
spatiotemporal trajectories. By constructing robust motion features
from 2D and 3D frames and analyzing motion trajectories in phase
space, their approach also maintains detection performance on com-
pressed videos. Another critical axis of research concerns the role of
facial identity. Some approaches explicitly leverage identity as a signal.
For instance, Petmezas et al. [44] introduced a hybrid CNN-LSTM-
Transformer model that uses 3D Morphable Models for facial feature
extraction and operates on an identity verification principle, comparing
a test video against reference videos of the genuine individual. While
this can yield high accuracy and fast inference, it fundamentally ties
the detector’s validity to the availability of pristine reference data,
making it a form of identity-based verification rather than a generic
artifact detector. This reliance on identity underscores a fundamental
risk for generic detection models: even when not explicitly designed
for it, they may learn to rely on the victim’s identity rather than
the manipulation artifacts, which may hinder generalization in more
unconstrained scenarios. Dong et al. [15] formalized this problem as
Implicit Identity Leakage (IIL), showing that even when not explicitly
supervised, standard binary classifiers tend to internalize facial identity
information, which becomes a confounding factor during generaliza-
tion. They introduced an ID-unaware detection model using artifact
supervision to counteract this effect, improving generalization across
datasets. However, their approach depends on the accurate localization
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of manipulated regions and artifact-level annotations, which are not
always available in practice. Our framework is positioned at the inter-
section of these considerations. We aim to capture subtle directional
inconsistencies while minimizing identity leakage through differential
decomposition and compact signal representation.

3. The proposed method
3.1. Motivation

A long-standing principle in video analysis is that explicit dif-
ferences between adjacent observations provide simple yet effective
proxies for temporal change and local inconsistencies. Rather than
relying exclusively on raw frames, difference-based representations
emphasize variations over static content and can expose departures
from natural spatio-temporal behavior. This idea has proved broadly
useful across video tasks: inter-frame differences have been used to
capture motion cues efficiently in super-resolution [45,46], to provide
competitive motion representations in action recognition at substan-
tially lower cost than optical flow (e.g., RGB-difference inputs and
temporal-difference modules in TSN/TDN) [47,48], and to reveal ma-
nipulation traces through frame-to-frame rate-of-change features in
video forensics [49]. Deepfake detection, in particular, hinges on expos-
ing intrinsic inconsistencies that differentiate synthetic from authentic
sequences. Natural videos typically exhibit smooth signal evolution
over time and across space, reflecting physical continuity; in contrast,
synthetic content may introduce subtle artifacts and misalignments due
to imperfections in generative models, leading to detectable discon-
tinuities [39,50]. These discrepancies are rarely evident at the pixel
level but emerge when observing how signals evolve along spatial and
temporal dimensions. Building on the above evidence that difference-
based representations amplify changes while suppressing static content,
we cast deepfake detection as an assessment of signal smoothness: au-
thentic content should preserve stable spatio-temporal behavior, while
manipulated content should manifest detectable fluctuations.

To quantify and emphasize such discrepancies, we propose the use
of first-order directional differences applied to short video clips. This
differential operation acts as a signal enhancer, magnifying temporal
or spatial inconsistencies that may otherwise be suppressed in raw
input data. As highlighted in Section 2.2, conventional CNN-based
approaches, which operate directly on frame images or volumetric
video blocks, tend to entangle manipulation cues with identity-specific
features, potentially undermining generalization, especially in cross-
manipulation or cross-dataset settings. To mitigate this, our approach
explicitly suppresses identity information by transforming raw video
clips into a differential representation that highlights local signal vari-
ations while discarding static identity-related features. The proposed
methodology proceeds in three conceptual stages.

+ Differential modeling: raw video clips are decomposed using
directional first-order differences along multiple spatio-temporal
axes. This step is designed to amplify local signal irregularities.
Dimensional transformation: the resulting multi-dimensional
difference signals are then projected into a consistent 2D map
representation, enabling the use of image-based backbones while
preserving the enhanced artifacts.

Architectural specialization: separate sub-networks are trained
on different differential maps to specialize in various axes of ma-
nipulation, with fusion strategies designed to improve robustness.

Each of these stages is described in detail in the following subsec-
tions (see Fig. 1).

3.2. Multiaxial differential representation of video data

Building upon the rationale outlined in the previous Section, we
seek to enhance the separability of forged content by characterizing
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local variations in visual signals. The core idea is to quantify irregular-
ities via finite differences applied to structured signal representations.
As a starting point, we consider the case of a one-dimensional dis-
crete signal and define its successive backward finite differences as
a means to capture changes in local smoothness. Let consider a one-
dimensional discrete signal F of length N, defined as a sequence
{x1.%3,....X ..., xn }. The backward finite differences of increasing
order can be recursively computed as:

AMx,=x,-x,,
Ax, = A (4Ax,) o

AN-1x, = A"(n- (4'x,))

where the sign 4 refers to finite difference operation. Each application
of this operator isolates the local variation at a finer level. Thus, we
can further obtain N — 1 differential sequences F', F2,..., FN-! which
are described as formula (2).

Fl={Alx,,....,A'x,,....A'xy}
F2={Ale,...,Azxa,...,Asz} @

N-1 _ [ AN-1 N-1 N-1
F —{A Xi5..,4 Xgs-ons 4 xN}

To apply this paradigm to videos, we model each input as a 4D
tensor V € REXTXHXW (channels C, frames T, spatial size H x W). To
compute directional finite differences along each axis « € {T,H, W}
with index set 7, = {1,..., L,}, we define the slicing map I1,, which
exposes the axis-ordered sequence of 2D slices orthogonal to a:

ST — { StT = I,:,r,:,: = RCXHXW }1T=1’

S =Sl =y, ,. eRODW 3)

kY4 :{SB/ = V w ERCXTXH }W

~~~~~~ w=1"’

with index maps Fr(t) = 7, Fy(h) = S}, Fy,(w) = S}V Collecting the
slice sequence and its index map, we write:

Iy yud I
V— ST F), V—o " Fp), V—GY,Fp). @

To preserve sequence length, avoid wrap-around/reflection at the
boundaries, and keep the differencing causal along the slice index,
we work with the zero-extended version of each directional sequence,
namely S} = 0 whenever k ¢ I,. Once the video tensor has been de-
composed into directional sequences of 2D slices, differential operators
are recursively applied along each axis to extract higher-order varia-
tions. The resulting transformation emphasizes localized discontinuities
by capturing the evolution of signal changes across adjacent slices,
yielding difference maps that highlight subtle temporal and spatial
inconsistencies. Formally, the process is implemented as a recursive
application of finite differences on each directional sequence of slices,
as expressed below:

alsy =8t —sT,

A2ST = Al (41ST) ®)
4T = 41(41(- (a'57))

alspl = st =57,

a2sH = al(als]) )
anSH = 4 () (- (41511))

A'SY =sW - sV

A2SW = A (ASY) 7
4w SW = 41(41 (- (415Y))
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Fig. 1. Overview of the 3D-to-2D projection process. For each axis, directional differences are computed, trimmed, interpolated, and collapsed into 2D maps.
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Fig. 2. Temporal differencing along the T-axis, with symmetric trimming and interpolation to mitigate padding artifacts.

The use of zero-padding at sequence boundaries, however, intro-
duces artificial context at the initial and final slices of each directional
stack. Such regions often retain static features, particularly identity-
related content, due to the absence of genuine variation. To miti-
gate this, let U* = {AISZ’}IZ1 denote the raw first-order sequence;
we apply a symmetric trimming operator 7, that discards both ex-
tremes, 7,(U%) = {U;(’}f:z_ 1, and an interpolation operator J, Eo re-
store the original length, yielding the boundary-corrected seed U* :=
J (T, (U")). All higher orders are then evaluated on this corrected seed:
AlS® := U® and, for n, > 2, A"«S® := A"~!(7*). The process is also
illustrated in Fig. 2.

We can also express the backward differencing in a binomial,
operator-level closed form that makes the recursion explicit. For any
sequence U = {Uk},fil, adopt the null extension U, = 0 whenever
k ¢ I,.Let I, be the identity operator (I,U), = U, and let B, be the
backward shift (B,U),
the first-order backward difference can be written as

:= U,_, (with the same null extension). Then

4, =1, -B,. ®

For any integer n > 0,

n_ no_ c m( N m
Al=(1,-B,)" = mZ:;)(—l) <m> B, ©)
and, applied elementwise to U,

@)=Y (1" (;) U, withv,_,=0ifk-mgI,  (10)

m=0

Taking U = S = {S}} gives the same first-order definition as above,

(a's%), = S5 - 5% . amn

Consistently with our boundary-corrected pipeline, if U* := 4.5 and
U“ is its trimmed-and-interpolated version (same length L,), then for
any n, > 2

ny—1
@5y = @ T = Y =1y (”a’; 1) e, 12)
m=0
under the same null-extension convention.
Finally, each directional difference sequence 4"« S* = {A"« S;j}lf;l
is collapsed into a single 2D map by an axis-preserving reshape that
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Fig. 3. Model configurations derived from the 3D differential decomposition framework: (a) single-order, single-direction; (b) single-order, multi-direction; (c)
multi-order, single-direction; (d) multi-order, multi-direction. All models share the same feature extraction backbone structure and differ in how differential cues

are combined.

keeps neighborhood along a: we permute the tensor so that a is the last
index and stack the L, slices contiguously along one spatial dimension,
obtaining a map of size C x (D,-L,) x D,, where (D, D,) = (H, W) for
a =T, (T,W) for « = H, and (T, H) for a = W. The resulting maps
serve as inputs to the 2D backbones, as detailed in the next Section.

3.3. Model construction and fusion strategy

This Section introduces the architectural design of the models built
upon the differential decomposition framework. The approach starts
by considering differences computed along a single axis of the video
volume, either temporal or spatial, and incrementally incorporates
additional axes and difference orders.

In particular, we define each model by two key aspects: (1) the
direction of the differential operator, which can act along the temporal
axis (T), vertical spatial axis (H), or horizontal spatial axis (W); (2)
the order of the operation, which corresponds to how many times the
discrete difference is applied recursively.

Starting from basic models that apply a first-order difference along
a single direction, we progressively construct more complex configura-
tions by combining multiple directions and multiple orders. For clarity,
we adopt the following naming convention:

+ Single-Order Single-Direction (SOSD) models apply a single-order
difference along one axis;

» Single-Order Multi-Direction (SOMD) models combine single-order
differences from all three axes;

* Multi-Order Single-Direction (MOSD) models aggregate multiple
orders of difference along a single axis;

» Multi-Order Multi-Direction (MOMD) models integrate all orders
and directions into a unified framework.

All models rely on a shared backbone structure to process the
differential representations derived from the input videos. An overview
of the resulting architectures is shown in Fig. 3.

3.3.1. Single-Order Single-Direction (SOSD)

The Single-Order Single-Direction (SOSD) configuration constitutes
the fundamental unit of the proposed modeling paradigm. Each SOSD
model computes the nth order difference of the input video volume
along a specific axis, temporal (T), height (H), or width (W), and
processes the resulting volume through a 3D-to-2D transformation
before applying a 2D convolutional backbone, as shown in Fig. 3(a).
The complete procedure is formalized in Algorithm 1.

As previously discussed, the core idea behind this decomposition is
that real and synthetic content often differ in their local fluctuation
patterns, which can manifest differently along temporal and spatial
dimensions. By applying differential operators of increasing order along

Algorithm 1: Single-Order Single-Direction (SOSD)

Input: Video tensor V € RIXCXTXHxW,

selected axis a € {T, H, W };

difference order n > 1;

Output: Predicted label y € {0, 1}

Function Backbone M (RE*XP1-LaxDy _, RIX2).

Result: logits for the input map after the axis-preserving
collapse

begin

LVer<V;
raw video)

2: S « M,(Vey,); // axis-ordered slice sequence
along «; use two-sided null extension for
out-of-range indices

3:fori=1tondo

// residual volume (initially the

if i = 1 then
U — (AlSELE // backward finite
difference: (4'S%), =S¢ - S¢ |
if n=1 then
‘ Seqcurr - Ua
else

U « J(T,U") ; // symmetric trim of
ends, then interpolation to restore
length L,

seqQeyr < U

else
SeQeurr < 44(S€Qeurr) ;5 // apply the next-order
backward difference along «

5: 3D-to-2D collapse: build X € RE*LaxP1xD2 by setting
'''''' i=8eqeyry fork=1,...,L,; thenY « z Dy, Ly, D)X)
and I < reshape(Y; C X (DL,) X D,);
; //if a=T: Dj=H, D,=W;
D,=W; ifa=W: D, =T, D,=H
| 7:z < Backbone M(I),

ifa=H: D, =T,

y < argmax z

a specific axis, the model may capture latent traces of manipulation,
particularly those invisible at raw signal level. From a theoretical
standpoint, the use of higher-order differences is grounded in the Taylor
series expansion, which approximates a smooth function as a weighted
sum of its successive derivatives. On a discrete grid, the continuous
derivatives are replaced by forward finite differences and the factorial
weights by binomial coefficients (Newton-Gregory expansion). Let F(i)
denote a one-dimensional discrete signal sampled along a generic axis,
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assumed to be smooth, and let a be a reference index. The signal can
be locally approximated as:

N-1
F(i) = - “) A*F(a 13
0) kgo < B (@ a3

However, in practical scenarios involving deepfake generation, the
observed signal F(i) can be modeled as the superposition of a structured
smooth component F(i) and a perturbation term G(i) arising from the
generative process:

F(i) = F(i) + G(i) 14

While F(i) is assumed to be smooth and differentiable, the additive
noise component G(i) introduced by the generative model is typically
non-smooth and may encode local perturbations or generative artifacts.
Despite this, discrete signals allow for finite-difference operations to be
applied regardless of smoothness.

Since finite differences (as defined in Section 3.2) are linear, apply-
ing the nth order operator to (14) yields the additive decomposition:

A'F(i) = A"F(i) + A"G(i), (15)
whose first—order instance is simply:
AF(i) = F(i) — F(i — 1) = AF(i) + AG()). (16)

In the case of a genuinely smooth signal F(i), the contribution
of A"F(i) tends to decay with increasing n, due to the inherently
low local variation of structured content. Conversely, the perturbation
component A"G(i), typically dominated by high-frequency distortions,
remains substantial, thereby exposing fine-grained artifacts introduced
by manipulation processes. However, this effect comes with inherent
trade-offs: higher-order differences may also accentuate noise or atten-
uate meaningful structural patterns. Therefore, selecting an appropriate
differential order becomes a non-trivial design choice, requiring a
careful balance between discriminative sensitivity and representational
robustness. To formalize this, we treat the SOSD task as a binary
classification problem. Let y € {0,1} denote the ground-truth label
of the video sample, and let y,, §5, and y, denote the predictions
obtained when applying the differential operation along the respective
axes. The classification loss for each axis-specific model, conditioned
on its differential order ny, ng, and ny,, is defined as:

L (y.9riny) = —ylog (9rlnr) — (1 — y)log (1 - Prlnz)
L (y’ﬁH|”H) =—ylog (f’H|”H) —(1-ylog (1 - f’H|nH) a7
L (y,ﬁWInW) = —ylog (ﬁw|"w) —(1-y)log (1 - }A’WI”W)
In order to balance discriminative power and representational fi-
delity, we cast the order selection problem as a discrete optimization
task. The optimal n;ﬁ, n* , and n are defined as the minimizers of the

H W
respective axis-specific loss functions:

nj*. =arg minnT L (y, sz|nT)
i, = argmin, L (y, 9plny) 1s)
n;jv = a.rgmin,,W L (y, f’w|”w)
Hence, each optimal value reflects the most effective trade-off between
sensitivity to manipulations and retention of discriminative content.

3.3.2. Axis—order fusion layer

While SOSD units are designed to extract manipulation traces along
a specific axis and order, real-world artifacts often exhibit residual
patterns across multiple orientations and scales. To leverage this com-
plementary information, the proposed framework supports composite
configurations built by aggregating multiple SOSD branches.

Let B= {f® e R?| b =1,...,B} denote a set of such branches,
each producing a 2D logit vector. Their concatenation forms a joint
representation which can be represented by formula (19).

Fa=LfON @0 || fB1er*® 19
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This is passed through a lightweight fusion layer with parameters
W € R>?28 and b € R? to produce the final logits:

z=Wfg+b, y = argmax z. (20)

During training, all SOSD backbones in B are frozen, and only the
fusion layer parameters (W, b) are updated. This mechanism enables the
model to exploit directional and hierarchical cues without disrupting
the specialization encoded in individual branches.

3.3.3. Single-Order Multi-Direction (SOMD)

The Single-Order Multi-Direction (SOMD) configuration is con-
structed to jointly consider the decision outputs derived from multiple
directional analyses. Since each SOSD branch operates independently
along a single axis, aggregating their logit-level predictions allows the
system to incorporate diverse geometric perspectives while preserving
architectural modularity.

To this end, SOMD instantiates three SOSD units, each applying a
differential operator of fixed order n along one of the principal axes.
The resulting logit vectors define the set Bsomp = {fr. fu. fu ), with
each f, € R? corresponding to the output of the branch along axis
a€{T,HW).

The concatenated vector f Bsowp € R® is computed as in Eq. (19)
and passed through the fusion layer described in Eq. (20). The overall
architecture is shown in Fig. 3(b).

3.3.4. Multi-Order Single-Direction (MOSD)

The Multi-Order Single-Direction (MOSD) configuration extends the
SOSD paradigm by aggregating multiple logit-level outputs computed
at increasing differential orders along a single axis. This design allows
the architecture to encode directional traces at various levels of gran-
ularity, from low-order variations to higher-order residual dynamics.

Given a target axis a € {T, H, W} and a maximum order N, the
MOSD-a model instantiates N SOSD branches, each configured to apply
the nth order differential operator (1 < n < N) along the selected
direction. We define the set of order-specific logit vectors as Byggp., =
{f;”, O(,N)}, where each fa(,") € R? is the output of the nth SOSD-«
branch.

The resulting concatenated vector fp € RN is computed as in
Eq. (19), and passed through the fusion layer defined in Eq. (20). This
setup enables the aggregation of directional information across multiple
differential depths, while retaining the modular independence of each
constituent branch. The MOSD architecture is illustrated in Fig. 3(c).

3.3.5. Multi-Order Multi-Direction (MOMD)

The Multi-Order Multi-Direction (MOMD) configuration generalizes
the previous variants by combining multiple differential representa-
tions across both axes and orders. This structure is intended to capture
a broad range of manipulation patterns, jointly encoding directional
diversity and hierarchical depth.

The MOMD architecture comprises three MOSD modules, each tar-
geting one of the principal axes « € {T, H, W} with maximum order
N. We define the combined set of logit vectors as

Byowp ={ f" €R? |a € {T,H, W}, n=1,...,N}

with cardinality |Byompl = 3N. The concatenated representation
S Byown € RN is computed following Eq. (19), and the final logits are
obtained via Eq. (20).

By jointly leveraging differential signals from multiple orientations
and scales, MOMD provides a flexible and modular way to model het-
erogeneous manipulation patterns. The complete architecture is shown
in Fig. 3(d).
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4. Experimental results

This Section presents a comprehensive experimental evaluation of
the proposed framework. We first describe the datasets and training
protocols, followed by a series of controlled studies designed to assess
the effectiveness of the differential modeling strategies introduced in
Section 3. The analysis addresses both intra- and cross-domain scenar-
ios, providing quantitative and qualitative evidence for the benefits
of axis-order modeling and modular fusion. Our goal is not only to
validate the performance of individual configurations but also to gain
insights into how residual traces emerge across different differential
axes and orders.

4.1. Datasets and training protocol

We conduct experiments on four widely-used deepfake benchmarks:
FaceForensics++ (FF++) [51], Celeb-DF [52], WildDeepfake (WildDF)
[53], and the Deepfake Detection Challenge dataset (DFDC) [54]. Each
dataset exhibits unique characteristics in terms of manipulation tech-
niques, video realism, and distribution shifts. Below, we summarize
their properties and describe the sampling strategies adopted in our
study:

» FaceForensics++ (FF++): This dataset includes five forgery types
(Deepfakes (DF), Face2Face (F2F), FaceSwap (FS), FaceShifter
(FSh), and NeuralTextures (NT)) each comprising 1000 manip-
ulated videos. The forgeries differ in both synthesis mechanism
and visual quality: DF and FSh perform face replacement using
deep learning models; F2F and NT manipulate facial expressions
via reenactment techniques; FS relies on geometric fitting and
3D projection. We use 750 real and 750 synthetic videos for
training, and reserve 250 real and 250 synthetic videos for testing,
separately for each manipulation type.

Celeb-DF : Designed to address limitations in synthesis quality,
Celeb-DF includes 590 real celebrity videos (Celeb-real), 300
real YouTube videos (YouTube-real), and 5639 high-quality syn-
thetic videos (Celeb-synthesis). Artifacts commonly found in ear-
lier datasets, such as lip-sync mismatches or blending artifacts, are
substantially reduced. We select 700 real and 700 synthetic videos
for training, and 190 real and 190 synthetic videos for testing.
WildDeepfake (WildDF): Built to reflect in-the-wild conditions,
WildDF aggregates 707 manipulated videos and 7314 face se-
quences collected from the web. The synthetic content is highly
diverse, featuring generative models based on GANs, diffusion
models, and hybrid pipelines. We construct a training set of 1200
real and 1200 synthetic videos, and a test set of 300 real and 300
synthetic videos.

Deepfake Detection Challenge (DFDC): DFDC is the largest
publicly available benchmark for facial forgery detection, with
over 100,000 videos. It includes manipulated videos exhibiting
variations in compression, resolution, noise, lighting, and camera
angle, thereby simulating unconstrained real-world conditions.
For our experiments, we randomly select 6000 real and 6000
synthetic videos for training, and 2000 real and 2000 synthetic
videos for testing.

To preserve temporal consistency across frames, which is crucial for
detecting manipulations, we avoid any form of cropping that may
desynchronize facial regions. For each video, we extract 32 consecutive
frames and divide them into two non-overlapping clips of 16 frames
each, as a temporal sampling strategy. We emphasize that this segmen-
tation into 16-frame clips is used solely for convenience in sampling
and does not influence the granularity of our differential computation:
all finite differences are computed operatorially on axis-ordered slice
sequences as defined in Section 3.2 (Egs. (5)-(7)), independently of this
segmentation.

Moreover, to better understand domain-specific and domain-agnostic
generalization, we adopt two training protocols:
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» Single-Domain Training. The training set includes only one type
of forgery from FF++ at a time. For each forgery type, we use 750
real and 750 synthetic videos for training, with the remaining 250
real and 250 synthetic videos for evaluation.

Multi-Domain Training. We construct a composite training set
from FF++ by randomly sampling 150 manipulated videos from
each of the five forgery types, for a total of 750 synthetic videos.
These are paired with the same 750 real videos used in the
single-domain protocol. The test set remains unchanged to ensure
comparability across settings.

It is worth noting that all experiments are framed as binary clas-
sification tasks (real vs. fake). Manipulation types (e.g., DeepFakes,
Face2Face, FaceSwap, FaceShifter, NeuralTextures) are used only to de-
fine training and testing splits for cross-manipulation and cross-domain
evaluation, not as separate output classes.

4.2. Implementation details

All SOSD variants are implemented using a 2D ResNet-18 back-
bone [55] pretrained on ImageNet. Each model processes single-order
differences along a specific axis, using differential images as input. For
composite architectures (SOMD, MOSD, MOMD), each SOSD branch
operates as a frozen feature extractor, and a lightweight fully connected
layer is added for fusion. Only this final layer is optimized, while all
convolutional weights remain fixed. The models are trained for 15
epochs using cross-entropy loss, with the Stochastic Gradient Descent
(SGD) optimizer, which has a momentum of 0.9 and a weight decay of
5e-2. Our experiments are conducted on a Linux system equipped with
an NVIDIA GeForce RTX 3090 GPU. The initial learning rate is set to
0.0002, and a StepLR scheduler is employed to decrease the learning
rate by a factor of 10 every 10 epochs.

4.3. Evaluation of differential architectures

In this section, we evaluate the impact of the differential modeling
strategies on deepfake detection. We assess the performance of the
architectures introduced in Sections 3.3.1-3.3.5, analyzing the role of
axis direction, differential order, and fusion strategy. All results are
reported in terms of Accuracy and Area Under the ROC Curve (AUQ),
computed on the test split of each dataset.

4.3.1. Visual analysis and verification

To gain preliminary insight into the behavior of differential oper-
ators across different axes and orders, we perform a qualitative and
quantitative analysis on real and synthetic videos from FaceForen-
sics++ (FF++). The goal is twofold: (1) to visually assess whether iden-
tity traces are progressively attenuated by higher-order differences, and
(2) to investigate whether residual distortions introduced by forgery
methods become more salient under differential transformation.

Qualitative observations. We first visualize the effect of differential
operations of increasing order along the three axes on a real video
sample. Fig. 4 displays the output of applying differential operators of
order n € {0,...,6}, with the input consisting of 16 aligned frames.
Along the spatial axes (H and W), the resulting images reveal a
gradual suppression of coarse facial features as the order increases.
Structural elements such as eyes, mouth, and jawlines progressively
vanish, confirming the expected attenuation of low-frequency content.
In contrast, the temporal axis (T') exhibits a different behavior: the
first-order difference already removes most of the face identity, and
further increasing the order yields minimal visual change. This suggests
that identity information is more strongly concentrated along spatial
dimensions, while temporal differences capture finer dynamics that do
not always correlate with facial content.

To verify whether differential maps also enhance the separation
between real and synthetic data, we compare outputs across the five
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order — 0 order —1 order — 2

order —3

order — 4 order =5 order — 6

Fig. 4. Visualization of a real sample from FF++ after applying differential operators of order n € {0,...,6} along each principal axis (7', H, W). Each row

corresponds to a fixed axis and each column to a specific order n.

order =0 order =1 order =2

order =3

order =4 order =5 order =6

Fig. 5. Visualization of real and synthetic samples from FF++ after applying differential operators of order n € {0,...,6} along T axis. Each row corresponds to

a specific forgery method, and each column to a differential order n.

manipulation types in FF++ (DF, F2F, FS, FSh, NT) against real sam-
ples. As shown in Figs. 5-7, the differential outputs reveal texture
residuals and edge inconsistencies in synthetic samples, with mid-
range orders (e.g., n € {2,3,4}) often yielding the most perceptually
distinct contrasts. Overall, certain orders and axes appear to emphasize
tampering cues more effectively, depending on the structure and nature
of the forgery.

Quantitative analysis. We complement the visual observations with sta-
tistical measurements of image texture using gray-level co-occurrence
matrix (GLCM) descriptors. Specifically, we analyze two standard met-
rics: contrast (which measures intensity variability) and homogeneity
(which measures local similarity). Fig. 8 reports the average GLCM
contrast and homogeneity over 10 real and 50 synthetic FF++ videos,
for orders n € {0, ...,6} along each axis. Temporal and spatial patterns
differ substantially. Along H and W, synthetic samples consistently
exhibit higher contrast and lower homogeneity, indicating more abrupt
residual variations and reduced smoothness compared to real content.
Such trends remain stable across forgery methods. The T-axis shows
a less predictable behavior: while contrast increases with order, the
separation between real and synthetic data is less pronounced. This

behavior may stem from the inherent variability of facial motion, which
exhibits high-frequency changes that degrade the signal-to-noise ratio
of temporal differences.

In summary, these results support the hypothesis that differential
operators can highlight forgery artifacts by exposing inconsistencies
along specific axes and orders. Spatial differentials are particularly
informative, with residual patterns in forged data showing greater
heterogeneity and contrast. Assessing how these cues translate into
effective decision boundaries becomes the objective of the following
section.

4.3.2. Effect of single-axis differencing

The first experimental question investigates whether differential
operators applied along individual axes can enhance detection perfor-
mance and generalization, particularly in challenging cross-forgery con-
ditions. To this end, we evaluate Single-Order Single-Direction (SOSD)
models, each trained on a specific differential axis — temporal (T),
vertical (H), or horizontal (W) — and differential order n € {0,...,6}.
The case n = 0 corresponds to standard RGB frames. Results on the
FF++ dataset are summarized in Table 1 for the T-axis, with evalua-
tions on the H- and W -axes reported in Tables 2 and 3, respectively.
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order =4 order =5 order =6

Fig. 6. Visualization of real and synthetic samples from FF++ after applying differential operators of order n € {0, ..., 6} along H axis. Each row corresponds to

a specific forgery method, and each column to a differential order n.

order =0 order =1 order =2

F2F DF real
@)

FS

FSh
@

NT
@

order =3

order =4 order =5 order =6

Fig. 7. Visualization of real and synthetic samples from FF++ after applying differential operators of order n € {0, ..., 6} along W axis. Each row corresponds to

a specific forgery method, and each column to a differential order n.

For each model, we report both Within-Domain (WD), computed as
the mean performance across all FF++ domains including the training
domain, and Cross-Domain (CD), computed as the mean performance on
test domains excluding the training one, thus reflecting generalization
capability. Full per-domain results for each order and axis are available
in the supplemental material.

In the single-domain setting, consistent trends emerge across axes
and manipulation types.

First, low-to-mid order differencing (n = 1-3) systematically im-
proves cross-forgery AUC over the RGB baseline. Higher orders (n >

4) tend to degrade performance, likely due to over-differencing and
increased noise. For instance, when trained on FS using the T-axis, the
n = 3 model reaches a cross-forgery AUC of 63.48%, improving over the
RGB baseline (n = 0, 46.10%) by +17.4 points. Comparable gains are
observed for the H- and W -axes (Tables 2-3), with peak improvements
in the range of +1.1 to +17.4 points depending on axis and source.
Second, spatial differencing proves more stable across domains.
Across the 20 evaluated cross-forgery transfers, H- or W-axis models
with n < 3 surpass the RGB baseline in 18 cases (90%), while temporal
differencing achieves the same in 14 cases (70%). These findings align
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W-axis
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Fig. 8. Gray-level co-occurrence matrix (GLCM) contrast (top) and homogeneity (bottom) for differential images computed along each axis (7', H, W) and order
n € {0,...,6}. Curves report the average over 10 real and 50 synthetic samples from FF++.

Table 1

Evaluation of SOSD-T models across differential orders and FF++ training domains. Accuracy (%) and AUC (%) are reported for each differential order. WD
(Within-Domain): average on all test domains (including training); CD (Cross-Domain): average on test domains excluding training. Bold highlights the best
Accuracy and AUC per domain.

Order DF F2F FS FSh NT All FF++
WD CD WD CcD WD CD WD CcD WD CcD WD CcD
0 62.78/69.79 54.08/62.36 61.22/66.76 52.23/58.52 58.84/56.83 49.15/46.10 60.32/61.46 50.70/51.95 66.78/73.37 60.50/67.43 84.48/91.56 -
1 61.80/70.94 52.35/63.67 60.58/65.18 51.18/56.54 59.74/60.53 50.20/50.79 60.48/61.44 51.03/51.88 67.68/75.67 61.05/69.97 89.98/95.99 -
2 63.32/72.08 54.25/65.11 60.22/65.57 50.68/57.04 59.64/66.53 49.93/58.25 63.20/66.32 54.30/57.93 64.12/70.73 56.70/63.88 90.42/96.80 -
3 63.52/71.68 54.48/64.61 61.04/64.98 51.65/56.28 60.00/70.76 50.38/63.48 64.04/66.12 55.33/57.70 63.38/72.13 55.63/65.59 89.90/96.23 -
4 61.64/71.04 52.18/63.83 60.76/64.31 51.43/55.50 59.96/69.93 50.33/62.46 64.98/66.98 56.65/58.76 64.00/71.22 56.68/64.57 90.28/96.44 -
5 64.00/73.29 55.13/66.62 60.88/64.34 51.53/55.52 59.76/62.23 50.10/52.83 65.20/66.58 56.90/58.28 64.70/73.41 57.30/67.20 91.62/96.90 -
6 62.08/71.12 52.68/63.91 61.34/65.30 52.25/56.71 61.08/68.20 51.63/60.28 65.78/66.46 57.70/58.16 63.28/73.71 55.53/67.51 90.88/96.41 -
Table 2
Evaluation of SOSD-H models across differential orders and FF++ training domains. Accuracy (%) and AUC (%) are reported for each differential order. WD

(Within-Domain): average on all test domains (including training); CD (Cross-Domain): average on test domains excluding training. Bold highlights the

Accuracy and AUC per domain.

best

Order DF F2F FS FSh NT All FF++
WD CD WD CD WD CD WD CD WD CD WD CD
0 61.40/71.59 53.03/64.70 62.84/72.10 55.58/65.74 59.30/61.58 50.40/52.24 60.24/65.13 51.65/56.70 65.62/70.11 61.68/65.03 67.96/72.43 -
1 65.84/74.56 58.43/68.34 66.28/77.78 58.93/72.43 59.32/64.21 50.08/55.45 60.10/66.18 51.63/58.09 69.56/76.95 64.65/72.05 78.68/87.01 -
2 64.42/74.82 56.60/68.65 69.96/80.26 63.40/75.58 60.52/64.14 51.33/55.29 58.94/62.10 50.33/52.99 71.84/76.92 67.40/72.03 81.82/91.04 -
3 66.28/73.80 58.75/67.41 68.22/78.06 61.75/73.05 60.70/66.77 51.70/58.61 60.52/64.84 52.90/56.85 71.96/76.21 67.83/71.53 82.76/91.20 -
4 65.44/74.03 57.80/67.69 69.04/80.70 62.73/76.23 60.12/65.19 51.03/56.71 60.96/65.55 53.83/57.87 72.50/77.10 68.50/72.55 82.70/90.62 -
5 66.80/71.87 59.60/65.08 65.32/78.37 58.13/73.43 60.12/66.94 50.95/58.84 62.14/65.70 55.28/57.98 69.58/74.17 65.23/69.14 80.54/88.76 -
6 64.60/73.22 57.05/66.81 68.02/79.48 61.40/74.77 59.48/64.95 50.20/56.38 61.82/66.75 54.98/59.39 67.92/73.36 63.93/68.70 79.60/88.98 -
Table 3

WD

Evaluation of SOSD-W models across differential orders and FF++ training domains. Accuracy (%) and AUC (%) are reported for each differential order.
(Within-Domain): average on all test domains (including training); CD (Cross-Domain): average on test domains excluding training. Bold highlights the

Accuracy and AUC per domain.

best

Order DF

F2F

FS

FSh

NT

All FF++

WD

CDh

WD

CD

WD

CD

WD

CDh

WD

CDh

WD

CDh

62.54/71.96
64.48/75.10
65.84/72.72
64.38/71.81
65.44/71.56
63.10/70.21
64.00/71.44

DU hA WN - O

53.88/65.05
56.45/69.01
58.40/66.15
56.30/64.97
58.00/64.71
55.48/63.21
56.65/64.73

61.00/66.48
66.46/75.91
65.58/77.41
64.74/76.64
64.26/76.94
65.14/76.14
63.20/74.68

54.00/59.04
59.75/70.21
58.13/71.95
57.20/71.10
56.75/71.50
58.03/70.50
55.33/68.64

60.70/68.20
59.96/67.46
59.76/69.18
60.20/66.89
59.94/63.21
60.28/65.07
59.76/62.91

52.15/60.57
50.68/59.43
50.65/61.68
51.30/58.89
51.13/54.34
51.53/56.58
51.05/53.99

63.12/69.08
61.86/68.46
61.28/64.12
61.36/65.95
64.66/66.72
62.96/66.55
64.04/66.92

55.13/61.60
53.53/60.81
53.40/55.75
54.00/58.33
57.73/59.02
55.95/59.08
57.53/59.43

61.52/66.26
68.46/77.07
69.52/74.16
68.70/74.71
69.24/75.14
68.56/74.10
67.48/72.87

56.30/59.82
63.38/72.39
64.65/68.97
64.63/69.82
64.93/70.41
63.98/69.29
62.95/68.06

69.62/76.45
82.52/90.23
81.74/89.88
81.16/88.49
77.98/82.59
81.44/87.88
81.48/85.28

with the residual texture statistics in Fig. 8, where spatial derivatives
exhibit the clearest separation between real and fake samples.

Third, the optimal axis and order are forgery-dependent. Identity
replacement forgeries (DF, FS) benefit more from temporal differenc-
ing, while expression-driven manipulations (F2F, NT) yield higher gains
on spatial axes. Temporal operators often improve progressively with

10

order and, in some cases they peak at higher values (n > 5). Spatial
axes, by contrast, reach their maximum impact earlier, typically at
1 or n = 3. The same pattern is observed in the multi-domain
configuration, where models are trained on the full set of FF++ manipu-
lations. Compared to the RGB baseline, differencing yields average AUC
gains between +5.3 and +18.8 points, and up to +14.8 in accuracy,

n =
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Table 4
Intra-dataset performance of SOSD models trained on Celeb-DF, WildDF, and DFDC under varying differential
orders. Results are reported in terms of Accuracy (%) and AUC (%). Best results in bold.
Model SOSD-T SOSD-H SOSD-W
Train Order Celeb-DF
0 96.71/99.54 78.82/85.50 84.21/91.93
1 93.68/98.39 81.97/88.45 82.24/89.85
2 90.39/96.72 80.36/86.66 84.47/92.39
Celeb-DF 3 92.37/97.24 76.45/83.64 80.53/89.16
4 90.13/96.60 72.89/78.14 78.03/85.87
5 89.87/96.15 72.37/78.69 76.18/83.77
6 89.08/95.76 71.18/78.36 76.18/84.12
Train Order WildDF
0 78.25/85.53 69.92/77.01 74.92/81.26
1 74.50/81.30 75.17/82.12 74.00/81.07
2 73.75/80.13 72.50/79.21 76.08/83.12
WildDF 3 73.33/82.19 70.08/77.01 72.08/78.81
4 73.75/80.41 67.92/73.89 70.75/76.36
5 73.08/80.84 69.42/73.52 70.17/75.57
6 73.25/79.66 68.75/73.46 71.00/77.24
Train Order DFDC
0 82.95/91.30 79.03/87.95 81.20/89.45
1 83.51/91.13 79.80/88.67 80.04/88.72
2 85.20/93.40 77.84/86.62 76.29/84.90
DFDC 3 86.96/94.92 75.50/84.10 74.00/81.95
4 86.46/94.38 74.79/83.30 73.31/81.24
5 86.79/94.47 73.45/81.37 71.39/79.19
6 86.33/94.12 72.14/80.53 70.89/78.40
Table 5

Evaluation of SOMD models across differential orders and FF++ training domains. Accuracy (%) and AUC (%) are reported for each differential order. WD
(Within-Domain): average on all test domains (including training); CD (Cross-Domain): average on test domains excluding training. Bold highlights the best

Accuracy and AUC per domain.

Order 0 1 2 3 4 5 6
DF WD 62.40/69.27 64.30/75.24 64.28/76.00 64.50/75.98 64.92/76.57 63.92/73.74 64.62/73.89
cD 53.20/62.04 55.48/69.03 55.53/70.01 55.70/69.97 56.23/70.72 55.08/67.20 55.88/67.43
F2F WD 63.18/70.93 63.36/72.04 62.54/76.04 62.90/74.95 62.78/79.27 63.52/74.19 64.06/74.68
CD 54.43/64.03 54.58/65.51 53.43/70.12 53.95/68.79 53.93/74.14 54.60/67.81 55.43/68.50
FS WD 60.02/59.17 59.84/64.08 60.24/63.83 60.78/67.34 60.48/66.86 60.54/63.28 61.56/70.37
cD 50.35/49.17 50.10/55.12 50.55/54.81 51.15/59.20 50.70/58.60 50.90/54.25 52.13/63.00
FSh WD 61.12/62.11 60.88/62.91 61.68/64.83 62.76/67.50 64.72/68.56 66.16/63.72 65.86/66.81
CD 51.70/52.93 51.55/53.96 52.60/56.14 53.98/59.46 56.40/60.83 58.18/56.90 57.73/59.34
NT WD 67.72/74.05 71.82/78.80 72.42/77.48 73.00/77.32 71.18/77.33 71.36/76.54 70.14/73.93
CD 61.55/68.42 66.03/73.78 67.10/72.46 67.75/72.17 65.55/71.98 65.58/71.10 64.13/68.12
All FF++ 85.38/89.98 90.68/94.67 93.52/95.01 91.62/94.07 92.54/96.50 91.98/95.32 92.14/93.93
depending on axis and order. Therefore, even under heterogeneous Table 6

training conditions, differencing continues to enhance performance
without compromising robustness.

Finally, we assess the generalization capacity of SOSD models be-
yond FF++ by replicating the same experimental setup on Celeb-DF,
WildDF, and DFDC. The results, reported in Table 4 largely confirm
the trends observed on FF++. Across all datasets, spatial differencing
emerges as the most stable strategy: both H and W axes achieve
stable peak performance at low to mid orders (n = 1-2), while higher
orders consistently degrade performance. On the T-axis, effects are
more dataset-specific: Celeb-DF and WildDF show no benefit from
differencing, whereas DFDC responds positively to moderate temporal
differencing, with a peak at » = 3. The axis- and dataset-specific
nature of the observed performance trends confirms the absence of a
universally optimal configuration, thereby motivating the fusion mech-
anisms introduced in the following sections to exploit complementary
information across axes and differential orders.

4.3.3. Complementarity across directions

To assess whether combining directional differences improves de-
tection and generalization, we now evaluate the performance of Single-
Order Multi-Directional models across differential orders. Similarly to
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Intra-dataset performance of SOMD models trained on Celeb-DF, WildDF,
and DFDC under varying differential orders. Results are reported in terms of
Accuracy (%) and AUC (%). Best results in bold.

Order Celeb-DF WildDF DFDC

0 93.82/96.72 79.92/82.12 87.29/93.97
1 90.26/96.24 79.00/85.79 87.36/94.58
2 89.61/92.76 76.42/77.05 87.63/94.95
3 88.68/92.38 75.83/78.97 88.00/95.56
4 85.26/89.11 74.17/79.25 87.04/95.29
5 84.34/87.63 75.92/76.93 87.29/95.02
6 83.03/88.68 74.50/77.48 87.03/94.54

the SOSD analysis, the focus is on identifying performance trends over
increasing difference orders within and across forgery domains. Results
for FF++ domains are reported in Table 5. An overview comparing
SOMD to SOSD baselines is also presented in Fig. 9, which displays
the WD AUC across differential orders for each FF++ training do-
main. Overall, SOMD models consistently outperform the RGB baseline
across most training domains and orders. On FF++, fusion amplifies
the benefits observed in the best SOSD variants, particularly at mid-
range orders (n = 1-4). For instance, order n = 4 achieves peak WD
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Table 7

Evaluation of MOSD-T, -H, -W and MOMD models on FF++ training domains. Accuracy (%) and AUC (%) are reported for each
differential order. WD (Within-Domain): average on all test domains (including training); CD (Cross-Domain): average on test

domains excluding training.

Model MOSD-T MOSD-H MOSD-W MOMD
DF WD 63.82/72.57 65.16/74.86 64.50/74.34 63.26/75.29
CDh 54.80/65.72 56.80/68.60 56.43/68.00 54.13/69.12
F2F WD 60.92/66.34 68.72/81.96 64.82/78.64 61.94/75.22
CDh 51.40/57.98 61.53/77.56 56.88/73.41 52.70/69.08
FS WD 59.64/66.14 62.36/66.06 60.06/67.57 60.30/69.26
CD 49.90/57.70 53.55/57.63 50.80/59.55 50.50/61.63
FSh WD 64.08/66.29 60.62/64.97 62.52/67.59 63.64/69.39
CD 55.33/57.90 52.18/56.90 54.58/59.69 54.80/60.54
NT WD 65.06/74.35 72.14/78.57 71.08/77.08 69.74/77.96
CDh 57.60/68.23 67.15/73.83 66.20/72.21 63.13/72.74
All FF++ 93.46/98.08 85.56/93.13 85.74/93.21 94.36/98.22

AUC in four out of five training domains, with notable gains over
RGB, all with improvements exceeding +6.45. Even the NT, which
shows a slight improvement, has a gain of +3.28. Unlike SOSD models,
where higher-order differencing often degraded performance, SOMD
remains stable up to n = 4, with moderate drops at n > 5. This
suggests that fusing derivatives along T, H, and W compensates for
the sensitivity of individual axes to over-differencing. Fig. 9 further
supports this interpretation. Across all training domains, SOMD exhibits
smoother trends and more stable performance across orders compared
to individual SOSD variants. While it does not consistently outperform
the best SOSD model in every case — particularly for F2F and FS — its
overall behavior remains competitive. This may be partly attributed to
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the simplicity of the fusion scheme, which was deliberately designed
to be lightweight in order to isolate the effect of combining directions.
More sophisticated strategies might better leverage directional com-
plementarity and improve overall effectiveness. In the multi-domain
training configuration, SOMD reaches its highest WD AUC of 96.50%
at order n = 4, markedly outperforming the RGB baseline (89.98%).
While the absolute peak is comparable to that of the strongest SOSD-
T setup (96.90%), SOMD demonstrates greater stability across orders,
maintaining high AUCs even when differencing increases. Finally, Table
6 reports intra-dataset results on Celeb-DF, WildDF, and DFDC. While
the overall trends remain aligned with the single-axis models, SOMD
exhibits distinct behaviors across datasets. On DFDC, fusion proves
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Intra-dataset performance of MOSD-T, -H, -W and MOMD models trained on
Celeb-DF, WildDF, and DFDC. Results are reported in terms of Accuracy (%) and

AUC (%).
Training dataset MOSD-T MOSD-H MOSD-W MOMD
Celeb-DF 93.06/98.21 80.26/87.62 83.55/92.53 89.61/95.50
WildDF 74.92/82.17 73.42/80.28 77.17/83.84 76.67/83.31
DFDC 89.39/96.14 81.16/89.99 79.13/88.11 89.98/96.74

Table 9

Cross-compression and brightness generalization for SOSD and SOMD models trained on FF++ (c23) and tested on c40, low-
brightness (LB), and high-brightness (HB). Results are reported as Accuracy (%) and AUC (%). Best results in bold.

Model SOSD-T SOSD-H SOSD-W SOMD
Order c23 — c40

0 63.40/72.72 60.90/61.48 62.40/64.70 66.60/70.57
1 62.40/73.11 52.20/68.54 57.60/65.82 64.00/74.41
2 61.70/69.91 58.00/64.03 56.30/59.97 62.30/68.78
3 67.00/74.79 55.00/61.05 54.10/55.60 59.50/65.78
4 65.40/73.04 53.10/57.22 53.10/57.91 61.90/67.54
5 67.00/74.78 55.70/58.78 56.60/62.12 66.10/66.89
6 66.20/71.27 56.00/60.57 55.90/63.57 63.20/59.00
Order c23 — c23-LB

0 68.50/82.39 51.20/51.04 55.70/65.55 66.20/76.97
1 80.20/92.03 69.40/79.98 68.20/79.90 74.30/90.53
2 85.10/92.98 66.30/83.23 64.70/79.40 78.10/95.29
3 80.90/93.20 71.20/84.84 73.90/81.79 84.40/92.43
4 86.20/95.39 67.00/84.23 71.40/79.92 84.80/95.73
5 86.30/94.58 68.90/80.96 73.70/87.10 83.50/92.50
6 85.70/94.43 62.70/82.24 73.90/83.04 81.40/93.32
Order c23 — ¢23-HB

0 79.10/89.14 66.80/74.46 65.50/71.63 81.80/86.91
1 86.10/94.55 70.20/77.87 78.70/87.30 88.40/90.53
2 86.80/94.60 75.10/86.72 73.70/83.40 86.70/91.79
3 86.00/93.30 72.60/82.30 77.00/86.99 86.60/86.32
4 87.20/93.87 74.20/80.90 71.90/74.01 87.80/92.31
5 88.30/95.41 73.30/83.40 76.80/82.45 89.20/91.34
6 86.50/94.32 75.20/82.63 73.80/74.54 87.00/87.74

Table 10

Cross-compression and brightness generalization for MOSD and MOMD models
trained on FF++ (c23) and tested on c40, low-brightness (LB), and high-
brightness (HB). Results are reported as Accuracy (%) and AUC (%). Best
results in bold.

Model c40 c23-LB c23-HB
MOSD-T 67.70/76.65 85.40/96.39 89.60/96.66
MOSD-H 56.70/64.58 72.00/88.07 77.30/87.11
MOSD-W 57.00/63.05 73.00/86.76 77.60/89.60
MOMD 63.70/69.38 86.50/97.16 92.20/97.19

particularly effective: SOMD not only reaches the top AUC values but
also shows a stable performance across all orders. Conversely, on Celeb-
DF and WildDF, fusion offers no substantial gain. The WD AUC curves
of SOMD largely mirror those of SOSD-T and SOSD-W, with slight
advantages only at specific orders. Overall, the benefits of directional
fusion appear more pronounced under high domain variability. In
contrast, for more homogeneous or axis-sensitive datasets, combining
all directions may reduce the impact of the most informative axis,
leading to diminished returns.

4.3.4. Complementarity across orders

Previous Sections showed that the optimal differential order (n)
varies across axes and training domains, thus requiring a prior assump-
tion that may not generalize. To address this limitation, we evaluate
two architectures that aggregate information across multiple orders:
Multi-Order Single-Direction, which fuses orders along a fixed axis, and
Multi-Order Multi-Direction, which combines all orders and directions.
The goal is to assess whether ensemble fusion of differential scales

can replace manual order selection and offer greater robustness under
distribution shifts. Results across FF++ (Table 7) and external datasets
(Table 8), supported by Fig. 10, reveal the following insights:

» Multi-order aggregation provides moderate gains, especially on
degraded or low-performing domains like FS and FSh. Improve-
ments are more visible for spatial axes, particularly MOSD-H,
which achieves 77.56% AUC on F2F (CD), outperforming all other
configurations in that setting.

Temporal fusion (MOSD-T) is less reliable. In cross-domain set-
tings, it often degrades performance. This is likely due to incon-
sistency across temporal orders: single-order models can exploit
the best differential level, while MOSD-T must also process noisy
or detrimental signals (e.g., n > 5), which may dilute useful
information.

MOMD exhibits a distinct trade-off. While it aggregates all differ-
ential orders and axes into a unified representation, this broad
coverage does not consistently translate into superior perfor-
mance. On domains such as F2F and NT, it underperforms com-
pared to more targeted models such as MOSD-H, suggesting that
indiscriminate fusion may lead to interference when some resid-
ual components are less informative. Nevertheless, MOMD main-
tains competitive performance across all domains and avoids
major failures, making it a pragmatic fallback without axis- or
order-level optimization.

Instead, within-domain performance is generally more homoge-
neous across configurations (Fig. 10a), suggesting that the advantage of
multi-scale or multi-axis fusion emerges primarily when facing distribu-
tional shifts. External benchmarks offer a final confirmation (Table 8).
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Comparison of state-of-the-art models and our proposed methods in terms of backbone architecture, pre-trained dataset, number of parameters, FLOPs per video

clip, and model size.

Model Backbone Pre-trained Dataset Params FLOPs Size

13D [56] 3D Inception Kinetics-400 12.29 M 27.88 G 98.6 MB
SlowFast [57] slowfast Kinetics-400 33.65 M 25.43 G 269.8 MB
RCN [58] 2D VGG11 ImageNet 15.70 M 120.35 G 583.3 MB
X3D [59] x3d Kinetics-400 298 M 5.08 G 24.3 MB
VTN [60] VIT Kinetics-400 112.82 M 270.70 G 905.7 MB
TAM [61] 2D ResNet50 Kinetics-400 24.78 M 66.13 G 198.5 MB
Timesformer [62] VIT Kinetics-600 121.10 M 380.05 G 970.3 MB
STIL [39] SCNet50 ImageNet 22.69 M 76.09 G 182.6 MB
FreqNet [34] - - 1.7M 31.57 G 22.4 MB
HiFE [14] - - 47.55 M 180.59 G 363 MB
CLIP-ViT-L/14 [35] CLIP-ViT-L/14 (Encoder) WeblmageText (WIT) 303 M 1250 G 1.2 GB
SOSD-best (Ours) 11.18 M 29.18 G 89.5 MB
SOMD-best (Ours) 33.53 M 87.53 G 134.4 MB
MOSD-best (Ours) 2D ResNetl8 ImageNet 67.07 M 175.06 G 268.8 MB
MOMD (Ours) 201.20 M 525.17 G 806.4 MB

Table 12

AUC comparison of our model with the state-of-the-art models on the FF++ dataset. We select the best results for our models
among the SOSD model, SOMD model, and MOSD model based on the average AUC. The training strategies include single-domain
training (DF, F2F, FS, FSh, NT) and multi-domain training (All FF++).

Model DF F2F FS FSh NT All FF++
WD CD WD CD WD CD WD CDh WD CD WD
13D 70.98 63.87 68.74 61.73 64.59 56.14 70.36 63.21 72.16 67.00 85.46
SlowFast 68.88 62.18 53.27 50.71 73.07 66.48 60.97 59.30 49.48 49.23 83.44
RCN 64.38 56.87 62.23 55.32 55.80 46.32 64.65 56.72 65.65 60.77 76.44
X3D 71.39 64.25 68.12 60.44 73.67 67.13 72.84 66.17 68.99 62.36 89.51
VTN 73.24 66.59 67.23 59.34 60.95 51.36 66.06 57.66 70.66 64.93 89.62
TAM 65.75 57.76 66.79 59.16 52.38 41.61 60.99 56.56 71.50 66.43 79.27
Timesformer 72.36 65.47 67.39 59.58 62.05 52.77 68.55 60.76 69.80 64.11 88.21
STIL 71.25 64.18 67.40 59.40 59.98 50.04 62.71 53.62 75.27 69.56 96.96
FregNet 66.46 59.16 60.65 52.57 45.49 34.58 62.32 54.75 64.40 60.89 71.32
HiFE 69.42 61.79 71.29 64.21 61.62 52.03 61.29 51.63 75.44 69.74 96.97
CLIP-ViT-L/14 86.00 82.51 89.20 86.62 83.07 78.84 83.65 79.60 85.14 81.61 98.27
baseline-best 71.96 65.05 72.10 65.74 68.20 60.57 69.08 61.60 73.37 67.43 91.56
SOSD-best (Ours) 75.10 69.01 80.70 76.23 70.76 63.48 68.46 60.81 77.10 72.55 96.90
SOMD-best (Ours) 76.57 70.72 79.27 74.14 70.37 63.00 68.56 60.83 78.80 73.78 96.50
MOSD-best (Ours) 74.86 68.60 81.96 77.56 67.57 59.55 67.59 59.69 78.57 73.83 98.08
MOMD (Ours) 75.29 69.12 75.22 69.08 69.26 61.63 69.39 60.54 77.96 72.74 98.22

Spatial MOSD variants (MOSD-H, MOSD-W) generally retain competi-
tive performance, especially on Celeb-DF and DFDC, where AUC scores
exceed 92%. However, gains over the corresponding SOSD models
remain modest. In some cases, performance slightly degrades, par-
ticularly on WildDF, suggesting that spatial multi-order aggregation
is not uniformly effective across datasets. Temporal fusion (MOSD-
T), while unstable across domains, remains competitive within each
dataset. Finally, MOMD maintains strong and balanced performance,
confirming the trend observed on FF++ and reinforcing the model’s
suitability as a general-purpose fallback when directional cues and
residual structures vary or cannot be reliably estimated in advance.
In summary, multi-order fusion is beneficial, but its effect depends on
the axis and the dataset. The most consistent gains come from direc-
tional fusion: SOMD regularly ranks among the top performers across
FF++ domains and external benchmarks, supporting the hypothesis
that forgery cues are not isotropically distributed and that directional
complementarity plays a key role in robust detection. However, when
such order-level optimization is not feasible, MOMD remains a stable
alternative for its accuracy and broader applicability.

4.4. Evaluation under real-world distortions

A critical aspect for the practical deployment of deepfake detectors
is their robustness against real-world distortions such as compression
and illumination changes. To evaluate these aspects, we conducted
two dedicated experiments. Firstly, we trained our models on the
lightly compressed FF++ (c23) dataset and tested them on the heavily
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compressed counterpart (c40). As shown in Tables 9-10, all model
variants experience a significant performance degradation, with de-
creases reaching up to 30 percentage points in AUC. This magnitude
of degradation is in line with prior work [63], confirming that cross-
compression generalization is a systemic limitation in deepfake detec-
tion rather than a weakness specific to differential modeling. Then,
we further assessed the robustness of the models under illumination
variations, by testing on low- and high-brightness versions of FF++
(c23). In this case, performance consistently remained high across all
architectures, with no significant degradation observed. Overall, com-
pression artifacts emerge as the principal bottleneck for generalization,
while illumination shifts exert negligible influence. Incorporating com-
pression perturbations during training represents a straightforward yet
essential step, which should be integrated with broader domain adapta-
tion strategies to mitigate the impact of codec-induced distortions and
move toward truly robust deployment.

4.5. Comparative experiment

We conclude with a comparative assessment against eleven deep-
fake detectors selected to represent a diverse set of temporal and spatial
modeling strategies, including 3D convolutional networks, 2D-+tempo-
ral hybrids, frequency-domain architectures, semantic-level multimodal
models, and transformer-based architectures (Table 11). Although orig-
inally developed for generic video understanding, these models serve as
strong task-agnostic baselines. All comparative methods were trained
from scratch using the same data as our approach, processing the raw
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Cross-Data evaluation from FF++ to other datasets. Acc(%) and AUC(%) are reported. The training set is DF-FF++.

Model Intra-Data Cross-Data Avg. Cross-DataAvg.
DF-FF++ Celeb-DF WildDF DFDC
13D 97.00/99.42 62.24/73.25 52.58/54.04 56.23/59.19 67.01/71.48 56.92/62.16
SlowFast 88.70/95.69 61.84/65.27 55.75/59.51 51.61/51.02 64.48/67.87 56.40/58.60
RCN 90.10/94.46 60.53/64.58 53.83/55.03 54.34/55.65 64.70/67.43 56.23/58.42
X3D 99.00/99.95 49.87/59.92 54.50/54.79 54.76/62.14 64.53/69.20 53.04/58.95
VTN 98.50/99.85 70.26/83.22 62.75/71.84 57.03/63.66 72.14/79.64 63.35/72.91
TAM 90.80/97.71 56.32/64.36 48.58/52.27 55.44/56.74 62.79/67.77 53.45/57.79
Timesformer 98.90/99.92 68.68/81.74 63.17/66.16 57.95/61.25 72.18/77.27 63.27/69.72
STIL 97.80/99.53 55.00/61.44 56.00/65.22 54.14/55.32 65.74/70.38 55.05/60.66
FregNet 89.20/95.68 53.68/56.17 50.17/48.74 56.05/60.43 62.27/65.25 53.30/55.11
HiFE 99.40/99.93 60.79/78.51 61.83/70.36 55.75/62.33 69.44/77.78 59.46/70.40
CLIP-ViT-L/14 99.40/99.97 77.37/86.73 76.67/85.73 65.15/76.21 79.65/87.16 73.06/82.89
SOSD-best (Ours) 95.60/99.04 47.63/44.76 54.58/55.79 53.78/53.64 62.90/63.31 52.00/51.40
SOMD-best (Ours) 99.70/99.98 49.21/53.05 58.25/58.99 56.18/55.38 65.84/66.85 54.55/55.81
MOSD-best (Ours) 98.60/99.90 53.03/58.95 57.83/59.10 53.85/54.98 65.83/68.23 54.90/57.68
MOMD (Ours) 99.80/99.99 54.74/59.61 60.33/68.46 55.61/54.82 67.62/70.72 56.89/60.96

3D video volumes (16 consecutive frames) without any differential
modeling or 3D-to-2D transformation. As shown in Table 12, our 3D
Differential Decomposition models consistently rank among the top per-
formers in both the within- and cross-domain setting. SOMD and spatial
MOSD configurations exhibit particularly stable behavior across manip-
ulation types, maintaining accuracy close to that of transformer-based
methods while requiring substantially fewer resources. In particular, as
evident from the joint analysis of computational complexities and num-
ber of parameters shown in Table 11 and from the AUCs obtained on
the FF++ dataset shown in Table 12, the transformer- and multimodal-
based architectures (e.g., VTN, CLIP-ViR-L/14) achieve high generaliza-
tion scores but at a high cost, ranging from 180M to 300M parameters
and over 1000 GFLOPs per 16-frame input. In contrast, frequency-
domain models such as FreqNet and HiFE are more compact but show
limited consistency across datasets, highlighting that frequency cues
alone may not guarantee robustness. Our 3D Differential Decomposi-
tion stands in between these extremes, requiring only 12M parameters
and 13.6 GFLOPs, yet delivering stable performance across both intra-
and cross-dataset evaluations. Finally, Table 13 extends the evaluation
to cross-dataset generalization. While all models experience a drop in
performance when tested on Celeb-DF, WildDF, and DFDC after training
on DF-FF++, MOMD achieves a solid compromise between robust-
ness and performance, reaching an average AUC of 60.96%. Although
this remains below the top-performing transformer-based architectures
(e.g., VIN at 72.91% and CLIP-ViR-L/14 at 82.891%), MOMD consis-
tently ranks among the most stable non-attention-based approaches,
maintaining competitive results across all targets and outperforming
several 3D CNN baselines. Taken together, these findings suggest three
practical design guidelines for differential-based detectors: (i) low-
order spatial derivatives (n = 1-3) are the most transferable; (ii)
directional fusion is more effective than multi-order aggregation when
generalization is critical; and (iii) MOMD offers a robust fallback when
no axis- or manipulation-specific information is available.

5. Conclusion

In this paper, we introduced a structured differential modeling
paradigm that operates directly on the 3D spatio-temporal volume
of deepfake videos. By applying directional finite differences along
temporal and spatial axes, and projecting the resulting residuals into
a compact 2D representation, our method enables a factorized and
interpretable analysis of forgery traces. Beyond this transformation,
we investigated two complementary fusion strategies: combining in-
formation from multiple derivative orders (multi-order fusion), and
aggregating responses across distinct axes (multi-directional fusion).
Our experiments showed that directional fusion (e.g., SOMD) achieves
a strong trade-off between accuracy and efficiency, while joint fusion
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across axes and orders (MOMD) offers stable performance under se-
vere domain shifts. Taken together, our findings deliver not only a
competitive detection framework, but also actionable design principles
for architectures that exploit the non-isotropic structure of deepfake
artefacts.
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