IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received 15 December 2025, accepted 29 December 2025, date of publication 12 January 2026, date of current version 15 January 2026.

Digital Object Identifier 10.1109/ACCESS.2026.3651853

== RESEARCH ARTICLE

FaceSpoofLDM: Language-Guided Synthesis of
Face Presentation Attacks Based on Latent
Diffusion

ANDRE DORSCH !, MARCEL GRIMMER!', LAZARO JANIER GONZALEZ-SOLER"",
ROBERTO CASULA 2, (Member, IEEE), GIAN LUCA MARCIALIS 2, (Senior Member, IEEE),
CHRISTOPH BUSCH ', (Fellow, IEEE), AND CHRISTIAN RATHGEB""

!da/sec—Biometrics and Security Research Group, Hochschule Darmstadt, 64295 Darmstadt, Germany
2Saifer Laboratory, Department of Electrical and Electronic Engineering, Biometric Unit, University of Cagliari, 09123 Cagliari, Italy

Corresponding author: André Dérsch (andre.doersch@h-da.de)
This work was supported in part by the European Union (EU) Interoperable Applications Suite to Enhance European Identity and
Document Security and Fraud Detection (EINSTEIN) under Grant 101121280; in part by the German Federal Ministry of Education

and Research; and in part by the Hessian Ministry of Higher Education, Research, Science, and the Arts within their joint support
of the National Research Center for Applied Cybersecurity (ATHENE).

ABSTRACT Presentation Attacks (PAs) pose a serious threat to face recognition (FR) systems. These attacks
cover a broad range of scenarios, including images replayed on various devices, printed photographs, or more
sophisticated approaches such as 3D masks used to impersonate another identity. Recent advances in deep
neural networks have led to an increasing number of face presentation attack detection (PAD) methods,
replacing traditional approaches with great success. However, these methods are highly data-intensive and
require large amounts of training data for reliable decision-making. Although several face PAD datasets
have been introduced, they often come with restricted usage, limited subject and attack diversity and
privacy or legal constraints. In this work, we introduce FaceSpoofLLDM, a latent diffusion model (LDM) for
language-guided image synthesis to generate synthetic face PAs and non-attacks across various demographic
groups. Our approach reduces the need for manually crafting physical presentation attack instruments (PAI)
while increasing scalability and attack diversity. Extensive experiments demonstrate the effectiveness of our
model and show that incorporating synthetic PAIs, on average, enhances security against PAs.

INDEX TERMS Synthetic face presentation attacks, presentation attack detection, biometric security, image
synthesis, diffusion models.

I. INTRODUCTION

Biometric technologies such as face recognition (FR)
systems have become an integral part of our society
due to their increasing social acceptance, wide-ranging
application scenarios, and the capability to authenticate
individuals in an efficient and trustworthy manner. Despite
the numerous advantages of FR systems [1], [2] over
traditional authentication approaches, targeted attacks on
the system policy may result in unwanted decisions. One
attack category that falls within the scope of FR systems
are so-called face presentation attacks (PAs). According to
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the international standard ISO/IEC 30107-3 [3], a PA refers
to the presentation of human characteristics or an artefact
to a biometric capture subsystem in a manner intended to
interfere with the operation of the biometric system. These
attacks range from face images replayed on various hardware
devices, printed photographs, make-up attacks or silicone
mask attacks primarily intended to impersonate another
identity [4], [5], [6]. To this end, numerous face presentation
attack detection (PAD) methods have been proposed in the
literature [7], [8], [9], [10], [11], [12] to mitigate the risk
of PAs and preserve security. For a more comprehensive
discussion of the development of PAD methods, the interested
reader is referred to [13]. In general, PAD detection methods
can be categorized into two groups: sensor-based methods,
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which utilize dedicated hardware such as spectral sensors
to verify the authenticity of a captured biometric sample,
and software-based methods, which extract relevant features
directly from the captured sample [14]. A major advantage
of software-based PAD methods over hardware-based ones
is that they do not require additional sensors, making them
device-independent and more flexible in their application.
As software-based PAD methods are more widely studied in
the literature, our work focuses exclusively on these methods.
In recent years, significant advances in deep neural networks
have led to more advanced deep learning-based PAD methods
replacing traditional approaches with great success. However,
these algorithms require large amounts of training data to
make reliable and accurate decisions.

To address this need, several publicly accessible face PAD
databases have been made available [15], [16], [17], [18].
However, most face PAD databases lack subject diversity
and mainly include prevalent attack types, such as print
or replay attacks, whereas sophisticated or unconventional
attack types, such as wearing silicone masks [19], are
generally available in a more limited variety. In addition,
as many PAD databases include authentic biometric samples,
their use is often constrained by data protection regulations
and privacy concerns. Especially with the introduction of
regulatory and legal frameworks such as the General Data
Protection Regulation (GDPR) [20] or the European Al
Act [21], the use of synthetic data is becoming increasingly
necessary, as the use of real biometric data is accompanied
by strict restrictions on collection, storage and usage. As a
result, synthetic data is increasingly being incorporated in the
training process of deep learning models. An example of the
application of synthetic data in the biometric field is its use to
improve biometric fairness [22], [23]. Additional benefits of
incorporating synthetic data for FR systems are demonstrated
in the FRCSyn-onGoing challenge [24], which underlines
its potential to improve recognition performance, whereas
training exclusively on synthetic data generally results in
lower accuracy. Based on these findings, no experiments
were conducted in this paper in which PAD algorithms are
trained exclusively on synthetic data. In addition, we would
like to emphasize that the cross-domain face pad evaluation
experiments presented in Section IV-B are intended as
supporting analysis to demonstrate how synthetic PAs impact
PAD robustness under domain-shift. Consequently, no intra-
dataset evaluations are performed. A more detailed discussion
of synthetic data for biometric applications is provided in
Section II-A.

Just a few years ago, the aforementioned image synthesis
seemed almost infeasible. However, groundbreaking devel-
opment in generative models [25], [26] have made synthetic
images indistinguishable from authentic ones.

In the scope of FR systems, synthetic data refers, for
example, to a synthetically generated identity whose biomet-
ric characteristics are not linked to an existing individual.
This property is, among other benefits, advantageous over
the usage of authentic biometric samples, as it offers an
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Language-guided Data Synthesis Examples

“A face spoof attack
replayed on a Samsung
device screen. The
person appears to be
18 years old, female,
and of white ethnicity”

“A face spoof attack
using a printed
photograph. The
person appears to be
29 years old, female,
and of black ethnicity”

“A face spoof attack
using a printed image
on a t-shirt. The person
appears to be 59 years
old, male, and of white
ethnicity”

“A real face image of a
live person. The person
appears to be 62 years
old, male, and of asian
ethnicity”

“A face spoof attack
replayed on an iPad
screen. The person
appears to be 62 years
old, male, and of white
ethnicity”

“A face spoof attack
replayed on a Samsung
device screen. The
person appears to be
23 years old, female,
and of white ethnicity”

“A face spoof attack
live person. The person  replayed via a webcam.

“A real face image of a

appears to be 54 years
old, male, and of white
ethnicity”

The person appears to
be 39 years old, male,
and of white ethnicity”

FIGURE 1. Synthetic identities (PAs and non-attacks) generated via
text-guided image synthesis. Samples generated with 250 DDIM

steps [27] and 5 = 1. FaceSpoofLDM allows the generation of specific PAI
species across various soft biometric characteristics such as age, gender,
and ethnicity.

efficient and privacy-friendly alternative [28]. Therefore,
the generation and utilization of synthetic face PAs is of
high interest for PAD research, as it enables high data
diversity and scalability. In addition to the general advantages
of synthetic data over authentic ones, synthetic PAs offer
significant cost and resource-saving advantages, as they avoid
time-consuming and costly processes. Synthetic PAs reduce
the need for crafting physical attack types that require special
materials, while ensuring high diversity and scalability.

In this work, we introduce FaceSpoofLDM, a novel
approach based on a latent diffusion model (LDM)
[29], allowing precise image synthesis of both PAs and
non-attacks across diverse demographic groups to address
the limitations of existing PA databases. FaceSpoofLDM
allows language-guided data synthesis via precise prompts,
as demonstrated in Figure 1. The novelty of the proposed
approach lies in its ability to manipulate soft-biometric
characteristics (age, gender, and ethnicity) in the latent space
to generate diverse synthetic PAs and non-attacks. This allows
the generation of specific attack scenarios across various
demographic groups. In this work, the generation and utility
of the synthetic identities and the model performance will
be demonstrated in extensive experiments. In summary, this
work makes the following contributions:

o Training a latent diffusion model for image synthe-
sis in the Face PAD domain, incorporating a novel
language-guided conditioning mechanism to enable
controlled generation of synthetic PAs and non-attacks
across various demographic groups.

o Conducting an in-depth evaluation based on the
models quality, including whether our proposed
model generates synthetic data that align with the
intended soft-biometric characteristics specified in the
text-prompt and potential memorization effects.
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o Performing an extensive cross-domain performance
evaluation in line with metrics defined in the inter-
national standard ISO/IEC 30107-3 [3] benchmarking
various PAD methods trained on authentic identities
enriched with synthetic samples, demonstrating the
effectiveness of the proposed approach.

The remainder of this work is organized as follows:
Section II briefly summarizes the utilization of synthetic data
in the biometric domain, its advantages over real data, but also
associated challenges, including the generation and usage in
the PAD context. In Section III, we introduce FaceSpoof LDM
and describe its underlying architecture and components,
including the soft-biometric conditioning mechanism, in a
detailed manner. Section IV summarizes the experiments and
evaluations conducted to demonstrate the proposed model’s
capabilities, such as its application to PAD. Section V dis-
cusses the limitations of our proposed model and highlights
associated challenges. Finally, Section VI summarizes and
concludes on outcomes of our proposed model.

Il. RELATED WORK

A. SYNTHETIC DATA FOR BIOMETRIC APPLICATIONS
Synthetic data has proven beneficial for various human-related
analysis tasks, including biometric recognition [30]. Among
other benefits, synthetic data is mainly used for eliminating
drawbacks of real data, such as privacy concerns, annotation
costs, scalability and diversity. There are numerous studies
that have achieved aforementioned benefits through the usage
of synthetic data in a biometric context. In [31], Wood et al.
have shown that face-related tasks (e.g. face detection)
can be effectively performed using exclusively synthetic
data, with results comparable to real data. Additionally, the
authors showed that the utilization of synthetic data opens
up new possibilities for tasks where manual data annotation
would be practically unfeasible [32]. Another work by
Colbois et al. [33] investigated the use of synthetic data on
FR systems and came to similar conclusions: Synthetic
identities are a valuable replacement for authentic data as
they provide similar benchmarking results. Other biometric
modalities also benefit from incorporating synthetic data,
such as synthetic fingerprints [34], [35], synthetic gait
images [36] or synthetic iris images [37], [38].

Synthetic data can also be used to supplement the training
of neural networks, which typically have limited data access
to minority demographic groups such as children [39],
[40] or individuals with disabilities [41]. To this end, the
application of synthetic identities also has the potential to
improve fairness of existing biometric systems and increase
recognition performance for minority groups. However, the
generation of synthetic data is also associated with several
challenges, such as potential identity leakage [42], ethical and
legal considerations [43] and the risk of reproducing existing
data biases [44]. For a more comprehensive discussion of the
role of synthetic data in human analysis including its benefits
and challenges, the interested reader is referred to [30].
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B. APPLICATION OF SYNTHETIC DATA IN THE PAD
DOMAIN

Recent advances in deep learning-based PAD algorithms
have led to more robust and secure systems against targeted
attacks. Simultaneously they pose new challenges. On the one
hand, deep learning PAD methods require large amounts of
diverse training data to cover a broad variety of possible PAs.
At the same time, authentic PAs are often only available to
a limited extent and come with aforementioned drawbacks.
In addition, high development costs, expert knowledge,
and the effort required to manually craft PA attacks make
the contribution of authentic PAs a challenging and time-
consuming task. To this end, various work on synthetic data
across multiple biometric modalities in the PAD domain has
been contributed.

In [45], Fang et al. developed and contributed the privacy-
friendly (semi) synthetic face PAD dataset SynthASpoof,
containing 25,000 bona fide and 78,800 attack samples.
The bona fide samples in SynthASpoof were generated
using StyleGAN2-ADA [46], while the PAIs were collected
manually by presenting these synthetic bona fides to cap-
ture systems in real attack scenarios. While SynthASpoof
exclusively covers print and replay attacks, Ibsen et al. [47]
proposed a T-shirt Face PA (TFPA) database of 1,608 T-shirt
attacks using 100 unique synthetic PAIs. Although synthetic
PAD datasets address existing limitations of authentic
PAD datasets (e.g. privacy restrictions), they also exhibit
limitations: While SynthASpoof and TFPA each focus on
specific PAIs (e.g. TFPA exclusively covers T-shirt attack
scenarios), they also remain constrained in scale and subject
diversity. FaceSpoofLDM is designed to overcome both
limitations: privacy restrictions and a broader (combined)
attack coverage, by enabling demographically controlled and
scalable synthetic face PAD generation across multiple PAI
species. In addition to provided synthetic PAD databases,
there are also approaches to directly generate pseudo-negative
samples in the feature space. In Ma et al. [48] the authors
analyse the feature distributions of bona fide and PA samples
to synthesise new pseudo-negative features that expand the
PA space to increase the model’s robustness to unseen
attacks. Another approach using synthetic data in the PAD
domain was very recently proposed by Tapia et al. [49],
presenting a novel synthetic passport dataset for identifying
fake identity documents. In addition to the Face PAD systems,
the generation and utilization of synthetic PAs for various
other biometric modalities was investigated, such as synthetic
fingerprint PAs [50], synthesized iris PAs [51], [52] or speech
synthesis attacks [53].

C. DIFFUSION MODELS IN THE FACE PAD DOMAIN

Early work by Ngyuen et al. [54] explored a CycleGAN-based
approach for the synthetic generation of PAs. Their model
learns to reproduce the characteristics of captured bona
fides and PAs and the mapping between these two domains,
but does not allow for explicit control over PAI species,
identity factors or soft-biometric characteristics. While such
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GAN-based approaches introduced initial directions for PA
synthesis, they have also motivated the development of more
modern diffusion-based methods for PA synthesis. However,
the application of diffusion models in the face PAD domain
remains widely understudied and related literature is limited.

Among these, Ge et al. [55] recently introduced the
diffusion-based DiffFAS framework, which synthesizes face
PAs from authentic ones. The DiffFAS framework introduces
a “Bona fide to PA” transformation to incorporate PAI
properties into authentic face images while preserving their
identity. While the goal of DiffFAS is primarily to address
domain shift and robustness to cross-domain scenarios,
our work takes a more flexible and granular approach by
allowing the targeted generation and control of soft-biometric
attributes in the latent space. This results in the generation
of synthetic data points and biometric samples that are
not necessarily available in the training dataset. In [56],
Zhang et al. employ a diffusion model to denoise PA
images to reconstruct bona fide images from the extracted
PA noise patterns. Consequently, the authors utilize the
extracted PA noise as a discriminating feature for PAD.
While this work focuses on improving PAD classification
performance through noise modelling, it does not address the
generation of diverse synthetic training data. Very recently,
Ko et al. [57] proposed SpoofFusion a text-to-image diffu-
sion framework to address domain robustness with synthetic
spoofs. Their approach fine-tunes Stable Diffusion to capture
bona fide face features and employs Low-Rank Adaptation
(LoRA) [58] for spoof detection. Another recent work by
Zhang et al. [59] utilized a diffusion model for synthetic
spoof generation additionally demonstrated the potential of
image synthesis in the face PAD domain. However, unlike
our proposed FaceSpoofLDM, their methods do not explicitly
offer control over soft-biometric characteristics in their spoof
generation.

To the best of our knowledge, FaceSpoofLDM is the first
diffusion-based PAD framework that (1) enables explicit and
fine-grained control over both PAI species or non-attack
and the soft-biometric characteristics of the generated face
image, (2) is trained exclusively on synthetic identities,
and (3) supports the generation of multiple PAI species
including print, replay and t-shirt attacks, as well as synthetic
non-attack face images across various demographic groups.

lll. FaceSpoofLDM

As summarized in Section II, several existing PAD databases
have limitations due to the use of authentic biometric
samples. To address this, our objective is to enable a scalable
and diverse generation process of different PAI species
across various demographic groups. However, many existing
PAD databases lack these properties, potentially leading to
biased decisions [60]. To ensure diverse image synthesis
to generate synthetic face PAs and non-attacks across
various demographic groups, we employ our soft-biometric
conditioning mechanism, introduced in Section III-B. This
allows the generation of specific attack scenarios by
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FIGURE 2. Synthetic PAs generated using FaceSpoofLDM. Our model
allows image synthesis across different demographic groups, including
variations in age, gender, and ethnicity. The upper section of the figure
showcases synthetic webcam attacks categorized by ethnicity and gender,
while the lower section organizes synthetic print attacks by age and
gender.

manipulating soft-biometric characteristics in the latent
space, as illustrated in Figure 2.

A. LATENT DIFFUSION MODEL
FaceSpoofLDM is based on the LDM architecture introduced
by [29], which reduces computational complexity and
memory allocation by conducting the diffusion and denoising
process in the latent space, instead of pixel space. Several
LDM-based architectures have recently been explored in
the biometric domain related to certain facial manipulation
tasks, such as face age editing [61] or being used for
privacy-preserving adversarial generation [62]. A visual
overview of the underlying architecture is illustrated in
Figure 3.

The main components of the LDM architecture can be
broken down and described as follows:

o Perceptual Encoder & Decoder: Instead of apply-
ing the diffusion process directly to the pixel-space
representation of the input image x, the perceptual
encoder £ and decoder D manage the mapping to and
from the latent space representation z. This transition
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FIGURE 3. High-level model-architecture overview: A high level overview of the proposed models’ workflow. A detailed
component description and the models workflow can be found in Section IIl.

reduces computational costs while maintaining essential
semantic information in a compressed representation.

TABLE 1. Overview of the FaceSpoofLDM hyperparameters.

This component is not trained alongside the diffusion ;Iyperparameter Xal“e(s)
process but uses pretrained autoencoders. For more z-shape 64 % 64 % 3
in-depth material about this component, the interested |Z| 8192
reader is referred to [63]. Diffusion steps 1000
. . - . . Noise Schedule linear
« Diffusion Process & Denoising U-Net: During the Channels 224
forward diffusion process, Gaussian noise is incremen- Num. Res. Blocks 2
tally added to the latent space representation z over T Channel Multiplier 1,23.4
. . Spatial Transformer True
steps, resulting in a sequence z;, where zr follows a Attention resolutions 8.4
standard normal distribution. Subsequently, a denoising Head Channels 32
U-Net [64] is then trained to estimate the noise € in z; at g;tt‘;gnszljre itlamw
each step ¢, so that z can be recovered through recursive Learning Rate 3e-5 to 8.5¢-5
denoising. Our customized conditioning is incorporated Conditioning Cross-Attention
Transformer-Depth 1

into the denoising U-Net via a Cross-Attention mech-
anism [65], further described in Section III-B. This
conditioning guides the denoising process by injecting
desired features at multiple attention layers.

The training and inference workflow architecture of Face-
SpoofLDM is summarized in Algorithm 1. FaceSpoofLDM
was trained using the AdamW optimizer with the default
weight decay of le-2 on a single NVIDIA Tesla A100
for 220 Epochs. Furthermore our proposed model is trained
utilizing the standard LDM loss that minimizes the squared
L2 norm between the Gaussian noise € and the estimated
noise from the denoising U-Net €g(z;, 1):

Lipw = Eeconion [ll€ = e DB (1)
where ¢ timesteps are sampled uniformly during the training
process. An overview of FaceSpoofLDM hyperparameters is
provided in Table 1. Learning Rate was manually adjusted
during the training process ranging from 3e-5 to 8.5e-5. For
a more comprehensive discussion of latent diffusion and
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Embedding Dimension 768

its computational aspects, the interested reader is referred
to [29].

B. CONDITIONING

To enable controllable text-to-image generation, Face-
SpoofLDM utilises a conditioning mechanism based on
cross-attention. Therefore, the model is guided by both
the subject’s PAI species and soft-biometric characteristics
(age, gender, ethnicity), allowing the generation of synthetic
samples reflecting these attributes. During training, the
soft-biometric characteristics (age, gender, and ethnicity) of
an input image x were estimated using a Commercial Off-
The-Shelf (COTS) system (Cognitec’s FaceVACS technol-
ogy (Version 9.8.0)). We would like to point out that, as with
any other automated demographic estimation method, the
extraction of soft biometric attributes can lead to prediction
errors or biases. These estimated demographic variables
complement the ground truth PAI label (e.g. Print-Attack) and
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Algorithm 1 Training and Inference Workflow of Face-
SpoofLDM

Training Phase
1: Given input image x and ground-truth PAI species.
Extract soft-biometric characteristics from x (age,
gender, ethnicity) using COTS system (Cognitec).

3: Construct a fixed text-prompt by inserting (PAI species +
soft-biometric characteristics) into a predefined template
(see Figure 4).

4: Encode the text-prompt into embedding vector represen-

tation ¢ via CLIP text encoder.

Encode x into latent representation zg = E(x).

Apply forward diffusion at timestep 7 to obtain z;
Condition denoising U-Net on ¢ via cross-attention.
Predict noise € = €y(z;, 1).

Minimizes the squared L2 norm between the Gaussian
noise € and the estimated noise from the denoising U-Net

€o(zs, t) (see Equation 1).

»

hdi e S

Inference Phase

1: Input: Text-prompt (e.g. “A face spoof attack using a
printed image on a T-shirt. The person appears to be
43 years old, female and of asian ethnicity”).

2: Encode text-prompt into embedding vector representa-
tion via CLIP text encoder.

3: Sample initial noise zr ~ N (0, I).

4. fort=T7,T—1,...,1do

5: Iteratively denoise z; using conditioned U-Net.

6: end for

7: Decode via D to obtain synthetic PA or non-attack image.

0: "Areal face image of a live person.”
1: "Aface spoof attack replayed on an iPad screen.”

2: "Aface spoof attack using a printed photograph.”

3: "Aface spoof attack replayed on a Samsung device screen.”
4: "Aface spoof aftack replayed via webcam."

5: "Aface spoof aftack using a printed image on a t-shirt."

.
GT-Label:2 —

Soft-Biometrics,
Estimation

| [ S

|mace Spoof attack using a printed photograph ‘The person appears to be {age} years old, {gender}, and of {ethnicity} ethnicity. ‘

FIGURE 4. High-level overview of the creation of a fixed text prompt: The
soft-biometric characteristics (age, gender, and ethnicity) are estimated
from the input image using a COTS system. Simultaneously, the ground
truth label is mapped to a fixed prefix. Both parts are combined into a
text-prompt and passed to the CLIP text embedder.

are combined into a fixed text-prompt by inserting both the
PAI species and estimated soft-biometric characteristics into
a predefined prompt template (see Figure 4).

This prompt is then encoded using a CLIP text embed-
der [66], resulting in a 768-dimensional feature vector.
The feature vector is incorporated into the denoising
U-Net via a cross-attention mechanism and subsequently
guides the denoising process. Figure 5 illustrates different
synthetic PAs of examples for the selected PAI species.
The benefit of using this proposed soft-biometric text-
guided conditioning approach over class-based conditioning

7222

TABLE 2. Overview of the databases used for training FaceSpoofLDM.

Dataset Year  Images PAI species
SynthASpoof [45] 2023 103,800  Print & Replay
TFPA [47] 2023 1,608 T-shirt

mechanisms is that it uses prior semantic knowledge by
incorporating the contextual depth of the CLIP embedder,
rather than relying on discrete class labels with limited
semantic information. To this end, encoding the text-prompt
”A face spoof attack using a printed photograph. The person
appears to be 29 years old, female and of black ethnicity.”
using CLIP embedder leads to a context-aware embedding
enriched with prior knowledge of facial semantics typical to
the selected demographic attributes. During training, these
feature embeddings incorporate inductive biases to facilitate
generalizability of the denoising U-Net, thus, leading to better
controllability of demographic factors during inference.

C. CHOICE OF TRAINING DATABASES

Our model was trained exclusively on a combined train-
ing dataset including the SynthASpoof [45] database and
the TFPA database [47] which were further described in
Section II-B. Although these databases exclusively contain
synthetic identities, these were embedded on real PA
artefacts. An overview with statistics on the databases used
for training FaceSpoofLDM is shown in Table 2. The
combined training dataset consists of 93,430 synthetic face
images from SynthASpoof and 1,141 images from TFPA
(total 94,571 training images). Each training epoch used all
94,571 synthetic training images. The remaining images were
held-out to validate training stability. No real identities were
used at any point during the training of FaceSpoofLDM.
We opted for these two databases, as both contain synthetic
data, offering the previously mentioned advantages over
authentic identities. In addition, the combined training dataset
enables our model to be trained on a wide range of PAI
species, including common PAIs such as print or replay
attacks, as well as unconventional PAIs such as T-shirt
attacks.

However, the limited number of images in the TFPA
database could lead to weaker generalization compared to
other PAI species. This potential limitation will be further
investigated in Section IV-A. During training, we utilized
a Weighted Random Sampler [67], to assign each training
sample a weight proportional to the inverse frequency of its
PAI species.

D. MODEL BOUNDARY CONDITIONS
FaceSpoofLDM was developed and evaluated under a set
of boundary conditions that define the model’s operational
scope, which are summarized as follows:
o Synthetic training domain: FaceSpoofLDM was
trained exclusively on synthetic identities from Syn-
thASpoof [45] and TFPA [47]. Consequently, the
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model’s boundaries for image generation are limited to
(1) the PAI species present in these datasets and (2)
the learned semantic feature knowledge of the synthetic
identities.

o Soft-biometric Conditioning: During model train-
ing, our proposed conditioning mechanism relies
on soft-biometric characteristics (age, gender, and
ethnicity) estimated using a COTS system. As a
result, the model’s generation knowledge is limited to
demographic combinations represented in the synthetic
training domain.

« Architectural boundaries: As our model is based on
latent-diffusion [29], architectural components, such as
the use of a pretrained autoencoder [63] for latent-space
compression and the CLIP text embedder [66] for
prompt encoding further define the representational and
semantic capabilities for image generation.

IV. EXPERIMENTS

A. MODEL QUALITY

To evaluate whether our proposed model generates syn-
thetic face PAs that align with the intended soft-biometric
characteristics specified in the text-prompt, we generated
5,000 prompts across various PAI species. Specifically, the
soft-biometric characteristics were randomly sampled from
predefined ranges: age (5-60 years), gender (male, female)
and ethnicity (White, Black, Asian) across the PAI species.
These sampled attribute combinations were then embedded
into a fixed text-prompt template and provided as input to
our proposed FaceSpoofLDM, as illustrated in Figure 4. The
soft-biometric characteristics (age, gender, ethnicity) of the
generated face PAs were subsequently estimated using a
Commercial Off-The-Shelf (COTS) system1 and compared
against the sampled demographic characteristics from the
5,000 prompts. We then analysed the accuracy of ethnicity
and gender predictions by comparing the characteristics
from the text-prompts with the estimated characteristics
of the COTS system. For age, we evaluated the Mean
Absolute Error (MAE) between the age from the text-prompt
and the estimated age of the synthetic PA sample by the
COTS system: A low MAE indicates that the COTS system
accurately predicts the age of the synthetic individuals with
minimal average error, while a high MAE suggests that the
system often estimates an age that is very different and
consequently does not align with the text-prompted age.

As shown in Table 3, it is noticeable that the percentage
of estimated soft-biometric characteristics that align with
the characteristics specified in the text-prompt provide
reliable results across print and replay attacks, with minimal
deviations. Across print and replay attacks, the gender and
ethnicity specified specified in the text-prompt and those
estimated by the COTS system remain consistently high,
ranging from 96.1% to 97.43% for gender and 93.94%

1Demographic characteristics (Age, Gender, and Ethnicity) have been
estimated with Cognitec’s FaceVACS technology (Version 9.8.0)
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TABLE 3. Comparison of text-prompted vs. estimated soft-biometric
characteristics across PAI species.

Attack Type Age Prediction  Gender Prediction  Ethnicity Prediction
MAE (Years) Accuracy (%) Accuracy (%)
Print (Photograph) 3.13 96.10 £ 0.19 93.94 +0.23
Replay (Samsung) 2.70 97.47 £ 0.15 95.15 £ 0.21
Replay (Webcam) 2.53 97.24 +0.16 96.57 +0.18
Replay (iPad) 2.48 97.43 +£0.16 96.81 +0.18
T-Shirt 9.69 96.02 + 0.20 83.13 £ 0.37

Samsung
Replay

iPad Replay

Webcam Replay

T-Shirt Attack

Print Attack

FIGURE 5. Synthetic PA samples generated via text-guided image
synthesis: the generated identities can be precisely controlled via
text-prompts allowing a scalable and diverse sampling approach.
Samples generated with 250 DDIM steps and n = 1.

to 96.81% for ethnicity, respectively. The mean absolute
error (MAE) for age estimation remains low, ranging from
2.48 yearsto 3.13 years. A greater deviation between the char-
acteristics specified in the text-prompt and the characteristics
estimated by the COTS system can be observed for T-shirt
attacks. The MAE for age increases to 9.69 years, while the
ethnicity estimation drops to 83.13%. This behaviour is to be
expected, as the TFPA database contains a limited number of
unique subjects. Moreover, when subject diversity is strongly
limited, generative models tend to replicate existing training
data rather than generating novel patterns [68].

To further investigate whether FaceSpoofLDM is prone to
a memorization effect and thus replicates existing training
data, we conducted additional experiments. To this end,
we randomly sampled 500 images from our proposed
model’s training database. We incorporated the images
ground-truth label (PAI species or bona fide) and the
estimated soft-biometric characteristics into 500 text-prompt.
These prompts were then passed into FaceSpoofLDM to
mimic the aforementioned data distribution with synthetic
data. Subsequently, we utilized MagFace [69] to extract
facial feature embeddings from both the 500 sampled
images of the training distribution and the synthetic ones.
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Comparison Score Distributions

7 Score Type

21 Non-Mated (FRGC)
Non-Mated (FaceSpoofLDM)

1 Mated (FRGC)

02 04
Similarity Score

FIGURE 6. Comparison score distributions for non-mated and mated
comparison trials. The FaceSpoofLDM score distribution is closely aligned
with the non-mated score distribution from FRGCv2. We observe only
minor differences between the non-mated comparison score
distributions, indicating no significant identity leakage on our validation
set.

TABLE 4. Comparison score statistics for non-mated and mated data.

Database Comparison Type Image Type Mean  Std
Mated Bona fide 0.76 0.06

FRGC Non-Mated Bona fide 0.04 0.08
Non-Attacks + PAs 0.06 0.08

Non-Attacks 0.06 0.09

Samsung Replay 0.06 0.09

FaceSpoof LDM Non-Mated iPad Replay 0.08 0.09
Webcam Replay 0.07 0.08

Print Attack 0.06 0.08

T-shirt Attack 0.10 0.10

Following, we performed an N:N-comparison of the feature
embeddings from the 500 sampled training images and the
synthetic images to measure cosine similarity for obtaining
a comparison score distribution. The expected distribution
of the obtained comparison scores is expected to be close
to a non-mated comparison score distribution. This is
because the synthetic identities share the same soft-biometric
characteristics and labels as the authentic images, but should
not, in general, share the same identity. As a reference point
for the obtained score distribution, we computed the mated
and non-mated score distributions from the FRGCv2 [70]
database.

Looking at the comparison score distributions from
Figure 6, it is noticeable that the FaceSpoofLDM comparison
score distribution is closely aligned with the non-mated
score distribution from FRGCv2. However, in contrast to
the non-mated score distribution, a slight shift can be
observed for the FaceSpoofLDM distribution. This finding
may indicate a minor memorization effect, as the non-
mated distributions do not fully align. This could be caused,
for example, by limited subject diversity when training
FaceSpoofLDM for specific PAI species, as generative
models tend to reproduce existing training data when subject
diversity is limited [68].

In addition to the comparison score analysis above,
we further quantified potential identity leakage by computing
a ROC curve, as illustrated in Figure 7. Specifically,
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ROC Curve for Quantifying Identity Leakage

1.0 | —— FaceSpoofLDM vs. Non-Mated ROC (AUC=0.57)

0.8

o
o

True Positive Rate
)
»

0.2

0.0

0.0 0.2 0.4 0.6 0.8 Lo
False Positive Rate

FIGURE 7. ROC curve comparing FaceSpoofLDM similarities against FRGC
non-mated similarities.

we evaluated how the FaceSpoofLDM score distribution can
be distinguished from the non-mated score distribution of
FRGCv2 (see Figure 6).

The obtained AUC of 0.57 is close to random guess
(0.5), indicating only minimal identity leakage. Both, the
comparison-score analysis and the ROC-based identity leak-
age quantification demonstrate, that FaceSpoofLDM hardly
reconstructs training data, with potential few exceptions.

To identify which PAI species have the greatest influence
on the distribution shift (identity leakage), Table 4 demon-
strates, among others, descriptive statistics of the comparison
score distributions associated with Figure 6. In addition to
the overall FaceSpoofLDM comparison score distribution,
only individual PAI species are considered. On closer
inspection, it can be observed that the T-shirt attacks from
FaceSpoofLDM in particular have the greatest influence on
the distribution shift. We note that although the synthetic
score distribution is far from the mated comparison scores,
potential failure cases may still occur, such as synthetic
samples resembling existing training images. Specifically,
if certain combinations of soft biometric characteristics and
PAI species are barely represented in the training dataset,
the probability of unintentional replication of the training
data increases. This highlights a residual privacy concern,
particularly for cases with limited training data (e.g. T-shirt
attacks). However, in our case, this risk has only limited
impact, since the training databases used for FaceSpoofLDM
(SynthASpoof and TFPA) consist exclusively of synthetic
identities, so that no real identities can be disclosed.

B. CROSS-DOMAIN FACE PAD EVALUATION

To evaluate the impact of the synthetic identities (PAs and non
attacks) generated by FaceSpoofLDM on PAD performance,
we conducted extensive cross-domain detection performance
evaluations using four well-known face PAD databases.
As our PAD evaluation is image-based, we sampled frames
from the following video datasets. Additionally, we generated
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a synthetic face PAD training database using our proposed
model. The databases used are as follows:

o« OULU-NPU (O) [71]: Contains 990 bona fide videos
and 3,960 PA videos of 55 subjects, recorded with six
different mobile devices across three sessions.

o CASIA-FASD (C) [72]: Contains 150 bona fide videos
and 450 PA videos of 50 subjects, recorded in low,
normal, and high quality.

« Idiap Replay-Attack (I) [73]: Contains 200 bona fide
videos and 1,000 PA videos of 50 subjects, captured
under different illumination conditions.

o MSU-MFSD (M) [74]: Consists of 70 bona fide videos
and 210 PA videos of 35 subjects, recorded with two
different mobile devices.

« Diffused Spoof (S): Synthetic identities (PA samples
and non-attack samples) generated by FaceSpoofLDM.
The database is equally balanced based on gender and
ethnicity and contains 900 synthetic non-attack images
and 3,240 synthetic PA images.

Since the above-listed databases (O, C, I, and M), are com-
monly used to evaluate cross-dataset detection performance
face PAD algorithms, exclusively focusing on variations of
print and replay attacks, we aligned our synthetic database
in terms of the bona fide attack ratio and PAI species.
Consequently, for this experimental setup, our synthetic
database S includes synthetic non-attacks as well as synthetic
print and replay attacks (Samsung-Replay and Webcam-
Replay).

The conducted experiments are based on a cross-domain
database evaluation. To this end, we followed widely used
evaluation protocols for cross-domain PAD [7], [8], [18],
[75]. This approach follows a leave-one-out principle, where
we train on N — 1 databases and evaluate on the remaining
one. For example, we train a PAD algorithm on the combined
training data constituted by the databases O, C and I and
test the algorithm performance on the remaining database
M (denoted as OCI—M). Since we want to evaluate
the effectiveness of our synthetic identities on the PAD
performance, we conducted the experimental setup both
with and without the synthetic database S for comparison
(e.g. OCI—-M versus OCIS—M). Since the aforementioned
databases O, C, M and I contain video files, we sampled
frames from each video across the video duration to collect
images for algorithm training and evaluation. The number
of frames sampled per video depends on the database,
as database sizes vary significantly. To prevent overfitting
during training to any particular database, we ensured that
no database contributed disproportionately more frames than
others. We sampled 25 frames for M, 12 frames for C,
2 frames for O, and 6 frames for I, maintaining a balanced
training dataset across all databases used. Finally, we used
the MTCNN face detector [76] to detect and crop faces for
each sampled frame, as well as to crop face images from the
synthetic database S. The final number of sampled images
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TABLE 5. Final number of sampled images per PAD database after frame
extraction.

Dataset Bona Fide Images  Attack Images
OULU-NPU (0O) [71] 1,849 6,752
CASIA-FASD (C) [72] 1,594 4,406
Idiap Replay-Attack (I) [73] 1,046 5,267
MSU-MFSD (M) [74] 1,708 5,227

after frame exctraction per class and per database, is reported
in Table 5.

The cross-domain performance evaluation was conducted
using 3 different PAD algorithms as well as 3 general-
purpose networks, including two foundation models across
8 different database setups. The general-purpose approaches
were selected because of their performance at different PAD
benchmarks [77]. The PAD cross-evaluation performance
results (without synthetic data) differ slightly from those in
the original papers. This variation is due to our decision
to sample a different number of frames per database
to create a more balanced training dataset, whereas the
original papers typically use the same number of frames per
database. Moreover, since frames are often randomly sampled
from the original PAD video files, precisely replicating
the training database linked to the original papers is not
possible. Additionally, we did not prioritize hyperparameter
optimization, as our focus was on evaluating the contribution
of our synthetic data from FaceSpoofLDM.

The algorithms are described as follows:

PAD Networks

o DeePixBiS (ICB 2019) [9]: George et al. proposed
a CNN-based framework for face PAD utilizing
deep pixel-wise supervision. This approach utilises
pixel-wise binary labels (bona fide or PA) depending on
the input image.

o« LMFD-PAD (WACYV 2022) [7]: Fang et al. proposed a
dual-stream CNN framework that combines frequency
and RGB domain features for improved robustness. One
data stream adapts frequency filters to learn sensor and
illumination invariant features, while the other stream
uses the RGB images to augment the frequency domain
features.

o CF-PAD (WACYV 2024) [8]: In this work Fang et al.
proposed an efficient domain generalization (DQG)
approach for face PAD by modelling it as a compound
DG task from a causal perspective. CF-PAD leverages
counterfactual intervention to identify causal factors in
high-level representations.

General Purpose Networks

o Zero-shot-CLIP (DINOv2) (Face & Gesture 2025) [77]:
Gonzalez-Soler et al. demonstrated the effectiveness of
a foundation model-based framework on an unrelated
top-down task, adapting only a minimum number
of parameters related to the classification header in
the training phase. For this purpose, the pre-trained
CLIP (Zero-shot-CLIP in this work) and DINOv2
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FIGURE 8. Input image (top) and it's associated reconstruction (bottom),
using a pretrained autoencoder VQ-4 [63]. Compression artifacts are most
noticeable when zoomed in.

Failed Text-to-Image Synthesis E

“A face spoof attack
using a printed image
on a t-shirt. The person  on a t-shirt. The person  on a t-shirt. The person  on a t-shirt. The person

“A face spoof attack
using a printed image

"A face spoof attack
using a printed image

“A face spoof attack
using a printed image

appears to be 5 years appears to be 10 years
old, male, and of white old, male, and of white
ethnicity” ethnicity”

appears to be 12 years
old, female, and of
asian ethnicity”

appears to be 11 years
old, female, and of
white ethnicity”

FIGURE 9. Examples of synthetic T-shirt attacks where the text prompt
does not align with the generated image. The soft-biometric
characteristics specified in the text-prompt are either not or barely
present in the training dataset and therefore cannot be mapped to the
image synthesis process. As a result, the generated image does not match
the intended soft-biometric characteristics. Samples generated

with 250 DDIM steps and = 1.

(Zero-shot-DINOV?2 in this work) foundation models
were selected and their classification header modified to
a single neuron, only optimised to produce a zero-shot
PAD classification. Foundation models are large models
pre-trained on large amounts of data, designed to be
generalisable and easily adaptable to specific tasks.

o EfficientNetV2 (ICML 2021) [78]: Tan et al. intro-
duced anovel CNN family that have faster training speed
and better parameter efficiency than previous models.
The authors use a combination of training-aware neural
architecture search and scaling to jointly optimize train-
ing speed and parameter efficiency. It was combined
with the framework proposed in [77] for zero-shot PAD.
Therefore, the network weights are frozen, similar to the
CLIP and DINO approaches in [77].

Following the cross-domain face PAD literature, we eval-
uated the results based on the Half Total Error Rate
(HTER), Area Under the Receiver Operating Characteristic
Curve (AUC) and the Bona fide Presentation Classification
Error Rate (BPCER) [3] at a fixed Attack Presentation
Classification Error Rate (APCER) [3] of 1%. All algorithms
were trained for 20 epochs.

The individual cross-domain database evaluation results
are demonstrated in Table 6, as the averaged results across
the cross-domain setups are demonstrated in Table 7. There
is a clear trend across the cross-domain setups: On average,
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adding synthetic data to the training set has a positive impact
on the evaluation metrics. On average, the HTER slightly
decreases due to the addition of synthetic data, while the AUC
slightly increases across the setups. A particularly strong
positive effect can be seen with the BPCER@APCER=1%
(this allows us to vary the system’s rigidity, i.e. how often
the system falsely rejects authentic individuals when the
security level is set to block only 1% of attacks), which is
even more prominent for PAD algorithms (i.e. DeePixBiS,
LMFD-PAD, CF-PAD) that were trained from scratch than
for those that were developed for zero-shot PAD (i.e., only
some network weights are updated). However, there are also
a few setups where adding synthetic data does not improve all
three evaluation metrics simultaneously (e.g. with DeePixBIS
on ICM— O versus ICMS—0O).

In [60] Fang et al. demonstrated that existing PAD
databases (including the well-known databases O, C, I and
M) exhibit imbalanced gender distributions, leading to biased
PAD performance variations, particularly for female groups.
Since subject diversity with regards to demographic variables
in a PAD database are often associated to the region of
the recording location, certain semantic facial patterns and
demographic attributes may be overrepresented in existing
PAD databases. It can therefore be assumed that in the
cross-domain setups where a greater detection performance
improvement is achieved by incorporating synthetic data (S),
this is due to a better augmentation. However, there are no fur-
ther ground truth demographic labels for the aforementioned
PAD databases, which precludes a more precise analysis
and therefore is beyond the scope of this paper. Another
interesting finding is that in some setups the general-purpose
algorithms (especially the foundation models) outperform
the PAD algorithms (see. e.g. OMI—C and OMIS—C),
demonstrating the generalisability of foundation models for
unrelated tasks.

V. MODEL LIMITATIONS
As stated in [29], LDMs may encounter difficulties when
high precision and fine-grained image synthesis is required.
This is due to the autoencoders used for image compression,
which introduce some degree of image quality loss. Since
LDMs operate in latent space, an input image x is transformed
from its pixel-space representation into its compressed latent
representation z, leading to some loss of fine-grained details.
Consequently, reconstructing the compressed representation
back into pixel-space introduces deviations, as illustrated in
Figure 8. However, it is arguable to what extent this loss of
image quality affects PAD performance, as PA artefacts and
not semantic facial features are usually considered to make a
classification prediction. In general, when using LDM based
image synthesis methods to augment high-risk scenarios
where fine-grained details play a crucial role, such as medical
image diagnostics, one should proceed with great caution,
considering the aforementioned limitations.

Beyond architectural challenges, it is equally important
to ensure sufficient data diversity to prevent the unintended
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TABLE 6. Cross-domain performance evaluation. Metrics are reported in percent (%).

Method oCcI > M oMI = C 0CM — 1 1CM = 0
BPCER@ BPCER@ BPCER@ BPCER@
HTER| AUCT  spcEr=1% | HTERL AUCT  ,pcprotg HTERY AUCT  \pepRrergy HTERL AUCT  (pepr=19 |
DeePixBis [9] 1257 9402 §7.60 2033 7818 90.90 1750 8376 43.90 1567 9221 7250
LMFD-PAD [7] 167 9507 77.10 1615 9013 8670 2061 89.40 69.10 1412 9370 6970
CF-PAD [8] 786 9553 6710 1454 9279 6850 1900 8273 60.00 1576 9226 100.00
Zero-shot-CLIP (ViT-B-16) [77] 1612 9078 63.88 1356 93.52 51.00 3193 7415 98.18 2550 8233 8626
Zero-shot-DINOV2 (VIT-B-14)[77] 1612 9115 5638 1380 9388 5395 1784 9061 8126 1805 89.69 77.55
EfficientNetV2 (L) [78] 1961 8822 7939 2493 8315 7252 2599 78.15 7131 2316 8393 9031
oCIS 5 M OMIS € OCMS > 1 1CMS > 0
BPCER@ BPCER@ BPCER@ BPCER@
HTERY  AuCT pORE  HTERL AUCT  pipnae ) HTERL avct pHORE mmery avet e
DeePixBiS [9] 1408 9449 5490 2661 8194 78.60 1552 8901 43.00 1660 9174 6920
LMFD-PAD [7] 1119 9508 4140 1858 8934 7690 1701 90.08 6430 1368 944 5770
CF-PAD [8] 1024 9544 6140 1584 9176 6220 1726 8354 5350 1482 9259 7260
Zero-shot-CLIP (ViT-B-16) [77] 1695 90.11 57.14 1364 93.63 5125 2050 7698 9455 %9 82 §5.99
Zero-shot-DINOV2 (VIT-B-14)[77] 1528 91.99 54.68 1523 9336 58.47 1348 9403 75.14 1662 9116 7198
EfficientNetV2 (L) [78] 1849 8917 7254 2543 8238 7453 2659 7870 78.10 299 8466 8729

TABLE 7. Average Cross-domain performance evaluation. Metrics are reported in percent (%).

Method Avg. without FaceSpoof LDM

Avg. with FaceSpoof LDM Relative Improvement

BPCER@

BPCER@

BPCER©@ HTER| AUC?T ,prpn”

HTER | AUCT  \pcgr=1% | HTERL AUCT  \pcpro1% | 1% |
DecPixBiS [9] 1877 87.04 7370 1823 8930 61.40 2.88 2.60 16.69
LMFD-PAD [7] 1563 92.08 75.60 1534 9246 60.00 1.86 0.41 20.63
CF-PAD [8] 1432 9083 73.90 1454 9083 62.40 -1.54 - 15.56
Zero-shot-CLIP (ViT-B-16) [77] 218 8520 74.83 2125 85.99 7223 2.52 0.93 347
Zero-shot-DINOV2 (VIT-B-14) [77] 1645  91.33 67.29 1515 92.63 65.07 7.90 142 3.30
EfficientNetV2 (L) [78] 2342 8336 7838 2339 8373 78.12 013 0.44 0.33

replication of training data. We have found, that there
are some cases, where the soft-biometric characteristics
described in the text-prompt do not align with those in the
resulting image. This is particularly noticeable in T-shirt
attacks. Examples of failed text-to-image synthesis can be
seen in Figure 9. We want to note, that such failure-cases
(soft-biometric characteristics provided via text-prompt that
do not fully align with those in the resulting synthetic image)
are primarily caused by the restricted subject diversity in
the training dataset (see Table 2, TFPA). In these scenarios,
the model lacks sufficient data diversity (e.g. certain demo-
graphic combinations such as a 5-year-old subject for the
T-Shirt PAI species are missing in the training database),
which prevents the model from learning and thus limits it
ability to incorporate such demographic combinations into
the image generation process. To address these limitations,
various mitigation strategies can be considered in future
work. Increasing training diversity for underrepresented PAI
species and rare demographic combinations could (1) reduce
text-to-image synthesis errors and (2) decrease the risk of
unintentional replication of training data. Particularly with
regard to future model training using authentic data, differ-
ential privacy (DP) techniques such as DP-RDM [79] could
further limit potential training identity leakage. Integrat-
ing post-hoc filtering pipelines (e.g., semantic consistency
checks between the generated image and the associated text
prompt) can prevent erroneous PAD images from being
used into subsequent PAD tasks. Furthermore, a systematic
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comparison of different conditioning mechanisms for the
controllable demographic synthesis can be considered as a
subject for future work.

VI. CONCLUSION

In this work, we proposed FaceSpoofLDM a latent diffusion
model for the language-guided generation of synthetic face
PAs and non-attacks across various scenarios and demo-
graphic groups. By leveraging our approach, we verified
the effectiveness of incorporating our synthetic identities
for PAD by extensive cross-domain detection performance
evaluation. Our experiments highlighted that, on average, this
incorporation improves security against PA. In addition to the
privacy benefits and improved PAD detection performance,
we demonstrated our model quality based on several experi-
ments. Our proposed approach offers great cost and resource
conservation advantages while minimizing the need for
manually crafting physical attack types. By automating the
generation of synthetic identities across various demographic
groups, our method enhances scalability and adaptability
across different attack scenarios. Furthermore, the face PA
synthesis approach presented in this paper is not limited
to this particular biometric modality. Given enough training
data, this approach could be applied to other biometric
modalities such as fingerprints or iris. This flexibility
underlines the potential for broader biometric applications
and could lead to more robust systems against PA across
multiple biometric modalities.
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