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Nowadays, Android malware has gained attention due to its ability to infect widely used mobile devices. Typi-
cally, current detection approaches rely on static and dynamic techniques to extract several kinds of features, to
learn and identify common malicious patterns. However, modern Android malware often exhibits anti-analysis
techniques (e.g., obfuscation, environmental checks, and runtime loading) hindering its full identification. To
address this problem, we propose RAMimgDroid to analyse and detect malware as soon as it is loaded in memory.
Furthermore, RAMimgDroid identifies and presents the analyst with relevant artifacts (e.g. variable declaration
with their runtime content, encryption keys), useful to understand the runtime behavior. In detail, we extract
the volatile memory allocated by the target process at application startup time. Subsequently, we encode the
resulting dump as a 2D/1D RGB/grayscale image and feed it to a CNN for fast detection and identification of
the most influential patterns (i.e. pixels and, subsequently, bytes of the dumped RAM). We test RAMimgDroid
with 2073 Android malware and 2279 benign samples, assessing the effectiveness of various pre-trained and
custom CNNs. Our results demonstrate that RAMimgDroid improves the detection of stealthy Android malware
evading traditional detection methods (e.g. obfuscated or with anti-decompilation and environmental checks).
Additional experiments on memory dumps acquired later in the malware execution show that RAMimgDroid re-
mains effective even when malware behavior evolves over time (e.g. the malicious routine appears after a time of
execution, not immediately at application startup). Moreover, we developed RAMstrDroid to extract the readable
UTF-8 characters in the meaningful artifacts from the memory dump, interpreted as Indicator of Compromise
(I0C), and compared with popular state-of-the-art tools i.e. VirusTotal and MobSF. The current implementation
requires a rooted Android device or emulator and is limited to offline analysis because memory acquisition and
image conversion remain too resource-intensive for continuous on-device monitoring.

1. Introduction

Nowadays, Android is the most used Operating System (OS) for mo-
bile devices around the world, and Android applications (i.e. Android
Package (APK)) are the most downloaded . Among such applications,
some malware can be released, for example, to spy on users and steal
their sensitive personal data. For this reason, many techniques have
been developed considering the code structure or semantics (i.e. static
analysis), their execution (i.e. dynamic analysis), or both. Static anal-
ysis is insufficient because it cannot observe the behavior of the soft-
ware; hence, dynamic analysis has been introduced [1]. The output of
these analyses is usually used to train Machine Learning (ML) or Deep
Learning (DL) algorithms for fast, accurate, and autonomous detection.
Most existing approaches rely on manually engineered features, par-
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ticularly API calls, either by checking their presence or counting their
occurrences [2-5]. However, such methods face several limitations.
First, adversarial strategies have been developed to evade API-based
detection [6-8]. Second, both static and dynamic approaches depend
on predefined features and ground truth assumptions about their rele-
vance [2,9-11]. Obfuscation techniques can conceal or distort these fea-
tures, reducing detector robustness across different obfuscation strate-
gies [12]. Furthermore, feature-based systems are affected by temporal
and spatial drift [13], as applications released in different years may
rely on different APIs due to Android version updates, system evolu-
tion, and deprecation of Java functions. Modern malware also employs
anti-analysis mechanisms, including advanced obfuscation [14-16] and
stegomalware techniques [17-19], further challenging traditional ap-
proaches. Recent studies suggest that memory forensics can provide a
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complementary perspective for malware detection [18,20]. Inspecting
process memory allows for direct observation of runtime artifacts, in-
cluding variable values, decrypted content, and dynamically generated
objects, without relying solely on extracted API calls. Since data stored
in RAM reflects the actual execution state of the application, mem-
ory analysis can reveal behavioral patterns that are difficult to capture
through static inspection or high-level monitoring.

In this work, we propose RAMimgDroid (pronounced RAMimage-
Droid), a methodology that analyses the memory allocated to a target
process at APK launch time and represents it through image encoding.
Image-based representations have been widely adopted in malware de-
tection [4,21-24]. For instance, DexRay [25] converts Dalvik Executable
(DEX) files into grayscale images, while RGB_Mem generates RGB im-
ages from memory objects [20]. In our approach, each memory sec-
tion (e.g., stack, code, libraries, and system data) is dumped separately
and encoded as an RGB image. This representation preserves the struc-
tural correspondence between memory bytes and pixels, enabling auto-
mated pattern extraction while maintaining traceability to the original
data. From an adversarial perspective, image-based representations de-
rived from executable memory exhibit structural constraints that dis-
tinguish them from natural-image settings. While adversarial pertur-
bations have been well studied in computer vision tasks [26-28], ap-
plying similar manipulations to malware-derived images requires con-
sistency with the underlying binary content. Since each pixel corre-
sponds to a memory byte, image-level modifications imply changes in
executable memory. Such modifications must preserve correct execu-
tion of the program, limiting arbitrary perturbations [29]. Although this
does not eliminate the possibility of adversarial manipulation, the tight
coupling between visual representation and executable content reduces
the feasibility of purely image-level alterations that are independent of
program semantics [30-34]. To strengthen the importance and perfor-
mance efficacy of the memory forensics approach for malware detection,
we introduce a complementary tool, RAMstrDroid (pronounced RAM-
stringDroid) where we extract UTF-8 human-readable characters from
the same memory dumps while running the target APK. RAMstrDroid is
fundamental for automatically comparing the results, such as extracted
meaningful artifacts, i.e. IoCs, with human-readable output-based tools
like VirusTotal and MobSF. Additionally, a pre-trained model on RAMstr-
Droid can be used quickly at runtime with less computational cost than
converting the RAM dump into images. We investigate the following
research questions:

¢ RQ1 - Detection: Can malicious behavior be identified directly by
analyzing process memory dumps?

¢ RQ2 - RAM Acquisition: Which memory sections are the most in-
formative for detecting malicious activity?

¢ RQ3 -Image Encoding: Which image encoding strategy is the most
effective for representing process memory in malware detection?

¢ RQ4 - Anti-analysis Resilience: How does process memory anal-
ysis perform compared to existing tools when analyzing malware
employing anti-analysis techniques?

Analyzing process memory provides a direct view of runtime behav-
ior, overcoming several limitations of purely static analysis and high-
level monitoring e.g. pre-defined static features like API calls, adversar-
ial attacks, anti-decompilation and obfuscation. However, RAM analy-
sis introduces practical challenges, including determining the appropri-
ate acquisition time, selecting the number of snapshots required to cap-
ture relevant behavior, and identifying suitable encoding and analysis
techniques for extracting discriminative patterns. Addressing these chal-
lenges requires representations that preserve memory structure while
enabling effective automated classification. Our main contribution is to
demonstrate that representing process memory as 1D or 2D images en-
ables accurate detection of malicious behavior. We analyse the strengths
and limitations of RAM-based approaches, highlighting both their abil-
ity to capture runtime artifacts and the practical issues related to timing,
volatility, and data volume. We show that visual encodings of memory
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expose structural patterns that are difficult to identify through conven-
tional byte-level or semantic feature engineering.

We acquire RAM during the early execution phase, immediately after
permission granting, when the application has been loaded into mem-
ory. To the best of our knowledge, RAMimgDroid is one of the first stud-
ies to analyse raw process memory at startup and publicly release the
source codes, a full methodology, the trained models and a portion of
the corresponding dataset (for ethics and safety reasons the full dataset
can be requested by email). The public release includes the source code
for memory acquisition, image conversion, string extraction, trained
models (pth), together with a subset of memory dumps, encoded im-
ages, extracted strings. The full dataset, the evaluation results, and split
files can be provided to reliable research groups upon motivated re-
quest, subject to ethical and safety restrictions. Our dataset includes be-
nign applications from Androzoo [35] and malicious samples identified
through VirusTotal [36], belonging to high-risk malware families. All
applications are executed in a rooted emulator to ensure reproducibility
and to restore a clean environment between runs. Since RAM extrac-
tion on Android requires super-user privileges, emulation provides the
only scalable and automatic solution, more details in Sections 3 and
4. Beyond detection, RAMimgDroid identifies the most influential mem-
ory sections and pixels in the generated images, allowing correlation
with the corresponding memory bytes. This supports forensic interpre-
tation and facilitates understanding of malware behavior beyond stan-
dard industrial tools used in malware analysis such as VirusTotal and
MOobSF [371], especially when using RAMstrDroid. We also introduce a
continuous RAM monitoring mechanism capable of detecting malicious
activity that arises a time after startup, by inspecting objects allocated
dynamically during the process execution. Rather than directly model-
ing the full semantic content of memory, RAMimgDroid captures section-
specific structural regularities of runtime artifacts. Since different mem-
ory regions (e.g. stack, code, libraries, and system data) correspond to
different execution roles, converting each dumped region into a separate
image allows the model to learn complementary visual patterns while
preserving traceability between pixels and the original memory bytes.
The classification is done at APK-level by aggregating all memory re-
gions per-APK.

Our main contributions can be summarized as follows: (i) a
methodology for acquiring Android process RAM; (ii) early-stage acqui-
sition of process memory immediately after permission granting; (iii)
time- and event-based RAM analysis for extracting meaningful artifacts;
(iv) a 1D image-creation algorithm mapping memory bytes directly to
pixels; (v) public release of a subset of memory dumps, encoded images,
strings, and related code; the full dataset will be released upon request
to reliable research groups for ethical and safety reasons; (vi) identifica-
tion of the most influential memory bytes through pixel-level analysis.
To the best of our knowledge, RAMimgDroid and RAMstrDroid are one
of the first approaches in the literature to perform Android malware
detection based on the entire contents of the analysed process memory.

The remainder of this paper is structured as follows. Section 2 ex-
plains some essential concepts of Android application structure, RAM,
and image analysis with the most important techniques in the current
literature. Section 3 presents the methodology used, Section 3.7 briefly
explains the potential threat model, and Section 4 the implementation
details. The obtained results are presented in Section 5 and discussed
with the presentation of some interesting case studies in Section 6. Lim-
itations with future works are described in Section 7 while Section 8
closes the paper.

2. Background and related works

In this section, we will provide all the technical concepts useful to
understand the details of our work and what has been done so far in the
literature.
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2.1. Android malware analysis

An Android application is a software for the Android OS, pack-
aged as a APK file, which includes Java/Kotlin code, native C/C+ +
libraries, resources, and a manifest file that defines permissions and
app declarations. The Java code is compiled into bytecode (.class files)
and then into DEX files, which are executed by the Android Runtime
(ART) or, in older versions (up to Android 4.4), by the Dalvik Vir-
tual Machine (DVM). Since Android 5.0 (Lollipop), apps are compiled
Ahead-of-Time (AOT) by Android Runtime (ART) during installation,
whereas earlier versions used Just-in-Time (JIT) compilation. Variants
of DEX filesinclude .odex, .vdex, .bdex, .oat, .art, .quick,and
.smali, which provide optimizations, metadataor human-readable rep-
resentations. At runtime, the app is forked from the Zygote process,
which initializes it with preloaded system resources. The app’s memory
usage is mapped in the /proc/PID/maps’ file, showing different mem-
ory sections: memory-mapped files (e.g., dex, native libraries, assets),
the ART/Dalvik heap (for dynamically loaded Java objects), anonymous
mappings (without file backing), and the stack (function calls and local
data). The garbage collector frees unused Java/Kotlin objects to opti-
mize the memory.

Over the years, different studies have been developed to detect vul-
nerabilities in such applications or identify malicious signatures. Mal-
ware analysis is divided into static (i.e. analysis of the code struc-
ture) [2,38,39], dynamic (i.e. analysis of the behavior of the application
at runtime and capture of the network traffic, performance, hooking
functions, extraction of RAM) [5,40] and hybrid (i.e. considering both
techniques) [41,42]. The output of the analysis is passed as features to
ML algorithms for automatic detection [43,44]. Recently, some works
demonstrated that these features must be robust enough so that an appli-
cation does not bypass the detection mechanism [6]. There are very few
works starting to extract statistics of the RAM usage [5] or allocated run-
time objects for malware detection [20]. On the other hand, VolMem-
Droid [45] extracts Volatility output from complete Android RAM dumps
during malware execution. Hence, to the best of our knowledge, there is
no work in the literature that bases Android malware detection on the
content of the RAM.

2.2. Android RAM analysis

The main memory (RAM) is the volatile memory used by systems to
store temporarily active data, allowing fast read/write access and hold-
ing code and information of running applications, the operating sys-
tem, and processes. Due to this temporary allocation, the RAM content
changes over time. Android, built on the Linux kernel, divides RAM into
kernel space for core functions and hardware interaction, and user space
for applications running in isolated sandboxes. User space includes the
heap, stack, code segments, and memory-mapped files, which are man-
aged by ART (or DVM in older versions). Objects are allocated in the
heap when created (e.g. new MyClass() in Java/Kotlin) and de-allocated
by the garbage collector when no longer needed.

RAM analysis is valuable because it (i) captures data at a specific
runtime moment; (ii) stores data in plaintext, making secrets such as en-
cryption keys recoverable; and (iii) reveals the effects of processes on the
system. Two main extraction approaches exist: tools like Fridump [46]
dump the memory of a single process, while tools like LiME [47] capture
the full RAM, enabling system-wide analysis.

RAM extraction typically requires root privileges, as the kernel pro-
tects direct memory access, and also due to the application’s sandbox.
Most tools (e.g. LiME, Fridump) also rely on kernel modules or low-
level resources that are inaccessible without root. Bellizzi et al. [48-50]
demonstrated that, by repackaging apps with Frida gadget,? portions of

! In the /proc folder, for each running process, there is a folder named with
its Process IDentifier (PID), containing a dedicated maps file.
2 https://frida.re/docs/gadget/

Journal of Information Security and Applications 103 (2026) 104632

process memory can be extracted without root access; however, this ap-
proach does not scale to all apps (because of anti-repacking protections)
and only provides partial dumps (only a portion of the heap).

In Android, memory can be captured in multiple layers. Mem-
fetch [51] operates at the process level by directly reading a target’s
address space through the /proc/PID/men file, producing a raw dump
of memory regions, including the heap, stack, and libraries, but requir-
ing root privileges. In contrast, Fridump leverages the Frida instrumen-
tation framework to enumerate and selectively dump memory regions
at runtime, often without root access. While Memfetch offers a complete
low-level snapshot suitable for forensic acquisition, Fridump provides
a more flexible and fine-grained approach ideal for dynamic analysis
and runtime object extraction. At the system level, kernel modules like
LiME or fmem [52] acquire full physical memory. Subsequently, the full
memory processes are analysed with frameworks like Volatility [53] to
recover processes, sockets, and kernel structures, offering a system-wide
view of a target APK ’s effects. Intermediate options include structured
per-process captures (core dumps produced by gdb or gcore) and full-
VM snapshots in QEMU/Genymotion; however, sophisticated malware
may detect and alter its behavior under emulation. Finally, runtime in-
strumentation (e.g., Frida scripts or Xposed modules) avoids wholesale
dumping by APKs acting as high-value artifacts (e.g. decrypted payloads,
cryptographic keys, live objects, and invoked APIs), making it a power-
ful complement to both process- and system-level acquisitions.

The analysis of dumps combines string extraction, entropy profil-
ing (to detect packed or encrypted regions), binary carving (DEX, Ex-
ecutable and Linkable Format (ELF), APK recovery), and parsing with
frameworks like Volatility. Recent research has advanced from kernel-
level acquisition techniques (e.g., fmem, LiME) toward targeted runtime
object extraction. Tools such as DroidScraper [54] enable Dalvik/ART
object retrieval for malware unpacking, while higher-level systems
like Timeliner [55] reconstruct user-activity timelines from memory
snapshots. More recent work has investigated real-time, non-root ap-
proaches, e.g. Just-in-Time Memory Forensics (JIT-MF) [48] and its suc-
cessor VEDRANDO [56]. These works combine lightweight instrumen-
tation and application virtualization to deliver efficient, stealth-aware
extraction.

In summary, Android memory forensics evolved from raw full-RAM
dumps toward lightweight, selective, and non-root frameworks. Among
these methodologies, RAM analysis uncovers runtime artifacts (e.g. hid-
den code segments, decrypted payloads, cryptographic material, and
transient user data) that cannot be retrieved through static or disk-based
inspection, emphasizing its fundamental importance in Android mal-
ware analysis and digital forensics.

2.3. Image analysis

Encoding binaries as images is a common technique for visualiz-
ing and analyzing binary data, especially in malware detection and
steganography. In this approach, raw bytes are mapped directly to pixel
values (either grayscale or RGB) and reshaped into a 2D image, typically
stored as a lossless PNG to preserve byte-level fidelity. Although JPEG
offers smaller file sizes, its compression introduces noise that can de-
grade learning performance. Before classification, images undergo stan-
dard preprocessingand Convolutional Neural Network (CNN) are widely
used because they effectively capture spatial patterns through convolu-
tion, activation, pooling, and fully connected layers. Depending on the
tasksoftmax or sigmoid layers produce the final output. Model train-
ing involves iterative optimization using loss functions such as cross-
entropy, while performance is evaluated with common metrics includ-
ing accuracy, precision, recall, F1-score, and confusion matrices. Dif-
ferent works use the images for classification, for example, for pattern
identification, such as in medical scenarios [57,58] or object identifica-
tion, such as autonomous cars, video surveillance [59-61].

Different tools have been developed to convert binary into im-
ages [62-64] and subsequently classify the images. As highlighted by
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Fig. 1. Pipeline methodology showing how from a given APK (1) it is installed on the device (2), permissions are granted (3) so that it runs in RAM with its default
behavior, the RAM of the target application is dumped (4), saved (5) and converted into images (6) in 2D (6a) and 1D (6b). Different Al-based algorithms are applied
(7), DL (7a, 7b) and ML (7c, 7d). At the end, most significant Section (8) are highlighted with Grad-CAM (8a) and mapped back to raw memory binary data (8b).

Daoudi et al. in Dexray [25], this approach has a limitation due to the
spurious correlation between vertical near pixels that do not represent
near bytes. In fact, in this work we release an algorithm to map the
binary (i.e. the memory dump) into 1D images where each pixel repre-
sents a byte and the proximity between pixels perfectly maps the near
bytes in memory (see Algorithm 1).

3. Methodology

In this section, we provide all the technical details used in the
methodology pipeline of RAMimgDroid (Fig. 1) to reach the presented
results. First of all, given an APK we install it in a rooted emulator in or-
der to: (i) have the super-user privileges to extract the content of the
RAM, (ii) restore the clean environment after execution for another
APK and (iii) protect a real device from real malware execution with
subsequent potential device breaking. Large-scale automated Android
malware analysis cannot be effectively performed on real devices due
to practical and technical constraints. Memory forensics requires root
privileges, but restoring a device to a clean state after each APK exe-
cution (necessary to avoid contamination from previous analyses) re-
moves such privileges. Moreover, rooting a physical device cannot be
fully automated, as it often involves manual interaction (e.g., pressing
hardware buttons) and time-consuming procedures. In contrast, emu-
lators provide a controlled, easily resettable, and rapidly configurable
environment, making them far more suitable for scalable and automated
malware analysis workflows.

When the APK is started (step 2 on Fig. 1), we grant all its requested
permissions (step 3 on Fig. 1) to enable the application’s full functional-
ity (i.e. microphone, camera, access to files). After granting the permis-
sions the APK is loaded in RAM and we proceed to extract the content
of the allocated space in RAM to the target APK (user-level memory ex-
traction, step 4 on Fig. 1). Until the user accepts or denies the requested
permissions, the APK is not loaded in memory, hence the memory can-
not be dumped as the process is not found in memory. At this point, in
RAMimgDroid, the memory can be dumped (step 5 on Fig. 1) and con-
verted into 2D and 1D images (step 6 on Fig. 1, respectively 6a and
6b), from which we extract specific traditional features or apply CNNs
(step 7 on Fig. 1, respectively 7c with 7d for features and 7a with 7b for
CNNs). This step provides an automatic classification of the target APK
into benign or malicious class, according to the classification of each
memory region. By applying Explainable Artificial Intelligence (xAI) on
the classification results (step 8 on Fig. 1), we can find the most influ-
ential pixels in the most influential memory regions (step 8a on Fig. 1),
hence determining the most important bytes, useful for the human anal-
ysis (step 8b on Fig. 1). When using RAMstrDroid the UTF-8 characters
are extracted and Natural Language Processing (NLP) algorithms are ap-
plied for classification and XAl algorithms to extract meaningful strings

that are subsequently used as meaningful artifacts, i.e. IoCs especially to
compare RAMstrDroid and memory forensics for malware analysis with
state-of-the-art tools like VirusTotal and MobSF. As shown in Table A.10,
only semantic malware-specific indicators that were manually validated
or matched with evidence from VirusTotal or MobSF are referred to as
conventional IoCs. Other highlighted elements, such as structural stack
patterns, Android system/path tokens, or low-level byte and string pat-
terns, are instead interpreted as explanatory memory artifacts. Although
these artifacts may appear as noise or random bigrams from a human
analyst’s perspective, they can still be highly discriminative from the
model’s point of view and may contribute to successful malware de-
tection. For this reason, after manually validating a restricted subset
of samples through the case study, we use the term IoC in a broader
memory-forensic sense to denote not only human-readable semantic in-
dicators, but also memory-level artifacts that provide meaningful evi-
dence for the classifier’s decision.

3.1. Memory dataset collection

The first step in the methodology is the dataset. Since existing pub-
lic datasets (e.g. AndroMemDump [65]) of Android memory captures are
limited in completeness, i.e. do not provide the raw RAM content re-
quired for our analysis and are also very old (2017), we create a dedi-
cated dataset composed of memory dumps collected during the execu-
tion of both benign and malicious Android applications.

To collect these memory dumps (i.e. the first three steps in Fig. 1),
each application is executed in a controlled Android environment that
supports repeatable large-scale testing. A fresh device state is required
before each execution to guarantee that no residual data, including per-
sistent artifacts left by malware, contaminates subsequent memory cap-
tures. This reset step is also important because certain malware families
can survive to app removal or power cycles and may affect other appli-
cations’ memory regions. Although some malware can detect and alter
behavior in virtual environments, an emulated device remains the most
practical solution for systematic, automated, and scalable experimenta-
tion. Thus, in our experimentation, we opted to use an emulated device
through the Genymotion emulator, as detailed in Section 4.2.

Each application is then launched through its main activity, ensuring
that its typical runtime behavior is initiated. Since many Android appli-
cations request access to system resources, the methodology includes
a phase in which required permissions are granted or denied accord-
ing to configurable rules. This step ensures consistent behavior across
applications and avoids premature termination caused by unresolved
permission prompts.

Once the application is running and stable (i.e. it does not crash
and remains active in memory), its corresponding RAM region can be
extracted. If the application fails to start, crashes, or remains inactive
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due to unmet conditions (e.g. requested permissions, target SDK), no
meaningful memory dump is produced. Notably, no application in our
dataset produced such error, hence we have the dump of each APK we
analysed. The collected memory data are later transformed into one-
and two-dimensional images directly derived from the raw memory con-
tent. Detection models trained on these representations can then identify
anomalous or malicious patterns. Finally, significant regions identified
by these models are mapped back to the original memory segments to
interpret the relevance of specific binary sections.

3.2. Memory dumps

After having prepared the framework and the APK is correctly run-
ning in the emulator, we are ready to dump the memory of the target
process (i.e. steps 4 and 5 in Fig. 1: dump process RAM and save dumps).
The memory extraction methodology focuses on acquiring only the por-
tion of RAM allocated to the target application, rather than extracting
a complete system memory image requiring kernel recompilation and
slowing down the pipeline. This extraction yields a focused and man-
ageable dataset that isolates the application’s runtime behavior from
unrelated system activity and avoids the overhead typically associated
with full memory acquisition. To perform this extraction, a dynamic in-
strumentation framework is attached to the running process, in order to
enumerate the process’ memory regions. In our workflow, this capability
is provided by Fridump, which leverages the Frida instrumentation en-
gine to inspect, and extract the process’s address space in a fine-grained
and controlled manner. Each region is accessible at least for reading,
representing all meaningful regions of the process address space.

Once the target application is launched and verified to be active, the
extraction framework identifies all memory regions currently mapped
to its virtual address space. As shown in Table A.3, these include code-
related mappings (i.e. mappings associated with APK files, framework
JARs, and executable/runtime code artifacts; e.g. base-apk (BA), base
odex + apk, base vdex + apk, apk-full (AF), system, and system-full), na-
tive libraries (i.e. native shared-object mappings and anonymous native-
library regions; e.g. .so libraries and the library-related portions of apk-
full (AF), apk-full + memory, and apk-full + stack), bytecode areas (i.e.
Dalvik/ART bytecode and optimized bytecode artifacts such as .dex,
.odex, and .vdex mappings; e.g. base odex, base vdex, base odex +
vdex, and the corresponding portions of the extended APK-related con-
figurations), heap and stack regions (i.e. runtime memory areas re-
lated to thread stacks, heap-like allocations anon, VDSO/VVAR map-
pings, and broader process-memory selections; e.g. stack, memory, stack
+ vdso, complete memory, base-apk + memory, base-apk + stack, and
data + stack), and dynamically loaded or runtime-generated compo-
nents (i.e. Dalvik anonymous mappings, APK-related anonymous map-
pings, application-data paths, databases, preferences, cookies, and run-
time resource-cache artifacts; e.g. apk-full (AF), apk-full + memory, apk-
full + stack, data, and data + stack). For each region, the tool determines
its access permissions and, when the region is readable, retrieves its
raw byte content. This per-region extraction approach ensures that only
memory genuinely belonging to the target process is acquired, rather
than the full device memory, allowing us to focus the dataset on seman-
tically relevant information. An important characteristic of Fridump is its
ability to retrieve each region individually while preserving the struc-
tural organization of the memory layout. The extracted sections mirror
the segmentation reported by the OS (e.g. through the process mem-
ory map), enabling a direct correspondence between each dumped file
and the specific memory area it represents. This mapping is crucial for
two reasons: (i) traceability, since every extracted segment can be linked
back to its function within the process (e.g. stack, heap, library code),
allowing for targeted analysis; (ii) explainability, since the regions iden-
tified as relevant during ML-based interpretation can be mapped back
to specific memory areas and, ultimately, to the program components
from which they originate. This means that the stack section mapped
in a single memory section is saved in a unique file. Although memory
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extraction occasionally triggers warnings when non-readable or inacces-
sible regions are encountered, the framework is designed to skip such
segments gracefully while continuing the acquisition of all readable ar-
eas. Since all valid process regions are at least readable, this approach
ensures comprehensive coverage of the application’s runtime memory.

Compared with kernel-level dumpers, which typically produce large
monolithic images and require privileged access with kernel recompi-
lation, the region-oriented extraction used here provides a selective,
structured, and non-intrusive alternative. It captures the raw byte con-
tent of each memory segment (including non-textual bytes that are often
meaningful in malware analysis [66,67]) while avoiding the noise and
complexity associated with full system dumps.

3.3. Image-based memory representation

As described in Section 2.3, RAMimgDroid adopts the binary-to-
image method of Ncarkaci et al. [62] to convert raw memory regions
into RGB or grayscale PNG images. For this reason, after the memory
dump, in the pipeline framework depicted in Fig. 1, we have the bin2img
1D and bin2img 2D conversion, i.e. the sixth step of binary to image con-
version. More in detail, let a dumped memory region be represented as
a sequence of bytes
B={b,by....0,}, b €{0,...,255}.

Each byte is mapped to a pixel according to the selected encoding:
e Grayscale (L): p; = b;,
* RGB: p = (b3i—ps byys b3e), k=1, ng

i=1,...,n

2D image creation

The byte stream is first mapped to a one-dimensional pixel sequence
and subsequently reshaped into a two-dimensional image using a row-
major layout, whereby a fixed width (e.g., 256 pixels) is defined and
the image is filled sequentially row by row, in accordance with the con-
ventions adopted by standard image processing libraries (e.g., NumPy,>
Pillow,* OpenCV®) . The 2D image with width W and height H is defined
as

Iyp(r,¢) = Pew +er+15 0<r<H,0<c<W,

with height and coordinates r and ¢, respectively row (r denotes the row
index, that is, the vertical position of a pixel in the image) and column
values (c denotes the column index, that is, the horizontal position of a
pixel in the image)

w3l -l

If W is not provided, it is selected through the heuristic proposed by
Nataraj et al. [21], which favors canonical aspect ratios suitable for vi-
sual inspection of binary structure. This construction is lossless with re-
spect to others as byte adjacency becomes spatial adjacency along rows,
preserving local patterns (headers, code sections, and entropy changes).

c=({—-1)mod W.

1D image creation

To avoid spurious correlations introduced by vertical adjacency in
2D images (i.e. bytes that are far apart in memory may appear close as
pixels), RAMimgDroid also generates 1D images (Algorithm 1) in which
all pixels are arranged along a single horizontal line:

11p0,¢) = peyy, c=0,...,N—1,

with width = N (number of bytes), height = 1. This representation is an
isomorphic visualization of the raw memory content: the spatial position
of each pixel corresponds exactly to the byte’s sequential position in
the memory region. It preserves locality without introducing artificial
neighborhoods, making it suitable for sequence-like analysis.

3 https://numpy.org/
4 https://pypi.org/project/pillow/
5 https://opencv.org/
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Algorithm 1 File-to-image construction (1D and 2D, L/RGB).

Require: Byte sequence B = {b,,...,b,}; mode € {L,RGB}; layout €
{1D, 2D}; optional width W for 2D

Ensure: Image array I

> Pixel construction
if mode = L then
N «<n
fori < 1tondo
pli] < b;
end for
else if mode = RGB then
N < |n/3]
for k < 1to N do
plk] < (b3g—2: bg—1> b3p)
10: end for
11: end if

W ONDDE W

> Layout
12: if layout = 1D then
13: H<1l W««N
14: forc <« 0to W —1do
15: 1[0, c] < plc+ 1]
16: end for
17: else if layout = 2D then
18: if W not provided then
19: W « HEURISTICWIDTH(N)
20: end if
21: H < [N/W]
22: fori < 1to N do

> e.g., 32, 64, 128, ...

23: re|Gi—-1)/W|
24: c—(i—1)mod W
25: I[r,c] « pli]

26: end for

27: end if

28: return |

In summary, 1D and 2D encodings differ only in spatial arrangement.
The 1D layout preserves strict byte adjacency, while the 2D layout folds
the sequence according to a chosen width W, possibly creating spurious
correlations between bytes that were not adjacent in memory. However,
2D representations often highlight structural patterns that are visually
and statistically meaningful for downstream learning.

3.4. Image-based memory classification

After converting each memory dump binary corresponding to each
memory region into a RGB/grayscale 1D or 2D PNG, each image is pro-
cessed by a CNN. Classification is ultimately performed at the APK level,
not at the image level. This means that regions from the same APK can-
not appear across different splits, but only different APK, with all its
memory regions and corresponding images, appear in different splits.
For each application, the model computes a maliciousness probability
for each of its memory-region images; these scores are aggregated using
an averaging rule to obtain a single APK-level score. A threshold chosen
via Youden’s J statistic [68] on the APK -level ROC curve determines the
final classification (benign vs. malicious). All performance metrics (ac-
curacy, ROC-AUC, PR-AUC, confusion matrix, and classification report)
are computed at this APK level. State-of-the-art works adopt feature ex-
traction (e.g. local binary pattern, histograms, statistics, entropy, FFT)
on images to analyse and classify them with traditional ML algorithms
(e.g. SVM, KNN, MLP, Random Forest). In the following sections we will
highlight both methodology analysis, feature extraction and CNN-based
techniques.
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3.4.1. Feature extraction

For 2D images, we extract a broad set of classical image descriptors
widely used in the Computer Vision literature [69] (see Section 2.3).
These include a broad set of complementary descriptors that capture dif-
ferent visual aspects of each memory-region image. Color histograms [70]
in RGB and HSV spaces describe the distribution of pixel intensities,
while color moments [71] provide compact global statistics such as mean,
standard deviation, and skewness for each channel. Textural informa-
tion is represented through GLCM features [72], which measure spa-
tial co-occurrence relationships, and Local Binary Patterns (LBP) [73],
which encode micro-texture structures in local neighborhoods. Struc-
tural characteristics are extracted using Histograms of Oriented Gradi-
ents (HOG) [74], which capture edge-orientation patterns, and Sobel-
based edge statistics [75], which quantify the overall edge magnitude
across the image. Global geometric properties are summarized by Hu
moments [76], a family of rotation- and scale-invariant descriptors. Ad-
ditional global intensity characteristics are captured by grayscale statis-
tics, including mean, variance, kurtosis, and entropy [77]. Finally, FFT-
based frequency descriptors [78] highlight periodic or spectral structures
indicative of regular or repetitive memory layouts.

Each descriptor family is stored in a dedicated column as a feature
vector, ensuring a fixed schema across all samples regardless of dimen-
sionality differences between regions.

3.4.2. Convolutional neural networks for 1D and 2D representations

CNNs [79-81] are well suited for detecting structural patterns in
binary-derived images because they learn hierarchical feature represen-
tations that capture both local and global regularities. In our framework,
CNN architectures are employed in two complementary ways, depend-
ing on whether the memory content is encoded as a 1D or 2D image. Al-
though both representations originate from the same sequence of bytes,
their geometries differ significantly, motivating distinct convolutional
treatments.

2D CNNs. In this study, we investigate which pretrained convolu-
tional or transformer-based architectures, originally trained on large-
scale image datasets, are most suitable for memory-region-based mal-
ware detection when reused through transfer learning. The goal is
twofold: (i) assess how well general-purpose visual representations
transfer to binary-derived memory images, and (ii)) compare our ap-
proach against existing state-of-the-art CNN-based methods proposed
for similar tasks [4,20,25]. To this end, we adopt a transfer learning
strategy in which the pretrained feature extraction layers are retained,
while the original classification layers are replaced with a task-specific
binary classifier distinguishing benign from malicious applications. This
approach enables faster convergence, mitigates overfitting, and lever-
ages robust representations learned from large and diverse datasets.
We additionally adopt a Few-Shot Learning (FSL) strategy to evalu-
ate the effectiveness of learned visual representations under limited la-
beled data [82,83]. The final classification layer is removed and the net-
work is used as a fixed feature extractor, subsequently given in input to
traditional Machine Learning algorithms like SVM, KNN, Random For-
est. This approach allows to assess the generalization capability of the
learned representations, reduce dependence on large labeled datasets,
and compare different architectures in a low-data regime that is repre-
sentative of realistic malware analysis scenarios.

1D CNNs. The one-dimensional CNNs are designed to operate on
memory representations that preserve the intrinsic sequential ordering
of bytes, i.e. 1D images. The methodological goal is to align the model’s
inductive bias with the linear structure of memory regions, treating each
dump as a one-dimensional signal rather than a spatial image. In this
framework, convolutional operations are applied exclusively along the
horizontal axis, enabling the model to learn discriminative patterns from
contiguous memory segments and to progressively aggregate local byte-
level structures into higher-level representations. Two complementary
strategies are explored: (i) one that adapts an existing pretrained archi-
tecture to the one-dimensional setting in order to reuse robust feature
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representations learned from large datasets; (ii) and one that relies on a
fully custom 1D architecture specifically tailored to sequential memory
data. Both approaches aim to capture dependencies within memory re-
gions, providing an effective representation for malware detection based
on memory behavior.

CNN Comparison. Although both 1D and 2D CNNs analyse the same
underlying bytes, they impose different inductive biases. The 2D models
emphasize spatial textures and grid-like patterns that emerge from mem-
ory layout regularities, enabling them to detect global structures such
as entropy bands or region transitions. By contrast, 1D models empha-
size sequential coherence. Overall, CNNs for 1D and 2D representations
provide two distinct yet complementary analytical lenses.

3.5. Text-based memory classification

In addition to image-based representations, we introduce a com-
plementary tool RAMstrDroid (pronounced as RAMstringDroid), a text-
based analysis of memory dumps by extracting their UTF-8-encoded
string content, corresponding to the subset of bytes that can be inter-
preted as human-readable text. It is fundamental for the comparison
with current state-of-the-art tools, such as VirusTotal and MobSF. These
strings often include filenames, URLs, command-line arguments, config-
uration parameters, error messages, and other textual artifacts that may
reveal malicious intent or runtime behavior. Although such string rep-
resentations do not capture the full semantic content of memory, they
remain widely used in practical malware analysis and forensic tools due
to their interpretability and ease of processing. The extracted strings are
treated as textual documents and analysed using Natural Language Pro-
cessing (NLP) [84,85] techniques to assess the likelihood that a mem-
ory dump originates from a malicious application. The extracted strings
are treated as textual documents and transformed into numerical fea-
tures using standard document classification techniques, enabling ML
models to identify linguistic patterns indicative of malicious behavior
(e.g. URLs, domains, APIs, commands). RAMstrDroid has a threefold ob-
jective. First, it provides a complementary detection modality that fo-
cuses exclusively on human-readable evidence, offering an interpretable
baseline against which image-based and binary-level approaches can be
compared. Second, it enables a direct and fair comparison with widely
adopted analysis platforms such as VirusTotal and MobSF, which pri-
marily rely on string extraction and text-based reporting to identify in-
dicators of compromise. Third, since image-based analysis is computa-
tionally intensive and may not be suitable for real-time deployment, we
assess a lightweight methodology that can be applied at runtime. In this
context, text-based memory analysis represents the fastest alternative,
and we therefore evaluate RAMstrDroid detection accuracy by also com-
paring the extracted strings from the dynamic memory analysis with the
extracted static strings from the APK and its decompiled version with
apktool.

3.6. Data explanation

The last step of our pipeline, as depicted in Fig. 1, is the Grad-
CAM analysis with the extraction of relevant binary data. To interpret
model decisions, we apply in RAMimgDroid xAl techniques such as Grad-
CAM [86], which highlight the most influential regions of an image
in determining the classification outcome. Because each pixel uniquely
maps to a byte in the memory dump, Grad-CAM highlights can be
traced back to specific memory offsets, enabling identification of criti-
cal bytes and memory regions (e.g. stack, libraries, code segments). Sec-
tion 5.2 presents experiments where influential pixels are either isolated
or masked to assess their contribution.

We also apply NLP-based explainability techniques (LIME [87],
SHAP [39]) in RAMstrDroid to human-readable strings extracted from
the memory dumps. Strings are vectorized with TF-IDF and classified
using logistic regression, enabling extraction of textual meaningful arti-
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facts, i.e. IoC manually validated by comparing with standard analysis
tools such as VirusTotal and MobSF.

3.7. Threat model

We consider Android malware that attempts to evade conventional
static and dynamic analysis through obfuscation, reflection, runtime
loading, anti-decompilation, anti-debugging, anti-emulator checks, de-
layed payload activation, or adversarial manipulation of static/high-
level dynamic features. The attacker controls the APK under analysis
but not the analysis infrastructure, the emulator host, the memory ac-
quisition tool, or the trained model. RAMimgDroid assumes that the tar-
get application can be executed and that its user-space process memory
can be acquired during the observation window (i.e. with super-user
privileges). Kernel-level malware, attacks that compromise the analysis
environment, and memory-manipulation strategies explicitly designed
to alter the byte-to-image representation while preserving malicious ex-
ecution are outside the scope of this work and will be addressed in future
works.

4. Experimental framework

In this section, we present the obtained results for every experimen-
tal case. We used a machine different from the one used for classification
to create the dataset.

4.1. Experimental setup

The details of the experimental setup are presented in Appendix A.
We adopt an APK-level evaluation strategy. During training, each mem-
ory region inherits the label of its originating APK (benign or mali-
cious). During testing, the CNN produces a maliciousness probability
for each memory-region image. Since the final prediction target is the
APK rather than the individual memory region, all probabilities associ-
ated with the same APK are aggregated by averaging them, obtaining
a single APK-level maliciousness score. The final APK label is assigned
by comparing this aggregated score with a decision threshold selected
using Youden’s J statistic on the ROC curve. Therefore, an APK is classi-
fied as malicious when its aggregated score is greater than the selected
threshold, and as benign otherwise. All threshold-dependent results re-
ported in the experimental tables use this same APK-level aggregation
and thresholding rule. Performance is measured using accuracy, preci-
sion, recall, F1-score, and TP/TN/FP/FN rates. Misclassified APKs and
their corresponding regions are logged for detailed analysis.

We also consider a region-level evaluation as an ablation study,
where regions are independently classified and metrics are computed
at region granularity. However, since real-world malware detection op-
erates at the application level, region-level performance alone does not
reflect practical effectiveness. Therefore, we primarily report APK-level
results, using region-level analysis only for case studies and to identify
the most influential memory regions.

In short, the split unit is the APK, not the memory-region image.
Specifically for each class, 1,300 APKs, including all their extracted
memory regions, are assigned to the training set, 200 APKs, including
all their regions, are assigned to the validation set, and the remaining
APKs, again with all their regions, are used for testing (i.e. 779 for be-
nign APK and 573 for malware APK). Therefore, all regions extracted
from the same APK always belong to the same split: we never use one
region of an APK for training and another region of the same APK for
validation or testing, since this would introduce region-level leakage
and inflate the results. For each experiment, we maintain a manifest
that maps every APK to its corresponding memory-region files and split
assignment. This mapping is used for APK-level aggregation, misclassi-
fication analysis, and explainability, allowing us to trace each APK-level
decision back to the most relevant memory regions. Thus, the classifi-
cation is performed at APK-level by averaging the probabilities of all
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regions belonging to the same APK, while region-level outputs are used
only as intermediate predictions and for interpretability.

4.2. Implementation details

In this Section we explain all the implementation details related to
the pipeline framework described in Section 3 and depicted in Fig. 1,
where each paragraph corresponds to a paragraph of the methodology
and a step in the pipeline. Dataset Construction. To build the dataset,
we collected 2074 Android APKs labeled as malicious from VirusTo-
tal (spanning 2022-2024) and 2279 benign applications from AndroZoo
(2020-2022), more details in the Dataset Distribution paragraph Sec-
tion 4.3. Each sample was executed in a controlled environment based
on the Genymotion emulator, which we selected due to its scripting flexi-
bility and compatibility with automated device management via gmtool.
We compared the use of Genymotion with the official Android Studio em-
ulator and noticed that, in our dataset, evasive samples (i.e. malware
with anti-debug implementations) are executed normally in Genymo-
tion while in Android Studio the installation or execution is blocked. In
our experiments, these samples did not trigger emulator-detection be-
havior in Genymotion, even with root enabled. However, this observa-
tion is limited to our tested dataset and environment. Further studies
are required to compare different sandboxes systematically, and we en-
courage the community to conduct additional tests on this topic. Before
running each APK, the virtual device was restored to a factory-reset
state to ensure that no residual malware artifacts, cached services, or
persistent components remained in memory. During execution, permis-
sions requested by the application were automatically granted or denied
using the uiautomator2® framework, which allowed us to interact deter-
ministically with system dialogs that could not be controlled by monkey”
or droidbot [88] because of the random interaction and input. Monkey
is Android’s official command-line tool that stress-tests an app by send-
ing pseudo-random user/system events, whereas DroidBot is a Ul-guided
Android input generator that explores apps more intelligently through
GUI-aware or scripted interactions. Only applications that successfully
launched their main activity and remained active in the process list were
included in the dataset; crashes or permission failures resulted in dis-
carded samples.

RAM Extraction. Memory acquisition was performed using
Fridump [46], which relies on Frida dynamic instrumentation capabil-
ities. To use it, we installed the frida-tools Python package on the host
and deployed a matching frida-server binary on the emulated device, se-
lecting the correct architecture (armv8, armeabi, x86, or x86_64) and
ensuring version compatibility with the NDK and Python bindings. Af-
ter launching an APK, we verified its presence in the running process
list via both Linux commands (ps -A) and Frida’s own process enumer-
ator (frida-ps -U). Fridump was then attached to the target PID to enu-
merate all mapped memory regions. Since Fridump occasionally raises
a “memory access violation” when encountering a region lacking the
requested permissions, we modified the script to extract all regions
marked at least as readable, i.e. dumping all memory areas. Before
dumping, we saved the process memory map from /proc/PID/maps
so that each dumped segment, named according to its start address
(e.g. 0x7ff£3daca000_dump.data), could later be associated with its
semantic role (e.g. stack, shared library, dex file, etc.). Fridump per-
region dumping approach allowed us to avoid full-system memory im-
ages while preserving precise structural granularity.

Image Construction. After extraction, in RAMimgDroid each
memory-region binary file was transformed into (i) 2D image repre-
sentations using the binary-to-image tool of Ncarkaci et al. [62] and (ii)
1D image representation using our implementation in Algorithm 1. The
tool reads raw bytes and converts them into grayscale or RGB pixels,

6 https://github.com/openatx/uiautomator2
7 https://developer.android.com/studio/test/other-testing-tools/monkey
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rasterizing them into 2D images according to a width chosen through
Nataraj’s heuristic [62], or alternatively arranging all pixels along a sin-
gle horizontal row to produce a 1D image. This conversion was imple-
mented using the Pillow library.® which generated consistent PNG files
from raw byte sequences. Each image file was named using the original
memory-region start address so that image-level predictions could later
be mapped back to their memory origins.

Training Pipeline. In RAMimgDroid for CNN-based experiments, we
implemented a training pipeline that loads memory-region images by
parsing the previously saved maps . txt file associated with each APK, se-
lecting specific region types (stack, heap, native libraries, dex files, etc.).
The images were resized, normalized using ImageNet statistics [89], and
fed into a variety of pretrained CNN and transformer backbones. The
training loop employed the AdamW optimizer with a OneCycleLR pol-
icy, class-balanced batch sampling, and region-level inference followed
by APK-level score aggregation. Metadata (including misclassified re-
gions, Grad-CAM heatmaps, and intermediate logits) was logged for fur-
ther interpretation and correlation with memory bytes. Model evalua-
tion is conducted at the application level by aggregating predictions
from individual memory regions, and performance is quantified using
standard metrics such as ROC-AUC, PR-AUC, confusion matrices, and
detailed error analysis, including the identification of misclassified ap-
plications and the memory regions most responsible for incorrect pre-
dictions. Models were tested on 1D and 2D images, respectively, in
grayscale and RGB.

2D CNNs. In 2D CNNs for 2D images in RAMimgDroid, we employ
pretrained CNN architectures such as ResNet [90], EfficientNet [91],
MobileNet [92], ConvNeXt [93], ViT [94], InceptionNet [95], VGG16
[96], all taken from PyTorch,° plus custom models like DiDroid [4],
DexRay [25], RGB_Mem [20]. These models retain their convolutional
or transformer-based feature extractors, while their final classification
layers are replaced with binary-output heads tailored to our task.

1D CNNs. From an implementation perspective, in RAMimgDroid
one approach adapts a ResNet-18 backbone to one-dimensional input
by retaining its convolutional feature extractor up to the final convolu-
tional block. Instead of applying standard global average pooling over
both spatial dimensions, an adaptive pooling operation is used to col-
lapse the vertical dimension while preserving the horizontal extent, ef-
fectively transforming two-dimensional feature maps into sequences of
one-dimensional embeddings. A lightweight classification head is then
applied to these sequential features, combining one-dimensional convo-
lution to model local dependencies along the sequence, pooling opera-
tions to standardize feature length, and a multi-layer perceptron with
regularization to produce a binary prediction. In parallel, a fully custom
one-dimensional CNN is implemented to process horizontally serialized
memory dumps directly, without relying on pretrained two-dimensional
backbones. This architecture operates on fixed-length one-dimensional
input with multiple channels and is composed of successive convolu-
tional blocks that progressively increase representational capacity while
reducing sequence length. Pooling layers ensure a consistent feature
size for the classifier, and an attention mechanism reweights feature
channels according to their discriminative relevance. The final classi-
fier projects the learned representation into a compact latent space and
outputs a binary decision. This design enables efficient learning of se-
quential dependencies in memory data while remaining independent of
visual priors derived from natural-image datasets.

Traditional Machine Learning. In addition to end-to-end CNNs,
RAMimgDroid also employs traditional ML as a complementary anal-
ysis strategy. In particular, ML is used in two settings: (i) to classify
handcrafted features extracted from the 2D memory-derived images,
such as color, texture, gradient, statistical, and frequency descriptors;
and (ii) to evaluate Few-Shot Learning (FSL), where features extracted

8 https://pypi.org/project/pillow/
9 https://docs.pytorch.org/vision/main/models.html
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Table 1
Malware dataset statistics.
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Malware Families Malware Variants

Package / Process Names

Selected Tags Year Distribution

Name Count Name Count Name Count  Name Count  Year MinSDK  TargetSDK
trojan.coper 288 fakeapp 236 com.metasploit.stage 221 reflection 1678 2008 8 0
trojan.metasploit 206 metasploit 207 com.nameown12 138 obfuscated 1174 2009 468 110
trojan.fakeinst 175 bankbot 96 Chrome 238 runtime-modules 475 2010 311 63
trojan.opfake 117 hiddenad 88 MainActivity 221 contains-elf 263 2011 376 13
trojan.dnotua 93 boxer 80 Google-Chrome 184 crypto 276 2012 170 235
adware.hiddad 66 smssend 69 sudo 147 2013 146 39
Trojan 1876 r002cOpd324 65 detect-debug-environment 318 2014 343 24
SMS 1019 trojansms 49 exploit 192 2015 12 248
Fakeapp 251 spymax 47 CVE TCP* 47 2016 8 14
Adware 122 fakeinst 44 2017 170 137
Agent 61 2018 2 154
Exploit 57 2019 1 32
Pua 35 2020 O 159
Dropper 13 2021 0 5
Miner 2022 0 219
Keylogger 2 2023 0 1
Banking 2 2024 0

* CVE entries: CVE-2005-0068, CVE-2015-7759, CVE-2004-0790

from the last layer of ResNet-18 are given to lightweight classifiers in-
stead of retraining the full deep model. This choice is important to as-
sess whether discriminative information is already captured by com-
pact visual descriptors or pretrained embeddings, to reduce dependence
on large labeled datasets, and to provide a stronger comparison with
deep approaches. To this end, we fine-tune and compare several tra-
ditional ML classifiers, including KNN, SVM, Logistic Regression, MLP,
Random Forest, LightGBM, CatBoost, XGBoost, and an Ensemble Voting
classifier, selecting the best-performing models for each representation.
Overall, traditional ML in RAMimgDroid serves both as an interpretable
baseline and as an efficient downstream classifier for feature-based and
low-data learning scenarios.

Explainability Implementation. In RAMimgDroid, Grad-CAM visu-
alizations were computed directly on the convolutional feature maps of
each model using PyTorch hooks, and the resulting heatmaps were over-
laid on the corresponding images. A custom reverse-mapping routine
translated highlighted pixels back into their exact byte offsets by invert-
ing the rasterization process. In RAMstrDroid, for string-based analysis,
we extracted all human-readable strings from each memory dump and
APK resource file using strings and custom regex filters, then applied
TF-IDF vectorization and logistic regression. LIME and SHAP were run
on these models to identify influential tokens and compare them with
byte-level indicators discovered by Grad-CAM.

4.3. Dataset distribution

The dataset has been created with malware samples downloaded
from VirusTotal and submitted there between 2023 and 2024 but released
for different Android versions (i.e. API level) that we used to retrieve the
year release as VT only has the submitted year. The malware dataset is
illustrated in Table 1 and the benign dataset in Table 2.

Temporal and Source Bias Considerations. The benign and mali-
cious samples used in this study come from different collection sources:
benign applications were collected from AndroZoo, whereas malicious
applications were obtained from VirusTotal. We acknowledge that dif-
ferent sources may introduce provenance-related confounding factors,
such as differences in metadata availability, packaging style, or submis-
sion/collection procedures but correspond to real-world different play-
stores, authors, styles, etc. However, in this study, we focus on the run-
time execution of the app by dumping its RAM and converting into
RGB images and such metadata are not objective of this study. Addi-
tionally, the collection or submission date should not be interpreted as
the actual temporal characteristics of the APK. An application submit-
ted to VirusTotal in a given year may have been developed earlier or

may target older Android API levels; similarly, the AndroZoo collection
period does not necessarily correspond to the APK build period. For
this reason, we characterize both benign and malicious applications us-
ing SDK-related information extracted with aapt,'® namely MinSDK and
TargetSDK, and report the corresponding SDK/API-year distributions in
Table 2 for benign and Table 1 for malware. MinSDK specifies the min-
imum Android API level required for an application to run, whereas
TargetSDK specifies the Android API level against which the applica-
tion was designed and tested, influencing the platform behavior and
compatibility rules applied to it. The SDK/API-year distribution is ob-
tained by mapping each MinSDK and TargetSDK API level to the release
year of the corresponding Android version. Therefore, these years char-
acterize the Android platform generations supported or targeted by the
application. These tables show that benign and malicious applications
are not separated into disjoint temporal/API spaces. In particular, the
benign set is strongly concentrated in TargetSDK/API years 2020-2022,
and the malware set also contains samples mapped to the same TargetS-
DK/API years. Therefore, the dataset does not simply compare recent
benign applications against malware belonging to an unrelated APK/API
period. Instead, both classes include applications targeting overlapping
Android/API generations, although the malware set remains more het-
erogeneous and also includes samples targeting older Android versions.
To further assess whether RAMimgDroid relies only on temporally spe-
cific artifacts, we added a temporal-drift analysis, later described in
Section 5.3. This additional experiment is used to verify whether the
learned RAM-image representation can generalize to malware built with
SDK/API that were released later with respect to the samples in the train-
ing set. The metadata reported in Table 1 are not used as explicit input
features, i.e. package names, runtime process names, VirusTotal tags,
family labels, collection metadata, and SDK/API-year information are
not provided to the CNN. The classifier receives only the image rep-
resentation derived from memory bytes, while metadata are used for
dataset characterization, APK-level aggregation, and post-hoc analysis.
Table 1 is therefore descriptive: it reports VirusTotal tags and runtime-
observed package/process names to characterize the malware set, but
RAMimgDroid performs only binary benign/malicious classification and
does not classify malware families, tags, or process names.

Finally, although the SDK/API-year analysis and the temporal-drift
experiment mitigate the concern that the model is simply learning a triv-

10 Android Asset Packaging Tool (AAPT) is part of the Android build toolchain
for compiling and packaging application resources; it can also inspect APKs and
extract metadata https://developer.android.com/tools/aapt2
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Table 2
Benign dataset SDK/API-year distribution at APK
level.
SDK/API Year MinSDK APKs TargetSDK APKs
2009 1 0
2010 5 0
2011 21 0
2012 322 1
2013 408 1
2014 885 0
2015 399 2
2016 161 0
2017 58 1
2018 9 1
2019 0 4
2020 0 1715
2021 0 410
2022 0 133
Total APKs 2278 2278

The SDK/API year is derived from the MinSDK and
TargetSDK values extracted with aapt and does not
represent the APK collection or submission year.

ial temporal split, they do not completely eliminate all possible source-
related effects. Time-specific, source-specific, or family-specific artifacts
may still appear in memory. We therefore explicitly report this aspect
as a threat to validity and consider fully source-matched and family-
stratified evaluations as future work.

Memory Areas and Image Characteristics. Android RAM is dom-
inated by dynamically linked and optimized code artifacts, while raw
APK files are rarely present in memory. The derived image representa-
tions of RAMimgDroid show skewed, mostly elongated dimensions that
are similar across benign and malicious samples, making size alone non-
discriminative. Instead, distinctive structural patterns emerge when di-
mensions are analysed per memory region (e.g., uniform stacks, compact
libraries, heterogeneous application artifacts). Therefore, discrimination
depends on structural and content-level characteristics rather than im-
age size. A detailed breakdown is provided in Appendix A.

4.4. Acquisition methodologies

Analysing current works on Android malware detection based on
memory analysis, we observed that such approaches typically rely on ex-
ternal tools for memory acquisition. For example, RGB_Mem [20] lever-
ages Memfetch'! to acquire the analysed process memory. For this rea-
son, we conducted a comparative analysis'?> between the acquisition
methodologies of Memfetch and Fridump by executing the same appli-
cation under identical environmental conditions. The extracted mem-
ory dump sections were compared using the difflib'® library, based on
the Ratcliff/Obershelp similarity coefficient.'* Performing this analy-
sis, we observed that the content of the user-space memory regions
is identical across the two tools, demonstrating that both acquisition
methodologies are valid and capable of extracting the same memory
data at the user-space level. The differences observed in the number
and structure of output files are related to the acquisition strategies.
Memfetch operates at a lower level, reading process memory through
kernel interfaces such as /proc/<pid>/mem and ptrace, which allows it
to extract larger contiguous memory ranges and, in some cases, kernel-
related or kernel-assisted mappings that are not exposed as standard
VMaA:s. In contrast, Fridump relies on Frida ReadProcessMemory API and

11 https://github.com/citypw/lcamtuf-memfetch

12 The full results of the comparative analysis of acquisition methodologies are
available at https://doi.org/10.5281/zenodo.18866707

13 https://docs.python.org/3/library/difflib.html#module-difflib

14 https://xlinux.nist.gov/dads/HTML/ratcliffObershelp.html
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strictly adheres to the Virtual Memory Area (VMA) boundaries defined
in /proc/<pid>/maps, dumping each VMA as an independent file and
thereby fragmenting some logical regions into multiple smaller chunks.
As a result, Memfetch typically produces a higher number of dump files,
reflecting a more inclusive and fine-grained capture rather than miss-
ing coverage in Fridump. Nevertheless, when the analysis is restricted
to user-space memory regions and the extracted fragments are normal-
ized at the semantic level, the comparison confirms that Memfetch and
Fridump produce consistent and equivalent acquisition results. As we
were interested in the user-space memory acquisition and Fridump pro-
duces a lightweight coherent result, we opt for this acquisition method-
ology.

5. Core experimental results

This section reports the main findings of RAMimgDroid. We first iden-
tify the memory-region configurations that are most representative and
informative for Android runtime malware detection. We then assess how
different region encodings (i.e. 1D vs. 2D, RGB vs. grayscale) affect
classification, and proceed with feature-based baselines and CNN-based
models. Next, we evaluate robustness under temporal variation, consid-
ering both execution-time effects (i.e. the impact of the specific memory
dump time during app execution) and longitudinal malware evolution,
namely the performance changes that arise when malware samples be-
long to different collection years and, therefore, reflect different fami-
lies, behaviors, and Android ecosystem conditions, including changes in
OS versions and in the application APIs leveraged by the apps.

After selecting the best-performing configuration, we analyse model
behavior through attribution, highlighting the most influential memory
regions and pixels and mapping them back to the corresponding byte off-
sets in the original dumps. This reverse-mapping enables the extraction
of concrete meaningful artifacts, i.e. IoC that support human analysis
and facilitate comparison with the selected state-of-the-art tools (Virus-
Total and MobSF), in particular when using RAMstrDroid. The implica-
tions of these results, together with qualitative evidence and tool-based
comparisons, are discussed in Section 6 and further examined through
case studies in Section 6.2.

5.1. Memory region classification

This experiment investigates how the choice of memory-area selec-
tion impacts the detection performance of a fixed model. We adopt
ResNet-18 [90] as a representative backbone due to its relatively
small parameter count and lower complexity, which reduces overfit-
ting on limited or specialized datasets (e.g. malware and a few-shot
settings) and enables faster training and inference on constrained hard-
ware [97]. Following the memory taxonomy in Section 2.2, we eval-
uate five configurations, reported in Table A.3: (i) memory, group-
ing memory-management regions (stack, vdso, vvar, vsyscall,
heap); (i) stack only, capturing per-thread execution context (call
frames, local variables, arguments, return addresses, and saved regis-
ters); (iii) base, including code artifacts and optimizations (base.apk,
base.vdex, base.odex); (iv) full apk, extending base with execution-
related components such as native libraries, preferences, databases, and
cookies; and (v) data, comprising application and system runtime files
(app data, caches, temporary storage) together with the full apk code
components. For each configuration, we include the memory and stack
regions to preserve core runtime context. As reported in Fig. 2 and de-
tailed in Appendix A (Table A.4), the performance differences across the
considered configurations are overall limited, with most combined re-
gions yielding true-positive and true-negative rates above 96%. In par-
ticular, base-apk & stack achieves 97.4% TP, 2.6% FP, 1.6% FN, and
98.4% TN, while apk-full & memory reaches the highest TP rate (97.7%)
with only 2.3% FP. The selected data + stack configuration remains
slightly below these peak results, with 96.6% TP, 3.4% FP, 3.0% FN, and
97.0% TN, but it is retained as the primary setting because it captures a
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Fig. 2. Precision and Recall for the different selection of combined memory-region configurations with ResNet-18.

broader combination of runtime and application-specific artifacts while
preserving a well-balanced error profile. More specifically, this configu-
ration includes initialized and uninitialized data sections together with
stack context, thereby covering app resources, intermediate execution
data, thread-level runtime traces, installation and optimization stages
(e.g. compiled artifacts), cached and local runtime files, app-specific
resources. They collectively provide broader behavioral coverage than
code-only or memory-only subsets, that are not fully represented by
code-only subsets. This suggests that the core APK artifact already con-
tains most of the discriminative signal, while runtime regions provide
complementary evidence that further improves robustness when used
in targeted combinations rather than in isolation. Overall, these results
suggest that the core APK artifact contains most of the discriminative
signal, whereas selected runtime regions provide complementary evi-
dence that improves robustness when combined with application data
rather than considered in isolation.

Takeaways

e Data + stack yields the best performance balance.
¢ Runtime data improves detection over code-only regions.
o Stack context is critical for robust classification.

5.2. Image representation

The main goal of this section is to identify the most representative
image encoding and learning configuration for Android runtime mal-
ware detection. To this end, Table 3 provides an overview of the main
design dimensions considered in RAMimgDroid, including 1D versus 2D
image construction, RGB versus grayscale encoding, and the different
learning settings adopted in the ablation study. The table should there-
fore be read as a comparative summary of how representation choices
affect detection performance, while the following paragraphs discuss
each aspect in more detail.

1D vs 2D Encoding. We first analyse the impact of spatial represen-
tation by comparing 1D and 2D encodings. Results in Table 3 show that
1D representations consistently outperform their 2D counterparts in ma-
licious detection rate. While 2D images allow the use of standard vision
architectures, they introduce artificial vertical adjacency between non-
contiguous memory bytes, potentially generating spurious correlations.
By contrast, the 1D encoding preserves byte sequentiality and provides
more stable and robust performance across models.

RGB vs Grayscale. We then evaluate the impact of color space
by comparing RGB and grayscale encodings, shown in Table 3. RGB
representations consistently achieve higher or more balanced TPR for
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Radar Chart: Confusion Matrix Comparison Across Models
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Fig. 3. Training (last epoch) and testing confusion matrix for pre-trained Py-
Torch CNNs (resnet18, resnet50 and mobilenetv3-small) considering pre-trained
weights or not and state-of-the-art CNNs implementations (didroid, dexray,
crgbmem).

both benign and malicious classes. This suggests that multi-channel
encoding captures richer structural patterns from memory regions,
whereas grayscale representations may lose discriminative information.
Although grayscale performs competitively in some configurations, RGB
combined with 1D encoding yields the best overall trade-off between ac-
curacy and error rates.

CNN Architectures. Building upon the best-performing data—stack
configuration, we compare multiple CNN architectures, including
ResNet18/50, MobileNet variants, ConvNeXt, EfficientNet, VGG16, and
ViT, as well as malware-specific networks such as DiDroid, DexRay, and
RGB_Mem. As shown in Fig. 3 and detailed in Appendix A (Table A.5),
literature CNN implementations underperform on this dataset. Across
all experiments, ResNet-18 achieves the best balance between accuracy
and FPR/FNR. Interestingly, loading ImageNet pretrained weights does
not significantly affect performance, indicating that natural-image pri-
ors are not decisive for memory-derived images.

Handcrafted Features and Few-Shot Learning. We further com-
pare deep models with handcrafted image features combined with tradi-
tional ML classifiers. First, traditional descriptors (e.g., color moments,
LBP, HOG, GLCM, statistical features) provide moderate performance
but remain clearly inferior to end-to-end CNN approaches as in Figs. 4
and 5. Secondly, applying Few-Shot Learning in the last layer of ResNet-
18 improves robustness compared to handcrafted pipelines; however,
the full end-to-end CNN training remains overall superior. These results
confirm that deep representation learning is more suitable than man-
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Fig. 4. Details of Feature classification for 2D RGB images. Accuracy, precision, recall and F1 metrics for the classification using all the features (color moments,
edge, frequency, GLCM, hog, HSV, Hu, LBP, RGB, statistics) classified with fine tuned algorithms (from left to right: KNN, SVM, Random Forest - RF) compared with

Few Shot Learning (FSL) in the last layer of ResNet18.
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Fig. 5. Details of feature classification for 2D RGB images. F1 score for the classification using all the features (color moments, edge, frequency, GLCM, hog, HSV,
Hu, LBP, RGB, statistics) classified with fine tuned algorithms (from left to right: KNN, SVM, Random Forest - RF).

ual feature engineering for runtime memory images as in Appendix A
(Fig. A.1 and Table A.6).

Attribution-Based Ablation. To better understand model behav-
ior, we conduct attribution-based ablation experiments by removing or
isolating the most influential memory regions and pixels identified via
Grad-CAM (Table 3). When the most relevant regions are removed from
RGB images, malicious TPR collapses dramatically (e.g., down to 2.12%
for ResNet18_1D), while benign TPR remains near 100%, demonstrat-
ing that these regions are critical for malware discrimination. A simi-
lar degradation is observed when removing the most influential pixels.
Conversely, classifying only the most relevant regions or pixels does not
fully recover performance, indicating that although highly discrimina-
tive areas are essential, contextual information from less salient regions
also contributes to robust detection. Overall, these results confirm that
the learned representations capture meaningful runtime artifacts rather
than spurious patterns, and that 1D RGB combined with ResNet-18 pro-
vides the most stable and effective configuration, see Table 3. Impor-
tantly, these class-wise TPR results should be interpreted as complemen-
tary to the shuffle-based validation accuracy reported in the robustness
analysis in Table A.7: the former describes how errors are distributed
across benign and malicious samples, whereas the latter summarizes the
aggregate stability of the model across repeated splits.

12

Takeaways

e Both 1D RGB and grayscale encodings yield the most stable and
effective detection performance.

* ResNet-18 provides the best balance between accuracy and error
rates across configurations.

¢ Attribution analysis confirms that influential regions and pixels
are critical for malware discrimination.

. _/

5.3. Robustness analysis

We evaluate the robustness of RAMimgDroid along four complemen-
tary dimensions: temporal drift across years, data shuffle, dump-time
sensitivity during execution, and resistance to adversarially crafted sam-
ples.

Temporal Drift. To assess long-term generalization, we trained
ResNet-18 in malware samples from 2017-2018 (291 samples), vali-
dated in 2020 samples (159), and tested in 2022 samples (219). Despite
differences in Android versions and runtime environments, the model
demonstrates strong generalization, achieving 95.56% training accuracy,
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TPR (%) for benign and malicious samples across CAM modes and models.

Group Mode Custom1D ResNet18_1D ResNet18_2D
Benign  Malicious  Benign Malicious  Benign Malicious
Classification
RGB 97.81 97.88 98.19 97.52 97.41 96.11
Gray 97.16 98.41 98.45 97.35 96.87 96.64
Abl. study
Remove regions RGB 100.00 16.40 100.00 2.12 99.73 4.60
Remove pixels RGB 99.61 20.00 100.00  0.00 99.46 42.30
Classify regions RGB 97.94 81.06 99.87 0.00 99.86 95.22
Classify pixels RGB 98.19 41.24 100.00  4.25 100.00 1.42

97.75% validation accuracy (98.8% TPR for malware), and 97% test ac-
curacy with a 96.8% malware TPR. This indicates that memory-based
representations capture structural runtime behaviors that remain stable
across Android evolutions. In contrast, training exclusively on pre-2017
samples leads to unstable predictions, likely due to architectural transi-
tions such as the shift from DVM to ART, suggesting that runtime evo-
lution impacts memory patterns when training data is too temporally
distant.

Shuffle. Randomly permuting the sample order at the beginning
of each epoch is a key step to prevent the optimizer from exploiting
spurious correlations induced by data ordering and to improve gener-
alization. In our setting samples can be naturally clustered by acqui-
sition time, device/app provenance, malware family, or preprocessing
pipeline. In this way, presenting data in a fixed order may create long ho-
mogeneous stretches (e.g. many malicious or many benign samples in se-
quence, or visually similar dumps back-to-back), producing biased gra-
dient updates and slower/less stable convergence. Under this configura-
tion, the model exhibits fast convergence and stable learning dynamics
across epochs. Validation accuracy consistently stabilizes between 87%
and 89%, with peak performance reaching 89%, while ROC-AUC and PR-
AUC remain robust at approximately 0.92-0.93, confirming strong class
separability and reliable ranking capability. The confusion matrices con-
sistently show high malware recall (~x93-96%) and slightly lower benign
recall (~#80-84%), indicating a systematic bias toward minimizing false
negatives. Although occasional transient drops appear during intermedi-
ate epochs, the model rapidly recovers and no progressive degradation
is observed in later stages, suggesting limited overfitting. Shuffle and
time-drift results are detailed in Appendix A (Table A.7). These aggre-
gate shuffle results should therefore be interpreted together with, rather
than as a direct substitute for, the class-wise TPR values reported in
Table 3, since accuracy summarizes overall performance whereas TPR
highlights class-specific error behavior.

Dump-Time Sensitivity. We further analyse robustness with respect
to execution time. For a subset of previously misclassified applications,
memory was dumped repeatedly over a two-minute window at 10-s in-
tervals (excluding the first 15 s after startup). In most cases, malware
becomes detectable as execution progresses, indicating that early dumps
may miss delayed malicious payload activation. A detailed experiment
on a Chrome-based malware sample'® shows that all later acquisitions
are correctly classified as malicious. We also observe that the aggrega-
tion strategy influences detection: using the average probability across
regions provides stable global predictions, whereas the maximum strat-
egy increases sensitivity but also raises false positives. We therefore
adopt the average aggregation for standard detection and reserve the
maximum strategy for deeper inspection of ambiguous or previously
misclassified samples.

SDK Analysis. To further assess whether the classification perfor-
mance could be driven by TargetSDK-related artifacts (Tables 1 and 2),
we conducted two complementary controlled experiments shown in Ta-
ble 4. First, we constructed an exactly TargetSDK-matched dataset con-
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taining 297 benign and 297 malicious APKs, with identical class dis-
tributions across TargetSDK 30, 31, 32, and 33. Across five repeated
splits, all three CNN configurations (i.e. ResNet1l8 2D, ResNet18 1D
and Custom 1D) maintained high performance, with mean accuracies
ranging from 95.11% to 97.02% and ROC-AUC values from 0.9874 to
0.9931; in particular, ResNet18-2D achieved 97.02 + 1.90% accuracy and
0.9922 + 0.0082 ROC-AUC. These results indicate that the strong classi-
fication performance cannot be explained solely by the different Tar-
getSDK distributions of benign and malicious applications. Second, we
evaluated a stricter cross-TargetSDK setting using balanced cohorts of
128 benign and 128 malicious APKs for each SDK, training and vali-
dating exclusively on one TargetSDK and testing on the other unseen
TargetSDK. When training on SDK 32 and testing on SDK 30, perfor-
mance remained high, reaching 92.11 + 1.73% accuracy for Custom1D
and 91.25 + 7.40% for ResNet18-1D, with ROC-AUC values of approxi-
mately 0.986. The reverse SDK 30-to-32 direction was more challeng-
ing, with mean accuracies between 66.17% and 69.84%; however, this
degradation is consistent with a stronger cross-SDK domain shift, since
applications targeting a newer SDK may exhibit different API usage, li-
braries, compilation and dependency patterns, compatibility behavior,
and consequently different runtime-memory structures. Importantly, de-
spite this shift, ROC-AUC remained high, ranging from 0.9377 to 0.9642,
showing that the models largely preserved their ability to rank malicious
APKs above benign ones even in an unseen SDK domain. The lower
threshold-based accuracy therefore appears to reflect, at least in part, a
cross-SDK calibration shift rather than a complete loss of the underlying
malware-discriminative signal. Overall, the two experiments show that
RAMimgDroid is robust to TargetSDK-related class imbalance and retains
substantial discriminative capability across unseen SDK domains, while
also indicating that fixed decision thresholds are not fully invariant to
changes in the TargetSDK domain.

Adversarial Robustness (ELSA Dataset). To evaluate resistance
against adversarial manipulation, we tested our method on a restricted
dataset of adversarial APKs from the ELSA competition, part of the ELSA
Horizon Europe EU project,'® specifically crafted to bypass detectors
such as Drebin and Mamadroid. When evaluated using Entroplyzer for
dynamic analysis, these samples evade most traditional classifiers, with
only SVM achieving moderate recall (80%). In contrast, our RAM-based
approach successfully detects all adversarial samples. This result high-
lights that memory-level representations capture runtime artifacts that
remain observable even when static features and entropy-based signals
are manipulated to resemble benign behavior.

Overall, these experiments demonstrate that memory-based detec-
tion is robust to temporal drift, execution-time variability, and adversar-
ial evasion techniques, provided that acquisition timing and aggregation
strategies are properly handled.

16 The ELSA competition website is available at the following link: https:
//benchmarks.elsa-ai.eu/?ch = 6. The related dataset is available from the com-
petition organizers upon motivated request.
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TargetSDK robustness analysis. The TargetSDK-matched experiment evaluates classification after removing the TargetSDK—class correlation, whereas the cross-
TargetSDK experiment evaluates generalization to an unseen TargetSDK domain. Results are reported as mean =+ standard deviation over five runs.

Experiment Model Accuracy (%)  Benign TPR (%)  Malware TPR (%)  ROC-AUC
TargetSDK-matched: identical TargetSDK distribution for benign and malware
Matched TargetSDK ResNet18-2D 97.02 +1.90 99.15 +1.90 94.89 +4.15 0.9922 + 0.0082
Matched TargetSDK ResNet18-1D 95.74 +£2.38 99.57 £0.95 91.91 £4.61 0.9874 £ 0.0174
Matched TargetSDK Custom1D 95.11 +3.81 98.72 +2.85 91.49 +7.52 0.9931 + 0.0063
Cross-TargetSDK: train/validation on TargetSDK 30, test on unseen TargetSDK 32
SDK 30 — 32 ResNet18-2D 68.4 +19.0 97.8 39.1 0.9642
SDK 30 — 32 ResNet18-1D  66.2+15.7 99.2 33.1 0.9377
SDK 30 — 32 Custom1D 69.8 +20.3 98.3 414 0.9480
Cross-TargetSDK: train/validation on TargetSDK 32, test on unseen TargetSDK 30
SDK 32 - 30 ResNet18-2D  86.3 +20.3 94.5 78.0 0.981
SDK 32 — 30 ResNet18-1D  91.3+74 92.7 89.8 0.986
SDK 32 — 30 Custom1D 921+17 88.8 955 0.986
Misclassified + Evasive Samples per Detector
3001 Category

[ Misclassified
[ Evasive

Detector

RAM-based detectors

Fig. 6. Number of evasive (Blue, below part in histogram) and misclassified (Pink, upper part in histogram) samples in the different tools, algorithms and models.
(For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

Takeaways

e Memory representations remain stable across Android runtime
evolutions.
e Proper dump timing and aggregation are critical for reliable de-
tection.
¢ Runtime memory analysis effectively counters adversarial and
evasive malware.
. J

6. Discussion

In the following sections we will highlight specific cases and discuss
the most important findings of our experiments.

6.1. Misclassified samples

Analysis Setup and Anti-Analysis Limitations. By using a subset
of 573 malware samples for the testing phase, we analysed why and
for which reasons some malware are not detected as shown in Fig. 6
and detailed in Appendix A (Table A.8). First of all, we tested our APK
dataset with four of the most used approaches in the literature: Drebin
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[2], Didroid [4] and DexRay [25] for static feature extraction, and an
adapted version of Entroplyzer [5] for dynamic analysis (we used their
methodology but modified their code!”). We immediately noticed that
about 300 malware apps could not be analysed by those static tools be-
cause of anti-reverse countermeasures (i.e. errors during apktool and an-
droguard analysis) and about 60 apps failed due to anti-dynamic mech-
anisms such as the impossibility of hooking specific functions.

We modified the Entroplyzer code because it relied on droidbot to
stimulate the APK. Due to its random input behavior (i.e. sometimes
only adjusting device volume instead of interacting with the applica-
tion), stimulation often failed and the application did not start, further
increasing the number of not-analysed samples. As a consequence, no
function could be hooked and the memory content remained empty.
Therefore, we adopted the uiautomator approach used in our dataset
generation pipeline, successfully dumping almost every application. It
is worth noting that Entroplyzer does not extract RAM content but only
memory usage statistics through dumpsys.

Feature Engineering vs Memory-Based Analysis. Following tradi-
tional methodologies, specific features must be extracted from the APKs,
leading to three main issues: (i) the APK may not statically or dynami-
cally use the selected API; (ii) the APK may use the selected API but em-

17 https://github.com/slsanna/entroplyzer_update_SannaRAM
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ploy adversarial techniques to bypass detection; (iii) feature engineering
requires the analyst to carefully select discriminative APIs, often involv-
ing reverse engineering.

Conversely, in RAMimgDroid, the analyst does not need to manually
identify specific APIs. The only requirement is to execute the application
and dump the memory, which contains plain-text artifacts and runtime
behaviors, eliminating the dependency on predefined feature sets.

Retraining and Initial Misclassification Results. For anti-analysis
APKs, we retrained RAMimgDroid excluding the 360 samples that were
used exclusively in the test set. Using the 2D RGB image representation
with data-stack memory selection and a pre-trained ResNet18 backbone,
our model correctly identified almost all malware samples, with only 10
misclassifications. These samples were immediately added to the mis-
classification analysis subset for deeper inspection.

Comparison with State-of-the-Art Approaches. We then com-
pared the misclassified samples of RAMimgDroid with those produced
by Drebin, DexRay, Entroplyzer, and RGB_Mem (including their CNN ar-
chitectures). Considering the same test samples, our approach resulted
in fewer misclassifications compared to other CNN-based methods. The
image representation also plays a role: in 1D encoding, we observed only
9 misclassified samples using grayscale 1D images with a custom CNN
architecture. We did not perform a systematic repeated-dump analysis
on benign applications; therefore, the impact of repeated dumps on false
positives remains part of future work.

Although Drebin reported only 2 misclassified malware samples com-
pared to 22 in our approach, it failed to analyse approximately 200 APKs
due to anti-analysis protections. In contrast, our memory-based method
successfully extracted RAM from all applications. Importantly, when-
ever static or dynamic analysis failed, RAM analysis remained effective,
as at least one CNN trained on the RAM dump detected the malware.
Only 2 applications were misclassified by every literature approach and
by RAMimgDroid. These cases likely depend on intrinsic family char-
acteristics or strong anti-analysis behaviors. In a few cases, misclassifi-
cation was linked to inefficient dump timing, where an early dump at
application startup was insufficient to capture malicious activity.

Family-, Tag-, and Year-Based Error Distribution. Misclassifica-
tion errors are not uniformly distributed across families, tags, and years.
Certain families such as Dnotua variants (FakeApp, AACF) and specific
PUA subfamilies exhibit extremely high misclassification percentages
(above 70%), while larger and more diverse families such as Opfake
or Pjapps show only partial misclassification. This suggests that homo-
geneous subgroups sharing similar obfuscation techniques, runtime be-
haviors (e.g. reflection, runtime modules, clipboard usage), or structural
characteristics are harder for the model to distinguish from benign ap-
plications, leading to cluster-level errors.

Tag correlation reinforces this observation: heavily obfuscated or
stealthy apps involving send-sms, telephony, or GPS checks tend to be
more error-prone, since such features overlap with legitimate behav-
iors in communication or system-service apps. Year-wise clustering (e.g.
2010-2011, 2017-2018) often corresponds to the introduction of new ob-
fuscation strategies or underrepresented malware families in the train-
ing distribution. Notably, most applications in these categories are still
correctly identified. Therefore, misclassification is not driven by a sin-
gle feature but by complex combinations of family traits, obfuscation
techniques, and contextual noise.

Homogeneity vs Heterogeneity Effects. In categories where 100%
of the samples were misclassified (e.g. PUA.Dnotua/ FakeApp with all 16
samples incorrectly flagged), this typically reflects small and highly ho-
mogeneous subgroups where the classifier lacks discriminative power.
Conversely, more heterogeneous families such as Trojan.Opfake/Tro-
janSMS (32 samples, 10 misclassified) or Trojan.Pjapps/Adrd (35 sam-
ples, 10 misclassified) exhibit partial misclassification, indicating that
diversity in code and behavior improves generalization capability.

Temporal Dumping Strategy. To further investigate these cases,
we selected representative applications across families, years, and tags,
including the 9 anti-analysis samples misclassified by RAMimgDroid in

15

Journal of Information Security and Applications 103 (2026) 104632

the early-dump setting. For each APK, memory was dumped after an
initial 15-s waiting period from application startup and then every 10
s for 30 s, resulting in three additional dumps per APK. Results indi-
cate that detection performance strongly depends on dumping time: all
9 samples missed in the early dump were detected from the first ad-
ditional snapshot. This confirms that early dumps may miss malicious
runtime behavior, whereas later dumps allow the model to capture dis-
criminative artifacts loaded during execution. Notably, network-based
detection mechanisms could identify these samples more easily, sug-
gesting that misclassification primarily depends on temporal memory
acquisition rather than intrinsic invisibility of the malware.

e N
Takeaways

Traditional static and dynamic tools failed on over 350 malware.
e Most RAM errors occurred in small or homogeneous families.
Detection depended on dump timing.
o All adversarial ELSA samples were correctly detected as mal-
ware.
\ J

6.2. Case study

In this section, we further highlight the importance of RAM anal-
ysis with RAMstrDroid by comparing the extracted data and mean-
ingful artifacts, i.e. IoC, with VirusTotal and MobSF reports. Accord-
ing to the dataset distribution, we selected the Chrome (package name
com.nameownl2), WhatsApp (package name sigma.male) and Avast
(package name
produces.amber.ultra) malware applications for comparative analy-
sis. All of them belong to the trojan category. We also included the Klee
Prank Adventure malware app, which was misclassified by every detector
except the grayscale encoding using the custom 1D CNN.

Comparison with VirusTotal and MobSF. In these experiments,
we considered the VirusTotal report, the static and dynamic analysis of
MobSF, and RAMstrDroid, i.e. the strings extracted from RAM through
early dumping. Naturally, RAM analysis does not provide malware la-
bels, family attribution, or exploited vulnerability information as Virus-
Total and MobSF do. Moreover, RAM cannot directly infer purely static
properties such as permissions, certificates, or manifest declarations, un-
less the corresponding API calls are executed during the dump window.

However, RAMstrDroid reveals richer runtime artifacts compared
to MobSF and VirusTotal. For example, RAM extraction retrieves
clipboard content (e.g. captured text or images), file artifacts
(e.g. cookies, temporary pictures), API usage logs (e.g. SEND_SMS,
RECORD_AUDIO), file paths and hidden libraries (e.g. python2.7/
// _MozillaCookieJar.pyo in KleePrank), runtime-loaded modules
and reflective calls, URLs and emails triggered only at execution
time (e.g. tsbogend[at]alphaldot] // franken), runtime-resolved
domains (e.g. ip-api.com), activated services and receivers (notifica-
tion listeners, accessibility hooks), suspicious shared preferences, and
temporary files. Therefore, RAMstrDroid captures concrete execution ar-
tifacts that static and lightweight dynamic tools may overlook.

Obfuscation, Encryption, and Runtime Decryption Evidence.
RAM analysis is particularly effective against obfuscation and encryp-
tion techniques. While MobSF or VirusTotal typically report the presence
of reflection or obfuscation mechanisms, RAMstrDroid, even with RAM
early dumps, exposes the actual decrypted and unpacked artifacts. For
instance, RAM clearly reveals control-flow obfuscation (renamed pack-
ages), runtime payloads embedded inside the application bundle, na-
tive libraries used for obfuscation, runtime dex loading and reflection,
string hiding techniques (base64 encoding, encrypted strings decoded at
runtime), cleartext network traffic, hardcoded keys, and custom crypto-
graphic routines in native code.

In the case of KleePrank, Python .pyo files and temporary unpacked
artifacts were visible during execution, indicating encrypted or packed
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content in the APK that becomes accessible only at runtime. RAM cap-
tures post-decryption strings and network endpoints (e.g. ip-api calls)
extracted with RAMstrDroid, as well as the precise moment when pay-
loads are loaded or files are written. Static analysis, instead, can only
observe encrypted blobs without accessing their decoded content.

Emulator Detection and Sandbox Reliability. Due to emulator-
detection mechanisms, several malware samples could not be installed
on the Android Studio emulator (ARM and x86_64). However, they suc-
cessfully executed and allowed RAM dumping on Genymotion, showing
that it was suitable for our tested dataset and environment.

String-Based NLP Classification and Explainability. In RAM-
strDroid, we performed classification based solely on RAM-extracted
strings using NLP techniques. For comparison, we also extracted strings
statically from the APK, including the manifest, DEX files, and com-
piled or decompiled code with apktool. As shown in Table A.9, the
RAM-based approach achieves the highest malware recall, detecting a
larger proportion of malicious samples and therefore producing fewer
false negatives. However, it exhibits lower malware precision and be-
nign recall, resulting in more benign samples being incorrectly classi-
fied as malicious. The apktool-based approach obtains the highest ac-
curacy on the successfully processed subset, but it fails to analyse 494
APKs and does not capture dynamically loaded, unpacked, or decrypted
runtime artifacts. Therefore, RAM-extracted strings are not superior as a
standalone malware detector in this setting, but provide complementary
runtime evidence that can increase confidence in malicious predictions
and reveal artifacts unavailable to static analysis, as demonstrated in
Table A.10. From a forensic perspective, pure string analysis is limited
because behavioral correlations are difficult to reconstruct. However,
from a malware detection standpoint, deobfuscated strings, encryption
keys, or cleartext network artifacts can serve as strong indicators of ma-
liciousness.

The NLP-based classifier of RAMstrDroid achieved an F1-score of 87%
in distinguishing benign and malicious samples. To interpret the results,
we applied SHAP and LIME explainable Al methods, which consistently
identified the strings related to the data memory regions among the
most influential features. Although string-based classification is less ro-
bust than CNN-based image representations of RAM, RAMstrDroid can
serve as a lightweight and fast detection layer, particularly useful in real-
time scenarios because string extraction can be performed with lower
computational overhead than image conversion and CNN inference. Ad-
ditionally, strings analysis methodology can be used as an auxiliary
module to detect obfuscated and anti-analysis malware as shown in Ap-
pendix A (Table A.10). We better position RAMstrDroid as an auxiliary
tool instead of a standalone approach.

Overall Considerations. In summary, the most effective malware
detection strategy emerges from the combination of static and dynamic
tools. Static analysis enables rapid initial classification and identifica-
tion of known indicators. Dynamic analysis provides behavioral insights.
RAM inspection, both from RAMimgDroid and RAMstrDroid, plays a cru-
cial complementary role by exposing hidden, decrypted, and runtime-
generated artifacts that cannot be observed through static inspection
alone. Together, these layers provide a comprehensive understanding
of malicious applications.

Comparison between RAMimgDroid and RAMstrDroid. The com-
parison between RAMimgDroid and RAMstrDroid highlights the trade-
offs between image-based and string-based memory analysis. The image-
based approach preserves the raw byte structure of process memory
and enables the model to learn low-level, non-textual patterns that may
not be directly visible to human analysts or string extraction tools. This
makes RAMimgDroid more suitable for robust malware detection, espe-
cially in the presence of obfuscation, anti-analysis techniques, runtime-
loaded components, or memory artifacts that are not encoded as read-
able text. However, this approach requires memory-to-image conver-
sion, CNN-based processing, and explainability techniques to map rele-
vant pixels back to the corresponding memory bytes. Conversely, RAM-
strDroid is faster, lighter, and more directly interpretable, since it ex-
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poses human-readable runtime artifacts such as URLs, file paths, API
names, commands, cookies, temporary files, and decrypted strings. This
is evident in the case studies, where RAMstrDroid revealed artifacts such
as clipboard data, hidden Python .pyo files, runtime-resolved domains
such as ip-api . com, and suspicious API-related strings such as SEND_SMS
and RECORD_AUDIO, which are useful for forensic interpretation and
comparison with VirusTotal and MobSF. Nevertheless, RAMstrDroid may
miss non-textual or structural memory evidence, such as repeated byte
patterns, padding values, high-entropy fragments, or stack/data-region
markers like 00, 333333, f£ffff, and deadbeef. Although these patterns
are not necessarily meaningful as readable strings, RAMimgDroid can
still exploit them because every memory byte is preserved in the byte-
to-pixel representation. Therefore, the two representations should be
considered complementary: RAMimgDroid provides stronger low-level
detection capability, while RAMstrDroid offers lightweight and human-
readable evidence for forensic analysis.

Overhead and Latency. In its current implementation, RAMimg-
Droid is intended for sandbox-based malware analysis rather than real-
time on-device protection, because memory acquisition, image conver-
sion, and CNN inference introduce non-negligible computational and
storage costs. A complete evaluation of acquisition time, conversion
time, classification latency, CPU/RAM usage, and storage overhead is
left as future work. RAMstrDroid, which relies only on string extraction
from memory, is expected to be more suitable as a lightweight auxil-
iary layer, but its real-time deployment also requires dedicated overhead
evaluation.

e N
Takeaways

e RAM analysis complements static tools like VirusTotal and
MobSF.
¢ In our tested dataset, Genymotion allowed execution of samples
that failed on the Android Studio emulator.
e Combination of static, dynamic, and RAM-based analysis.
\ Y,

6.3. Answers to research questions

RQ1 - Detection. Can malicious behavior be identified directly from by
analyzing the process memory dumps? Yes, Android malicious behavior
can be detected from Android process memory dumps. By considering
merely the reported detection performance, RAMimgDroid is compara-
ble with state-of-the-art approaches. However, differently from those
approaches, RAMimgDroid allows for the detection of anti-analysis mal-
ware, adversarial samples, and is resistant to time drift. For example,
RAMimgDroid is able to detect malware that does not immediately ex-
hibit malicious behavior, by continuously monitoring the process mem-
ory, i.e. detecting the malware as soon as it starts behaving maliciously.

RQ2 - RAM Acquisition. Which are the most important memory sec-
tions and bytes? We present to the human analyst the most important
memory section representation for the whole dataset, i.e. having the
least misclassified samples. These are the sections related to the stack
and data of the application. Within this selection, RAMimgDroid finds the
most influential components, which include the code sections and the
stack. Inside each image representing a memory section, we managed
to identify the most significant pixels and map them back to the corre-
sponding bytes, i.e. identify the most significant bytes in the memory
dump, sometimes even human-readable.

RQ3 - Data representation. What is the best representation for image
encoding? According to the analysis of RAMimgDroid misclassified sam-
ples with respect to other state-of-the-art tools and techniques, the best
representation for image encoding for malware representation is the 1D
image encoding, both in the RGB and grayscale versions. In fact, this en-
coding produces fewer misclassified samples (only 9 over 500 malware)
and can successfully classify a sample that all other tools, CNNs, and
image representations classify as benign. Despite this, the performances
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are not significantly different between 2D RGB images. However, from
a conceptual point of view, 2D RGB images are not ideal because of the
spurious correlation between vertical bytes representing non-adjacent
memory bytes.

RQ4 - Literature advancement. Can RAM analysis detect stealthy
malware compared to other existing tools and techniques? Yes, RAM can
detect stealthy malware such as adversarial samples, anti-analysis mal-
ware, or malware using obfuscation techniques and runtime modules.
Sometimes, memory-forensics analysis can misclassify samples when
the dump is acquired before the malicious behavior is loaded. In such
cases, the early dump may not contain discriminative malicious arti-
facts, whereas repeated or continuous memory acquisition can success-
fully identify the malware once the malicious routine is activated, as
shown by the RAMimgDroid results. At the same time, from a manual
validation, string analysis from RAM dump (i.e. RAMstrDroid) leads to
more IoCs detected than other tools such as VirusTotal and MobSF (e.g.
cryptographic keys).

7. Limitations and future works

Despite promising results, our work still faces some limitations. First
of all, we had a limited dataset of malware and acquisitions. Moreover,
we did not consider the large scale analysis on the malware evolution,
i.e. how it behaves in time during different acquisitions or at different
events when the user performs specific actions. This analysis should also
be extended to benign applications, in order to quantify the impact of
repeated or continuous memory dumps on false positives. By releasing
the code and methodology, we encourage the community in working
on this topic. Specifically, different studies can be made, for example
considering different encoding or comparing the full RAM acquisition
with the one related to the target process. Additionally, different tests
must be made granting different permissions to check the execution cor-
relation according to the granted permissions and the runtime data on
RAM. More in-depth analysis can be made on the different malware fam-
ilies and tags, addressing spatial and temporal drift, also through fully
source-matched and family-stratified evaluation protocols. We claim
that an efficient solution would be the integration of such methodol-
ogy to other tools and techniques, providing to real-world samples a
more complete and efficient malware detection and analysis pipeline
i.e. integrating in VirusTotal the RAM analysis. Additionally, the image
conversion of RAMimgDroid cannot be applied in real-time Android mal-
ware monitoring as it requires high computational resources and time
whereas while the device may already be compromised. However, we
claim that RAM monitoring by extracting specific string patterns could
be an efficient solution as presented in RAMstrDroid. Further studies on
runtime real-world attack monitoring will be conducted, by also consid-
ering overhead and latency. At the same time, we claim to investigate
whether privileged vendor-side or kernel-level integration could sup-
port less intrusive runtime memory monitoring on real devices, while
preserving forensic reliability and limiting performance overhead. In
fact, it is also interesting to compare different execution environments
and sandboxes, including Genymotion, Android Studio emulators, and
real devices, since evasive malware may react differently depending on
the analysis environment. Last but not least, Android large-scale mal-
ware analysis via memory forensics can be done only in emulators as
the memory extraction requires root privileges and malware analysis
requires a clear environment (e.g. restore to factory settings) at every
APK execution to not have traces of other previous APK behavior for
the detection and classification. It derives that restoring a real device to
factory settings, involves the deletion of the super-user privileges. Up to
now, there is no automatic procedure to root an Android real device, as
a combination of physical keys must be pressed. Additionally, on a real
device, the rooting procedure takes many minutes of execution while for
emulators it is much easier and faster. Last but not least, we also plan
to consider specific threat models on memory manipulations to test the
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robustness of RAMimgDroid encoding in Android evasive malware de-
tection.

8. Conclusion

In this paper, we propose a methodology for malware detection
based on memory forensics, namely RAMimgDroid and RAMstrDroid. The
first one, RAMimgDroid, is based on 1D and 2D image conversion in
grayscale and color from memory dumps acquired during the execu-
tion of a target APK. The second approach, RAMstrDroid, is based on
the extraction of UTF-8 strings from the same memory dumps acquired
during the execution of a target APK. Our methodology is promising
even against malware employing anti-analysis techniques, adversarial
apps, and stealthy samples according to the dataset we adopted. We use
Genymotion emulator to execute the app and dump the main memory
content using Fridump. Fridump is built on top of Frida and extracts a
process’s memory at runtime. The memory is dumped at the early stage
of the execution of the application, i.e. when it is just loaded in RAM
after accepting the permissions.

In RAMimgDroid, we convert the memory dumps into 2D and 1D
RGB and grayscale images. From 2D images, we extract specific groups
of common features for classification and also evaluate popular CNNs.
Each image corresponds to a specific section of the RAM; therefore,
each application is represented by a set of memory-region images. The
experiments show that pre-trained CNNs are effective for this anal-
ysis scenario. We also find that the most significant memory areas
are the sections related to data and stack. For 1D images, we pro-
pose an image-conversion algorithm and subsequently test two differ-
ent CNN types. We also infer that RGB encoding slightly outperforms
grayscale.

We checked our results with common literature approaches and
tools, finding that both RAMimgDroid and RAMstrDroid are compara-
ble to current techniques, sometimes outperforming them. In fact, RAM
analysis can detect anti-analysis malware and adversarial samples, but
we claim that a combination of these tools is the best approach. We do
not propose only a detector, but an analysis system because, given the
image conversion of a memory dump, we can identify the most influen-
tial memory sections and pixels, thereby providing the human analyst
with the most representative bytes and, when available, their readable
content.
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A subset of data supporting this study are openly available from Zenodo at https://doi.org/10.5281/zenodo.18866707 and code at https://
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Appendix A. Additional details on the experimental setup and results

This Appendix provides additional details on the experimental setup and on the obtained results. In particular, Table A.1 describes the exper-
imental setup; Table A.2 details the memory area distribution over the dataset; Table A.3 describes the memory regions by names in the paper
(graphs and tables), patterns used in the selection mechanism and provides a human-readable description of the area; Table A.4 details the detection
performances over the different memory areas selection; Table A.5 reports the results on the detection over data_stack memory regions with different
CNNs; Fig. A.1 shows the performances over different ML algorithms comparing the overall features extracted from the 2D RGB images and using
FewShotLearning after ResNet18 in 2D RGB images; Table A.6 details the detection performances over different ML algorithms on the features ex-
tracted from the 2D RGB images; Table A.7 represents the performances over shuffle and time drift Table A.8 details the misclassified samples over
the different state-of-the-art algorithms and tools and the different CNNs on the memory dumps converted in 2D and 1D RGB and grayscale images; fi-
nally Table A.10 describes the most relevant strings extracted with SHAP, LIME and NLP algorithms in the strings dataset extracted from the memory
dumps.

Table A.1
Experimental setup and evaluation strategy.

Category

Specification

Dataset Creation Environment
Purpose of KVM

CPU (Acquisition Machine)
GPU (Acquisition Machine)
RAM (Acquisition Machine)
Emulator

Analysis Software

Kali-Linux 2024.4 virtual machine with KVM enabled (nested virtualization active).

Hardware acceleration (VT-x/AMD-V), rooted emulator support, Frida-based dynamic analysis, reproducibility via
snapshots, safe isolation.

AMD Ryzen 9 7945HX, 16 cores / 32 threads, 2501 MHz.

VMware SVGA II Adapter (host GPU: NVIDIA GeForce RTX 4090 Laptop GPU).

12 GB.

Genymotion 3.7.1 (Business), Google Pixel 13 API 33, 4 GB RAM, super-user access enabled.

Python 3.12.6, uiautomator2 3.2.6, Frida 16.5.2, Fridump 0.1 (commit 3e64ee0), Binary2Image (commit 3e44eaf).

Classification Machine CPU
Classification GPU

RAM (Classification Machine)
OS (Classification Machine)
ML Software

Intel Xeon W-2235 @ 3.80 GHz.

NVIDIA RTX A5000 (24 GB VRAM).

32 GB.

Ubuntu 20.04.6 LTS.

Python 3.8.10, scikit-learn 1.3.2, torch 2.4.1 +cul21, PIL 10.4.0.

Training Strategy

Testing Strategy (Primary)
Evaluation Metrics
Misclassification Analysis
Alternative Evaluation
Reported Results

Region-level labeling: each memory region inherits the APK label (benign/malicious).

APK-level aggregation: average predicted probabilities of regions; threshold = Youden’s J statistics.
Accuracy, Precision, Recall, F1-score, TP, TN, FP, FN.

Logged misclassified APKs and corresponding memory regions.

Region-level testing (ablation study); not representative of real-world deployment.

Primary results reported at APK level; region-level used only for case studies and influential region analysis.

Table A.2

Distribution of android RAM memory areas and associated pixel-dimension profiles. Mappings indicate approximate region counts.

Memory Area Mappings Widths (px) Resolutions Dimension Profile Structural Characteristics
Shared Libraries (.so) > 1.1M 128, 256, 512 128 x256; 256 x 336; Compact, balanced Dynamically linked native li-
512x512 braries mapped during execu-
tion.
Compiled DEX ~96k 32, 64,128 32x43; 32 % 86; Narrow, elongated Optimized bytecode segments
(VDEX/ODEX) 64 %214 associated with  application
logic.
ART/OAT Runtime ~104k 128, 256, 1024 256 x512; Tall, high variance Precompiled runtime compo-
1024 x 1371+ nents generated by ART.
Java Archives (.jar) ~151k 64, 128 128x 256; 256 x 512 Moderately regular Framework libraries loaded into
process memory.
APK Files ~10.7k 32, 64, 128, 32x43 to  Highly heterogeneous Application package contents
1024 1024 x 6000 + mapped at runtime.
Resource Cache / idmap ~8.7k 1024 (fixed) 1024 x 1371 to Fixed width System resource overlay map-
1024 x 4000 + pings.
Cookies / Web Data ~944 32, 64 Small regions Sparse, irregular Persistent web-related storage
segments.
Stack ~49.9k 1024 (fixed) 1024 x 2730 Uniform tall Per-thread execution stack allo-

cations.
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Table A.3
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Memory-region selection configurations used to group process-memory mappings.

Paper label

Matched memory-map patterns

Description

stack

memory

stack + vdso
base odex + apk
base vdex + apk
base odex + vdex
base odex

base vdex
base-apk (BA)
complete memory
base-apk + memory
base-apk + stack
data

data + stack
apk-full (AF)

apk-full + memory

apk-full + stack

system

system-full

libraries

\ [stack\]

\[stack\]; \ [vvar\]

\[stack\]; \ [vdso\]

base\.odex; base\.apk

base\.vdex; base\.apk

base\.odex; base\.vdex; base_vdex

base\.odex

base\.vdex

base\ .apk; base\.vdex; base\.odex

\[heap\]; \[anon:libc_malloc\]; \[stack\]l; \[vdso\l;
\(deleted\); u:object_r.*; data@resource-cache@

\ [stack\]; \ [vvar\]; base\.apk; base\.vdex; base\.odex
\[stack\]; base\.apk; base\.vdex; base\.odex

\[vvar\l; \[vsyscall\l;

~/data/.*
~/data/.*; \[stack\]
base\.apk; base\.vdex; base\.odex; /data/.*/1lib/.+\.so$; \[anon:dalvik.*\];

\[anon: .*\.apk.*\]; \.db$; \.db-shm$; \.db-wal$; Cookies;
ua_preferences; data@resource-cache@; \.dex$; /data/.+\.odex$
\[stack\]; \[vvar\]; base\.apk; base\.vdex; base\.odex; /data/.*/1ib/.+\.so$;
\[anon:dalvik.*\]; \[anon:.*\.apk.*\]; \.db$; \.db-shm$; \.db-wal$; Cookies;
Preferences; ua_preferences; data@resource-cache@; \.dex$; /data/.+\.odex$

\ [stack\]; base\.apk; base\.vdex; base\.odex; /data/.*/1ib/.+\.s0$;
\[anon:dalvik.*\]; \[anon:.*\.apk.*\]; \.db$; \.db-shm$; \.db-wal$; Cookies;
Preferences; ua_preferences; data@resource-cache®; \.dex$; /data/.+\.odex$
framework\. jar; boot\.vdex; boot-framework\.vdex; base\.odex

dalvik-classes; framework\.jar; boot-framework\.art; boot-core-libart\.art;
boot\.oat; boot-framework)\.oat; boot\.vdex; boot-framework)\.vdex; base\.odex
\.so; \[anon:1lib.x*

Preferences;

Thread stack mappings

Minimal runtime-memory regions
Stack and VDSO mappings

APK and ODEX artifacts

APK and VDEX artifacts
Optimized bytecode artifacts
ODEX artifact only

VDEX artifact only

Core APK-related mappings
Broad runtime-memory selection

Base APK plus runtime memory
Base APK plus stack
Android /data mappings

Data paths plus stack
Extended APK-related mappings

APK-full + memory

APK-full + stack

System/framework artifacts

Extended system/runtime artifacts

Native library mappings

Table A.4

Column-normalized confusion matrices (in %) for
different APK and memory region configurations us-
ing ResNet-18.

Configuration TP FP FN TN

all memory regions 69.1 309 268 732
stack 52.0 480 384 616
base-apk 95.5 4.5 3.5 96.5
base-apk & memory  97.5 2.5 3.0 97.0
base-apk & stack 97.4 2.6 1.6 98.4
apk-full 97.0 3.0 2.8 97.2
apk-full & memory 97.7 23 2.8 97.2
apk-full & stack 96.8 3.2 2.1 97.9
data 96.6 3.4 3.0 97.0
data & stack 96.6 3.4 3.0 97.0

Legend. base-apk refers to features extracted from
the main APK binary only; apk-full includes all APK-
related memory regions; memory denotes heap and
runtime memory regions; stack refers to thread stack
memory; data corresponds to initialized and unini-
tialized data sections.
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Table A.5
Confusion matrices by CNNs: Train (best epoch), Train (last epoch), and Test. Values are column-normalized percentages: TP/FP over
(TP +FP) and TN/FN over (TN +FN).

CNN Model Pre-trained  Bestep.  Train (Best) Train (Last) Test
TP FP FN TN TP Fp FN TN TP FP FN TN
convnext-tin False 7 975 25 21 97.9 966 34 2.1 97.9 671 329 9.0 91.0
Y True 7 98.0 20 3.6 96.4 947 53 2.2 97.8 685 315 129 871
crgbmem False 2 96.4 3.6 52 948 0.0 0.0 51.2 488 59.6 404 228 77.2
dexray False 10 98.0 20 1.6 984 97.0 3.0 1.6 984 685 315 6.0 94.0
didroid False 8 9.1 39 27 97.3 929 7.1 2.2 97.8 624 37.6 140 86.0
efficientnet-b0 False 8 98.0 20 26 97.4 895 105 1.8 982 650 350 7.0 93.0
True 10 97.0 3.0 16 984 97.0 3.0 1.6 98.4 643 357 86 91.4
mobilenet-v2 False 8 975 25 21 97.9 966 34 1.6 98.4 71.7 283 17.6 824
True 9 975 25 1.6 984 975 25 2.1 97.9 716 284 182 818
mobilenet-v3-laree False 10 980 20 16 984 980 20 1.6 98.4 675 325 123 877
8 True 7 99.0 1.0 21 97.9 952 48 1.6 98.4 657 343 59 94.1
mobilenet-v3-small False 9 97.0 3.0 21 97.9 96.6 34 2.1 97.9 673 327 15.0 85.0
True 7 97.1 29 11 989 938 6.2 11 98.9 673 327 168 832
resnet18 False 10 975 25 16 984 975 25 1.6 98.4 829 171 41 95.9
True 10 975 25 21 97.9 858 142 06 99.4 96.6 3.4 3.0 97.0
resnet50 False 9 98.0 20 21 979 975 25 2.1 97.9 58,6 41.4 133 86.7
True 10 975 25 21 97.9 975 25 2.1 97.9 57.7 423 119 881
veel6 False 1 935 65 135 865 0.0 0.0 51.2 488 552 448 348 652
88 True 1 97.9 21 46 95.4 0.0 0.0 51.2 488 71.0 29.0 163 837
vit-b-16 False 6 955 45 52 948 872 128 18 98.2 546 454 147 853
True 8 97.9 21 46 954 915 85 2.8 97.2 581 419 102 89.8
Features 2D - Outcome Percentages FSL ResNetl1l8 2D - Outcome Percentages
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Fig. A.1. Comparison of FSL for ResNet18 (right) and overall extracted features (left) for 2D RGB images. Color map using fine-tuned algorithms (from left to right:
KNN, SVM, Logistic Regression — LogReg, MLP, Random Forest — RF, LightGBM, CatBoost, XGBoost, Ensemble Voting — EV).
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Table A.6

F1 score (%) across 2D Feature analysis groups (color moments, edge, frequency, GLCM, hog,
HSV, Hu, LBP, RGB, statistics) and classifiers (KNN, SVM, Logistic Regression, MLP, Random
Forest, LightGBM, CatBoost, XGBoost, Ensemble Voting.

Classifier Color Edge Freq GLCM HOG HSV  Hu LBP RGB Stat

KNN 88.9 75.0 88.9 75.0 66.7 57.1 75.0 80.0 75.0 80.0
SVM 66.7 66.7 54.5 66.7 66.7 66.7 66.7 66.7 66.7 66.7
LogReg 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
MLP 88.9 66.7 66.7 54.5 60.0 66.7 66.7 80.0 54.5 61.5
RF 66.7 72.7 60.0 60.0 60.0 72.7 72.7 60.0 72.7 60.0
LightGBM 0.0 54.5 0.0 54.5 66.7 54.5 0.0 54.5 54.5 0.0
CatBoost 0.0 54.5 0.0 54.5 66.7 44.4 0.0 54.5 54.5 0.0
XGBoost 0.0 0.0 0.0 54.5 66.7 54.5 0.0 54.5 54.5 54.5
EV 66.7 72.7 57.1 60.0 33.3 72.7 72.7 75.0 72.7 60.0

Table A.7
Robustness analysis under random shuffling and temporal drift. Shuffle results are computed on the validation set across five repeated random splits, whereas
temporal-drift results are evaluated across different malware years. Table 3 reports the main APK-level classification and CAM-ablation results.

Setting Split / Protocol PR-AUC ROC-AUC Acc. (%) Benign TPR (%) Malware TPR (%) Note

Shuffle avg.  Random validation split, 5 repeats 0.9194 £ 0.0064 0.9262 +0.0037 88.65 +0.52 83.00 £ 0.79 9430+ 1.15 Stable convergence
with low variance

Shuffle best ~ Best repeat on validation 0.9164 0.9278 89.50 83.00 96.00 Highest  validation
accuracy

Temporal drift Train: 2017-2018; Val: 2020; Test: 2022 — - 97.75 val.; 97.00 test — 98.80 val.; 96.80 test Strong cross-year
generalization

Table A.8

Failure-aware comparison across detectors. “Failures excluded” reports the performance
only on samples successfully analyzed by the detector. “Failures as errors” treats
analysis/feature-extraction failures as missed malware detections. We report Precision
(PR), Recall (REC), and F1-score (F1), considering the malware class as positive.

Failures Excluded Failures as Errors
Detector

PR REC F1 PR REC F1 Failures (%)
Drebin 99.23 99.61 99.42 99.23 71.83 83.33 13.38
DiDroid 97.40 96.44 96.92 97.40 60.50 74.64 18.95
DexRay 57.22 8132 67.17 57.22 8132 67.17  0.00
EntropLyzer 97.40  98.77 98.08 97.40 89.35 9320 6.11
ResNet18-2D RGB  96.62  96.11 96.36  96.62  96.11 96.36  0.00
DiDroid-CNN 96.55 9398 9525 96,55 9398 9525  0.00
DexRay-CNN 98.54 95.75 97.13 9854 9575 97.13  0.00
cRGB_Mem 91.14 9469 9288 91.14 9469 92.88  0.00
RGB ResNet-1D 97.52 9752 9752 97.52 9752 97.52  0.00
Gray ResNet-1D 97.86 9735 97.60 97.86 97.35 97.60  0.00
RGB Custom-1D 97.02 97.88 97.44 97.02 97.88 97.44 0.00

Gray Custom-1D 96.19 98.41 97.29 96.19 98.41 97.29  0.00

Table A.9

Performance and coverage comparison of the NLP-based classification approaches. Acc. evaluated is computed only on the successfully analysed
APKs, whereas failure-aware accuracy (FA Acc.) is computed over the complete test set by treating analysis failures as errors. Precision (P), recall
(R), and F1-score are reported as percentages.

Approach Ben. Mal. Missed Coverage Acc. eval. FA Acc. Ben. P Ben.R Ben.F1 Mal. P Mal. R Mal. F1 Macro F1 Weighted F1 Runtime

APK static strings 778 572 0 100.00  90.44 90.44 88.77 9550 92.01 93.18 83.57 88.11 90.06 90.36 No

Apktool-extracted strings 454 402 494 63.41 92.87 58.89 89.70 97.80 93.57 97.23 87.31 92.01 92.79 92.84 No

RAM strings (data+stack) 779 571 0 100.00 82.89 82.80 91.14 77.92 84.01 74.85 89.67 81.59 82.80 82.99 Yes
Table A.10

Pattern-level distribution of explanatory features for the stack-based RAM classifier. Percentages represent the proportion of features appearing among the
top-5 explanations per sample.

Pattern Class SHAP (%) LIME (%) NLP TF-IDF (%) Interpretation

Structural Stack Patterns (var=00, 333333, ffffff, deadbeef) 58 76 72 Dominant statistical memory artifacts
Android System / Path Tokens (data, system, odex, vdex, 1ib64, apk) 29 46 38 Contextual execution environment indicators
Semantic Malware Indicators (stage, metasploit, nameown12) 9 6 12 Explicit malicious artifacts

Noise / Random Bigrams (gi, x8, pz, 1t, VN, PK) 4 12 8 Low-level lexical artifacts
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