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ABSTRACT
Human error remains a primary vector for cyber attacks, making ethical phishing simulations a 
critical defense strategy. Designing such simulations requires balancing ease of use with 
meaningful control over generative AI. We introduce DAMOCLES, a platform for ethical phishing 
campaigns, and report a within-subjects study (N = 30) comparing two interaction modalities 
built on the same scaffolded prompt-configuration workflow. In the Black-Box condition, users 
configured scenarios through high-level controls while the LLM prompt remained hidden. In the 
Glass-Box condition, the same choices generated a prompt that was visible, updated in real 
time, and editable before generation. Results show that the Glass-Box approach achieved 
comparable email quality and safety to the Black-Box condition, while maintaining comparable 
usability (SUS . 73) and workload (NASA-TLX). Behavioural analysis revealed a non-significant 
trend toward lower AI Retention Rate in the Glass-Box condition (p = .085, r = .52), interpreted 
cautiously as a preliminary signal of possible differences in textual reliance on AI-generated 
drafts. These findings position scaffolded prompt visibility and editability as EUD-inspired 
mechanisms for supporting end-user control without degrading output quality or increasing 
perceived workload.
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1. Introduction

Public administration (PA) constitutes the backbone of 
effective governance, facilitating policy implementation 
and providing essential services to citizens. Central to 
this mission is the management of vast amounts of sensi
tive personal data, a responsibility that demands strict 
compliance with data protection regulations to maintain 
public trust (Guenduez, Mettler, and Schedler 2020; Kod
debusch 2022). However, the robustness of technical 
defenses is increasingly undermined by the human 
element. In 2024, human error is projected to contribute 
to 95% of cybersecurity breaches, driven by insider threats, 
credential misuse, and inadvertent mistakes.1 Recent data 
from the Catalan Data Protection Agency corroborates 
this trend: of 182 recorded data leaks in public institutions, 
nearly 60% were attributed to employee errors, while only 
a third resulted from external cyber attacks.2

Phishing emails remain the primary vector for 
exploiting these human vulnerabilities, leveraging social 
engineering techniques such as authority 

impersonation, urgency cues, and contextual relevance 
to induce unsafe user behaviour.34 Unlike purely techni
cal attack surfaces, phishing capitalises on cognitive 
biases and limited user awareness, allowing adversaries 
to bypass even well-established security controls. Con
sequently, assessing and mitigating workforce suscepti
bility has become a strategic priority for organisations 
seeking to reduce overall cyber risk (Greco et al. 2024; 
Rizzoni et al. 2022). Simulated phishing campaigns are 
widely regarded as the most effective method for this 
purpose, providing insights for targeted training and 
measuring resilience against social engineering (Kim, 
Lee, and Kim 2020; Spithoven and Drenth 2024).

Despite their utility, designing practical ethical 
phishing simulations presents a significant challenge. 
To accurately assess vulnerability, simulations must 
mirror the sophistication of real-world attacks, which 
leverage specific persuasion principles (e.g. authority, 
scarcity) and emotional triggers (e.g. fear, urgency). 
This creates a psychological-technical knowledge 
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gap: security administrators often lack the behavioural 
psychology expertise required to craft convincing nar
ratives, while generic templates fail to engage users or 
reflect evolving threat landscapes (Greco et al. 2024).

Generative AI (GenAI) offers a powerful solution to 
bridge this gap by automating the creation of persuasive, 
context-aware content, significantly lowering the effort 
required to design realistic scenarios. At the same 
time, the effective use of GenAI introduces a new chal
lenge in the form of prompt engineering, which becomes 
a critical factor in determining content quality. For non- 
technical users in particular, crafting effective prompts 
often proves to be a complex and error-prone task, 
potentially limiting the accessibility of these technol
ogies. Current state-of-the-art tools typically address 
this by adopting a ‘Black-Box’ design paradigm: they 
hide the complexity of the prompt behind rigid wizards 
or simplified forms. While this approach enhances ease 
of use, it comes at a cost: it creates opacity, limits user 
control, and fosters Automation Bias, a state where 
users passively accept the AI’s output without critical 
scrutiny. Conversely, exposing the raw prompt (a 
‘Glass-Box’ approach) grants control but risks cognitive 
overload. Solving this dichotomy, namely enabling non- 
expert users to benefit from the power of GenAI without 
causing cognitive overload or fostering passive reliance, 
remains an open research challenge in Human-AI 
Interaction.

To address this challenge, this paper introduces 
DAMOCLES, a platform designed to defend Italian PAs 
by democratising the creation of sophisticated phishing 
simulations. This work builds upon our preliminary sys
tem description presented in Breve et al. (2025). While 
our previous work focussed on architectural design 
and feasibility, this paper extends it by providing a rig
orous empirical evaluation of human-AI interaction 
paradigms. To empirically investigate the trade-off 
between transparency and abstraction in GenAI, we 
designed and compared two distinct interaction para
digms within the platform: 

. A Glass-Box interface, which exposes the prompt 
generated from the user’s configuration choices, 
updates it in real time, and allows users to edit it 
before email generation;

. A Black-Box interface, which uses the same high-level 
configuration workflow and LLM backend, but hides 
the resulting prompt and allows users to intervene 
only on the generated email.

We report a within-subjects laboratory study (N =  
30) evaluating these modalities across quality, workload, 

and user behaviour. Our contribution to the state of the 
art is threefold: 

(1) Democratisation without Degradation: We found 
that the Glass-Box interface achieves comparable 
output quality and safety5 compared to the Black- 
Box baseline, suggesting that end-user control 
does not compromise the robustness of the 
simulation.

(2) Cognitive Parity: We challenge the assumption 
that transparency increases workload, showing 
that the Glass-Box prompt-configuration interface 
imposes no additional cognitive burden 
(SUS . 73 and equivalent NASA-TLX scores) com
pared to the opaque Black-Box wizard.

(3) Exploring User Agency and Textual Reliance: We 
provide behavioural evidence that the Glass-Box 
approach may influence how users appropriate 
AI-generated content. Specifically, we observed a 
non-significant trend toward lower retention of 
AI-generated text in the Glass-Box condition 
(p = .085, r = .52). We interpret this result cau
tiously as a preliminary signal of possible differ
ences in textual reliance on AI output, not as 
direct evidence of reduced automation bias or chan
ged supervisory behaviour.

By making the generative instructions inspectable 
and editable, the Glass-Box version of DAMOCLES illus
trates how Human-Centered AI tools can balance auto
mation with meaningful end-user control.

2. Related work

Research on human-centered cybersecurity spans mul
tiple disciplines, ranging from behavioural assessment 
to interactive training and end-user system configur
ation. This section revisits prior work by reframing it 
around three complementary dimensions: (i) methods 
for identifying and addressing human-driven cyber 
risk, (ii) simulation-based approaches for reproducing 
adversarial behaviour with increasing realism through 
GenAI, and (iii) EUD techniques that enable non- 
experts to actively shape security mechanisms rather 
than merely consume them.

2.1. Assessment and mitigation of human- 
centered security weaknesses

A growing body of cybersecurity research recognises 
that technical protections alone are insufficient to pre
vent attacks that exploit human behaviour. Conse
quently, Human Vulnerability Assessment (HVA) has 
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emerged as a critical area of study aimed at characteris
ing how users’ knowledge, skills, and subjective percep
tions influence security outcomes (Desolda et al. 2021, 
2026). Rather than treating users as risk factors, prior 
work emphasises the need to understand individual 
differences in threat perception and decision-making 
as a foundation for effective intervention design (Corra
dini and Nardelli 2019; Desolda et al. 2026).

Early HVA approaches predominantly relied on psy
chometric instruments to capture users’ attitudes and 
self-reported behaviours. Standardised questionnaires, 
such as those proposed by Alissa et al. (2018), continue 
to be widely used to quantify compliance, awareness, 
and policy adherence. However, subsequent research 
has highlighted the limitations of self-report data, par
ticularly in its ability to predict real-world behaviour 
under adversarial pressure. To address this gap, interac
tive assessment techniques have been introduced, expos
ing users to simulated attacks or persuasive strategies in 
order to directly observe susceptibility patterns and 
behavioural responses (I. K. Lim, Park, and Lee 2016; 
Ovelgönne et al. 2017). These methods shift HVA from 
declarative measurement toward experiential evaluation.

Insights derived from HVA naturally inform Human 
Vulnerability Mitigation (HVM), which focuses on redu
cing identified weaknesses through targeted educational 
and behavioural interventions. A consistent finding 
across studies is that active learning strategies outperform 
passive instruction. In particular, security training games 
have been shown to effectively combine engagement with 
immediate feedback, allowing users to experiment with 
decisions and observe consequences in a low-risk setting 
(Kumaraguru et al. 2009; Wen et al. 2019). Compared to 
traditional materials such as videos or textual guidelines, 
game-based approaches foster deeper cognitive proces
sing and improved retention of security concepts 
(Kumaraguru et al. 2010; Ndibwile, Kadobayashi, and 
Fall 2017; Sheng et al. 2007; Wen et al. 2019).

Beyond full-fledged training experiences, research 
has also explored lightweight mitigation mechanisms 
embedded directly into users’ workflows (Breve, 
Cimino, and Deufemia 2024). Contextual warnings 
enriched with explanations or instructional cues can 
intervene at critical moments, such as during phishing 
encounters, helping users reassess their actions without 
disrupting ongoing tasks (Buono et al. 2023; Desolda 
et al. 2023; Xiong et al. 2019).

2.2. Simulation-based cybersecurity training and 
assessment

Simulation has long been recognised as a powerful 
mechanism for cybersecurity training and evaluation, 

as it enables controlled exposure to realistic threats 
without the consequences of real attacks (Workman, 
Luévanos, and Mai 2022). Placing users in interactive 
scenarios that evolve over time, simulations support 
both assessment – by observing behaviour – and mitiga
tion – by allowing repeated practice and feedback. 
Phishing simulations exemplify this approach, reprodu
cing deceptive communication patterns commonly used 
by attackers to help users develop the ability to dis
tinguish between benign and malicious messages.

Advanced simulation paradigms employ digital 
twins to represent users, systems, or organisations as 
virtual counterparts that mirror real-world behaviours 
and vulnerabilities (Akbarian, Fitzgerald, and Kihl 
2020; Eckhart and Ekelhart 2018; Faleiro et al. 2022; 
Glaessgen and Stargel 2012). Within cybersecurity 
contexts, digital twins enable systematic exploration 
of ‘what-if’ scenarios, allowing researchers and prac
titioners to study how users might respond to different 
attack strategies and environmental conditions. This 
abstraction supports risk analysis while avoiding ethi
cal and operational issues associated with live 
experimentation.

Recent advances in Large Language Models (LLMs) 
have significantly expanded the realism and adaptability 
of such simulations. Recent models can generate con
text-aware, linguistically natural artifacts that closely 
resemble authentic human communication, including 
sophisticated phishing messages that are harder to detect 
using superficial cues (Gupta et al. 2023; Mudassar 
Yamin et al. 2024). Moreover, LLMs facilitate personalisa
tion by synthesising user profiles (Cimino, Carenini, and 
Deufemia 2026) and adapting attack narratives based on 
simulated behavioural traces, enabling scenarios that 
evolve in response to individual user characteristics 
(Gupta et al. 2023; Rossetti et al. 2024). This capacity for 
dynamic adaptation aligns simulations more closely with 
real-world threat dynamics, where attackers continuously 
refine their strategies. Recently, Greco et al. (2025) pro
vided empirical validation for the use of LLMs in this 
domain, demonstrating that AI-generated training con
tent yields significant learning gains in phishing resilience; 
notably, their findings suggest that simple prompting 
strategies can be as effective as complex personalisation, 
supporting the scalability of GenAI-based training.

The DAMOCLES platform situates itself within this 
line of work by combining LLM-based generation 
with digital twin concepts to deliver personalised, adap
tive cybersecurity simulations. Rather than presenting 
static training content, DAMOCLES supports iterative 
interaction, real-time feedback, and scenario evolution, 
aiming to strengthen users’ situational awareness and 
defensive capabilities over time.

BEHAVIOUR & INFORMATION TECHNOLOGY 3



2.3. Configurable security through end-user 
development

While simulation and AI enhance realism, their effec
tiveness ultimately depends on how users can configure 
and control these systems. EUD addresses this challenge 
by enabling individuals without formal programming 
expertise to create, adapt, and customise software arti
facts. No-code environments exemplify this paradigm 
by offering high-level abstractions that reduce technical 
barriers, albeit sometimes constraining expressive 
power (Myers, Hudson, and Pausch 2000). The wide
spread industrial adoption of no-code platforms – 
championed by companies such as Google, Microsoft, 
and Amazon – highlights their perceived value for 
democratising software creation (The Most Disruptive 
Trend of 2021: No Code/Low Code n.d.).

Foundational EUD research (Lieberman, Paternò, 
and Wulf 2006) identifies several paradigms through 
which end users can shape system behaviour. Com
ponent-based approaches allow users to assemble appli
cations by composing predefined elements; rule-based 
systems enable the specification of Event–Condition– 
Action (ECA) logic, a model that has proven effective 
across domains including IoT, smart environments, 
and virtual reality (Ardito et al. 2020; Artizzu et al. 
2022; IFTTT n.d.); and programming by demonstration 
infers system behaviour from user-provided examples, a 
technique successfully applied to web mashups and 
robotic systems (Alexandrova et al. 2014; Ghiani et al. 
2016; Li et al. 2018). In this paper, these paradigms 
are discussed as part of the broader EUD background. 
We do not claim that the evaluated Ethical Phishing 
module implements full rule-based programming or 
programming by demonstration. Instead, we use this lit
erature to position our work within the broader goal of 
enabling non-programmers to inspect, configure, and 
adapt computational behaviour.

More recently, research has examined how these 
paradigms translate to interaction with GenAI. Prompt 
engineering has emerged as a de facto configuration 
mechanism, yet studies show that non-expert users 
often struggle to articulate effective prompts, frequently 
relying on conversational assumptions or producing 
overly generic instructions (Zamfirescu-Pereira et al. 
2023). Empirical investigations reveal that users refine 
prompts iteratively, developing informal strategies to 
steer outputs toward desired results (Mahdavi et al. 
2024). In response, several systems propose alternative 
interaction models: visual tools for prompt comparison 
and evaluation (Arawjo et al. 2024), direct manipulation 
interfaces that translate user actions into prompts (Mas
son et al. 2024), and natural-language-driven 

mechanisms for generating interfaces or constraining 
AI behaviour ( Vaithilingam et al. 2024).

DAMOCLES builds upon these strands by applying 
EUD principles to the configuration of AI-driven cyber
security simulations. In the Ethical Phishing module 
evaluated in this paper, EUD is operationalised primar
ily through scaffolded prompt construction, real-time 
prompt visibility, and direct end-user modifiability of 
the generative instructions. Users configure the behav
iour of the LLM by selecting high-level parameters, 
such as the email topic, persuasion strategy, and 
emotional trigger. In the Glass-Box condition, they 
can also inspect and edit how these choices are trans
lated into prompt instructions. Therefore, rather than 
implementing full rule-based programming or pro
gramming by demonstration, the evaluated interface 
adopts a scaffolded prompt-configuration approach: 
the system translates user selections and examples into 
editable generative instructions, lowering the barrier 
to prompt engineering while preserving user control.

3. The DAMOCLES platform and EUD 
environment

To address the challenges of cybersecurity training in 
Public Administrations, we developed DAMOCLES, a 
comprehensive web-based platform to assess and miti
gate cyber threats caused by ‘human errors’. In this sec
tion, we provide a brief overview of the platform’s 
ecosystem and then detail the specific EUD environ
ment designed for creating phishing campaigns, which 
is the focus of this study.

3.1. Platform ecosystem overview

DAMOCLES supports a holistic ‘Assessment and Mitiga
tion’ lifecycle through three integrated modules cover
ing the entire vulnerability landscape: 

(1) Psychometric Profiling: A module using validated 
scales (e.g. Big Five Inventory, Susceptibility to Per
suasion II Modic, Anderson, and Palomäki 2018) to 
assess employees’ psychological traits.

(2) Digital Twins: An advanced simulation environ
ment that creates virtual replicas of user behaviour 
to test attack vectors without engaging real 
personnel.

(3) Ethical Phishing Campaigns: A module enabling 
the generation and deployment of simulated attacks 
to measure behavioural compliance.

While the platform offers this broad suite, this paper 
addresses the Human-AI Interaction challenges within 
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the Ethical Phishing module explicitly. Specifically, we 
focus on how non-experts can configure GenAI to cre
ate these simulations.

3.2. The EUD environment for phishing 
simulations

To bridge the gap between psychological expertise and 
generative capabilities, the Phishing module 
implements a modular EUD environment. The platform 
is designed to act as a cognitive scaffold, guiding security 
professionals through the creation of sophisticated 
phishing campaigns without requiring them to master 
the intricacies of raw prompt engineering.

The generation of new emails is guided by three vari
ables: the email topic, persuasion principles, and an 
emotional vector. The system provides four default topic 
templates (listed in Appendix 2), which were formalised 
based on recent analyses of phishing trends, including 
the IBM Data Breach Report (IBM Security 2024). Persua
sion principles (Authority, Commitment, Liking, Reci
procation, Scarcity, and Social Proof) and emotional 
vectors (Fear, Anger, Sadness, Joy, Disgust, Surprise) 
were also incorporated, as they have been shown to 
affect susceptibility to phishing attacks (Abroshan et al. 
2021; Alhaddad et al. 2023; Desolda et al. 2021). The plat
form allows these factors to be incorporated into the email 
generation pipeline through toggle buttons.

To isolate the effects of transparency on user agency 
and output quality, we designed two experimental inter
faces: the Black-Box (Opaque) interface and the Glass- 
Box (Transparent) interface. Both interfaces share the 
same underlying generative logic and ‘Prompt Con
struction Pipeline’, as well as the same scenario par
ameters, LLM backend, and refinement stage. They 
differ only in whether the intermediate prompt pro
duced by the configuration workflow remains hidden 
or becomes visible and editable before generation.

3.2.1. The common scaffolding: prompt 
configuration workflow
To isolate the effects of transparency, both interaction 
modalities share the same underlying generative logic 
and a structured workflow based on scaffolded prompt 
configuration. In this workflow, users do not define for
mal rules or demonstrate executable behaviour. Instead, 
they configure the LLM by selecting predefined cam
paign parameters and, when needed, by providing 
sample text that serves as contextual input for prompt 
construction. This ensures that task complexity remains 
constant across experimental conditions. The common 
workflow consists of:

(1) Basic Information (Step 1): The user defines the 
campaign metadata (title, description, and ending 
date).

(2) Context Selection (Step 2a): The user selects a 
narrative template from the predefined library or 
provides a sample text that serves as contextual 
material for configuring the style and content of 
the generated email, rather than as a demon
stration from which the system infers executable 
behaviour.

(3) Persuasion Strategy (Step 2b): The user selects a 
specific persuasive tactic from the set of Cialdini 
principles (e.g. Authority, Reciprocity) via push-but
ton. The system translates this selection into a cor
responding instruction for the LLM; it does not 
expose this choice as an explicit ECA rule or as a 
formal rule-based program.

(4) Emotional Vector (Step 2c): The user selects the 
intended emotional trigger (e.g. Urgency, Curios
ity). The system incorporates this choice into the 
prompt as an instruction about the desired tone 
and persuasive framing of the email, rather than 
as a user-authored behavioural rule.

(5) Generative Refinement (Step 3): The system syn
thesises the draft using the LLM. In this final 
stage, the user can review the output and request 
refinements before launch.

(6) Explanation (Step 4): To help the users understand 
how the chosen persuasion principles and 
emotional vectors impacted the final version of 
the email, in the last step, the user can see an expla
nation that reports these details. Such information 
is generated by a prompt that instructs the LLM 
to explain why and how the persuasion principles 
and emotional vectors make the entire ethical 
phishing email more effective. The prompt has 
been primed with basic information on these two 
dimensions.

The two interfaces differ in whether the prompt-con
struction process remains hidden or becomes available 
as an editable EUD artifact. In the Black-Box condition, 
the system performs the translation from user selections 
to prompt instructions in the backend. In the Glass-Box 
condition, this translation is made visible through a live 
prompt panel, enabling users to inspect and modify the 
generative logic before producing the email. Thus, the 
EUD contribution of the evaluated prototype lies in 
making the prompt a configurable and editable rep
resentation of the system’s generative behaviour, rather 
than in providing a rule-authoring or programming-by- 
demonstration environment.
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3.2.2. Condition A: the black-box interface
The Black-Box interface embodies the ‘Magic Box’ 
design paradigm commonly adopted by commercial 
AI tools, privileging abstraction over user control.

In this modality, the prompt construction described 
in Steps 2a–2c is handled entirely at the backend 
through hidden concatenation mechanisms. As users 
select parameters via the high-level GUI (see Figures 1, 
2, and 3), the system updates the internal state without 
offering any visual feedback on the logic being built. The 
user is exposed only to the final output in Step 3 (see 
Figure 4). By design, this interface conceals the inter
mediate prompt instructions that connect user selec
tions to the generated email. As a result, users can 
configure the scenario and revise the final output, but 
they cannot inspect or modify the generative instruc
tions before the LLM produces the draft.

3.2.3. Condition B: the glass-box interface
The Glass-Box interface implements our proposed Trans
parent EUD approach while preserving the same high- 
level configuration workflow used in the Black-Box con
dition. It differs by turning the intermediate prompt into 
an inspectable and editable end-user artifact. While it 
leverages the same wizard inputs defined in the common 
scaffolding, it augments the interface with a Live Pro
gramming panel for prompt configuration that visualises 
the prompt construction in real time. In this sense, the 
prompt functions as the editable representation of the 
system’s generative behaviour: users can see how their 

selections affect the LLM instructions and can directly 
modify those instructions before generation.

This introduces two key interaction differences com
pared to the standard workflow: 

. Synchronous Feedback (during Steps 2a–2c): When a 
user selects a parameter (e.g. ‘Urgency’), the system 
immediately updates the visible prompt (see Figure 5) 
by appending or revising the corresponding instruction 
(e.g. ‘Use urgent language to compel immediate action’). 
This live update makes the causal link between button 
clicks and AI instructions explicit.

. Editable Logic (during Step 3): Unlike the Black- 
Box condition, where users can edit only the final 
generated email (as in Figure 6), the Glass-Box con
dition allows users to edit the prompt before gener
ation. Users can refine the instructions, add 
constraints, or correct the intended framing before 
LLM inference. This supports end-user control at 
the level of generative behaviour rather than only at 
the level of post-hoc text editing.

4. Methods

To empirically validate the effectiveness of the proposed 
EUD approach compared to a traditional interaction 
paradigm, we conducted a controlled laboratory exper
iment. The study aimed to evaluate whether the EUD 
techniques implemented in DAMOCLES could democra
tise the creation of sophisticated phishing simulations 
without imposing excessive cognitive load or degrading 

Figure 1. Black box – Step 2a: Selection of the email topic. The LLM prompt is not visible; only the high-level controls are shown.
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the quality of the output compared to a baseline wizard- 
style interface.

4.1. Research questions and hypotheses

The study was guided by the following research ques
tions (RQs) and experimental hypotheses (H):

. RQ1 (Quality & Safety): Does exposing the genera
tive prompt to non-expert users (Glass-Box) affect 
the quality, realism, and safety of the resulting phish
ing emails compared to a pre-configured wizard 
(Black-Box)?
1 H1 (Non-Inferiority): We hypothesise that emails 

produced with the Glass-Box interface will achieve 

comparable quality and safety scores to those pro
duced with the Black-Box interface, demonstrating 
that user intervention does not degrade the robust 
output of the underlying LLM.

. RQ2 (Usability & Cognitive Load): Does the 
additional control and transparency provided by 
the Glass-Box interface result in a higher cognitive 
burden for the user?
1 H2 (Cognitive Parity): We hypothesise that despite 

the increased granularity of control, the Glass-Box 
interface will not impose a significantly higher 
cognitive load (NASA-TLX) or lower usability 
(SUS) compared to the Black-Box interface, sup
porting the usability of scaffolded prompt 
configuration and live prompt editing.

Figure 2. Black box – Step 2b: Selection of the persuasive principle. The email body is updated according to the user choices.

Figure 3. Black box – Step 2c: Selection of the emotional trigger. The email body is updated according to the user choices.
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. RQ3 (User Agency & Appropriation): How does the 
interaction modality influence the user’s sense of 
agency and their active modification of the AI-gener
ated content?

1 H3 (Textual Reliance): We hypothesise that the 
Glass-Box interface, by making the generative pro
cess visible and editable, may be associated with 
lower retention of the original AI-generated text 

Figure 4. Black box – Step 3: Generative Refinement. The user views only the final email text generated by the hidden prompt.

Figure 5. Glass box – Step 2: As the user selects high-level parameters (top), the LLM prompt is constructed live and is fully visible/ 
editable (bottom).
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compared to the Black-Box condition. This hypoth
esis concerns textual reliance on AI-generated drafts 
rather than a direct measure of automation bias.

4.2. Participants

A total of 30 participants were recruited via university 
mailing lists targeting students, administrative staff, 
and researchers. Exclusion criteria prevented the par
ticipation of individuals with formal professional train
ing in cybersecurity, social engineering, or psychology 
to ensure the sample represented the target population 
of non-expert evaluators. The final sample consisted of 
18 males, 10 females, and 2 non-binary individuals, 
with ages ranging from 22 to 42 years (M = 26.93, SD  
= 4.61). Regarding educational background, the sample 
included 4 students, 3 participants with a high school 
diploma, 10 with a Bachelor’s degree, 11 with a Master’s 
degree, and 2 with a PhD. Participants reported high 
digital literacy (M = 4.45, SD = 0.83 on a 5-point 
scale) and good English proficiency (M = 4.28, SD =  
0.59), but moderate expertise in security and persuasion 
techniques (M = 3.14, SD = 1.13). All participants are 
volunteers, and they have signed an informed consent 
form.

The user study in our paper was approved by the 
University of Cagliari Ethics Committee.6

4.3. Experimental design

We employed a within-subjects design with a single 
independent variable: the Interaction Paradigm. Partici
pants performed the experimental tasks using both 
environments detailed in Section 3. From an exper
imental-design perspective, the key manipulation was 
whether the intermediate LLM prompt remained hid
den or was made visible and editable before generation; 
all other elements, including scenarios, LLM backend, 
deterministic hyperparameters, and high-level configur
ation workflow, were kept constant across conditions.

. Black-Box Condition: The abstraction-oriented 
interface described in Section 3.2.2.

. Glass-Box Condition: The transparency-oriented 
interface described in Section 3.2.3.

To control for order effects (e.g. learning and fati
gue), the sequence of conditions was fully counterba
lanced across participants (AB/BA).

4.4. Apparatus and scenarios

Both interfaces were powered by the same GPT-4o back
end with identical deterministic hyperparameters 
(Temperature = 0.01) to ensure that any observed 
differences were attributable solely to the interaction 

Figure 6. Glass box – Step 3: Generative Refinement. The user can review and refine the generated email, as well as inspect the cor
responding explanation.
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modality and not to model stochasticity. The four scen
arios (see Appendix 2 for full text) were designed to 
cover common phishing templates, each requiring a 
specific combination of persuasion principles (e.g. 
Authority, Reciprocity) and emotional triggers (e.g. 
Fear, Joy).

4.5. Measurements

We adopted a multi-dimensional evaluation framework 
covering three key pillars:

4.5.1. Email quality index (objective)
To ensure a scalable yet methodologically rigorous 
assessment of the generated artifacts, we implemented 
a multi-stage Human-in-the-Loop (HITL) evaluation 
pipeline. This approach combines the analytical breadth 
of Large Language Models with the critical oversight of 
domain experts, mitigating the limitations of both fully 
automated (e.g. hallucinations) and fully manual (e.g. 
fatigue, inconsistency) scoring methods. The pipeline 
consisted of three steps:

Step 1: Stochastic AI Pre-scoring. A GPT-4o agent was 
configured with a system prompt acting as a ‘Security & 
Psychology Expert’ to evaluate each anonymized email. 
To address the inherent stochasticity of generative 
models and minimise the risk of outlier evaluations 
(i.e. hallucinations or random noise), we performed N  
= 10 independent inference iterations for each email 
with a temperature setting of T = 0.7. For every dimen
sion (Persuasion, Emotion, Realism, and Safety), we 
computed the median of the 10 scores. The choice of 
the median over the mean was strategic: it serves as a 
robust estimator that filters out distributional tails, 
ensuring that a single wrong AI response does not 
skew the overall assessment.

Step 2: Expert Adjudication. The pre-scored dataset was 
subjected to a validation phase involving two independent 
human experts (researchers in HCI and Cybersecurity). 
To optimise cognitive load without sacrificing accuracy, 
raters were presented with the email text alongside the 
AI-generated median score and its reasoning (Chain-of- 
Thought). Raters followed a validation protocol:

. Validation: If the AI’s reasoning was sound and the 
score accurate, the rater confirmed the value.

. Correction: If the AI missed context-specific nuances 
(e.g. a subtle irony or a culturally specific phrasing), 
the rater overrode the score with a manual 
evaluation.

To assess the reliability of this adjudication process, 
we calculated the Inter-Rater Reliability (IRR) using 

Cohen’s Kappa coefficient. The analysis yielded a strong 
agreement score of k = 0.84. Any remaining discrepan
cies between the two experts were discussed and 
resolved by consensus to establish a unified label. This 
hybrid process ensured that the final dataset represents 
a human-validated Ground Truth, leveraging AI for 
consistency and humans for semantic precision.

Step 3: Index Construction. The validated scores were 
consolidated into a final Quality Index (normalised 0- 
100). The formula integrates four key components:

Index=100

×
SPersuasion

2
·0.35+

SEmotion

2
·0.25+

SRealism

2
·0.20+SSafety ·0.20

􏼒 􏼓

Where SPersuasion, SEmotion, and SRealism are scored on a 
strict 3-point operational scale (0=Ineffective/Absent, 
1=Functional, 2=Sophisticated), and SSafety is a binary 
compliance score (0=Unsafe, 1=Safe). The weighting 
scheme (WP=0.35,WE=0.25,WR=0.20,WS=0.20) 
prioritises the efficacy of the psychological attack vectors 
while maintaining a baseline requirement for realism 
and safety.

4.5.2. User experience & workload (subjective)

. System Usability Scale (SUS): To assess perceived 
usability (0-100 scale). We also analysed the Usability 
and Learnability subscales.

. NASA-TLX: To measure perceived cognitive work
load across 6 dimensions (Mental Demand, Physical 
Demand, Temporal Demand, Performance, Effort, 
Frustration) on a 1–7 scale.

. Perceived Control & Transparency: Two ad-hoc 3- 
item subscales (Cronbach’s a . .70) measuring 
how much control users felt over the AI and how 
transparent they perceived the process to be (1–5 
Likert scale).

4.5.3. User agency & appropriation metrics
To move beyond subjective self-reports and objectively 
quantify the nature of Human-AI collaboration, we 
computed five computational metrics comparing the 
initial AI draft (Tdraft) with the final user-submitted 
email (T final). Each metric was selected to capture a 
specific dimension of user agency:

. Edit Ratio (%): Calculated via Levenshtein distance, 
this metric quantifies the magnitude of intervention. 
It serves as a high-level proxy for effort, indicating 
how much the user felt compelled to alter the 
machine’s output rather than accepting it ‘as is’.
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. AI Retention Rate (%): The percentage of unique 
tokens from the original AI draft preserved in the 
final text. We use this metric as a behavioural proxy 
for textual reliance on AI-generated content. A 
higher retention rate indicates that more of the AI- 
generated wording was preserved in the final email, 
whereas a lower retention rate indicates that users 
rewrote, filtered, or replaced a larger portion of the 
draft. Importantly, this metric should not be inter
preted as a direct measure of automation bias, 
users’ mental models, or supervisory behaviour. 
Rather, it captures an observable textual outcome 
that may be theoretically related to overreliance on 
automated suggestions. This interpretation is 
grounded in prior work on Automation Bias, which 
describes overreliance as the tendency to treat auto
mated cues or recommendations as substitutes for 
vigilant information seeking, verification, and inde
pendent judgment (Lyell and Coiera 2017; Mosier 
et al. 1996; Parasuraman and Manzey 2010). It is 
also consistent with recent studies on AI-assisted 
writing, where reliance on AI support has been oper
ationalised through the proportion of AI-generated 
text preserved in the final human-authored output 
(Agarwal, Naaman, and Vashistha 2025). Unlike 
Human Contribution, which captures how much 
new material the user added to the final text, AI 
Retention Rate specifically captures how much of 
the original AI draft was preserved. The two 
measures are therefore complementary rather than 
interchangeable.

. Human Contribution (%): The percentage of tokens 
in the final text that were not present in the original 
draft. Unlike retention, which measures what was 
kept from the AI draft, this metric captures creative 
injection or co-authorship, i.e. the extent to which 
the user added new semantic information or personal 
flair to the narrative. This measure complements AI 
Retention Rate: a user may preserve much of the 
original AI draft while still adding new content, or 
may rewrite existing content without substantially 
increasing the amount of new material.

. Expansion Factor (%): The percentage change in text 
length. This metric reveals the user’s elaboration 
strategy, distinguishing between users who merely 
pruned the AI’s output (negative expansion) and 
those who enriched the scenario with additional con
text (positive expansion).

. Semantic Drift: Measured as 1 − CosineSimilarity 
(SBERT(Tdraft), SBERT(T final)). While the Edit 
Ratio captures syntactic changes (e.g. rephrasing), 
Semantic Drift captures conceptual steering. A high 
drift indicates that the user not only polished the 

text but fundamentally altered the message’s meaning 
or intent.

All computational metrics are reported as normalised 
percentages because the generated emails varied in 
length across scenarios and participants. This normali
sation enables comparison across artifacts of different 
sizes in a within-subjects design. Raw token-level diff 
counts could provide complementary information 
about the absolute volume of editing; however, they 
are more sensitive to variation in email length. We 
therefore used normalised metrics as the primary 
measures and leave the systematic analysis of raw- 
count editing measures to future work.

4.6. Procedure

The study followed a standardised single-session proto
col conducted in a controlled laboratory setting, lasting 
approximately 60 minutes. Upon arrival, participants 
signed the informed consent form and completed a 
demographic survey regarding their background and 
digital habits. Before actually starting the experiments, 
participants were provided with information about the 
platform, the tasks, phishing in general, including the 
role of the persuasion principles and emotional triggers 
in the ethical phishing emails. The experimental session 
was divided into two counterbalanced blocks (Interface 
A/Interface B), separated by a 10-minute break to mini
mise fatigue and carry-over effects.

Each block followed an identical three-step structure: 

(1) Training (5 min): Participants received a standar
dised tutorial on the assigned interface. To ensure 
they understood the mechanics without biasing 
their strategies, they performed a neutral ‘warm- 
up’ task (unrelated to the experimental scenarios) 
under the supervision of the researcher.

(2) Task Execution (20 min): Participants completed 
the four experimental scenarios (Banking, 
Accounts, Shopping, Support) in a randomised 
order. They were instructed to generate and refine 
the emails until they were satisfied with the quality, 
as if they were launching a real simulation.

(3) Evaluation (5 min): Immediately after submitting 
the final email, participants completed the post- 
task questionnaires (SUS, NASA-TLX, and Per
ceived Control/Transparency scales) to capture 
their fresh subjective impressions of the interface.

At the end of the second block, a short debriefing ses
sion was conducted to gather qualitative feedback and 
clarify any doubts.
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4.7. Statistical analysis

All data analyses were conducted using the Python eco
system, specifically leveraging the scipy and pandas 
libraries. As a preliminary step, we assessed the normal
ity of the difference scores for each metric using the Sha
piro-Wilk test to determine the appropriate hypothesis 
testing method. For normally distributed data, we 
applied the parametric paired-samples t-test, reporting 
Cohen’s d to estimate the effect size. Conversely, for 
non-normal distributions – such as those typical of 
ordinal Likert scales and count-based metrics – we 
employed the non-parametric Wilcoxon Signed-Rank 
test, calculating the rank-biserial correlation (r) as the 
measure of effect size. All statistical tests were two- 
tailed, with the significance threshold set at a , .05.

5. Results

This section reports the results of the comparative 
analysis between the Glass-Box and Black-Box inter
faces. Analyses were conducted on the final sample of 
N = 30 valid participants. In addition to p-values, 
effect sizes (Cohen’s d for parametric t-tests, r for 
non-parametric Wilcoxon tests) are reported to dis
tinguish between lack of statistical significance and 
practical equivalence.

5.1. Email quality and safety (RQ1)

We evaluated the quality of the generated phishing 
emails using the objective Quality Index (0–100) and 
its constituent dimensions. Descriptive and inferential 
statistics are reported in Table 1.

Regarding the aggregate Quality Index, a paired- 
samples t-test indicated no significant difference 
between emails generated using the Glass-Box interface 
(M = 62.15) and the Black-Box interface (M = 61.88), 
p = .885. The associated effect size was negligible 
(d = 0.03), indicating practical equivalence in overall 
email quality between the two paradigms.

Analysis of the individual quality dimensions 
revealed no statistically significant differences for Per
suasion, Emotion, or Realism scores (all p>.05).

Regarding Safety, unsafe content was extremely rare in 
both conditions. Although the Glass-Box condition 
showed a marginally higher mean number of safety flags 
(M = 0.07) compared to the Black-Box condition (M =  
0.00), the statistical comparison showed no significant 
difference (p = .157), indicating that exposing the prompt 
did not systematically compromise ethical safeguards.

5.2. User experience and workload (RQ2)

User experience was assessed through the System 
Usability Scale (SUS), NASA-TLX workload measures, 
and ad-hoc scales for perceived transparency and con
trol. Results are summarised in Table 2.

Both interfaces achieved high perceived usability, 
with mean SUS scores exceeding 70, placing them in 
the ‘Good’ range of acceptability. The difference 
between Glass-Box (M = 73.92) and Black-Box (M =  
72.75) was not statistically significant (p = .727). Simi
larly, no significant differences emerged for NASA- 
TLX workload (p = .227) or its sub-dimensions.

Crucially, participants reported high levels of per
ceived Transparency and Control in both conditions 
(scores ≈ 4/5). The differences between conditions 
were negligible (p>.05), suggesting that the Glass-Box 
mechanism provided a comparable user experience to 
the traditional interface without inducing additional 
cognitive load.

5.3. User agency and appropriation (RQ3)

User agency was analysed by comparing the initial AI- 
generated drafts with the final emails submitted by par
ticipants. Metrics captured the extent of user modifi
cation and the preservation of semantic intent. Results 
are reported in Table 3.

Participants exhibited comparable levels of editing 
activity across conditions. On average, approximately 
one quarter of the AI-generated content was modified 
in both interfaces (26.56% vs 24.29%), with no statisti
cally significant differences in edit intensity, expansion 
behaviour, or semantic drift (all p>.05).

The AI Retention Rate showed a non-significant 
trend in the expected direction. Participants in the 

Table 1. Comparison of email quality and safety metrics between Glass-Box and Black-Box interfaces (N = 30).
Glass-Box Black-Box

Metric M SD M SD Test p Effect

Quality Index (0–100) 62.15 8.81 61.88 11.16 t-test .885 d = 0.03
Persuasion Score (0–2) 1.16 0.29 1.13 0.36 Wilcoxon .741 r = 0.06
Emotion Score (0–2) 1.05 0.39 1.08 0.36 Wilcoxon .594 r = 0.10
Realism Score (0–2) 0.91 0.22 0.85 0.34 Wilcoxon .295 r = 0.19
Safety Flags (count) 0.07 0.25 0.00 0.00 Wilcoxon .157 r = 0.87
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Glass-Box condition retained a smaller proportion of 
AI-generated tokens (M = 82.45%) than in the Black- 
Box condition (M = 84.58%). However, this difference 
did not reach the threshold for statistical significance 
(p = .085). Although the associated rank-biserial effect 
size was relatively large (r = .52), the absolute difference 
between conditions was modest, approximately two 
percentage points. Therefore, this result should be inter
preted as a preliminary directional signal rather than 
evidence of a robust behavioural difference.

5.4. Analysis of prompt editing in the glass-box 
condition

To address the nature and extent of user interventions 
during the generative process, we analysed the manual 
modifications made to the LLM prompts in the Glass- 
Box condition. Behavioural logs revealed that 5 out of 
30 participants (16.7%) actively edited the prompt 
before triggering the AI generation. Because these inter
ventions were highly targeted and adopted by a specific 
subset of users, aggregate computational metrics (e.g. 
Levenshtein distance) would have been heavily skewed 
by the zero-values of the majority. Therefore, we con
ducted a qualitative thematic analysis to extract deeper 
insights into the users’ intent. Two researchers indepen
dently analysed the edited prompts and resolved discre
pancies through consensus, identifying three primary 
editing patterns.

The first pattern refers to the use of prompt editing to 
increase contextual and operational specificity. Rather 

than changing the overall scenario, these participants 
expanded underspecified prompts by clarifying exactly 
what the email should communicate and what action 
the recipient should take. For example, one participant 
transformed a brief baseline prompt for the ‘Online 
Accounts’ scenario into a more concrete instruction, 
explicitly stating that the AI should warn the victim 
about ‘suspicious and unusual access’ and that the mess
age ‘requires some quick actions’.

The second pattern concerns surface-level output 
control, especially regarding language and formatting. 
Users inserted explicit constraints that were not present 
in the baseline prompt. For instance, participant P12 
added ‘Scrivi la mail in inglese’ (Write the email in Eng
lish) and ‘Scrivi l’email in inglese e da parte di un dipen
dente del reparto IT…’ (Write the email in English as an 
IT department employee) in scenarios 3 and 4 to strictly 
enforce the output format.

The third pattern involves edits for tone calibration 
and simplification. In one case, a participant added 
‘Show yourself as worried for the user’ (P5) to make 
the intended emotional stance more explicit to the 
LLM. Conversely, other edits involved prompt simplifi
cation, where participants removed ancillary wording 
generated by the wizard while carefully preserving the 
core task definition.

6. Discussion

This study aimed to explore the design space of EUD for 
GenAI, specifically focussing on the trade-off between 

Table 2. Subjective metrics for usability, workload, control, and transparency ($N= 30$).
Glass-Box Black-Box

Metric M SD M SD Test p Effect

SUS Total (0–100) 73.92 18.13 72.75 22.70 t-test .727 d = 0.06
Usability 71.25 21.30 69.90 23.99 t-test .721 d = 0.07
Learnability 84.58 15.63 84.17 24.99 Wilcoxon .870 r = 0.53

NASA-TLX Total (1–7) 2.92 0.97 3.07 1.04 t-test .227 d = −0.23
Mental Demand 3.50 1.41 3.67 1.81 Wilcoxon .474 r = 0.55
Physical Demand 1.67 1.40 1.70 1.32 Wilcoxon .751 r = 0.76
Temporal Demand 3.10 1.21 3.47 1.28 Wilcoxon .249 r = 0.78
Performance 5.23 0.86 5.10 1.09 Wilcoxon .609 r = 0.65
Effort 3.53 1.57 3.37 1.71 Wilcoxon .648 r = 0.45
Frustration 2.97 2.08 3.30 2.20 Wilcoxon .211 r = 0.73

Transparency (1–5) 4.00 0.73 3.94 0.80 t-test .759 d = 0.06
Control (1–5) 4.04 0.74 3.96 0.83 t-test .467 d = 0.13

Table 3. User agency and appropriation metrics comparing Glass-Box and Black-Box conditions (N = 30).
Glass-Box Black-Box

Metric M SD M SD Test p Effect (r)

Edit Ratio (%) 26.56 34.34 24.29 32.92 Wilcoxon .689 0.14
AI Retention Rate (%) 82.45 22.82 84.58 21.49 Wilcoxon .085 0.52
Human Contribution (%) 16.67 22.03 15.72 22.28 Wilcoxon .833 0.23
Expansion Factor (%) 0.21 6.03 1.63 10.63 Wilcoxon .648 0.15
Semantic Drift (SBERT) 0.09 0.12 0.08 0.13 Wilcoxon .248 0.34
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transparency (Glass-Box) and abstraction (Black-Box). 
A common assumption in HCI is that exposing techni
cal details increases cognitive load for non-experts 
(Zamfirescu-Pereira et al. 2023; Kulesza et al. 2013). 
Our results challenge this view, supporting a ‘Transpar
ency without Overhead’ thesis (B. Y. Lim and Dey 2011; 
Kizilcec 2016). We discuss the implications below. 
Nevertheless, the findings should be interpreted in 
relation to the specific EUD mechanisms implemented 
in the study. The evaluated interface does not rely on 
explicit rule authoring or full programming by demon
stration. Instead, it shows how EUD principles can be 
adapted to GenAI systems by treating the prompt as a 
scaffolded, editable configuration artifact.

6.1. RQ1: quality parity between paradigms

Our first question addressed whether the granular con
trol offered by the Glass-Box approach might inadver
tently lead users to degrade the output quality 
compared to a safer, constrained Black-Box approach. 
The analysis of the Quality Index indicates statistical 
equivalence. This finding suggests that the Glass-Box 
interface successfully supported users in managing the 
prompt. The scaffolding provided by the system pre
vented the ‘blank page syndrome’ often associated 
with raw prompting (Zamfirescu-Pereira et al. 2023), 
allowing users to achieve the same high-quality results 
(persuasion, realism, safety) as the opaque Black-Box 
wizard. In essence, exposing the mechanism did not 
break the machine (Wu, Terry, and Cai 2022).

6.2. RQ2: the myth of cognitive overload

We hypothesised that the Black-Box condition, by hid
ing complexity, would be perceived as more usable and 
less demanding. Surprisingly, the results demonstrate 
cognitive parity. The Glass-Box condition imposed no 
significant additional workload (NASA-TLX) and was 
rated equally usable (SUS). This supports the usability 
of the specific EUD-inspired mechanisms employed 
(scaffolded prompt configuration, real-time prompt 
visibility, and parameter-based selection) (Hutchins, 
Hollan, and Norman 1985). By making the prompt vis
ible and immediately reactive, the Glass-Box interface 
may have helped users treat the prompt as a cognitive 
aid rather than as an additional burden, supporting 
their understanding of the link between selected settings 
and the AI’s output.

Although the average SUS scores for both conditions 
were in the good range, their relatively large standard 
deviations suggest substantial inter-participant variabil
ity in perceived usability. Our observational notes 

indicate that lower usability ratings were often associ
ated with initial difficulties in navigating the platform 
and configuring the phishing campaign, including 
uncertainty in selecting the correct scenario and in spe
cifying emotional triggers and persuasion strategies. In a 
few cases, participants omitted a trigger, selected the 
wrong scenario, or manually edited the prompt to com
pensate for what they perceived as an inadequate default 
configuration. These observations suggest that the var
iance in SUS may reflect differences in onboarding 
and configuration ease rather than a uniform usability 
issue across the platform. However, since the study 
was not designed to test the effect of technical literacy 
or prior experience, we cannot conclude that a specific 
user profile systematically struggled with the system.

6.3. The role of transparency vs. active editing

It could be argued that the lack of significant differences 
in cognitive load (RQ2) and email quality (RQ1) stems 
from the fact that a large majority of participants 
(83.3%) chose to read, but not actively edit, the exposed 
prompt in the Glass-Box condition. However, this 
observation does not diminish the value of the EUD 
interface; rather, it highlights the efficacy of the 
Scaffolded Transparency approach. The fact that most 
users accepted the system-generated prompt indicates 
that the shared scaffolded configuration workflow 
(Steps 2a–2c) successfully translated high-level intents 
into usable LLM instructions, reducing the risk of 
‘blank page syndrome’. The cognitive parity observed 
in our results demonstrates that simply exposing the 
prompt – requiring users to read, process, and validate 
the AI’s logic before proceeding – did not induce cogni
tive overload. Furthermore, while the prompt was rarely 
edited, the AI Retention Rate showed a non-significant 
trend in the expected direction. Participants in the 
Glass-Box condition retained slightly less AI-generated 
text than in the Black-Box condition. However, because 
this difference did not reach statistical significance and 
the absolute difference was modest, the result should 
be interpreted cautiously. Our data are compatible 
with the possibility that exposing the generative logic 
may be associated with a modest difference in textual 
reliance on AI-generated drafts, but this interpretation 
remains exploratory and warrants validation in future 
work.

6.4. RQ3: transparency, textual reliance, and user 
agency

The behavioural metrics provide a more nuanced pic
ture than the quality and workload results. While 
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performance and workload were similar across con
ditions, the Glass-Box condition showed a non-signifi
cant trend toward lower AI Retention Rate. This 
pattern is compatible with the possibility that prompt 
visibility may have influenced how some users revised 
the AI-generated draft. However, because the difference 
was not statistically significant, AI Retention Rate 
should be interpreted only as a proxy for textual 
reliance, not as direct evidence of automation bias, 
changed mental models, or supervisory behaviour. 
This interpretation is theoretically consistent with 
prior work showing that reduced process visibility can 
foster over-reliance on automated decision aids (Bansal 
et al. 2021; Skitka, Mosier, and Burdik 2000). However, 
the present study does not directly measure over- 
reliance or automation bias. Therefore, we treat the 
observed AI Retention Rate pattern as an exploratory 
behavioural signal that may inform future studies 
using direct measures of verification behaviour, trust 
calibration, and mental-model change.

From a design perspective, the Glass-Box interface 
frames the AI less as an opaque generator and more 
as an inspectable drafting tool. This framing may sup
port critical engagement with AI-generated content 
(Kizilcec 2016; Kulesza et al. 2013; Yuan et al. 2022); 
however, our study provides only indirect behavioural 
evidence for this possibility. Future work should directly 
measure whether prompt visibility changes users’ verifi
cation strategies, trust calibration, or mental models of 
the system.

An alternative interpretation of the lower AI Reten
tion Rate could be that the Glass-Box interface pro
duced inferior initial drafts, thereby forcing users to 
edit the text out of necessity rather than active agency. 
However, the behavioural data do not provide clear sup
port for this interpretation. As detailed in Section 5.4, 
83.3% of participants did not manually alter the prompt 
in the Glass-Box condition. Consequently, the vast 
majority of the initial AI drafts in the Glass-Box con
dition were generated by the exact same underlying 
prompt logic as in the Black-Box condition, supporting 
the interpretation that baseline draft quality was com
parable across conditions. Prompt transparency may 
have influenced how some users approached the AI- 
generated draft, but the present study does not directly 
measure the psychological mechanisms underlying this 
behaviour.

7. Implications for design and policy

The findings of this study extend beyond the specific 
domain of phishing simulations, offering broader 
actionable insights for the design of Human-Centered 

AI systems. We articulate three key implications for 
researchers, designers, and organisational policymakers:

(1) From ‘Black-Box Simplification’ to ‘Scaffolded 
Transparency’. A prevailing heuristic in AI interface 
design assumes that to make complex models usable 
for non-experts, one must hide the underlying logic 
(the ‘Black Box’ approach) (Amershi et al. 2019; Liao, 
Gruen, and Miller 2020; Springer and Whittaker 
2019). Our results challenge this dichotomy. We 
demonstrated that complexity does not necessarily 
equate to cognitive overload if the transparency is prop
erly structured.

Design Implication: Developers of GenAI tools 
should prioritise Scaffolded Transparency. Instead of 
removing the prompt to simplify the interface, designers 
should expose it through visual scaffolding (e.g. live pre
views, modular prompt components, and parameter- 
based selection) (Arawjo et al. 2024; Tanimoto 2013; 
Wu, Terry, and Cai 2022). This approach bridges the 
‘Gulf of Evaluation’ (Hutchins, Hollan, and Norman 
1985), allowing users to build a correct mental model 
of the AI’s behaviour without needing prompt engineer
ing expertise. Transparency should be treated as a 
usability feature, not a technical hurdle.

(2) EUD as a Support for Reflective AI Interaction. 
The observed trend in the AI Retention Rate (r = 0.52) 
provides a preliminary indication that the interaction 
modality may influence how users preserve or revise 
AI-generated wording. While the absolute difference 
in retention rates between conditions was modest 
(82.45% vs. 84.58%) and did not reach statistical signifi
cance (p = .085), the associated effect size falls in the 
medium-to-large range (Cohen 2013). This pattern 
should be interpreted with caution: rather than indicat
ing a strong or definitive behavioural shift, it constitutes 
a directionally consistent signal that warrants further 
investigation in longitudinal studies. The practical rel
evance of even small reductions in AI retention should 
not be dismissed outright, however, as in high-stakes 
domains such as security operations, marginal differ
ences in critical engagement may compound meaning
fully over repeated use.

Design Implication: To prevent over-reliance on AI in 
high-stakes decision-making, interfaces should avoid 
‘Magic Button’ interactions that deliver instant, finished 
artifacts (Buçinca, Malaya, and Gajos 2021). Instead, 
designs should foster Co-Creation Workflows (Wu, 
Terry, and Cai 2022; Yuan et al. 2022) that encourage 
user engagement at the configuration stage. By transpar
ently exposing the generative logic and allowing the user 
to inspect or manipulate the parameters before the out
put is finalised, the system creates a beneficial ‘cognitive 
friction’. This visibility may introduce a form of 
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cognitive friction that invites users to inspect the gen
erative process before accepting the output.

(3) Scaling Security Operations through ‘Bounded 
Freedom’. For public administrations and large organ
isations, the centralisation of security training often 
leads to generic, ineffective campaigns (Ho et al. 
2025). Conversely, full decentralisation risks non-com
pliance (Kirlappos, Parkin, and Sasse 2015). Our 
findings on safety non-inferiority provide a solution: 
EUD enables a model of Bounded Freedom.

Policy Implication: Organisations should adopt EUD- 
based platforms to democratise security operations. 
This approach enables local administrators, who possess 
the contextual knowledge (culture, language, and cur
rent events) necessary for realistic simulations, to tailor 
content freely. Meanwhile, the system enforces hard- 
coded safety constraints (e.g. prohibited payloads and 
mandatory educational disclaimers) in the backend. 
This ‘Federalised’ approach to AI governance maxi
mises local relevance while guaranteeing global 
compliance.

8. Limitations

We acknowledge certain limitations in our study. First, 
while our sample size (N = 30) is consistent with typical 
HCI standards for usability studies, it limits the statisti
cal power to detect minute differences. However, the 
Null Results regarding Quality and Usability are sup
ported by negligible effect sizes (Cohen’s d<0.10 for 
both Quality Index and SUS). This strongly suggests 
that the lack of statistical significance is not due to 
Type II errors (insufficient power) but reflects a practi
cal equivalence between the two interfaces. In other 
words, even if a larger sample were to identify a statisti
cally significant difference, the magnitude of that differ
ence would likely be too small to have operational 
relevance in a real-world context.

Second, the study was conducted in a controlled lab
oratory setting. While this ensured internal validity and 
consistent model parameters, it may not fully capture 
the chaotic nature of real-world security operations. 
Future longitudinal studies could assess whether the 
‘Glass-Box’ approach maintains its benefits over pro
longed usage periods.

9. Conclusion

This study addressed a critical tension in the design of 
AI-assisted cybersecurity tools: the trade-off between 
ease of use through hidden prompt configuration 
(Black-Box) and user control through visible and edita
ble prompt configuration (Glass-Box). Through the 

design and evaluation of DAMOCLES, we demonstrated 
that this trade-off is not inevitable. By leveraging 
EUD-inspired mechanisms such as scaffolded prompt 
configuration, real-time prompt visibility, and editable 
generative instructions, we achieved a condition of 
‘Democratisation without Degradation’. The Glass-Box 
interface empowered non-expert users to configure 
sophisticated phishing simulations with the same qual
ity and safety as a rigid wizard, and with no additional 
cognitive cost.

Most importantly, our findings clarify the potential 
role of transparency in AI-assisted content generation. 
Exposing the prompt did not compromise quality, 
safety, or usability, and produced a preliminary, non- 
significant behavioural trend toward lower retention 
of AI-generated text. This result suggests a possible 
role for scaffolded transparency in supporting more 
reflective interaction with GenAI systems. However, 
because automation bias, mental models, and supervi
sory behaviour were not directly measured, future 
work is needed to verify these mechanisms explicitly. 
Future work will focus on longitudinal studies to assess 
whether scaffolded transparency affects users’ reliance, 
verification strategies, and engagement over time, as 
well as on exploring the application of Glass-Box EUD 
to other defensive tasks, such as generating training 
scenarios or policy definitions.

Notes

1. https://www.infosecurity-magazine.com/news/data-bre 
aches-human-error

2. https://cadenaser.com/cataluna/2025/03/01/hackers-qu 
e-aprovechan-el-error-humano-el-60-de-las-filtracione 
s-de-datos-publicos-en-cataluna-son-por-culpa-de-un- 
trabajador-sercat

3. https://www.myjournalcourier.com/news/article/illinoi 
s-human-services-data-breach-19993603.php

4. https://www.theguardian.com/australia-news/2024/sep 
/29/services-australia-hacks-data-breach-scam

5. Safety is defined as whether the generated phishing 
email violates ethical safeguards or global compliance.

6. Received on 27 November 2025, Prot. 0323653.
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Appendices

Appendix 1. Perceived control and 
transparency questionnaire

We measured participants’ perceived control and transpar
ency using the following two ad-hoc subscales:

. Transparency:
1 I understood why the interface suggested certain formu

lations in the email text.
2 It was clear to me which parts of the email were gener

ated by the system and which depended on my choices.
3 I could easily understand how the settings or parameters 

I selected influenced the resulting email text.
. Control: 

1 I felt able to guide the final outcome of the email.
2 I could effectively intervene to modify the text to align 

with my intentions.
3 I felt I had control over the psychological strategies used 

in the email.

Appendix 2. Selected scenarios

We thereby illustrate the four scenarios participants encoun
tered during the study and assessed with both the Glass box 
and Black box interfaces. For each scenario, we explicitly 
asked participants to keep the message professional and 
believable so recipients do not immediately assume it is a test.

Scenario 1 – Banking/Financial
Persona and Context: You are Giuseppe Rossi, IT Manager at 
FinConsult S.p.A.

Goal: Write an email that appears to come from the bank’s 
office, asking the recipient to perform an important account 
check shortly. The message must convey a realistic concern 
for potential problems if no intervention occurs (moderate 
and plausible fear), while communicating an authoritative 
and competent voice that simply explains what to do and 
why it is important to act.

NOTE: After the system has generated the draft based on 
the parameters you set, reread and refine the email. Ensure 
it achieves the scenario’s goal and simply and precisely explains 
what the recipient must do (concrete steps and deadlines, if 
needed). Only after this revision select the users to send it to. 
This final check is a fundamental step of the study.  

_________________________________________________

Scenario 2 – Online Accounts

Persona and Context: You are Maria Oxen, IT Manager at 
CampusX University.

Goal: Write an email informing about unusual access to 
the account and inviting the recipient to follow a quick secur
ity check. Convey a controlled surprise regarding the unex
pected event and communicate that many colleagues have 
already done so, suggesting that following this procedure is 
the most natural and common choice. Maintain a reassuring 
and collaborative tone.

NOTE: After the system has generated the draft based on 
the parameters you set, reread and refine the email. Ensure it 
achieves the scenario’s goal and simply and precisely explains 
what the recipient must do. Only after this revision select the 
users to send it to. This final check is a fundamental step of the 
study. 
_________________________________________________

Scenario 3 – Online Shopping/Customer Service
Persona and Context: You are Giuseppe Rossi, IT Manager at 
RetailHub Italia.

Goal: Write a support email reporting a minor issue with 
an order and offering a small token of appreciation (such as a 
voucher or an upgrade) to reciprocate the recipient’s 
cooperation in confirming a few non-sensitive details. The 
tone must convey positivity, encouraging a calm and helpful 
response.

NOTE: After the system has generated the draft based on 
the parameters you set, reread and refine the email. Ensure it 
achieves the scenario’s goal and simply and precisely explains 
what the recipient must do. Only after this revision select the 
users to send it to. This final check is a fundamental step of the 
study. 
_________________________________________________ 
_________________________________________________

Scenario 4 – Technical Support
Persona and Context: You are Giuseppe Rossi, CIO of Tech
Industries S.r.l.

Goal: Write an email that appears to be sent from the IT 
department, asking to perform a quick check to keep systems 
stable and functioning. The message must push the recipient 
to make a personal commitment, even using a firm and slightly 
annoyed tone regarding recent problems, while remaining 
respectful and professional.

NOTE: After the system has generated the draft based on 
the parameters you set, reread and refine the email. Ensure it 
achieves the scenario’s goal and simply and precisely explains 
what the recipient must do. Only after this revision select the 
users to send it to. This final check is a fundamental step of the 
study.
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